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ABSTRACT A supply chain consists of many stakeholders such as suppliers, carriers and customers. It is

often complex due to the rapid development of economic globalization and the intense competition pressure

in the market which resulted in information sharing within a supply chain to be fragmented. Blockchain

technology can solve this problem by having only a ‘‘one trusted ledger’’ that could reshape the element of

data trust. The goal of this paper is to identify and understand the impact of blockchain technology for infor-

mation sharing within a supply chain. The decentralized nature of blockchain technology offers a high level

of transparency and has gained the attention from various sectors to deploy this technology. A systematic

literature review in the academic literature was conducted using different databases. Blockchain-enabled

information sharing can add value to enhance collaborative work in different types of supply chains such

as health and medical, construction and smart city. From our findings, one potential impact of deploying

blockchain-enabled information sharing within a supply chain is that it ensures all members in the chain

can obtain verified information which enhances collaborative partnerships. Through this in-depth research,

we highlighted potential barriers that could impede the development of blockchain technology in supply

chain such as the lack of understanding of blockchain technology in businesses and conflict of interests.

Future work such as information hiding, in parallel with information sharing, could close the gap in deploying

this technology within a supply chain. Understanding the nature of different supply chain is also important

to better prepare the deployment of blockchain. We acknowledge that our approach in selecting literatures

in our systematic review may exclude certain literatures. Nonetheless, we tried to include as many relevant

literatures as possible, to develop a roadmap on the current situation of blockchain-enabled information

sharing within a supply chain.

INDEX TERMS Blockchain, smart contract, supply chain management, information sharing.

I. INTRODUCTION

A supply chain comprises many stakeholders such as

suppliers, manufacturers, retailers, carriers and customers

[1]. With the rapid development of economic globalization

and the intense competition pressure in the market, supply

chains have become highly complicated and dynamic [2]–[4].

This is mainly due to the fact that customers are now more

demanding, expecting better customized products and better

customer service that comes with an acceptable speed and

cost. In order to adapt efficiently to the changes in the market

and remain competitive, companies are now focusing on

their core function, and are moving towards a collective and

collaborative effort [4] such as outsourcing, development
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of advanced value chains, and open innovation [5].

Consequently, the numbers of members within a supply chain

have increased rapidly. These members are often scattered

globally, which result in information to be highly fragmented.

Thus, to better manage and facilitate information sharing

among the members within a complex supply chain, a higher

co-ordination cost is needed in the form of e.g. quality

systems, production standards, etc. However, information

asymmetry still exists in the current supply chain.

Information asymmetry is often connected to opportunism

in transaction cost economics [6], where information is not

fully shared among collaborative partners, and creates room

for dishonesty between partners. This interpretation is not

what this paper deals with. Our understanding of information

asymmetry is defined as hidden information [7], [8], which

could be either intentional or unintentional. This happens
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when not all members within a supply chain obtain product

information equally and indiscriminately [3]. Typically, prod-

uct manufacturers have advantages in controlling and hiding

the volume, accuracy and types of information to share with

other members, and even to consumers [3], [9]. Conflict of

interest is one of themain reasons for hiding information from

other members [10]. This low transparency and highly con-

trolled information flow reduce data trust among members

and the efficiency of a supply chain. Data trust in this context

refers to the reliability of information and data provided by

trade partners within a supply chain or central authority [11].

Accurate data trust in information sharing can act as a catalyst

to improve the efficiency in a supply chain.

To decrease the transaction cost, information sharing is

identified as an important strategy. Information sharing is

where members within a supply chain share information such

as product specification, the state of product, ownership,

location of data, and even the environmental impact [11].

Information sharing is important for firms which go beyond

decision making processes such as increasing profit margin

and logistics planning. It is also a key element to enhance

collaborative work among members. However, information

is constantly transforming from the beginning to the end

of the supply chain [10] and the volume of information

increases exponentially.With the large volume of information

distributed, this could confuse firms and buyers on which data

to trust [3], because there is no verification of the truthfulness

of the information provided. Thus, there is a need for a

better information sharing tool to combat fraud, pilferage, and

enhance poorly performing supply chains [12].

Blockchain technology can solve this problem by having

only a ‘‘one trusted ledger’’ that could reshape the element

of trust. It is a type distributed ledger technology that can be

a solution to a trustable information sharing, by providing a

permanent digital footprint to all members in the network.

This means every approved transaction occurred throughout

the supply chain is recorded in a tamper-evidence environ-

ment. Any malicious attempt to alter the information will be

obvious and evidential. Blockchain technology can also cou-

ple with the Internet of things (IoT) and smart devices to dig-

itize and automate processes to collect and share information

in real-time with other members, which improves the trans-

parency and increases the efficiency of a supply chain. These

potential impacts on supply chain has caught the attention

of many researchers. However, the holistic contribution and

barriers of blockchain-enabled information sharing within a

supply chain remain unclear. Therefore, in this paper, we will

investigate and understand how blockchain technology can

change current information sharing within a supply chain.

A systematic review will provide a clearer picture on

current exploration and research work on information sharing

within a supply chain [13], [14]. This can give a deeper

knowledge by identifying the potential benefits which are

unclear, challenges that hinder the growth of blockchain tech-

nology, and knowledge gap in this domain. Our systematic

literature review aims to answer the following research ques-

tion (RQ):

• RQ1: How blockchain technology has an impact on

information sharing in the supply chain

To answer our main research question, we have defined

3 research tasks (RT):

• RT1: To identify industries where blockchain technol-

ogy can have a significant impact on information sharing

within a supply chain

• RT2: To investigate the current potential chal-

lenges or barriers in the deployment of blockchain

within a supply chain

• RT3: To identify future development of information

sharing using blockchain technology within a supply

chain
This paper begins with a summary of the various methods

in managing information sharing among members within a

supply chain in section II, and is followed by the introduction

of blockchain technology and smart contract in section III.

Section IV explains the research methodology in conduct-

ing the systematic literature review and material collection.

Section V discusses the current state-of-the-art and the find-

ings from our defined research questions. We conclude the

paper in section VI.

II. VARIOUS METHODS IN FACILITATING AND

MANAGING INFORMATION SHARING

Currently, there are many methods to facilitate information

sharing (e.g. Quality assurance with third party intermedi-

aries, direct integration, hub-and-spoke architecture and ver-

bal communication). These methods exhibit many challenges

that inhibit the efficiency of a supply chain. We understand

that there are other means of managing information but in

this paper, we focus methods such as third-party intermedi-

aries, institutional trust and communication as summarized

in Table 1.

These methods are still commonly used for information

sharing. However, the level of trust-worthiness of the doc-

umented data and distributed information is of poor quality

and often fragmented [15]. The lack of data trust is a huge

barrier for the integration of business process across organi-

zations [15], [16]. Thus, new technology such as blockchain

technology could solve these challenges by enabling a new

form of digital data trust.

III. WHAT IS BLOCKCHAIN TECHNOLOGY

AND SMART CONTRACT

Blockchain technology offers a decentralized environment

that is built on data trust using a digital approach [22].

Weber et al. [16] insisted that blockchain could be an emerg-

ing technology for decentralized and transactional data shar-

ing across a network of untrusted participants. It distributes

validated, immutable transactions that are consistent to a large

number of members in a network [22], [23]. In this decentral-

ized environment, there is no member in the network that can

control, tamperwith or falsify important information, because
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TABLE 1. Summary of current methods in facilitating and managing
information sharing.

it is no longer a single-point storage within a centralized

system.

Every single transaction is verified through consensus

within the decentralized system and stored in a block format.

Reaching a consensus agreement by all participants in the

network, before recording it permanently, is the key feature

of blockchain technology [24], [25]. The participants of the

network then proceed to validate the information and create

a block. Each block is linked with another block forming

a chain [26], [27]. This provides traceable and transparent

information to all members. Smart contract is one of the most

salient features [22], and can be embedded in blockchain.

Smart contract removes the requirement for a centralized

third-party to manage, verify and store information in real-

time [24]. It enables a whole new type of regulation by

transposing legal rules and contract agreements into technical

and software rules [20], [28]. It relies on formal algorithms

and mathematical code to execute transactions autonomously

when all the requirements are fulfilled, as defined in the smart

contract [29]. This resulted in lesser human interaction being

needed, which saves cost of negotiation and time needed to

FIGURE 1. Systematic literature review process.

communicate with members that are scattered globally [22].

Although blockchain technology is still at its early stagewhen

it comes to application in businesses apart from cryptocurren-

cies like bitcoin, there is a growing interest in transforming

and building a more robust data trust in various industries.

In short, blockchain technology can enable a new form of

data trust to mitigate those challenges as shown in Table 1.

It has also been speculated to have a strong impact on supply

chains on how information is shared among members in a

secure manner, with no centralized third party to govern data

and information. It also redefines the rules and regulation

of information sharing using smart contract. Today, attention

from the academic sphere on this emerging technology within

a supply chain is increasing.

IV. RESEARCH METHODOLOGY

A. CONDUCTING SEARCH

This paper will perform a systematic literature review to

investigate the topic of blockchain-enabled information shar-

ing within a supply chain. This methodology provides a

transparent and reproducible process of selection, analysis

and reporting of previously conducted research of selection

on a specific topic [30], [31]. The main purpose is to explore

the current existing state-of-the-art of academic research on

information sharing and blockchain. In order to have a widest

coverage of all published literature, we carefully planned our

systematic literature review process and is summarized as

shown in the Fig 1 as shown below.

The review of material starts as early as in 2008, since

the term blockchain was firstly introduced, until December

2019 prior to the submission of this paper. Material collection

was carried out through various databases (Scopus, Web of

Science, Emerald Insight, IEEE Xplorer digital library and

Business Complete) to gather widest possible samples.

In order to capture blockchain technology across different

industries, and to be as comprehensive as possible,

generic keyword strings such as ‘‘blockchain technology’’,

‘‘information flow’’, ‘‘information sharing’’, ‘‘information

asymmetry’’ and ‘‘supply chain’’ were employed as research
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FIGURE 2. The number of literatures collected in each year.

criteria to collect literatures. And the keyword strings were

structured and combined as shown below:

• ‘‘blockchain technology’’ AND ‘‘information flow’’,

AND ‘‘supply chain’’

• ‘‘blockchain technology’’ AND ‘‘information sharing’’

AND ‘‘supply chain’’

• ‘‘blockchain technology’’ AND ‘‘information asymme-

try’’ AND ‘‘supply chain’’

• ‘‘blockchain technology’’ AND ‘‘supply chain’’

• ‘‘information sharing’’ AND ‘‘supply chain’’

• ‘‘information asymmetry’’ AND ‘‘supply chain’’

• ‘‘information flow’’, AND ‘‘supply chain

B. MATERIAL COLLECTION

After a thorough screening according to our systematic

literature review flow, we selected a total of 31 literatures.

All these literatures which met the requirements are exported

to EndNote and Microsoft Excel to generate tables and fig-

ures for analysis.

In addition to that, some literatures that did not meet all

the requirements but consists of relevant information are also

exported to Excel sheet under different tab. This is important

for us to gain a more comprehensive knowledge in different

types of supply chains.

C. MATERIAL ANALYSIS

From Fig 2, the earliest selected literature is published in the

year 2017 (n =3) and with a visible growth in 2018 (n=

12). 16 literatures were collected in 2019. This increasing

trend highlights the growing interest of researchers in the

field of deploying blockchain-based solutions for information

sharing within a supply chain. This is due the potential of

blockchain in enhancing the traceability and transparency

within a complex supply chain.

From Fig 3, in Asia, highlighted in green, has the highest

total number of literatures of (n=21) from different countries

such as Singapore (n=1) and Japan (n=2). In this region,

China (n=16) has published the highest number of literatures

within this field. In Europe, bars in orange, United Kingdom

and theNetherlands (n=2) have themost literatures published

compared to the rest of the European nations. USA has

published 2 literatures in North America.

Among the collected literatures, the majority of the

research work is within the health and medical sector domain

(8/31 literatures) and general supply chain (15/31 literatures)

as shown in the Fig 4. below.

In our analysis, we categorized the selected literatures into

information sharing and information asymmetry. As shown

FIGURE 3. The number of literatures published based on countries.

FIGURE 4. The number of literatures sorted based on the types of supply
chain, information and solution.

in Fig 4, 24/31 (77%) literatures focused on information

sharing. Different types of supply chains such as health and

medical, transportation and even military focused on how

blockchain-enabled information sharing with high data trust

can increase the efficiency in their respective supply chain.

While the remaining literatures focused on information asym-

metry within a supply chain.

We then further categorized the literatures in the

blockchain based and other solutions. From Fig 4, 27/31 lit-

eratures (87%) used blockchain-based solutions to reduce

information asymmetry or to facilitate information sharing.

There are 4 literatures which use other solutions in making

decisions under information asymmetry. These 4 literatures

are selected is because it highlights the knowledge gap where

blockchain can be deployed not only for information sharing

but information hiding as well. The total list of 31 selected

literatures are summarized in Table 2.

V. FINDINGS AND DISCUSSIONS

A. CURRENT PERSPECTIVE ON INFORMATION SHARING

USING BLOCKCHAIN TECHNOLOGY WITHIN

A SUPPLY CHAIN

The number of academic publications in this topic is

increasing, starting from 2017, which shows that researchers

have started to recognize the potential impact of blockchain
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TABLE 2. Summary of selected literatures. TABLE 2. (Continued.) Summary of selected literatures.
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TABLE 2. (Continued.) Summary of selected literatures.
TABLE 2. (Continued.)Summary of selected literatures.

on information sharing within a supply chain. The growth

is owing to the decentralized nature of blockchain, which

eliminates the dependence on unreliable centralized third

parties to govern sensitive information and decrease the trans-

action cost. With blockchain technology, every information

is recorded permanently and distributed to every member in

the network, which improves transparency and traceability

in supply chain. This capability drives the momentum of

deploying blockchain.

Blockchain-based solution improves traceability of the

information of a product [58]. This solution can be adopted

49650 VOLUME 8, 2020



P. K. Wan et al.: Blockchain-Enabled Information Sharing Within a Supply Chain: A Systematic Literature Review

into various complicated supply chain to enable the fight

against food fraud, counterfeit medicine and luxury jewellery

like blood diamonds. Improving the information traceability

throughout the entire collaborative processes within a supply

chain can increase the level of data trust since each informa-

tion flow is recorded permanently. In Perboli et al. [58] study,

they suggested that information such as certification and

authentication of its product units from all producers along

the chain must register a batch ID and store it in blockchain.

This can result in a higher visibility of all the processes

which can guarantee the provenance of the product. This

decentralized structure in blockchain improves transparency

of information.

Transparency is compromised, due to many discrete activ-

ities that are not visible and difficult to track in a globalized

and complicated supply chain. ElMessiry and ElMessiry [59]

studied within the supply chain of textile industry, and they

pointed that many discrete activities of the production are

outsourced, where it contributes themost value to the product.

Often these discrete outsourcing activities occurred in devel-

oping nations, where manufacturing rules and regulation on

quality standards are less enforced. This could result in pro-

ducing lower quality products. ElMessiry and ElMessiry [59]

also proposed a blockchain-based framework solution that all

transactions involved in the supply are recorded in blockchain

to increase transparency. Smart devices with sensors can be

integrated with blockchain to send real-time information.

Blockchain-enabled real-time information tracking has a

huge potential in changing the way information is shared and

distributed among multiple partners. For example, using of

IoT sensors to send information regarding the storage and

traffic condition of the road in real-time. The information

is then recorded permanently in blockchain, and distributed

to members such as logistics and transportation firms [3].

This allows firms to take appropriate emergency actions when

unplanned activities occurred. The integration of smart con-

tract embedded in blockchain can also be explored where

tasks can be executed autonomously, and send notification to

logistics firm in real-time information using IoT enabled sen-

sors and devices [60]. This can increase real-time decision-

making process of members in the chain and efficiencies.

Within a supply chain, document sharing and version

control can benefit from blockchain technology [36]. Version

control of documents, regardless of whether they are in

paper or digital formats, has become one of the most impor-

tant aspects when collaboration between different parties

increases, primarily for sharing information. However, infor-

mation asymmetry is one of the challenges in using digital

information, and 83% of productivity is consumed by version

management issues [61]. Existing documents version control

systems are mostly centralized, where changes and updates

to any documents without the knowledge of users is possible

[36]. Nizamuddin et al. [36] proposed a blockchain-based

solution for version control for digital documents embed-

ded with smart contract, to facilitate multi-user collabora-

tion. Any changes must be validated and tracked without a

centralized third party. Blockchain technology ensures a

secured and high level of trust of information sharing among

different parties in a supply chain. Application of blockchain

is still at a very early stage and thus, it is important to under-

stand the significant impact of using this technology for infor-

mation sharing in different industries within a supply chain.

B. RT1: TO IDENTIFY INDUSTRIES WHERE BLOCKCHAIN

TECHNOLOGY CAN HAVE A SIGNIFICANT IMPACT

ON THE INFORMATION SHARING WITHIN

A SUPPLY CHAIN

1) MEDICAL AND HEALTH INDUSTRY

Blockchain technology can provide an effective collabora-

tive treatment and care decision which brings advancement

in medical and healthcare domain [43]. This technology

can remove information silos which are impeding infor-

mation sharing among patients and medical professionals.

Medical data and information are continuously generated

every time when someone visits a clinic or hospital [41].

And to this day, traditional paper-based are still utilized to

record medical information. To better manage the high vol-

ume of information, it is common for hospital to engage a

centralized databased system, with such electronic medical

records (EMR) to store and manage highly sensitive data.

This method, however, is vulnerable to leakage and alteration

without leaving any traces.

Getting access to correct and verified information of

the patients during emergency situation is a matter of life

and death [41]. Medchain [38], EMRshare [18], MedBlock

[17] and FHIRchain [43] are some blockchain-based solu-

tions and frameworks to distribute trusted information in

medical and health sector. Among those solutions, Medchain

is a blockchain-based solution that facilitates information

sharing among multiples roles like patient, requesters and

healthcare providers which achieve higher efficiency and

satisfy security requirements in information sharing [38].

Currently, data protection is not up to par, and is vul-

nerable to data breaching where the patient’s information

is stolen or lost [41], [62]–[64]. This results in a series of

complicated procedures which is bounded by strict legal

regulations, when it comes to medical data sharing outside an

organization [18]. This bureaucratic procedures in obtaining

information impedes medical professionals in performing a

better treatment and diagnosis, when someone goes to a

hospital that is not where he/ she is from. Blockchain can

shift the ownership from a centralized third party to patients

themselves.

Blockchain-based technology enables patients to have the

ownership over their own medical record data and informa-

tion. Smart contract enables patients to grant authorization

and access his/her accurate medical records since medical

information belongs to the patient. Academic researchers

have come up with different blockchain-based solutions that

enable sharing of information without compromising pri-

vacy, security and ethics [18]. Thus, improvement such as

diagnostic accuracy, gathering information and confirmation,
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preventing inadequacies and errors in treatment plan and

medication is expected with use of blockchain technology in

this sector. [43], [65]–[68]

2) SMART CONSTRUCTION AND SMART CITY

The construction sector is perceived as one of the slow indus-

tries in the adoption of digital technology [69], [70]. For

example, there is some evidence that building information

modelling (BIM) is gradually being utilized in architecture,

engineering and construction (AEC) industries. It uses con-

struction information from various databases to manage the

essential building design throughout its life cycle [45], [71].

However, the adoption of BIM in construction has been

slow, mainly due to the fact that the updated information

in BIM cannot be tracked, and often revision history is not

retained. Even if revision histories are stored and available,

the integrity of the historical data is not validated and thus

making it very hard for users to fully trust it. Information shar-

ing using blockchain-based solution can increase data trust.

Zheng et al. [45] suggested a blockchain-based framework

called bcBIM that can solve integrity of the information

shared and recorded in BIM. For example, information is

stored chronologically and is falsification free guaranteed

[45], [72]. When someone adds to and updates the BIM

model, information will be stored in blockchain, and dis-

tributed to all participants that are working on the samemodel

[46]. In addition to that, recorded information in BIM with

blockchain-based solution is validated and verified. Users

can now work on the BIM model, and be able to know who

is responsible for those changes. This adds a new layer of

trust to the information, by providing the ownership of the

changes transparently. This can lead to a higher degree of

collaboration work.

Collaboration within a partnership can increase in this

industry when information is more transparent and shared

more freely [46]. For example, the construction sector can

trust information obtained from the logistics partner, to ensure

materials are arriving as expected to reduce potential delay.

This decentralized platform can also track and trace the

provenance of the material purchased for construction. This

can simplify the procurement activities, because the construc-

tion company does not need to incur additional cost to audit

the materials and practices in a supply chain.

The development of smart city has progressed steadily

mostly due to the increase of the availability of digitized

information and data [44]. Government agencies are also

actively encouraging business enterprises and research insti-

tutions to use government data to make innovative applica-

tions to move towards smart city [44]. However, the current

information sharing only flows among governmental depart-

ment or registered/trusted social agencies, while non-trusted

institution such as private or SMEs are not granted access.

This is due to various forms of potentially national security

risks. The use of blockchain-based platforms increases infor-

mation sharing among non-trusted institutions, which breaks

the wall between trusted and non-trusted parties with smart

contract embedded in the platform. For example, an organi-

zation would send a request to obtain certain piece of infor-

mation, and a smart contract would only execute information

sharing when the other party agreed and digitally signed. This

can facilitate and secure information flow without putting the

institution at risks.

3) OTHER INDUSTRY

a: BANK LOAN FOR SMES

Blockchain-based technology increases opportunities for

low-risks and high potential small and medium-sized enter-

prises (SMEs) to obtain bank loans and other forms of finan-

cial aid. However, many of them are not able to display

their credit quality effectively to obtain monetary help [73].

Information asymmetry between banks and SMEs, alongwith

insufficient collateral are making it harder for them to obtain

bank loans [51]. Wang et al. [51] proposed a blockchain-

based solution to mitigate information asymmetry, by storing

verified information such as financial statement and assets of

SMEs. The process of verifying financial document enables

low-risks and high-quality SMEs with non-tampered finan-

cial statement to be visible to banks which could potentially

increase their opportunities of getting a loan. The use of

blockchain technology can filter out high risk SMEs where

they could not produce credible financial statements to banks.

In the long run, this can also slowly eliminate the requirement

of having enough collateral from SMEs as part of the assess-

ment to get bank loans approved.

b: TEXTILE SUPPLY CHAIN

Information sharing has a significant positive effect in col-

laborative work in a complex global supply chain such as the

textile industry [74]. However, information sharing among

members throughout the chain on quality related issues is

close to non-existent [59]. This is due to many discrete activ-

ities which are not visible and difficult to track, starting from

raw material to final product, making necessary investiga-

tion of the root cause challenging. ElMessiry and ElMessiry

[59] studied within the supply chain of textile industry, and

pointed out that losses by discarding the final finished textile

due to quality issues can reach up to 40%. To solve this issue,

they [59] proposed a blockchain-based framework so that all

information and transactions involvedwithin the supply chain

are recorded in blockchain to increase transparency of the

provenance of the product. This may prevent unethical acts

like child labour from entering the chain because every piece

of information about the textile is recorded and validated. It is

important to identify the potential barriers that impede the

advancement of blockchain technology in the supply chain.

C. RT2: TO INVESTIGATE THE CURRENT POTENTIAL

CHALLENGES OR BARRIER IN THE DEPLOYMENT

OF BLOCKCHAIN WITHIN SUPPLY CHAIN

Unwillingness to share information among members within

a supply chain due to conflict of interest is a chal-

lenge that slows down the momentum of deploying

blockchain [52]. Blockchain-enabled solution which offers

49652 VOLUME 8, 2020



P. K. Wan et al.: Blockchain-Enabled Information Sharing Within a Supply Chain: A Systematic Literature Review

a high transparency, on the contrary, may not contribute to,

but could further increase, the unwillingness of organization

to use this solution to store and share information. This is

due to having a high visibility of information and transac-

tion to inappropriate members is not ideal for any company

because of the highly competitive nature of supply chains.

Such conflict of interest makes companies less inclined to

deploy or even reject blockchain as a solution, despite the

extent of the literature emphasizing the benefits of informa-

tion sharing using blockchain [75], particularly in the con-

text of a global supply chain operation where members are

scattered globally or do not trust each other [76]. The lack of

understanding of blockchain further retards the adaptation.

Normally, the main challenge of digital transformation is

the lack of understanding of digitization in the industry. For

example, there is a limitation in knowledge and understanding

of BIM in the construction sector [77], resulting in organi-

zations’ misconception of what this digital technology can

achieve [46]. This often ended up with abandonment and

the inability to embrace the technology in this sector [78],

[79]. Similarly, blockchain technology may face the similar

challenge, despite having the capabilities to offer various

benefits such as facilitating immutable information sharing

among partners, increase transparency and traceability of a

product.

The hype of blockchain being disruptive has gained inter-

est beyond financial industries, but many business leaders

remain unsure what that means for their companies, and what

blockchain is. In a survey of 308 senior executives at large

companies in the United States, 39% of the respondents had

little or no knowledge about blockchain technology [80]. Till

today, many SMEs claimed that they have little knowledge

about blockchain [52], [81]. Investment of both time and

money are needed to overcome the barrier of deployment of

blockchain are inevitable at this infancy stage. More efforts

in closing these knowledge gaps are needed to understand the

potential of this technology in supply chain.

Many companies are not willing to risk making large

investments in blockchain that may not create large value to

their organization [82] is also one of the barriers. Information

and data are constantly generated and flowing among differ-

ent partners across the supply chain. A blockchain solution

is ideal when crucial pieces of information are recorded and

stored in blockchain after verification. However, this technol-

ogy comes at a cost. Companies may not be willing to spend

time and money to develop an architecture framework that

integrates blockchain technology that supports and fits into

their overall business strategy [82] due to fear of low returns.

If a company plans to adopt blockchain in their organization,

time and effort are required in sorting and identifying the

suitable type of blockchain (permissioned or permission-

less) to be employed, who has rights and who are restricted

[83]. Without this step, a company may end up spending a

large amount of money, with low value added to their firm.

In addition, many companies feel that their current informa-

tion sharing system are functioning fine. To deal with such

challenges, a new business model for blockchain service with

less cost and less risk should be developed.

D. RT3: TO IDENTIFY FUTURE DEVELOPMENT OF

INFORMATION SHARING USING BLOCKCHAIN

TECHNOLOGY WITHIN A SUPPLY CHAIN

Information hiding using smart contract embedded in

blockchain should be focused in parallel with information

sharing within a supply chain. Information sharing can pro-

vide operation benefits [52], but the feasibility, in reality,

for any firms in global supply chains agreeing to this may

be very low. For example, high level of information sharing

in medical service such as medical diagnosis and prescrip-

tions from medical professional like doctors may result in

resistance towards the implementation of blockchain-based

technology. This is because some doctors would perceive this

as a threat to their autonomy or even as a form management

control tool [84], [85]. With the use of smart contract, part of

the information, such as the name of the doctors and hospitals,

would be hidden, without compromising the integrity of the

information, if a patient would like to obtain second opinions

from other hospitals. Therefore, effort focusing on informa-

tion hiding using smart contract to hide certain of information

and granting access upon request should also be a part of the

solution framework design.

Reported work lacks the sharing of performance evaluation

of using blockchain technology [18]. Many researchers have

attempted to address this issue by designing blockchain-

based architecture and visual framework solutions. From

the Table 2, 8/31 in the medical sector designed different

blockchain-based solutions but only 3 published literatures

provided performance evaluation analysis. Sharing of such

evaluation and analysis on the performance remains very

limited. ElMessiry and ElMessiry [59] is another example

in the textile industry, where they attempted to use computer

simulation on their framework, but they pointed out that the

use of blockchain is very new, and is difficult to demonstrate

the improvement on transparency. Without the documented

performance in real industry, it is difficult to persuade enter-

prise and gain support from the top management [12] to

deploy this new digital tool for information sharing. In short,

effort in measuring and comparing the effective of using

blockchain on information sharing can be the next step of the

development of deploying blockchain in a supply chain.

Despite many literatures expect blockchain to achieve var-

ious strategic supply chain objectives, for example reducing

cost through the elimination regulatory compliance cost and

increasing the speed through digitization [86], it is not a one-

size-fit-all technology. It is crucial to place a strong focus

in understanding the nature of the supply chain as a part of

future development of blockchain. For example, identifying

the boundary conditions [87], and addressing the key require-

ments [53] in developing an architecture for information

sharing which fits the nature of supply chain that supports

information sharing. This is to better prepare the adoptation

of blockchain technology in a real-world scenario.
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VI. CONCLUSION

The high volume of information generated from members in

a supply chain makes information sharing complicated and

highly fragmented. To better facilitate information sharing,

different methods, such as engaging a centralized third party,

is still commonly used to facilitate information sharing

among multiples parties within a supply chain. In addi-

tion to that, a legal contract is signed between two insti-

tutions or more to enhance collaboration work. However,

malicious acts such as alteration to information in centralized

database system, without leaving any traces, compromise

data integrity and the level of transparency and traceability.

Emerging technology such as blockchain technology may

transform the current methods of storing information in a

decentralization network where no single authority controls

over information without compromising data integrity. This

paper explored how blockchain-enabled information sharing

can rebuild and fortify the element of information and data

trust among members within a supply chain.

Blockchain technology has gained great interest within the

supply chain due to the decentralized structured with high

transparency and traceability. However, research focusing

primarily on blockchain-enabled information sharing within

a supply chain remains limited. In this systematic literature

review, we contributed by identifying what are the significant

impacts with the deployment of blockchain-enabled informa-

tion sharing within a supply chain. The main finding is that

this technology ensures members in the chain can obtain ver-

ified information which enhances collaborative partnerships.

The use of blockchain-based platforms with embedded smart

contracts can increase information sharing between trusted

and non-trusted institutions with lower security risk. This can

benefit any types of supply chain by removing information

silos which often happen in reality.

Through this in-depth research, we also contributed by

highlighting barriers in the development of blockchain tech-

nology in supply chains. One of the potential challenges is the

unwillingness of firms to share information to othermembers,

due to conflict of interests. The lack of understanding of

this technology also impedes the deployment within a supply

chain. Till today, many business leaders remain unsure what

blockchain is, and how can it contribute to their businesses,

while many SMEs claimed they have little knowledge on this.

Hopefully these findings can draw a more comprehensive

overview to researchers in developing relevant steps to over-

come highlighted challenges.

In this paper, we also provided some potential future

work for blockchain-enabled information sharing that is

worth investigating by researchers, that could bring a positive

impact on the expansion of this new technology. More effort

in information hiding, in parallel with information sharing,

could potentially close the gap in deploying this technology

within a supply chain. Future work in understanding the

nature of a supply chain is also important to better prepare the

deployment of blockchain. Lastly, we acknowledge that our

approach in selecting literatures in our systematic reviewmay

exclude certain literatures. Nonetheless, we tried to include

as many relevant academic papers as possible, to develop

a roadmap on the current situation of blockchain-enabled

information sharing in supply chain.
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