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Abstract

The rampant and sudden outbreak of the SARS-CoV-2 coronavirus also called COVID-19 and its uncontrollable spread have

led to a global crisis. COVID-19 is a highly contagious disease and the only way to fight with it is to follow social distancing

and Non-Pharmaceutical Interventions (NPIs). Moreover, this virus is increasing exponentially day-by-day and a huge

amount of data from this disease is also generated at the fast pace. So, there is a need to store, manage, and analyze this huge

amount of data efficiently to get meaningful insights from it, which further helps medical professionals to tackle this global

pandemic situation. Moreover, this data is to be passed through an open channel, i.e., the Internet, which opens the doors for

the intruders to perform some malicious activities. Blockchain (BC) emerges as a technology that can manage the data in an

efficient, transparent manner and also preserve the privacy of all the stakeholders. It can also aid in transaction authorization

and verification in the supply chain or payments. Motivated by these facts, in this paper, we present a comprehensive review

on the adoption of BC to tackle COVID-19 situations. We also present a case study on BC-based digital vaccine passports

and analyzed its complexity. Finally, we analyzed the research challenges and future directions in this emerging area.
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1 Introduction

Novel coronavirus disease dubbed as COVID-19 by the

World Health Organization (WHO) has forced the whole

world on its knees. It is a pneumonia-like infectious disease
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that was first seen in Wuhan, China, at the end of 2019

and has quickly spread to the rest of the world. Due to

its rapid transmission, virtually every country in the world

faces its threat and has overburdened the existing medical

facilities. There is no cure for this virus as of now and it

has infected over 25 million people and over 850,000 people

have succumbed to the illness. The only definitive way of

controlling the spread of the virus is by practicing social

distancing and maintaining personal hygiene. The WHO

recommends regularly wash hands, maintain a distance of

a minimum of one meter from others, avoid visits to public

places, and wear the face mask at all times.

Many countries in the world have imposed stringent

measures to curb the spread of the virus, such as strict

quarantine for all infected citizens, travel restrictions,

and measures to maintain social distancing such as

public closings places to restrict mass gathering. Despite

all these measures in action, people often flout these

norms and recommendations and the spread has not been

contained. The only solution is that people must accept

these new norms and recommendations and follow them

wholeheartedly.

Information and Communication Technology (ICT)

played a key role in fighting against the virus and has

worked hand-in-hand with the medical industry to minimize
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the spread of this virus. Many governments and municipal

corporations across the globe have released mobile appli-

cations to keep their citizens informed about the current

spreading status of the virus. These applications include

the number of cases, the number of recoveries, the areas

with a high number of cases detected, nearest hospitals,

government norms, and guidelines. Some countries such as

South Korea [92] developed an application that can track the

movements of their citizens and all those who were in con-

tact with them in case the person tested positive. On tested

positive, all the people who were in his/her contact with the

infected person are tracked and also tested. This way, the

spread of the virus can be contained.

Often, in these types of personal information sharing

applications, there is always a concern about the security of

the data and preserving the user’s privacy. For example, the

mobile application released by the government of Singapore

known as the TraceTogether [49, 72] has faced a lot of

criticism for its ignorance of the privacy of application

users. In this application, nearby mobile phones share

tokens via Bluetooth and also to a central server. If a

citizen has been exposed to the virus, then the authorities

will procure the list of all these tokens that the application

received from nearby mobile phones. Further, these citizens

can be tracked and checked if they are exposed to the virus

or not. But this application has the following issues.

– Privacy from Snoopers: People trying to exploit the

information of the user.

– Privacy from Contacts: People in Bluetooth proximity

with whom the tokens were shared.

– Privacy from Authorities: Due to the absence of a

decentralized system, the government officials and the

companies tasked with creating and deploying such

applications can have access to the database of the

users.

The Singapore government reasonably prevented the first

two problems. The transmitted tokens were randomly gen-

erated and replaced at acceptable refresh rates, preventing

snooping in public places. The application provides privacy

from contacts by only sharing information with the govern-

ment. However, the third issue is to protect data from the

authorities, which can be solved via a decentralized system

[24]. Centralized architecture is adapted because of its low

hardware cost and ease in information flow. But this archi-

tecture is not capable enough to handle the security and

privacy of the stakeholder because of issues such as:

– Since the system is centrally located and controlled,

so the data resides at one central location. Any system

failure can lead to loss of all the data and it is nearly

impossible to retrieve it if a good backup service is not

configured.

– The centralized approach mostly works on a single

operating system to manage the entire network. It might

not be able to cater to the diversified needs of the

users. For example, suppose some users want the data

in different formats, then the system might not be able

to provide it simultaneously to all the users.

– Due to lack of load sharing and load balancing

functionalities in such systems, they cannot support

multiple access. Hence, when essentially needed, the

information is not fetched in a reasonable time frame

due to the overloading of the servers.

– Despite all the security precautions taken to secure

the network, there is a possibility of an attack on the

centralized system since it has a central target that

needs to be attacked. A complete attack to decrypt a

file wholly and access its data is nearly impossible

in a decentralized BC environment since the file is

distributed among different storage providers [13]

These challenges of a centralized system put the security

and privacy of the patients at risk.

Figure 1 shows the number of individuals affected by

healthcare breaches in the years 2009 to 2019, while Fig. 2

shows the average data breach size of each attack in the

same period. It can be inferred from the figure that the

number of individuals affected by such data breaches is

increasing over some time and has doubled (almost 40

million individuals affected) in 2019. However, this is not

close to the peak, which was nearly 115 million people

affected in 2015. Out of this, 78 million people alone were

affected by a single breach on Anthem Inc, a US-based

health insurance company [52].

Due to the increasing number of data breaches in

the healthcare sector and other security issues like the

authentication of the supplies as well as the supplier,

online payments, etc., BC proves to be a lucrative solution,

which ensures the security and privacy of the stakeholders’

stored data. BC is an emerging technology that helped

track the decentralized records-tracking of transactions,

which cannot be tampered. This provides a secure and

trustworthy way to share the personal and confidential data

of the patients. BC has three major characteristics such as

decentralization, immutability, and transparency. A BC is a

series of logically connected blocks that store information

about the transactions initiated by one party and verified

by others in the network. These transactions are then added

to the BC. This is how the chain expands and adds more

security to the data stored in it. To change the contents of

a block, the attacker needs to know the cryptographic hash

value of the respective block and it is also connected to

the hash value of its succeeding block. Hence, the attacker

has to mutate all the succeeding blocks to perform some

malicious activity, would require the control of at least
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Fig. 1 Number of individuals

affected from 2009 to 2019 [62]

50% of the devices employed in the chain which is tedious

and time-consuming and is practically impossible and. The

information stored in the blocks and their status is visible

to all the network users, but there is pseudonymity ensured

to protect the users’ identity. BC also provides a level

of access control, so that an unauthorized person cannot

access data that is not meant for them. For example in the

use case of the healthcare, the doctors should only have

the access to a patients previous medical records. The BC

has an additional characteristics which is persistence of

data. Transaction once lodged in the chain, will always be

recorded and can be accessed later on by an authorized

person.

In this paper, we explore the challenges regarding the

usage of BC to maintain the privacy and security of

the stakeholders’ data. We also propose a solution tax-

onomy to fight against COVID-19 with the adoption of

BC. The solution taxonomy will discuss some areas of

the COVID-19 in which the present measures imple-

mented fall short and how BC can help overcome these

issues. We also highlight open issues posed by the pro-

posed solution taxonomy and future research directions it

provides.

1.1 Comparisons with existing surveys

The possibility of integrating BC and healthcare has been

a topic of investigation and has been taken by various

researchers as evident from literature surveys. This section

gives a comparative study of state-of-the-art works that

focused on the BC and healthcare sectors and their

integration, which can be helpful to tackle the COVID-19

crisis.

The authors in [59] analyzed the potential use cases of

BC in healthcare. In contrast, the authors in [42] analyzed

the shortcomings in the integration of BC with healthcare

while discussing the limitations of BC, including the cost

and complexity of implementation. The impact and the

potential applications of BC were studied in [1, 78] without

specifying the implementation details, while the benefits of

patients utilizing BC were pointed out in [22] although its

exact real-time use cases were not discussed. The authors in

[11, 64] came up with a short survey on the role of BC in

the case of pandemics.

The authors in [20, 21, 40, 85, 100, 112, 121] gave the

use cases and applications of using ICT to tackle COVID-19

pandemic along with leveraging industry 4.0 technologies

Fig. 2 Average data breach size

from 2009 to 2019 [62]
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such as IoT, cloud computing, Unmanned Aerial Vehicle

(UAV), and Deep Learning (DL). BC was used along with

AI in the solution stack that the authors presented in [79, 85,

100] utilizing the best characteristics of both technologies.

Alsamhi et al. [6] came up with a novel amalgamation of

drone and BC technologies to combat the pandemic.

Table 1 shows the comparison of existing surveys carried

out by various researchers with the proposed survey. It

also highlights their primary objective, key contributions,

limitations, and open issues, which can be useful insight for

beginners who want to start research in this emerging area.

1.2 Motivations and contributions

1.2.1 Motivations

Currently, research is going on to adopt BC in the healthcare

industry. Several BC frameworks have been proposed

by various researchers for various applications ranging

from invasive technologies to critical healthcare metric

prediction systems [81]. Due to the ongoing COVID-19

pandemic, some research proposals exist, which highlighted

the application of BC in combating the pandemic. Most of

the existing and proposed BC-based medical frameworks

specialize in only one application and the healthcare

industry needs an end-to-end solution to cater to its need.

As per the authors’ knowledge or exploration, there is no

exhaustive survey exists, which provides a detailed end-to-

end analysis of all potential applications of BC given the

COVID-19 pandemic. Also, there is a need to analyze how

the key characteristics of BC can be used as potential to

combat COVID-19 situations. Motivated from these facts,

in this paper, we review all the possible use cases of BC

concerning the COVID-19 crisis. Table 2 shows the research

questions that motivated us to conduct this survey.

1.2.2 Contributions

In this paper, we provide a detailed survey of the potential

use case of BC in mitigating the COVID-19 crisis. The

applications we have explored include; contact tracing,

patients data sharing, supply chain management, payment

system, data dashboard, security systems and vaccinations

concerning utilizing BC technology and how it can be

advantageous over the traditional healthcare systems. Then,

we highlight integrating BC and COVID-19 and suggest

future research directions for this integration. Following are

the research contributions of this paper.

– We perform a comprehensive survey on the poten-

tial integration of BC and COVID-19. Moreover, we

present a detailed analysis of current healthcare sys-

tems’ current issues and provide background informa-

tion on BC and COVID-19.

– We gave an overview of BC and also highlighted its

characteristics such as privacy and security, decentral-

ization, anonymity, accessibility, and access control,

and how these characteristics can be used as a potential

candidate to handle the COVID-19 situations.

– Further, we provide a solution taxonomy, which high-

lights an opportunity of leveraging the BC technology

in the COVID-19 scenario in areas such as contact trac-

ing, patients data sharing, supply chain management,

payment system, data dashboard, data sharing, security

systems and vaccination.

– We identify the main findings, the current issues and

highlight the future research directions.

1.3 Review of security systems in place during
COVID-19

Most of the companies and organizations have transitioned

to work-from-home mode due to the pandemic. Due to the

sudden onset of the pandemic most of the organizations

do not have an adequate cybersecurity policy in place.

Employees often use their own personal device to work.

This has often lead to increased cybersecurity attacks such

as malware, phishing and Denial-of-Service attacks that

have caused monetary losses. During the pandemic, the

number of successful cybersecurity attacks have increased

by 600% [16].

In addition, healthcare organizations also face security

risks from hackers. There have been many ransom-

motivated attacks on hospitals during the pandemic. The

hospital administration lost access to the systems during the

attack and it was serious risk to patient safety as well. Huge

ransoms had to be paid to regain access [126].

To reduce the risks of such cybersecurity attacks, some

of the methods have been adopted include [3, 82, 98]:

– Employee Awareness: Employers should conduct semi-

nars educating the employees on cybersecurity practices

such as importance of strong passwords.

– Virtual Private Network: Home networks used by

employees may be vulnerable to such attacks, but

Virtual Private Networks can provide an encrypted

mode of communication over the internet

– Multi-Factor Authentication: This allows for an addi-

tional layer of security. While accessing a resource with

Multi-Factor Authentication in addition to the username

and password, a one-time code that would be send to

mobile phone would be required to log-in.
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Table 1 Relative comparison of the existing surveys with the proposed survey

Related surveys Year Objective Key contributions Limitations and open issues

[42] 2018 Review of the scope and the pos-

sible shortcomings in the integra-

tion of BC and healthcare

The authors present a systematic

review of the potential opportu-

nities of BC integration and its

possible challenges

The limitations of BC such as

cost, absence of legislation, trust

issues, and privacy concerns are

not considered

[59] 2018 Review of the potential BC use

case in healthcare

The authors analyzed the increas-

ing use of BC technology in the

healthcare industry

Prototype design and its imple-

mentation details are not present

in their study

[22] 2019 Potential applications of BC for

the patients

The authors explored the poten-

tial use cases for implementation

of BC as an improvement over

the legacy systems present for the

patients such as data ownership,

access control, remote monitor-

ing and sharing of medical data

The cost associated with BC and

the security concerns of BC such

as susceptibility to 51% attacks

[1] 2019 Impact of BC in the healthcare

industry

The authors reviewed the current

and the ongoing research works

in the domain of BC and health-

care

The effectiveness of the proposed

models cannot be evaluated due

to the lack of implementations of

such the prototype models

[78] 2019 Potential applications of BC in

healthcare

The authors explored the possible

use case of BC applications in the

healthcare industry

Mining incentives were not

defined

[21] 2020 How BC can be helpful in the

COVID-19 Pandemic

The authors presented the short-

coming of the current system and

presented the ways BC can help

overcome such shortcomings

Lacks in real-time implementa-

tion.

[85] 2020 Present AI and BC-based Solu-

tions to combat COVID-19

The authors presented a novel

architecture utilizing both BC

and Artificial Intelligence(AI)

technology

Challenges of AI and Blockchain

integration were not considered.

[121] 2020 How digital tools can be helpful

in the COVID-19 pandemic

The authors presented a wide

range of digital technologies such

as IoT, big data, AI, and BC

and their potential applications in

public health measures

The acceptance of such digital

technology by the general public

[20] 2020 How new technologies can aid in

managing the impact of COVID-

19

The authors presented a compre-

hensive review about the poten-

tial use case of IoT, UAV, BC, AI

and 5G

The limitations of each technol-

ogy were not discussed

[112] 2020 Present the current IT trends and

how they contribute to the fight

against COVID-19

The author discussed almost all

present IT trends such as AI, IoT,

Big data, data analytics, BC, 3D

printing, and drones. The authors

did not discuss

The challenges of integration of

these technologies.

[100] 2020 Role of AI and BC to flatten the

COVID-19 curve

The authors presented a mobile

application incorporating AI and

BC components which can be

used against the COVID-19 pan-

demic

The performance of the proposed

application in real-time scenario

was not considered.

[11] 2020 Potential role of BC in case of a

pandemic

The authors explored the poten-

tial role of BC in data storage

and its management in case of

pandemics

Security and privacy of the

healthcare data is still a primary

concern among the stakeholders.

[40] 2021 Fusion of BC, AI and IoT tech-

nologies to combat the pandemic

The authors explored the poten-

tial fusion of new cutting edge

technologies to control the pan-

demic

Challenges of AI and Blockchain

integration were not considered
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Table 1 (continued)

Related surveys Year Objective Key contributions Limitations and open issues

[6] 2021 Fusion of BC and Drone tech-

nologies to combat the pandemic

The authors explored the poten-

tial integration of BC in multi-

drones to increase scalability and

task collaboration among drones

Security issues by new joiner to a

consensus and limited processing

capacity of drones

[2] 2021 BC use cases in telehealth and

telemedicine

The authors explored the poten-

tial opportunities of BC in digi-

tal healthcare to prevent frauds,

ensure privacy and to verify cre-

dentials

Overall penetration of BC in

healthcare industry is still in

infancy stage

[64] 2021 BC use cases in pandemics The authors explored the poten-

tial use cases of BC in pandemics

like COVID-19 and how these

measures can offer protection

Computational issues that arise

with dealing so much healthcare

data and the lack of confidence

among general population for

widespread adaption

Proposed Survey 2021 Provide a comprehensive review

of applications of BC in COVID-

19

The authors presented a system-

atic and detailed review of all

BC applications to combat the

COVID-19 pandemic situation

–

– Antivirus software: Ensure that antivirus databases are

up-to-date and can protect against recent malware and

virus attacks as well.

– Updating Systems: Legacy systems that are no longer

supported and do not get security patches are the most

vulnerable to such attacks. Updating the legacy systems

and firmware to the latest version can also offer a layer

of protection.

1.4 Methods andmaterials

For the proposed comprehensive survey, we need a broad

overview of all the topics about the BC and COVID-

19, so we explored only standard peer-reviewed journal

databases (for example, ACM Digital Library, MDPI,

Springer, IEEEXplore, Science Direct) for searching all the

electronic data and literature as suggested in [65, 66]. We

Table 2 Research questions and discussions

Research questions Motivation

What are the current challenges

in the healthcare domain?

The current traditional healthcare systems are susceptible to cyber-attacks, exposing

the patient data and records. Since such systems use a centralized approach, privacy

and performance issues have been raised.

What is the key requirement of

the healthcare domain?

The key requirement of the healthcare domain is to prevent unauthorized access

to patient records, ensure smooth and transparent data sharing between different

healthcare provider entities, and ensure monetary transactions to be completed

smoothly.

What is the importance of secu-

rity in the healthcare domain?

Security is the foremost requirement of the healthcare industry and its patients’

privacy and prevents their data from malpractice.

What are the key characteristics

of BC?

There is a requirement to explore the characteristics of BC, which includes

decentralization, transparency, autonomy, persistency, and immutability

What is the potential application

of BC for COVID-19

Potential application of BC includes tackling the current issues in the healthcare

domain such as data interchange, nationwide interoperability, mobility, supply chain

management, drug tracking, and payment frauds

What are the advantages of inte-

grating BC with the health-

care system over the traditional

healthcare systems?

BC offers security, decentralized architecture, user data privacy, and access control

as well as immutability, and scalability.

What is the current research

direction in the BC- healthcare

domain?

Over the previous years, the applications of BC have expanded beyond its initial

use as a digital currency. Its application in the healthcare domain has been getting

attention among researchers and industry professionals.
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explored other resources like white papers, technical books

about the topic, predicting websites, patents, and online

blogs and websites related to the existing surveys.

In this criteria, search using keywords like Blockchain

techniques for COVID-19, Blockchain in healthcare and

Digital technology for COVID-19 and others. Our search

string was not present in the title or abstract of several

research papers and this case, we have performed a manual

search. BC can be used in various application areas, so

the search string Blockchain for COVID-19 often gave

papers irreverent to be used in the proposed survey. To gain

complete insight into the current research trends and to have

an adequate number of papers, we also included papers

from 2020 early access. We also included data from other

resources such as white papers and surveys conducted by

renowned companies, survey articles, technical papers, and

patents to broaden the research field.

1.5 Structure of this survey

The rest of the paper is organized as follows. Table 3

shows the acronyms table of the paper. Section 2 presents

the background of BC and COVID-19 while highlighting

the characteristics of BC and its possible application in

the pandemic scenario. Then, the security challenges of

COVID-19 are presented and the opportunities brought by

BC to overcome them. In Section 3, we proposed a solution

taxonomy for the adoption of BC to tackle COVID-19

situations. In Section 4, we present a case study on digital

vaccine passports. Section 5 highlights all the main findings,

challenges, and future research directions in this domain.

Table 3 Acronyms

AI Artificial Intelligence

BBDS Blockchain Based Data Sharing

BC Blockchain

CSP Cloud Service Providers

DHP Digital Health Passport

DL Deep Learning

FDA Food and Drug Administration

ICT Information and Communication Technology

IoT Internet of Things

IVS Infection Verifier Subsystem

NPI Non-Pharmaceutical Interventions

OECD Economic Co-operation and Development

P2P Peer-to-Peer

PoS Proof of Stake

PoW Proof of Work

RFID Radio Frequency Identification

SARS-CoV-2 COVID-19

UaV Unmanned Aerial Vehicle

WHO World Health Organization

Finally, Section 6 concludes the paper. Table 3 shows the

acronyms used in this survey.

2 Blockchain and COVID-19: background,
definition andmotivation

2.1 Blockchain

BC technology has gained popularity in recent times

due to the success of Bitcoin. For example, Dinh et al.

[32] suggested how BC has made its way outside the

cryptocurrency world to support user-defined models in

various domains [94]. Li et al. [73] also describes that BC

is a decentralized system that does not need any trusted

third party for authorization. Instead, it adopts decentralized

consensus mechanisms to ensure the authenticity and

persistency of the data and transactions. Li et al. [73] define

the four major consensus mechanisms to be used in the

smart solutions, which are as follows.

– Proof of Work (PoW): It is a puzzle-based method

wherein the authenticity is verified when the node

creating a block computes a puzzle and then broadcasts

to the same other nodes in the network [73].

– Proof of Stake (PoS): In this method, before creating

and broadcasting a block, the node needs to pay some

minimal cryptocurrency, i.e., to hold the stake and if the

block can be authenticated, then the cryptocurrency is

refunded back to the node [73].

– Practical Byzantine Fault Tolerance (PBFT): It allows

a maximum of 1/3 malicious byzantine replicas where

a primary node chosen in every round has to order the

transactions. If it receives 2/3 of votes from the other

nodes, it enters into the next phase; otherwise, reaching

the common consensus is difficult. This is based on

Byzantine agreement consensus [84].

– Delegated Proof of Stake: It is similar to PoS, but

here the different organizations present in the BC

network choose their respective representatives, which

are involved in the consensus mechanism [84].

BC maintains a distributed ledger, which maintains a set of

global transactions whose existence, values, histories, and

order are agreed upon by all network nodes. Each node has

a replica of the data, which helps to verify the transactions.

Moreover, BC is also defined as an append-only data

structure managed and maintained by a set of nodes in

the network that offers greater security than the existing

centralized systems since it can tolerate arbitrariness of the

nodes [32, 44].

Zheng et al. [138] proposed architecture of a typical BC

along with the structure of a block, in which every block in

the BC is connected to its parent block, as shown in Fig. 3,



Pers Ubiquit Comput

Fig. 3 A typical BC architecture

through a hash value. However, the first block has no parent

and it is called the genesis block.

Figure 4 shows a block in BC, which consists of the block

header and the block body. In general, the block header

includes [138]:

– Block version: It describes the type of the block and its

corresponding validation rules.

– Merkle tree root hash: It stores the calculated hash

values of all the transactions in the block.

– Timestamp: It represents the time in seconds in

Universal Time Coordinated format at which the last

transaction was stored.

– nBits: It gives the threshold value for a valid block hash

that can be used to identify a transaction uniquely.

– Nonce: It shows the number of transactions in the

block; it generally starts with 0 and increases as and

when a new hash value is calculated for the incoming

transaction and stored in this a 4-byte field.

– Parent block hash: It is a 32-bit hash value of the

previous block to which it points to form a logical link.

The block body is comprised of two components:

transaction-counter and the various transactions that the

block stores [116]. There is an upper limit to the number of

transactions that can be stored in a block, which is decided

Fig. 4 The structure of a block

based on each transaction’s block size and size. The val-

idation of these transactions is carried out by asymmetric

cryptographic methods to check their authenticity [48, 138].

Zheng et al. [138] categorized the existing BC systems

into three categories: public, consortium, and private. These

categories are differentiated based on their accessibility

control over the BC system. The accessibility control gets

tighter hierarchically, going from public BC system to

consortium BC system and private BC system. [138].

2.2 COVID-19

Novel coronavirus, which was first discovered in Wuhan,

China, at the end of 2019, belongs to the family of

coronaviruses. It presents with pneumonia-like symptoms

and it is communicable by the air and is spread due to

close contact with an infected person. The spread of this

virus is so fast and the WHO has forced to enforce its

status as a global pandemic after a month of its spread.

This virus has caused a massive scare among the people

globally and has compelled business owners worldwide to

scale down their operations or even shut them down in cases

such as tourism and transport. It is forecasted by many

global institutions such as Organisation for Economic Co-

operation and Development (OECD), that this pandemic

will slow down the economy and the world will see its

lowest economic growth rate since 2009 [38].

Since vaccines are not available for this new strain of

coronavirus, so the treatment options mainly consist of

two options: suppression and mitigation. The main goal of

suppression is to reduce the spread of the virus and eradicate

the virus’s human-to-human transmission. The objective of

the mitigation is not to stop the growth, but to reduce the

health impact brought on by the pandemic [37].

The virus has now spread to over 188 countries and

most of the governments are implementing NPIs to curb the

growth of the virus. NPI policy advocates the principle of

social distancing and avoiding physical gathering in large

numbers. This type of strategy successfully prevented the

spread of the virus in previous pandemics, such as the

Influenza pandemic of 1918 [37]. However, such strict

measures often have a huge impact on the economy. Hence,
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countries across the globe are trying to find the right balance

between them. Social distancing norms worldwide are being

phased out and relaxed to allow economic activities to occur.

It aims to save lives and at the same time ensure that

economy is not slowed down drastically [132].

Governments across the globe are also compelled to the

wide-scale surveillance of their citizens to carry out contact

tracing. Contact tracing is pinpointing whether a person

has come in close vicinity with an infected person or not

[39]. This is a proven method to prevent the spread of such

infectious diseases. Previously contact tracing was achieved

by relying on the people, but nowadays, it is implemented

using smartphones to track and trace the users. However,

this approach faced some criticisms also, as it violates the

privacy of the users and puts a risk of exposing the person’s

data [24].

COVID-19 pandemic can only be brought under con-

trol through effective data sharing and its management.

The drawback of using a centralized system to tackle

COVID-19 situations is that there is continuous data

loading by different organizations that work under one

central authority, which makes it ineffective. Also, data

security is an issue. A BC can help to overcome these

obstacles since it does not work on a single centralized

system [60].

This pandemic has brought a new challenge and the

world is dependant more than ever on technologies to

overcome these challenges. In this paper, we discuss the

possible use case of BC technology to overcome the

challenges brought by COVID-19.

2.3 Potentials of the Blockchain and COVID-19
integration

2.3.1 Definition of integration of Blockchain and COVID-19

BC technologies are gaining more prominence as they

offer a wide range of applications in various domains.

Researchers are also exploring its potential in the healthcare

domain [138]. However, the use of BC in the healthcare

domain was made first in 2011, where a common database

was created for doctors, nurses, pharmacies, and other

stakeholders in the sector [50, 104]. Many institutions and

companies worldwide are working on integrating BC in

their solution space to counter the effect of COVID-19. The

main aim of integrating BC is to combine all the verifiable

and trusted data sources. One of the unique advantages

of BC is that it can continuously validate data even in

real time, which is immensely important to fight against

COVID-19.

Current issues in the healthcare domain as identified

by Bell et al. [12], McGhin et al. [78] and Kumar et al.

[67]includes:

– Healthcare data interchange: Patient data which is to

be exchanged between various stakeholders must have

some protection mechanism in it [61].

– Nationwide Interoperability: Legacy healthcare systems

often have the patient data stored in fragments in a

centralized system, which does not allow easy sharing

of data between stakeholders.

– Mobility: As patients are becoming more mobile due

to the era of smartphones, they expect their healthcare

records to meet the same level of mobility, i.e.,

so patients need real-time access to their data from

anywhere on any device.

– Supply chain management: Stock management and

authentication is a big concern in healthcare as

its timely delivery and authenticity determine the

successfulness of the treatment.

– Drug tracking: Drugs mix-ups between patients are

frequent in the medical domain [127] and also the

presence of counterfeit drugs.

– Payment frauds: Double payments and insurance frauds

are high-risk issues, especially when hospitals are under

chaos in times of pandemic like COVID-19.

BC can be a viable solution to handle the aforementioned

issues and it offers a secure end-to-end solution to the

end-users.

2.3.2 Security challenges in COVID-19

The world is under the threat of a pandemic like COVID-

19, and in this pandemic, the healthcare sector has the

most important role to play. The cases have been increasing

exponentially and also the data. Handling this ever-growing

data securely is a big challenge for healthcare professionals.

Patient data is the most valuable resource in the

healthcare sector. Despite knowing the privacy drawbacks

of online access of their healthcare records, 90% of the

Americans still prefer online access [135]. The information

is gathered over the years by physicians and patients, which,

if combined and made accessible to both the parties without

having to give it to a trusted third party for management,

is highly demanded [135]. Medical information is of two

kinds: historical data of the patient and the real-time

monitoring data, and its security is of the highest concern

[118]. Centralized systems are inadequate to secure this

data and the data breaches have serious consequences (e.g.,

malicious attacks are a risk to the patient’s privacy) [78].

Some of the major security challenges to be overcome in

the fight against COVID-19 as set out by McGhin et al. [78],

Azim et al. [11], and Nguyen et al. [85] are as follows.

– Data integrity: The data of the positively tested patients

is not only important to the hospitals where the doctors

are treating them but also to the R&D department to aid
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them in their work of finding the vaccine for COVID-

19 [78]. As COVID-19 has spread around the world,

rumors are also spreading, which may lead to false

conclusions [11].

– Interoperability: Centralized systems do not support it.

Looking at the situation that this pandemic has created,

there is an immense generation of records daily at

different locations, which is stored centrally at different

hospitals and may lead to fragmentation of data, loss

of data, and slow access of data [78]. The other

sources of data relevant for coronavirus are clinical labs,

inventories, financial institutions [85, 111]. Sharing

these scattered data without being prone to attacks

along with maintaining integrity is the key challenge.

Also, it may be possible that different encryption

standards are used by the various data stakeholders,

which refrain others from accessing the data [78].

– Immutability: For the containment of the virus, it is

required to trace the contact history of patients and

the public to determine the origin of the infection and

prevent its further spread. Inaccuracy or change in this

data may neglect some of the potential sources of the

virus and hence the disease would spread more [11].

– Transparency: If all the information is not available

due to the government’s extra secrecy, it may lead

to the degradation of public decision-making power.

This, in turn, prevents the citizens from having a

controlling power, which hampers the balance between

the society and governance [69]. Therefore, maintaining

the transparency of pandemic data together with

anonymity, respecting the patients’ privacy, during

world public health emergencies is needed for public

decision-making and good governance [11].

2.3.3 Opportunities brought by Blockchain to COVID-19

pandemic

BC is one of the emerging technologies which shows great

promise for a variety of applications. We have identified

some key characteristics of BC and explored how they

can be advantageous in tackling the COVID-19 pandemic.

Table 4 shows the various characteristics of BC and their

potential applications that can help tackle the COVID-19

crisis, further explained below.

– Decentralization: BC has a peer-to-peer (P2P) decen-

tralized architecture wherein each member has access

to the entire network and takes part in verification and

validation of the transactions. The advantage of such an

architecture concerning the COVID-19 pandemic can

be when independent stakeholders want to collaborate;

they can do so without giving full control to a central

Table 4 Main characteristics of Blockchain and their potentials to COVID-19

Characteristics of BC Description Potential applications to COVID-19 pandemic

Decentralization Users have complete authority over their data as

there is no central third party to validate and

perform the transactions [86].

Unwanted disclosure of the sensitive patient data

to the third party, which might exploit the data is

prevented with the decentralized architecture.

Increased capacity A higher storage capacity and computational

power for the whole network as many low

processing computers work in parallel.

Accommodate the heavily increasing data of

COVID-19 patients. Also, high computational

power adds to the rate at which analysis and

decision-making are carried out.

Transparency The data stored in the BC system is accessible to

each node in the network. Any registered user can

check the contents and review the status of any

transaction at any time [75].

As the data is visible to every computer in the

BC network, tracking potential patients will be

easier due to easy access of patient data and

sharing of new treatment methodologies between

researchers.

Autonomy As a result of the consensus algorithms, every

node on the BC system can control the data

without any interventions [75].

Preserves integrity of the data and gives a free

hand to the nodes in the network to decide its data

access controls.

Persistency Transactions are verified on the spot and the

invalid transactions can be discarded [138].

Faster validation and correction enable quicker

decision-making, which is needed in the times of

a pandemic.

Immutability The records once inserted in the BC are preserved

forever and cannot be changed [75, 108].

Susceptible patient data and records are protected

from being exploited, which helps in efficient data

sharing.

Anonymity Each user is assigned a general address with which

they interact with the network. This assigned

address cannot be matched with the identity of the

user [138].

BC supports pseudonymity, which solves the

various stakeholders in COVID-19 like patients,

hospitals, and inventories, not to disclose their

identity entirely due to security reasons.
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authority [71]. Also, this decentralized architecture is

not prone to a single point of failure than traditional

centralized systems. In the case of a decentralized sys-

tem, if any node goes down, the working of other nodes

is not affected [30]. In such cases, the healthcare system

must always be functioning. The inability of the system

to do so can be potentially life-threatening. Also, due

to the absence of a central authority, all the data own-

ership belongs to the patient and they have full access

to it. The working of this distributed architecture also

ensures the user’s privacy because data is stored using

hash value instead of patient’s actual names.

– Increased Capacity: The main advantage of P2P

networks is that all the data is stored in a vast network

of geographically isolated computers as opposed to

being stored in a few centralized servers. The capacity

of such types of networks is always increasing; as

a new node will join the network, it will also start

contributing to the network’s total capacity. This

increased capacity can be useful in this pandemic to

store the vast amount of ever-growing patient data. The

increased computational power can be used to reduce

the time in verifying the transactions, thus allowing

more transactions per second. The computational power

can also aid in creating a vaccine for this pandemic

by helping run-time simulations. FoldingCoin is an

initiative by Stanford University, which exchanges

crowdsourced computing power for cryptocurrency as

a reward [110]. For COVID-19 research, the COVID-

19 HPC consortium was created to accelerate research

across the globe. It currently has 483 petaflops of

computing power [28], which is almost double the

capacity of Summit, the fastest supercomputer exist the

world [58].

– Transparency: BC networks offer transparency like no

other network. In such networks, the ledger is shared

and is available for every member node to access.

Nugent et al. [87] presented a BC-based smart contracts

system implemented on the Ethereum network for

medical clinical trials. The credibility of such trials

is often undermined due to missing data, data loss

when passed from one entity to another, or discrediting

the data due to data snooping. Also, in healthcare,

there is a trade-off between providing transparency and

maintaining the privacy of the patient since the miner

has a complete ledger of all the data in the network

[136].

– Autonomy: As there is no single central authority

governing the transactions, all the member nodes of the

BC can access the data and add another data without any

external source watching. Since the patients can access

the data on the network and they can also connect with

other patients across the globe who may be suffering

from the same medical condition. The architecture

ensures that patients have complete autonomy over their

data and they can choose to whom they want to share

their data [114].

– Persistency: The BC network can quickly validate all

the transactions and allows only the valid transactions to

enter into the network. Once the transaction has entered

in the network, the network does not allow rollback or

deletion of any transactions [138]. This characteristic

enables faster and correct decision-making, which is

required to tackle the COVID-19 situations. This

characteristics of BC can also help in management of

supply chain of COVID-19 vaccines.

– Immutability: Records once entered into the BC

network can never be removed or deleted. This

characteristic ensures that all the transactions are stored

in the BC forever. The advantage of this to tackle the

COVID-19 pandemic is that if a patient is referred to

another doctor, the second doctor will have access to the

entire patient history. However, a potential shortcoming

here is the 51% attack. In such attacks, a single entity

controls more than 51% of the total nodes and has

complete access to the network and makes changes [75,

108].

3 Blockchain for COVID-19: a solution
taxonomy

In this section, we present a solution taxonomy abstracted in

to seven phases such as contact sharing, patient data sharing,

supply chain management,payments, dash board, security

of data, and vaccination. The description of each phase

with a relative comparison of state-of-the-art is explained as

follows. Figure 5 shows the various aspects considered for

the proposed solution taxonomy of integrating BC to tackle

the COVID-19 crisis.

3.1 Contact tracing

The most significant part in the battle against COVID-19

is contact tracing since it is a highly infectious disease.

Until any vaccine is made public, it is vital to trace down

the source of infection and thus limit the spread. A total

lockdown employed by some countries has influenced the

economy unfavorably, and hence it is needed that the

economic activities keep at pace.

Considering the economic condition, the social distanc-

ing norms have been eased by various governments to

recover from this downfall. However, it should not be for-

gotten that the coronavirus still prevails and hence keeping

track of the contact history of people is very critical [132].

Choudhury et al. [25] suggested that the contact tracing
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Fig. 5 Blockchain for COVID-19: A Solution Taxonomy

applications must alert the people about the vicinity of the

virus and about the people they plan to meet or places they

plan to visit in the future, along with showing statistics of

several infected people and status of various regions. These

applications can be proven to be beneficiary through large

public participation and hence the users must be assured of

their privacy [25].

Some of the popular contact tracing mobile applications

developed by various countries such as Singapore’s Trace-

Together, UK’s NHS Contact Tracing App, Google/Apple’s

Contact Tracing App, China’s Health Code System, and

India’s Aarogya Setu App [25]. All these applications use

Bluetooth signals from smartphones for contact tracing. But

Bluetooth alone is not adequate for sharing information

because it has security issues like bugging, sniffing, and

jamming, which does not guarantee the protection of the

user’s privacy. The integration of BC with such contact trac-

ing applications can solve security and privacy issues while

keeping the transparency of the data intact [132]. Also, the

authors in [63] have compared the centralized and decen-

tralized approach for contact tracing, highlighting pros and

cons of each approach, and have presented an analysis on

role of BC in the contact tracing application.

Xu et al. [132] proposed a BC framework for contact

tracing named BeepTrace. The diagnostician verifies a

positively tested person and alerts the others who might

have come in his/her contact. In this approach, the users

first have to register to the Certified Authority (CA) for

obtaining their keys, which would be used for encryption

and verification. The user’s pseudonym is determined by

the encrypted version of his/her allotted keys and the

current encrypted location. When a person is diagnosed

and verified to be tested positive, then the diagnostician

signs the pseudonym of the diagnosed user. The updated

data is visible to everyone in an encrypted form, but only

a registered user can decrypt it using his/her private key.

Thus, the concerned user can look at the history of the

infected patient and see the risk level analysis updated by the

trusted third party involved in managing all this. Although

in their proposed approach uses a trusted party, the user’s

privacy is also protected since only pseudonyms are used for

identification [132].

Hassanein et al. [122] presented a novel BC-based

framework to combat the spread of coronavirus. Their

framework is an amalgamation of four subsystems, which

work in harmony — Infection Verifier Subsystem (IVS),

P2P Mobile App, BC Platform, and Mass Surveillance

System. Here, the user’s anonymity is preserved as it uses

regular expressions to represent its user. The data of infected

people and the people or place they might have infected

are stored in the BC using IVS. An infected person is

represented by infection pattern as a regular expression

and the patterns obtained from this regular expression,

named infection instances, represent the people and places

the concerned patient has infected. The verification of an

infected instance belonging to a particular infection pattern

is done via a finite automaton. The P2P Mobile App is

engaged in intimidating the potential catchers of the virus.

The Mass Surveillance System carries out contact tracing

of the users. However, they have left it open for thought to

implement this surveillance system [122].

Public Health BC Consortium (PHBC) is a BC-based

framework used for monitoring the spread of the infection.

It has additional functionality to recognize the zones without

the verified reports based on real-time updates from the

surveillance systems with AI and geographical positioning

systems. This approach performs tasks such as keeping

track of contact of the users and intimidating the potential

patients to the virus [95].

Another BC-based framework was proposed by Choud-

hury et al. [25], which is named CovidChain. Like other

proposals, this approach also helps track and alert people of

their possibility of coming in contact with an infected per-

son. Besides, it also enables users to check the record of

people with whom they might interact closely using a digital

pass that stores their contact and visits history. All the data

is stored in the BC in a distributed manner, so the proposed

framework ensures transparency. The stakeholders are also

ensured of their anonymity and privacy as no backtrack-

ing of a transaction to its origin is possible except when
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the authorities assemble and invest a significant amount of

public resources due to the immutability property of BC

[25].

Peng et al. [96] have proposed a BC-based privacy-

preserving solution for contact tracing which they called

P2B-Trace. The main four players in this system architec-

ture are the following: (i) workers: who verify data through

consensus and then add a block to the blockchain; (ii)

patients: people who have positively tested for COVID-19;

(iii) clients: people whose COVID-19 report is not known

to the system; and (iv) authority: the healthcare center or

the hospital for checking vacancy of beds for the patients

to get admitted. They adopt a zero-knowledge proximity

verification scheme for privacy preservation. This approach

uses Bluetooth for generation and exchange of tokens in

proximity which are regularly updated and once the contact-

matching with an infected person is confirmed by the

workers, users are notified on their local devices.

Ricci et al. have described in their review the three types

of BC-based contact tracing techniques: (i) Proximity-based

Contact Tracing, (ii) Location-based Contact Tracing, and

(iii) Mobile Operator Contact Tracing. The authors have

also given a comparison between the various BC-based con-

tact tracing solutions taking into considerations attributes

like the communication infrastructure, cryptographic tech-

nologies, the actors, type of blockchain and its role in the

system [105].

Constantinos et al. [7] have thought a step forward

and looked into helping the economy come back to play.

They have proposed a Digital Health Passport (DHP) to

enable international travel to assure safety. Digital Contact

Tracingis a local thing, and most of its approaches are

dependent on a smartphone being carried all the time by

the users. Whereas in DHP, it is just verification without

being worried about privacy. A local Testing Health Facility

issues the DHP after testing the person. Based on the test

result, he/she is issued a DHP. This DHP is then registered,

verified, and added to the global DHP BC by the National

Health Security of the country. Then, the issued DHP of

the user is verified by the airlines before boarding, and

on satisfactory hygiene result, the passenger is allowed to

board the aircraft [7]. Table 5 gives a relative comparison of

Blockchain techniques’ potentials in contact tracing.

3.2 Patient data sharing

In COVID-19 pandemic situations, sharing of information

over a network securely is of paramount importance. The

data to be shared can be in the form of patient medical

records, researcher-specific records, or about the supply

chains, etc. BC technology can aid in all aspects of data

sharing.

Medical records play a critical role in diagnosis and

treatment methodologies employed and must be shared

Table 5 A relative comparison of Blockchain techniques potentials in contact tracing

Author Year Objective Key characteristics

Xu et al. [132] 2020 Proposed a BC-based framework called

BeepTrace for contact tracing in times of

COVID-19

Privacy-preserving data sharing using

encryption techniques with the psue-

donymity property of BC to preserve the

users’ identity.

Choudhury et al. [25] 2020 Proposed a BC-based contact tracing

framework called CovidChain

It issues a digital pass, which enables user

to check the record of the people they are

planning to meet.

Torky and Hassanein [122] 2020 Proposed a four system BC-based frame-

work for verifying and detecting the posi-

tive cases of COVID-19

Regular expressions are used for the data

processing in the BC and data storage.

PHBC-Public Health BC Consor-

tium [95]

2020 Proposed a framework for contact tracing

based on the BC

It can identify the zones in real time

without waiting for the verified reports.

Constantinos et al. [7] 2020 Proposed a digital health passport for safe

international travel

It works on a global BC network where

after a person is tested and verified by

local healthcare, then he/she is issued this

digital password, which is uploaded to the

BC.

Peng et al. [96] 2021 Proposed a BC-based privacy-preserving

approach called P2B-Trace

Uses Bluetooth for proximity checking

and have employed admins for double

verification of data before adding to the

blockchain.

Ricci et al. [105] 2021 Presented various types of BC-based

contact tracing techniques

Highlighted the working, advantages and

disadvantages of each technique and their

future works.
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among various parties such as insurance companies,

healthcare providers, and pharmacies to dispense the

required medicines and the patient and their family for

their follow-up to the treatment. Such records must be

kept up-to-date. Also, the entire records are not available

for everyone to view, so it is a tedious task to design a

proper access control mechanism [36]. An AI and BC-based

mobile application was proposed by the authors of [77],

which can help in self-testing in the COVID-19 pandemic.

The AI component was utilized for the diagnosis, whereas

the BC component of the application was used to facilitate

data sharing and data amalgamation [77].

Azaria et al. [10] proposed a BC-based framework for

medical data access and permission management, which

they dubbed as MedRec. It was build using the Ethereum

BC. The implementation combines all the fragmented data

into one, then logs it in the network and provides the patients

with a comprehensive log of their medical history. It also

facilitates the data exchange between healthcare providers

and provides them a single point of reference to get the

updates. The proposed solution is built on a decentralized

system, but it cannot guarantee the security of individual

nodes [10].

Another approach proposed by Xia et al. [130] which

combined cloud computing along with BC to facilitate

medical data sharing. As the world is moving towards

cloud-based storage over the traditional in-house storage

system, they proposed a framework called MedShare to

allow data sharing among Cloud Service Providers (CSP)

securely. MedShare exploits several properties of BC, such

as all records are stored in the network in a tamper-proof

manner, prevents malicious access of data by invalidating

transactions and revoking access to entities on detecting

unauthorized access of data. MedShare also gave better

performance compared with current data sharing models

among CSPs while providing better security [130]. Xia

et al. [131] also proposed another BC-based solution for

cloud-based data sharing of medical information called

Blockchain Based Data Sharing (BBDS). The network only

allows access to invited users and it allows access to data

only after their identities are verified using cryptographic

keys. When compared to the BC network, BBDS is

lightweight and is scalable due to the support of the

cloud [131].

To accelerate the COVID-19 research, an unconventional

approach was proposed by Celesti et al. [18] which

leveraged the technical benefits of the cloud, IoT, and

BC. A group of hospitals forms a federated cloud over

which all the data regarding the clinical trials is shared.

The medical examinations are performed using IoT devices

for the safety of lab technicians. The data is uploaded to

the cloud, which can be accessed by any hospital doctor

present in the federation. BC technology is used for various

features such as immutability, smart contracts functionality,

and ensuring the validity of all the transactions [47]. The

data is shared in the form of Electronic Health Record

(EHR) only and it cannot be traced back to the concerned

patient, thus ensuring anonymity and privacy of the user.

Both public and hybrid implementations of BC were tested

via the Ethereum network. They concluded that the hybrid

approach performed better in terms of cost and the average

response time [17, 18].

Over the previous few years, due to the advent of

wearable technology, complete and comprehensive personal

healthcare data is available to healthcare providers, which

can aid them in the proper diagnosis. However, sharing

of this data must be carried out securely while being

convenient at the same time. Liang et al. [74] proposed a

healthcare data sharing model, which is a mobile application

that periodically collected and synchronized the data from

the wearable technology and uploaded it to a cloud platform

for easy access to the healthcare entities such as healthcare

providers and insurance companies. To maintain integrity of

data, the proof of integrity is attached to the BC network;

to ensure privacy, an access control mechanism was put in

place; and for security, a channel formation scheme was

used [74] in their approach.

Donawa et al. [33] identified scalability issues in

traditional BC networks of large-scale healthcare systems,

which can generate up to 7.5 million medical records per

day and proposed a BC-based system capable of handling

over 30 million records daily as a solution for the prevailing

scalability issue [54]. To achieve this, they proposed a

sidechain and the main network to relieve its load and

prevent bottlenecking. A sidechain is a child BC connected

to the parent BC via a two-way connection. It provides the

ability to disburden the parent chain and also provides a

platform for testing the new features before implementing

them in the main chain. In the proposed architecture, they

allotted each patient an individual sidechain, hence adding

records to one patient independent of others. The main chain

performs tasks such as handling the joining/leaving of the

patients in the network and produce a discharge summary

at the end of the patient visit. Their proposed model can

revolve the scalability issue of the BC when dealing with a

large amount of transactions [33].

GlobeChain is a data sharing architecture for a global

level that uses BC, which was proposed by the authors

Biswas et al. [15]. The architecture designed works

primarily at three levels: (i) Physical Level: collection of

the patient’s data, (ii) National Peer Level: maintaining

healthcare data of patients at national-level in a BC, and

(iii) Global Peer Level: cross-border data exchange through

multinational BC centers called peers. Such maintenance

and regulation of healthcare data at global-level makes it

easy for the authorities in times of emergencies to alert
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the crowd of an outbreak and thus immediate preventive

measures can be taken [15].

All the aforementioned approaches discuss the patient

data sharing model between healthcare service provider

entities. Still, a secure method is needed to share the

patient data between researchers working on developing and

performing clinical trials on new drugs. FHIRChain model

was proposed by Zhang et al. [137] which is a BC-based

architecture for collaborative clinical data sharing. The main

advantage of this model includes preventing the vendor

lock-in issue found in the conventional system as the data is

stored in a decentralized manner while maintaining the data

ownership. This model only exchanges reference pointers,

which refer to the BC component instead of exchanging

actual data; hence data ownership is maintained. One of

the potential issues with this prototype is that it cannot

prevent clinical malpractices. It only facilitates the sharing

of information and it is assumed that all the information

shared is authentic and accurate [137]. Table 6 gives a

relative comparison of Blockchain-based techniques used in

patient data sharing.

3.3 Payments

BC technology was initially conceived as a new and safer

platform for financial transactions. Bitcoin, a cryptocur-

rency, was the first implementation of BC, which was used

as a payment system.

Since the pandemic has put a strain on healthcare

resources; the industry needs volunteers’ help to ease

the burden of the scarcity of medical equipment and

affordability by underprivileged people. It has been found

that more people would be attracted to the volunteering

program if some incentive is associated with it [20]. He

et al. [56] proposed a distributed P2P BC-based system,

which incentivize the volunteers using cryptocurrency [56].

Another incentive mechanism was proposed by Xuan

et al. [133] based on smart contracts. The smart contracts

Table 6 A relative comparison of Blockchain-based techniques used in patient data sharing

Author Year Objective Key characteristics

Azaria et al. [10] 2016 Proposed a BC framework build on the

Ethereum BC called Medrec

Facilitates data access and control and

allows the amalgamation of all the frag-

mented data. All records are stored with a

unique reference number to identify them

Xia et al. [130] 2017 Proposed a BC and cloud computing-

based approach for data sharing

All the data is stored in the cloud

while exploiting BC properties such as

immutability and verification.

Xia et al. [131] 2017 Proposed a lightweight BC and cloud

computing-based approach for cloud-

based data sharing

Access is granted only after identity is

verified using the crytographic keys.

Liang et al. [74] 2017 Proposed a data sharing model using BC

for wearable technology

Mobile application periodically uploads

the data to the cloud, which can be

accessed by healthcare provider entities

only after verification. Proof of integrity

is put in the blocks to ensure the integrity

of the uploaded data.

Zhang et al. [137] 2018 Proposed a patient data sharing model

using BC dubbed as FHIRchain

Decentralized architecture to avoid ven-

dor lock-in problem. Anonymity is main-

tained as the reference to the data are only

shared and not the actual data itself.

Donawa et al. [33] 2020 Identified the scaling issues while

employing BC for healthcare and

proposed a solution for the same

Proposed solution used the concept of

side chains and was able to handle up to

30 million transactions daily

Mashamba et al. [77] 2020 Proposed a mobile application based on

AI and BC for self-testing

AI was used for diagnosis and BC was

used for efficient data sharing

Celesti et al. [18] 2020 Proposed a multi-disciplinary approach

consisting of cloud computing, IoT and

BC for data sharing

IoT is used to avoid human touch, the

cloud is used to store the information

and BC was utilized to ensure security,

the validity of transactions and preserve

anonymity

Biswas et al. [15] 2021 Proposed a global-level architecture for

data sharing called GlobeChain

Enables healthcare data maintenance at

global-level enabling easy analysis and

alerting of an outbreak to the masses.
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were based on evolutionary game theory and they could

dynamically reward the participants to encourage the

volunteers [46, 133]. The volunteers are to work side-

by-side with the government to mitigate the COVID-19

crisis.

The COVID-19 crisis has brought in donations from

across the globe for providing aid to people who are

facing a hard time due to the pandemic. The donations

are in monetary form or in-kind and often, corruption by

officials associated with it makes it all in vain. BC can

be used to bring transparency to a donation by storing the

entire process of donation. The donors will have complete

information about where their donations are being utilized

[21]. Binance charity seeks donations in the form of BC

cryptocurrency, which would then be utilized to purchase

goods and supplies for the worst affected regions [85].

Smart contracts in the case of BC can be tailor-made to

create a value-based payment system. In such a payment

system, the payment is made only after requirements are

fulfilled in the BC system. This eliminates the mistrust

factor between the doctor and the patient. Smart contracts

can also be programmed to impose a financial penalty on the

doctors if some error has occurred, thus making the doctors

more responsible for their actions [134].

Sirisha et al. [113] proposed a donation platform called

Charity-Chain which was build on top of the Ethereum

network. The primary aim of this platform was to ensure

that the donor has full knowledge of the current state of

his/her donations and bring transparency to the process

[113]. The advantages of using BC for philanthropy include

transactions at higher speeds and lower costs, and also

increased visibility and traceability of the transactions [70].

The primary issue while utilizing BC is the high energy

consumption that is incurred due to the crypto-mining

process, which leaves a large carbon footprint and that

criminals may use BC for illegal activities such as tax

evasion [125].

Wu et al. [129] proposed an end-to-end BC mechanism to

manage the charity donations during COVID-19 pandemic.

The proposed system was build on top of the Ethereum

network and can facilitates information sharing, allocate

the funds as well as internal management. The authors in

[102] presented a BC-based Charity 4.0 using the example

of Charity Wall as a case study. The study presents the

shortcoming of the platform and drawing comparisons to

how BC technology help in preventing them. Table 7 gives

a relative comparison of Blockchain-based techniques used

in payment mechanisms.

3.4 Supply chainmanagement

The supply chain management of drugs monitors all the

phases in the life cycle of drugs, starting from research

going through clinical trials to licensing and its production

and distribution. Counterfeiting of drugs is the most serious

problem, which can be resolved to ensure the legitimacy and

quality of drugs that are distributed and consumed as it risks

the lives of patients [14]. The traditional approaches used

Radio Frequency Identification (RFID) which is wireless

and has individual identification. But creating a unique

identification from the database is easy for any attacker and

hence this approach is prone to counterfeiting. BC is one

of the best solutions to prevent counterfeiting as it does not

support mutability and hence fraudulently produced drugs

cannot enter the legitimate supply chain [123]. Dinh et al.

[85] have summarized the key solutions that BC offers to

assist the drug supply chain as product requirements, supply

creditability, transportation tracking and customs certificate

[85, 93].

The authors of [83] have highlighted the drawbacks

of circular economy prevailing in the traditional supply

chains. They also have pointed out the urgent need for

redesigning of the current structure of supply chains and

include localization, agility and digitization. These can be

Table 7 A relative comparison of Blockchain-based techniques used in payment mechanism

Author Year Objective Key characteristics

He Y et al. [56] 2018 P2P BC-based incentive mechanism Used cryptocurrency to incentivize the

donors

Sirisha et al. [113] 2019 Proposed BC framework called Charity-

Chain

Build on the Ethereum network and pro-

vides the donor with complete knowledge

of their donation

Yaeger et al. [134] 2019 Eliminate mistrust using smart contracts Fine is levied on the doctor if mistake is

made

Xuan et al. [133] 2020 Incentive mechanism based on smart

contracts

Dynamically hand out rewards to encour-

age the volunteers

Wu et al. [129] 2020 End-To-End BC framework to manage

charity contributions

Information sharing, donation allocation,

internal management

Rangone et al. [102] 2021 Proposed BC-based Charity 4.0 Case-study to point out advantages of BC
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achieved by integrating BC to the supply chain management

system and thus create resilience, minimize waste, and

support a more sustainable supply chain [83].

Patrick et al. [115] suggested a drug supply chain

management system based on BC technology which they

called Pharmacosurveillance BC System. The system works

on the very popular and open-source Ethereum BC. It

has five main actors: the manufacturer, the wholesaler, the

retailer, the Food and Drug Administration (FDA), and the

last node, which takes care of the customer service, which is

a portal website to enable the consumer to have a look at the

drug distribution history and be assured of the authenticity

of the drugs they are being given. Each drug has its sub-

chain in the main BC that consists of all separate actors.

Thus, monitoring becomes easier as it is organized and

easily accessible due to the transparency characteristic of

BC while adhering to the Drug Supply Chain Security Act

(DSCSA) standards [115].

Ijazul et al. [53] proposed a solution to overcome the

counterfeiting of drugs in the drug supply chain. The

manufacturer gives a unique identification number (hash

value) to each product, registered on the BC from where

it can be easily tracked. The transfer of drugs from one

entity to another is done physically while simultaneously

registering this transaction in the BC, i.e., the manufacturer,

when handing over the drugs to the wholesaler also registers

this transaction on the BC and the same is followed by the

wholesaler when giving it is to the distributor who further

gives it to the pharmacy through the same procedure. The

customer can check for the availability and authenticity of

the drug on the mobile application and then purchase it from

the pharmacy. This transaction is also recorded on the BC

[53, 68]. Thus, there is a transparent flow of the drugs from

the manufacturer to the end-customer.

Another BC-based approach named LifeCrypter has been

proposed Manuela et al. [109] to curb the counterfeiting

in the supply chain of drugs. It helps to disincentivize the

counterfeiting of drugs by assuring integrity, traceability,

and transparency in the supply chain. Smart contracts on

the BC are used to transfer ownership from the supplier

to the consumer and at every intermediate stage, verified

by a unique identification tag given to each medicine item.

Moreover, it makes the whole process of drug distribution

more efficient and reliable. Also, the users can themselves

verify the legitimacy of drugs through a simple mobile

application [109].

GCoin is a preventive measure against double-spending

used to combat the counterfeiting of drugs. This was

proposed by Jen-Hung et al. [123] wherein the G in

the name stands for global governance. The government’s

involvement as a supervisor is important since surveillance

of a lot of resources simultaneously is required, which

cannot be achieved when there is distrust among the public.

A hash value is obtained by mathematical manipulation on

the data related to a drug like its batch number or quantity

produced. All such drug information is used to generate a

QR Code, which becomes the unique identity of that drug.

This system is immune to the counterfeiting of drugs since

authorized actors are registered to the GCoin BC and only

they can carry out the transaction as they possess a private

key, which is only known to them [117]. Each transaction

carried out between any two parties in the supply chain is

recorded on the BC, verified. Then the transaction data is

stored in the GCoin BC after carrying out encryption using

hashing on the transaction data [123].

Omar et al. [89] have proposed a BC-based group

purchasing organization (GPO) contract solution using

Ethereum smart contracts for healthcare supply chain

management. All the stakeholders involved in the supply

chain are registered on the BC using registration contracts.

A contract passes through all the stakeholders where

it is verified and authorized at each point, and then

is uploaded to the decentralized storage when all the

stakeholders confirm the contract. This ensures that there is

no price discrepancy among the stakeholders and streamline

communication. Only registered stakeholders can take part

in the supply chain, thus data privacy and security is

taken care of [89]. Table 8 gives a relative comparison

of Blockchain-based techniques used in supply chain

management.

3.5 Data dashboard

Currently, most of the information regarding COVID-19 is

made available to the public by the government agencies

in the form of news bulletins. Johns Hopkins Researchers

also created a website that automates some aspects of data

collection and displays it. It was found that such websites

often lag behind the real statistics and so, these statistics are

manually updated frequently by taking note of Twitter news

feed, local news services, and the statistics that were sent to

the website directly by volunteers [34].

BC can be used to supplement this process, make it

tamper-proof and also ensure transparency. MiPasa is a BC

network build using hyperledger fabric to share and collect

the data regarding COVID-19. Its main goal is to provide a

secure platform for collecting and integrating various data

sources, identifying the mislabeled or misreported data, and

ensuring smooth integration of data from various sources.

All this information can be made available to hospitals

separately beside the common man; then they can work on

their action plan [20, 97].

Genobank.io [55], a private company, which has part-

nered with the Telos Foundation, integrated their plat-

form on the telos sidechain BC and developed the app

called Agerona. Genobank offers the services of personal
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Table 8 A relative comparison of Blockchain-based techniques used in supply chain management

Author Year Objective Key characteristics

Ijazul et al. [53] 2017 Proposed a drug supply chain manage-

ment for local requirements

At every stage of the supply chain, the

authentication is carried out before adding

the transaction to the BC so that only

legitimate actors can participate and take

the registration to the BC process ahead.

Hung et al. [123] 2018 Proposed a preventive approach against

counterfeiting of drugs named GCoin

which has global governance over the BC

network

Access granted only to authorized users

who possess the private key and the items

of the supply chain are identified by a

unique QR Code thus maintaining the

integrity of the items shared along the

supply chain.

Patrick et al. [115] 2018 Proposed a BC-based drug supply chain

management system

Each item has its own sub-chain which

is linked to the main chain thus making

it easy to keep a track and monitor the

activities taking place on the main chain

easily.

Manuela et al. [109] 2018 Proposed an approach called LifeCrypter

to combat counterfeiting of drugs in drug

supply chain

Smart contracts in BC are used for

transaction verification as the supply

chain moves forward at every stage.

Also, the users can check the authenticity

through the mobile application.

Nandi et al. [83] 2021 Proposed a new design for supply chain

management in healthcare

Integrating BC with currently existing

supply chains of circular economy to

achieve localization, agility and digitiza-

tion which can make the process hassle

free and reliable.

Omar et al. [89] 2021 Proposed a BC-based group purchas-

ing organization (GPO) contract solution

using Ethereum smart contracts

Registration and authorization at each

point when data passes through stakehold-

ers ensures high security and privacy of

data, as well as eliminates any discrep-

ancies that can take place between the

stakeholders.

COVID-19 testing. Users of the app will be able to order

the kit online, and upon receiving the kit, the user will

scan the kit’s barcode and will get registered anonymously

on the Telos BC. The kit is then sent to a lab and the

results are lodged in the BC, which the user can then access.

Researchers will be able to see the results available on the

BC but would not be able to link them to an individual hence

maintaining privacy [55].

Algorand has launched the iReport-Covid App world-

wide, which is based on the BC technology. It depends on

a survey filled out by citizens from across the globe. Their

responses are stored on the BC and kept anonymous. This

app allows changing the answers of the survey if the symp-

toms change. Each survey answer is accessible only by the

random survey number, which is generated on submission

of the survey by the user [29].

Ouyang et al. [91] presented a BC- and smart contract-

based framework build on Ethereum chain to function as

a early warning and alert system using crowdsourced data.

Dhillon et al. proposed a BC-based wellness tracker for

healthcare workers using data from health devices. The

data present in COVID-19 hot-stops can be analyzed and

working hours can be allocated accordingly.

Table 9 gives a relative comparison of Blockchain-based

techniques used in the data dashboard.

3.6 Security of data

Although BC is very secure and less prone to successful

attacks, but the confidentiality of the patient’s data is a

concern. The data stored and shared via a BC network must

be secured and hence some encryption techniques have to

be applied to the data before storing it on the network.

Axin et al. [128] proposed an efficient, privacy-

preserving, and traceable attribute-based encryption for BC.

It employs fast ciphertext generation due to pre-computation

and hence pre-encryption can be performed, a hidden

policy which removes the mapping function between access

control structures and attributes through an attribute bloom

filter, and also whenever a private key of any party in the

network is abused, a random third party from the network

can conclude the origin of the private key [128].
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Table 9 A relative comparison of Blockchain-based techniques used in data dashboard

Author/company Year Objective Key characteristics

Pham et al. [97] 2020 Data collection model build on the hyper-

ledger Fabric

Ensure smooth integration of data from

various sources and ensure the authentic-

ity of the data.

GenoBank.io [55] 2020 Mobile application called Agerona build

on the Telos BC

GenoBank offers testing services and this

app will gather all the results anony-

mously and share with the researchers to

help them for obtaining accurate results

for their research.

Algorand [29] 2020 iReport-Covid App to collect information

from all around the world and have a

global place to store and get data about the

scenarios in different parts of the world

Users are asked to fill the survey and

the responses are stored in the BC. The

responses cannot be traced back to the

user. This data can be used in contact

tracing and also shared with doctors for

their better knowledge of the symptoms

and effects of the virus.

Ouyang et al. [91] 2021 BC-based collaborative dashboard for

early warning and alert system that can

enable common man to be updated about

the situation in his/her surrounding and

take relevant steps

BC-based Federated Learning with pri-

vacy protection

Dhillon et al. [31] 2021 BC-based healthcare workers tracker that

enables to keep a watch on our frontline

workers’ health

Using data from healthcare devices such

as Fitbit to track health parameters of

front line workers so that immediate help

and assistance can be given to them as

they are the saviours in this pandemic

situation.

Chen et al. [23] developed a novel approach in which

RFID and BC technologies were integrated to facilitate

sharing the records of physiological signals between

different medical institutes. They have proposed an eight-

step mechanism based on fog and BC architecture to

facilitate data sharing securely [99]. The control of the

medical data consisting of physiological signals remains

in the hands of the patients. The eight steps include

communications between the patient, the hospital and

the attending physician in the form of https request and

responses, to prevent eavesdropping [23].

The approach proposed by Joseph et al. [76] for

contact tracing is privacy-preserving and zero-knowledge.

Moreover, it maintains privacy with the authenticity of

the users of their application. This approach discloses

the private information of the positively tested patient

with the government and his/her doctor, but they have

zero knowledge about the patient’s contact history [35].

Moreover, the people who have come in contact with this

patient are intimidated by the application. Still, they do not

know who they might have been infected with, thus ensuring

the said zero-knowledge policy. The security of this system

is handled by standard cryptographic policies that are driven

by some required assumptions [76].

MediBchain was proposed by Abdullah et al. [5], which

helps in sharing the data securely while maintaining privacy,

authenticity, and integrity. Due to the use of BC, any

unauthorized access to the data is prohibited. The parties’

identity is protected and the data is stored in an encrypted

form for its security. There is a ten-step procedure to be

followed before the data is stored in the BC. All these steps

use basic key distribution and encryption techniques to share

and store the data securely [5].

Similar to DHP proposed by Constantinos et al. [7],

Chris et al. [57] have proposed SecureABC, which is a BC-

based system for verifying antibodies certificates and can

be used as an immunity passport. The SecureABC protocol

works in three phases: setup, issue, and authentication. It

is a three-party protocol, which includes the healthcare

provider, the user and the verifier. Here, it is assumed that

the healthcare provider makes no deliberate blunders in

issuing the certificate; cryptographic systems handle the rest

for authentication and verification [120].

In COVID-19, managing the ever-growing data is a

big task. The authenticity of this data determines the

successfulness of the treatment employed and the statistics

of the number of cases that decide the overall public panic

and reaction towards this pandemic.
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Al-Aswad et al. [4] proposed a four-layered BC-based

zero knowledge proof model to be used in IoT smart cities to

increase healthcare security. The authors proposed a model

to be used in the Kingdom of Bahrain by the public and

private healthcare providers for a reliable way of sharing

medical data. In addition, the zero knowledge proof model

can be used in combination with smart contracts to allow for

automatic medicine dispensation in pharmacies. Table 10

gives a relative comparison of Blockchain-based techniques

used to secure the stakeholder’s data.

3.7 Vaccination

The COVID-19 pandemic has again proven that it should

not be taken lightly, and strict and conscious measures have

to be implemented as fast and as globally as possible. With

the passing time, this virus is getting stronger and its new

variants are continuously emerging. The most effective way

to curb all of this in short span of time is a mass vaccination

drive carried out throughout the globe.

Carrying out a global vaccination drive over a short

period of time comes with its own problems. The major

hurdle is the production-distribution ratio. The production

of vaccine doses have to be increased at a higher rate

to fulfill the demand, but this is a tough task. So, the

already produced vaccine doses have to very carefully

and judiciously be distributed. This job can be seamlessly

handled by the BC. Frauds in distribution and counterfeiting

of the vaccine doses can be ensured not to take place when

BC comes in to picture. Thus, the vaccine doses produced

can be assured to reach to the citizens with full authenticity.

Leonardo et al. [101] proposed a method for a secure BC-

based supply chain mechanism for the COVID-19 vaccine

doses. It takes place in five phases: vaccine generation,

where the chemical composition, expiration date, and other

details about the vaccine along with its serial number are

stored on the BC; then, there is international delivery of

these vaccine boxes [45], where the quantity received and

sent along with a serial number of the box is stored; the third

phase is inventory development, where the log of received

Table 10 A relative comparison of Blockchain-based techniques used to secure the stakeholders data

Author Year Objective Key characteristics

Abdullah et al. [5] 2017 Proposed an approach called MediBchain

which focuses on maintaining privacy,

authenticity, and integrity while data

sharing

A ten-step procedure of key distribution

and encryption before the data is shared

via the BC or even stored hence making

sure that the key reaches to the required

and assigned stakeholder, making it diffi-

cult for the attacker to decode the key even

if he can successfully extract the key from

the network.

Axin et al. [128] 2019 Proposed an encryption method for BC

that adds additional security to the data

stored in the BC

It enables fast encryption due to pre-

computational powers and also can catch

when the private key of any user in the

network has been abused.

Chen et al. [23] 2020 Proposed a secure way of data sharing by

integrating RFID and BC

Eight-step encryption technique to secure

the health data among various authorized

stakeholders where the physiological sig-

nals are used for communication among

the health centers.

Joseph et al. [76] 2020 Proposed a privacy-preserving contact

tracing approach

It is a zero-knowledge mechanism which

means although the positively tested

patient’s all data is disclosed; the author-

ities have zero knowledge about his/her

contact history; also the people in his/her

contact are intimidated about the positive

case, they do not know from whom they

may have acquired.

Chris et al. [57] 2020 Proposed a secure framework based on

BC for verifying antibodies in immunity

passport

It employs a three-phase protocol to issue

this immunity passport, which cannot

be hampered and provide authenticate

information

Al-Aswad et al. [4] 2021 Proposed a zero knowledge BC frame-

work for the IoT smart cities of Bahrain

Four-Layer BC framework that can used

in IoT smart cities providing reliable way

of patient data sharing
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and sent boxes of vaccine is maintained in the BC; then

comes vaccine application where the details such as time

and date of application of vaccine, location of application

of vaccine, data about who applied for the vaccine and

to whom it was applied are stored in the BC; and lastly

monitoring the patient to whom the vaccine was applied for

the symptoms and result of the vaccine. Since, BC is used

in each phase; so it is a highly secure and reliable approach

[101].

Antal et al. [8] have put forward the reasons to use BC

in vaccine supply management cycle — from manufacturers

to distributors, from distributors to medical centers, from

medical centers to doctors, and lastly from doctors to

the patients or beneficiaries. A very close monitoring and

tracking is required for the vaccine doses especially when

they have go through multiple nodes until they reached to

the common man. From the time, the vaccine doses leave

the manufacturing place, they have to be monitored for

their surroundings as they are very temperature sensitive

and so transport is also a big issue to be tackled, which

can be taken care by IoT — sensors and actuators. BC

can help in maintaining the trust when multiple participants

are involved, confidentiality is required, real-time data

monitoring is necessary, and also having all of this data

recorded and maintained at a central point is risky as this

data has to be protected and cannot be afforded to be

deleted; thus, a distributed ledger system comes handy in

such cases [106]. So, the authors of [80, 107] suggested a

IoT integrated BC solution, named BlockColdChain, Go-

Win respectively, for efficient vaccine distribution, where

temperature sensors and the corresponding monitoring

system take care of the well-being of the vaccine doses

when they are being transported or stored, while BC takes

care of the supply management — authenticity, security and

privacy.

The next step is to have an authorized and authenticated

proof of vaccination. Vaccine certificates or passports must

be issued once the dose is given to a patient. Now, the

problems that occur are again the same — authenticity,

privacy, and security of this information. With hackers

becoming more stronger, the frauds are increasing —

fake certificates, black marketing of vaccine doses, etc.

To handle the aforementioned problems, Tsoi et al. [124]

proposed a BC-based solution of vaccine passports. BC

proves to be one of the safest way to store and share

this sensitive data required for monitoring the patient post

vaccine to know its side effects, how long the vaccine

provides protection from the virus and alert about any new

variants emerging out there despite the vaccine being taken.

Table 11 gives a relative comparison of Blockchain-based

techniques used in vaccination supply chain.

4 BC-based digital vaccine passports: a case
study

To demonstrate the usefulness and versatility of BC

techniques in the COVID-19 pandemic, we present a case

study. In this case study, we specifically focus on applying

BC techniques for the administration of COVID-19

vaccines. Since the emergence of COVID-19 in November

2019, the researchers worldwide have been teaming up

Table 11 A relative comparison of Blockchain-based techniques used in vaccination supply chain

Author/company Year Objective Key characteristics

Leonardo et al. [101] 2020 Proposed an early BC-based supply chain

management system for the COVID-19

vaccine

Keeping track of production, distribution,

details of the patient who gets the vaccine,

and also details of the person who injects

the vaccine.

Antal et al. [8] 2021 Explained the reasons to use BC in

vaccine supply chain

Described the role of each actor, actions

that take place at each actor, and how

the chain proceeds further with double

verification at each point.

Mendonca et al. [80] 2021 Proposed a BC and IoT-based vaccine

supply system called BlockColdChain

Protection of vaccine doses using temper-

ature sensors and actuators due to their

temperature sensitivity and BC used to

authenticate and secure the distribution of

these doses.

Dr. S. Saranya [80] 2021 Proposed a IoT-integrated BC solution

called Go-Win from a secured supply

chain of vaccine doses

A system architecture to safely deliver the

vaccines to health centers with cloud ser-

vices and smart IoT monitoring system.

Tsoi et al. [124] 2021 Proposed a BC-based technique to issue

vaccine passports to vaccinated individu-

als for prevention of frauds and analysis

of post vaccination scenarios

The vaccine passport consists of all the

data required to check, analyze, monitor

and alert on the basis of post effects of the

vaccine taken.
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for developing an effective vaccine for inoculation against

COVID-19 [27]. Numerous governments worldwide have

endorsed fast-track approval of vaccines based on clinical

studies. This has led to vaccines with efficacy as high as

95% [19].

The discovery and licensing of vaccinations have resulted

in the launch of mass vaccination campaigns around the

world and the expansion of vaccine manufacturing facilities.

Because these COVID-19 vaccinations were produced

quickly and tested on a limited group of people, some

patients have experienced side effects after receiving the

vaccine, and some of these side effects have been permanent

in nature [26]. Most of the countries offer WHO-approved

vaccines via government-run healthcare centers. After a

citizen has been fully inoculated, then they get a certificate

from the agency that can act as a proof of vaccination.

However this method has potential pitfalls, such as:

– If a batch of vaccines is bad and citizens were jabbed

with it. Trying to locate such citizens can prove to be a

mammoth task.

– If the proof of first dost of vaccination is lost by the

citizen, then it might be hard for them to obtain the

second dose

– Due to the scarcity of vaccines, black marketing of

vaccines has emerged, and various cases have been

reported the citizen getting the vaccine in-spite of non-

eligibility [41].

– While travelling international, the certificates might not

be recognized by the foreign country.

BC has the potential to eliminate all the aforementioned

pitfalls using a BC-based digital vaccine passport. Each

person of the world can be assigned a digital vaccine

passport that can act as an authentication mechanism and

proof of vaccination. All the digital passports can be stored

on Ethereum blockchain and contain the information about

the owner, vaccination information such as date, place, time,

and batch number. Since the solution is BC-based so it

has the advantages of immutably, transparency, persistency

and anonymity. From the chain, citizens jabbed with the

bad batch can be tracked by the concerned authority in a

secure manner. The persistency of BC ensures the records

are never lost by the citizen and smart contracts written in

the block can ensure that black marketing of the vaccines

does not take place. The digital vaccine passport system

can be implemented on a global scale that can ensure that

these are accepted by all the participating countries. The

digital vaccine passport can be of the form of a smartphone

application and be linked to each user by their countries

passport number. The implementation challenge is not big,

but the real challenge lies in worldwide acceptability and

standardization.

5Main findings, challenges and future
research directions

5.1 Blockchain for COVID-19

The integration of BC with the healthcare working model

has gained high momentum in this era of COVID-

19. Several researchers are working to inculcate the

advantageous properties of a BC network in the working

models of healthcare sectors. We have analyzed and

summarized the literature that is necessary for the fight

against this crisis. The major parts include contact tracing,

data sharing, payments, supply chain management, and data

security.

The major three promising characteristics of BC, which

are decentralization, transparency, and immutability, have

enabled successful amalgamation of BC with the healthcare

sector. After going through the existing literature, we

conclude that the current centralized systems on which these

healthcare models are working have high vulnerabilities to

unwanted attacks, resulting in unavoidable consequences

such as harming the users’ privacy and identity. The main

support that BC provides is efficient, fast, and secured

form of data sharing among different stakeholders for

better decision-making. Also, BC helps in the authorization

and verification of the stakeholders of the application

that preserve the integrity of the data shared over the

network.

Many researchers across the globe are working to find

the ways how the BC technology can be used to combat

COVID-19, but some proposed BC-based approaches have

been simulated like BeepTrace [132] and CovidChain

[25] for contact tracing; MedRec [10] and MedShare

[130] for data sharing; smart contract incentive [133]

and Charity-Chain [113] for payment; GCoin [123] and

LifeCrypter [109] for supply chain management etc.; and

BlockColdChain [80] and Go-Win [107] for vaccination

management.

5.2 Challenges and open issues

The sudden outbreak of COVID-19 has given ways to

the research community across the globe to develop

infrastructure of a data sharing model in the healthcare

sector with better efficiency and security. BC seems to

be a viable solution, keeping in mind the continuously

growing data, management, privacy, and security. Although

the existing works are potential solutions, they pose some

challenges and throw open issues that need to be shaped and

made full-proof before deploying them into the real world.

Some of the challenges posed by BC in the fight against

COVID-19 are as follows:
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– First and foremost, the initial hurdle in adapting to

BC technology would be the hesitation of doctors

and healthcare workers to switch from the traditional

paper-records to the advanced BC technology, and the

technical difficulties they would face due to lack of

skill and knowledge of the new technology would also

hinder the onset of BC-based solutions in healthcare

[103].

– There is a possibility of legal and regulatory issues

when deploying a new BC network in the entire

healthcare fraternity. These issues include the type of

content being exchanged and stored in the BC network,

privacy, integrity threats, copyright issues, etc. [85].

– The different stakeholders have their databases with

different attributes and they interact through a BC

network. So, managing the data comprising of various

databases is also a challenge [85], i.e., interoperability

issues. Hence, open standards need to be adopted by

these stakeholders for smooth functioning [1].

– Since many functions are to be carried out in a short

period and considering the widely spread network; it

isn’t easy to have every aspect in full control. One of

the main challenges could be key management and fear

of the keys being abused [43] which in turn affects the

security of data.

– Due to mobile recording gadgets and the advent of

EHR, the frequency of taking readings is very high

and hence there is a change in the patient’s data very

frequently. But BC has the property of immutability.

Therefore, every time a new reading is taken, it must be

registered as a new transaction since the previous record

cannot be modified. However, it pertains to the same

patient. This also gives rise to scalability and storage

issues [90].

– With inclusion of IoT in healthcare services, more

sensors and actuators are required. And to run these

devices, power is needed. Power scarcity cannot be

afforded when the life of a person is at stake. Hence

additional arrangements for the same have to be made

for proper and accurate monitoring of the patient and

health data collection [103].

– Lastly, the most harmful issue and challenge of

adoption of BC in COVID-19 are mining attacks, which

are architecture sensitive and their vulnerabilities differ

accordingly.

5.3 Future research directions

Motivated by our detailed survey on research studies on the

convergence of BC and COVID-19 pandemic, we point out

possible research directions, which should be considered in

future works.

5.3.1 From simulation to implementation

Most of the proposed solutions of integrating BC with

healthcare to tackle COVID-19 are under the simulation

phase. Moreover, these proposals concentrate on any

one of the challenges posed in times of COVID-19,

but a thorough solution, which covers all aspects in

fighting against COVID-19 is missing. After exploring the

existing literature, we found that systems are available

that combines the characteristics of BC to tackle COVID-

19. They proposed various solutions such as proposed

by Hiten et al. [25] for contact tracing, MedShare by

Xia et al. [130] for a reliable framework for sharing of

patient data, Hung et al.’s [123] proposed GCoin for the

supply chain management. Integrating parts and pieces

of these proposals may prove to be a potential solution

to fight the COVID-19 pandemic through such promising

technologies.

There have been cases reported where a person tested

positive for the COVID-19 virus even after he/she is

vaccinated though the severity is not so high. But now

the next step has to be making specific drugs for treating

this virus and their trials. The data produced during

drug discovery and trials is also very sensitive. No

researcher wants his/her work being copied, manipulated

and taken credit of. The information about the molecules

and their combination he/she has used to develop this

drug must be protected and shared only to relevant and

legitimate stakeholders [88]. Thus, BC can make this

process of data sharing as hassle free. The same can be

applied for data collected and shared during the trials of

this drug.

5.3.2 Integrating machine learning with Blockchain for

COVID-19

The integration of machine learning with BC can prove

to be a breakthrough idea in the era of COVID-19.

Although BC handles the storage, sharing, verification,

integrity, and security, the data processing and decision-

making have to be done separately and then stored in

the BC network. By integrating machine learning with

BC, the decision-making can be done in real time and

hence faster appropriate actions can be taken, which are

highly required to handle the COVID-19 pandemic [9].

Also, due to mobile medical sensors such as smartwatches

and wristbands, the readings from such devices can

give a lot of information, making diagnosis easy and

efficient. Using machine learning algorithms on this data,

the disease can be detected from early symptoms and

necessary precautions and treatment procedures can be

started [51].
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5.3.3 Blockchain for big data in COVID-19

The unexpected exponential expose to the coronavirus has

led to an outburst of the amount of data being generated

daily. Necessary information extraction, performing various

analyses, and then taking appropriate actions by analyzing

this huge set of data is a task and highly demanded in such

circumstances. It is very necessary to incorporate big data

analytics into the BC-based approaches to curb COVID-19.

BC can help with the storage and security concerns of big

data while ensuring the authenticity of the data [86, 119].

6 Conclusion

BC has come a long way since it has been introduced

alongside bitcoin. Researchers across the globe are working

to explore the potentials of BC in a variety of domains.

Its application in the healthcare sector is very interesting

as in this sector, data control and access must be closely

monitored. Existing traditional systems are often vulnerable

to data breaches, which puts the patients’ privacy at risk. BC

has several benefits, such as an effective sharing model and

immutability, which make its use very compelling. As the

world is fighting against the once-in-a-century pandemic,

BC could be the key factor that can decrease the impact of

the pandemic.

In the proposed survey, we discussed the possible

use cases of BC to tackle the COVID-19 situations like

contact tracing, which is of utmost importance in an easily

transmitted disease like COVID-19 and hence its high

accuracy and integrity is demanded, which can be solved by

BC; an efficient and privacy-preserving patient data sharing

model in BC; payments method; and security of the data

flowing in the BC network. All these aspects are not covered

in a single proposed framework, which leads the studies in

the future towards the amalgamation of these aspects into a

single framework and presents a working model for the real

world.

Although the research on the possibilities of COVID-19

and BC is just in the initial phases. It can be seen that the

BC brings many novel features to the table, which bring

significant improvements to the systems currently being

used. We believe the proposed survey can elucidate the

possible implications of BC technology in the times such as

these and will motivate further research in this domain. In

the future, we would like to conduct a detailed survey on

the BC techniques currently deployed and used around the

world to tackle the COVID-19 pandemic.
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