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&RPSXWHU�V\VWHPV�WKDW�DGDSW�WR�FKDQJLQJ�HQYLURQPHQWV�DUH�RI�LQFUHDVLQJ�LPSRUWDQFH�LQ�D�JUHDW
PDQ\�VHWWLQJV���&RQVLGHU�D�WHOHFRQIHUHQFLQJ�V\VWHP���6XFK�D�V\VWHP�PD\�EH�DEOH�WR�UXQ�DW�YHU\�KLJK
YLGHR�IUDPH�UDWHV�DQG�ZLWK�OLWWOH�GDWD�FRPSUHVVLRQ�ZKHQ�H[HFXWLQJ�RYHU�WKH�KLJKHVW�VSHHG�ORFDO�DUHD
QHWZRUNV���+RZHYHU��ZKHQ�WKH�EDFNJURXQG�ORDG�RQ�WKH�QHWZRUN�RU�D�SDUWLFLSDWLQJ�KRVW�LQFUHDVHV��LW
PD\�QHHG�WR�UHGXFH�WKH�YLGHR�IUDPH�UDWH�RU�VZLWFK�WR�D�GLIIHUHQW�FRPSUHVVLRQ�PHFKDQLVP���,I�RQH�RI
WKH�KRVWV� LV�PRELOH�� WKH�DSSOLFDWLRQ�PD\�DOWHUQDWH�EHWZHHQ�EHLQJ�VWURQJO\�DQG� ORRVHO\�FRQQHFWHG³
PRGHV�RI�FRQQHFWLRQ�WKDW�UHTXLUH�GLIIHUHQW�QHWZRUNLQJ�SURWRFROV�� � ,I� WKDW�KRVW�ZDQGHUV�RXW�RI� WKH
FRQILQHV�RI�D�VHFXULW\�ILUHZDOO��RU�VRPH�RWKHU�KRVW�IURP�RXWVLGH�WKH�ILUHZDOO� MRLQV�D�FRQIHUHQFH�WKDW
ZDV�XQWLO�WKHQ�ZLWKLQ�WKH�ILUHZDOO��WKH�V\VWHP�KDV�WR�VZLWFK�WR�XVLQJ�VLJQLQJ�DQG�SRVVLEO\�HQFU\SWLRQ
PHFKDQLVPV�

7UDGLWLRQDOO\�� D� V\VWHP� GHVLJQHU� ZRXOG� DSSURDFK� WKLV� SUREOHP� E\� YLHZLQJ� LW� DV� DQ� DVSHFW� RI
DSSOLFDWLRQ�IXQFWLRQDOLW\���6ROYLQJ�LW�ZRXOG�UHTXLUH�DSSOLFDWLRQ�VSHFLILF�FRGH�WKDW�DQWLFLSDWHV��GHWHFWV�
DQG�DGDSWV� WKH� V\VWHP� IRU� HDFK�RI� VRPH� VHW�RI� VLWXDWLRQV�� � 6XFK� FRGH� LV� OLNHO\� WR�EH� FRPSOH[� DQG
ZRXOG� QRW� EH� SHUFHLYHG� DV� DGGLQJ� YDOXH� WR� WKH� ´FRUHµ� IXQFWLRQDOLW\� RI� WKH� DSSOLFDWLRQ�� KHQFH� WKH
GHVLJQHU�ZLOO�YLHZ�WKH�GHYHORSPHQW�RI�WKHVH�PHFKDQLVPV�DV�D�EXUGHQ�� �7KH�DOWHUQDWLYH�ZH�SURSRVH
KHUH�LQYROYHV�ZULWLQJ�PDQ\�SLHFHV�RI�VLPSOH�FRGH��PRGXOHV��HDFK�RQH�GHDOLQJ�ZLWK�D�VPDOO�SUREOHP�LQ�D
SDUWLFXODU�VLWXDWLRQ��DQG�WR�FRQILJXUH�DQG�UHFRQILJXUH�WKHVH�PRGXOHV�WRJHWKHU�RQ�WKH�IO\�

2XU�DSSURDFK�KDV�SRWHQWLDO�SUREOHPV���,W�UHTXLUHV�D�FDUHIXO�GHVLJQ�RI�WKH�LQWHUIDFHV�EHWZHHQ�WKH
PRGXOHV��DQG�KDV�WKH�SRWHQWLDO�WR�LQWURGXFH�VLJQLILFDQW�RYHUKHDGV���$OVR��UHFRQILJXUDWLRQ�RI�DQ�DFWLYH
V\VWHP� LV� VRPHZKDW� DQDORJRXV� WR� FKDQJLQJ� WKH� HQJLQHV� RQ� DQ� DLUSODQH� ZKLOH� LW� LV� IO\LQJ�� GRLQJ� VR
LQYROYHV� GHOLFDWH� V\QFKURQL]DWLRQ� ZKLFK�� LI� QRW� KDQGOHG� DSSURSULDWHO\�� FRXOG� HDVLO\� SURYH� VR
GLVUXSWLYH� DV� WR� VKXW� WKH� DSSOLFDWLRQ� GRZQ�� � ,Q� SDUWLFXODU�� FRRUGLQDWLQJ� DGDSWDWLRQV� VR� WKDW� DOO
SURJUDPV� LQ� WKH� DSSOLFDWLRQ� HQG� XS� FRQILJXUHG� LQ� D� FRQVLVWHQW� PDQQHU�� DQG� GRLQJ� WKLV� ZKLOH� WKH
V\VWHP�FRQWLQXRXVO\�SURYLGHV�VHUYLFH�� UHSUHVHQW�VHULRXV�FKDOOHQJHV��1HYHUWKHOHVV�� LI� WKHVH�SUREOHPV
FDQ� EH� RYHUFRPH�� UHFRQILJXUDEOH� V\VWHPV� DUH� DSSHDOLQJ�� � 6XFK� V\VWHPV� DUH� UHODWLYHO\� HDV\� WR
LPSOHPHQW�DQG�YHULI\�� WKH�PRGXOHV�FDQ�EH�UHXVHG��DQG�WKH�V\VWHP�FDQ�SRWHQWLDOO\�EH�FRQILJXUHG� LQ
QHZ�ZD\V��ZKHQ�QHFHVVDU\��ZLWK�QHZ�PRGXOHV��WR�GHDO�ZLWK�QHZ�DQG�XQDQWLFLSDWHG�HQYLURQPHQWV���$

7UHQGV�LQ�QHWZRUNLQJ�DQG�GLVWULEXWHG�FRPSXWLQJ�DUH�FUHDWLQJ�D�QHZ�JHQHUDWLRQ
RI�DSSOLFDWLRQV�WKDW�PXVW�DGDSW�DV�WKH�HQYLURQPHQW�ZLWKLQ�ZKLFK�WKH\�H[HFXWH
FKDQJHV�� �([DPSOHV�RI�DGDSWDWLRQ� LQFOXGH� VZLWFKLQJ�SURWRFROV� WR�RYHUFRPH�D
VHFXULW\�H[SRVXUH�RU� IDLOXUH�PRGH�VHHQ�RQO\� LQ�FHUWDLQ�VHWWLQJV�� FKDQJLQJ�GDWD
UDWHV� WR� DFFRPPRGDWH� D� VORZ� OLQN�� RU� DGDSWLQJ� WKH� EHKDYLRU� RI� D� KLJK� OHYHO
DSSOLFDWLRQ�WR�PDWFK�WKH�VHW�RI�SDUWLFLSDQWV�XVLQJ�WKH�DSSOLFDWLRQ���:H�GHVFULEH
WKH�(QVHPEOH�V\VWHP��D�WRRO�IRU�EXLOGLQJ�DGDSWLYH�GLVWULEXWHG�SURJUDPV�
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PRUH� WUDGLWLRQDO�� PRQROLWKLF�� GHYHORSPHQW� DSSURDFK� ODFNV� WKHVH� SURSHUWLHV�� PDNLQJ� VXFK� V\VWHPV
KDUGHU�WR�PDLQWDLQ�

352*5$00,1*�$'$37,9,7<

)RU� D� V\VWHP� WR� UHFRQILJXUH� ZKHQ� QHFHVVDU\�
WKH� DSSOLFDWLRQ� KDV� WR� H[SOLFLWO\� FKDUDFWHUL]H� WKH
FRQGLWLRQV� XQGHU� ZKLFK� DGDSWDWLRQ� ZLOO� EH
UHTXLUHG�� � 7KH� SURFHVV� LV� GHSLFWHG� LQ� )LJXUH� ��
:KHQ� ODXQFKHG�� WKH� DSSOLFDWLRQ� PDNHV� LQLWLDO
DVVXPSWLRQV� DERXW� WKH� HQYLURQPHQW�� � )RU
H[DPSOH�� WKH� DSSOLFDWLRQ� PD\� VSHFLI\� WKDW� LW� LV
UXQQLQJ� ZLWKLQ� D� ILUHZDOO� RQ� D� KLJK�SHUIRUPDQFH
QHWZRUN�� � )URP� WKHVH� DVVXPSWLRQV�� WKH� V\VWHP
FUHDWHV� UHVRXUFH� UHVHUYDWLRQ� UHTXHVWV� WR� WU\� WR

PHHW�WKH�DVVXPSWLRQV�DV�ZHOO�DV�SRVVLEOH��EXW�DOVR�LQVWDOOV�VHQVRUV�WKDW�ZLOO�GHWHFW�SRWHQWLDO�YLRODWLRQV
RI� WKHVH� DVVXPSWLRQV� �SUHIHUDEO\�� EXW� QRW� QHFHVVDULO\�� EHIRUH� WKH\� KDSSHQ��� � 7KH� RXWSXW� IURP� WKH
VHQVRUV�LV�DQDO\]HG��DQG�YLRODWLRQV�DUH�UHSRUWHG�EDFN�WR�WKH�DSSOLFDWLRQ���7KH�DSSOLFDWLRQ�WKHQ�DGMXVWV
LWV� DVVXPSWLRQV�� OHDGLQJ� WR� D� UHFRQILJXUDWLRQ�� � 7KH� (QVHPEOH� V\VWHP�� GHYHORSHG� DW� &RUQHOO
8QLYHUVLW\��UHSUHVHQWV�D�IUDPHZRUN�IRU�VWDQGDUGL]LQJ�VROXWLRQV�WR�WKLV�SUREOHP�>+D\GHQ�����@�

$GDSWLYH� V\VWHPV� FDQ� EH� XQGHUVWRRG� DV� D� JHQHUDOL]DWLRQ� RI� RWKHU� IRUPV� RI� FRRUGLQDWHG
GLVWULEXWHG� EHKDYLRUV�� � %URDGO\�� WKHVH� DUH� RQHV� LQ� ZKLFK� D� V\VWHP� KDV� D� SLHFH�ZLVH� VWDEOH
FRQILJXUDWLRQ���$�JLYHQ�FRQILJXUDWLRQ�FRQVLVWV�RI�D�VHW�RI�SURJUDPV��WKHLU�VWDWHV��DQG�WKH�DVVXPSWLRQV
XQGHU� ZKLFK� WKH\� DUH� RSHUDWLQJ�� � :KLOH� WKH� FRQILJXUDWLRQ� UHPDLQV� ´YDOLGµ�� WKH� V\VWHP� SURYLGHV
VHUYLFHV�LQ�DFFRUGDQFH�ZLWK�LWV�VSHFLILFDWLRQ�IRU�VXFK�VHWWLQJV���7KH�WUDQVLWLRQ�WR�D�QHZ�FRQILJXUDWLRQ
RFFXUV�ZKHQ�WKH�DVVXPSWLRQV�DUH�YLRODWHG��WULJJHULQJ�VRPH�IRUP�RI�V\QFKURQL]DWLRQ�WKDW�ILQDOL]HV�WKH
FXUUHQW� FRQILJXUDWLRQ�� DIWHU� ZKLFK� WKH� V\VWHP� FDQ� UHVXPH� QRUPDO� H[HFXWLRQ� LQ� VRPH� QHZ
FRQILJXUDWLRQ���7KHVH�VWHSV�DUH�LOOXVWUDWHG�LQ�)LJXUH���

7KH�DGDSWLYH�FRQWURO�SUREOHP�UHFDOOV�SULRU�UHVHDUFK�RQ�GLVWULEXWHG�DSSOLFDWLRQ�PDQDJHPHQW��IRU
H[DPSOH�LQ�0DU]XOOR�DQG�:RRG·V�0HWD�V\VWHP�>0DU]XOOR�HW��DO����@���+RZHYHU��LQ�GLVWLQFWLRQ�WR�0HWD�
WKH� FRQFHSW� RQ� ZKLFK� ZH� IRFXV� KHUH� LQYROYHV� VXSSRUW� IRU� VKLIWLQJ� WKH� DSSOLFDWLRQ� IURP� RQH
´FRQILJXUDWLRQµ�WR�DQRWKHU�� �+HUH��WKH�FRQILJXUDWLRQ�RI�DQ�DSSOLFDWLRQ�FRUUHVSRQGV�WR�WKH�SURWRFRO
VWDFN�LW�XVHV�IRU�FRPPXQLFDWLRQ��SDUDPHWHUV�DVVRFLDWHG�ZLWK�WKH�V\VWHP�RU�LWV�FRPPXQLFDWLRQ�OD\HU�
VHFXULW\�NH\V��DQG�WKH�PHPEHUVKLS�RI�WKH�V\VWHP��,Q�FRQWUDVW��PDQDJHPHQW�DQG�FRQWURO�WHFKQRORJLHV
VXFK� DV�0HWD�PD\� VWUXFWXUH� FRQWURO� UXOHV� DFFRUGLQJ� WR� D� QRWLRQ� RI� V\VWHP� FRQILJXUDWLRQ�� EXW� WKH\
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W\SLFDOO\� WUHDW� WKH� DSSOLFDWLRQ� DV� D� PRQROLWKLF� VWUXFWXUH� WKDW� ODFNV� DQ\� LQWULQVLF� QRWLRQ� RI� PRGH� RI
RSHUDWLRQ���7KH�PRVW�FRPPRQ�XVHV�RI�VXFK�V\VWHPV�DUH�WR�DXWRPDWH�VXFK�WDVNV�DV�ORDG�EDODQFLQJ�DQG
UHVWDUWLQJ�IDLOHG�FRPSRQHQWV�

7KH� VWUXFWXUH� RI� WKH� UHPDLQGHU� RI� WKLV� SDSHU� LV� DV� IROORZV�� � :H� VWDUW� ZLWK� VRPH� FRQFUHWH
H[DPSOHV�RI�WKH�VRUWV�RI�IXQFWLRQDOLW\�RXU�ZRUN�LV�LQWHQGHG�WR�VXSSRUW���7KH�SDSHU�WKHQ�WXUQV�WR�WKH
PRUH�WHFKQLFDO�DVSHFWV�RI�RXU�HIIRUW���:H�GHVFULEH�WKH�(QVHPEOH�V\VWHP�DQG�GLVFXVV�DVSHFWV�RI�WKH
V\VWHP� WKDW� KDYH� EHHQ� LPSRUWDQW� LQ� VXSSRUWLQJ� DGDSWDWLRQ�� LQFOXGLQJ� WKH� ´SURWRFRO� VZLWFKLQJ
SURWRFROµ��RU�363��D�QRYHO�IHDWXUH�RI�(QVHPEOH�QRW�VHHQ�LQ�SUHYLRXV�PRGXODU�JURXS�FRPPXQLFDWLRQ
DUFKLWHFWXUHV���:H�DOVR�GLVFXVV�WKH�FKDOOHQJHV�RI�RSWLPL]DWLRQ�DQG�SURWRFRO�FRPSLODWLRQ�LQ�WKH�OLJKW
RI� WKLV� DGDSWLYH� DUFKLWHFWXUH�� WKH� SUREOHP� WXUQV� RXW� WR� EH� IXQGDPHQWDO� WR� DFKLHYLQJ� JRRG
SHUIRUPDQFH���:H�FRQFOXGH�ZLWK�D�VHFWLRQ�WKDW�LQYHVWLJDWHV�RYHUKHDGV�DVVRFLDWHG�ZLWK�DGDSWDWLRQ�

(;$03/(�� � �5(3/,&$7,21�2)�&5,7,&$/�$33/,&$7,21�)81&7,216

0DQ\� UHOLDEOH� GLVWULEXWHG� V\VWHPV� UHSOLFDWH� FULWLFDO� GDWD� RU� VHUYHUV� E\� SOD\LQJ� D� VHTXHQFH� RI
XSGDWHV�WR�HDFK�RI�D�VHW�RI�UHSOLFDV��ZKLOH�ORDG�EDODQFLQJ�TXHU\�RSHUDWLRQV�>%LUPDQ�DQG�9DQ�5HQHVVH
��@�� � ,I�D� UHSOLFD� IDLOV�� WKH�UHPDLQLQJ�UHSOLFDV� DUH�DEOH� WR�DVVXPH� WKH� IXQFWLRQV�RI� WKH� IDLOHG� V\VWHP
FRPSRQHQW�� � 7KH� FRPPXQLFDWLRQV� WRRO� PRVW� RIWHQ� XVHG� LQ� VROYLQJ� WKLV� SUREOHP� LV� RUGHUHG�� UHOLDEOH
PXOWLFDVW�

3URWRFROV�RI�WKLV�VRUW�FDQ�HPSOR\�DQ\�RI�D�QXPEHU�RI�EDVLF� WHFKQLTXHV�IRU�PDNLQJ�VXUH� WKDW�D
JURXS�RI�SURFHVVHV�UHFHLYH�PHVVDJHV�LQ�WKH�VDPH�RUGHU���)RU�WKH�SXUSRVHV�RI�WKLV�VHFWLRQ��ZH�IRFXV
RQ� WZR� DSSURDFKHV� �RWKHUV� DUH� GHVFULEHG� LQ� >%LUPDQ��@��� � 2QH� RI� WKHVH� LV� FHQWUDOL]HG�� D� VLQJOH
SDUWLFLSDQW� LV� HOHFWHG� DV� VHTXHQFHU�� � 0HVVDJHV� DUH� ILUVW� VHQW� WR� WKH� VHTXHQFHU�� DQG� WKH� VHTXHQFHU
IRUZDUGV� WKH� PHVVDJHV� WR� WKH� RWKHU� SDUWLFLSDQWV� LQ� ),)2� RUGHU�� � 7KH� RWKHU� LV� GLVWULEXWHG�� DQG
LQYROYHV�D�WRNHQ�WKDW�URWDWHV�DPRQJ�SDUWLFLSDQWV���$�SDUWLFLSDQW�LV�RQO\�DOORZHG�WR�VHQG�ZKHQ�LW�KDV
WKH�WRNHQ�

7KH�SHUIRUPDQFH�RI�WKH�UHSOLFDWLRQ�VFKHPH�ZLOO�EH�OLPLWHG�E\�WKDW�RI�WKH�PXOWLFDVW��ZKLFK�LV�LWVHOI
OLPLWHG�E\�WKH�GHJUHH�RI�PDWFK�EHWZHHQ�WKH�RUGHULQJ�SURWRFRO�VHOHFWHG�DQG�WKH�HQYLURQPHQW�LQ�ZKLFK
LW�UXQV���)RU�VHTXHQFHU�EDVHG�RUGHULQJ��WKH�GHOD\�WR�GHOLYHU\�LV�WZLFH�WKH�XQGHUO\LQJ�QHWZRUN�ODWHQF\�LI
WKH�ORDG�LV�VXIILFLHQWO\�ORZ���8QGHU�KLJK�ORDGV��SDUWLFXODUO\�ZKHQ�WKH�QXPEHU�RI�DFWLYH�VHQGHUV�JRHV
XS���WKH�VHTXHQFHU�JHWV�RYHUORDGHG��LWV�LQSXW�EXIIHU�RYHUIORZV��DQG�UHWUDQVPLVVLRQV�DUH�QHFHVVDU\�WR
RYHUFRPH� PHVVDJH� ORVV�� � $� WRNHQ�EDVHG� SURWRFRO� GRHV� QRW� KDYH� WKLV� SUREOHP�� WKHUH� LV� RQO\� RQH
VHQGHU�RQ�WKH�QHWZRUN�DW�D�WLPH���+RZHYHU��LW�KDV�WKH�SUREOHP�WKDW�WKH�GHOD\�LV�DSSUR[LPDWHO\�KDOI
WKH�QXPEHU�RI�SDUWLFLSDQWV�WLPHV�WKH�QHWZRUN�ODWHQF\��WKH�DYHUDJH�WLPH�WR�ZDLW�IRU�WKH�WRNHQ��

,Q� )LJXUH� ��� ZH� VKRZ� W\SLFDO� SHUIRUPDQFH
FXUYHV� IRU� VXFK� SURWRFROV�� JLYHQ� VRPH� VWDWLF�
IDLUO\�ODUJH�JURXS�RI�SDUWLFLSDQWV���,W�LV�HDV\�WR�VHH
KRZ� VZLWFKLQJ� EHWZHHQ� WKH� SURWRFROV� FDQ
RSWLPL]H� SHUIRUPDQFH�� � 7KH� FKDOOHQJH� LV� WR
GHWHFW�ZKHQ�WR�VZLWFK�

8VLQJ� RXU� V\VWHP�� WKLV� SUREOHP� LV� VROYHG
XVLQJ�D� YLRODWLRQ� GHWHFWRU� LPSOHPHQWHG� DV� D�PLFUR�
SURWRFRO�WKDW�PRQLWRUV�SHUIRUPDQFH�RI�WKH�WRWDO
RUGHULQJ� PLFUR�SURWRFRO�� � $V� GLVFXVVHG� VKRUWO\�
(QVHPEOH� KDV� D� OD\HUHG� DUFKLWHFWXUH� ZHOO

Delay

# Active Senders

Time to Switch!

Sequencer-based

Token-Based

)LJXUH����7\SLFDO�SHUIRUPDQFH�FXUYHV�IRU�WZR�ZHOO�
NQRZQ�WRWDO�RUGHULQJ�SURWRFROV�
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PDWFKHG�WR�VXFK�VROXWLRQV���7KH�GHWHFWRU�PRQLWRUV�WKH�PHVVDJH�ORDG�DQG��LI�GHVLUHG��RWKHU�DVSHFWV�RI
WKH� UXQWLPH� HQYLURQPHQW�� ,I� FRQGLWLRQV� DULVH� WKDW� UHSUHVHQW� D� SRWHQWLDO� SUREOHP�� LW� UHSRUWV� D
YLRODWLRQ�� WULJJHULQJ� D� UHFRQILJXUDWLRQ� ZLWK� D� QHZ� WRWDO� RUGHULQJ� SURWRFRO�� � 7KH� SUREOHP� RI
V\QFKURQL]LQJ� WKH� SURWRFRO� VZLWFK� ZLWK� RQJRLQJ� FRPPXQLFDWLRQ� E\� WKH� DSSOLFDWLRQ� LV� RQH� RI� WKH
WHFKQLFDO�LVVXHV�DGGUHVVHG�E\�RXU�ZRUN�

$OWKRXJK� ZH� XVHG� MXVW� WZR� RUGHULQJ� SURWRFROV� LQ� WKLV� H[DPSOH�� WKH� LGHD� LV� WKDW� HDFK� RI� WKH
RUGHULQJ�VROXWLRQV�DYDLODEOH� LQ�D�V\VWHP�VXSSRUWLQJ�UHSOLFDWLRQ�ZRXOG�KDYH� LWV�RZQ�PRQLWRULQJ�DQG
YLRODWLRQV�GHWHFWLRQ�OD\HU���7KH�KDQGOLQJ�RI�D�YLRODWLRQ�LV�DSSOLFDWLRQ�VSHFLILF�DQG�PD\�EH�FKDOOHQJLQJ�
EXW�LV�WKH�RQO\�SODFH�ZKHUH�DOO�WKH�DYDLODEOH�RUGHULQJ�RSWLRQV�PLJKW�EH�FRQVLGHUHG�DV�D�JURXS���:KLOH�D
JLYHQ�RUGHULQJ�PHWKRG�LV� LQ�XVH��WKDW�PHWKRG�HIIHFWLYHO\�PRQLWRUV� LWVHOI�� � �1RWLFH�WKDW�WKLV�PHWKRG
SHUPLWV� DQ� RYHUODS� EHWZHHQ� WKH� FRQILJXUDWLRQ� VSDFHV� DFFHSWDEOH� WR� WKH� YDULRXV� SURWRFROV�� RQFH� D
SURWRFRO� LV� UXQQLQJ�� LW� ZLOO� FRQWLQXH� UXQQLQJ� VR� ORQJ� DV� LWV� YLRODWLRQV� GHWHFWRU� GRHVQ·W� VHQVH� DQ
XQDFFHSWDEOH�GHJUHH�RI�PLVPDWFK�EHWZHHQ�WKH�SURWRFRO�DQG�LWV�HQYLURQPHQW�

7KLV� FDQ�EH� FRQWUDVWHG�ZLWK� WKH�PRUH� JHQHUDO� VW\OH�RI� DSSOLFDWLRQ�PDQDJHPHQW�XVHG� LQ� HDUOLHU
ZRUN���,Q�WKH�WUDGLWLRQDO�DSSURDFK��WKH�PDQDJHPHQW�V\VWHP�PXVW�FRQWLQXRXVO\�FKHFN�WKH�HQYLURQPHQW
DJDLQVW�D�PRGHO�WKDW�LQFOXGHV�DOO�SRVVLEOH�RUGHULQJ�SURWRFROV��DQG�LQ�ZKLFK�WKH�FKRLFH�RI�SURWRFROV�LV
XQDPELJXRXV� LQ� DQ\� JLYHQ� VLWXDWLRQ�� � 0RUHRYHU�� WKH� WUDGLWLRQDO� DSSURDFK� UHTXLUHV� D� GLVMRLQW
SDUWLWLRQLQJ�RI� WKH�FRQILJXUDWLRQ�VSDFH�� DQG� WULJJHUV� UHFRQILJXUDWLRQV�HDFK� WLPH� WKH�RSWLPDO� FKRLFH
FKDQJHV�� �6XFK�DQ�DOWHUQDWLYH� LV�SRWHQWLDOO\�FRVWO\�� UXQV� WKH�ULVN�RI�´MLWWHUµ�EHWZHHQ�VLPLODU�RSWLRQV�
DQG�LV�PXFK�PRUH�FRPSOH[�WR�SURJUDP���7KH�XVH�RI�D�YLRODWLRQ�GHWHFWRU�OHDGV�WR�PXFK�VLPSOHU�FRGH
DQG� DYRLGV� WKH� RYHUKHDG� RI� FRQVWDQWO\� GHYHORSLQJ� D� GLVWULEXWHG� SLFWXUH� RI� WKH� HQYLURQPHQW� DQG
FKHFNLQJ�LW�DJDLQVW�D�SRWHQWLDOO\�FRPSOH[�PRGHO�

(;$03/(��� � �),5(:$//

2XU� VHFRQG� H[DPSOH� ZRUNV� WR� RYHUFRPH� D� OLPLWDWLRQ� RI� ILUHZDOOV� DV� WKH\� DUH� W\SLFDOO\� XVHG�
&RQVLGHU� DQ� DSSOLFDWLRQ� �VXFK� DV� D� JURXSZDUH� VHUYHU� DQG� LWV� FOLHQWV�� WKDW� VRPHWLPHV� UXQV� HQWLUHO\
ZLWKLQ�D�ILUHZDOO��EXW�VRPHWLPHV�VSDQV�WKH�ILUHZDOO�

:KHQ� WKH� DSSOLFDWLRQ� UXQV� ZLWKLQ� WKH� FRQILQHV� RI� WKH� ILUHZDOO�� LW� LV� QRW� XVXDOO\� QHFHVVDU\� IRU
PHVVDJHV�WR�EH�VLJQHG�RU�HQFU\SWHG���+RZHYHU��LI�D�SDUWLFLSDQW�UXQQLQJ�RXWVLGH�WKH�ILUHZDOO�LV�DGGHG
�VHH�)LJXUH���� VLJQLQJ�DQG�HQFU\SWLRQ�PD\�VXGGHQO\�EH� UHTXLUHG�� �0RUHRYHU�� WKLV� FDQ�DIIHFW� DOO� WKH
FOLHQWV�� EHFDXVH� PDQ\� VXFK� DSSOLFDWLRQV� XVH� PXOWLFDVW� FRPPXQLFDWLRQ�� � ,Q� WKH� V\VWHP� ZH� KDYH

GHYHORSHG�� LW� LV� WULYLDO� WR
G\QDPLFDOO\� DGG� VLJQLQJ� DQG
HQFU\SWLRQ� OD\HUV� WR� WKH� SURWRFRO
VWDFN� XVHG� EHWZHHQ� WKH� VHUYHU� DQG
LWV� FOLHQWV�� � ,Q� HIIHFW�� WKLV� FUHDWHV� D
9LUWXDO�3ULYDWH�1HWZRUN�

6HFXUH� DGDSWDWLRQ� LV� D
SRWHQWLDOO\�GLIILFXOW� SUREOHP�� � &DUH
PXVW� EH� WDNHQ� WR� HQVXUH� WKDW� WKH
DGDSWDWLRQ� SURWRFROV� GR� QRW
WKHPVHOYHV� LQWURGXFH� VHFXULW\
EUHDFKHV�� � %HIRUH� WKH
UHFRQILJXUDWLRQ��WKH�QHZ�SDUWLFLSDQW
PXVW� EH� DXWKHQWLFDWHG�� DQG� DQ

Crypt

Sign

Firewall
New Groupware
participant

)LJXUH���)URP�D�VHFXUH�ILUH�ZDOOHG�HQYLURQPHQW�WR�DQ�LQVHFXUH�RQH�
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DFFHVV�FRQWURO�OLVW�FKHFNHG�WR�VHH�LI�LW�LV�DOORZHG�WR�MRLQ�WKH�DSSOLFDWLRQ���$V�SDUW�RI�WKLV�SURFHVV��WKH
JURXS� VLJQLQJ� DQG� HQFU\SWLRQ� NH\V� FDQ� EH� H[FKDQJHG�� DQG� LW� PD\� EH� QHFHVVDU\� WR� ´UHNH\µ� WKH
FRPPXQLFDWLRQ�HQGSRLQWV�IRU�WKH�DSSOLFDWLRQ�DV�D�ZKROH� LI�D�PHPEHU� OHDYHV�DQG�FDQ�QR� ORQJHU�EH
WUXVWHG����0RUHRYHU��WKH�V\QFKURQL]DWLRQ�LVVXH�PHQWLRQHG�HDUOLHU�DULVHV�KHUH��FOHDUO\��DOO�PHPEHUV�RI
WKH�DSSOLFDWLRQ�QHHG�FRQVLVWHQW�H[SHFWDWLRQV�ZLWK�UHVSHFW�WR�WKH�HQFU\SWLRQ�SROLF\�EHLQJ�XVHG�DQG�WKH
NH\V�DVVRFLDWHG�ZLWK�HQGSRLQWV�� �%\�SDFNDJLQJ� WKLV� FRPSOH[LW\�ZLWKLQ�RXU� V\VWHP�� WKH�GHYHORSHU� LV
VSDUHG�IURP�QHHGLQJ�WR�LPSOHPHQW�D�VXEWOH��VSHFLDO�SXUSRVH�VROXWLRQ�

(;$03/(��� � �*5283�0(0%(56+,3�75$&.,1*�$1'�&20081,&$7,21

2XU� UHVHDUFK� HIIRUW� KDV� EHHQ� DFWLYH� LQ� DQ� DUHD� NQRZQ� DV� YLUWXDOO\� V\QFKURQRXV� JURXS
FRPPXQLFDWLRQ� IRU� PDQ\� \HDUV� >%LUPDQ� ������ %LUPDQ� ����@�� � ,Q� D� YLUWXDOO\� V\QFKURQRXV� JURXS�
SDUWLFLSDQWV�DUH�SURYLGHG�ZLWK�YLHZV³OLVWV�RI�SDUWLFLSDQWV�EHOLHYHG�WR�EH�UHDFKDEOH�RYHU�WKH�QHWZRUN�
3DUWLFLSDQWV� PD\� OHDYH� D� JURXS� RU� FUDVK�� DQG� QHZ� SDUWLFLSDQWV� PD\� MRLQ�� � 6XFK� HYHQWV�� DV� ZHOO� DV
QHWZRUN�SDUWLWLRQV��OHDG�WR�YLHZ�FKDQJHV�LQ�WKH�RWKHU�SDUWLFLSDQWV���7KH�SDUWLFLSDQWV�WU\�WR�DJUHH�RQ
WKH� VHTXHQFH� RI� YLHZV�� DQG� WKH� IROORZLQJ� SURSHUW\� LV� JXDUDQWHHG� IRU� PXOWLFDVWV� ZLWKLQ� WKH� JURXS�
HYHU\�WZR�SDUWLFLSDQWV�WKDW�LQVWDOO�WKH�VDPH�WZR�FRQVHFXWLYH�YLHZV��DOVR�KDYH�WR�GHOLYHU�WKH�VDPH�VHW
RI�PXOWLFDVW�PHVVDJHV�EHWZHHQ�WKRVH�WZR�YLHZV���7KH�VLPSOLFLW\�RI�WKH�PRGHO�PDNHV�LW�PXFK�HDVLHU�WR
NHHS�WKH�VWDWHV�RI�WKH�SDUWLFLSDWLQJ�DSSOLFDWLRQ�SURJUDPV�FRQVLVWHQW�DQG�WR�FRRUGLQDWH�WKHLU�DFWLRQV�
0RUHRYHU��WKLV�UXQWLPH�PRGHO�FDQ�VXSSRUW�D�YDULHW\�RI�XVHIXO�WRROV�IRU�SURJUDPPLQJ�FRRSHUDWLYH�RU
FRRUGLQDWHG�EHKDYLRUV�

,Q�WXUQV�RXW�WKDW�YLUWXDO�V\QFKURQ\�FDQ�EH�GHVFULEHG�HDVLO\�LQ�WKH�WHUPV�WKDW�ZH�KDYH�LQWURGXFHG
LQ� WKLV� SDSHU�� � 7KH� SDUWLFLSDQWV� DVVXPH� WKDW� YLHZV� DUH� IL[HG�� DQG� WKDW� DOO� PHVVDJHV� DUH� GHOLYHUHG
HYHU\ZKHUH����'HWHFWRUV�DUH�LQVWDOOHG�WR�GHWHFW�YLRODWLRQV���$�IDLOXUH�GHWHFWRU�GHWHFWV�IDLOXUHV��ZKLOH�D
VWDELOLW\� GHWHFWRU� GHWHFWV� WKDW� D� PHVVDJH� KDV� QRW� EHHQ� GHOLYHUHG� HYHU\ZKHUH�� � :KHQ� WKH� VWDELOLW\
GHWHFWRU�UDLVHV�D�VLJQDO��D�SURFHVV�WKDW�KDV�GHOLYHUHG�WKH�PHVVDJH�ZLOO�UHWUDQVPLW�D�FRS\� WR� LWV�YLHZ�
:KHQ�WKH�IDLOXUH�GHWHFWRU�UDLVHV�D�VLJQDO��D�UHFRQILJXUDWLRQ�LV�LQLWLDWHG���$�FRQILJXUDWLRQ�LV�´ILQDOL]HGµ
E\�GHOLYHULQJ�DQ\�SHQGLQJ�PHVVDJHV�IRU�WKH�FRUUHVSRQGLQJ�YLHZ��DIWHU�ZKLFK�WKH�QHZ�FRQILJXUDWLRQ
�YLHZ��FDQ�EH�LQVWDOOHG�

7+(�(16(0%/(�6<67(0

:H�QRZ�GHVFULEH�WKH�(QVHPEOH�V\VWHP�>+D\GHQ�����@��D�KLJK�SHUIRUPDQFH��UHFRQILJXUDEOH�3OXJ�
DQG�3OD\�QHWZRUN�SURWRFRO�DUFKLWHFWXUH�LQWHQGHG�IRU�DGDSWLYH�DSSOLFDWLRQV��7KH�EDVLF�IXQFWLRQDOLW\�RI
(QVHPEOH� LV� WR� WUDFN� WKH� PHPEHUVKLS� RI� JURXSV� DQG� WR� SURYLGH� FRPPXQLFDWLRQ� VXSSRUW� DPRQJ
JURXS�PHPEHUV��DQG�IURP�QRQ�PHPEHUV�WR�D�JURXS���'HSHQGLQJ�XSRQ�WKH�QDWXUH�RI�WKH�DSSOLFDWLRQ�
WKH�XVHU�PD\�ZRUN�ZLWK�(QVHPEOH�GLUHFWO\�� DV� D� WRRO� VXSSRUWLQJ�GDWD� UHSOLFDWLRQ�� FROODERUDWLRQ��RU
FRRUGLQDWLRQ�� � +RZHYHU�� (QVHPEOH� FDQ� DOVR� EH� XVHG� WR� FRQWURO� RWKHU� WHFKQRORJLHV�� VXFK� DV� WKH
HQGSRLQWV�RI�VWDQGDUG�FRPPXQLFDWLRQ�VRFNHWV� OD\HUHG�RYHU� ,3�Y��RU� ,3�Y���KLGGHQ�ZLWKLQ�D� VHW�RI
SUH�EXLOG�-DYD�DSSOHWV��RU�LQWHJUDWHG�LQWR�D�VFULSWLQJ�ODQJXDJH�VXFK�DV�7FO�7N���,Q�WKHVH�VLWXDWLRQV��D
FRQYHQWLRQDO� QHWZRUN� DSSOLFDWLRQ� PD\� EH� PDQDJHG� RU� FRQWUROOHG� E\� (QVHPEOH� ZLWKRXW� GLUHFW
YLVLELOLW\�RI�(QVHPEOH�WR�WKH�GHYHORSHU�

,Q�WKH�ZRUN�GHVFULEHG�KHUH�� WKH�JURXS�FRQVLVWV�RI�HQGSRLQWV�ERXQG�WR� WKH�FRPSRQHQWV�RI� WKH
DSSOLFDWLRQ�LQ�LWV�FXUUHQW�FRQILJXUDWLRQ���$GDSWDWLRQ�LV�DFFRPSOLVKHG�E\�FKDQJLQJ�WKH�FRPSRQHQW�VHW
�DQG�KHQFH��SRWHQWLDOO\�� WKH�PHPEHUVKLS�RI� WKH�JURXS��� DV�ZHOO� DV�E\�FKDQJLQJ� WKH� FRPPXQLFDWLRQ
LQIUDVWUXFWXUH�XVHG�E\�DQG�EHWZHHQ�WKHVH�FRPSRQHQWV�
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(QVHPEOH·V� DUFKLWHFWXUH� UHYROYHV� DURXQG� WKH� QRWLRQ� RI� D� SURWRFRO� VWDFN�� � 6XFK� D� VWDFN� LV
FRQVWUXFWHG� IURP� VLPSOH� PLFUR�SURWRFRO� PRGXOHV�� ZKLFK� FDQ� EH� VWDFNHG� DQG� UH�VWDFNHG� LQ� D� YDULHW\� RI
ZD\V� WR� PHHW� WKH� FRPPXQLFDWLRQ� GHPDQGV� RI� LWV� DSSOLFDWLRQV�� � (QVHPEOH·V� PLFUR�SURWRFROV
LPSOHPHQW�� DPRQJ� RWKHU�� EDVLF� VOLGLQJ� ZLQGRZ� SURWRFROV�� IUDJPHQWDWLRQ� DQG� UH�DVVHPEO\�� IORZ
FRQWURO��VLJQLQJ�DQG�HQFU\SWLRQ��JURXS�PHPEHUVKLS��DQG�PHVVDJH�RUGHULQJ�

(QVHPEOH�KDV�DQ�XQGHUO\LQJ�WKHRUHWLFDO�IUDPHZRUN�IRU�FRPSRVLWLRQ�RI�OD\HUV���7KLV�IUDPHZRUN
QRW�RQO\�PDNHV�LW�SRVVLEOH�WR�GHVLJQ�D�PLFUR�SURWRFRO�VWDFN�IRU�D�SDUWLFXODU�DSSOLFDWLRQ�LQ�D�SDUWLFXODU
HQYLURQPHQW�� EXW� LV� DOVR� LQVWUXPHQWDO� LQ� SURYLGLQJ� RSWLPDO� SHUIRUPDQFH�� � :H� EHOLHYH� WKDW� VXFK� D
IUDPHZRUN�LV�QHFHVVDU\�IRU�UHFRQILJXUDEOH�V\VWHPV���,W�LV�GHVFULEHG�LQ�GHWDLO�ODWHU�LQ�WKLV�SDSHU�

$V� LOOXVWUDWHG� LQ� WKH� H[DPSOHV�� GHWHFWRUV� LQLWLDWH� UHFRQILJXUDWLRQ� GHFLVLRQV�� (DFK� GHWHFWRU� LV
GHVLJQHG�WR�PRQLWRU�LWV�HQYLURQPHQW��VHQVLQJ�YLRODWLRQV�RI�WKH�DVVXPSWLRQV�WKDW�ZHUH�PDGH�ZKHQ�WKH
FXUUHQW� FRQILJXUDWLRQ� ZDV� VHOHFWHG�� DQG� SURYLGHV� HQRXJK� LQIRUPDWLRQ� WR� FRPH� WR� D� QHZ� VHW� RI
DVVXPSWLRQV�IRU�WKH�GHVLJQ�RI�D�QHZ�FRQILJXUDWLRQ�� �7KH�GHWHFWRUV�PD\�EH� LPSOHPHQWHG�DV�PLFUR�
SURWRFROV�WKHPVHOYHV��VLQFH�WKDW�SXWV�WKHP�LQ�D�FRQYHQLHQW�SRVLWLRQ�WR�PRQLWRU�WKH�QHWZRUN�WUDIILF�
7KH�XVH�RI�IDLOXUH�GHWHFWRUV�WR�PDNH�UHFRQILJXUDWLRQ�GHFLVLRQV�LQ�WKH�IDFH�RI�SURFHVVRU�FUDVKHV�LV�DOUHDG\
ZHOO�HVWDEOLVKHG�>&KDQGUD�HW�DO������@���(QVHPEOH�GRHV�WKH�VDPH�WKLQJ�LQ�D�PRUH�JHQHUDO�VHWWLQJ�

$V�PXFK�DV�SRVVLEOH��DGDSWDWLRQ�LV�GRQH�WUDQVSDUHQW�WR�WKH�DSSOLFDWLRQ���7KH�ORZHVW�OD\HUV�WU\�WR
DGDSW�ILUVW���,I�WKH\�FDQQRW�UHVSRQG�FRUUHFWO\�WR�D�SDUWLFXODU�FKDQJH�LQ�WKH�HQYLURQPHQW��WKH\�SDVV�RQ
WKH�QRWLILFDWLRQ�WR�WKH�OD\HU�DERYH�LW���(YHQWXDOO\��WKH�DSSOLFDWLRQ�PD\�EH�QRWLILHG���,Q�WKDW�FDVH��WKH
DSSOLFDWLRQ�ZLOO�KDYH�WR�GHFLGH�KRZ�WR�UHFRQILJXUH��VHH�)LJXUH������,W�PD\�FKRVH�WR�DGMXVW�LWV�TXDOLW\�RI
VHUYLFH�H[SHFWDWLRQV��DGDSW�LWV�LQWHUIDFH�RU�ORZHU�WKH�TXDOLW\�RI�LQIRUPDWLRQ�SURYLGHG�WR�XVHUV��HWF�

$�UHFRQILJXUDWLRQ�LQ�(QVHPEOH�LV�SHUIRUPHG�E\�WKH�3URWRFRO�6ZLWFK�3URWRFRO��363����363�LV�D�IDXOW�
WROHUDQW� SURWRFRO� WKDW� V\QFKURQL]HV� WKH� SDUWLFLSDQWV�� DVVLVWV� WKHP� LQ� ILQDOL]LQJ� WKHLU� VWDWH� DQG
SHUIRUPV� WKH� QHFHVVDU\� DJUHHPHQW� EHIRUH� UHVXPLQJ� FRPPXQLFDWLRQ�� � 7KH� SURWRFRO� KDQGOHV� WKH
V\QFKURQL]DWLRQ� LVVXHV� FLWHG� LQ� WKH� H[DPSOHV��� � 0RUHRYHU�� WKH� 363� LQFOXGHV� PHFKDQLVPV� E\� ZKLFK
SDUWLFLSDQWV� FDQ� G\QDPLFDOO\� GRZQORDG� WKH� FRGH� IRU� PLFUR�SURWRFROV�� FDFKLQJ� WKLV� FRGH� IRU� UHXVH�
:LWK�363��(QVHPEOH�FDQ�WKXV�VXSSRUW�DGDSWDWLRQV�WKDW�PD\�QRW�KDYH�EHHQ�DQWLFLSDWHG�DW�WKH�WLPH�WKH
DSSOLFDWLRQ�ZDV�ILUVW�ODXQFKHG���363�LV�GHVFULEHG�LQ�GHWDLO�LQ�D�ODWHU�VHFWLRQ�

Environment changes

Layer A

Layer B

Layer C

Adapt

�������

Environment changes
Layer A

Notify: Can’t adapt

Reconfigure

Layer B

Layer C

)LJXUH�����,I�D�OD\HU�FDQ·W�DGDSW�WR�D�FKDQJH�LQ�WKH�HQYLURQPHQW��LW�SDVVHV�WKH�UHVSRQVLELOLW\�XS���7KLV�UHSHDWV�XQWLO�
HYHQWXDOO\��WKH�DSSOLFDWLRQ�LWVHOI�KDV�WR�UHFRQILJXUH�
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(QVHPEOH�SURYLGHV�D� IUDPHZRUN� IRU�FRPSRVLQJ�PLFUR�SURWRFRO�PRGXOHV� LQWR�SURWRFRO�� �(DFK
PRGXOH�DGKHUHV�WR�WKH�(QVHPEOH�PLFUR�SURWRFRO�LQWHUIDFH���7KHUH�LV�D�WRS�OHYHO�DQG�D�ERWWRP�OHYHO
SDUW� WR� WKLV� LQWHUIDFH�� � 7KH� WRS�OHYHO� SDUW� RI� WKH� LQWHUIDFH� RI� D� PRGXOH� FRPPXQLFDWHV� ZLWK� WKH
ERWWRP�OHYHO�SDUW�RI�WKH�LQWHUIDFH�RI�WKH�PRGXOH�GLUHFWO\�RQ�WRS�RI�LW�

7KH� LQWHUIDFH� LV� HYHQW�GULYHQ�� PRGXOHV� SDVV
HYHQWV� WR� WKH� DGMDFHQW� PRGXOHV�

�
� � &HUWDLQ� W\SHV� RI

HYHQWV�WUDYHO�GRZQ��ZKLOH�RWKHUV�WUDYHO�XS�WKH�VWDFN�
7KH\�DUH�FDOOHG�GRZQ�HYHQWV�DQG�XS�HYHQWV��UHVSHFWLYHO\�
,Q�RUGHU�WR�VXSSRUW�D�ZLGH�UDQJH�RI�PLFUR�SURWRFROV�
WKH�VHW�RI�HYHQWV�LV�ULFK��DERXW�������6HH�7DEOH���IRU�D
OLVW� RI� WKH� PRVW� LPSRUWDQW� HYHQWV³WKH� SXUSRVH� RI
WKHP�VKRXOG�EHFRPH�FOHDU�ZKLOH� UHDGLQJ� WKH� UHVW�RI
WKLV�SDSHU�����0RVW�PLFUR�SURWRFROV�SDVV�PRVW�HYHQWV
RQ� XQVHHQ�� DQG� RQO\� GHDO� ZLWK� WKRVH� HYHQWV� WKDW
LQWHUHVW�WKHP�

8QOLNH� SUHYLRXV� SURWRFRO� VWDFN� PRGHOV�� WKH
DSSOLFDWLRQ�GRHV�QRW�OLYH�RQ�WRS�RI�WKH�SURWRFRO�VWDFN
�VHH� )LJXUH� ���� � ,QVWHDG�� LW� GLUHFWO\� LQWHUIDFHV� ZLWK

SDUWLFXODU�PLFUR�SURWRFRO�OD\HUV���)RU�H[DPSOH��WKH�VOLGLQJ�ZLQGRZ�OD\HU�PD\�SURYLGH�DQ�LQWHUIDFH�WR
FKDQJH� WKH� UHWUDQVPLVVLRQ� WLPHU
�WKHUH� LV� QR� HYHQW� IRU� WKLV
SXUSRVH��� � 7KH� JHQHUDO�SXUSRVH
$SSO� OD\HU� SURYLGHV� LQWHUIDFHV� WR
VHQG� DQG� UHFHLYH� PHVVDJHV�� � ,W
JHQHUDWHV� D� 6HQG� GRZQ� HYHQW� LQ
UHVSRQVH� WR� LWV� VHQG� LQWHUIDFH�
DQG�LQWHUFHSWV�'HOLYHU\�XS�HYHQWV
WR� LPSOHPHQW� LWV� UHFHLYH
LQWHUIDFH�� � 7KH� DSSOLFDWLRQ� PD\
LQVWDOO� PRUH� WKDQ� RQH� LQ� D� JLYHQ
VWDFN�� �)RU�H[DPSOH�� LW�PD\�KDYH
RQH� XQGHUQHDWK� WKH� HQFU\SWLRQ
OD\HU� WR� VHQG� PHVVDJHV� LQ� SODLQ
WH[W��DQG�RQH�DERYH�WKH�HQFU\SWLRQ�OD\HU�WR�VHQG�WKHP�VHFXUHO\���7\SLFDOO\��WKH�DSSOLFDWLRQ�ZLOO�WU\�WR
XVH� WKH� ERWWRPPRVW� $SSO� OD\HU� WR� VHQG� DQG� UHFHLYH� PHVVDJHV� WR� PLQLPL]H� ODWHQF\�� � 7KH� WRS�OHYHO
&RUN�OD\HU�GLVFDUGV�8S�HYHQWV�

(QVHPEOH� LV� ZULWWHQ� LQ� 2EMHFWLYH� &DPO�� D� GLDOHFW� RI� WKH� IXQFWLRQDO� ODQJXDJH� 0/�� � :KHQ
FRPSDULQJ�(QVHPEOH�WR�LWV�SUHGHFHVVRU��+RUXV�>9DQ�5HQHVVH�HW��DO������@��ZKLFK�ZDV�ZULWWHQ�LQ�&��ZH
ILQG�WKDW�FRGH�IRU�(QVHPEOH�LV�DERXW���WLPHV�VPDOOHU�WKDQ�IXQFWLRQDOO\�LGHQWLFDO�FRGH�LQ�+RUXV���7KH
UHDVRQV� IRU� WKLV� LQFOXGH� 2·&DPO·V� KLJK�OHYHO� PDQLSXODWLRQ� RI� GDWD� VWUXFWXUHV�� DXWRPDWHG� PHPRU\
DOORFDWLRQ�DQG�JDUEDJH�FROOHFWLRQ��DQG�DXWRPDWLF�PDUVKDOOLQJ���2·&DPO�FRGH�LV�HDVLHU�WR�GHYHORS�DQG

������������������������������������������������������
�7KLV�LV�GLIIHUHQW�IURP�(QVHPEOH·V�SUHGHFHVVRU��+RUXV��ZKLFK�XVHG�SURFHGXUH�FDOOV�IRU�GRZQFDOOV��DQG�WKUHDG�LQYRFDWLRQV

IRU� XSFDOOV�� � :H� ILQG� WKDW� HYHQWV� DUH� OHVV� GHDGORFN� SURQH�� HDVLHU� WR� WUDFH� DQG� GHEXJ�� PRUH� SRUWDEOH�� DQG� RIIHU� EHWWHU
SHUIRUPDQFH�

Network

“Cork”

Micro-
Protocols

Network

Application

)LJXUH�����7KH�(QVHPEOH�DUFKLWHFWXUH�

'RZQ�(YHQWV 8S�(YHQWV

6HQG�0HVVDJH 'HOLYHU�0HVVDJH

/HDYH�*URXS &RPP�3UREOHP

5HTXHVW�7LPHRXW 7LPHRXW

5HFRQILJXUH &DQQRW�$GDSW

7DEOH����$�VPDOO�VHOHFWLRQ�RI�FRPPRQ�HYHQWV
WKDW�DUH�SDVVHG�XS�DQG�GRZQ�WKH�(QVHPEOH
VWDFNV�
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PDLQWDLQ��DQG�LQWHUIDFHV�ZHOO�ZLWK�&�DQG�-DYD���)RU�RXU�ZRUN�RQ�DGDSWDWLRQ��WKH�XVH�RI�2·&DPO�KDV
\LHOGHG� D� IOH[LEOH� LQIUDVWUXFWXUH� ZLWK� ZKLFK� D� VLQJOH� FRGH� EDVH� FDQ� EH� DGDSWHG� IRU� D� WDUJHW
HQYLURQPHQW�� DQG� WKHQ� UHDGDSWHG� DV� FRQGLWLRQV� FKDQJH�� ZLWKRXW� UHTXLULQJ� WKDW� WKH� PLFURSURWRFROV
FRPSULVLQJ� WKH� FRGH�EDVH�EH�PRGLILHG�E\� WKH� GHYHORSHU�� � 0RUHRYHU�� DV� ZLOO� EHFRPH� FOHDU� VKRUWO\�
2·&DPO� IDFLOLWDWHV� WKH� XVH� RI� SRZHUIXO� FRGH� PDQLSXODWLRQ� WRROV�� ZKLFK� ZH� KDYH� XVHG� IRU� FRGH
RSWLPL]DWLRQ�DQG�WUDQVIRUPDWLRQV�

$6680(�*8$5$17((�63(&,),&$7,216

$OWKRXJK�� V\QWDFWLFDOO\�� PLFUR�SURWRFRO� PRGXOHV� PD\� EH� FRPSRVHG� LQ� DQ\� ZD\�� PRVW
FRPSRVLWLRQV�ZLOO�QRW�JHQHUDWH�D�XVHIXO�SURWRFRO�VWDFN�>9DQ�5HQHVVH�HW��DO������@���$�SURWRFRO�VWDFN�LV
XVHIXO� LI� LW� VDWLVILHV� WKH� FRPPXQLFDWLRQ� QHHGV� RI� WKH� DSSOLFDWLRQ� RYHU� D� SDUWLFXODU� QHWZRUN�� � )RU
RSWLPDOLW\��ZH�DOVR�ZRXOG�OLNH�LW�WR�EH�PLQLPDO��DQG�QRW�SURYLGH�FRVWO\�SURSHUWLHV�WKDW�WKH�DSSOLFDWLRQ
GRHV�QRW�UHTXLUH�

)RU� WKLV� SXUSRVH�� ZH� DVVRFLDWH� RQH� RU� PRUH� $VVXPH�*XDUDQWHH� 6SHFLILFDWLRQV� �$*6�� ZLWK� HDFK
PLFUR�SURWRFRO�>.DUU�����@���(DFK�$*6�VSHFLILHV�WKDW�JLYHQ�D�SDUWLFXODU�VHW�RI�DVVXPSWLRQV�RYHU�WKH
KLVWRU\�RI�LWV�LQSXW�HYHQWV��LW�JXDUDQWHHV�VRPHWKLQJ�DERXW�WKH�KLVWRU\�RI�LWV�JHQHUDWHG�RXWSXW�HYHQWV�
([DPSOHV�RI�VXFK�VSHFLILFDWLRQV�PD\�EH�IRXQG�LQ�7DEOH���

$*6V�PD\�EH�FRPSRVHG�LQ�PXFK�WKH�VDPH�ZD\�DV�PLFUR�SURWRFROV���)RU�D�ZHOO�IRUPHG�SURWRFRO
VWDFN��DOO�OD\HUV�KDYH�WR�VDWLVI\�WKH�DVVXPSWLRQV�WKDW�WKH�GLUHFWO\�QHLJKERULQJ�OD\HUV�PDNH���,Q�DGGLWLRQ�
WKH�QHWZRUN�KDV�WR�VDWLVI\�WKH�DVVXPSWLRQV�RI�WKH�ERWWRPPRVW�OD\HU��DQG�WKH�VWDFN�DV�D�ZKROH�KDV�WR
VDWLVI\�WKH�DVVXPSWLRQV�RI�WKH�DSSOLFDWLRQ�

7KHVH� FRQGLWLRQV� PD\� EH� FKHFNHG� DXWRPDWLFDOO\�� DQG� WKLV� FDQ� EH� GRQH� RQ� WKH� :HE� �VHH
KWWS���ZZZ�FV�FRUQHOO�HGX�,QIR�3URMHFWV�+2586�KDUGHQLQJ�GHPR���� � $OVR�� JLYHQ� WKH� SURSHUWLHV
WKDW� DQ� DSSOLFDWLRQ� UHTXLUHV�� DQG� WKH� SURSHUWLHV� RI� D� QHWZRUN�� ZH� FDQ� UHDGLO\� ILQG� D� QHDU�RSWLPDO
SURWRFRO� VWDFN�XVLQJ� VRPH�KHXULVWLFV�� DV� ZHOO� DV� WKH� VHW� RI� DVVXPSWLRQ� YLRODWLRQ� GHWHFWRUV� WKDW� DUH
UHTXLUHG�IRU�WKLV�FRQILJXUDWLRQ�

35272&2/�6:,7&+�35272&2/

:KHQ�WKH�V\VWHP�GHWHFWV�WKDW�LWV�LQLWLDO�DVVXPSWLRQV�DERXW�WKH�HQYLURQPHQW�LQ�ZKLFK�LW�UXQV�DUH
QR� ORQJHU� YDOLG�� RU� WKH� DSSOLFDWLRQ� UHTXLUHV� GLIIHUHQW� VXSSRUW� WKDQ� EHIRUH�� LW� ZLOO� GHVLJQ� D� QHZ
SURWRFRO�VWDFN�WR�ILW�WKH�QHZ�UHTXLUHPHQWV���7KH�QHZ�SURWRFRO�VWDFN�XVHV�D�GLIIHUHQW�PHVVDJH�KHDGHU�
VR� ILQDOL]LQJ� WKH� FXUUHQW� FRQILJXUDWLRQ� DQG VZLWFKLQJ� WR� WKH� QHZ� VWDFN� UHTXLUHV� FDUHIXO

/D\HU $VVXPSWLRQV *XDUDQWHHV

FRAGMENTATION FIFO-delivery(below) MaxSend(below, 1.5K)

FIFO MaxSend(above, 1.5K)

Eventual-delivery(below)

FIFO-delivery(above)

ETHERNET MaxSend(above, 1.5K) Eventual-delivery(above)

7DEOH����$VVXPH�*XDUDQWHH�6SHFLILFDWLRQV�RI�VRPH�OD\HUV�
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FRRUGLQDWLRQ���7KH�SUREOHP�LV�PDGH�ZRUVH� LI�SDUWLFLSDQWV�FDQ�FUDVK�RU�EHFRPH�GLVFRQQHFWHG�� �7KH
SURWRFRO�WKDW�LQVWDOOV�D�QHZ�VWDFN�DFURVV�D�VHW�RI�SDUWLFLSDQWV�LV�FDOOHG�WKH�3URWRFRO�6ZLWFK�3URWRFRO��363��
�363� LV� DFWXDOO\� MXVW� D� VHW�RI�PLFUR�SURWRFROV� WKDW� KDYH� WR� EH� VWDFNHG� LQ� WKH� DSSOLFDWLRQ·V� VWDFN� WR
HQDEOH�VXFK�UHFRQILJXUDWLRQ��

(DFK�LQVWDQFH�RI�D�SURWRFRO�VWDFN�LV�XQLTXHO\�LGHQWLILHG�E\�D�3URWRFRO�6WDFN�,QVWDQFH�,GHQWLILHU��36,�
,'����7KH�OLVW�RI�SDUWLFLSDQWV�LV�DVVRFLDWHG�ZLWK�HDFK�36,���$OO�PHVVDJHV�VHQW�E\�D�36,�VWDUW�ZLWK�WKH
36,�,'��VR�WKH�QHWZRUN�GULYHUV�RI�WKH�KRVWV�FDQ�URXWH�PHVVDJHV�WR�WKH�DSSURSULDWH�VWDFNV���7KH�WDVN
RI�363�LV�WR

�� ILQDOL]H�WKH�PLFUR�SURWRFROV�LQ�WKH�ROG�VWDFN��QRW�DOO�PLFUR�SURWRFROV�UHTXLUH�WKLV��

�� �GLVWULEXWH�WKH�QHZ�VWDFN�DQG�DVVLJQ�D�QHZ�36,�,'�

�� �VWDUW�WKH�QHZ�SURWRFRO�VWDFN�DV�VRRQ�DV�SRVVLEOH�

)LUVW��363�HOHFWV�D�FRRUGLQDWRU�E\�FKRRVLQJ�WKH�SDUWLFLSDQW�ZLWK�WKH�ORZHVW�QHWZRUN�DGGUHVV��VHH
)LJXUH������7KH�FRRUGLQDWRU�JHQHUDWHV�D�QHZ�36,�,'��DQG�EURDGFDVWV�D�),1$/,=(�PHVVDJH��ZKLFK
LQFOXGHV�D�GHVFULSWLRQ�RI�WKH�QHZ�VWDFN��LWV�PHPEHUVKLS��DQG�LWV�36,�,'���7KH�PHVVDJH�LV�GHOLYHUHG�WR
DOO��UHDFKDEOH��SDUWLFLSDQWV�LQFOXGLQJ�WKH�FRRUGLQDWRU�LWVHOI���8SRQ�UHFHLSW��HDFK�SDUWLFLSDQW�EXLOGV�WKH
QHZ� VWDFN�� DQG� UHJLVWHUV� WKH� 36,�,'� VR� WKDW� PHVVDJHV� P\� EH� GHOLYHUHG� WR� WKH� QHZ� VWDFN�� � $OVR� D
),1$/,=(�HYHQW�LV�GHOLYHUHG�WR�WKH�WRS�OD\HU��WKH�´FRUNµ��RI�WKH�ROG�VWDFN�

(DFK� OD\HU� SDVVHV� WKH
),1$/,=(�HYHQW�WR�WKH�OD\HU�EHORZ
ZKHQ� LW� LV� UHDG\� WR� VWRS� VHQGLQJ
PHVVDJHV�� � %HIRUH� WKDW�� WKH� OD\HU
PD\�UXQ�LWV�RZQ�LQWHUQDO�ILQDOL]DWLRQ
SURWRFRO�� � :KHQ� WKH� ),1$/,=(
HYHQW� FRPHV� RXW� RI� WKH� ERWWRP
OD\HU�� D� ),1$/,=(�$&.� PHVVDJH
LV� UHWXUQHG� WR� WKH� FRRUGLQDWRU�
:KHQ�WKH�FRRUGLQDWRU�KDV�FROOHFWHG
DOO� ),1$/,=(�$&.� PHVVDJHV�� LW
EURDGFDVWV�D�67$57�PHVVDJH�WR�WKH
QHZ� VWDFN� �XVLQJ� WKH� QHZ� 36,�,'��
8SRQ� UHFHLSW�� HDFK� SDUWLFLSDQW
GHOLYHUV�D�67$57�HYHQW�WR�WKH�ERWWRP�PRVW�OD\HU�RI�WKH�QHZ�VWDFN��DQG�WKH�ROG�VWDFN� LV�GLVFDUGHG�
7KH�67$57�HYHQW�LV�SDVVHG�XS��DQG�HYHQWXDOO\�GLVFDUGHG�E\�WKH�FRUN�OD\HU�

363� LV� IDXOW�WROHUDQW�� � 7R� UHFRYHU� IURP� PHVVDJH� ORVV�� ZH� QRWH� WKDW� DOO� RSHUDWLRQV� LQ� 363� DUH
LGHPSRWHQW�� VR� D� VLPSOH� UHWUDQVPLVVLRQ� SURWRFRO� VXIILFHV�� � ,Q� FDVH� RI� SDUWLFLSDQW� IDLOXUH� RU
GLVFRQQHFWLRQ�� WKH� FRRUGLQDWRU� EURDGFDVWV� D� QHZ� ),1$/,=(� PHVVDJH� WR� DOO� SDUWLFLSDQWV�� � 7KH
),1$/,=(�HYHQW�WKDW�LV�SDVVHG�GRZQ�WKH�VWDFN�FRQWDLQV�WKH�QHZ�PHPEHUVKLS��DOORZLQJ�WKH�PLFUR�
SURWRFROV� WR� UHFRYHU� IURP� ZDLWLQJ� IRU� PHVVDJHV� IURP� IDLOHG� SDUWLFLSDQWV�� � 7KH� FRRUGLQDWRU� RQO\
DZDLWV� ),1$/,=(�$&.� PHVVDJHV� IURP� SDUWLFLSDQWV� LQ� ERWK� WKH� ROG� DQG� QHZ� VWDFN�� � ,I� WKH
FRRUGLQDWRU� LWVHOI� IDLOV� RU� EHFRPHV� GLVFRQQHFWHG�� WKH� SDUWLFLSDQW� ZLWK� WKH� QH[W� ORZHVW� QHWZRUN
DGGUHVV� WDNHV�RYHU�DQG�EURDGFDVWV� D�),1$/,=(�PHVVDJH�� �8QGHU�QR� FLUFXPVWDQFH�GRHV�363�ZDLW
LQGHILQLWHO\���,I�QHFHVVDU\��D�SDUWLFLSDQW�LQVWDOOV�D�VLQJOHWRQ�VWDFN�DQG�UHVXPHV�RSHUDWLRQ�

1RWH�WKDW�363�JLYHV�IHZ�FRQVLVWHQF\�JXDUDQWHHV�� �$OO�SDUWLFLSDQWV�WKDW� LQVWDOO� WKH�VDPH�36,�ZLOO
RQO\� GR� VR� RQFH�� DQG� WKH\� DJUHH� RQ� WKH� OLVW� RI SDUWLFLSDQWV���+RZHYHU��QRW�DOO�SDUWLFLSDQWV�LQ�WKLV

Finalize

Start

Finish Work

Resume Work

)LJXUH����7KH�3URWRFRO�6ZLWFK�3URWRFRO�
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OLVW�PD\� LQVWDOO� WKDW�SDUWLFXODU�36,�� �363� LV�QRW� D� FRQVHQVXV�SURWRFRO�� �0XOWLSOH�36,V� IRU� WKH� VDPH
DSSOLFDWLRQ�PD\�EH�FUHDWHG�LQ�FDVH�RI�D�QHWZRUN�SDUWLWLRQ�

,W� LV� SRVVLEOH� IRU� D� PLFUR�SURWRFRO� WR� NHHS� WUDFN� RI� VXFK� SURSHUWLHV� RI� WKH� FRQILJXUDWLRQ� DV
´FRQWDLQV�PHPEHUV�DW�D�PDMRULW\�RI�ORFDWLRQV�ZKHUH�WKLV�DSSOLFDWLRQ�FDQ�UXQµ��´WKH�ODVW�SDUWLFLSDQW�WR
IDLOµ�>6NHHQ��@��LQ�RUGHU�WR�SURYLGH�VWURQJ�FRQVLVWHQF\�JXDUDQWHHV�WR�KLJKHU�OD\HUV�RU�WKH�DSSOLFDWLRQ�
,Q�IDFW��ZH�KDYH�GHYHORSHG�VHYHUDO�VXFK�SURWRFROV���)RU�H[DPSOH��D�PLQRULW\�SDUWLFLSDQW�PD\�UHIUDLQ
IURP�VHQGLQJ�PHVVDJHV��HYHQ�WKRXJK�LW�FRXOG���WR�SUHYHQW�FUHDWLQJ�LQFRQVLVWHQFLHV�

$QRWKHU�PLFUR�SURWRFRO��FDOOHG�0(5*(��KDV� WKH� WDVN�RI� ORFDWLQJ�GLIIHUHQW�FRQFXUUHQW�36,V�IRU
WKH�VDPH�DSSOLFDWLRQ��DQG�WR�PHUJH�WKHP�WRJHWKHU���,Q�VXFK�D�FDVH��363�LV�UXQ�LQ�DOO�36,V��EXW�WKH\
VXJJHVW� WKH� VDPH�QHZ� VWDFN�� � 3DUWLFLSDQWV� GHOD\� GHOLYHU\� RI� WKH� 67$57� HYHQW� WR� WKHLU� VWDFNV� XQWLO
67$57�PHVVDJHV�KDYH�EHHQ�UHFHLYHG�IURP�DOO�FRRUGLQDWRUV�ZKHQ�0(5*(�LV�LQ�XVH�

237,0,=$7,21�675$7(*<

0DLQWDLQLQJ� JRRG� FRPPXQLFDWLRQ� SHUIRUPDQFH� LQ� D� OD\HUHG� V\VWHP� LV� KDUG�� DQG� D� YDULHW\� RI
SURMHFWV� KDYH� WULHG� WR� DGGUHVV� WKLV� SUREOHP�� � )RU� H[DPSOH�� WKH� 8�1HW� >9RQ� (LFNHQ� HW�� DO�� ����@
LQWHUIDFH�WR�$70�QHWZRUNV�SURYLGHV����µVHFRQG�RQH�ZD\�PHVVDJH�ODWHQF\�IRU�PHVVDJHV�RI����E\WHV
RU�VPDOOHU�� �$�V\VWHP� OLNH�(QVHPEOH�ZLOO�DGG�DERXW����µV�SHU� OD\HU� WR� WKH� ODWHQF\�� �:RUVH�\HW�� WKH
PHVVDJH�KHDGHU�VL]H�LV�XVXDOO\�PRUH�WKDQ����E\WHV��D�VL]H�DW�ZKLFK�WKH�8�1HW�ODWHQF\�MXPSV�WR����µV�

7KXV�� LW� LV� LPSRUWDQW� WR� NHHS� KHDGHU� VL]H� DQG� SURFHVVLQJ� RYHUKHDG� PLQLPDO�� DW� OHDVW� LQ� WKH
FRPPRQ� FDVHV� WKDW� GHWHUPLQH� RYHUDOO� SHUIRUPDQFH� >7HQQHQKRXVH� ����@�� � +RZHYHU�� PDQ\� OD\HUV
QHHG�WR�DGG�VRPH�LQIRUPDWLRQ�WR�WKH�PHVVDJH�KHDGHU��DQG�DOO� OD\HUV�FRQWULEXWH�WR�VRPH�SURFHVVLQJ
RYHUKHDG� IRU� HYHU\� PHVVDJH� WKDW� LV� VHQW� RU� UHFHLYHG�� � :H� KDYH� IRXQG� WKDW� PRVW� LQIRUPDWLRQ� LQ
KHDGHUV� VHOGRP� FKDQJHV�� DOORZLQJ� IRU� VLJQLILFDQW� FRPSUHVVLRQ� RI� KHDGHUV�� W\SLFDOO\� WR� MXVW� �� E\WHV
>9DQ�5HQHVVH�������+D\GHQ�DQG�9DQ�5HQHVVH�����@���,Q�RUGHU�WR�PLQLPL]H�SURFHVVLQJ�RYHUKHDG�LV�LW
QHFHVVDU\�WR�JHQHUDWH�VSHFLDO�FRGH�IRU�FRPPRQ�FDVHV���:H�EHOLHYH�WKLV�FDQ�EH�GRQH�DXWRPDWLFDOO\�

$�SURWRFRO� LV� D� IXQFWLRQ�� WKDW� WDNHV� WKH� VWDWH�RI� WKH�SURWRFRO� �WKH� FROOHFWHG�YDULDEOHV� WKDW� WKDW
SURWRFRO�PDLQWDLQV�� DQG�DQ� LQSXW�HYHQW� �D�XVHU�RSHUDWLRQ�� DQ�DUULYLQJ�PHVVDJH�� DQ�H[SLULQJ� WLPHU���
DQG�SURGXFHV�DQ�XSGDWHG�VWDWH�DQG�D�OLVW�RI�RXWSXW�HYHQWV�

3�6��(��→ ��6·��^�( � ��( � ��«`�

3URWRFRO� IXQFWLRQV� DUH� FORVHG� XQGHU� FRPSRVLWLRQ�� ZKHQ� WZR� SURWRFROV� DUH� VWDFNHG� RQ� WRS� RI
HDFK� RWKHU�� WKH� UHVXOW� LV� D� QHZ� SURWRFRO�
7R� FRPSRVH� SURWRFROV� 3 � � DQG� 3 � � E\
VWDFNLQJ� WKHP� RQ� WRS� RI� HDFK� RWKHU�� RQH
DSSOLHV�GRZQ�HYHQWV�WR�3 � ��DQG�XS�HYHQWV
WR�3 � ���7KH�GRZQ�HYHQWV�WKDW�FRPH�RXW�RI
3 � � DUH� DSSOLHG� WR� 3 � �� DQG� WKH� XS� HYHQWV
WKDW� FRPH� RXW� RI� 3 � � DUH� DSSOLHG� WR� 3 � �
UHFXUVLYHO\���7KH�XS�HYHQWV�WKDW�FRPH�RXW
RI�3 � �DQG�WKH�GRZQ�HYHQWV�WKDW�FRPH�RXW
RI� 3 � � DUH� PHUJHG� WRJHWKHU� WR� IRUP� WKH
RXWSXW� HYHQWV�� � 7KH� VWDWH� RI� WKH
FRPSRVLWLRQ�RI�3 � �DQG�3 � �LV�WKH�FRPELQHG

PROTOCOL
PREDICATE

INPUT

OUTPUT

NuPrl FAST PATH

)LJXUH�����3DUWLDO�HYDOXDWLRQ�RI�D�SURWRFRO�
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VWDWHV�RI�3 � �DQG�3 � �

7KLV� LV� VLJQLILFDQW�� EHFDXVH
IXQFWLRQV� PD\� EH� SDUWLDOO\� HYDOXDWHG�
7DNH�IRU�H[DPSOH��DQ�LQWHUSUHWHU���LW� LV�D
IXQFWLRQ�WKDW�WDNHV�DV�LQSXW�D�SURJUDP�
DQG� WKH� LQSXW� WR� EH� DSSOLHG� WR� WKDW
SURJUDP�� � 7KHRUHWLFDOO\�� D� FRPSLOHU
SDUWLDOO\� HYDOXDWHV� WKH� LQWHUSUHWHU� ZLWK
WKH� SURJUDP�� WR� REWDLQ� DQ� H[HFXWDEOH
WKDW� WDNHV� MXVW� WKH� LQSXW� WR� WKH
SURJUDP�� �7KLV� UHVXOWV� LQ� D� VLJQLILFDQW
SHUIRUPDQFH� LPSURYHPHQW� ZKHQ
UXQQLQJ�WKH�SURJUDP�

7KH� VDPH� WHFKQLTXH� PD\� EH
DSSOLHG� WR� D� SURWRFRO� IXQFWLRQ� �VHH
)LJXUH� ���� � 6XFK� D� IXQFWLRQ� FDQ� EH
SDUWLDOO\� HYDOXDWHG� LI� VRPHWKLQJ� LV
NQRZQ� DERXW� DQ� LQSXW� HYHQW� DQG� WKH

VWDWH�RI�WKH�SURWRFRO���:H�H[SUHVV�WKLV�NQRZOHGJH�E\�VR�FDOOHG�FRPPRQ�FDVH�SUHGLFDWHV��&&3���D�%RROHDQ
IXQFWLRQ�RQ�WKH�VWDWH�RI�D�SURWRFRO�DQG�DQ�LQSXW�HYHQW���)RU�H[DPSOH��D�&&3�PD\�EH�WUXH�LI�WKH�HYHQW
LV�D�'HOLYHU�HYHQW��DQG�WKH�ORZ�HQG�RI�WKH�UHFHLYHU·V�VOLGLQJ�ZLQGRZ�LV�HTXDO�WR�WKH�VHTXHQFH�QXPEHU
LQ� WKH� HYHQW� �LQ� RWKHU� ZRUGV�� WKLV� LV� WKH� QH[W� H[SHFWHG� SDFNHW� WR� DUULYH�� DQG� LW� ZDV� QRW� ORVW� RU
UHRUGHUHG��� ,I�D�PHVVDJH� LV� UHFHLYHG�IRU�ZKLFK�WKH�&&3�SUHGLFDWH� LV�VDWLVILHG�� WKDW�PHVVDJH�PD\�EH
GHOLYHUHG�DQG�WKH�ORZ�HQG�RI�WKH�ZLQGRZ�PRYHG�XS��ZLWKRXW�D�QHHG�IRU�EXIIHULQJ���7KLV�WHFKQLTXH
ILWV�RXU�SKLORVRSK\�RI�SURGXFLQJ�PRGXOHV�RSWLPL]HG�IRU�H[SHFWHG�FRPPRQ�FDVHV�

7KH�UHVXOWLQJ�E\SDVV�FRGH��VHH�)LJXUH����PD\�EH�2·&DPO��EXW�FDQ�DOVR�EH�KLJKO\�RSWLPL]HG�&�RU
HYHQ� DVVHPEO\�� � &XUUHQWO\� ZH� DSSO\� WKLV� WHFKQLTXH� E\� KDQG�� EXW� ZH� DUH� ZRUNLQJ� ZLWK� 1X3UO
>&RQVWDEOH�HW��DO������@�WR�DXWRPDWH�WKLV����:H�DUH�DOUHDG\�DEOH�WR�SURYH�WKDW�D�FHUWDLQ�E\SDVV�FRGH�LV
FRUUHFW� IRU� D� FHUWDLQ� VWDFN� DQG
&&3� XVLQJ� 1X3UO��� � /LNH� DQ\
RWKHU� PLFUR�SURWRFRO�� D� E\SDVV
WDNHV� WKH� SURWRFRO� VWDWH� DQG� DQ
HYHQW�DV�LQSXW�DQG�SURGXFHV�WKH
XSGDWHG�SURWRFRO�VWDWH�DQG�D�OLVW
RI� RXWSXW� HYHQWV�� � 7KHUHIRUH�
PXOWLSOH�E\SDVV�FRGH�IUDJPHQWV�
FRUUHVSRQGLQJ� WR� PXOWLSOH
OD\HUV�� PD\� EH� FRPSRVHG� DQG
LQ�OLQHG� WRJHWKHU� WR� SURGXFH� D
VLQJOH� E\SDVV� IRU� WKH� ZKROH
VWDFN��VHH�)LJXUH�����

Application

Network

ML
Protocol
Stack

Predicate

Bypass
Code

)LJXUH����2SWLPL]DWLRQ�DUFKLWHFWXUH�

PartialEvaluation

“Common Case
Predicate”

Composition

By-pass
Code

)LJXUH�����%\SDVV�FRGH�IUDJPHQWV�IURP�D�VWDFN�RI�OD\HUV�FDQ�EH�FRPSRVHG�WR
REWDLQ�D�VLQJOH�E\SDVV�IXQFWLRQ�JXDUGHG�E\�D�VLQJOH�FRPPRQ�FDVH�SUHGLFDWH�
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7KH� VDPH� &&3V� WKDW� DUH� XVHG� DW� FRPSLOH�
WLPH�WR�JHQHUDWH�WKH�E\SDVV�FRGH��DUH�DOVR�XVHG�DW
UXQ�WLPH�WR�GHFLGH�ZKHWKHU�WR�GHOLYHU�DQ�HYHQW�WR
WKH�E\SDVV��RU�WR�WKH�QRUPDO�VWDFN���7KH�&&3�IRU
D� FRPSRVHG� E\SDVV� LV� WKH� ORJLFDO� GLVMXQFWLRQ� RI
WKH� LQGLYLGXDO� &&3V� IRU� LWV� FRPSRQHQWV�� � ,W� LV
QHFHVVDU\�WR�JHQHUDWH�HIILFLHQW�FRGH�IRU�WKLV�&&3�
VLQFH� LW� ZLOO� EH� H[HFXWHG� IRU� HYHU\� HYHQW�� � 7KLV
DSSURDFK� \LHOGV� DQ� RSWLPL]HG� (QVHPEOH
DUFKLWHFWXUH��ZKLFK� LV� WKH�RQH�DFWXDOO\� HPSOR\HG
DW� UXQWLPH�� � 7\SLFDOO\�� WKHUH� PD\� EH� PXOWLSOH
E\SDVVHV�IRU�D� OD\HU�� VR� WKDW�PDQ\�FRPSRVLWLRQV
DUH�SRVVLEOH��UHVXOWLQJ�LQ�PDQ\�SRVVLEOH�E\SDVVHV�
2YHU� WLPH�� ZH� KRSH� WR� HODERUDWH� WKLV� WHFKQLTXH
LQWR�RQH�WKDW�ZRXOG�DOORZ�XV�WR�GHWHFW�FRPPRQ
FRPELQDWLRQV� DW� UXQ�WLPH� DQG�� LQ� DQ� DSSOLFDWLRQ
RI� RXU� DGDSWDWLRQ� PHWKRGV�� JHQHUDWH� WKH
RSWLPL]HG�FRGH�G\QDPLFDOO\�DQG�VZLWFK�WR�LW�

$OWKRXJK� WKH� RSWLPL]DWLRQ� DUFKLWHFWXUH� RI
(QVHPEOH�KDV�WKH�SRWHQWLDO�WR�VXSSRUW�VRPH�YHU\
VRSKLVWLFDWHG� FRGH� WUDQVIRUPDWLRQV�� ZH� DUH
ILQGLQJ� WKDW� HYHQ� OLPLWHG� XVH� RI� WKH� WHFKQLTXH
FDQ� SURYLGH� VXEVWDQWLDO� EHQHILWV�� � 7KXV�� ZKLOH
SURWRFRO� RSWLPL]DWLRQ� RI� WKLV� VRUW� UHSUHVHQWV� D
VXEVWDQWLDO� WRSLF� IRU� IXWXUH� LQYHVWLJDWLRQ��ZH�DUH
DOUHDG\� REWDLQLQJ� SURWRFROV� FRPSHWLWLYH� ZLWK
KDQG�FRGHG�YHUVLRQV�

,Q�)LJXUH�����ZH�VKRZ�WKH�URXQG�WULS�ODWHQF\
LQ� D� YLUWXDOO\� V\QFKURQRXV� JURXS� RI� WZR
SURFHVVHV� H[HFXWLQJ� RQ� 6SDUF� ��V� UXQQLQJ
6XQ26��������DQG�FRQQHFWHG�E\�DQ�����0ELW�VHF
$70�QHWZRUN�� � 7KH� QHWZRUN� KDV� D� ��� µV� ODWHQF\�� �7KH� ILJXUH� DOVR� VKRZV�KRZ�PXFK� WLPH� LV
VSHQW�GRLQJ�´GHOD\HG�RSHUDWLRQVµ��XSGDWHV�RI�WKH�SURWRFRO�VWDWH�RXWVLGH�WKH�FULWLFDO�H[HFXWLRQ
SDWK��� � ,Q� WKLV� FDVH�� WKH�E\SDVV� FRGH� KDV� EHHQ� ZULWWHQ� LQ� &�� � ,Q� 7DEOH� ��� ZH� FRPSDUH� WKH
RYHUKHDG�RI�WKH�VDPH�VWDFN�WR�QRW�XVLQJ�D�E\SDVV�DW�DOO��RU�WR�XVLQJ�RQH�ZULWWHQ�LQ�2·&DPO�

$33/<,1*�(16(0%/(�72�7+(�(;$03/(�$33/,&$7,216

7KH� (QVHPEOH� V\VWHP� SURYLGHV� SRZHUIXO�� JHQHUDO� VROXWLRQV� WR� WKH� DGDSWDWLRQ� SUREOHPV
HQFRXQWHUHG�LQ�D�JURZLQJ�FODVV�RI�QHWZRUN�DSSOLFDWLRQV����:H�QRZ�EULHIO\�UHYLHZ�WKH�H[DPSOHV�UDLVHG
DW�WKH�RXWVHW�RI�WKLV�SDSHU��LOOXVWUDWLQJ�WKH�DSSOLFDWLRQ�RI�(QVHPEOH�LQ�HDFK�FDVH�

9HUVLRQ &ULWLFDO
3DWK

'HOD\HG
2SHUDWLRQV

1R�E\SDVV ���� 1�$
%\SDVV�LQ�2·&DPO �� ���²���
%\SDVV�LQ�& �� ��

7DEOH�����2YHUKHDG�FRPSDULVRQV�
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)LJXUH�����3HUIRUPDQFH�RI�DQ�RSWLPL]HG�VWDFN
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)RU� H[DPSOH� ��� ZKHUH� WKH� XVHU� VRXJKW� WR� PDWFK� D� PXOWLFDVW� RUGHULQJ� WHFKQLTXH� ZLWK� WKH
SURSHUWLHV�RI�WKH�HQYLURQPHQW��HDFK�RUGHULQJ�PHWKRG�LV�LPSOHPHQWHG�DV�D�VHSDUDWH�(QVHPEOH�PLFUR�
SURWRFRO�� DQG� LV� SDLUHG� ZLWK� D� GHWHFWRU� WKDW� WDNHV� WKH� IRUP� RI� D� VHFRQG� PLFUR�SURWRFRO�� QRUPDOO\
VWDFNHG� DERYH� WKH� RUGHULQJ� OD\HU�� � :KHQ� WKH� GHWHFWRU� VHQVHV� WKDW� WKH� HQYLURQPHQW� KDV� EHFRPH
PLVPDWFKHG�ZLWK�UHVSHFW� WR� WKH� ORDG�UHTXLUHPHQWV�RI� WKH�VROXWLRQ��D�YLRODWLRQ� LV� WULJJHUHG��DQG� WKH
DSSOLFDWLRQ� WKHQ� LQVWUXFWV� (QVHPEOH� WR� LQVWDOO� VRPH� RWKHU� SURWRFRO� ZLWK� EHWWHU� SURSHUWLHV� IRU� WKLV
VLWXDWLRQ���,Q�WKLV�FDVH��ILQDOL]LQJ�WKH�LQLWLDO�FRQILJXUDWLRQ�LQYROYHV�GHOD\LQJ�WKH�SURWRFRO�VZLWFK�XQWLO
DOO�PHVVDJHV�VHQW�ZLWK�WKH�LQLWLDO�RUGHULQJ�SURWRFRO�KDYH�EHHQ�GHOLYHUHG�

)RU�H[DPSOH����ZKLFK� LQYROYHV� UHFRQILJXULQJ� DQ� DSSOLFDWLRQ� VR� WKDW� LW� FDQ� UXQ� HIILFLHQWO\�ERWK
LQVLGH� DQG� VSDQQLQJ� D� ILUHZDOO�� WKH� GHWHFWRU� FKHFN� WKH� ORFDWLRQV� RI� JURXS� PHPEHUV� UHODWLYH� WR� WKH
SUHVHQFH�RI�ILUHZDOOV�DQG�JDWHZD\V���,I�HQFU\SWLRQ�LV�EHLQJ�XVHG�IURP�DQ�DSSOLFDWLRQ�UXQQLQJ�HQWLUHO\
EHKLQG� D� ILUHZDOO�� RU� LV� QRW� EHLQJ� XVHG� LQ� DQ� DSSOLFDWLRQ� WKDW� ILQGV� LWVHOI� RXWVLGH� RI� WKH� ILUHZDOO�� D
YLRODWLRQ�ZRXOG�EH�VLJQDOHG��DQG�WKH�363�XVHG�WR�UHFRQILJXUH� WKH� VWDFN�DSSURSULDWHO\�� �1RWLFH� WKDW
WKLV� FKDQJH� RI� VWDFN� UHTXLUHV� V\QFKURQL]DWLRQ�� VLQFH� WKH� PHPEHUV� RI� DQ� DSSOLFDWLRQ� PXVW� EH
FRQVLVWHQW�LQ�WKHLU�XVH�RI�HQFU\SWLRQ�SROLF\�DQG�JURXS�NH\���0RUHRYHU��WKH�H[DPSOH�UHTXLUHV�WKDW�WKH
DGDSWDWLRQ�GHFLVLRQ�EH�PDGH�LQ�D�FRRUGLQDWHG��GLVWULEXWHG��PDQQHU���$JDLQ��WKH�ILQDOL]DWLRQ�VWDJH�RI
WKH�363�SURWRFRO�VROYHV�WKLV�SUREOHP��SHUPLWWLQJ�XV�WR�HQVXUH�WKDW�XQHQFU\SWHG�FRPPXQLFDWLRQ�KDV
WHUPLQDWHG�EHIRUH�HQFU\SWHG�FRPPXQLFDWLRQ�EHJLQV�� � �$OWHUQDWLYHO\��RQH�FRXOG�GHVLJQ�D�VROXWLRQ� LQ
ZKLFK�SHQGLQJ�PHVVDJHV�DUH�UHWUDQVPLWWHG�ZLWK�HQFU\SWLRQ�DV�D�ILQDOL]DWLRQ�DFWLRQ�� LQ�ZKLFK�FDVH� LW
VXIILFHV�WR�LJQRUH�LQFRPLQJ�XQHQFU\SWHG�PHVVDJHV�ZKLOH�GLVFDUGLQJ�GXSOLFDWHV�XSRQ�UHFHLSW��

8QOLNH� H[DPSOH� ��� WKH� DFWLRQV� UHTXLUHG� LQ� H[DPSOH� �� PLJKW� DULVH� LQ� DQ� DSSOLFDWLRQ� WKDW� LV� QRW
PDNLQJ�H[SOLFLW�XVH�RI�(QVHPEOH���)RU�H[DPSOH��WKH�JURXSZDUH�DSSOLFDWLRQ�FRXOG�EH�D�FRQYHQWLRQDO
FOLHQW�VHUYHU�V\VWHP�LQ�ZKLFK�WKH�VHUYHU�VRPHWLPHV� LQWHUDFWV�ZLWK� LWV�FOLHQWV�DV�D�JURXS��SHUKDSV�E\
XVLQJ�D�PXOWLFDVW�WR�GLVWULEXWH�XSGDWHV�WR�FDFKHG�GDWD�RU�VRPH�RWKHU�IRUP�RI�VKDUHG�VWDWH�� � ,Q� WKLV
FDVH��RQH�ZRXOG�H[SHFW�WKDW�WKH�DSSOLFDWLRQ�RSHUDWH�RYHU�D�VWDQGDUG�FRPPXQLFDWLRQ�VXEVWUDWH��VXFK
DV�7&3�RU�8'3�RYHU�DQ�,3�QHWZRUN���:H�KDYH�EHHQ�VXFFHVVIXO�LQ�XVLQJ�(QVHPEOH�LQ�VXFK�VHWWLQJV�E\
JUDIWLQJ� RXU� VROXWLRQV� WR� ´ZUDSSHUVµ� WKDW� RIIHU� VWDQGDUG� QHWZRUN� IXQFWLRQDOLW\� WR� WKH� DSSOLFDWLRQ
GHYHORSHU��EXW�FRQWURO�FRPPXQLFDWLRQ�XVLQJ�SROLFLHV�PHGLDWHG�WKURXJK�(QVHPEOH���7KH�HIIHFW�RI�WKLV
LV�WR�KLGH�WKH�DGDSWLYH�PHFKDQLVPV�RI�WKLV�SDSHU�WR�D�QHWZRUN�WKDW�DSSHDUV�FRQYHQWLRQDO�WR�WKH�XVHU�

)LQDOO\��IRU�H[DPSOH����WKH�363�SURYLGHV�V\QFKURQL]DWLRQ�PHFKDQLVPV�VLPLODU�WR�WKRVH�IRXQG�DW
WKH� FRUH� RI� W\SLFDO� YLUWXDO� V\QFKURQ\� LPSOHPHQWDWLRQV� >%LUPDQ��@�� (QVHPEOH� LQFOXGHV� D� PLFUR�
SURWRFRO� WKDW� JXDUDQWHHV� WKH� YLUWXDOO\� V\QFKURQRXV� SURSHUW\� E\� PDNLQJ� VXUH� WKDW� DOO� PHVVDJHV� DUH
GHOLYHUHG� WR� HYHU\ERG\� LQ� WKH� FXUUHQW� YLHZ� DQG� WKH� QHZ� SURSRVHG� YLHZ�� � ,W� SUHYHQWV� WKH� 363
ILQDOL]DWLRQ�SURWRFRO�IURP�WHUPLQDWLQJ�XQWLO�WKLV�LV�WKH�FDVH�E\�GHOD\LQJ�WKH�),1$/,=(�HYHQW�

6LPLODUO\��(QVHPEOH�LPSOHPHQWV�LWV�IDLOXUH�GHWHFWRU�DQG�WKH�VWDELOLW\�GHWHFWRU�DV�PLFUR�SURWRFROV�
7KH�VWDELOLW\�GHWHFWRU�DGGV�D�YHFWRU�WR�HYHU\�PHVVDJH�WKDW�GHVFULEHV�KRZ�PDQ\�PHVVDJHV�KDYH�EHHQ
GHOLYHUHG�IURP�HYHU\�SDUWLFLSDQW�� �7KH�IDLOXUH�GHWHFWRU� WDNHV� LWV� LQIRUPDWLRQ�IURP�ORZHU� OD\HUV�� OLNH
WKH�VOLGLQJ�ZLQGRZ�OD\HU�DQG�WKH�VWDELOLW\�GHWHFWLRQ�OD\HU��ZKLFK�UHSRUW�FRQVLVWHQW�SUREOHPV���:KHQ
WKH�UDWH�RI�SUREOHPV�UHSRUWHG�WR�WKH�IDLOXUH�GHWHFWRU�RYHUUXQV�D�FRQILJXUDWLRQ�GHILQHG�WKUHVKROG��WKH
GHWHFWRU�VLJQDOV�D�YLRODWLRQ��ZKLFK�OHDGV�WR�UHFRQILJXUDWLRQ�RI�WKH�VHW�RI�SDUWLFLSDQWV�

&21&/86,216

7KH� HPHUJHQFH� RI� D� JHQHUDWLRQ� RI� QHWZRUN� DSSOLFDWLRQV� WKDW� PXVW� DGDSW� WR� FKDQJLQJ
HQYLURQPHQWDO�FRQGLWLRQV�DQG�PHPEHUVKLS�SRVHV�QHZ�FKDOOHQJHV�WR�SURWRFRO�GHVLJQHUV�� �2XU�ZRUN
LOOXVWUDWHV� DQ� DSSURDFK� LQ� ZKLFK� DGDSWDWLRQ� PHFKDQLVPV� DUH� SURYLGHG� WKURXJK� D� VPDOO� VHW� RI� FRUH
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IXQFWLRQV��VXSSRUWHG�LQ�WKH�FRQWH[W�RI�D�PRUH�FRPSUHKHQVLYH�DUFKLWHFWXUH�IRU�VXSSRUWLQJ�VWDFNDEOH
SURWRFROV�� � 7KH� UHVXOWLQJ� V\VWHP� VLPSOLILHV� WKH� GHVLJQ� RI� DGDSWLYH� DSSOLFDWLRQV�� � 0RUHRYHU�� DV
LOOXVWUDWHG�E\�WKH�WKLUG�H[DPSOH��WKH�FRQFHSW�RI�DGDSWDWLRQ�OLHV�DW�WKH�FRUH�RI�WKH�(QVHPEOH�V\VWHP
LWVHOI�� LQ� WKDW� (QVHPEOH� XVHV� LWV� RZQ� DGDSWLYH� PHFKDQLVPV� WR� LPSOHPHQW� VRPH� RI� LWV� PRVW
IXQGDPHQWDO� IXQFWLRQDOLW\�� � 7KH� GHVLJQ� LV� VXFK� WKDW� D� VPDOO� VHW� RI� PLFUR�SURWRFRO� OD\HUV� FDQ
SRWHQWLDOO\�EH�UHXVHG�LQ�D�ZLGH�UDQJH�RI�FRQGLWLRQV�

7KH�DGDSWDWLRQ�SUREOHP�LV�D�QDWXUDO�JHQHUDOL]DWLRQ�RI�G\QDPLF�PHPEHUVKLS�WUDFNLQJ��D�IXQFWLRQ
FRPPRQ� WR� PRVW� JURXS� FRPPXQLFDWLRQ� V\VWHPV�� � $GDSWDWLRQ� LQFOXGHV� WKH� SRVVLELOLW\� WKDW� V\VWHP
PHPEHUVKLS�ZLOO�FKDQJH��EXW�DOVR�SHUPLWV�FKDQJH�WR�SURWRFRO�VWDFNV�DQG�IXQGDPHQWDO�SDUDPHWHUV�RI
WKH�UXQWLPH�HQYLURQPHQW���1HZ�SURWRFROV�FDQ�HYHQ�EH�GRZQORDGHG�DW�UXQWLPH���7KH�LPSRUWDQFH�RI
WKH�ZRUN�SUHVHQWHG�KHUH�LV�WKDW�LW�RIIHUV�D�FOHDQ�VROXWLRQ�WR�VXFK�SUREOHPV�� LQ�D�PDQQHU�RSWLPL]HG
IRU�KLJK�SHUIRUPDQFH�

6XSSRUW� IRU� DGDSWDWLRQ� LV� QRW� WULYLDO�� DOWKRXJK� WKH� QHWZRUNLQJ� FRPPXQLW\� KDV� QRW� DOZD\V
UHFRJQL]HG�WKH�VLJQLILFDQFH�RI�WKH�SUREOHP���:H�EHOLHYH� WKDW�DGDSWLYH�EHKDYLRUV�DUH�RIWHQ�GHIHUUHG
XQWLO� ODWH� LQ� D� QHWZRUNLQJ� SURMHFW� SUHFLVHO\� EHFDXVH� WKH� SUREOHPV� ORRN� KDUG�� DQG� LQ� RXU� RZQ
H[SHULHQFH�� UHWURILWWLQJ� VXFK� EHKDYLRU� FDQ� EH� D� VHULRXV� VRXUFH� RI� EXJV�� GHOD\V�� DQG� ODVW�PLQXWH
FRPSOH[LW\���*RRG�VROXWLRQV�WR�WKHVH�SUREOHPV�UHTXLUH�PRGXODULW\��IOH[LELOLW\��DQG�KLJK�SHUIRUPDQFH�
$W� WKH� VDPH� WLPH��EHFDXVH� WKH� V\QFKURQL]DWLRQ�SUREOHPV� WKDW� DULVH�GXULQJ�DGDSWDWLRQ�DUH�SRWHQWLDO
VRXUFHV�RI�EXJV��LW�LV�LPSRUWDQW�WR�RIIHU�D�FOHDQ�DQG�HDVLO\�XQGHUVWRRG�UXQWLPH�PRGHO���3UHVHUYDWLRQ
RI�V\VWHP�VHFXULW\�GXULQJ�DGDSWDWLRQ�LV�DOVR�D�FKDOOHQJH��IRU�EUHYLW\�ZH�KDYH�QRW�DGGUHVVHG�WKLV�WRSLF
KHUH�� 2XU� ZRUN� VROYHV� WKHVH� SUREOHPV� �LQFOXGLQJ� WKH� VHFXULW\� SUREOHP�� ZKLFK� ZH� ZLOO� GLVFXVV
HOVHZKHUH��� DQG�DOVR�HQDEOHV� WKH�XVH�RI� IRUPDO� WKHRUHP�SURYLQJ� WRROV� WR� VXSSRUW�SURYDEO\� FRUUHFW
SURWRFRO�RSWLPL]DWLRQV�DQG�FRGH�WUDQVIRUPDWLRQV���7KH�UHVXOW�LV�WKDW�D�VLQJOH�VHW�RI�VPDOO�PRGXOHV�FDQ
EH�UHFRQILJXUHG�G\QDPLFDOO\�WR�PDWFK�RXU�V\VWHP�WR�WKH�WDUJHW�HQYLURQPHQW��DQG�WKH�UHVXOWLQJ�FRGH
FDQ�EH�RSWLPL]HG�IRU�KLJK�SHUIRUPDQFH�

$OO�ZRUN�GHVFULEHG� LQ� WKLV�DUWLFOH�KDV�EHHQ� LPSOHPHQWHG�DQG� LV�DYDLODEOH� IRU�XVH�E\� WKH�SXEOLF�
2XU�VRIWZDUH�FDQ�EH�GRZQORDGHG�IURP�KWWS���ZZZ�FV�FRUQHOO�HGX�,QIR�3URMHFWV�(QVHPEOH��DQG�LV
SURYLGHG�ZLWK�QR�IHHV�RU�UHVWULFWLRQV�XSRQ�WKH�XVHU�

$&.12:/('*0(176

:H�ZRXOG�OLNH�WR�WKDQN�$QQH�DQG�0LNH�*UHHQH�IRU�WKH�XVH�RI�WKHLU�FRPSXWHU��DQG�5REHUW�&RQVWDEOH
IRU�FRPPHQWV�RQ�DQ�HDUOLHU�GUDIW�RI�WKLV�SDSHU�

5()(5(1&(6

>%LUPDQ� ��@� � .HQQHWK� 3�� %LUPDQ�� � 7KH� 3URFHVV� *URXS� $SSURDFK� WR� 5HOLDEOH� 'LVWULEXWHG
&RPSXWLQJ���&RPPXQ��RI�WKH�$&0�9RO������1R������'HF��������

>%LUPDQ� DQG� 9DQ� 5HQHVVH� ��@� .HQQHWK� 3�� %LUPDQ� DQG� 5REEHUW� YDQ� 5HQHVVH�� � 6RIWZDUH� IRU
5HOLDEOH�1HWZRUNV���6FLHQWLILF�$PHULFDQ��������0D\��������������

>%LUPDQ���@�.HQQHWK�3��%LUPDQ���%XLOGLQJ�6HFXUH�DQG�5HOLDEOH�1HWZRUN�$SSOLFDWLRQV���0DQQLQJ�3XEO�
&RPSDQ\� DQG� 3UHQWLFH� +DOO�� -DQ� �����
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KWWS���ZZZ�EURZVHERRNV�FRP�%LUPDQ�LQGH[�KWPO

>&KDQGUD� HW�� DO�� ����@� 7XVKDU� '�� &KDQGUD�� 9DVVRV� +DG]LODFRV� DQG� 6DP� 7RXHJ�� � 7KH� :HDNHVW
)DLOXUH�'HWHFWRU�IRU�6ROYLQJ�&RQVHQVXV���,Q�$&0�6\PSRVLXP�RQ�3ULQFLSOHV�RI�'LVWULEXWHG�&RPSXWLQJ��$XJ�

���������������

>&RQVWDEOH� ����@�� &RQVWDEOH�� 5REHUW� /�� DQG� 6WXDUW� )�� $OOHQ� DQG� +�0�� %URPOH\� DQG� :�5�
&OHDYHODQG�DQG� -�)��&UHPHU�DQG�5�:��+DUSHU�DQG�'RXJODV� -��+RZH� DQG�7�%��.QREORFN� DQG�1�3�
0HQGOHU�DQG�3��3DQDQJDGHQ�DQG�-DPHV�7��6DVDNL�DQG�6FRWW�)��6PLWK��,PSOHPHQWLQJ�0DWKHPDWLFV�ZLWK�WKH
1XSUO�'HYHORSPHQW�6\VWHP��3UHQWLFH�+DOO��1-������

>+D\GHQ� ����@�� � 0DUN� +D\GHQ�� � 7KH� (QVHPEOH� 6\VWHP�� 3K�'�� GLVVHUWDWLRQ�� � 'HSW�� RI� &RPSXWHU
6FLHQFH��&RUQHOO�8QLYHUVLW\���)RUWKFRPLQJ��'HF�������

>+D\GHQ� DQG� 9DQ� 5HQHVVH@�� � 0DUN� +D\GHQ� DQG� 5REEHUW� YDQ� 5HQHVVH�� � 2SWLPL]LQJ� /D\HUHG
&RPPXQLFDWLRQ�3URWRFROV��3URFHHGLQJV�RI�WKH�� �

�
�,(((�+LJK�3HUIRUPDQFH�'LVWULEXWHG�&RPSXWLQJ

&RQIHUHQFH��3RUWODQG��2UHJRQ��$XJ������

>.DUU� ����@�� � 'DYLG� $�� .DUU�� � 3URWRFRO� &RPSRVLWLRQ� LQ� +RUXV�� 3K�'�� GLVVHUWDWLRQ�� � 'HSW�� RI
&RPSXWHU�6FLHQFH��&RUQHOO�8QLYHUVLW\��'HF�������

�>0DU]XOOR� HW�� DO�� ��@� .HLWK� 0DU]XOOR�� 5REHUW� &RRSHU�� 0DUN� :RRG� DQG� .HQQHWK� 3�� %LUPDQ�
7RROV�IRU�'LVWULEXWHG�$SSOLFDWLRQ�0DQDJHPHQW���,(((�&RPSXWHU�������$XJXVW����������³���

>6NHHQ�����@�'DOH�6NHHQ���'HWHUPLQLQJ�WKH�/DVW�3URFHVV�WR�)DLO���$&0�7UDQVDFWLRQV�RQ�&RPSXWHU
6\VWHPV��9RO����1R�����)HE���������������

>7HQQHQKRXVH�����@���'DYLG�7HQQHQKRXVH���,QWHUJUDWHG�/D\HU�3URFHVVLQJ�&RQVLGHUHG�+DUPIXO�
,Q�3URWRFROV�IRU�+LJK�6SHHG�1HWZRUNV��(OVHYLHU�������

>9DQ� 5HQHVVH� HW�� DO�� ����@� � 5REEHUW� YDQ� 5HQHVVH�� .HQQHWK� 3�� %LUPDQ�� 5R\� )ULHGPDQ�� 0DUN
+D\GHQ��DQG�'DYLG�$��.DUU���$�)UDPHZRUN�IRU�3URWRFRO�&RPSRVLWLRQ�LQ�+RUXV��3URFHHGLQJV�RI�WKH
�� �

�
�$&0�3ULQFLSOHV�RI�'LVWULEXWHG�&RPSXWLQJ�&RQIHUHQFH��2WWDZD��&DQDGD��$XJXVW���������³���

>9DQ� 5HQHVVH� ��@� � 5REEHUW� YDQ� 5HQHVVH�� � 0DVNLQJ� WKH� 2YHUKHDG� RI� 3URWRFRO� /D\HULQJ�
3URFHHGLQJV�RI�WKH������$&0�6,*&200�&RQIHUHQFH��6WDQIRUG��6HSWHPEHU������

>9DQ�5HQHVVH�HW��DO����@��5REEHUW�YDQ�5HQHVVH��.HQQHWK�3��%LUPDQ��DQG�6LOYDQR�0DIIHLV���+RUXV�
$�)OH[LEOH�*URXS�&RPPXQLFDWLRQV�6\VWHP���&RPPXQ��RI�WKH�$&0��9RO������1R�����$SULO��������������

>9RQ�(LFNHQ�HW��DO������@��7KRUVWHQ�YRQ�(LFNHQ�DQG�$QLQG\D�%DVX�DQG�9LQHHW�%XFK�DQG�:HUQHU
9RJHOV�� � 8�1HW�� $� 8VHU�/HYHO� 1HWZRUN� ,QWHUIDFH� IRU� 3DUDOOHO� DQG� 'LVWULEXWHG� &RPSXWLQJ�� � ,Q
3URFHHGLQJV�RI�WKH��� �

�
�6\PSRVLXP�RQ�2SHUDWLQJ�6\VWHPV�3ULQFLSOHV��&RSSHU�0RXQWDLQ��'HF���������������
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