
University of Wollongong University of Wollongong 

Research Online Research Online 

Faculty of Informatics - Papers (Archive) Faculty of Engineering and Information 
Sciences 

1-1-2005 

Cancelable key-based fingerprint templates Cancelable key-based fingerprint templates 

Russell Ang 
University of Wollongong 

Reihaneh Safavi-Naini 
University of Wollongong, rei@uow.edu.au 

Luke F. McAven 
University of Wollongong, lukemc@uow.edu.au 

Follow this and additional works at: https://ro.uow.edu.au/infopapers 

 Part of the Physical Sciences and Mathematics Commons 

Recommended Citation Recommended Citation 
Ang, Russell; Safavi-Naini, Reihaneh; and McAven, Luke F.: Cancelable key-based fingerprint templates 
2005, 242-252. 
https://ro.uow.edu.au/infopapers/1543 

Research Online is the open access institutional repository for the University of Wollongong. For further information 
contact the UOW Library: research-pubs@uow.edu.au 

https://ro.uow.edu.au/
https://ro.uow.edu.au/infopapers
https://ro.uow.edu.au/eis
https://ro.uow.edu.au/eis
https://ro.uow.edu.au/infopapers?utm_source=ro.uow.edu.au%2Finfopapers%2F1543&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/114?utm_source=ro.uow.edu.au%2Finfopapers%2F1543&utm_medium=PDF&utm_campaign=PDFCoverPages


Cancelable key-based fingerprint templates Cancelable key-based fingerprint templates 

Abstract Abstract 
Biometric based authentication can provide strong security guarantee about the identity of users. Security 
of biometric data is particularly important as compromise of the data will be permanent. Cancelable 
biometrics store a non-invertible transformed version of the biometric data and so if the storage is 
compromised the biometric data remains safe. Cancelable biometrics also provide a higher level of 
privacy by allowing many templates for the same biometric data and hence non-linkability of user's data 
stored in different databases. We define how to measure the success of a particular transformation and 
matching algorithm for fingerprints. We consider a key-dependent geometric transform that is applied to 
the features extracted from a fingerprint, to generate a key-dependent cancelable template for the 
fingerprint. We investigate performance of an authentication system that uses this cancelable fingerprint 
when a fingerprint matching algorithm is used for detection. We evaluate performance of the system and 
show the challenges of achieving good performance if the matching algorithm is not modified. 
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