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Abstract 

 
The primary aim of implemented project is design of the RFID based high security building locking system, fingerprint, GSM 

technology, and password. In the implemented system, only authorized person can be enter from the building door locking by scanning 

his card. The implemented building locking system works based on the RFID, Password, GSM and Fingerprint. The Door locking system 

can be activated for authorized and valid user by scanning his card and unauthorized user enters in the building a Gsm module sent a 

message to authority unauthorized user entering in the building. 
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I. Introduction 

Verification of the Fingerprint is one of the real time system 

security systems. The Fingerprint which can be detected can be 

sent to the microcontroller for authentication purpose. [1-5] It is 

implemented with two algorithms and 4 sensors such as optical, 

ultrasonic, passive and active capacitances. The fingerprint and 

RFID technology is used widely for security purpose. Here also 

we used these two algorithms. The system of automatic fingerprint 

identification having collection of image, pretreatment, extraction 

of feature as well as matching feature and on many parts. To 

verify a person, the fingerprints are one of the best identities. The 

primary advantage of the RFID, Finger Print, GSM and RFID is 

efficient security. The RFID can detect any type of object by using 

radio transmission frequency. RFID can be an electronic system 

which can transmit and receive data over radio waves. It can be 

useful for tracking, detecting and sorting the different objects. The 

implemented system having the RFID reader, Modem i.e GSM, 

finger print scanner keyboard as well as LCD. In this the reader of 

the RFID reads the Id number of the person. If is valid then only 

the access can be given. If it is not valid then the entire process 

can be stopped. When the Finger print is valid the password can 

be sent to the valid user mobile number through microcontroller. 

Our implemented system needs 2 passwords to open the home 

locking. When the user entered the two passwords then the home 

locking will be opened if those are matched. Otherwise the locker 

cannot open and a text message will be sent to the authorized user 

as an alert. RFID means Radio Frequency Identification. It can 

detect the person useful in banks, offices as well as in homes. 

2. Related Works 

In this section, the released works regarding this system is 

described below. The primary aim of this system is provide 

security to the ATM machines. If the bank card of the user is lost 

then the password is easily stolen by others. [6-10]The 

unauthorized persons easily stole your money by drawing it  

 

through ATM with the help of your card and password with in less 

time. So you may face several financial problem, to avoid such 

type of issued we implemented this secure home locking system. 

[11-15] The LPC 2148 is used as microprocessor, acts as core in 

ARM 7 which can be useful for advanced algorithm for providing 

the security with fingerprint technology. It will increase the 

security to the user in ATM machine. Here, I proposed the Finger 

print verification in ATM machines with the help of Biometric. 

[16-20] this technique has been chosen based on its security, 

reliability and etc. The working of this machine can be done when 

the valid fingerprint received only. [21-25] If the ATM receives 

valid fingerprints then only it works otherwise the process has 

been stopped. And it may send a message to the registered user 

regarding the suspicious activity as an alert. Like this we can 

secure the user money in ATMS even when the card lost. 

3. Proposed Method 

Here, The fingerprint reader the reads the prints of finger of an 

user and send it to the Microcontroller, If the id is valid then the 

microcontroller give access to the user otherwise the entire 

process can be stopped in the machine and immediately it sent the 

alert to the authorized user regarding the suspicious activity. Then 

that person may take necessary steps to stop such type of activity 

through her/his card locking. When the Fingerprint of the user 

matched with id then it sent the password to the register user 

mobile or email. Then that person can type those password he or 

she can access the machine. If those are matched then building 

locking will be opened. Otherwise it will be in same conditions 

and alerts will be sent to the specified person mobile number.  
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4. RFID Fundamentals 

The RFID means automatic identification technology to the 

various objects. The primary operation of the RFID is it can able 

to track the tagged time location. According the source of the 

power, the tags of the RFID may differentiate as 3 types of 

categories. Those are  

 Active tags 

 Passive tags 

 Semi-passive or semi-active tags  

The tag which is active having the transceiver of the radio and 

battery which is useful for the power to the transceiver. 

Active tag is much powerful compared to the passive and semi 

active or semi passive tags.  

Again the Tags of the RFID can be classified into read/write 

memory as well as read-only memory. The read/write memory 

tags are costlier then read-only memory tags. 

RFID tags can be operated in 3ranges of the frequencies:  

 Low frequency (LF,30–500kHz) 

 High frequency (HF, 10–15MHz) 

 Ultra high frequency (UHF, 850–950MHz, 2.4–2.5GHz, 

5.8GHz). 

20 Low Frequency tags can be less affected with the fluids as well 

as metals presence metals among the tags of the higher frequency.  

 
Fig. 1: RFID reader 

 

The Reader of RFID represented in the figure 1. The Smart cards 

operated on 13.56Mega Hz, may be the usual group member. 

Moreover, the tags of the UHF affected with the fluids as well as 

metals. The tags of UHF expensive compared to the other ones.  

The classic UHF tags frequency is 868 Mega Hz (Europe), 915 

Mega Hz (USA), 950Mega Hz (Japan), and 2.45Geha Hz. The tag 

which is active that can be enabled the higher signal strength as 

well as extended the range of communication till 100 to 

200meters.  

5. GSM 

The Global System for Mobile communications is one of the 

technologies that work on all mobile phone networks. GSM can 

be an open as well as the digital cellular technology utilized to 

transmit the mobile voice as well as data services. 

 

 
Fig2. GSM Modem 

Features  

 Single 3.2 volts to 4.5 Volts supply voltage  

 Consumption of the power in the mode of SLEEP is 2.5mA 

in SIM300 tri-band 

 Computable to the MT, CB, MO text as well as mode of the 

PDU  

 Storage of the SMS will be in SIM card 

 1.8Volts and 3Volts Supported SIM Card  

6. Fingerprint 

It is the widely used techniques for security. It provides high 

security compared to the others. These are helpful to identify a 

person. Ithas 3basic patterns. Those arch, whorl as well as loop.  

These are helpful for security purpose. If the fingerprint of the 

person matched then the microcontroller can allowed the user to 

enter into the building. Otherwise a sms will be sent to authorize 

user as an alert.  

Arch: The ridges started from finger one side and rise in finger 

center form the arc, as well as after that exit at another side. 

Loop: The ridges started from finger one side, like a curve after 

that exited on the same side. 

Whorl: The Finger Ridges forms circularly around finger central 

point.  

7. Block Diagram  

The Figure 3 represents the Block Diagram of the smart building 

locking System with RFID, PASSWORD, GSM technology and 

FINGERPRINT. Here, the reader of the RFID reads the 

fingerprints via passive tag and sent to the Microcontroller. If the 

id is valid then the microcontroller give access to the user 

otherwise the entire process can be stopped in the machine and 

immediately it sent the alert to the authorized user regarding the 

suspicious activity. If it is valid it sent two passwords to the user 

mobile number. She or he has to enter the passwords and then he 

or she can access the building locking.  

 
Fig. 3: Block Diagram 
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8. Software  

The entire code is in C /in assembly language. It is compiled with 

keil software. The Hex code generated after compiler operation 

and it can be stored in Computer. It can be embedded into LPC. 

9. Implementation 

First we switch on the power and we have two modules of arm 7 

is GSM module and  RFID module .we want to insert the sim in 

GSM module we set the  GSM mode and we enter the  user 

mobile number and it is successfully entered into the database  

and we got sms as modem initialized . an LCD will be on and if 

the signals are in fast then light blink fast and if signals are not 

fast then light blink slow then we set the RFID mode and the 

person scan his authorized card and   a sms came to mobile as 

authorized card and then the person give finger print and then the 

GSM module will check his fingerprint is enrolled or not and if 

enrolled it will identify in database and door will open then buzzer 

sound will come it indicates door is opened. If the person scan his 

card and card is unauthorized card an sms will came to mobile as 

unauthorized card and person give fingerprint and it does not 

enrolled and not identify in database for  the person the door will 

not open .if the new person or unknown person enters then the 

person does not have authorized card then the person has OTP 

option as alternative if click on OTP then an OTP will be send to 

mobile then user  mobile will tell the  OTP to new person  then 

new person enters OTP and person gets permission to enter 

building   and door will open to enter . 

10.  Results 

 
First power switch is on and keep GSM mode to place sim in the 

GSM module  

  

 
Entering the sim number placed in the kit into database to send 

sms to user mobile 

 

 
Sim number is entered into database and Database send sms to 

mobile as modem initialized and LCD will on 

 

 
Person who enters into building swipe his authorized card 

 

 
Person swipe card and database shows entered card is authorized 

card  

 

 
Person swipe card and database shows authorized card and GSM 

sends mobile as authorized card 

 

 
After swiping card person gives fingerprint   and the person does 

not have enrolled his fingerprint in database then enrolls his 

Finger for fingerprint 
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Person Finger enrolled successfully for fingerprint 

 

 
Person enrolls finger for fingerprint   and enrolled successfully  

and database identifies his fingerprint 

 

 
Finger print is identified and   database provide ID number 

 

 
Person swipe the authorized card to enter into building 

 

 
Person swipe card it shows authorized card and  GSM sends sms 

to user mobile authorized card then person give fingerprint and 

database shows unauthorized fingerprint because his fingerprint is 

enrolled in database 

 

 
Gsm sends sms to mobile entered fingerprint is unauthorized 

 

 
For new person OTP option is there person click OTP and 

database sends sms OTP to users mobile 

 

 
Gsm sends OTP to user mobile and user  of mobile tells OTP to 

new person  

 

 
The person Enters OTP and database shows entered OTP is 

correct password and the person can enter into building 

11. Conclusion 

The implemented building locking security system with the 

PASSWORD, RFID, GSM, and FINGERPRIENT can be low cost 

and have low power consumption. It can be in compact size. Here 

the comparison can be done in micro controller when the 

password entered by the user. If both passwords are same then the 

building locking can be opened otherwise an alert will be sent to 

the authorized mobile number.  
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