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Abstract-Two types of single event effects - bit errors 
and single event functional interrupts - were observed 
during heavy-ion testing of the AD8151 crosspoint switch. 
Bit errors occurred in bursts with the average number of 
bits in a burst being dependent on both the ion LET and 
on the data rate. A pulsed laser was used to identify the 
locations on the chip where the bit errors and single event 
functional interrupts occurred. Bit errors originated in 
the switches, drivers, and output buffers. Single event 
functional interrupts occurred when the laser was focused 
on the second rank latch containing the data specifying 
the state of each switch in the 33x17 matrix. 

I. INTRODUCTION 
ABRIC-BASED switches, such as crosspoint or crossbar F switches, are finding widespread use in advanced 

communication networks, including storage area networks 
(SANS), synchronized optical networks (SONET) and 
Ethernets. These switches are capable of connecting multiple 
nodes together to significantly expand a network’s effective 
data transmission rate. For example, fabric switches make 
possible the simultaneous transfer of data fiom multiple 
storage devices to multiple servers in SANs, leaving the main 
network free for other communications. For space 
applications, the ever-increasing demand for gathering and 
processing data on board spacecraft requires the use of a 
high-speed network to connect instruments to data processors 
and downlinks. Common data busses are incapable of 
handling large amounts of data due to their limited bandwidth 
and to the fact that access is restricted to one node at a time. 
Connecting several instruments together via a network can be 
accomplished with the use of fabric switches, such as the 
AD8 15 1 Crosspoint switch. 
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In this paper, we present the first detailed investigation of 
single event effects (SEES) in a fabric-based switch exposed 
to ionizing particle (heavy ion) radiation. Our results reveal 
the presence of two distinct types of single event upsets 
(SEUs): single event transients (SETS), also referred to as bit 
errors, and single event functional interrupts (SEFIs). This 
classification has previously been applied to SEUs observed 
in other communication systems, including FireWire (IEEE 
1394) and Myrinet Crossbar [1],[2]. We note that many of the 
bit errors take the form of bursts, where each burst may 
contain from one to more than twenty erroneous bits. 
Generally, bursts contain more erroneous bits for high-LET 
ions. We show how a pulsed laser was used to identify the 
spatial origins of the SEUs; the SEFIs originate in the 
registers containing the configuration data and in control 
lines, whereas the bit errors originate primarily in the switches 
themselves, but also in decoding circuits and output buffers. 

11. PART DESCRPTION 
The Crosspoint switch selected for testing (AD8 15 1) is 

capable of connecting 33 inputs to 17 outputs with a 
maximum data transfer rate of 3.2 Gbps. The switch is non- 
blocking so that any available input can be connected to any 
available output, regardless of what other connections 
between inputs and outputs have previously been established. 
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Fig. 1. Block diagram of the AD81 5 1 Crosspoint Switch. 

Figure 1 depicts the various functional blocks contained 
within the switch. Connecting a specific input to a specific 
output is accompiisheci by nuning on iiie appIopiiiite switch 
contained within the two-dimensional differential switch 
matrix. The state of a switch, whether “on” or “off,” is 
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controlled by configuration data loaded sequentially into the 
first-rank latch and then strobed in parallel into the second- 
rank latch. The contents of the second-rank latch are decoded 
for driving the switches in the 33 x 17 matrix. The software 
provided by the manufacturer did not allow us to read the 
configuration data in the second-rank latch. 

Although the actual circuit designs for the switch matrix 
and the individual switches in the AD8151 are proprietary, 
the operation is fimdamentally the same as shown in Fig. 2, 
which we shall use to illustrate the operation of the switch. 

Fig. 2a is a diagram of a switch matrix with 33 inputs on 
the left and 17 outputs at the top. Any input can be connected 
to any output, provided both are not already being used. It is 

Fig. 2a Diagram showing connections for switch matrix. The 
switch in the box connects Input (n) to Output (m). 

P "+ 

Fig. 2b. Circuit diagram of a typical bipolar switch connecting 
Input (n) tn nlltput (m). -!%e dereder dPtPrmines urhirh Qfth. 33u!? 
switches in the matrix to turn on. 

possible to connect a single input to more than one output by 
turning on the requisite number of switches in the input's row. 
Therefore, the input amplifiers are designed with sufficient 
drive for 17 switches. We note, however, that each output 
may be connected to only one input. At the top of each output 
column is a differential amplifier that senses the voltage 
difference between the two differential lines in each column. 

Fig. 2b is a circuit diagram of a simple bipolar switch. A 
decoder, controlled by data in the second rank latch, turns the 
switch on by connecting the emitters of the two bipolar 
transistors in the switch to a current source. Once the switch 
is turned on, a differential signal applied to the inputs will be 
transmitted to the outputs. Conversely, when the switch is 
turned off the input signal is blocked fiom reaching the 
output. 

Fig. 2 suggests that the parts of the switch matrix that may 
be sensitive to temporary upsets (SETs) when exposed to 
ionizing particle radiation are the input drivers, output 
amplifiers and the switches themselves. On the other hand, 
the second-rank latch containing configuration data for the 
switch may be sensitive to SEUs that could change the state 
of a switch and halt transmission altogether. 

111. TESTSETUP 

To facilitate testing, the manufacturer provided a part 
mounted on an evaluation board together with software for 
controlling the switch. A bit error-rate tester (BERT) was 
used for SEU testing. It supplied a serial stream of pseudo- 
random data to the switch input. The output of the switch was 
fed back to the BERT where it was compared with the 
original data pattern and any differences were flagged as bit 
errors. SETs consisted of either a single bit error or a burst of 
consecutive erroneous bits. These types of errors are 
classified as SETs because proper data transmission resumes 
following the event. The BERT signaled a SEFI when data 
transmission halted. Transmission could only be restored by 
reloading the configuration data into the second rank latch. 

To determine how the error rate of the AD8151 in a 
radiation environment depended on the number of switches 
turned on, two different matrix configurations were tested. In 
the first configuration data was transmitted from one input to 
one output through one switch. In the second configuration 
five switches were turned on and outputs were connected to 
inputs in such a way as to allow data generated by the BERT 
to pass through the switch matrix five times before being read 
by the BERT. Fig 3 shows the connections between inputs 
and outputs. Since the AD8151 is a non-blocking switch, any 
available input may be connected to any available output, 
regardless of whether the lines cross. Heavy-ion testing was 
done in air at Texas A&M Cyclotron facility (TAMU) and 
pulsed laser testing at the Naval Research Laboratory (NRL). 
Measurements were taken for both switch configurations and 
for four different data transfer rates (0.32 Gbps, 1 Gbps, 1.6 
Gbps and 3.2 Gbps). 
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Fig. 3. Diagram illustrating the connections between five inputs 

and five outpub to form a continuous data transmission path 
through the AD8 15 1 switch. 

Fig. 4. Event error fate as a function of ion LET for four different 
data transmission rates and five passes through the switch. 

IV. RESULTS 
1 0 % ~ ~  , . , . . , , , . , , ,  . , 

A. Heavy-lon Irradiation 
Two types of errors - SETs and SEFIs - were observed 

during heavy-ion testing of the A D 8  15 1. 
SETs consisted of either a single bit error or a burst of 

errors. During a typical run involving ions with LETs > 5.72 
MeV.cm2/mg, SETs were produced until a SEFI occurred, at 
vihich t h e  data trammission ceased and the run was 
terminated. With increasing ion LET, SETs occurred more 
frequently and the associated error bursts contained more 
erroneous bits. However, SEFIs also occurred more 
frequently, which resulted in a reduction in the number of 
error bursts that could be detected before a SEFI stopped 
transmission. 

When irradiated with ions having LETs 4 .72  
MeV.cm2/mg, the part was not sensitive to SEFIs and the 
SETs consisted of shorter bursts of errors. In those cases, runs 
were usually terminated after a preset fluence of 2x106/cm2. 

SET sensitivity was measured in terms of the event-error- 
rate (EER), which is calculated using 

where Ne is the number of events, N,, is the number of 
transmitted bits and @ is the ion fluence. “Event” is defmed 
as a series of errors of any length. Some of the events 
observed during testing consisted of a single erroneous bit, 
whereas others consisted of bursts containing more than 20 
erroneous bits. 
To illustrate how the data were analyzed, assume that 20 bits 
were transmitted before a SEFI halted transmission or the 
BERT was turned off. The BERT determined that, of the 20 
bits transmitted, the following were in error: 
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Figure 5. Event error rate as a function of ion effective LET for 
four different transmission rates and one pass through the switch. 

In this example, the number of transmitted bits (Ntd was 20, 
the number of events (Ne) was 5, the number of erroneous bits 
was 10, and the average number of bits in a burst was 2. 

Figure 4 is a plot of the EER as a b c t i o n  of ion LET for 
four frequencies and five passes through the switch. Figure 5 
is a similar plot but for one pass through the switch. The 
graphs show that the LET threshold for SETs is below 2.86 
MeV.cm2/mg. The EER increases with increasing LET and, 
for fixed LET, the EER generally decreases with increasing 
data rate. Also, the EER for five paths through the switch is 
higher by a factor of about five over that for a single path. 
Figure 5 shows the average burst length as a function of 
LET for four different frequencies and five passes 
through the switch. The data show that the average burst 
length increases with both LET and data transmission rate. 
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Fig. 6. Average length of error bursts as a function of ion effective 

LET for four different data rates and five paths through the switch. 

V 

10 20 30 

Effective LET (MeV.cm'/mg) 
Fig. 7. Average length of error bursts as a function of ion effective 

LET for four different data rates and one path through the switch. 

Fig. 8 is a plot of the SEFI cross-section (OS& as a 
h c t i o n  of ion LET calculated by averaging the data for all 
transmission rates at each LET and based on the assumption 
that QEFI was independent of data transmission rate. The data 
points are fit with a Weibull function whose parameters are 
listed in the graph's legend. The saturated SEFI cross-section 
for 5 paths through the switch was 2x10-'cm2 and the LET 
threshold was 6 MeV.cm*/mg. The SEFI cross-section for one 
path through the switch had the same LET threshold (6 
MeV.cm2/mg) as that for five paths, but the saturated cross- 
section (3x107cm2) was a factor of about 7 smaller, which is 
close to the expected ratio of 5 .  

B. Pulsed-Laser Irradiation Results 
A pulsed laser was used to probe all areas of the chip 

to identify the origins of SETS and SEFIs. Even though 
we were unable to obtain a detailed circuit diagram of 
the switch, we were able to distinguish the main 
fiInctiona! blocks on the chip shown in fiwre 6. 

LET, (MeV.cm2/mg) 

Fig. 8. SEFI cross-section as a hnction of ion effective LET for four 
different data rates and 5 paths through the switch. The solid line is 
a fit to the data using a Weibull function. 

The area of the chip containing the switches (A) is clearly 
identifiable from the 33 rows and 17 columns, corresponding 
to the inputs and outputs, respectively. Adjacent to the switch 
matrix is a region containing the input decoders (B). On the 
opposite side of the switch are the output amplifiers (C). The 
inputs are along the left and right sides of the switch. 
Configuration registers are in region (D). For pulsed-laser 
testing, input #19 was connected to output #7. 

Fig. 9. Photomicrograph of the AD8151 shows the areas 
containing the switches (A), the decoders (B), the output buffers (C) 
and the configuration registers (D), all of which are sensitive to 
SEUs. 

Bursts of errors were observed when switches in the 7" 
column (the output column) were irradiated with pulsed laser 
light. Every switch in the 7' column was SET sensitive and 
no switches in any of the other 16 columns were sensitive. 
Bursts of errors produced with pulsed laser light are similar to 
11 . .. 1 .. -.-J LL- -_A __._^ :-..-l:-&-J --.:&I. I. ̂ ___. :--- 
LIIUSC OUbCrVGU W l l G l l  UIG poll W& UIQUIQCGU WlLl l  I lGQVY IUIID. 
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the ABL as a b c t i o n  of laser pulse energy and data rate. 
ABL scales linearly with laser pulse energy and increases 
with increasing data rate. Comparison of figures 10 and 11 
reveals that the ABL of SETs generated in the buffer is longer 
than for SETs generated in the switches. Furthermore the 
energy threshold for generating SETs in the output buffer 
appears to be slightly higher because there is some data for 
the switch at energy 10 A.U. 

The latches containing the configuration data (area D) were 
also scanned with the pulsed laser. The only kinds of SEUs 
observed were those causing a halt in data transmission. 
Without detailed information about the registers containing 
the configuration data, we were unable to draw any significant 
conclusions about which bits produced upsets. 
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V. DISCUSSION Laser Pulse Energy (Arbitrary Units) 
Fig 10. Average number of bits in an error burst as a function of 
laser pulse energy for three different data transmission rates with the 
laser light focused on the switch. The data were fit with straight 
lines. The lowest point on the laser pulse energy scale at 10 A.U. is 
the threshold for producing SETs. 
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Laser Pulse Energy (Arbitrary Units) 
Fig. 11. Average number of bits in an error burst as a function of 
laser pulse energy for three different data transmission rates with the 
laser light focused on the output buffer in the seventh column. The 
data were fit with straight lines. The lowest point on the laser pulse 
energy scale is the threshold energy for producing SETs. 

The average burst length (ABL) was measured as a function 
of laser intensity and data rate at various locations on the 
chip. Fig. 10 shows the results obtained when the light was 
focused on switch #1 in output column #7. The data reveal 
that the ABL increases with both laser pulse energy and with 
data rate. For pulse energy of 30 (arbitrary units) the average 
burst length is about eight times longer for a data rate of 3.2 
Gbps than for 0.32 Gbps. 

The light was scanned throughout the entire region where 
the decoding circuitry was located. Only the decoding 
circuitry associated with the 7* column was sensitive to 
SETs. This suggests that SETs in decoding circuitry affect 
only the switches in the output column actually active, which 
limits the sensitive area. 

SETs were also generated when the light was focused on 
the output buffer at the end of the 7” column. Fig. 11 shows 

Temporary disruptions in data transmission are termed 
SETs. They are caused by ions passing near or through a 
transistor’s sensitive junction. As they travel through the 
semiconductor material, the ions liberate electrons and holes 
that are subsequently separated by the junction’s electric 
field. This process leads to a change in the voltage on the 
node that, if sufficiently large, can cause an off transistor to 
turn on. Eventually, the excess electrons and holes recombine, 
and the disturbed voltage returns to its original value. During 
the time the voltage is disturbed data transmission through a 
switch is interrupted. 

The mechanism described above explains how a burst of 
errors occurs when an ion deposits charge in a switch. The 
“off’ bipolar transistor in figure 2b may be turned “on” if 
sufficient charge is deposited in its base-collector junction. 
The deposited charge causes the voltage on Out(+) to drop 
and prevents the differential input voltage fiom reaching the 
output. This continues as long as the excess charge is present 
and all data bits transmitted during that time are lost. The lost 
bits together form a burst of consecutive errors. When all the 
excess charge has recombined, the switch resumes proper 
operation and the error burst comes to an end. 

The dependence of the average burst length of an SET on 
ion LET (or laser pulse energy) is easily understandable in 
light of the above description. The amount of charge 
deposited by an ion or a pulse of laser light increases with ion 
LET or laser pulse energy, respectively. Because it takes 
longer for the additional charge to recombine, it follows that 
the duration of a SET increases with deposited charge, and 
the associate ABL also increases. 

Figs. 6 and 7 show that the general trend is for the ABL to 
increase with ion LET, a dependence that is consistent with 
SETs having longer duration at higher LET. However, the 
increase is not monotonic with LET due to a number of 
possible reasons. The first is that the LET was varied in some 
cases by changing the angle of incidence, which might have 
an effect on the duration of the SET. The second is that ions 
also strike the configuration latch, producing SEFIs that stop 
transmission before sufficient bursts have been counted to 
obtain good statistical data. 
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Inspection of the raw data shows that there is a large 
distribution of burst lengths during each run, particularly for 
high LET ions. For example, for a LET of 30 MeV.cm2/mg, 
the length of a burst varies from a single bit to more than 100 
bits, though the average is about 13 bits. Good statistical data 
is difficult to obtain at high LETs because SEFIs usually 
cause the switch to stop operating altogether before sufficient 
SETs have been collected. 

The variations in burst length are caused by variations in 
ion strike location. First, more charge will be collected fiom a 
strike in the center of a sensitive node than a strike at the 
edge, leading to longer bursts for ion strikes in the most 
sensitive regions. This was demonstrated by moving the 
location of the focused laser light in the vicinity of a SET 
sensitive node and noting the length of the bursts. Secondly, 
different nodes have different sensitivities and a relatively 
insensitive node will produce shorter bursts than a more 
sensitive one. 

Figs. 10 and 11 show that the ABL produced by pulsed 
laser light depends linearly on laser pulse energy. This is 
consistent with the time it takes for charge to be collection 
across a transistor junction - the more the amount of 
deposited charge, the longer it takes for the charge to be 
collected. 

The same mechanisms of charge collection lead to the 
prediction that the ABL should be linearly dependent on data 
rate for a fixed ion LET. Simpiy stated, the faster the 
transmission rate, the more bits will be disturbed for a 
particular LET. Figures 10 and 1 1  confirm that the ABL 
scales approximately linearly with data rate for fixed laser 
light energy. Fig. 10 shows, for example, that, for laser pulse 
energy of 30 arbitrary units, an increase in the data rate &om 
0.32 Gbps to 1.6 Gbps - a factor of 5 - results in an increase 
in the ABL of fiom 1.5 to 8 error bits - a factor of 5.3. 
Although the ion data also show that the ABL increases with 
data rate for fixed ion LET, the increase fiom 0.32 Gbps to 
3.2 Gbps is closer to a factor of 3 than the expected factor of 
10. 

Figures 4 and 5 show the EER as a function of ion LET for 
different data rates. Curves through to the data points have 
shapes very similar to those for cross-section because, as can 
be seen in equation 1, the EER is just the cross-section 
normalized by the bit transmission rate. In fact, a measure of 
the recovery time can be obtained from the data rate and the 
ABL. Thus, for a data rate of 3 Gbps and a LET of 30 
MeV.cm*/mg, the ABL was 14 bits, equivalent to a recovery 
time of 4.6 ns. 

A laser scan of the switch matrix for the case where input 
# 19 was connected to output #7 revealed that the switch at the 
intersection of row #19 and column #7 was SEU sensitive, as 
were the other 32 switches in output column #7. No switch in 
any other column was SET sensitive. This can be explained 
by referring to figure 2 - charge deposited in the 
baseicoiiecior of i'ne off iransisior CBUSGS 1 &up iii riie Vutipui 
voltage which will be sensed by the output buffer and 

transmission stops. Charge deposited in any other switch in 
column #7 will also be sensed by the output buffer and result 
in a SET. Ion strikes to switches in other columns will cause 
the same effect on their outputs, but in the particular 
configuration tested here, those outputs are not connected, so 
no data passes through them. The input amplifiers are able to 
drive current through all switches in their rows. As a result, 
charge deposited by an ion in any switch in row #19 other 
than the switch that is also in column #7 will have no effect 
on data transmission fiom input #19 to output #7. 

This finding has important implications for using this 
device in a radiation environment. One approach to hardening 
the device against SETs would be to minimize the path length 
through the switch matrix. For instance, connecting input #1 
to output #1 results in the shortest path through the switch. 
However, because all 33 switches in the output column are 
SET sensitive, the SET rate should be no different fiom that 
obtained by connecting input row #33 to output row #17, the 
longest path through the switch. Furthermore, the SET rate 
should scale linearly with the number of connected outputs. 
This is in fact the case. The EER for five paths through the 
switch is roughly five times greater than for one path through 
the switch. We note that SETs generated in the output buffer 
and decoding logic make relatively small contributions to the 
total SET rate because their SET sensitive areas are small 
compared with the contributions from the 33 switches in each 
coiumn. Furthermore, they have siightiy higher LET 
thresholds than the switches. 

At LETs greater than 6 MeV.cm2/mg, the SEU rate is 
dominated by the much more pernicious SEFIs, which cause a 
loss of transmission until the configuration data are reloaded 
into the second rank latch. The severity of the problem 
depends on the number of connections made in the switch. 
For a single connection only the data needed to specify the 
connection between input # 19 and output #7 is critical. SEUs 
in that data will cause a SEFI. SEUs in data specifying the 
states of other switches will have no effect on data 
transmission. Clearly, as more connections are made between 
inputs and outputs, the amount of critical data in the second 
rank latch increases. 

VI. SUMMARY AND CONCLUSION 
With the aid of the pulsed laser we were able to identify the 

origins of the SEUs in the AD8 15 1 crossbar switch. Bit-errors 
occur when ions strike the decoding circuit, the switches, the 
output amplifier and the buffer. They are SETs because the 
nodes are only temporarily disturbed by the deposited charge 
and they have a recovery time that can be calculated fiom the 
data rate and the burst length. The relatively long bursts mean 
that simple error-detection-and-correction codes will not work 
in a radiation environment containing energetic heavy ions. 
We also found that all the switches in the output column are 
SEU sensitive regardless of which input is connected to that 
column. As a result, minimizing the path length through the 
switch cannot reduce the bit error rate. Tine resuits ofthe iaser 
testing confm that the EER should be greater for the 
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configuration where the data passes five times through the 
switch as compared to where it passes only once through the 
switch. For five passes through the device, all the switches, 
amplifiers, buffers and decoders in five columns will be 
sensitive as compared to only one column for a single passage 
through the switch. 

SEFIs occur when ions strike the registers in the 2”d rank 
latch containing the configuration data. The heavy ion data 
show that a loss of transmission takes place after a smaller 
fluence for five paths through the switch than for one. The 
non-blocking design means that transmission will only be 
halted if a switch is turned off and for the case of five paths 
through the switch, there are five times as many switches to 
reprogram. Since SEFIs are generally more serious than 
bursts of bit errors, hardening the configuration registers to 
SEUs would greatly improve the reliability of the crossbar 
switch and can be done without compromising the high-speed 
performance of the device. 
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