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Abstract:

Leveraging a comprehensive analysis of Cyber-Physical Systems (CPS) in Europe, this chapter presents
overall findings focusing on (i) a characterization of CPS, (ii) opportunities and challenges in
representative CPS application domains, and (iii) recommendations for action resulting from a cross
domain analysis. The characterization enables a high-level description of a CPS, or classes of CPS,
according to their technical emphasis, cross-cutting aspects, level of automation and life-cycle
integration. We illustrate how these characteristics can be used to relate to design issues, systems
and related terms.

The recommendations are to (1) Strengthen cross-disciplinary research collaboration, (2) Foster CPS
education and training, (3) Stimulate public-private partnerships for CPS technology experimentation
and to ensure dependable ICT infrastructure, (4) Promote interoperability of CPS technology, (5)
Anticipate new business models and supporting open innovation, (6) Ensure trustworthiness
including safety and security, and (7) Favor human-centered approaches to CPS.

Keywords: Cyber-Physical Systems, socio-technical systems, disruptive innovation, technological
paradigm shift, automation, life-cycle integration, cross-domain integration, embedded systems,
internet of things, systems of systems.



Introduction

The findings described in this chapter draw on the CyPhERS project, an EU-funded support action
that developed a strategy and agenda for CPS in Europe. This chapter summarizes the findings,
focusing on (i) a characterization of CPS, (ii) opportunities and challenges in representative CPS
application domains, and (iii) recommendations for action resulting from a cross domain analysis.
The interested reader should consult CyPhERS project deliverables for details, starting with
deliverables D6.1 and D5.2, Schatz et al. (2015) and Torngren et al. (2014), with further references
therein.

As identified during the CyPhERS project, there are different interpretations of what constitutes a
CPS, depending on what perspective is taken. The increasing connectivity, and penetration of
electronics and software into all facets of our lives, is referred to differently by different research
communities, such as Cyber-Physical Systems (CPS), Internet of Things (loT), Ubiquitous Computing
and the Fog and the Swarm; or labelled under application oriented terms such as Smart Cities or
Industrie 4.0 (CPS in manufacturing). This led the CyPhERS project to devote a special effort to
characterize CPS to complement existing definitions.

The core members of the CyPhERS project drew on their own expertise, and external expertise.
Consequently, the project ran several workshops including consultations with a large number of
experts, carried out state-of-the-art surveys, and undertook in depth analyses, including SWOT
analyses, for five domains that were selected for investigation: Manufacturing, Health, Smart grid,
Transportation and Smart cities.

CyPhERS had a broad remit and early on decided to go beyond a traditional technological focus. A
major reason for the broader scope is due to the perceived disruptive nature of CPS and the potential
ways in which CPS technology increasingly affects virtually all aspects of our society.

Based on the analyses of the five domains, CyPhERS conducted a cross-domain analysis to identify
opportunities, challenges and strategies found to be common across the domains. This analysis led to
the identification of high-level recommendations for action to grasp opportunities and deal with
challenges.

In the remainder of the chapter we first provide the characterization of CPS, followed by an analysis
of the five selected domains. We then proceed to describe the synthesized recommendations.
Finally, we discuss the results and summarize conclusions. Overall, the chapter contains references
for further reading (including the CyPhERS deliverables) and the discussion section provides
references to related surveys.

CPS characterization

The term Cyber-Physical Systems (CPS), introduced in the US in 2006, was prompted by the increase
of technical systems in which interactions between interconnected computing systems and the
physical world are of primary importance. Early definitions illustrate how CPS are found both in the
small and the large: “Such systems use computations and communication deeply embedded in and
interacting with physical processes to add new capabilities to physical systems. These CPS range from
minuscule (pace makers) to large-scale (the national power-grid)", CPS-summit (2008).

While such definitions make sense, they are generic; it is becoming increasingly difficult to identify
systems which are not Cyber-Physical, given the increasing digitalization with penetration of
electronics and software into virtually all facets of our lives. The concept of CPS ranges from massive
to minimal systems. The concept is moreover inherently multi-disciplinary and multi-technological,
and relevant across vastly different domains, with multiple socio-technical implications. The



relevance of CPS thus remains difficult to evaluate for the uninitiated with respect to their impact
and applicability to particular industrial sectors.

We therefore provide a high-level and minimalistic characterization of CPS using four perspectives
that we deem of primary importance, namely, Technical emphasis, Cross-cutting aspects, Level of
automation and Life-cycle integration. Our intention is to facilitate the description of particular CPS,
or classes of CPS, of interest, and to provide a checklist to support planning and design of a CPS.

CPS characteristics

e Technical emphasis. CPS represent the integration of physical and embedded systems with
communication and IT systems. With technical emphasis we refer to the technical part(s) of a CPS
that are considered to be of particular importance, e.g. the embedded computing or the IT parts.
When designing a CPS, there is a corresponding need to decide where emphasis should be
placed, closely related to (i) how physical and embedded system parts are co-designed to enable
optimizations and synergies, and (ii) how communication capabilities are used to off-load
systems to enable cost reductions, optimized operations, etc. The most obvious impact of the
associated design choices is on the scale and capabilities of a CPS, but there are also indirect
business implications. As part of this characteristic we also encompass the considered scale of a
CPS to further clarify the focus.

e Cross-cutting aspects. With cross-cutting aspects we refer to system properties (such as safety
and security), jurisdiction (i.e. applicable standards and legislation) and governance (i.e. where
responsibility lies for the safe, efficient, secure operation of the system). These aspects thus refer
to the constraints for operation and organizational responsibilities in meeting those constraints.
The advances in connectivity make it possible to create new applications that span several
traditional application domains. This opens up new business opportunities, but also requires that
technical and non-technical "gaps and barriers" across the domains are dealt with. While
connectivity may be desirable it also necessitates explicit consideration of properties such as
security. Adaptability across different environmental contexts and use cases is often driven by
business considerations (e.g. reduced maintenance costs and increased availability), and may
eventually require dynamic reconfigurability.

e Level of automation. Designing a CPS involves careful investigation to ascertain a suitable /level of
automation. With level of automation we refer to what activities are automated and to what
degree, Parasuraman, Sheridan and Wickens (2000). The increasing interest in autonomous
vehicles has driven the development of classifications of levels of automation, e.g. the standard
for automated driving established by the Society for Automotive Engineers, (2014). CPS are
typically designed to act more or less independently of humans, even if they may be triggered by
human inputs, or interact closely with humans, including shared control. Shared control also has
its challenges: it is crucial to clarify who is in control at any point in time to make sure that
unintended control does not take place, implying that human-machine interface design is often
crucial. The level of automation closely corresponds to notions such as adaptability and to some
extent corresponds to the “smartness” of a CPS.

e Life-cycle integration. Life-cycle integration is driven by quality, cost and business concerns. With
life-cycle integration we refer to a spectrum, from a CPS with no integration in the management
of the product, services and data over the life-cycle, to full integration of development and
operations, including capabilities to upgrade and collect data from an operational system. The



resulting trade-off concerns the benefits vs. the costs of investments to ensure integration
between the various IT systems (e.g. the engineering environments) and with the product in
operation.

In describing CPS, the characteristics help to clarify what type of system that is considered, also with
regard to different stakeholders and viewpoints. The characteristics in addition serve to set the
ambition in CPS design, e.g. regarding the desired level of automation. The characteristics are
applicable for both small and large CPS.

Many terms have been coined to mirror the opportunities enabled by connectivity and computing.
These terms largely provide similar messages but from different perspectives. The CyPhERS project
contrasted CPS with such other terms. We here provide two examples of this based on the
characteristics and refer interested readers to Torngren et al. (2014) for further examples:

loT emphasizes sensing of the physical world and uniquely identifiable things with (internet)
connectivity, that communicate data with limited or no human interaction. Communication is often
considered the key aspect — thus providing a specific technical emphasis. CPS differs through a
systems perspective, not necessarily requiring internet connectivity.

Systems of Systems (SoS) usually address the construction of evolving large-scale systems and the
coordination among those systems, specifically focusing on integration and optimization to satisfy a
wide range of objectives. The concept of SoS is independent of the type of system (e.g.
organizational or socio-technical). Many SoS will indeed incorporate CPS, and may also themselves be
considered as CPS (as long as one can reconcile the terms system and SoS). The cross-cutting aspects
of a CPS will largely characterize whether the actual CPS is a SoS or not.

Further CPS characterization through market analysis

CPS have the potential to be disruptive — to substantially change the nature of markets. This can be
through creation of new markets or through substantial changes of ecosystems. CyPhERS developed
a market analysis method, to try to identify the potential for CPS to shape markets — whether
disruptive or transformative, McDermid et al. (2014). The method, which complements the
previously described characteristics, includes an analysis of opportunities and constraints at each of
four “layers”: social, process, information and technology, see Figure 1; this model is known as the
SPIT model, Sillitto (2010). CPS are anchored in the technology and information layers. For example,
innovations at the information layer may allow horizontal integration by drawing on the sensing
capabilities of CPS. Such integration may in turn enable new business models at the process level.
Innovation and constraints can arise at any level, but the constraints at the social level are important,
as what is possible might not be socially acceptable.

An initial analysis of the five domains studied in the CyPhERS project came to the conclusion that
disruption is unlikely in the domain of smart grids, but much greater changes are possible in the
other domains, McDermid et al. (2014). While these findings need further in-depth analysis to be
validated, we found the SPIT model useful for reasoning about the role of CPS in socio-technical
systems including assessing potential business impact.

Analysis of representative CPS domains



The analysis of opportunities and challenges in the CPS domains was carried out as a comprehensive
SWOT analysis, Torngren et al. (2014). This section summarizes opportunities and challenges
identified during the analysis, based on the mentioned CPS characteristics.

CPS in manufacturing

The industrial domains and processes of Manufacturing, representing a major socio-economic force,
are strongly characterized by the use of CPS technologies. Manufacturing encompasses CPS with
different types of technical emphases, from 3D scanners/printers to cloud manufacturing. The
increased emphasis on IT integration and openness means that security, as a cross-cutting property,
is becoming increasingly important. Manufacturing has been a forerunner in automation with
solutions transferred to other domains, e.g. from industrial robotics to autonomous vehicles. Mass
customization is currently driving the development of more flexible and efficient production systems,
see e.g. Wang et al. (2015). Advanced industrial companies have already introduced life-cycle
integration — tracing real operational data back to development and manufacturing. This trend is
likely to continue. Manufacturing as a domain, has also to some extent been integrated with other
domains, primarily with transportation for logistics, providing cross-domain solutions. Opportunities
arise from new business models involving open innovation, paving the way for flexible, customizable
distributed manufacturing schemes.

At the societal level, it is essential that sustainability be taken seriously. We note for example that
about 14% of the total 2,652 million tons of waste that were generated in EU-27 countries in 2008
were due to manufacturing, Eurostat (2011). CPS technology provides solutions that assist in dealing
with sustainability, such as modular architectures to facilitate reuse and recycling.

Complex CPS will feature prominently in future manufacturing systems. The management of such
systems, dealing with security and safety risks, and providing efficient interoperability, poses barriers
to their successful industrialization. Lack of the new competences required may prevent successful
industrial evolution; in particular the provision of additional skill sets encompassing internet, security
and software are seen as a key enablers.

CPS in healthcare

CPS in healthcare have varied applications and technical emphases, from medical devices to improve
the efficacy of medical treatment and surgery, to remote services based on collected data. The
paradigm shift in Jevel of automation from what used to be essentially passive devices, controlled by
human operators, to IT-enabled devices is significant. Emerging health-care devices and equipment
actively control critical physiological processes and functions. The embedded computing, sensing,
modeling, communications, and deep integration with physical elements and processes allow these
new CPS to achieve levels of functionality, adaptability, and effectiveness not possible with simpler
passive systems, NITRD (2009), HMGov (2013).

A widespread adoption of CPS will be able to provide data of unprecedented size and accuracy
regarding the effectiveness of treatment, giving doctors invaluable information for fine-tuning
processes and procedures to achieve better life-cycle integration for both products and patients.
Similarly, a better understanding of the side conditions and real-time information is essential to
personalize treatments and achieve better outcomes. In particular, CPS have the potential to reach
the body using minimally or non-invasive techniques, which lower costs and enhance mobility,
independence and quality of life. The continuous monitoring of a chronic condition has also the
potential of substantially shifting care delivery from inpatient to outpatient services and to the home.



The diversity and interconnection, coupled with the sensitive nature of dealing with life-related
conditions, makes the design of CPS in healthcare challenging and leads to severe cross-cutting
issues. While data collection is essential to improve healthcare services, its security and privacy must
be guaranteed, and devices must be immune to attacks, as they may provide access to the body. At
the same time, these systems are complex and require new technologies, which have had only
limited testing, leading to malfunctions, due primarily to design failures, but also due to materials
and components, Admet (2014). This highlights the challenges faced by the design process, which
must be supported by new methodologies and tools, Davare et al. (2013). In addition, healthcare is
regulated to guarantee, through certification, the introduction of safe and effective treatments.
However, increasingly strict regulations and longer clinical trials could have significant impact on cost
and investments. In Europe in particular, regulations are not homogeneous among the member
states, leading to uncertainty and risk for the industry.

CPS and smart grids

Infrastructures providing reliable access to energy form a foundation for our industrialized societies.
Traditionally, an electric grid is implemented by a small number of high-volume facilities on the
production side and large number of generally low-to-medium volume installations on the consumer
side, with a varying demand of a factor of four between lows and peaks during the day. The
increasingly used renewable energy resources are generally produced by a larger number of facilities
with mostly volatile volumes not in synch with the requested consumption, rendering the traditional
asymmetric and centralized management scheme of the electric grid increasingly inadequate, see
e.g. Hashmi (2011). Here, the new technical emphasis of the CPS of a smart grid offers a solution by
enabling the decentralized and cooperative coordination of technical and organizational processes,
from the control of a photovoltaic installation to the billing and trading of energy. Such decentralized
solutions enable microgrids (local grids) that can operate with or without a connection to the main
grid.

Similarly, automation that monitors and predicts consumption as well as production of renewables,
via smart meters on a fine-grained level, facilitates a reliable short-term balancing of demand and
supply. The use of intelligent devices and managed installations including low-volume energy buffers
(e.g. batteries), support a shift from a supply- to a demand-side management of the grid. The highly-
automated control of a CPS allows these processes to be scaled to the required number of
participants.

A life-cycle integration that allows this control to be updated seamlessly across an entire smart grid
promises even further gains. Locally inefficient control can be identified and replaced seamlessly, and
additional data or distributed sensing capabilities added in a modular fashion. Furthermore, if data is
shared between the manufacturers and users of CPS of smart grids, further opportunities for
customization can be identified.

However, this will not happen if the necessary technological (including interoperable, safe and secure
infrastructure) and regulatory prerequisites (including suitable tariffs, market models and
transnational grid operation schemes) cannot be established. The ability to understand the cross-
cutting implications of producing, trading in and monitoring energy must be solid enough, so that
uncertainty and risk does not prevent distributed investments into smart grid infrastructure.

CPS in transportation

Transportation encompasses CPS, all the way from smart components such as a smart tyre to
intelligent transportation systems. As transportation systems are growing to meet the future
demands of society, they are evolving towards increasingly complex SoS, as exemplified by the new



European Rail Traffic Management System (ERTMS). ERTMS encompasses CPS with a new technical
emphasis through a dedicated GSM communication system that connects trains, infrastructure
systems and system management.

Transportation systems have a direct relation to cross-domain integration. Transportation services
require the coordination of processes across sectors like logistics, automotive and rail. The
coordination is influenced both by the corresponding vehicles and infrastructural components (e.g.
roads and communications), with differences including speed, capacity, cost, and governance.

With logistics being an integral part of industrial and societal processes, the shift from mobility as the
provision of vehicles to mobility as a service is accelerating. Modern mobility solutions will
increasingly focus on highly automated forms of transport, addressing the need for individual
transport without the need for an individually owned vehicle. The vision of automated guided and
connected vehicles is not only necessary to cope with the increased demand for mobility, but also
address the additional societal goals of increased safety, efficiency, security, convenience, and the
economy, Sussman (2005). An important factor is the requirement to adapt transport services to an
increasingly ageing population: quality, reliability, security, accessibility for persons with reduced
mobility, and safety are essential to meet this requirement with public transport.

While most CPS domains share similarities in the challenges they face, there are several unique
problems linked to transportation CPS. The customization and variability of system architecture
weaves a level of complexity rarely observed. The ultra-competitive global landscape mandates ever-
evolving requirements for enhanced capabilities, resulting in the need to rapidly adapt systems. The
changing landscape leads to an increased importance of cross-cutting aspects such as safety and
security; and the evolving need for life-cycle integration to allow for pattern analysis of accident
statistics, continuous updates to vehicles to remove defects or avoid unsuitable driver behavior, etc.
In addition to the competition in the pursuit of vehicle consumers, the global competition at the
component level is equally fierce, resulting in a diverse and constantly evolving set of component
suppliers that must provide products to be integrated into the whole.

CPS and smart cities

Smart Cities involve the integration of many domains of CPS research and technology. In addition,
they touch other domains such as architecture and legal, economics and social sciences — they truly
place emphasis on the cross-domain aspects of CPS. A background paper by the UK Department for
Innovation and Skills provides a good summary of the challenges and opportunities that cities and
business are facing when inserting digital technology into cities, UKBus (2013).

Opportunities for CPS in smart cities abound due to the present situation. In Europe many of the
cities date back to the Roman times. This results in an often chaotic layout of the downtown areas
with narrow and winding streets. Traffic is at times unmanageable. In the US, the situation is more
critical in other respects, such as the large number of cars in the urban highway systems. Without the
determined use of advanced technology with a new technical emphasis the situation will be
unmanageable. The deployment of a capillary network of sensors and of pervasive communication
typical of CPS allows monitoring and controlling security, safety and efficiency in smart cities as well
as the development of new services to make cities more livable. A high degree of automation of
future city services will provide an unprecedented ability to avoid wasting resources when directing
city transports; losses linked to water pollution, fire or the release of hazardous materials; and
disturbances due to failing infrastructure.

The most serious challenges are related to decision makers, often unaware of technology. Whenever
confronted with a plan to add a CPS driven infrastructure or service, they may fall prey of unwise



designs. Indeed, there have been examples of technology insertions that ended up in totally wasted
money and effort, Greenfield (2013). An increased level of life-cycle integration, where data is
harvested and certain smart city technology proven to be linked to benefits, will be required to allow
decision makers to act (almost) regardless of their level of technological expertise.

Recommendations based on a cross-domain analysis

The SWOT analysis for CPS domains was followed by a cross-domain analysis. This analysis was used
to identify patterns (challenges, opportunities, strategies) common across the domains, Torngren et
al. (2014). Due to space limitations, we focus on the common recommendations across domains.

Strengthen cross-disciplinary research collaboration: The need to strengthen key research in CPS is
common across most CPS domains since current approaches to design and verification are already
stretching the limits for cost-efficient system development; there is an urgent need to update the
engineering methodologies for CPS. There is a need to develop funding schemes that to a greater
extent stimulate the creation of truly multidisciplinary consortia, bridging the gaps between
traditional disciplines, e.g. embedded systems vs. internet and big data, and between application
domains. Corresponding strategies include support of broader networks of excellence, and to
stimulate learning networks among industrial domains.

Foster enabling education and training: Excellence in education and a skilled work force is of
paramount importance for exploiting CPS opportunities. The problem is the growing amount of
knowledge and skills required for product and service engineering. In order to create engineers
capable of building CPS, education must break the disciplinary silos, and provide cross-disciplinary
technology and project experiences. Incentives are needed to stimulate academia and industry
collaboration in education. To ensure the necessary re-qualification, an academic-industrial alliance
should be formed to support engineers in life-long learning.

Stimulate public-private partnerships for CPS technology experimentation to deal with societal
challenges and to ensure a dependable information and communication infrastructure: The
adoption of key CPS technologies will depend on their maturity, requiring their application in real-
world and large-scale installations through maturation initiatives. The level of complexity introduced
by CPS further mandates experimental and incremental approaches to system realization. Public-
private partnerships are needed to ensure the availability and affordability of dependable and
trustworthy information and communication infrastructure.

Promote interoperability of CPS technology through reference platforms and standards: CPS
depend critically on integration. Public incentives are needed to facilitate interoperability across the
engineering life-cycle, and within and across domains and disciplines. Interoperability goes beyond
technology and requires consideration of, for example, concrete business drivers and regulations to
make sure that "standards" are developed at the right level. This amounts to providing reference
platforms to support the integration of services as well as homogenizing interoperability standards.
Whilst this activity must be led by industry, regulators and other public bodies should encourage and
support these initiatives.

Prepare for disruption by anticipating new business models and supporting open innovation: New
value-added end-user services will become important ‘products’ in the context of CPS and will give
rise to new business models and ecosystems (for example by selling transport services rather than
vehicles). To stimulate such ecosystems, forums should be provided facilitating contacts and
collaboration among innovators trying to enter the service ecosystem of a CPS and existing providers
of services. Research and innovation should also stimulate the development of, and research into,
new business models. The orchestration of basic services will often rely on established and cost-
intensive infrastructures where innovation opportunities will depend on easy access to those
services. Funding programs must therefore promote open standards, the provision of open-source or



open/free license results, and promote interoperability. Opportunities for big-data analytics require
well-defined open data access as well. In order to reduce entry barriers for innovative enterprises
clear liability regulation frameworks must be provided and corresponding supporting technologies
must be put into place that help to identify acceptance and delegation of responsibilities for services
provided.

Ensure trustworthiness including safety and security: The pervasiveness of CPS implies that their
malfunction or misuse can have dramatic negative effects on society and the economy. Safety and
security are exposed as intertwined and truly cross-cutting issues. They require revised standards and
regulations and the development of new engineering methodologies to ensure that the implemented
systems meet agreed-upon trust levels. Security requires special consideration as previously closed
systems become exposed in new ways. Joint public and private investments are needed to assess and
improve the security of both public and private information and communication technology to
protect these critical infrastructures from cyber-attacks. There is a strong human element here — it is
humans who will determine whether or not a CPS-based system is to be trusted.

Ensure that humans are at the center of approaches to CPS: Because societies will rely on CPS it is of
paramount importance not only that they are effectively engineered, but also well understood and
appropriately used. Overall, ensuring human-centered approaches to CPS requires that related
efforts, from training to research and experimentation, need to include and consider a broader set of
stakeholders than just engineers and system developers. Essentially, a very broad set of
stakeholders, including policy makers and the general public, will need a basic understanding about
CPS implications in terms of both opportunities and risks. A further important concern is to address
the missing cross-fertilization between engineering sciences and humanities. We cannot afford this
gap to continue for societal level CPS systems. This becomes even more important with the
increasing level of automation provided by CPS functionalities. Finally, there is an urgent need to pay
explicit attention to sustainability and privacy with consideration of related trade-offs, for example
referring to data sharing vs. privacy, and openness vs. security threats. Economic, social and
environmental sustainability considerations need to be explicitly promoted in CPS initiatives to deal
with the embedding of digitization everywhere. The pervasiveness of CPS in social processes,
demands built-in mechanisms to protect the privacy of its users, but also raised awareness of those
users in interacting with CPS. To avoid misuse of sensitive data acquired by CPS, the establishment of
regulations clarifying data ownership including granting and revoking access, as well as
corresponding technical implementations are necessary.

Discussion and related work

The SWOT analysis formed one important background for the recommendations. Several interactions
with a wide range of stakeholders and other research initiatives took place to validate the findings.
We believe the end results to be valid in that they represent strategic areas for Europe (although not
necessarily valid for each European region). We also believe that many of the recommendations
would be valid also for regions beyond Europe; however, making such claims for specific regions
requires further validation.

Our recommendations were common across all domains albeit with different emphasis in some. The
need to achieve better understanding of cross-cutting aspects and domain integration deserves
special attention; engaging relevant stakeholders in debate and as part of pilot trials will be very
important.

While regulations were not highlighted as an explicit recommendation in this chapter, we would like
to emphasize the importance to evolve and harmonize regulations related to CPS, in order not to
impose over-constraining barriers.



As CPS draw upon many different fields of technology, unsurprisingly there is a partial overlap of the
identified recommendations with strategic agendas from these domains, most specifically those
targeting complex embedded and networked systems, for example ITEA-ARTEMIS (2013), and the
ARTEMIS strategic research agenda, ARTEMIS-SRA (2013). Unlike those, CyPhERS took a broader
approach including societal, market and education aspects. There is also a partial overlap concerning
the recommendations with other national agendas, most specifically the recommendation from the
US CPS Summit report, CPS-summit (2008), and the German agendaCPS, Acatech (2012). Despite
slightly different focus (regions and domains), it is notable that the findings overall point in similar
directions.

The interest in CPS is seen from a large number of publications including text books such as Lee and
Seshia (2015) and Alur (2015). For the interested reader, the comprehensive survey of CPS
technologies and applications by Khaitan and McCalley (2015) provides further useful references. The
paper by Fisher et al. (2013) reviews scientific and engineering challenges of CPS.

As a complement to our high-level characterization of CPS, more detailed frameworks include the
ones by Baras J and Austin M (2013) and the CPS-PWG (2015).

Conclusions

CPS are characterized by integration, across technologies, industrial domains and the life-cycle, and
by “smartness”. CPS can be described using a corresponding set of characteristics: Technical
emphasis, Cross-cutting aspects, Level of Automation and Life-cycle integration.

CPS, intended as the integration of cyber and physical parts, is not a new concept, but is now
increasingly manifesting itself in terms of larger scale integrated systems that provide unprecedented
opportunities for innovation.

Exploiting the opportunities made possible by CPS requires overcoming a number of challenges
including developing scientific and engineering methodologies that cater for the complexity of CPS,
providing dedicated education and training to relevant stakeholders, preparing for evolving business
models, ensuring trustworthiness, as well as dealing with societal and legislative challenges.

The recommendations we described in this chapter are geared to address these challenges.
Electronics is already being embedded “everywhere” in our societies. CPS will pave the way for even
more digitalization. CPS further creates important business opportunities for largely automated
systems. The implication is that economic, social and environmental sustainability must be
considered now in order to ensure that planning, adoption and deployments sufficiently consider
these aspects, in turn ensuring that humans remain at the center stage of a CPS-based society.
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