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Abstract

Java appletshavebeenusedincreasinglyon websites
to performclient-sideprocessingandprovidedynamiccon-
tent.Whilemanywebsiteanalysistoolsareavailable, their
focushasbeenonstaticHTML contentandmostignoreap-
plet codecompletely. ThispaperpresentsChava,a system
that analyzesandtrackschangesin Javaapplets.Thetool
extractsinformationfromappletcodeaboutclasses,meth-
ods,fieldsandtheir relationshipsinto a relationaldatabase.
Supplementarychecksuminformation in the databaseis
usedto detectchanges in two versionsof a Java applet.
Givenour Javadatamodel,a suiteof programsthat query,
visualize, andanalyzethestructural informationwere gen-
eratedautomaticallyfromCIAO, a retargetablereverseen-
gineering system. Chava is able to processeither Java
sourcefilesor compiledclassfiles,makingit possibleto an-
alyzeremoteappletswhosesourcecodeis unavailable. The
informationcanbecombinedwith HTML analysistools to
track boththestaticanddynamiccontentof manywebsites.
Thispaperpresentsour datamodelfor Javaanddescribes
the implementationof Chava. Advancedreverseengineer-
ing taskssuch asreachability analysis,clustering, andpro-
gramdifferencingcan be built on top of Chavato support
designrecoveryandselectiveregressiontesting. In partic-
ular, weshowhowChavais usedto compare several Java
DevelopmentKit (JDK) versionsto helpspotchangesthat
might impactJavadevelopers. Performancenumbers indi-
catethat thetool scaleswell.

1. Introduction

TheWorld Wide Webfirst startedwith webserversonly
presentingstatic HTML content. Later, CommonGate-
way Interface(CGI) scriptswereintroducedto run on web
serversto dynamicallycomposecontentbeforepresenting
themto theclients. Recently, Java appletshave beenused
increasinglyonwebsitesto providerich userinterfacesand

performclient-sideprocessingto generatedynamiccontent.
While many websiteanalysistools [14, 8] areavailableto
analyzethestructureof staticHTML content,mostof them
completelyignorethe appletcode,which by its naturere-
quiressoftwareanalysistechniques.

Traditionalsoftwarerepositories[29, 30, 7, 13, 3] apply
reverseengineering[12] techniqueson the sourcecodeto
build a centralinformationsourcefor maintainingcodein
a softwaresystem.Repositoriesareusefulto developersas
they make it possibleto efficiently examinethe structure
and interactionbetweencomponentsof a systemwithout
having to delve throughpotentiallyhundredsof thousands
of lines of sourcecode. Advancedtools have also been
built to performreachabilityanalysis[7], clusteringanaly-
sis[20], selectiveregressiontesting[10] andevenextraction
of light-weightobjectmodels[28, 19].

This paperpresentsChava, a reverseengineeringand
trackingsystemfor Java [1]. Thesystempresentedhassev-
eralnoteworthy features:

� Data Model for both Byte Code and Source Code:
Like Womble[19] andsomerecentJava tools,Chava
canwork on binaryclassfiles directly. However, un-
likeothertoolswith asingle-taskfocus,Chavaaimsto
have a completedatamodel(asdefinedin Acacia[7])
at theselectedabstractionlevel – classmemberdecla-
ration– to supporta wide rangeof analysisandtrack-
ing tasks. It getsadditionalinformation(suchasline
numbers)from sourcecodewhenit is available.

Analysisusingonlyclassfilesispossibleprimarilydue
to propertiesof theJava language.Java doesnot have
a preprocessor, which meansthat we do not have to
dealwith constructssuchasmacros,includefiles,and
templates,whoseinformationwould not be available
in anobjectfile. Also, Java is anarchitectureneutral
language,soits bytecodeis thesameonall machines.
Thismakesit possibleto scanthroughobjectcodein a
machine-independentmannerto discoverrelationships
in a program.



� Program Difference Database: Chava supportsdif-
ferencingof Java programdatabases.Similar to the
work on changedetectionin Java from University of
Waterloo[25], andin theearlierwork of ciadiff [5] for
C andCdiff [16] for C++,Chavaallowstoolsto exam-
inewhatchangeshavebeenmadein two differentver-
sionsof a system.However, theapproachis quitedif-
ferent: Chava cantake two previously-built databases
andcreatea differencedatabasewith minimalefforts.

� Integration with HTML Analysis: Chava canana-
lyze webpagesalongwith theembeddedJava applets
by combiningits databasewith HTML analysisresults
createdby WebCiao[8], which also usesan entity-
relationshipmodel.

To giveaquickideaof thecapabilitiesof Chava,Figure1
shows a samplediagramgeneratedby our tool from the
differencedatabasecreatedfor JDK1.0 andJDK1.1. The
querywas

Show all themethodsthatreferredto any deleted,
protectedfield memberin any Java class.

The diagram shows immediately that only one pro-
tectedfield, PushbackInputStream.pushBack , was
deleted (shown as a white oval) in JDK1.1, and five
methods were affected by this change, all in class
PushbackInputStream . It alsoshowed that all these
referenceshave now beenremoved (representedby dot-
ted edges)in JDK1.1. By doing a reverse reachabil-
ity analysis for three layers, we see that the method
DataInputStream.readLine , whichrefersto two of
thosemethodsthat usedto accessthe deletedfield, is af-
fectedby this changeaswell andshouldberetested.Note
thatsolidedgesindicaterelationshipsthatremainin thenew
version(JDK1.1).Findingcorrelationsbetweenanew soft-
warefeatureandchangedprogramentitiesandrelationships
is frequentlyusefulin helpinglocateproblemsshouldthey
ariseaftertheintroductionof thenew feature.

2. A Data Model for Java

Our Java Data model is based on Chen’s entity-
relationshipmodel[4]. EachJava programis viewed asa
setof entities,which mayreferto eachother. Entitiesexist
for eachlanguageconstruct,suchasclasses,methods,and
fields. Relationshipsbetweenentitiesencompassnotions
suchasinheritanceandmethodinvocation.Thissectionde-
scribesin moredetail the compositionof the entitiesand
relationships.

A propertythat our modelmustsatisfy is that of com-
pletenessasdescribedin Acacia[7]. In orderfor ourmodel
to be complete,it mustbe the casethat if the compilation

of anentityA dependsonentityB, a relationshipbetweenA
andB is in themodel.Wesatisfythisconditionwith oneno-
tableexception.In Java,classescanbeloadedandmethods
canbeinvokeddynamicallyat runtimeusingthereflection
API [26]. Programsthatdo this maynot satisfycomplete-
ness.Completenessallows us to performanalysessuchas
deadcodedetectionandreachability.

In selectingan appropriatemodel, a level of granular-
ity mustbechosen.Not enoughgranularitywill preventa
userfrom beingableto makenon-trivial queries.However,
too muchgranularityleadsto a databasethatis too largeto
handlequeriesefficiently. Our modelhandlesclassmem-
berdeclarations.We createentitiesfor all constructsup to
this level of granularityin aprogram,but donot includein-
formationdown at the level of statementsandexpressions.
Thatmeansdetailedcontrolflow analysisor patternmatch-
ing on programconstructs[23] is not available with this
level of abstraction.

We will illustratethe modelwith an exampleof a sim-
ple Java program.Figure2 containsthe sourcecodefor a
setof classesthat implementscirclesandrectangles.The
baseclassShape is extendedto implementCircle and
Rectangle .

2.1. Entity types

Ourmodelhandlesthefollowing Javaentity types:

� class: Containsdeclarationsanddefinitionsof a col-
lectionof methodsandfields.

� interface: Interfacesaresimilar to classes,but do not
containdefinitions. Classesimplementthe declara-
tionsof zeroor moreinterfaces.

� package: A setof classes.

� file: Sourcecodethatcontainsoneor moreclasses

� method: A functionthatis partof a class

� field: A variableor constantthatis partof a class

� string: Stringsthatarereferencedby methodsor fields.

For example,in Figure2, wehavethefollowing entities:
Classes: Shape,Circle,Rectangle
Interfaces: Cloneable
Packages: graph
Files: Shape.java
Methods: Shape.printArea,Circle.Circle (constructor),
Circle.area, Circle.circumference, Rectangle.Rectangle,
Rectangle.area,Rectangle.circumference
Fields: Circle.r, Circle.PI,Rectangle.w, Rectangle.h
Strings: "Area:"
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java.io.PushbackInputStream.pushBack

int java.io.PushbackInputStream.available()

void java.io.PushbackInputStream.PushbackInputStream(java.io.InputStream)

int java.io.PushbackInputStream.read()

void java.io.PushbackInputStream.unread(int)

int java.io.PushbackInputStream.read(byte,int,int)

java.lang.String java.io.DataInputStream.readLine()

Figure 1. A Sample Reverse Reachability Diagram from the Difference Database of JDK1.0 and JDK1.1

// file name is Shape.java
package graph;

abstract class Shape implements Cloneable
{

public abstract double area();
public abstract double circumference();
public void printArea() {

System.out.println("Area:"+area());
}

}

class Circle extends Shape
{

protected double r;
protected static double PI = 3.14159265;
public Circle(double r) { this.r = r; }
public double area()

{ return PI * r * r; }
public double circumference()

{ return 2 * PI * r; }
}

class Rectangle extends Shape
{

protected double w, h;
public Rectangle(double w, double h)

{ this.w = w; this.h = h; }
public double area() { return w * h; }
public double circumference()

{ return 2 * (w + h); }
}

Figure 2. A Simple Java Program

2.2. Attributes

All entitiescontainthe following attributes: id, name,
kind, file, begin line, endline, andchksum. Thechksumat-
tribute is a 64 bit integer that canbe usedto comparetwo
versionsof anentity. Thisattributeis usedwhencomparing
two databasesthat representdifferentversionsof the pro-
gram.

Themodelalsoincludesotherattributesthatonly apply
to certainkinds of entities. Table1 summarizestheseat-
tributes.They areasfollows:

� parent: Theparentof a method,a field, or a string is
its definingclass.Theparentof a classis thepackage
thatcontainstheclass.Packagesandfiles do not have
parents.

� scope: Thescopeattributecontainsoneof private,pro-
tectedor public. It is usedfor classentities,which
canbepublicor private,andclassmembers(fieldsand
methods)whichcanbepublic,privateor protected.

� flags: A set of zero or more modifiers for a given
object. For methods,modifiers include abstract,fi-
nal, native, static,andsynchronized.For fields,mod-
ifiers includefinal, static, transient,andvolatile. For
classesand interfaces,modifiersincludeabstractand
final. Flagsare representedin the databaseas a bit
vector.

� params: For methodtypes,thisattributecontainsa list
of parametersfor themethod.Thisattributeis notused
by otherentitytypes.It is primarily usedto distinguish
amongoverloadedmethodsunderthesamename.

� dtype: For methodtypes,this attributecontainsthere-
turn typeof themethod.For field types,the attribute
containsthe type nameof the field. For classes,this
attribute containsthe nameof the packageit is con-
tainedin. The full nameof a classis constructedby
appendingthenameanddtypeattributesof theentity.
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graph.Circle

graph.Shape java.lang.Object

graph.Rectangle

Figure 4. Class inheritance diagram

Thedtypeattribute is usedin thesetwo differing con-
textsto preservespacein thedatabase.However, dtype
is a packagenamein onecontext anda typenamein
theother, so thereis no overlapin the possiblesetof
valuesfor thesecontexts.

For example,let us considertwo entitiesfrom our ex-
ampleprogram. The field Circle.PI hasas its parent
the classCircle , its scopeis protected , its flag is
static , paramsis emptyanddtypeis double . Thecon-
structorfor classRectangle hasas its parentthe class
Rectangle , its scopeis public , flagsis empty, params
is (double w, double h) , anddtypeis void .

In caseswhereweareworkingwithoutsourcefiles,some
entitieswill be missingvaluesfor the begin andend line
numbers.Java classfiles do not includeline numbersfor
definitionsof classes,fieldsandstrings.However, bytecode
for methodsincludesline numbersannotations,which we
useto find the begin andend line numbersfor this entity
type. Entitieswith missingline numbersdo not affect the
ability to domostanalysistaskson thecode.

2.3. Relationship Types

Our Java data model containsthe following relation-
ships:

� subclass: Figure 4 shows the subclassrelationships
thatexist in our exampleprogram.The classShape
has Object as a subclass,and both Circle and
Rectangle have Shape asa subclass.Arrows go
from classto superclassin orderto show thedirection
of dependency and maintainthe completenessprop-
erty.

� containment: If a field or methodA is a memberof
classB, thenacontainmentrelationshipexistsbetween
B andA.

� implements: The implementsrelationshipexists be-
tweena classentityA andaninterfaceentityB if class
A implementsB. In the example,Shape implements
theinterfaceCloneable .

� field read: A field readrelationshipexists betweena
methodentity A anda field entity B if methodA reads
field B.

Circle

void Circle.Circle(double)

double Circle.area()

double Circle.circumference()

void Circle.<clinit>()

Circle.r

Circle.PI

Figure 5. Members of class Circle

� field write: A field write relationshipexists when
methodA field writesto B.

� reference: Referencerelationshipsexist betweentwo
methodentitiesA andB whenA invokesB.

3. Java Program Analysis

Oncewe generatea databasefor a particularJava ap-
plication,we canthenusea numberof supportingtools to
extract informationaboutthe program. This sectionstarts
with examplesof basicdatabasequeriesand programvi-
sualization,followedby reachabilityanalysisandprogram
differencing.

3.1. Visualization Queries with CIAO

Using a retargetablereverseengineeringsystemcalled
CIAO [6], a user interfacecan be generatedto graphre-
lationshipsin a Java program. CIAO takesa specification
for a languageandgeneratesa setof supportingtools for
queryingandvisualizingdatabasesfor that language.In-
stantiationsof CIAO exist for avarietyof languagesinclud-
ing C [9], C++ [7], HTML [8], andksh.

Going backto our examplein the previoussection,we
canusetheJava instanceof CIAO to show its classinheri-
tancegraphasseenin Figure4. Anotherquerycanbemade
to the databasereturningall relationshipsthat exist in the
application,asshown in Figure3. In thegraphs,eachentity
type is drawn with a differentshape,color, etc. asdefined
in theCIAO specification.

If we want to see all of the membersof the class
Circle , we canperforma similar query, returningall re-
lationshipsthatareof thetypecontainment. Figure5 shows
theresultinggraph.
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Type Parent Scope Flags Params Dtype

Class package public,private abstract,final N/A packagename
Interface package public,private abstract,final N/A packagename
Package N/A N/A N/A N/A N/A
File N/A N/A N/A N/A N/A
Method class public,private,protected abstract,final,native,static, params returntype

synchronized
Field class public,private,protected final,static,transient,volatile N/A type
String class N/A N/A N/A N/A

Table 1. Other Attributes

void graph.Circle.Circle(double)

void graph.Shape.Shape()

double graph.Circle.r

void java.lang.Object.Object()

graph.Circle

double graph.Circle.area()

double graph.Circle.PIdouble graph.Circle.circumference()

void graph.Circle.<clinit>()

graph.Shape

double graph.Shape.area()

double graph.Shape.circumference()

void graph.Shape.printArea()

java.lang.Cloneable

java.lang.Object

void graph.Rectangle.Rectangle(double,double)

double graph.Rectangle.w

double graph.Rectangle.h

graph.Rectangle

double graph.Rectangle.area()

double graph.Rectangle.circumference()

 java.lang.System.out

void java.lang.StringBuffer.StringBuffer(java.lang.String)

java.lang.StringBuffer java.lang.StringBuffer.append(double)

java.lang.String java.lang.StringBuffer.toString()

void java.io.PrintStream.println(java.lang.String)

Figure 3. Relationships in Example Program

3.2. Reachability Analysis

There are two kinds of reachabilityanalysis,forward
reachability andreversereachability. With forwardreach-
ability, we startwith anentity andcomputeall entitiesthat
are in the transitive closureof relationshipsfrom that en-
tity. Thiskind of analysisis usefulif wehave a largesetof
classesandmethodsavailableto usbut only needto usea
subsetfor a givenprogram.

Reversereachabilitydetectsentities which dependon
a given entity, either directly or indirectly. This type
of analysis is useful if we want to make a changeto
an entity such as a method or field and we need to
seewhat other parts of the programwill be affectedby
the change. Figure 6 shows reverse reachability anal-
ysis on the method java.lang.Number.intValue .
The graph shows that this methodis called in the class
Number as well as from a methodcalledsubParse in

the classSimpleDateFormat . Thus,we have learned
that any changeto intValue will require the methods
subParse , byteValue , andshortValue to beeither
modifiedor retestedappropriately.

Reachabilityanalysisalong with a differencedatabase
anddynamictraceswerealsousedin TestTube[10] to de-
terminewhat test casesneedto be rerun during selective
regressiontesting.

3.3. Differencing

Our supportingtoolsallow two differentdatabasesto be
comparedagainsteachother. Using a setof attributes,all
entitiesin oneversionof thedatabasearecomparedagainst
anotherversion. From this, we get a list of addedand
deletedentities.For entitiesthatoccurin bothversions,we
usethechksum field to comparetheentities.If thecheck-
summatches,the entitiesareconsideredthe same,other-
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Long

Number

Short

BigDecimal

BigInteger

byteValue

intValue

shortValue

parse

subParse

Float

Double

SimpleDateFormat

Byte

Integer

Figure 6. Reverse Reachability Example

wisethey areconsideredchanged.
To demonstrateoneof theusesof differencing,we have

constructeddatabasesfor theJava 1.0 standardlibrary and
the Java 1.1 standardlibrary. Using differencing,we can
easilyseewhatchangesweremadebetweenthesetwo ver-
sionsof thelibraries.For example,Figure1 showeddiffer-
encingcombinedwith reversereachability.

Figure 7 shows differencing combinedwith forward
reachability. Theoriginalprogramis ourexamplefrom Fig-
ure2. We comparethis to a new versionthathasremoved
themethodprintArea from theclassShape . We view
all relationshipsin thenew programshowing differencein-
formation. Thedottedarrows show relationshipsthathave
beendeleted. The white box shows the memberfunction
thathasbeendeleted.

4. Applications

This sectionpresentssomeexamplesof how Chava can
be appliedto eithersoftwaresystemsor analysisof web-
sites.

4.1. Clustering

We have beenworking with severalotherresearchersto
studytheuseof clusteringtechniques[21, 18, 27] on soft-
warerepositoriesto discover high level softwarestructures
from existing code.We appliedBunch[20], theclustering
tool developedin this purpose,to theJava softwarereposi-
tory wecreatedfor aproxyservercallediPROXY [24], and
obtainedtheclusterdiagramshown in Figure8. Theproxy
serverconsistsof 3,600linesof Javacodeandwewereable

0.1

0.2

0.3

icmd

iarchive

ipmain

iforward

ihtwalk

ihttpd

mysock

iserver

iagent

idns

icron

javabin

archive

Figure 8. A Cluster Diagram for a Proxy Server
Written in Java

to producetheclusterdiagram,includingtheprocessof cre-
ating the databaseandperformingclusteranalysis,in less
than a few seconds.The resultingclustersare consistent
with thedeveloper’sview on thehigh-level structureof the
code: the right clustercorrespondsto a Java CGI compo-
nent,themiddleclusterrepresentsawebservercomponent,
andthe left clusterrepresentsthe agentcomponentof the
proxy server. Sucha roadmapis potentiallyusefulfor fu-
turesoftwaremaintainerswho did not developtheoriginal
sourcecodeto quickly identify the logical componentsin
theproxyserver.

4.2. Security

Chava analysiscan be useful in detectingpotentialse-
curity flaws in an appletor application. If we downloada
setof binary Java classesoff the web, we canusethe re-
sultsof queriesto seewhichpotentiallydangerousmethods
andclassesarebeingusedin the program. For example,
if we run a queryaskingChava to find all methodsthat in-
voke a methodwhoseparentpackageis java.net , then
we canseeif theapplicationis makinguseof thenetwork
API. Also, by analyzingchangesin theinternalstructureof
a Java applet,we canfind out if the dynamiccontentof a
websitehasbeenchangedin a maliciousandnot obvious
way.

4.3. Object Model Extraction

Similar to Womble[19], we canusetheextractedinfor-
mationstoredin a Chava databaseto produceobjectmod-
elsof softwaresystems.Objectmodelspresenta graphical
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double graph.Circle.circumference()

graph.Circle.PI

graph.Circle.r

void graph.Rectangle.Rectangle(double,double)

void graph.Shape.Shape()

graph.Rectangle.w

graph.Rectangle.h

void java.lang.Object.Object()

graph.Circle

void graph.Circle.<clinit>()

void graph.Circle.Circle(double)

graph.Shape

double graph.Circle.area()

double graph.Rectangle.area()

graph.Rectangle

double graph.Rectangle.circumference()

double graph.Shape.area()

java.lang.Object

java.lang.Cloneable

double graph.Shape.circumference()

void graph.Shape.printArea()

void java.io.PrintStream.println(java.lang.String)

java.lang.System.out

void java.lang.StringBuffer.StringBuffer(java.lang.String)

java.lang.StringBuffer java.lang.StringBuffer.append(double)

java.lang.String java.lang.StringBuffer.toString()

Figure 7. Difference Example

abstractionof the interactionsbetweencomponentsin an
object-orientedprogram. By examiningthe definitionsof
methodsandfieldsin aclass,aswell asreferencestoobjects
in methodsof aclass,wecanfind one-to-one,one-to-many,
andmany-to-onerelationshipsbetweenclasses.Graphical
toolssuchasCIAO canbeextendedto draw themodel.The
architecturalview allows observersto moreeasilyseerela-
tionshipsbetweenprogramcomponents,whichis usefulfor
thedesign,implementationanddebuggingof softwaresys-
tems.

4.4. Software Metrics

Using information such as the numberof methodsin
eachclassand the numberof methodcalls or field refer-
encesin eachmethod,we candevisesoftwaremetricsthat
canbeusedto suggesthow complex asystemis. For exam-
ple, Chava can be usedto computethe following Object
OrientedDesign(OOD) metricsproposedby Chidamber
andKemerer[11]: WMC (weightedmethodsperclass),DIT
(depthof inheritancetree),NOC (numberof children),and
CBO(couplingbetweenobjectclasses).

4.5 Website Analysis

Our tool supportsgenerationof databasesfor remoteap-
plets. When the URL for a web pageis specifiedto the
databasegenerationprogram,it will find any applettagsand
processtheclassfiles for eachappletin theHTML file.

The ability to reverseengineera remoteapplethasim-
portantuses.A usermaywishto reverseengineeranapplet
on a remotesite to getanoverview of what it doesor ana-
lyzepotentialsecurityproblems(seeSection4.2).

Sincetheauthorof anapplettypically writes theappli-
cationin oneenvironmentanduploadstheappletto aserver
whereit is run, thereis a possibilitythattheappletwill be-
have differently in eachenvironment. For example,a dif-
ferentsetof classescould be loadedon the server due to
its configuration.Our tool eliminatesthe processof mov-
ing theappletandits supportingcomponentsto a different
machinebeforedoingtheanalysis.

The CIAO environment works with a variety of lan-
guages,oneof which is HTML. WebCiao[8] is a system
for visualizingandtrackingthe structuresof websitesus-
ing an HTML repository. WebCiaogeneratesa database
from a setof web pages,andusesa suiteof tools that are
generatedwith aCIAO specification.

We have implementeda tool which combinesreposito-
ries of HTML andJava applets.The combinedrepository
gives web developersan environmentfor viewing all as-
pectsof webcontenttogether, bothstaticanddynamic,in-
cludingdocumentstructureandappletinteraction.

Figure 9 shows an example query for the web page
http://www.att.com . Thequeryshowsthereachable
setof entitiesfromthisurl. Thewebpagecontainsanapplet
calledAIG Flipper , soa relationshipexistsbetweenthe
webpageandtheapplet.Thus,this querydraws thesetof
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http://imag...onalink.gif

http://imag...orldnet.gif

AIG_Flipper.class

Write to Us

AT&T WorldN...er a friend

Comment on the Site

Larry Rabin..., AT&T Labs

Help/Search

If you had ...ould it be?

Site Map

AT&T offers...ness owners

Privacy Policy

Long-distan...sup> Online

Terms and Conditions

Your calls ...up> credits

Stock Price:

Newsroom
http://www.att.com

http://www.att.com/news

run

mouseDown

http://www....personalink

http://www....ourworldnet

paint

parseColor

AIG_Flipper

http://www.att.com/write

titleUpdate

AIG_Flipper

http://www....01.csb.html

http://www....om/feedback

msgUpdate

Runnable

http://www....01.ala.html

http://search.att.com

update

Applet

http://www....01.csa.html

http://www....com/sitemap

start

http://www.att.com/wib

http://www....com/privacy

stop

http://www..../cmd/eoffer

http://www..../terms.html

mouseEnter

http://www....rningpoints

init

mouseExit

http://www.att.com/ir

setInfo

mouseMove

Figure 9. HTML and Java Integration

URLsreferredto by thewebpageandthemethodsreferred
to by theapplettogether.

5. Implementation

Our implementationconsistsof two parts.First, thereis
a programcalledchava thatgeneratesa repositoryfor an
application. Second,thereis a specificationfile that pro-
videsinformationaboutthesemanticsof thedatabaseused
by externaltools.

Chava is implementedas a C programand is around
3,000lines of sourcecode. A Java-basedimplementation
was considered,but was discontinuedafter initial perfor-
manceresultswerepoor. TheC-basedimplementationruns
anorderof magnitudefasterthanourJavaversion.

Chava works analogouslyto a compiler. It first gener-
atesincrementaldatabaseson eithera per-file or per-class
basis(dependingwhetherwe are working with sourceor
classfiles),similar to how acompilergeneratesobjectfiles.
Then all of the per-classdatabasesare linked togetherto
generatethecompletedatabase,similar to thelinking phase
of a compiler. The linking phasereadsin the per-class
databasesandresolvesentitiesthat referenceexternalen-
titieswith theirdefinitions.

5.1. .class Files

Chava is able to generatea databasefor a classgiven
only accessto its class file (generatedby thecompiler).
The classfile containsenoughinformationaboutthe enti-
ties in a classthat we canfill in mostof the attributesfor
our model. Classfiles containa tableof methods,fields,
classesandstrings. Chava goesthrougheachof theseta-
blesandconvertsthetableentriesinto databaseentities.To
determinetherelationshipsof field accessandmethodinvo-
cation,Chava goesthroughthebytecodefor eachmethod
andpicksout instructionsthatcall methodsor accessfields.

5.2. Source Files

Classfilesdonotcontaineverypieceof informationthat
our modelprovides,but they containenoughto generatea
usefuldatabasefor our tools. Classfiles aremissingsome
informationaboutline numbersthatChava is ableto getby
parsingsourcefiles. If a sourcefile exists for a processed
class,Chava parsesit to fill in the missingfields from the
database.

If weonly haveasourcefile for aclasswithout thecom-
piledclassfile, Chava invokestheJavacompilerto produce
theclassfile andthenworkswith boththesourceandclass
files. Thus,Chava is capableof working with only source,
only classfiles,or both.
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5.3. Archives

Java allows a setof classesto becombinedinto a single
file asanarchive.To generateadatabasefor anarchive,the
archive is first expandedinto its sourceand/orclassfiles.
Then,Chava is run on eachfile andthesetof databasesis
linkedto form asingledatabasefrom thesetof classes.The
resultingdatabasecansubsequentlybelinkedwith otherap-
plications.

For example,we have produceda databasefor theJava
default classlibrary. The library is quite large and con-
sistsof around2 megabytesof classfiles. The generated
databasecontains15,248entitiesand35,012relationships.
This databasecanbelinkedin with Java applicationsif the
userwantsto do analysisinvolving the Java classlibrary.
For example,reachabilityanalysisonaJavaprogramwould
revealhow muchof theJava library it actuallyuses.

5.4. Java Instantiation of CIAO

The queryandvisualizationsubsystemfor Java is built
by constructinga new instanceof theCIAO system.CIAO
takesa specificationfile for a languageandgeneratesthe
supportingtools for queryingand visualizationautomati-
cally. Thespecificationconsistsof thefollowing parts:

� Schema. It enumeratestheattributesof entitiesandre-
lationships.Typesfor attributefieldsincludeintegers,
strings,andpointersto otherentities.

� DatabaseView. This sectiondefineshow differenten-
tity andrelationshipentriesareviewedin text format.
For example,a classentitycontainsthepackagename
asoneattributeandtheclassnameasanother. When
displayinga classentity, wecanspecifythatthename
bedisplayedby combiningthesefields.

� HTML View. This sectiondefineshow to formateach
of the attributesin the databaseasHTML, makingit
possibleto displayqueryresultsin a browserwindow.

� Source View. This sectiondefinesthe fields that are
neededto find the sourcefile and line numbersfor a
givenentity in thedatabase.

� Graph View. This sectiondefineshow to graphically
display entities and relationships. Entities are dis-
playedasnodes,andthespecificationcandefinewhat
colors,shapes,fonts, etc. shouldbe usedfor differ-
entkindsof entities. Relationshipsarerepresentedas
edges,andcanalsoberepresentedwith variousstyles
andcolors.

� GUI Front End. Thefinal sectiondefinestheappear-
anceof thegraphicaluserinterface.

The specificationfile is lessthan 300 lines long. The
completesuiteof query, visualization,and genericreach-
ability analysistools aregeneratedfrom this specification
file.

6. Performance and Experience

Thissectionlooksattheperformanceof Chavaasafunc-
tion of thenumberof entitiesandrelationshipsemitted. It
is our goal thatChava scalewell with largeapplicationsso
thatit canbeusefulfor real-world softwareprojects.

6.1. Speed and Size

To measurethe speedof Chava, we have taken a set
of applicationsrangingin sizeandgenerateddatabasesfor
them. To put thenumbersin context, we comparethetime
thatChava takesto thespeedof compilation.We alsocom-
parethe running time of Chava to javap, which is a Java
programin theJavaSDK thatdumpsthecontentsof aclass
file. javapcanbeviewedasa lower boundon performance
hadweusedJava to write Chava.

The threeprogramswe performedexperimentson were
asfollows:

1. java.*: This is a collectionof classesthatmake up the
standardlibrary for Java. All classesarein packages
thatbegin with java. Thesetof classesis storedas
an archive in zip format, andsourceis not available.
Thus,our tool doesnot extract somepropertiesfrom
thearchive,suchasline numbers.

2. swing: Swingis anotherJava archive distributedfrom
Sun. It containsa setof classesthat implementa set
of userinterfacecomponentsfor usewith Java. This is
a goodexampleof a largeapplicationin which source
codeis available.

3. WebDelta: WebDeltais an AT&T projectthat imple-
mentsa Java-basedversionof theWebCiaointerface.
Thisis anexampleof amediumsizedsoftwareproject.
Sourceis available.

The resultsare shown in Tables2, 3 and 4. Running
timesare from a SPARC stationrunningSolaris2.5. We
seein Table3 thatChava is significantlyfasterthancompi-
lationwith javac.In fact,Chavais alsofasterthanjavap,the
Javaprogramthatdumpsthecontentsof aclassfile, despite
Chava’s increasedfunctionality. This is mostlikely thecase
becauseChava is implementedasa C programinsteadof a
Javaprogram.Nonetheless,thesenumbersindicatethatthe
performanceof Chava is anorderof magnitudebetterthan
compilation.

Table4 showsthenumberof entitiesandrelationsgener-
atedby eachof ourtestapplications.Thetablealsoincludes
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Program Sourcesize Classsize Numberof classes

java.* 300,000lines 1,648,508 696
swing 211,640lines 1,340,364 503

WebDelta 23,951lines 369,469 92

Table 2. Project information

Program javac javap CompileDatabase Link Database

java.* N/A 1m5.4s 48.6s 22.07s
swing 5m16s 38.29s 30.72s 15.61s

WebDelta 1m8s 8.8s 4.9s 2.52s

Table 3. Performance of Chava

Program Databasesize Numberof entities Numberrelationships

java.* 1,720,326 15,248 35,012
swing 1,245,338 9,939 30,371

WebDelta 482,594 3,807 14,422

Table 4. Space Requirements

thesizeof thedatabasefile, thecontentof whichis database
entriesin ASCII format.Weseethatthegenerateddatabase
size is in the orderof the sizeof the classfiles, which is
quite manageable.Size could be significantly reducedif
compressionwereusedonthedatabase.Thenumberof en-
tities andrelationshipsis smallenoughthatqueriescanbe
performedefficiently.

7. Summary and Future Work

With the emerging popularityof Java, a growing num-
berof applicationsarebeingwrittenwhichcanbenefitfrom
tools that assistwith softwareengineeringtasks. Our tool
makesit possibleto work with largeapplicationsandper-
form complex analysistaskssuchas reachabilityanalysis
andclusteringanalysis. It alsoallows visualizationof the
componentsof an applicationto facilitate the understand-
ing of their interaction. Working with objectcodeinstead
of sourcehasthe disadvantagethat we cannotextract in-
formationthatthecompilerhasremoved(suchasoptimiza-
tions or sourcecomments),but is advantageousin that it
allows analysisto beappliedto a wider varietyof applica-
tions,suchasappletsandlegacy systemsin whichsourceis
unavailable.

Wehaveseveraltasksplannedfor futuredevelopmentof
ourJava repository:

� Handleerrors and exceptions. In Java, methodsmay
throw exceptionsanderrors. Eachmethodhasa set
of exceptionsthat it is allowed to throw, and others
mustbecaught.Our currentimplementationdoesnot

put informationin the databaseaboutexceptionsand
errors.Futureversionsmaycreateseparateentitiesfor
themandcreaterelationshipsbetweenmethodsandthe
exceptions/errorsthey throw.

� Handle compiler optimizations. Chava works with
classfiles emitted from Java compilers. However,
somecompilersoptimizecode.Whensourcefiles are
not available, Chava hasdifficulty working with op-
timized codebecauseentitiesfrom the original code
maynot exist in thecompiledclassfile. If sourceex-
ists,Chavacanalwaysrecompilethecodewithoutop-
timizations,but it shouldbepossibleto dealwith some
optimizationsat thebytecodelevel.

� Integrationwith debuggers. OurJavadatabasegenera-
tion tool is thefirst instantiationof CIAO to work with
objectfiles. Much of the informationthat we extract
fromapplicationswouldbeusefultoadebugger, asour
suiteof toolshelpusersto betterunderstandprograms.
We plan to integratethe CIAO tools into a prototype
debuggercalleddeet[17]. Someexamplesof applica-
tionsthatmightbeusefulare:(1) beingableto look at
thecurrentlocationof a programinsideits call graph
and(2) usingqueriesto find a setof line numbersto
useasbreakpoints(e.g.,seta breakpointat every line
thatreadsfield X).

� 3D Visualization. FeijsandDeJong[15] haveapplied
3D visualizationtechniquesto softwaresystemswith
encouragingresults.3D providesmorewaysto repre-
sentprogramrelationships,makinguseof positionand
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color to describeattributes.We planto applysomeof
thesetechniquesto Chavadatabases.

� Web-BasedReverse EngineeringService. Insteadof
installing CIAO and Chava on eachuser’s machine,
we arecurrentlycreatinga web servicefor develop-
ers who would like to sharethe understandingof a
particularprogramamongsteachother. Userswill be
ableto generategraphviews usingan applet[2], run
databasequeriesthroughJDBC,andview sourcecode
asHTML or XML [22]. Sucha servicewill allow re-
searchersto freelyanalyzeandexperimentwith public
sourcecode.

8. Availability

Chava will soon be available for experimental use.
Please visit http://www.research.att.com/
˜ciao .
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