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Abstract

Java appletshave beenusedincreasinglyon web sites
to performclient-sideprocessingand providedynamiccon-
tent. Whilemanywebsiteanalysistoolsare available their
focushasbeenon staticHTML contentandmostignore ap-
plet codecompletely This paperpresentChava,a system
that analyzesandtracks changesin Javaapplets. Thetool
extractsinformationfromappletcodeaboutclassesmeth-
ods fieldsandtheir relationshipsnto arelationaldatabase
Supplementarchedksuminformation in the databaseis
usedto detectchangesin two versionsof a Java applet.
Givenour Javadatamodel,a suiteof programsthat query
visualize andanalyzethe structural informationwetre gen-
eratedautomaticallyfrom CIAQO, a retamgetablereverseen-
gineering system. Chavais able to processeither Java
souicefilesor compiledclassfiles,makingit possibleto an-
alyzeremoteappletswhosesourcecodeis unavailable The
informationcan be combinedwvith HTML analysistoolsto
track boththestaticanddynamiccontentof manywebsites.
Thispaperpresentur datamodelfor Javaanddescribes
theimplementatiorof Chava. Advancedeverseengineer
ing taskssud asreadability analysis clustering and pro-
gram differencingcan be built on top of Chavato support
designrecovery and selectiveregressiontesting In partic-
ular, we showhow Chavais usedto compae several Java
DevelopmenKit (JDK) versionsto help spotchangesthat
mightimpactJavadevelopes. Performancenumbes indi-
catethatthetool scaleswell.

1. Introduction

TheWorld Wide Webfirst startedwith web senersonly
presentingstatic HTML content. Later, Common Gate-
way Interface(CGl) scriptswereintroducedto run on web
senersto dynamicallycomposecontentbeforepresenting
themto the clients. Recently Java appletshave beenused
increasinglyonwebsitesto providerich userinterfacesand
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performclient-sideprocessingo generatelynamiccontent.
While mary web site analysistools[14, 8] areavailableto
analyzethestructureof staticHTML contentmostof them
completelyignorethe appletcode,which by its naturere-
guiressoftwareanalysigechniques.

Traditionalsoftwarerepositorieg29, 30, 7, 13, 3] apply
reverseengineering12] techniqueon the sourcecodeto
build a centralinformationsourcefor maintainingcodein
a softwaresystem.Repositoriesreusefulto developersas
they male it possibleto efficiently examinethe structure
and interactionbetweencomponentf a systemwithout
having to delve throughpotentiallyhundred=f thousands
of lines of sourcecode. Advancedtools have also been
built to performreachabilityanalysig[7], clusteringanaly-
sis[20], selectveregressiortesting[10] andevenextraction
of light-weightobjectmodels[28, 19].

This paperpresentsChava, a reverseengineeringand
trackingsystenfor Java[1]. Thesystenpresentedhasser-
eralnotavorthyfeatures:

e Data Model for both Byte Code and Source Code:
Like Womble[19] andsomerecentJava tools, Chava
canwork on binary classfiles directly. However, un-
like othertoolswith asingle-taskocus,Chavaaimsto
have a completedatamodel(asdefinedin Acacia[7])
attheselectedabstractiorievel — classmemberdecla-
ration—to supporta wide rangeof analysisandtrack-
ing tasks. It getsadditionalinformation(suchasline
numbersfrom sourcecodewhenit is available.

Analysisusingonly clasdfilesis possibleprimarily due

to propertiesof the Java language Java doesnot have

a preprocessemwhich meansthat we do not have to

dealwith constructsuchasmacrosjncludefiles, and

templateswhoseinformationwould not be available
in anobjectfile. Also, Javais anarchitectureneutral
languagesoits byte codeis the sameon all machines.
Thismalkesit possibleto scanthroughobjectcodein a

machine-independemntanneto discoverrelationships
in aprogram.



e Program Difference Database: Chava supportsdif-
ferencingof Java programdatabases Similar to the
work on changedetectionin Java from University of
Waterloo[25], andin theearlierwork of ciadiff [5] for
C andCdiff [16] for C++, Chasaallowstoolsto exam-
ine whatchangesiave beenmadein two differentver
sionsof a system.However, theapproachs quite dif-
ferent: Chava cantake two previously-kuilt databases
andcreatea differencedatabase&vith minimal efforts.

e Integration with HTML Analysis. Chava canana-
lyze web pagesalongwith theembeddedava applets
by combiningits databassvith HTML analysisesults
createdby WebCiao[8], which also usesan entity-
relationshipmodel.

To giveaquickideaof thecapabilitief Chava, Figurel
shavs a samplediagramgeneratedoy our tool from the
differencedatabasereatedfor JDK1.0andJDK1.1. The
querywas

Shaw all themethodghatreferredto ary deleted,
protectedield memberin arny Java class.

The diagram shovs immediately that only one pro-

tectedfield, PushbacklnputStream.pushBack ,was

deleted (shovn as a white oval) in JDK1.1, and five

methods were affected by this change, all in class
PushbacklinputStream . It alsoshavedthatall these
referenceshave nov beenremorved (representedy dot-

ted edges)in JDK1.1. By doing a reverse reachabil-
ity analysis for three layers, we see that the method
DatalnputStream.readLine , Which refersto two of

thosemethodsthat usedto accesghe deletedfield, is af-

fectedby this changeaswell andshouldbe retested.Note

thatsolid edgesndicaterelationshipshatremainin thenew

version(JDK1.1).Findingcorrelationdetweera new soft-

warefeatureandchangegrogramentitiesandrelationships
is frequentlyusefulin helpinglocateproblemsshouldthey

ariseaftertheintroductionof thenew feature.

2. A Data Model for Java

Our Java Data model is based on Chens entity-
relationshipmodel[4]. EachJava programis viewed asa
setof entities,which mayreferto eachother Entitiesexist
for eachlanguageconstruct,suchasclassesmethodsand
fields. Relationshipshetweenentitiesencompassotions
suchasinheritanceandmethodnvocation.This sectionde-
scribesin more detail the compositionof the entitiesand
relationships.

A propertythat our model mustsatisfyis that of com-
pletenesasdescribedn Acacia[7]. In orderfor ourmodel
to be complete,it mustbe the casethatif the compilation

of anentity A depend®n entity B, arelationshipbetweer

andB isin themodel.We satisfythis conditionwith oneno-

tableexception.In Java, classesanbeloadedandmethods
canbe invoked dynamicallyat runtimeusingthereflection
API [26]. Programghatdo this may not satisfycomplete-
ness.Completenesallows usto performanalysesuchas
deadcodedetectionandreachability

In selectingan appropriatemodel, a level of granular
ity mustbe chosen.Not enoughgranularitywill preventa
userfrom beingableto make non-trivial queries.However,
too muchgranularityleadsto a databasé¢hatis too largeto
handlequeriesefficiently. Our modelhandlesclassmem-
berdeclarationsWe createentitiesfor all constructaup to
thislevel of granularityin a program but do notincludein-
formationdown at the level of statementandexpressions.
Thatmeangdetailedcontrolflow analysisor patternmatch-
ing on programconstructg23] is not available with this
level of abstraction.

We will illustratethe modelwith an exampleof a sim-
ple Java program. Figure 2 containsthe sourcecodefor a
setof classeghatimplementscirclesandrectangles.The
baseclassShape is extendedto implementCircle and
Rectangle

2.1. Entity types

Our modelhandleghefollowing Java entity types:

e class Containsdeclarationsand definitionsof a col-
lectionof methodsandfields.

e interface Interfacesaresimilar to classesbut do not
contain definitions. Classesmplementthe declara-
tionsof zeroor moreinterfaces.

e padkage: A setof classes.
o file: Sourcecodethatcontainsoneor moreclasses
e method A functionthatis partof aclass

o field: A variableor constanthatis partof aclass

string: Stringsthatarereferencedy methodsr fields.

For example,in Figure2, we have thefollowing entities:
Classes: ShapeCircle, Rectangle
Interfaces: Cloneable
Packages. graph
Files: Shape.jaa
Methods: Shape.printArea,Circle.Circle (constructor),
Circle.area, Circle.circumference, Rectangle.Rectangle,
Rectangle.are®ectangle.circumference
Fields: Circle.r, Circle.Pl,Rectangle.wRectangle.h
Strings. "Area:"



int java.io.PushbackInputStream.available()

void java.io.PushbacklnputStream.PushbackInputStream(java.io.InputStream) e

java.lang.String java.io.DatalnputStream.readLine()
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Figure 1. A Sample Reverse Reachability Diagram from the Difference Database of JDK1.0 and JDK1.1

/I file name is Shape.java
package graph;
abstract class Shape implements Cloneable
{
public  abstract double area();
public  abstract double circumference();
public  void printArea() {
System.out.printin("Area:"+area());
}
}
class Circle extends Shape
{
protected double r;
protected static double Pl = 3.14159265;
public  Circle(double r) { this.r =r }
public  double area()
{ retun Pl * r * r; }
public  double circumference()
{ retun. 2 * Pl * r; }
}
class Rectangle extends Shape
{
protected double w, h;
public  Rectangle(double w, double h)
{ thisw = w; this.h = h; }
public  double area() { return w* h; }
public  double circumference()
{ retun 2 * (w + h); }
}

Figure 2. A Simple Java Program

2.2. Attributes

All entitiescontainthe following attributes: id, name
kind, file, begin line, endline, andchksum The chksumat-
tribute is a 64 bit integer that canbe usedto comparetwo
versionf anentity. Thisattributeis usedwhencomparing
two databasethat representifferentversionsof the pro-
gram.

The modelalsoincludesotherattributesthatonly apply
to certainkinds of entities. Table 1 summarizegheseat-
tributes.They areasfollows:

e parent The parentof a method,a field, or a stringis
its definingclass.The parentof a classis the package
thatcontainsthe class.Packagesndfiles do not have
parents.

e scope Thescopeattributecontainsoneof private,pro-
tectedor public. It is usedfor classentities, which
canbepublicor private,andclassmembergfieldsand
methods)wvhich canbe public, privateor protected.

e flags A setof zeroor more modifiersfor a given
object. For methods,modifiersinclude abstract,fi-
nal, native, static,andsynchronized For fields, mod-
ifiers includefinal, static, transient,andvolatile. For
classesand interfaces,modifiersinclude abstractand
final. Flagsarerepresentedn the databases a bit
vector

e params For methodtypes.this attributecontainsalist
of parameterfor themethod.Thisattributeis notused
by otherentity types.It is primarily usedto distinguish
amongoverloadednethodsunderthesamename.

e dtype For methodtypes,this attribute containghere-
turn type of the method. For field types,the attribute
containsthe type nameof the field. For classesthis
attribute containsthe nameof the packageit is con-
tainedin. The full nameof a classis constructedy
appendinghe nameanddtypeattributesof the entity.
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Figure 4. Class inheritance diagram

Thedtypeattributeis usedin thesetwo differing con-
textsto presere spacean thedatabaseHowever, dtype
is a packagenamein onecontet anda type namein
the other, sothereis no overlapin the possiblesetof
valuesfor thesecontexts.

For example,let us considertwo entitiesfrom our ex-
ampleprogram. The field Circle.PI hasasits parent
the classCircle , its scopeis protected |, its flag is
static , paramds emptyanddtypeis double . Thecon-
structorfor classRectangle hasasits parentthe class
Rectangle , its scopes public , flagsis empty params
is (double w, double h),anddtypeisvoid .

In casesvhereweareworkingwithoutsourcefiles,some
entitieswill be missingvaluesfor the begin andendline
numbers. Java classfiles do not include line numbersfor
definitionsof classesfieldsandstrings.However, bytecode
for methodsincludesline numbersannotationswhich we
useto find the begin andendline numbersfor this entity
type. Entitieswith missingline numbersdo not affect the
ability to do mostanalysisasksonthecode.

2.3. Relationship Types

Our Java data model containsthe following relation-
ships:

e subclass Figure 4 shaws the subclassrelationships
thatexist in our exampleprogram. The classShape
has Object as a subclass,and both Circle  and
Rectangle have Shape asa subclass.Arrows go
from classto superclasg orderto shav thedirection
of dependeng and maintainthe completenesgrop-
erty.

e containment If a field or methodA is a memberof
classB, thenacontainmentelationshipexistsbetween
B andA.

e implements The implementsrelationshipexists be-
tweena classentity A andaninterfaceentity B if class
A implementsB. In the example,Shape implements
theinterfaceCloneable

o fieldread A field readrelationshipexists betweena
methodentity A andafield entity B if methodA reads
field B.

void Circle.CircIe(double*

double Circle.areal

double Circle.circumference

i\circle

void Circle.<clinit>()

(o)

Figure 5. Members of class Circle

o field write: A field write relationshipexists when
methodA field writesto B.

e refeence Referenceelationshipsexist betweentwo
methodentitiesA andB whenA invokesB.

3. Java Program Analysis

Oncewe generatea databasdor a particularJava ap-
plication, we canthenusea numberof supportingtoolsto
extractinformationaboutthe program. This sectionstarts
with examplesof basicdatabasejueriesand programvi-
sualization followed by reachabilityanalysisand program
differencing.

3.1. Visualization Querieswith CIAO

Using a retaigetablereverseengineeringsystemcalled
CIAO [6], a userinterfacecan be generatedo graphre-
lationshipsin a Java program. CIAO takesa specification
for a languageand generates setof supportingtools for
gueryingand visualizing database$or thatlanguage. In-
stantiation®f CIAO exist for avarietyof language#clud-
ing C[9], C++[7], HTML [8], andksh.

Going backto our examplein the previous section,we
canusethe Javainstanceof CIAO to shaw its classinheri-
tancegraphasseernin Figure4. Anotherquerycanbemade
to the databaseeturningall relationshipghat exist in the
applicationasshownvnin Figure3. In thegraphsgachentity
typeis drawvn with a differentshapegcolor, etc. asdefined
in the CIAO specification.

If we want to seeall of the membersof the class
Circle , we canperforma similar query returningall re-
lationshipghatareof thetypecontainmentFigure5 shavs
theresultinggraph.



| Type | Parent | Scope | Flags | Params| Dtype |
Class package| public,private abstract,final N/A packagename
Interface || package| public,private abstract,final N/A packagename
Package || N/A N/A N/A N/A N/A
File N/A N/A N/A N/A N/A
Method || class public,private,protected abstract,final,nate,static, | params| returntype

synchronized

Field class public,private,protected final,static,transientplatile | N/A type
String class N/A N/A N/A N/A

Table 1. Other Attributes
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3.2. Reachability Analysis

There are two kinds of reachabilityanalysis,forward
readability andreversereadability. With forwardreach-
ability, we startwith anentity andcomputeall entitiesthat
arein the transitive closureof relationshipsfrom that en-
tity. Thiskind of analysisis usefulif we have alarge setof
classesandmethodsavailableto us but only needto usea
subsefor a givenprogram.

Reversereachability detectsentities which dependon
a given entity, either directly or indirectly. This type
of analysisis useful if we want to make a changeto
an entity such as a method or field and we need to
seewhat other parts of the programwill be affected by
the change. Figure 6 shavs reverse reachability anal-
ysis on the methodjava.lang.Number.intValue
The graph shows that this methodis called in the class
Number aswell asfrom a methodcalled subParse in

java.lang.Cloneable java.lang.StringBuffer java.lang.StringBuffer.append(dout

~java.lang.ObjegE = -
double graph.Shape.area()

void graph.Shape.Shap void java.lang.Object.Object()

double graph.Rectangle}

double graph.Rectm

ps in Example Program

. Thus,we have learned
will requirethe methods
to beeither

the classSimpleDateFormat
that any changeto intValue
subParse , byteValue ,andshortValue
modifiedor retestecappropriately

Reachabilityanalysisalong with a differencedatabase
anddynamictraceswerealsousedin TestTube[10] to de-
terminewhat test casesneedto be rerun during selective
regressiornesting

3.3. Differencing

Our supportingtoolsallow two differentdatabaset be
comparedagainsteachother Usinga setof attributes,all
entitiesin oneversionof thedatabasarecomparedgainst
anotherversion. From this, we get a list of addedand
deletedentities.For entitiesthatoccurin bothversionswe
usethechksum field to compareheentities.If thecheck-
sum matchesthe entitiesare consideredhe same,other
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Figure 6. Reverse Reachability Example

wisethey areconsiderec¢hanged.

To demonstrateneof the usesof differencingwe have
constructedlatabasefor the Java 1.0 standardibrary and
the Java 1.1 standardibrary. Using differencing,we can
easilyseewhatchangesveremadebetweernthesetwo ver-
sionsof thelibraries. For example,Figure1l shaveddiffer-
encingcombinedwith reversereachability

Figure 7 shaws differencing combinedwith forward
reachability Theoriginal programis our examplefrom Fig-
ure 2. We comparethis to a new versionthathasremoved
themethodprintArea  from the classShape. We view
all relationshipsn thenew programshowing differencein-
formation. The dottedarrovs shav relationshipghat have
beendeleted. The white box shavs the memberfunction
thathasbeendeleted.

4. Applications

This sectionpresentsomeexamplesof how Chava can
be appliedto either software systemsor analysisof web-
sites.

4.1. Clustering

We have beenworking with severalotherresearcher®
studythe useof clusteringtechniqueg21, 18, 27] on soft-
warerepositoriego discover high level softwarestructures
from existing code. We appliedBunch[20], the clustering
tool developedin this purposeto the Java softwarereposi-
tory we createdor a proxy sener callediPROXY [24], and
obtainedthe clusterdiagramshown in Figure8. The proxy
senerconsistof 3,600linesof Javacodeandwe wereable

0.1

iserver ihtwalk

0.3

,// _ -

iarchive T

Figure 8. A Cluster Diagram for a Proxy Server
Written in Java

to produceheclusterdiagram jncludingthe procesof cre-
ating the databasend performingclusteranalysis,in less
thana few seconds. The resulting clustersare consistent
with the developersview on the high-level structureof the
code: theright clustercorrespondso a Jara CGIl compo-
nent,themiddleclusterrepresentawebsenercomponent,
andthe left clusterrepresentshe agentcomponenbf the
proxy sener. Sucharoadmapis potentiallyusefulfor fu-
ture software maintainersvho did not developthe original
sourcecodeto quickly identify the logical componentsn
theproxy sener.

4.2. Security

Chava analysiscan be usefulin detectingpotentialse-
curity flaws in an appletor application. If we downloada
setof binary Java classeff the web, we canusethe re-
sultsof queriesto seewhich potentiallydangerousnethods
and classesare beingusedin the program. For example,
if we run a queryaskingChavato find all methodghatin-
voke a methodwhoseparentpackageds java.net , then
we canseeif the applicationis makinguseof the network
API. Also, by analyzingchangesn theinternalstructureof
a Jasa applet,we canfind out if the dynamiccontentof a
websitehasbeenchangedn a maliciousand not obvious
way.

4.3. Object Model Extraction
Similar to Womble[19], we canusethe extractedinfor-

mationstoredin a Chava databasd¢o produceobjectmod-
elsof softwaresystems Objectmodelspresenta graphical
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Figure 7. Difference Example

abstractionof the interactionsbetweencomponentsn an
object-orientedprogram. By examiningthe definitionsof

methodsndfieldsin aclassaswell asreference$o objects
in methodsf a classwe canfind one-to-onepne-to-mag,

and mary-to-onerelationshipsetweenclasses.Graphical
toolssuchasCIAO canbeextendedo drav themodel. The
architecturaview allows obsenersto moreeasilyseerela-
tionshipsbetweerprogramcomponentsyhichis usefulfor

thedesign,jmplementatioranddehuggingof softwaresys-
tems.

4.4, Software Metrics

Using information such as the numberof methodsin
eachclassandthe numberof methodcalls or field refer
encesn eachmethod,we candevise software metricsthat
canbeusedto suggeshow complec asystems. For exam-
ple, Chasa can be usedto computethe following Object
Oriented Design (OOD) metrics proposedby Chidamber
andKemerer[1): WMC (weightedmethodperclass)DIT
(depthof inheritanceree),NOC (numberof children),and
CBO (couplingbetweerpbjectclasses).

45 Website Analysis

Ourtool supportgeneratiorof databasefr remoteap-
plets. Whenthe URL for a web pageis specifiedto the
databasgeneratioprogramijt will find any applettagsand
processheclassfiles for eachappletin theHTML file.

The ability to reverseengineera remoteapplethasim-
portantuses.A usermaywishto reverseengineemanapplet
on aremotesiteto getan overview of whatit doesor ana-
lyze potentialsecurityproblemgseeSectiord.2).

Sincethe authorof anapplettypically writes the appli-
cationin oneenvironmentanduploadgheappletto asener
whereit is run, thereis a possibilitythatthe appletwill be-
have differently in eachervironment. For example,a dif-
ferentsetof classescould be loadedon the sener dueto
its configuration. Our tool eliminatesthe processof mov-
ing the appletandits supportingcomponentso a different
machinebeforedoingtheanalysis.

The CIAO environmentworks with a variety of lan-
guagespne of whichis HTML. WebCiao[8] is a system
for visualizingandtrackingthe structuresof web sitesus-
ing an HTML repository WebCiaogenerates database
from a setof web pagesandusesa suiteof toolsthatare
generatedvith a CIAO specification.

We have implementeda tool which combinesreposito-
ries of HTML andJava applets. The combinedrepository
gives web developersan ervironmentfor viewing all as-
pectsof web contenttogethey both staticanddynamic,in-
cludingdocumenstructureandappletinteraction.

Figure 9 shavs an example query for the web page
http://www.att.com . Thequeryshavsthereachable
setof entitiesfrom thisurl. Thewebpagecontainsanapplet
calledAIG _Flipper , soarelationshipexistsbetweerthe
web pageandthe applet. Thus,this querydraws the setof
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Figure 9. HTML and Java Integration

URLsreferredto by thewebpageandthe methodgeferred
to by theapplettogether

5. Implementation

Ourimplementatiorconsistsof two parts. First, thereis
aprogramcalledchava thatgenerates repositoryfor an
application. Second thereis a specificationfile that pro-
videsinformationaboutthe semantic®f the databaseised
by externaltools.

Chava is implementedas a C programand is around
3,000lines of sourcecode. A Java-basedmplementation
was consideredput was discontinuedafter initial perfor
manceresultswerepoor. The C-basedmplementationuns
anorderof magnitudeasterthanour Jasa version.

Chava works analogouslyto a compiler It first gener
atesincrementaldatabasesn eithera perfile or perclass
basis(dependingvhetherwe are working with sourceor
classfiles), similarto how acompilergeneratesbjectfiles.
Thenall of the perclassdatabasesare linked togetherto
generatéhecompletedatabasesimilarto thelinking phase
of a compiler The linking phasereadsin the perclass
databasesnd resoles entitiesthat referenceexternal en-
titieswith their definitions.

5.1. class Files

Chava is ableto generatea databasdor a classgiven
only accesdo its class file (generatedy the compiler).
The classfile containsenoughinformationaboutthe enti-
tiesin a classthatwe canfill in mostof the attributesfor
our model. Classfiles containa table of methods fields,
classesandstrings. Chava goesthrougheachof theseta-
blesandcorvertsthetableentriesinto databasentities.To
determindgherelationshipof field accesandmethodnvo-
cation,Chava goesthroughthe byte codefor eachmethod
andpicksoutinstructionghatcall methodsor accesdields.

5.2. SourceFiles

Classfiles donot containevery pieceof informationthat
our modelprovides,but they containenoughto generatea
usefuldatabasédor our tools. Classfiles aremissingsome
informationaboutline numberghatChavais ableto getby
parsingsourcefiles. If a sourcefile existsfor a processed
class,Chava parsest to fill in the missingfields from the
database.

If we only have asourcefile for aclasswithoutthecom-
piled classfile, Chavainvokesthe Jarza compilerto produce
theclassfile andthenworkswith boththe sourceandclass
files. Thus,Chavais capableof working with only source,
only classfiles, or both.



5.3. Archives

Java allows a setof classedo be combinednto a single
file asanarchve. To generat@a databaséor anarchive, the
archie is first expandedinto its sourceand/orclassfiles.
Then,Chavais run on eachfile andthe setof databaseis
linkedto form asingledatabasérom thesetof classesThe
resultingdatabaseansubsequentlizelinkedwith otherap-
plications.

For example,we have produceda databaséor the Java
default classlibrary. The library is quite large and con-
sistsof around2 megabytesof classfiles. The generated
databaseontainsl5,248entitiesand 35,01 2relationships.
This databaseanbelinkedin with Java applicationsf the
userwantsto do analysisinvolving the Java classlibrary.
For example reachabilityanalysisonaJava programwould
revealhow muchof the Javalibrary it actuallyuses.

5.4. Java | nstantiation of CIAO

The queryandvisualizationsubsysternior Java is built
by constructinga new instanceof the CIAO system.CIAO
takes a specificationfile for a languageand generateshe
supportingtools for queryingand visualizationautomati-
cally. Thespecificatiorconsistof thefollowing parts:

e Scthema It enumeratetheattributesof entitiesandre-
lationships.Typesfor attribute fieldsincludeintegers,
strings,andpointersto otherentities.

o DatabaseView. This sectiondefineshow differenten-
tity andrelationshipentriesareviewedin text format.
For example a classentity containsthe packagename
asoneattribute andthe classnameasanother When
displayinga classentity, we canspecifythatthe name
be displayedby combiningthesefields.

e HTML View. This sectiondefineshow to formateach
of the attributesin the databasesHTML, makingit
possibleto displayqueryresultsin a browserwindow.

e Souce View. This sectiondefinesthe fields that are
neededo find the sourcefile andline numbersfor a
givenentityin thedatabase.

e GraphView. This sectiondefineshow to graphically
display entities and relationships. Entities are dis-
playedasnodesandthe specificatiorcandefinewhat
colors, shapesfonts, etc. shouldbe usedfor differ-
entkinds of entities. Relationshipsrerepresenteds
edgesandcanalsoberepresentewith variousstyles
andcolors.

e GUI FrontEnd Thefinal sectiondefinesthe appear
anceof thegraphicaluserinterface.

The specificationfile is lessthan 300 lineslong. The
completesuite of query visualization,and genericreach-
ability analysistools are generatedrom this specification
file.

6. Performance and Experience

Thissectionooksattheperformancef Chaszaasafunc-
tion of the numberof entitiesandrelationshipsemitted. It
is our goalthat Chava scalewell with large applicationsso
thatit canbe usefulfor real-world softwareprojects.

6.1. Speed and Size

To measurethe speedof Chava, we have taken a set
of applicationgangingin sizeandgeneratediatabasefor
them. To putthe numberdn contet, we comparehetime
thatChavatakesto the speedf compilation.We alsocom-
parethe runningtime of Chava to javap, which is a Java
programin the Java SDK thatdumpsthe contentf a class
file. javapcanbeviewedasa lower boundon performance
hadwe usedJava to write Chava.

The threeprogramswe performedexperimentson were
asfollows:

1. java.*: Thisis acollectionof classeshatmake up the
standardibrary for Java. All classesrein packages
thatbegin with java. Thesetof classess storedas
an archive in zip format, and sourceis not available.
Thus, our tool doesnot extract somepropertiesfrom
thearchive,suchasline numbers.

2. swing Swingis anotherJava archive distributedfrom
Sun. It containsa setof classeghatimplementa set
of userinterfacecomponentgor usewith Java. Thisis
agoodexampleof alargeapplicationin which source
codeis available.

3. WebDelta WebDeltais an AT&T projectthatimple-
mentsa Java-basedrersionof the WebCiaointerface.
Thisis anexampleof amediumsizedsoftwareproject.
Sourceis available.

The resultsare shavn in Tables2, 3 and4. Running
timesare from a SFARC stationrunning Solaris2.5. We
seein Table3 thatChavais significantlyfasterthancompi-
lationwith javac. In fact,Chavais alsofasterthanjavap,the
Java programthatdumpsthecontentof a classfile, despite
Chava’'sincreasedunctionality Thisis mostlikely thecase
becausé&€havais implementedchsa C programinsteadof a
Javaprogram.Nonethelesghesenumberdndicatethatthe
performanceof Chavais anorderof magnitudebetterthan
compilation.

Table4 shavsthenumberof entitiesandrelationsgener
atedby eachof ourtestapplicationsThetablealsoincludes



| Program| Sourcesize | Classsize | Numberof classes|

java.* | 300,000ines | 1,648,508 696
swing | 211,640ines | 1,340,364 503
WebDelta| 23,951lines | 369,469 92

Table 2. Project information

| Program| javac | javap | CompileDatabase Link Database

java.* | N/A | 1m5.4s 48.6s 22.07s
swing | 5m16s| 38.29s 30.72s 15.61s
WebDelta| 1m8s | 8.8s 4.9s 2.52s

Table 3. Performance of Chava

| Program| Databassize | Numberof entities | Numberrelationships|

java.* 1,720,326 15,248 35,012
swing 1,245,338 9,939 30,371
WebDelta 482,594 3,807 14,422

Table 4. Space Requirements

thesizeof thedatabaséle, thecontentof whichis database
entriesin ASCII format. We seethatthegeneratedatabase
sizeis in the orderof the size of the classfiles, which is
quite manageable.Size could be significantly reducedif
compressionvereusedonthedatabaseThenumberof en-
tities andrelationshipgs small enoughthat queriescanbe
performedefficiently.

7. Summary and Future Work

With the emenging popularity of Java, a growing num-
berof applicationsarebeingwritten which canbenefitfrom
tools that assistwith software engineeringasks. Our tool
malkesit possibleto work with large applicationsand per
form complex analysistaskssuchasreachabilityanalysis
andclusteringanalysis. It alsoallows visualizationof the
component®f an applicationto facilitate the understand-
ing of their interaction. Working with objectcodeinstead
of sourcehasthe disadwantagethat we cannotextract in-
formationthatthe compilerhasremoved(suchasoptimiza-
tions or sourcecomments)but is advantageousn that it
allows analysisto be appliedto a wider variety of applica-
tions,suchasappletsandlegagy systemsn which sources
unavailable.

We have severaltasksplannedor future developmeniof
our Javarepository:

e Handleerrors and exceptions In Java, methodsmay
throw exceptionsand errors. Eachmethodhasa set
of exceptionsthatit is allowed to throw, and others
mustbe caught.Our currentimplementatiordoesnot
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put informationin the databas@aboutexceptionsand
errors.Futureversionanay createseparatentitiesfor
themandcreateelationshipbetweermethodsandthe
exceptions/errorghey throw.

Handle compiler optimizations Chava works with
classfiles emitted from Java compilers. However,
somecompilersoptimizecode. Whensourcefiles are
not available, Chava hasdifficulty working with op-
timized code becauseentitiesfrom the original code
may not exist in the compiledclassfile. If sourceex-
ists, Chava canalwaysrecompilethe codewithout op-
timizations but it shouldbe possibleo dealwith some
optimizationsatthe bytecoddevel.

Integrationwith dehuggers. Our Jaszadatabasgenera-
tion tool is thefirst instantiationof CIAO to work with
objectfiles. Much of the informationthat we extract
from applicationsvould beusefulto adehugger asour
suiteof toolshelpusergo betterunderstangrograms.
We planto integratethe CIAO toolsinto a prototype
deluggercalleddeet[17]. Someexamplesof applica-
tionsthatmight beusefulare: (1) beingableto look at
the currentlocationof a programinsideits call graph
and(2) usingqueriesto find a setof line numbersto
useasbreakpointge.g.,seta breakpointat every line
thatreaddfield X).

3D Msualization FeijsandDe Jong[15] have applied
3D visualizationtechniquedo software systemswith
encouragingesults.3D providesmorewaysto repre-
sentprogranrelationshipsmakinguseof positionand



colorto describeattributes. We planto apply someof
thesetechniques$o Chava databases.

Web-BasedReverse EngineeringService Insteadof
installing CIAO and Chava on eachusers machine,
we are currently creatinga web servicefor develop-
ers who would like to sharethe understandingf a
particularprogramamongstachother Userswill be
ableto generateggraphviews usingan applet[2], run
databaseguerieshroughJDBC,andview sourcecode
asHTML or XML [22]. Sucha servicewill allow re-
searcher$o freely analyzeandexperimentwith public
sourcecode.

8. Availability

Chava will soon be available for experimental use.

Please visit

http://www.research.att.com/

“ciao
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