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Abstract 
 
Cloud Computing is one of the emerging technologies in all fields and is called as the type of computing relayed on the internet. The 
main functions of Cloud Computing are hosting and delivering of various software and services using the internet. Depending on the 
demands and requirements of the user, the cloud computing affords the main computational resources to users as service. The main com-
putational resources are larger storage space, server with high performance, various operating systems for various platforms and Network. 
The demand for these resources by the user is increasing day by day with the main drawback of security and is considered as a very seri-
ous problem in cloud computing. This paper has surveyed the various concepts related to cloud computing such as, the architecture, types 

and models for deployment, applications, advantages and disadvantages. The main goal of this paper is to provide a better knowledge 
about the cloud computing and its issues in the research on various domains. 
 
Keywords: Cloud Computing; Deployment; Software Services; Security Issues. 

 

1. Introduction 

Cloud computing is an Internet-based computing using which the 
shared computer processing resources and data to computers and 
other devices are delivered to end users on demand. As well as, it 
encapsulates the organizations to focus on the essential businesses 
instead of wasting the time and money on the infrastructure of 
computer. In the other terms, cloud computing means accessing 
and storing of data and programs over the Internet instead of user’s 
computer's hard drive. The cloud is just an allegory for the Internet 

[1]. Some of the examples of cloud computing are Google, Ama-
zon, Microsoft etc…The following figure fig.1 gives a detailed 
description of the basics of cloud computing. 
 

 
Fig. 1: Basics of Cloud Computing. 

 

 
Fig. 2: The Conceptual Reference Model. 

2. Architecture of cloud computing 

The cloud computing architecture includes the conceptual reference 
model that is represented as in the below figure Fig.2 [2]. The Con-
ceptual reference model of Cloud Computing functions in co-
ordination with the following [13]; 

 Cloud Carrier 

 Cloud Provider 

 Cloud Consumer 

 Cloud Auditor and 

 Cloud Broker. 

The relation between them is represented with the help of a dia-
gram as in fig. 3 
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Fig. 3: Relation between the Models of Cloud Computing. 

3. Services provided by cloud computing 

Cloud computing is a very broad domain that provides many ser-
vices which include SaaS, IaaS, PaaS and so on [4-6][9]. Cloud 
computing is regularly called as the stack which is responsible for 

providing many services as mentioned in the figure Fig. 4, and 
are; 
SaaS (Software as a Service): is mainly described for end-users. 
All the required software are deployed over the internet and with 
the help of license provided by the SaaS, end-user download the 
service on demand with the subscription, “pay-as-you-go” or at 
free of cost when there is an opportunity to get profit from various 
streams like advertisement other than end-users [3]. It has become 

a common place for all the users within an organization which 
indicated the fast growth of this SaaS provided by Cloud 
Computing. The main characteristics of SaaS are; 
Commercial Software that are accessed through web 
From the central location all the software are managed. 
Cloud computing will itself manage the software upgrades and 
other patches. 
The relation among various softwares is possible through APIs 
(Application Programming Interfaces. 

SaaS is a rapidly growing method for providing the technology.  
PaaS (Platform as a Service): is a collection of tools services that 
are designed for providing the services for end-users.: This service 
of Cloud Computing provides the benefits that SaaS provided for 
applications. PaaS is defined as a platform which allows for the 
web created applications to access fast and in simple way without 
any difficulties of purchasing and maintaining software 
underneath it. PaaS is similar to SaaS except that, PaaS is a 

platform for developing software and delivery of the software to 
the end-users rather than being delivered to the web [7] [10]. The 
main characteristics of PaaS are; 
Provides the services that develop, deploy, test, host and maintain 
the applications in the same combined environment. 
PaaS provides the services that are helped to create, modify, test 
and deploy in various scenarios. 
PaaS provide Billing and management tools. 

PaaS functions in similar to IaaS in many aspects that are discussed 
in the below section. 
IaaS (Infrastructure as a Service): provides the operating system 
Software, hardware for the end-users.: This is a method of cloud 
computing infrastructure delivery such as- servers, network, 
operating systems and storage on-demand by the end-users. Apart 
from purchasing software, storage, servers, datacenter space or 
any equipment’s related network. End-users purchase these 

resources as outsources service on demand [7][10]. The main 
characteristics of IaaS are; all the resources are scattered as a ser-
vice. 
IaaS provide the dynamic scaling for software. 
The price of this IaaS is reasonable. 
It provides single piece of software or hardware for multiple end-
users simultaneously. 
The relation among these three services is as in the figure shown 

below, Fig. 4. 
 

 
Fig. 4: Relation among the Services of Cloud Computing. 

 

 
Fig. 5: Cloud Computing Along with the Services, Examples. 

 
Apart from these three services cloud computing also provides 

many services as in the below figure, Fig. 5, with the different 
examples [14]. 

4. Classifications of cloud computing 

Typically, the Cloud Computing is classified in three ways as 
below [8-15]; 

a) Public Cloud 

b) Private Cloud and 
c) Hybrid Cloud. 

These classifications are explained with the figure as below in Fig. 
6a and 6b. 

a) Public Clouds: Public cloud is basically considered as an 
Internet. This type of cloud is primarily used to apply the 
developed resources, called as Applications such as, Soft-
ware-as-a-Service. Public cloud is also made available for 

storage purpose to the public. Examples of such public 
clouds are Amazon, Yahoo, and Google etc. Public cloud 
reduces the maintenance and investment for the resources 
by the organization. Hence it can be considered as an eco-
nomic cloud based on the applications. 

One of the main advantages of this Public cloud is, it increases the 
scalability by which the user demands and the workloads are satis-
fied. By using the Public cloud, the users have to pay only for the 

resources that are used by them. 
The main disadvantage of public cloud is, the Public cloud may 
not be used by all the Organizations, as it will limit the security 
and configuration. The figure 6 indicates the adoption of IaaS by 
the growing industries. The public cloud offers the method to end-
users called as “Pay-per-Usage”, and the users adopt the services 
called as “Self-Service-Model”. 
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Fig. 6: IAAS Adoption. 

 

b) Private Clouds: The Private cloud provides the same ad-
vantages like scalability, self-service, that the Public cloud 
provides to the end-users and it is through the architecture 
called as proprietary architecture. Private cloud fulfills the 
need of every single organization. Private cloud functions to 
reach the security issues of cloud computing, as this cloud is 
created by a single organization. The private cloud is mainly 
related with the infrastructure and the resources which are 

already inbuilt in the cloud by the enterprises or by an inde-
pendent organization. When there are inadequate or the in-
appropriate needs are accomplished by the public cloud then 
the private cloud will satisfy the needs of an individual or-
ganization. 

The following are the some of the advantages of private cloud [17] 
a) One 0f the important properties of cloud is “on-demand 

ability” and is provided by the private cloud by which, it 

enables an organization to develop, deploy and test solu-
tions fast that would otherwise delay the operations in a 
non-cloud environment. At this time duration, the organiza-
tion has to fill the online request application or demand 
form and virtual machines by the appropriate computing 
abilities– all without the snooping of the private cloud con-
trolling team.  

b) The hasty springiness capability enables to save money on 
network, compute, storage, network, and memory resources 

because these resources upgrade and are unconfined when 
needed. When projects start, the resources are made used by 
the consumers of the cloud service, and after the completion 
of the project, these used resources are given back into the 
resource pool of cloud infrastructure.  

c) The “on-demand” service or capability of private cloud 
makes it possible for IT to be seen as a true service provider 
and moves IT from a cost-center to a business enabler by 

monitoring cloud infrastructure resource usage by cloud 
service consumers and then providing comprehensive re-
ports on usage and charge back to the departments consum-
ing the cloud service. 

The private cloud is considered as a part of “the Journey to Hybrid 
Cloud”. 

d) Hybrid Clouds: Hybrid cloud is one of the cloud computing 
environments, which make use of, mix of on-locations, pub-

lic cloud, private cloud and third-party services with organi-
zation between the two platforms. 

 

 
Fig. 7: A. Hybrid Cloud Structure. 

 

 
Fig. 7:B. Differences between Clouds. 

5. Advantages & disadvantages of cloud com-

puting 

The main advantages of Cloud Computing are; 
Reliability 
Cost Savings 

Manageability 
Strategic Edge 
The main disadvantages of Cloud Computing are; 
Downtime 
Security 
Vendor Lock-In 
Limited Control 

6. Issues in cloud computing 

Security & Privacy: One of the main issues in Cloud Computing is 
Security & Privacy. Cloud computing provides a reliable security 
for the end-user. Every time the end-user has to be authenticated 
for storing & accessing the data to the cloud & from the cloud 
respectively. The queries that are raised to the cloud provider con-

sidering the security are [8-15]; 
Data Encryption 
Data residing 
Data movement from the end-user 
Security governance procedures & policies. 
Service Quality: Based on the recent survey 48% of the decision 
makers are thinking of investing on cloud computing. Hence the 
cloud provider should assure that the company’s data is to be se-
cured and should be available in time maintaining the reliability of 

data. Hence for the same reason the cloud provider should answer 
for the following queries [8-15]; 
The Infrastructure & Security standards 

 Identifying & Solving the problems 

 Escalating Process 

 Termination Process of the Data 

7. Conclusion 

While cloud computing is not without its risks, the truth remains 
that these risks are definitely manageable with some effort taken 
on the part of the company involved. Once the above issues are 
resolved, the rest of the process should go on smoothly, thereby 
providing immense benefits for the said company 
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