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Abstract. One of the most important areas in the developing field of cloud
computing is the way that investigators conduct researches in order to reveal the
ways that a digital crime took place over the cloud. This area is known as cloud
forensics. While great research on digital forensics has been carried out, the
current digital forensic models and frameworks used to conduct a digital inves-
tigation don’t meet the requirements and standards demanded in cloud forensics
due to the nature and characteristics of cloud computing. In parallel, issues and
challenges faced in traditional forensics are different to the ones of cloud foren-
sics. This paper addresses the issues of the cloud forensics challenges identified
from review conducted in the respective area and moves to a new model assign-
ing the aforementioned challenges to stages.
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1 Introduction

In the last years, the growing demand of computing power and resources, lead the
traditional forms of services to mutate very rapidly. During this period users have
been experiencing a huge demand on applications and services on cloud computing,
which is definitely one of the most important services offered in this era. According to
the 3rd Annual Future of Cloud Computing Survey, cloud adoption continued to rise
in 2013, with 75 percent of those surveyed reporting the use of some sort of cloud
platform — a 67 percent rise from the previous year. Addressing this growth in the
worldwide market for cloud computing it is expected to reach $158.8 billion by 2014,
an increase of 126.5 percent from 2011 [1]. Recent International Data Corporation
(IDC) cloud research shows that spending on public IT cloud services will reach
$47.4 billion in 2013 and is expected to be more than $107 billion in 2017. Over the
2013-2017 forecast period, public IT cloud services will have a compound annual
growth rate (CAGR) of 23.5%, as companies build out the infrastructure needed to
deliver public cloud services. By 2017, IDC expects public IT cloud services to drive
17% of the IT product spending. [2].
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Although, organizations are adopting cloud computing technology there is still a
great consideration about security and the continuously increasing number of digital
crimes occurring in cloud environments. According to a newly-released report spon-
sored by McAfee, global cyber activity is costing up to $500 billion each year, which
is almost as much as the estimated cost of drug trafficking [3]. Investigators have to
conduct digital forensic investigation on cloud computers to identify, preserve, collect
and analyze all the evidentiary data in order to proper present them in a court of law.
This type of forensic has been named as cloud forensics. The ability of cloud forensic
investigators to carry out an investigation depends completely on the tools and
methods used, to acquire the appropriate digital evidence from a device. The current
digital forensic methods, tools and frameworks used to conduct a digital investigation
cannot meet the requirements and the standards for the new technology on cloud
environment. This happens due to the fact that computer technology is continuously
changing and the forensic technology is unable to follow that pace.

Since cloud forensics is a newly developed research area our main and primary fo-
cus was to conduct a thorough analysis of the respective literature in order to present
an analytic review of the challenges and issues raised so far in the respective field.
For conducting this analysis we begun with the most cited papers presented in respec-
tive scientific journals, conferences and industrial reports like “Digital Investigation”,
“Advances in Digital Forensics”, “International Journal of Digital Evidence”,
“Emerging Digital Forensics Applications for Crime Detection, Prevention, and Secu-
rity”, “Systematic Approaches to Digital Forensic Engineering”, “Digital Forensic
Research Workshop”, “Cyber Security, and Cyber Warfare and Digital Forensic” etc..
After conducting this analysis we have broaden our research to less related academic
reports and papers from the field of security in information systems.

The findings of this study constitute an initial but robust set of requirements that
analysts and developers need to consider when designing information systems or in-
dividual services in the cloud. Also this research introduces future research efforts
that need to be conducted and tools that need to be implemented for assisting in the
process of cyber-crime investigation in cloud-based environments.

2 Technical Background

2.1  Cloud Computing

Companies and organizations are looking for new services and solutions on the Inter-
net, aiming on the reduction of the cost on their infrastructure and support (human
resources) and, in parallel, to increase their systems’ scalability. In order to accom-
plish their objectives, they outsource services and equipment. This solution is a step
towards cloud computing. Cloud computing is not owned by companies and the
respective IT systems are not usually managed by them. Instead, Cloud Service
Providers (CSPs) supply these services after signing contracts with companies. A CSP
maintains the computing infrastructure (high availability computer systems in
clusters, data centers) required for providing the various services, runs the cloud soft-
ware and delivers the cloud services to the Cloud Consumers through the Internet.
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Cloud computing uses virtualization techniques for providing equipment, software
and platform support as remote services. Cloud model is composed of five essential
characteristics, i.e., on-demand self-service, broad network access, resource pooling,
rapid elasticity and measured service, three service models, i.e., Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS), and four
deployment models, i.e., private cloud, community cloud, public cloud and hybrid
cloud” [4]. Cloud computing provides many advantages to companies and organiza-
tions in comparison to traditional private environments.

2.2  Digital and Cloud Forensics

In the digital world were modern users live and interact on a daily basis the number of
crimes involving computer devices is growing rapidly. This has an immediate impact
to the people who aim to assist law enforcement, using digital evidence to uncover the
digital crime. A new battlefield is set and the investigators are trying to cope and
bring to justice the people responsible for these kinds of crimes. Digital forensics is
the field where the investigators use forensic processes to search for digital evidence
in order to use them in a court of law, or to a company’s internal investigation. Digital
forensics has been defined as the use of scientifically derived and proven methods
toward the preservation, collection, validation, identification, analysis, interpretation,
documentation and presentation of digital evidence derived from digital sources for
the purpose of facilitating or furthering the reconstruction of events found to be crim-
inal, or helping to anticipate unauthorized actions shown to be disruptive to planned
operations [5].

Forensic techniques and tools have been created for assisting the investigation
process, aiming to acquire, preserve and analyze evidence. Digital forensics deals
with the digital evidence found in the area where the crime committed. When we refer
to evidence we mean all kind of digital evidence found on any type of digital devices,
present or futures. The most important element in the digital forensics is to maintain
the integrity and the chain of custody of the digital evidence. Any alteration to the
evidence simply means that the case is lost in a court of law.

Identification of evidence in cloud environments is a difficult process due to the
different deployment and service models and also the limitation of seizing (physical-
ly) the computer device containing the evidence. In the early stages of the new era,
investigations on cloud environments were based on methodologies and tools from
the digital forensic field. Rapid advances in cloud computing require new methodolo-
gies, frameworks and tools for performing digital forensics in cloud environments.
Cloud forensic is a subset of digital forensics and it was first introduced by Ruan
(2011), to designate the need for digital investigation in cloud environments, based on
forensic principles and procedures.

Crime investigators in cloud environments have to deal with a number of different
issues compared to network or computer investigation. The most important is that the
evidence can reside everywhere in the world in a virtualization environment. The
investigators’ main concern is to maintain that the evidence has not been compro-
mised by third parties, in order to be presented and being acceptable in the court of
law. Third parties are involved in the cloud forensic process due to their collaboration
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with CSPs. Service providers sign contracts with other companies possibly in differ-
ent geographically locations, for help and assistance.

Various cloud forensics techniques are developed and used depending on the cloud
deployment and service model the respective crime or incident under investigation
have taken place. In service models like PaaS and SaaS for example, consumers do
not have the control of the hardware and they depend on the CSP for the logs, whe-
reas in IaaS, consumers have the ability to make an image of the instance and acquire
the logs. As for the deployment models, in public cloud consumers do not have the
physical access and the privacy compared with the ones in private cloud.

3 The Cloud Forensic Process

3.1 Related Work

Since 2001, various methods and frameworks have been introduced regarding the way
of conducting proper digital forensic investigation, including different stages and
phases. The First Digital Forensic Research Workshop (DFRWS) [5] defined a gener-
ic investigative process that could be applied to the majority of investigations involv-
ing digital systems and networks. The model establishes a linear process, which
includes identification, preservation, collection, examination, analysis, presentation
and decision. In this workshop a discussion was conducted about the use of the term
collection and preservation, and the possibility of the first being a subcategory or a
separate step with the other.

The Abstract Digital Forensic model [6] was based on DFRWS model and consists
of nine stages which are identification, preparation, approach strategy, preservation,
collection, examination, analysis, presentation and returning evidence. It adds three
more stages and describes what each one of them concern.

In 2003, the Integrated Digital Investigation Process [7] model was introduced
based on the crime scene theory for physical investigations. It allows technical re-
quirements for each phase to be developed and for the interaction between physical
and digital investigations to be identified. This framework consists of 17 phases orga-
nized into five groups: readiness, deployment, physical crime scene investigation,
digital crime scene investigation and review.

The Enhanced Digital Investigation Process model [8] separates the investigations
at primary and secondary crime scenes while depicting the phases as iterative instead
of linear. It is based on the IDIP model and expands the deployment phase into physi-
cal and digital crime investigations while introducing the primary crime scene phase.
The reconstruction is only made after all investigations have taken place.

The hierarchical, objectives based framework [9] for the digital investigations
process in 2005, proposes a multi-layer, hierarchical framework which includes ob-
jectives-based phases and sub-phases that are applicable to various layers of abstrac-
tion, and to which additional layers of detail can easily be added as needed. The
framework includes the stages of preparation, incident response, data collection, data
analysis, presentation of findings and incident closure.
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In 2006, the Forensic Process [10] proposed consisting of four phases: collection,
examination, analysis and reporting. In this model, forensic process transforms media
into evidence for law enforcement or for organization’s internal usage. First collected
data is examined, extracted from media and transforms it into a format that can be
processed by forensic tools. Then data is transformed into information through analy-
sis and finally the information is transformed into evidence during the reporting
phase.

The Digital Forensic Investigation Framework (DFIF) [11] groups and merges the
same activities or processes that provide the same output into an appropriate phase.
The proposed map simplifies the existing complex framework and it can be used as a
general DFIF for investigating all incident cases without tampering the evidence and
protect the chain of custody. The framework consists of five phases which are prepa-
ration, collection and preservation, examination and analysis, presentation and report-
ing and disseminating the case.

In 2010, Digital Forensic Evidence Processes [12] defined nine stages, identifica-
tion, collection, preservation, transportation, storage, analysis - interpretation and
attribution, reconstruction, presentation and destruction. All of these should be done
in a manner that meets the legal standards of the jurisdiction and the case.

The Harmonized digital forensic investigation process model [13] introduced in
2012, proposed several actions to be performed constantly and in parallel with the
phases of the model, in order to achieve efficiency of investigation and ensure the
admissibility of digital evidence. The phases defined in terms of scope, functions and
order. These are: incident detection, first response, planning, preparation, incident
scene documentation, identification, collection, transportation, storage, analysis, pres-
entation and conclusion.

The Forensic Investigations Process [14] in cloud environments was based on the
Forensic Process with the four stages. Due to the evolution of cloud computing the
stages were changed to apply basic forensic principles and processes. The four dis-
tinct steps are: a) determine the purpose of the forensics requirement, b) identify the
types of cloud services (SaaS, IaaS, Paas), c) determine the type of background tech-
nology used and d) examine the various physical and logical locations, which are
client side, server side and developer side.

In 2012, Cloud Forensics Process [15] focused on the competence and admissibili-
ty of the evidence along with the human factor. The process consists of four stages
which includes a) ascertain the purpose of the cloud forensic, b) ascertain the type of
the cloud service, c) ascertain the type of the technology behind the cloud and d) carry
out specific investigation on the base of stage c¢ such as ascertain the role of the user,
negotiate with the CSP, collect potential evidence, etc.

Finally, in 2012, the Integrated Conceptual Digital Forensic Framework for Cloud
Computing [16] proposed, based on McKemmish and NIST. It emphasizes on the
differences in the preservation of forensic data and the collection of cloud computing
data for forensic purposes. It consists of four stages, identification and preservation,
collection, examination and analysis, reporting and presentation.

In the following section we propose a cloud forensics process as it was derived
from the aforementioned findings.
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3.2  The Process

In order to identify the cloud forensic process an extensive literature review on the
fields of both digital and cloud forensics was conducted. Based on the above frame-
works it is obvious that some of the existing models follow similar approaches while
others are moving in different areas of investigation, but the outcome in most occa-
sions is almost the same. The model used in this paper is similar to DFWR model
with three additions! Firstly we propose the inclusion of collection phase in the
preservation stage, secondly we include the analysis stage in the examination stage
and finally the decision stage is excluded, due to the fact that it cannot be considered
“forensic”.

This model is convenient for analyzing and associating challenges in cloud
forensics and was derived based on the suggestions and drawbacks located from the
investigation of similar approaches presented before. The model is consisted of four
steps: 1) Identification which is the first stage and deals with identifying all possible
sources of evidence in a cloud environment in order to prove that the incident took
place. It is crucial, because the next processes depend upon the evidence identified
here. ii) Preservation — Collection which deals with the collection of the evidence,
from the locations they reside in clouds, the different types of media and the tools
used to do so. Also, investigators need to isolate and preserve the evidence by
preventing people from using the digital device or by duplicating digital evidence.
Integrity and unauthorized alterations of digital evidence must be ensured. The most
important issue in this step is to maintain the chain of custody of the evidence and to
ensure the validity and the integrity of them in order to be used in a court of law. Pre-
servation could be a different process in a cloud forensic framework running concur-
rently with all the other processes, iii) Examination — Analysis which involves
the extraction of data from the previous stage and the inspection of the huge amount
of data identified in order to locate the proper evidence for the incident occurred.
The data found will be analyzed by different tools and techniques for revealing
any useful information in order to prove if someone is guilty or not. In this stage also,
data reconstruction will take place, iv) Presentation stage which is the final stage
and deals with the presentation of the evidence in a court of law. A well-documented
report with the findings must be produced using expert testimony on the analysis
of the evidence. Evidence must be presented in a way that the jury will understand
all the technical details due to the fact that cloud computing is a very complicated
environment for ordinary Internet users to understand.

4 Cloud Forensic Challenges

In this section we present the cloud forensics challenges identified from the review
conducted in the respective area. Also we move one step further and accomplish a
categorization of the respective challenges based on the cloud forensics process stages
presented in section 3. It should be mentioned that most of the challenges presented
apply basically on public clouds while fewer have applicability on private cloud ar-
chitectures as well.
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4.1 Identification Stage

Access to Evidence in Logs. Logs play a vital role in an investigation. Having access
to log files in order to identify an incident is the first priority for the investigators. In
cloud environments where data are stored in unknown locations due to systems’ dis-
tribution locating logs is a hard and painful process. The detection of logs also de-
pends on the service model. In PaaS and SaaS, checking system status and log files is
not feasible because the client access is completely limited to the API or the pre-
designed interface. It is just partly applicable in IaaS cloud model as it provides the
Virtual Machine which behaves almost the same as an Actual Machine [17]. On the
other hand many CSPs do not provide services to gather logs and sometimes inten-
tionally hide the details from customers.

Physical Inaccessibility. In a cloud environment, data location is a difficult task due
to the geographical distribution of the hardware devices. The established digital fo-
rensic procedures and tools assume that physical access to the hardware is a fact [18].
However, in cloud forensics there is no possibility to seize the hardware containing
data, because the data are stored in distributed systems usually in different jurisdic-
tions. Thus, this challenge applies to all three service models.

Volatile Data. Data stored in a Virtual Machine instance in an IaaS service model
will be lost when the VM is turned off or rebooted. This reflects to the loss of impor-
tant evidence such as registry entries, processes and temporary internet files. In case
an adversary launches an attack on a VM with no persistent storage synchronization,
when the attack is completed, the adversary can shut down the Virtual Machine in-
stance leading to a complete loss of volatile data, if no further countermeasures are
installed [19]. Respective literature [18, 20, 21, 22] place the specific challenge to
preservation and collection stages. Actually this challenge can fit into both stages,
because first we have to identify volatile data and then we have to preserve and col-
lect them from any instance.

Distribution - Collaboration. The distribution of computer systems (in all three ser-
vice models) in the cloud environment makes the investigators to confront problems
with different jurisdictions and laws. To access information, they need to wait for a
warrant which sometimes can be costly and time consuming. This is why international
collaborations between law enforcement and CSPs must be taken into consideration
[23]. New guidelines need to be written and adopted by all countries for the afore-
mentioned reasons.

Client Side Identification. Evidence can be found not only in the providers’ side but
also in the clients’ side interface. In most of the scenarios, the user agent (e.g. the web
browser) on the client system is the only application that communicates with the ser-
vice in the cloud. This especially holds for SaaS and IaaS scenarios. Hence, in an
exhaustive forensic investigation, the evidence data gathered from the browser envi-
ronment should not be omitted [19].
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Dependence on CSP - Trust. In all respective literature authors point out the CSPs
contribution on cloud forensic process. CSPs are responsible for helping and assisting
the investigators and the clients with all the information and evidence they can get in
their cloud infrastructures. The problem arises when the CSPs are not willing to pro-
vide the information reside in their premises. A good reason for not doing so is the
fear that these are going to be used against their companies. In all three models, espe-
cially in SaaS and PaaS we need to depend on the CSP to identify, preserve and col-
lect all the evidence that could lead us to the incident. Another major issue is the
CSPs dependence on third parties. CSPs sign contracts with other CSPs in order to be
able to use their services. This means that the investigation has to cover all the parties
involved with an immediate impact to the chain of custody. This challenge applies not
only to identification stage, but also to preservation and collection stage.

Service Level Agreement (SLA). In many cases important terms regarding forensic
investigations are not included in the SLA signed between CSP and customer. This is
because there is a lack of customer awareness, a lack of CSP transparencies, trust
boundaries and a lack of international regulations. CSPs cannot provide transparency
to customers, because they either do not know how to investigate criminal incidents
or the methods and techniques they are using are not appropriate in cloud environ-
ments [24]. Suppose a customer signed a contract with a CSP regarding the deletion
of all data after the contract expires. It is hard for the customer to verify that the CSP
has fulfilled the agreement. Service Level Agreements concern the stages of identifi-
cation, preservation and collection.

4.2  Preservation — Collection Stage

Integrity and Stability. The integrity preservation and the stability of the evidence is
essential in cloud investigation for IaaS, PaaS and SaaS. We must preserve data in our
effort to acquire evidence in multi-jurisdiction environments, a difficult task to deal
with, without violating any law. If the integrity is not preserved (could be compro-
mised by the CSP or the hypervisor [17]), then the evidence will not be admissible to
the court of law. Finally, it is difficult to maintain the stability of the data because of
the transient nature and dedicated description of the data in a Cloud [15]. According
to [16], this challenge applies to analysis stage.

Privacy. The virtualization of the systems in [aaS and multi-jurisdiction affect the
privacy of the clients. Investigators must ensure that all regulations and standards are
retained in order to collect the evidence without breaching clients’ privacy. CSPs also
must find a mechanism to ensure clients that their information will not be accessed by
any member of the staff even if they have been deleted.

Time Synchronization. In all three service models the time concerning data is also
crucial and requires hard work to come with the correct results. This is due to the fact
that data are stored in multiple geographical regions with different time zones. Inves-
tigators need to gather all the time stamps from the devices and establish an accurate
time line of events [20].
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Internal Staffing. This issue concerns all three service models and all four stages,
from identification to preservation. To conduct an investigation in cloud forensics a
number of people must be involved as a team. This team should consist of investiga-
tors with technical knowledge, legal advisors and specialized external staff with deep
knowledge in new technology and skills [24].

Chain of Custody. The most important thing to present evidence in a court of law is to
make sure that the chain of custody of the evidence is maintained throughout the inves-
tigation. Any interruption in the chain of custody will be a problem and the evidence
will be questionable. Because of the multi-jurisdictional laws and the involvement of
the CSPs for maintaining the chain is a huge challenge. Imagine an investigation
where the CSP has to submit data to the investigators. The personnel responsible for
collecting the data are not trained to preserve evidence according to specific forensic
techniques. In this case the chain of custody will not be maintained. For a case to stand
in court the investigators have to ensure that the chain of custody should contain
information such as, who collected the evidence, how and where the evidence was
collected, how the evidence was stored, who accessed the evidence, etc. [16]

Imaging. In IaaS to make an image of the instance to acquire evidence can be accom-
plished by taking a snap-shot of the VM. In this case client does not need to shut
down the VM to clone the instance. The term “Live Investigation” was introduced for
the aforementioned method. The method gathers data in rest, in motion and in execu-
tion. Using different images of the instance can provide to investigators any change
or alteration made. For PaaS and SaaS clients do not have the ability to access the
device. This simply means that there is no possibility of making an image, leading to
lose potential evidence when a criminal activity takes place.

Bandwidth Limitation. The volume of data is increasing rapidly resulting to an in-
crease of evidence. In the previous paragraph we referred on the VM imaging in TaaS
model. In order to collect data, investigators need to download the VM instance’s
image. The bandwidth must be taken into consideration when they are downloading
these large images.

Multi-jurisdiction. To acquire evidence from the three models in cloud from differ-
ent jurisdictions is another issue for the investigators. Due to cloud characteristics
system’s data are usually spread in places around the globe. Thus, it is very difficult,
almost impossible, to conduct evidence acquisition when investigators are dealt with
different legal systems, where the related laws or regulations may vary by countries
[15]. Any evidence retrieval must be according to the laws and privacy policies of the
specific jurisdiction where forensic investigation took place in order to maintain the
chain of custody. Otherwise, the evidence cannot stand in a court of law.

Multi-tenancy. In cloud environments where IaaS and PaaS services are used,
customers share the same storage in VMs. This has an immediate effect on the investi-
gation. Evidence retrieval in multi-tenant environments must maintain the confidential-
ity, preserve the privacy of the tenants and finally ensure that the data to be collected
concern specific tenant and no other. Due to the multi-tenancy the data can be conta-
minated by people who have access into the same storage unit with result of losing
important evidence.
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4.3 Examination - Analysis Stage

Lack of Forensic Tools. Data analysis in cloud environments requires appropriate
forensic tools. Many of the tools used for a cloud investigation, have been designed
and introduced for digital forensic investigations. With the systems distributed all
over the world and with no physical access to the computer devices, these kinds of
tools cannot fully cover the investigations in IaaS, PaaS and SaaS models. New soft-
ware tools must be developed to assist in the preservation — collection stage acquiring
data more efficient and new certified tools must be produced to help the investigators
in data examination and analysis.

Volume of Data. The amount of data, stored in the CSPs’ data centers is extremely large
and it’s increasing on a daily basis. This has an immediate impact on the analysis of the
information in order to find useful evidence for the investigation. Appropriate capture
and display filters have to be developed and set up in order to make the data volume
present in Cloud Infrastructures proccessible [21]. It is very difficult to analyze the VMs
directly, even if the CSPs cooperate with investigators, because the VMs for SaaS and
PaaS may have a huge storage system, and contain many other applications [25].

Encryption. Many cloud customers in all three service models store their data in an
encrypted format to protect them from criminal activities. When an investigation is
conducted the encrypted data will not be useful once the encryption keys cannot be
acquired. The evidence also can be compromised if the owner of the data is the only
one who can provide the key, or if the key is destroyed. Furthermore, many CSPs are
using encryption methods to store clients’ data in the cloud [23].

Reconstruction. During the investigation, crime scene reconstruction might take
place. In cloud environments where data are spread across different regions and coun-
tries with time differences, to reconstruct the crime scene and place the facts in a logi-
cal order might be a difficult work [17]. On the other hand, if a VM instance is forced
to shut down, all data and potential evidence will be lost and the reconstruction phase
cannot be executed.

Unification of Log Formats. Analyzing data acquired from the service models is a
time consuming process, especially if we have to deal with and identify a number of
different log formats. Unification of log formats in cloud is a difficult operation when
we have to access the huge amount of different resources available. [24].

Identity. In traditional digital forensic associating a user with the data stored in their
computer device is comparatively straight forward (assuming that the device belongs
to them and found in their house). In cloud investigation is more complicated, because
data are stored in multiple remote locations in multi-tenant environments, and are
accessed through clients. Hence, to determine that someone is the owner of the data
from a large number of cloud users distributed globally is an intricate process [23].
Another prospective is when a user engages a criminal movement through their VM
from a veiled IP address and afterwards claims that their credentials have been com-
promised from another person.
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4.4  Presentation Stage

Complexity of Testimony. In a court of law where the jury (often) consists of people
with only the basic knowledge in computer systems, the investigators must be ready
to deal with this situation. They have to be prepared to give a clear and simple under-
standing on the terms of cloud computing, cloud forensics and how they work and
explain how the evidence acquired preserved and documented during the investiga-
tion. This is an important issue towards the progress of the trial.

Documentation. Another challenge is to persuade the jury that the evidence acquired
during the investigation has been documented properly and there had been no changes
to the evidence in the previous stages. Investigators must ensure that all parties have
been involved in the investigation, followed methods and principles in order to main-
tain the chain of custody of the evidence that has been collected. Documentation of
digital evidence concerns all stages.

4.5  Uncategorised

Compliance Issues. Companies and organizations such as banks, brokers, hospitals,
etc. are not transitioning easily to cloud environments, due to trustworthy data reten-
tion issues, together with laws and regulations. There are several laws in different
countries, which mandate the trustworthy data retention [18]. Cloud environments yet,
are not being able to comply with the forensic requirements set by laws and regula-
tions, hence the transition of those organizations to cloud is impractical. The same
applies to credit card companies, as achieving compliance with standards set in this
field cannot be met [19].

5 Discussion

Based on the review analysis it is obvious that cloud forensics is far more demanding
than digital forensics and this is why there is a need for the introduction of new frame-
works and methodologies on cloud investigation in order to proper preserve evidence
and maintain the chain of custody in all stages of the investigation. Since cloud foren-
sic is a new field, methodologies and frameworks were based on the digital forensics.
To the best of our knowledge no author developed and introduced a framework or
methodology, concerning cloud forensics that covers every aspect and every phase in
a cloud forensic investigation. Most of the work conducted on cloud forensics, refers
to challenges, issues and threats, suggestions and solutions on the service models.
Challenges, though, apply on different phases and processes in an investigation.

The categorization of stages presented above is based upon models and frame-
works introduced and proposed by academics and the industry. To assign challenges
to phases, DFRW model was used with a slight differentiation as presented in section
3. Cloud forensic as mentioned earlier is a new technology, hence, there are many
different opinions on the categorization of the challenges. After thorough study on the
literature on cloud forensics table 1 was designed for assigning challenges according
to the respective stage and service model they belong to. The table also captures the



282 S. Simou et al.

Table 1. Cloud Forensics Overview

Cloud Forensic

Applicable to

Related Work

Challenges / Stage TaaS | PaaS | SaaS
Identification
. . [16], [17], [18], [19], [20],

1Access to evidence in partly \ \ 211, [221. [23]. [24]. [25].
0gs [26], [27]
Physical inaccessibility \ 3 V[ [18],[23], [24], [25], [27]

. (171, (18], [19], [20], [21],
Volatile data \ X X [22]. [24]. [25]
Distribution —
Collaboration v v v 23], [24], [26]
Client side identification | X v | [17],[19], [22]
Dependence on CSP — N N N (18], [19], [20], [22], [24],
Trust [25], [26]
Service Level Agree-
ment (SLA) \ \ v | [19], [24], [26]
Preservation — Collection
Integrity and stability V \ N [ [15],[16], [17], [18], [26]
Privacy X \ \ | [16], [17], [20], [21]
Time synchronization \ \ v | [18], [20], [24]
Internal Staffing \ \ \ [24], [26]
Chain of custody \ N N EZ}’ [£17?]’ (191, (203, 211,
Imaging X \ v [15], [17], [18], [19], [20]
Bandwidth limitation \ X X | [18], [22], [25]
Multi-jurisdiction \ \ \ | [15], [23, [24], [26], [27]
Multi-tenancy \ \ N | [18], [21], [24], [26]
Examination — Analysis
Lack of forensic tools \ N N Eg}’ [18], 1201, (23], [26],
Volume of data X \ v | [15],[17], [21], [25]
Encryption \ \ V[ [16], [201, [23], [24]
Reconstruction N N N [16], [17], [18]
Unification of log for- N \ \ [24]
mats
Identity \ \ Vo 1191, 123]
Presentation
Complexity of
(estimony Y \ N | [16], [17], [181, [201, [27]
Documentation N N N [15],[16]
Uncategorised
Compliance issues | N N1 N T8,

v denotes that a challenge is present and X denotes that a challenge is not present according to

the referenced authors.
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related work produced by authors on every challenge. Some of the challenges’ as-
signments may refer to more than one stage (see Section 4), but for the convenient
presentation of the table each challenge is assigned to one stage.

Preservation of digital evidence along with challenges, such as maintaining chain
of custody and documentation, should be applied throughout the digital investigation
process. They should run concurrently with all other processes/stages in order to en-
sure that the evidence will be presented as admissible in a court of law. Procedures
must be followed and documented from the moment an incident has occurred until the
end of the investigation.

In the field of cloud forensics the most important identifiable challenge is the
access to evidence in logs, as all respective authors refer to. To win an investigation,
evidence must be presented in a court of law, otherwise no case exists. Once logs are
the most valuable and powerful evidence all authors focused on the base on how logs
can be identified and accessed in a distributed environment as cloud. The problem
relies on the CSPs’ dependencies, another sensitive issue to which authors referred
thoroughly. Due to the physical inaccessibility, identifying, preserving and collecting
evidence depend mostly on CSPs. This is why trusted relations with consumers
should be built by allowing the transparency and cooperation in the first stages of an
investigation. This could also be ensured with clear written and well-presented SLAs
between CSP and consumer.

Forensic tools’ challenge is another priority for the authors, as most of them identi-
fied that the current tools cannot be efficient and productive for collection and analy-
sis of potential digital evidence. Developers should modify existing tools or produce
new ones in order to overcome problems, such as encrypted data, acquiring evidence
or the enormous amount of data which sometimes has to be analyzed in a short period
of time. Again, by developing appropriate tools the chain of custody could be main-
tained in a better way and the collection of data would not compromise the evidence
making them questionable by the jury.
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