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Abstract—The scheme [1] is flawed because: (1) its circuit access structure is
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without the help of the key generation authority.
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1 INTRODUCTION

RECENTLY, Xu et al. [1] have presented a circuit ciphertext-policy attri-
bute-based hybrid encryption with verifiable delegation to the cloud
server. The scheme combines a general circuit ciphertext-policy attri-
bute-based encryption and the outsourcing of partial decryption. But
we find it fails to keep the compatibility of the two paradigms. Its cir-
cuit access structure is falsely described. The cloud server cannot
complete the related computations because the encryption exponent
s1 (or the factor g

s1
k ) is not accessible to the server.

2 REVIEW OF THE SCHEME

The scheme involves four entities: the data owner, the authority,
the cloud server, and some target users.

Setup. Let G1; . . . ; Gk be groups of prime order p, with the each
generator gi. There exist a set of bilinear maps feij : Gi �Gj !
Giþj j i; j51; iþ j4kg (write as e) satisfying: 8m; n 2 Zp, eðg

m

i ; g
n

jÞ ¼
gmniþj. Let H1; H2; H3 be three hash functions. Pick a; a 2
Zp; h1; . . . ; h2n 2 G1, and set the system public parameters as g ¼
g1; g2; . . . ; gk; gak ; y ¼ ga; H1; H2; H3; h1; . . . ; h2n: Themaster key is ga.

Hybrid-Encryption. Given a message M 2 f0; 1gm, the data
owner picks R 2 f0; 1gm; s1; s2; s3 2 Zp and computes

CM ¼ M �H1ðg
as1
k Þ; C0

M ¼ g
s1
k�1; r1 ¼ H2ðg

as1
k Þ;

CR ¼ R�H1ðg
as2
k Þ; C0

R ¼ g
s2
k�1; r2 ¼ H2ðg

as2
k Þ;

s1 ¼ KHKIDoH
r1
3 ðIDokCMkCRÞ

� �s3 ;

s2 ¼ KHKIDoH
r2
3 ðIDokCMkCRÞ

� �s3 ;

sM ¼ fs1; g
as3
k ; g

ts3
k�1; H

s3
3 ðIDokCMkCRÞg;

sR ¼ fs2; g
as3
k ; g

ts3
k�1; H

s3
3 ðIDokCMkCRÞg:

For the access structure f ¼ ðn; q;A;B;GateTypeÞ, generate �f such
that negation gates appear only at the input wires. Pick r1; . . . ;
rnþq�1 2 Zp, set rnþq ¼ s1, and associate rw to the wire w according
to the below cases (page 124, [1]).

Input wire. For w 2 ½1; n�, zw 2 Zp, compute

Cw;1 ¼ yrw ðyhwÞ
�zw ; Cw;2 ¼ gzw :

Gate OR. For j ¼ depthðwÞ, aw 2 Zp, compute

Cw;1 ¼ gaw ; Cw;2 ¼ g
aðrw�awrAðwÞÞ

j ; Cw;3 ¼ g
aðrw�awrBðwÞÞ

j : (1)

Gate AND. For j ¼ depthðwÞ, aw; bw 2 Zp, compute

Cw;1 ¼ gaw ; Cw;2 ¼ g
aðrw�awrAðwÞ�bwrBðwÞÞ

j : (2)

The full ciphertext CT contains CM ; C0
M ; CR; C

0
R; sM ; sR, and the

ciphertexts of f and �f .
Key-Generation. For the user with the attribute index x 2 f0; 1gn,

the authority picks t 2 Zp and creates the private key fKH ; L;K1;
. . . ;Kng, where

KH ¼ gayt; L ¼ gt; Ki ¼
ðyhiÞ

t; xi ¼ 1;
ðyhnþiÞ

t; xi ¼ 0:

�

(3)

For the data owner with the identity IDo, the authority generates
his private key fKH ; L;KIDog, where

KH ¼ gayt; L ¼ gt; KIDo ¼ Ht
3ðIDoÞ: (4)

Partial-Decryption. Given the transformation key TK ¼ fL;
K1; . . . ; Kng, the full ciphertext CT , and a user’s attribute index x,
the cloud server evaluates the circuit from the bottom up according
to the below three cases.

Input wire. Forw 2 ½1; n�, fwðxÞ ¼ xw or �xw. If fwðxÞ ¼ 1, compute

Ew ¼ eðKw; Cw;2Þ � eðL;Cw;1Þ

¼ eðytht
w; g

zw Þ � eðgt; garwy�zwh�zw
w Þ ¼ garwt2 :

Gate OR. Let j ¼ depthðwÞ. If fAðwÞðxÞ ¼ 1, compute

Ew ¼ eðEAðwÞ; Cw;1Þ � eðCw;2; LÞ

¼ e g
arAðwÞt

j ; gaw
� �

� e g
aðrw�awrAðwÞÞ

j ; gt
� �

¼ garwtjþ1 :
(5)

Gate AND. Let j ¼ depthðwÞ. If fAðwÞðxÞ ¼ 1, compute

Ew ¼ eðEAðwÞ; Cw;1Þ � eðEBðwÞ; Cw;2Þ � eðCw;3; LÞ

¼ eðg
arAðwÞt

j ; gaw Þ � eðg
arBðwÞt

j ; gbw Þ

� e g
aðrw�awrAðwÞ�bwrBðwÞÞ

j ; gt
� �

¼ garwtjþ1 :

(6)

If fðxÞ ¼ fnþq ¼ 1, compute

C00
M ¼ ðgkÞ

as1t: (7)

Otherwise, if �fðxÞ ¼ 1, compute C00
R ¼ ðgkÞ

as2t. Output the partially
ciphertext CT 0 ¼ ðsM ; CM ; CR; C

0
M ; C00

MÞ if fðxÞ ¼ 1, and ðsR; CM ;
CR; C

0
R; C

00
RÞ if fðxÞ ¼ 0.

Decryption. Given CT 0; s and IDo, a target user performs as fol-
lows. If fðxÞ ¼ 1, compute

xM ¼ eðC0
M ; KÞ=C00

M ; r1 ¼ H2ðxMÞ; (8)

check eðs1; gk�1Þ ¼ eðH
s3
3;k�1ðIDokCMkCRÞ; g

r1Þ � g
as3
k � eðyH3ðIDoÞ; g

ts3
k�1Þ.

Then computeM ¼ H1ðxMÞ � CM .
If fðxÞ ¼ 0, compute xR ¼ eðC0

P ;KÞ=C00
R; r2 ¼ H2ðxRÞ, and check

the signature. Then compute R ¼ H1ðxRÞ � CR.
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3 THE FLAWS

The proposed system model can be depicted as Fig. 1. Though the
proposed scheme is interesting, we find there are some flaws.

� There are some obvious typos. For example, the expressions
fAðwÞðxÞ ¼ fAðwÞðxÞ ¼ 1, fðxÞ ¼ fnþq ¼ 1, EAðwÞ; EBðwÞ (the 3rd, 5th,
7th, 10th lines, the right column, page 125, [1]), where fnþq;
EAðwÞ; EBðwÞ are undefined. The notation H

s3
3;k�1ðIDokCMkCRÞ (the

6th, 8th lines, the left column, page 124) should be corrected as
H

s3
3 ðIDokCMkCRÞ.
� The circuit access structure is confusingly described. It confuses

the consistency of Eqs. (1) and (5), and that of Eqs. (2) and (6). Liter-
ally, they could be corrected as

Cw;1 ¼ gaw ; Cw;2 ¼ g
aðrw�awrAðwÞÞ

j ð10Þ

Cw;1 ¼ gaw ; Cw;2 ¼ gbw ; Cw;3 ¼ g
aðrw�awrAðwÞ�bwrBðwÞÞ

j ð20Þ

� The cloud server cannot complete the related computation because
the encryption exponent s1 (or the factor g

s1
k ) is not accessible to the

server. Actually, C00
M ¼ ðgkÞ

as1t (see Eq. (7)), the exponents a; t are
chosen by the authority, and s1 is chosen by the data owner. Hence,
the server can only access

g; g2; . . . ; gk; y ¼ gaðfrom the system0s parametersÞ

gt; gatht
i or g

atht
nþiðfrom the transformation key TKÞ

C0
M ¼ g

s1
k�1ðfrom the full ciphertext CT Þ;

and obtain eðga; gtÞ ¼ gat2 ; eðg
at
2 ; g

s1
k�1Þ ¼ g

ats1
kþ1 6¼ C00

M . Likewise, the
server cannot finish the computation of C00

R.

If set C0
M ¼ g

s1
k�2, then eðgat2 ; g

s1
k�2Þ ¼ g

ats1
k ¼ C00

M . That means the
server can properly do the computation. But it still contradicts
Eq. (8). In fact, xM should be equal to g

as1
k (see the Hybrid-Encryp-

tion phase). Therefore,

g
as1
k ¼ eðg

s1
k�2;KÞ=g

ats1
k ) K ¼ gaþat

2 ¼ gat2 � ga2 :

The scheme has not specified the parameter K. Even worse, the
factor ga2 is not accessible to the user. He cannot finish the
computation.

Note that if ga2 is directly set as a public parameter, then it
becomes unnecessary for the user to ask the cloud server to per-
form the partial decryption, because the user can recover the plain-
text by M ¼ H1ðeðg

a

2 ; C
0
MÞÞ � CM , which is independent of C00

M in
the partial ciphertext CT 0.

� Some users can conspire to generate new decryption keys, without
the help of the key generation authority. As we know, in an attribute-
based encryption there are many target receivers whose private
keys are matching the specified access structure in a ciphertext.
Since all users are conferred the same KH ; L (see Eq. (2)), any
two users with the attribute indexes ~x ¼ ~x1 � � � ~xn 2 f0; 1gn; x ¼
x1 � � � xn 2 f0; 1gn, can collaborate to generate a new private key
corresponding to the attribute index X ¼ X1 � � �Xn, where Xi ¼
max f~xi; xig, i ¼ 1; . . . ; n. The new key fKH ¼ gayt; L ¼
gt; K̂1; . . . ; K̂ng satisfies more attributes than the original two.
Therefore, it can match more access structures. The flaw is due to its
simple private key generation mechanism (each subkey is just con-
ferred on each attribute, which seems insufficient for the scenario of
outsourcing computing).

� The cloud server and the data owner can conspire to retrieve the user’s
private key. Note that the user’s private key is just fKH ; L;K1; � � � ;
Kng, and the data owner’s key is fKH ; L; KIDog. Since the so-called
transformation key TK ¼ fL; K1; � � � ;Kng should be submitted to
the server for the partial decryption, the server and the data owner
can collaborate to recover the user’s key. The flaw is also due to its
simple private key generationmechanism.

4 CONCLUSION

We show that the Xu et al.’s scheme is flawed. We want to stress
that the private key generations for users in an attribute based
encryption should be considered carefully.
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Fig. 1. The proposed system model.
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