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CHAPTER 1

INTRODUCTION, LITERATURE REVIEW AND METHODOLOGY

Tedecommunication has been a necessity more than an option in this century.
Pardld with the innovations in telecommunications technology, the need for the
interception of communications has increased (Diffie & Landau, 1998).

Wiretapping is atraditiona and generd term used for the interception of
communications. This term should not be taken too literdly becauseits useis no longer
restricted to the interception of classical wired voice communications. Indeed,
wiretapping, asaterm, is used for the interception of dl forms of communication flowing
through both wired and wirdless mediums (Diffie, et d., 1998).

Interception, in § 2510 of Title I11, is defined as the acquisition of the contents of
any ord, wire or eectronic communication through the use of any eectronic, mechanicd,
or any other device (Electronic Frontier, 2000).

Wiretgpping has developed as an invedtigative tool within law enforcement in
response to advancing communications technology and its effectsin society (Freeh,
1999). The use of thistool has been more and more important as telecommunication
networks have taken over dally life (Diffie, et d., 1998). Use of wiretgpping as an
investigative tool requires regulations to minimize or diminate its possble harmful

consequences. Therefore, wiretapping regulations have been created to authorize law



enforcement agencies to use wiretapping as an investigation tool while protecting
individuas from its misuse.

In this chapter, firdt, the historica framework, motivation, scope, and the research
guestion of this thesis are explained. Second, the literature is reviewed. Third, varigbles,
assumptions and limitations of this thesis are explored. Fourth, the methodology of the

sudy is explained. Findly a section is devoted to an overview of the upcoming chapters.

Higtorica Framework and Motivation of the Present Study
Prior to 1967, there existed a permissive atmosphere that alowed wiretapping to
be conducted with minima regulations (Albanese, 1984). According to Hull (1996), this

atmosphere was fostered partialy by the 1928 Supreme Court decision in Olmstead v.

United States. In Olmstead v. United States (1928), the Court ruled that wiretapping of
telephone conversations didn't violate the Fourth Amendment unlessit involved an

unlawful physica entry to the premises. In Berger v. New York (1967), the U. S.

Supreme Court overruled the Olmstead decision by ruling that such conversationsfell
within the Fourth Amendment’ s protection, and eectronic surveillance of such
conversations condituted a search within the meaning of the Fourth Amendment. In the

same year, the U. S. Supreme Court, in Katz v. United States (1967) clarified the

interpretation of the Fourth Amendment in terms of the right to privacy by sating that the
Fourth Amendment “protects the people not the places.”
In 1968, Congress enacted Title 111 of the Omnibus Crime Control and Safe

Streets Act (Title 1) to regulate wiretapping while protecting individua privacy rights



(Hull, 1996). Title I11 authorizes law enforcement agencies to ingtall wiretaps only after a
judge makes an ex parte determination that probable cause exists and that other
investigative techniques were or would be unavailable (Gruda, 2000).
Tdecommunications carriers were mandated to assst the law enforcement personnd in
the execution of the wiretgppings by a 1970 amendment to Title I11 (Hull, 1996).

The Electronic Communications Privacy Act of 1986 (ECPA) amended
protections of Title 111 against private party eavesdropping and extended TitlelI1's
exiding lega provisonsto new technologies without consdering how these
technologica changes might require different lega responses (Schwartz, 1995). It soon
became evident that ECPA’ s extension of the existing law had not kept pace with the new
technologies; therefore, in 1994, the Communication Assstance for Law Enforcement
Act (CALEA) was enacted (Ward, 1996). CALEA requires telephone companies to
ingal equipment enabling law enforcement to maintain and facilitate its wiretapping
abilities

It was planned that the first phase of the implementation of CALEA would be
completed in October 1998; then, the second phase would begin. However, there has
been little implementation done so far, and the Federd Communication Commission
(FCC) extended the compliance date from October 25, 1998 to June 30, 2000, and then to
March 31, 2001 (Federal Bureau, 2000a; Federd Communications, 1998a; Federa
Communications, 20008). In terms of implementation, the first announcement was made
by the Federd Bureau of Investigation (FBI) in September 14, 1999. In the

announcement, the FBI announced that the Ameritech Co., asthe first company, agreed



to begin to load CALEA compliance software into some communication switches
(Federa Bureau, 20008).

According to the Center for Democracy and Technology (CDT) (1998), CALEA
doesn't work. It is evident thet thereisa sgnificant delay in the implementation. This
delay motivates the present study to explore the factors behind the delay and to

recommend solutions toward the dimination of these factors.

Problems Related to the CALEA

During the preparation of CALEA, there were long discussons among privacy
advocacy groups, telecommunications industry representatives, and law enforcement
agencies. According to Congress reports, CALEA is condtitutional and was enacted after
numerous compromises between privacy advocates, law enforcement agencies, and
congressiona and industria leaders (Dempsey, 1997). On the other hand, the Electronic
Frontier Foundation (EFF) argues that the CALEA violates the Fourth Amendment
privacy rights, and teecommunications industry representatives argue thet it violates the
Fifth Amendment property rights (Hull, 1996).

One of the mgor problems that arises with eectronic surveillance in generd, and
CALEA in paticular, isthe violation of privacy rights, guaranteed by the Fourth
Amendment of the U. S. Condtitution (Center for Democracy, 1997a). For example,
wiretapping violates the “ particularity” requirement of the Fourth Amendment by
sweeping al target communications without regard to whether or not they have crimina

content (Weil, 1999). In atraditiond physica search, law enforcement officers must



leave and obtain a separate order if they wish to return and search again. In contragt,
electronic survelllance is an ongoing and continuous process. To be effective, it is
conducted without any naotice to the parties involved in the communication. According to
Well (1999), this secret nature of eectronic surveillance ensures its unconditutiondity.

The second mgor problem related to CALEA isthe governmenta taking of
private property, guaranteed by the Fifth Amendment (Center for Democracy, 19974).
CALEA mandates that the tedlecommunications indudiry retrofits their existing
equipment, and design their future systems in such away asto facilitate governmenta
wiretapping through such systems. The telecommunications industry clamsthat such
requirements violate their property rights because CALEA provides insufficient
reimbursement for the retrofitting, and it provides no rembursement for future designs
(Hull, 1996).

The last mgor problem related to CALEA isthat it hinders the competitive and
innovative ahility of the U. S. telecommunications industry through its technica
requirements (Ward, 1996).

In summary, the opponents of CALEA argue that it violates privacy and property
rights guaranteed by the Fourth and Fifth Amendments respectively, and thet it hinders

the competitive and innovative ability of the U. S. telecommunications indudtry.

Scope of the Present Study
This study will involve the systematic and detailed description and andysis of the

formation, implementation, and evauation of CALEA from perspectives of the law



enforcement, the telecommunications industry, and privacy advocates. Furthermore, the

study involves the exploration of wiretapping laws of Britain, Canada, Germany, France

and Turkey in terms of privacy, and property rights. Through these explorations and

analyses, the objectives of this sudy are the following, in order:

To identify CALEA.

To make an in-depth andysis of CALEA to determine the problems
concerning privacy and property rights.

To determine possible solutions to the problems related to CALEA by
overviewing the wiretapping regulations of a number of countries.

To generate feasible solutionsto CALEA problems.

Research Question

The main question to be addressed by thisstudy is:

What is the feasible course of action to dedl with the problemsrelated to

CALEA?

To answer the main question, the following andys's questions have been

identified:

What are the incentives surrounding CALEA?

Is CALEA socidly, economicaly and legdly acceptable?

Which requirements of CALEA are in conflict with the right to privacy?
Wha are the invason of privacy rightsissueswith CALEA?

Which requirements of CALEA are in conflict with the property rights?



What are the invasion of property rights issues with CALEA?

Arethere smilar problems in the wiretapping regulations of other countries?

If yes, have they found a solution? If yes, what were their solutions?

What should be done to diminate the invasion of privacy right problems
related to CALEA?

What should be done to diminate the governmenta taking of property
problemsrelated to CALEA?

What should be done so that CALEA doesn't hinder the competitive ability of

the tedl ecommunications industry?

Literature Review

Literature About Electronic Surveillance and Communication Assstance for Law

Enforcement Act of 1994

Schuman (1993) classifies the search and seizure issuesinto two mgor categories:
communitarian and liberd search and seizure. Unlike liberd search and seizure, the
communitarian search and saizure gives higher priority to societa needs than individua
rights. Both Schuman (1993) and Gurwitt (1993) defend the communitarian search and
seizure. From the communitarian perspective, even if wiretgoping violates an individud’s
right to privacy, it can be carried out to meet societal needs to fight crime. Based on the
communitarian search and seizure judtification, Diffie and Landau (1998), Freeh (1999),

and Colbridge (2000) argue that wiretapping has been an invaluable tool in crime

fighting.



Well (1999) arguesthat dl wiretapping regulations involving CALEA invade
Fourth Amendment privacy rights because of their secret, unparticularized, and ongoing
nature. In her study, Weil (1999) explores the reasons behind the sudden turnaround —
why 8 604 of the Intelligence Authorization Act for Fiscal Y ear 1999 was passed without
notice. 8 604, including an expansion of the FBI’ s wiretapping authority, was added after
it was passed in the House. Well (1999) labels such a surreptitious inclusion of § 604 into
the bill as* Gestapo tactics’. According to 8§ 604, mere suspicion of a suspect’sactionsis
aufficient to initiate a wiretapping. By the mere suspicion criteria, it diminates the
probable cause, a Fourth Amendment requirement. She argues that without the probable
cause requirement, the wiretapping may lead to excessve privacy violations, and
unacceptable expansion of FBI’ s discretion on wiretapping. According to Weil (1999),
the expanding use of crimind law by the nationa government exemplifies atrend that
conflicts with the careful arrangement of power in the Constitution. Such expanson
conflictswith the Articles of Confederation, which doesn't provide for any crimina law
authority. The Founders inherently mistrusted central authority to act directly upon
individua citizens; therefore, wouldn't support the nationd police force infringing upon
the rights of Americans,

According to Wood (1997), dthough CALEA does not provide adequate privacy
protection in cordless telephone conversations, it provides more privacy protections than
the Fourth Amendment because the Fourth Amendment does not clearly articulate the

privacy protection.



Nylund (2000) agreesthat CALEA does not invade the right to privacy
guaranteed by the Fourth Amendment. In his study, Nylund (2000) andlyzes the Third
Report and Order, involving the technica capability standards of CALEA. The Report
was prepared by the FCC after the digpute over the implementation of capability and
capacity requirements of CALEA (Federal Communications, 1999¢). Following the
FCC's adoption of the Third Report and Order in August 1999, five industry associations,
three telecommunication companies and four civil liberties groups filed petitions for
review inthe U. S. Court of Appedsfor the Didtrict of Columbia Circuit. The centra
issuein the petitioners briefs was privacy protection. The petitioners claimed that the
FBI’ s requirements concerning the acquigition of cell Site location information for mobile
subscriber, diaded digit extraction, and packet-mode communication were not covered by
the "cal-identifying information” concept of CALEA and they could be subject to Fourth
Amendment privacy protections. Nylund (2000) regjects the petitioners: arguments
concerning the Fourth Amendment, and he argues that excluding of such requirements
contravene primary mandate of CALEA, which isto preserve law enforcement's ability to
carry out properly authorized dectronic surveillance in the face of rgpidly changing
telecommunications technology. He argues that even though the main concern was
privacy protection, each argument turns on whether the FCC overstepped its authority, or
acted in an arbitrary and capricious manner when it promulgated technical standards for
CALEA implementation in the Third Report and Order; thereby, the FCC violated the
Fourth Amendment. Nylund (2000) argues that the Fourth Amendment creetesindividua

rights againgt certain government searches and seizures but does not grant



telecommunications carriers any rights to avoid FCC regulations, therefore the Third
Report and Order is congtitutiona and it should be upheld.

Schwartz (1995) argues that CALEA represents law enforcement’ s demand to
keep pace with emerging communications technologies; thereby, it expands law
enforcement survelllance capabilities. In fact, the mgor contribution of CALEA to
electronic surveillance capabilities of law enforcement is to mandate the
telecommunications carriers to assist law enforcement. Under CALEA, interception of
communications effectuated through new technologicad methods must be initiated on the
telecommunications carrier’ s switching premises, and may only be activated by an
affirmative intervention of an employee of the carrier. This restriction implies that the
intercept is effectuated by government agents while on the carrier’ s premises, but without
the intervention of the employee of the carrier. According to Schwartz (1995), such a
method of “turning on the tap” violates CALEA’s security provisons.

According to Schwartz (1995), CALEA improvesthe privacy protection
provisons of ECPA and Title 11, and it does not violate the Fourth Amendment privacy
rights. In fact, CALEA involves four mgor contributions to protect the invasion of
privacy. Fird, it requires a court order rather than a subpoena (previousy mandated by
ECPA) for the disclosure of computer records and other information. Second, it restricts
the use of pen regigters, trgp and trace devices. Third, CALEA amends the existing
provisonsof Titlell, so that the interception of communications between a cordless

handset and its base requires awarrant. Finaly, CALEA prohibits the possession of

10



telecommunication ingtruments for the purpose of obtaining unauthorized
telecommunication services.

Like Nylund and Schwartz, Hull (1996) agrees that CALEA does not invade the
right to privacy guaranteed by the Fourth Amendment. Hull (1996) clams that the
objections regarding the privacy invasion nature of CALEA are unfounded. CALEA
enhances the privacy provisions of the Title 11 by requiring a court order prior to the
interception of transactional € ectronic communications (e.g. eectronic mail), and it dso
enhances the privacy provisons of ECPA by extending the provisons to cordless
telephones and certain wirdess data transmissons. According to Hull (1996), the red
issues are not about the invasion of privacy rights, but about the invasion of property
rights. The first property right issue is whether the compliance cost of CALEA must be
compensated under the Fifth Amendment. The second issueis that telephone carriers
argue that ance, theoreticdly, law enforcement can a dl times accessthe carriers
equipment, such access amounts to a permanent occupation requiring compensation. He
agreesthat CALEA violates the property rights of the telecommunications industry, so he
proposes that afedera “communicationstax” be imposed on consumers' telephone cals
for the resolution of property right debates. Thistax has additiond attributes. Firdt,
without the tax it islikely that carriers would pass any additiona system design codts
onto customers in the form of higher rates. Second, if law enforcement may decide that
there is no need for wiretapping in some aress, it would decrease the expense of the entire
program. Findly, if the cogt of compliance istoo much, smdl carriers will not face a

competitive disadvantage when upgrading their system.

11



On the other hand, Nylund (2000) agrees with Hull (1996) in that the red issues
are the property rights issues rather than the privacy rightsissues. According to Nylund
(2000), in petitions of the telecommunication companies and civil liberties groups for
reviewing the Third Report and Order in the U. S. Court of Appedsfor the Didtrict of
Columbia Circuit the telecommunication companies privacy arguments largely seem to
be a pretext for economic concerns about the costs of meeting technica standardsin the
Third Report and Order and the expected loss of future profits because of |oss of
confidence in the international marketplace which demands secure telecommunications
equipment and service. In contrast to Hull (1996), Nylund (2000) arguesthat CALEA
does not violate the Constitutiona property rights because the FCC's Third Report and
Order conveys an intention to grictly congtrue the language of CALEA so asto minimize
its economic impact on the telecommunications industry. Nylund (2000) aso argues that
the subscriber will dso end up paying for CALEA through ether higher taxes or
increased tel ecommunications service rates.

Ward (1996) accuses CALEA of representing poor policies and shortsighted
legidative principles. He argues that CALEA hinders the competitive and innovative
ability of the U. S. tdecommunications industry and puts the industry in a disadvantaged
pogition in the globa competitive marketplace by alowing governmenta needsto bea
determinative factor in the research and development of the carriers and having unclear
technical and reimbursement requirements. According to Ward (1996), CALEA offers
telecommunications carriers the options of either complying with the act and abandoning

their business godls, or pursuing their business goas and paying afine. Ward (1996)

12



clamsthat CALEA should be amended to alow te ecommunications carriers the

freedom they need to compete in the world' s global marketplace.

Literature About Privacy and the Privacy Right

According to Banisar & Davies (1999), privecy is difficult to define and
circumscribe. It has roots deep in history. The Qoran, the Bible, early Hebrew culture,
classical Greece, and ancient China had substantive privacy protections. These
protections mosily focused on the right to solitude.

Definitions of privacy vary widely according to context and environment. Warren
and Judtice Levis Brande's was among the first common law scholars to recognize that
privacy rights had a centra role in the enjoyment of life. They defined privacy asthe
individua’ s “right to be left done’ and argued that the invasion of privacy offended the
human spirit, an intangible property; therefore, the common law shield should be
extended to protect the people from the violation of intangible properties such as dignity,
thoughts, emotions, and sentiments. The Preamble to the Audiralian Privacy Charter
daesthat privacy isakey vaue underpinning human dignity and freedoms. According to
Wedtin, privacy isthe desire of people to choose fredly under what circumstances and to
what extent they will expose themsalves, thair atitude and their behavior to others.
Bloustein defines privacy as an interest of the human personality. According to Gavison,
privecy isacombination of three independent and irreducible dements: secrecy,
anonymity (the extent to which an individud is the subject of attention), and solitude (the

extent to which others have physica accessto an individud). In the Calcutt Commission

13



report, privacy is defined as the right of the individud to be protected in his persond life,
home, documents, affairs, or hisfamily (Banisar, €. d., 1999; Craig, 1997). According to
Beaney (1966), privacy is the legitimate freedom of an individua to determine the extent
to which another individua may @) “obtain or make use of hisideas, names, likeness,”
and so forth, or b) obtain or revea “information about him or those for whom heis
persondly responsible’, or ¢) “intrude physicaly into hislife space’. Lusky (1972)
defined privacy asthe clam of individuas, groups, or inditutions to determine for
themselves when, how, and to what extent information about themselvesisto be
communicated to others. In Parker’ s view, privacy is control over when and by whom,
the various parts of U. S. can be sensed by others (Banisar, et. d., 1999; Craig, 1997).
Banisar, et d. (1999), divides privacy into four categories. information, communication,
body and territorid privacy.

As shown from the above definitions, thereis much diveraty in the meaning of
privacy; therefore, it is futile to attempt to develop a perfect definition, but it is preferable
to define privacy with aflexible and genera definition to accommodete the diverse
circumgtances reating to privacy (Craig, 1997). Sidney Jourard’ s definition reflects
flexibility and generdity. Jourard has linked privacy to the individud’s menta hedlth and
wel-being. He argues that privacy is essential because it dlows individuals to escape
socid pressures for autonomous decison-making, and it creates an environment for
everyone to be avoid becoming a victim through pain, depression, anxiety, hopelessness

and malaise (Craig, 1997).
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Charles Fried has argued that privacy leads to respect, love, friendship, and trust.
Close relations can be established by sharing privacy. Surveillance and other privacy
intrusons destroy the exclusivity of that sharing, and thereby undermine intimacy, love
and friendship (Craig, 1997). According to Marx, privacy invason through eectronic
surveillance corrodes the trust between human beings, undermines the basis of socid

order, and creates paranoia and dienation (Marx, 1988).

Variables, Andyss Criteria, Assumptions, and Limitations of the Study
Variables
In this study, four major variables are identified. These are
Subjective expectation of individud’s privacy thet is objectively reasonable.
Property rights of the tedlecommunications industry.
Invasion of the expectation of privecy.

Invasion of property rights of the telecommunications indudtry.

Andyss Criteria

The Fourth Amendment of the Congtitution will be used to andyze the
subjective expectation of individua privacy thet is objectively reasonable.
The Fifth Amendment of the Condtitution will be used to andyze the property
rights of the telecommunicationsindudtry.

CALEA’s rembursement provisions explained in 88 109 and 110, and the

compliance codts of the telecommunications industry declared by them will be

15



used to analyze the invasion of property rights of the telecommunications

indudtry.

Assumptions
Each individud has the right to privacy.
The government cannot take private property without sufficient
reimbursement.
Privacy and property rights are Condtitutiond rights.

Crime fighting isa societal need and it is carried out by the government.

Limitations of the Present Study

From the perspective of the “public choice theory”, CALEA isthe outcome of
political choices determined by the interests of the stakeholders (BeVier, 1999). To have
arigorous public choice explanation for CALEA, it is essentia to know what the
intentions of stakeholders were at the beginning of CALEA legidative process and what
factors have influenced implementations of these intentions during both legidative and
implementation process. Indeed, it is quite difficult to access thisinformation because
few of the legidative bargains are in surface in both academic literature and legidaive
history and published media. In addition, these information sources don't reved what the
hidden agendas had, and what happened in the back rooms or over lunch during the
legidative process. From this perspective, | have to admit that the legidative background

presented in chapter 3 must be incomplete and insufficient to reved the nuances and
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hidden sides of palitica and other rdlevant dynamics. In this speculation, one may
question whether it makes sense to find avaid public choice explanation for CALEA,;
therefore, one questions the vadidity of the andysis done in this thess. On the other hand,
inthisthess, the andysisis carried out from different perspectives and an extensive
review of secondary sources has been conducted to increase vaidity. It is expected that
the analysis made in the present study provide at least an idea about the problematic
framework of CALEA and possible solutions to the CALEA problems.
In sum, there is alimitation in data acquisition about CALEA because of the
secret nature of wiretapping. In addition to this limitation, there are other limitations:
Privecy is intangible and has various meanings in accordance with the
perceptions of individuas. The highly conceptud nature and the lack of a
universally acceptable standard of subjective expectation of individua privacy
limit this andys's to some extent. To reduce this limitation, privacy will be
used as a proxy variable to andyze the expectation of privacy.
Thereisavdidity problem in andyzing the invasion of the property rights
variable. CALEA mandates that telecommunications manufacturers design
their systemsin such away asto comply with the interception requirements of
the government. A design must, therefore, be composed of numerous
components, which have functions for both normal operations and
interception. In such Stuations, it is difficult to separate the cost of the design

for normal operation from the cogt of the design for interception fecilities.
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Therefore, avdidity problem is expected in analyzing the invasion of property
rights.

The secret nature of wiretapping may obscure privacy invasions and the
biases, which may come up during CALEA’simplementation.

Thelanguage problem of the researcher limits direct access to wiretapping
regulations of Germany and France. Therefore, second hand information has
been used to explore the wiretapping regulations of these countries.
Thisstudy isasocid study more than alegd study. Therefore, the legd issues

are explored and andyzed by using the socid science discipline.

Methodology
Thisstudy isalegd and policy andyds using a case sudy method.
During the andysis, CALEA will be studied without imposing a predefined
theory. Instead, a combinatorid approach involving “legd andyss’ and “policy
andyss’ are used. The approach used in the present study is an inductive process and it
is interacted with the perspectives presented in the scholarly literature and wiretapping
regulaions of Canada, Britain, Germany, France, and Turkey to find feasible solutions to

the CALEA problems.

Sdalection of the Research Method

In this study, a case study method is used.

18



To decide the type of research method, firdt, the following questions were

answered:
Whét is the type of (main) research question?
Is the research going to be focused on contemporary events?
Is the research going to require control over behaviora events?

The answers to those questions were: “what”, “yes’, and “no”, respectively.
According to Yin (1984), the most appropriate research method that fits these answersis
the case study method.

The present study has three steps. The first step is the preparation for the case
study. In the second step, the data is collected about CALEA and wiretapping issues. In
addition, information about the sociopolitical environment surrounding wiretapping in the

U. S. isgathered. At the third step, the gathered data is conceptualized and andyzed.

Preparation for the Case Study

Before sarting the case study, the relevant basic theoreticd, historica and legd
knowledge was explored to take advantage of unexpected opportunities, to exercise
aufficient care againgt biases, and to overcome unexpected problems that may come up
during the study. For this purpose, relevant chapters of books, for example, Crimina

Procedure (Whitebread & Slobogin, 1993), The Changing Supreme Court: Conditutiona

Rights and Liberties. (Hendey, Smith, & Baugh, 1997), and The Law of Arrest, Search

and Saizure (Creamer, 1980) were read and analyzed.

19



Furthermore, the mgjor stakeholders and their motivations were identified in order

to collect data that helps to understand the socio- palitical environment of CALEA.

Data Collection
Of the six fundamenta data sources for case study research identified by Yin
(1984), only “documentation” will be used in this sudy. The data collected is quditative
and it mainly involves the information regarding the legidative history, previous policies,
current legidation and the socio-palitical environment surrounding wiretgpping acts.
The datais collected from
Articlesin academic journals and academic web stes such as www.lexis-
nexis.com
Adminigrative and legd documents from libraries and web Sites of relevant
governmenta agencies. These documents involve the congtitutions, codes,
statutes, court decisions, progress reports, consultation papers, proposals,
hearings, policies, legidative history of CALEA, and other internal documents
concerning the implementation of wiretapping regulations.
News about the implementation and eva uation of wiretapping and privacy
invason issuesin generd, and CALEA in paticular.
Books about wiretapping and related subjects.
In determining when the data collection should be stopped, | am congtrained by
two factors: time available and confidence in the adequacy of the research (Wren &

Wren, 1986).
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Data Andyss

The data anays's method, used in the present study, has a nested structure
involving apolicy andlyss a the outer frame and alegd andysis a the inner frame.
Policy andysis, an interdisciplinary pecidty falling under the umbrella of generd socid
sciences, is a process of identifying and evauating policy dternatives intended to lessen
or resolve the socia, economic, or physical problems (Einbinder, 2001; Patton, 2001).
Legd andyssisan anadyss of legd documents to understand the purposes, issues,
vaues, assumptions, variables, and implications inherent therein (Shapo, Walter &
Fajans, 1989).

The generd framework of the andysis method used in the present study is
obtained by combining the eight-step model of the Mgjchrzak (1984), the pattern-
matching modd of Yin (1984), and the organized sevenstem approach of Seperich,
Woolverton, Belerlein & Hahn (1996). The resulting method is as follows:

1. Identify thelegd history of U. S. wiretgpping laws and important court

decisions before the enactment of CALEA, in order to understand the:
Purposes of wiretapping regulations,
Definition of the problems addressed,
Vdues and assumptions, inherent in them.
In identifying the court decisons, the “demondirative case anadyss’ and
“conclusory case analysis’ methods identified by Statsky & Wernet (1984) are

used. The main congraints with these methods are the time available, my
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tolerance and sophigtication and the degree of importance and relevance of the
opinion to the subject of the present study.
2. |dentify the technologica and legd motivations of CALEA.
3. ldentify the stakeholders and socio-palitica dynamics surrounding them.
4. Read and evauate CALEA carefully and thoroughly
5. Legd andysisof CALEA: To andyze CALEA, fird it is dismantled into parts
that can be relevant to the purpose of the present study. Second, the secondary
sources involving articles, hearings, specific reports, and so forth are reviewed
and incorporated in interpretation of each part of the Satute. Findly each part
of the act is andyzed separately to understand the
Purposes,
Definition of the problems addressed,
Vaues and assumptionsinherent in CALEA,
Congdraints.
6. ldentify the practica implementations of CALEA and andyze the important
court cases relevant to the implemertation.
7. Identify the central issues subject to the debate among the stakeholders and
then separate those centra issues from the more trivia issuesto accurately
determine the causes of the debate.

8. De€finethe problemsrelated to CALEA.
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9. Explore the wiretapping regulations of Britain, Canada, Germany, France and
Turkey in terms of privacy and property right issuesto find out possible
options to solve the CALEA problems defined in the previous step.

10. Identify and develop solutions to the CALEA problems.

Vdlidity and Religbility of the Present Study

To maximize vaidity, datawas collected from multiple sources. For example, the
interpretation of CALEA was obtained from documents from the FBI, the Center for
Demoacracy and Technology (CDT), and various law reviews. Then dl of the sources
were reviewed and analyzed together, and the findings are based on the convergence of
information obtained through the reviewed sources.

Aswell asvdidity, data collection from multiple sources has the advantage of
addressing a broader range of perspectives and attitudes about the issues involved.

Since there is only one researcher, a consderable reliability problem is not

expected.

Overview of the Forthcoming Chapters
Thisthessinvolves Sx cheptersincluding the first chapter. In Chapter 2, the U. S.

wiretapping regulations from 1928 Olmstead v. United States to 1986 ECPA are

explored. Furthermore, in Chapter 2, the U. S. wiretapping crimina procedure are

explored.
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Chapter 3 isdevoted to CALEA, the last comprehensive U. S. wiretapping
legidation. In this chapter, in addition to CALEA itsdlf and subsequent court decisons,
background, interpretations, implementation plan of CALEA, and criticisms of
stakeholders about the CALEA process are explored.

In Chapter 4, legd positions of Canada, Britain, Germany, France and Turkey
with respect to wiretapping are explored. In this chapter, wiretapping issues
predominantly related to privacy and property rights issues are overviewed, and they are
andyzed with Title Il and CALEA.

In Chapter 5, after identifying the stakeholders of CALEA, the problems related
to CALEA are determined. Furthermore, some recommendations are made toward the
resolution of the problems identified.

The last chapter is a conclusion.
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CHAPTER 2
OVERVIEW OF HISTORICAL WIRETAPPING REGULATIONS

IN THE UNITED STATES

Electronic surveillance is a broad term that encompasses a number of surveillance
techniques, including wiretapping, bugging, the use of beepers, video survellance,
thermd survelllance and so forth. Wiretgpping is the interception of the communications
involving both cal content and cal identifying information (Whitebreed, €. d., 1993).

Although the use of wiretapping can be traced as far back as the 1920s, the first

effort toward regulating its use occurred through Olmstead v. United States (1928), and

the first comprehensive federa legidation was passed in 1968. Since then, rapid and
continuous innovetions in the telecommunications arena have created the need for a
rapid, continuous and proactive wiretapping regulation making process to enable the law
enforcement community to keep pace with the emerging telecommunication technologies
used by criminds.

This chapter involves two parts. In thefirst part, U. S. eectronic surveillance
regulaions in generd, wiretgpping regulationsin particular from the 1928 U. S. Supreme

Court decison in Olmstead v. United States to pre-CALEA legidation are explored.

CALEA, the most recent comprehensive wiretapping legidation, and Court decisions
following CALEA are not explored in this chapter. In the second part, the fundamental

principles of U. S. wiretapping crimina procedure are overviewed.
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Electronic Survellance and the Condtitution
The Fourth Amendment of the U. S. Condtitution protects a person, his home, and
his papers againgt unreasonable search and seizure by the government. According to
Albanese (1984), the framers of the Fourth Amendment originally intended to protect
persond privacy, an issue raised during the physical search and seizure process. Asa
result, electronic surveillance has higtorically been subjected to the requirements of the
Fourth Amendment.
Although dectronic surveillance has not been considered a physica search, itis
generdly consdered moreintrusive than aphysical search and seizure in terms of
privacy. According to CDT (1997a) and Weil (1999), premises underlying this argument
areasfollows
Unlike conventiond search and seizure, eectronic surveillance aways carries
the risk of becoming agenerd search. It sweeps dl target communications,
alowing for agenera unparticularized search, thereby violating the
“particularity” requirement of the Fourth Amendment.
In traditiona search and seizure, the subject isinformed of the existence and
purpose of the search o that the person whose privacy isinvaded can observe
the search and seek remedly if any violation takes place. However, in order to
be effective, dectronic surveillance is conducted without notice to involved

parties. The inherently secret nature of eectronic surveillance, thus threatens

privecy rights.
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Electronic survelllance is an ongoing process. The traditiona search warrant
authorizes law enforcement officers to conduct only one search. If the officers
cannot find what they are looking for and if they want to return to search
again, they must obtain a new search warrant. Electronic surveillance, in
contrast, is carried out over a prolonged period, including onethat is severd

monthsin length.

Regulation Prior to 1967
The U. S. Supreme Court made its first ruling concerning eectronic survellance

in Olmstead v. United States (1928). Federa agentsin Washington had obtained evidence

through wiretgpping in order to convict Olmstead, who had violated the Nationd
Prohibition Act. In afive to four decison, the justices held that wiretapping
conversations passing over telephone lines did not violate the Fourth Amendment
because wiretapping was not a physical entry of the defendant’ s premises. In addition,
because there was no seizure of those tangible things protected by the Fourth
Amendment, no search and saizure occurred. As a part of the Olmstead decision, the
Court aso argued that Congress should regulate the secrecy of telephone messages and
the use of wiretap evidence in court (Hull, 1996; Whitebread, et. a., 1993;
Wintersheimer, 1988). Through 1967, the Olmstead decision served as the foundation for
subsequent Supreme Court decisions regarding electronic surveillance (Albanese, 1984).
In 1934, Congress passed § 605 of the Federd Communications Act of 1934

(FCA), which made federdly obtained wiretap evidence inadmissible at trids, thereby
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confirming the decision of the Supreme Court in Olmstead (Center for Democracy,
1997a). In addition to prohibiting nonconsensud interception of communications, § 605
a0 prohibited divulgence or publication of the existence, contents, purport, effect or
meaning of such intercepted communications to any person.” Furthermore, the Act
contained provisons that restricted the admissibility of wiretap evidencein court,
provided for the individud rights of calling and called parties, and outlined intrastate and
interstate distinctions that affected the law (Center for Democracy, 1997a).

In 1937, the Supreme Court interpreted 8 605 as prohibiting the use of wiretap
evidence at trial. However 8 605 was not effective because several states passed laws
based on the Olmstead decision to permit the use of wiretap evidence a trids (Hull,

1996). The interpretation of 8 605 was expanded further in 1939, when the Supreme

Court in Weissv. United States, ruled that 8 605 aso applied to intrastate wiretaps
(Whitebread, et. ., 1993).

In 1942, in Goldman v. United States, the Supreme Court held that the evidence

obtained by federal agents while monitoring the conversation of Mr. Goldman through
the wall by using a detectaphone was admissble in court because interception of private
conservations through a detectaphone placed againgt an office wall did not violate the
Fourth Amendment, despite the trespass of adjoining property (Morley, 1993;

Whitebread, et. a., 1993). In contragt, in 1961, in Slverman v. United States, the

Supreme Court held that interception of private conversations through a microphone
concedled in aheating duck at Silverman’s house violated the Fourth Amendment

because there was a physical intrusion (Morley, 1993; Whitebread, et. d., 1993).
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Thus, prior to 1967, the Fourth Amendment was interpreted in such away that it
was applied only when government agents physicaly searched or seized * houses, papers,
or effects’ (Wood, 1997).

The FCA, in conjunction with the Supreme Court Decisions, regulated
wiretapping until the 1960s. Despite this, there was till no regulation of bugging (i.e.
eavesdropping by usng mini microphones). Furthermore, the decisions of the federal and
gtate courts muddied the provisions of the FCA until the 1960s. As aresult, eectronic
survelllance activities were carried out on a basis designated by the policies of Sate
adminigtrators and the U. S. Attorney Generd, rather than the law, until 1967 (Albanese,

1984).

The 1967 Presdentid Commission on Law Enforcement and Administration of Justice
The 1967 Presdentid Commission did a study and found that the lack of
comprehensive Federa prohibition and prosecutive action substantially reduced respect
for law. According to the Commission, both private parties and law enforcement were
invading the privacy of many citizens without control from the courts and without
reasonable legidative sandards. The Commission concluded that legidation should be

enacted to properly authorize law enforcement to conduct dectronic surveillance (Hull,

1996).
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Berger and Katz Casesin 1967
Two 1967 decisions of the Supreme Court congtituted a landmark in the legdl

framework of ectronic surveillance. Through the Berger and Katz decisions (1967), the

Court overruled the Olmstead decision and clarified the interpretation of the Fourth
Amendment in terms of invasion of privacy (Albanese, 1984; Hull, 1996; Well 1999,
Whitebread, et. al., 1993).

In Berger v. New Y ork (1967), the agents had obtained evidence through court-

ordered wiretapping to convict Berger who had bribed the chairman of the New Y ork
State Liquor Authority. Berger clamed that his privacy had been invaded, and the Court
agreed. For the firgt time, the Supreme Court held that “ conversation” fell within the
Fourth Amendment’ s protection, and eectronic surveillance of such conversations
condtituted a*“search” within the meaning of the Fourth Amendment. Therefore, the
Justices held that the court order had to comply with the requirements of atraditiona
search (Albanese, 1984; Hull, 1996; Whitebread, et. a., 1993). The Court determined that
the New Y ork statute that permitted wiretapping was deficient in six aress. (1) it failed to
require probable cause that a particular offense had been or was being committed, (2) it
faled to have a particularized requirement, (3) it permitted interception of
communications irrelevant to the probable cause mentioned in the court order, (4) it

faled to have atermination date for the eavesdropping, (5) it didn’t et the defendant
know that (S)he was subject to eavesdropping, and (6) it failed to require feedback to the

judicia branch, which made judicid supervisondifficult (Whitebread, et. a., 1993).
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In Katz v. United States (1967), the FBI had placed alistening and recording

device outside the telephone booth used by Katz, who had violated the federd statute
prohibiting telephonic transmisson of wagering information over date lines. Katz

claimed that his privacy rights had been violated, and the court agreed. The Supreme
Court considered two issuesin the Katz case. Thefirst issue wasiif the public telephone
booth was an area protected by the Fourth Amendment (o that evidence obtained by
attaching an eectronic listening recording device to the top of such a booth would be
obtained in violation of the right to privacy of the user of the booth). The Supreme Court
ruled that the telephone booth is an area protected by the Fourth Amendment. The second
issuewas if physica penetration of an area protected by the Fourth Amendment was
necessary before a search and seizure was said to be violative of the Fourth Amendment.
For thisissue, the Supreme Court ruled thet the physical penetration of an areais not
necessary in order for aviolation of the Fourth Amendment to occur because the Fourth
Amendment protects “the people not the places.” Justice Harlan's concurrence in Katz
has snce been a condtitutiona standard for Fourth Amendment protections. He outlined a
two-prong requirement for the congtitutiond protection of conversations. Firg, “aperson
must have exhibited an actua subjective expectation of privacy” and, second, that “the

expectation be one that society recognizes as reasonable” (Katz v. United States, 1967).

The Court thus adopted atest of privacy expectations that required a subjective
expectation of privacy that society must consider reasonable. Findly, the Court found the
FBI’s surveillance condtitutionally wrong because it had not been conducted pursuant

warrant (Hull, 1996; Weil 1999; Wood, 1997).
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In summary, in Berger, the Court held that court orders for eectronic survelllance
must comply with the requirements of atraditiona search considered within the meaning
of the Fourth Amendment. In Katz, the Court held that dectronic survelllanceisa
“search” within the meaning of the Fourth Amendment; thereby a person’s “reasonable
expectation of privacy” was protected by the Fourth Amendment (Weil, 1999; Wood,

1997).

Title 111 of the Omnibus Crime and Safety Streets Act of 1968

In response to the condtitutiona standards outlined in the Berger and Katz

decison, as wdll as the recommendations of the 1967 Presidentid Commission, Congress
quickly enacted Title 111 of the Omnibus Crime and Safety Streets Act of 1968. Titlelll,
the first comprehengve dectronic surveillance legidation in the U. S, has become the
foundation of U. S. éectronic survelllance legidations.

Congress defined the two purposes of Title 111 as. “(1) protecting the privacy of
wire and ord communications and (2) delinegting on a uniform bagis the circumstances
and conditions under which the interception of wire and ora communications may be
authorized” (Hull, 1996; Weil 1999).

Title Il had the following components (Well, 1999):

Wiretapping would be permitted only for specified crimes.
Wiretapping is authorized only as alast resort.
Wiretapping could be executed pursuant to awarrant based on probable cause.

Wiretapping without a warrant would be outlawed.
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Wiretapping would be carried out in such away asto minimize the
interception of innocent (i.e. irrdlevant to the offense) conversations. This
minimization is essentid to satisfy the Fourth Amendment’ s “ particul arity”
requirement.

Notice would be provided after the investigation had been concluded.

Evidence obtained without probable causeis not admissible in court.

Important Court Decisions from 1968 to 1986

Theorigind Title 111 contains no guidance concerning the responghbilities of
telecommunications carriers in asssting law enforcement with eectronic surveillance. In
1970, the U. S. Court of Appedlsfor the Ninth Circuit decided that telecommunications
carriers had no obligation to assist lawful wiretgps. This decison pushed Congressto
revise Title 1. Two months after the decision, Congress added a provison which
mandated telecommunications carriers to technicaly assist law enforcement with
electronic survelllance. The provison aso required that the gpplicant (law enforcement)
reimburse the carrier for the “reasonable expenses’ involved in providing such assstance
(Hull, 1996; S. Rep. No. 103, 1994).

In United Statesv. New Y ork Telephone Co., the U. S. Supreme Court ruled that

the telephone company had an obligation to provide the FBI with technicd assstancein
conducting eectronic surveillance of two telephone lines used in a gambling business.
Although the Supreme Court based this decison on the All Writs Act, rather than Title

111, the Court stated that, even if Title [11 had applied, the 1970 Amendment would lead to
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the same result. This decison ensured that wiretapping was ajudiciadly accepted law
enforcement tool (Hull, 1996).

In 1973, in United States v. Hall, the U. S. Court of Appeals for the Ninth Circuit

held that conservation between a mobile and landline telephone was awire
communication, and that conservation between two mobile phones was categorized as an
ord communication. This ord/wire classfication isimportant because there isamore
reasonable expectation of privacy in wire communications than thet in ord
communications. The Court concluded that the privacy protection of Title [11 was only
gpplied to the communications between a mohbile and a landline phone, and
communication between two mobile phones was protected by Title I11 only if a
reasonable expectation of privacy existed (Wintersheimer, 1988; Wood, 1997). On the

other hand, in State v. Delaurier (1985), the Supreme Court of Rhode Idand declined to

follow the Hal decision. The Court held that there was no reasonabl e expectation of
privacy in conversations through cordless phones. The court reasoned that the owner’s
manuals stated that privacy was not ensured, as required by the FCC (Wood, 1997). In

Edwards v. Bardwdl (1986), the U. S. Digtrict Court for the Middle Digtrict of Louisana

held that in the case of the existence of radio waves &t either Sde of acommunication, the
conversation was counted as an oral communication under Title I11. The court dso held
that there was no reasonable expectation of privacy in acommunication broadcasted by
radio in dl directions to be heard by countless people (Wood, 1997).

In United States v. Kahn (1974), the U. S. Supreme Court held that wiretapped

evidence could be used againgt a defendant for whom the warrant had not been issued.



Mr. Irving Kahn was convicted through wiretap evidence. Some of the wiretapped
telephone conversations that had been used in the conviction were extracted from
conversations between Irving and his wife, Minnie. Minnie clamed that the wiretap
evidence involving her could not be used to accuse her because the warrant had been
issued only for Irving. The Court held that the evidence could be used againgt Minnie,
even though the warrant had not been issued to intercept her conversations, because,
according to the language of Title 111, aperson must be identified only if that individua
was known to be committing an offense that subject to interception (Wintersheimer,
1988).

In United States. v. Miller (1976), the Supreme Court ruled that the Fourth

Amendment did not protect the privacy concerns of the business records of individuas
(Center for Democracy, 1997a).

In United States v. Donovan (1977), the U. S. Supreme Court held that evidence

obtained againgt a person whose name had inadvertently been omitted on the warrant is
admissible in court. The Court reasoned that there was no evidence that government
agents intentiondly failed to identify the defendants for the purpose of keeping relevant
information from the issuing judge (Albanese, 1984). Ancther issue in the Donovan case
was the fallure of the government to give post-intercept notice to the defendant after
completion of the interception. The Court held that the government’ s inadvertent failure

to give post-intercept notice did not provide sufficient grounds to suppress the intercepted

evidence because the defendants were not prejudiced by the failure (Goldstein, 1999).
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In Scott v. United States (1978), the U. S. Supreme Court held that compliance

with the minimization requirement of Title 111 was based on an objective assessment of
the actions of the officer that listened to the taped conversations. Frank Scott, who wasin
the drug business, was convicted through wiretap evidence. During thirty days of
wiretapping, only forty percent of the conversations were about narcotics. Mr. Scott
clamed that the law enforcement officers had not made a good-faith effort to minimize
the interception of unrelated conversations as required by Title I11. The Court disagreed
with Scott’s argument (Albanese, 1984).

In Smith v. Maryland (1979), the U. S. Supreme Court held that the ingtalation

and use of a pen register was not considered to be within the frame of the Fourth
Amendment; therefore, no warrant was required. The court stated that because dl
telephone users redlized that dialed numbers can be detected by the telephone company, a
person has no legitimate expectation of privacy while he/she was diding a number. Since
telephone service providers know the dialed numbers, usersredlize that thereisarisk of
reveding of these numbersto third parties (Albanese 1984).

In United States v. Knotts (1983), the U. S. Supreme Court ruled that the use of

electronic beepers' without awarrant was not considered to be within the frame of the
Fourth Amendment because it did not invade the legitimate expectation of privacy.
Albanese (1984) argued that, by this decison, the Court legitimized continuous

aurveillance without a warrant.

! Electronic beepers are the small transmitters surreptitiously concealed in a target object by law
enforcement personnel to track the target by using the signd transmitted by the beeper.
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Foreign Intdligence Survelllance Act of 1978 (FISA)

Electronic surveillance for nationd security cases was authorized through the
FISA. The act was enacted for foreign intelligence and counter-intelligence purposes
(Center for Democracy, 19974). The FISA doesn't provide for the protection of privacy
to the same extent as Title |11 (Center for Democracy, 1997a). For example, it doesn't
require giving anotice of surveillance to the target unless the obtained information is
used for prosecution (Weil, 1999). Smilarly, according to the FISA, probable causeis
not necessary to support the warrant if the target isnot aU. S. citizen or aresident dien.
In summary, the Fourth Amendment protections required under Title 111 are not expanded

to protect foreign nationas (Weil, 1999).

Bectronic Communication Privacy Act of 1986 (ECPA)

The ECPA was enacted in 1986, as aresult of judicid muddling, rapidly changing
telecommuni cations technologies, and pressure from the teecommunications industry
(Hull, 1996; Weil, 1999; Wood, 1997). The origind Titlelll did not involve alegd
authority to intercept wirdess, digital, modem, and optical communications; therefore, it
became obsolete in some respects in the 1980s. The ECPA was passed by Congress and
approved by the President in 1986. It was intended to form alegd foundation for
eectronic surveillance on the new communication platforms (i.e. digita, wireless,
modem, optical, and other forms of communications), while protecting privacy concerns.

According to Dempsey (1997), the ECPA had three gods: to promote privacy protection,
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to facilitate the job of law enforcement, to support the development and use of new
technologies.
The ECPA included four mgor contributions designed to expand the means of
eectronic surveillance origindly defined in Title I11.
The ECPA expanded the types of communication that may be subjected to
aurvallance by including the term “dectronic” in the definition of “wire or
oral communication.” This authorized probable cause-based court ordered
interception of modem, radio and video communications (Schwartz, 1995;
Weil, 1999)
The ECPA expanded the definition of “intercept” by adding the phrase “other
acquisition” to the definition of dectronic surveillancein Title 1112 (Schwartz,
1995).
The ECPA created alega foundation for the interception of cdlular

communications by adding the phrase “ between two cellular telephones or

between a cdlular telephone and alandline telephone” to the definition of

“wire communication” in Title 111 (Schwartz, 1995; Well, 1999).
The ECPA created alegd foundation for the interception of communications

flowing through fiber-optic lines by adding the phrase “ photo- el ectronic or

photo-optical systent’ to the definition of “wire communication” (Electronic

Frontier, 2000).

2 The new form of the definition has been “aura or other acquisition of any wire,
electronic or ora communication...”
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Findly, the ECPA confirmed the legitimacy of the use of pen regigters, and
trap and trace devices® (Wintersheimer, 1988.)

Aswell as provisonsto expand the surveillance capailities of law enforcement
agencies, the ECPA expands the protection shield of the Fourth Amendment to include
electronic storage and processing of information (Electronic Frontier, 2000; Whitebread,
et. d., 1993; Wintersheimer, 1988). In doing s0, the ECPA provides a number of privacy
protections.

The origind Title 111 had referred to wire communications operated by

common carriers, therefore, it was not clear that Title 111 provided protection

to private wire and dectronic communications. The ECPA made it clear that

Title 111 protects private wire and e ectronic communications (Wood, 1997).
The ECPA created alegd foundation for the disclosure of evidence obtained
from wiretapping of any wire, ord, or eectronic communication. According
to § 2517, alaw enforcement officer is alowed to disclose the content or
derivatives of the content of an interception to another law enforcement
officer “to the extent such disclosureis appropriate’, or as a requirement of

the proper performance of their duties, or while giving testimony under oath

3 A pen register is used to detect the numbers didled by the intercept (target) subject. Trap
and trace devices are used to determine the connection path of the incoming cal made to
the intercept subject (Nylund, 2000). The use of a pen register provides the capabilities
beyond law enforcement purposes because it can detect al dided digits, including those,
which may be outside of law enforcement concerns (i.e. credit card numbers). Therefore,
the use of a pen register is consdered more invasive than the requirements of the act
(Albanese, 1984).
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or affirmation in any proceeding held under governmenta authority

(Electronic Frontier, 2000; Gruda, 2000; Weil, 1999).

According to 88 2703, and 2705, law enforcement agencies can access e-mall
messages stored in the facilities of service providers. For messages held less
than 180 days, awarrant is required. For messages held more than 180 days,
notification to the subscriber is required. However, that notification can be
delayed up to ninety days under some circumstances (Electronic Frontier,
2000).

Although the ECPA enhanced the privacy protections of Titlelll, it excluded
cordless phones from protection againgt interception (Wood, 1997). In 1990, in Schubert
V. Metrophone case, the Third Circuit held that the ECPA did not impose agenerd duty
on cdl phone service providers to protect transmissions frominterception. In 1992, in

United States v. Smith, the Fifth Circuit consdered individua privacy expectations when

using a cordless phone, and concluded that advancement in cordless phone technology,
which made interception more difficult, could create an objectively reasonable
expectation of privacy. Wood (1997) agrees that the Smith court is correct in asserting
that developments in technology may affect privacy expectations. According to Wood
(1997), because of their agreement with the Smith Court’ s assertion, Congress passed

CALEA in 1994.
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Crimina Procedure for Electronic Survelllance

Crimind procedures for conducting lega dectronic surveillance are defined in
Title 111 (Electronic Frontier, 2000). According to 8 2516(2) of Title 1, the crimina
procedure defined in state law must conform to Title I11. In fact, according to
Whitebreed, et d. (1993), the legidators of Title 111 intended that states enact wiretapping
datutes in such away as to provide more privacy protection than Title I11.

The mgor issues of crimina procedure with repect to eectronic survelllance are:
probable cause and type of offense which may subject to surveillance, the exhaustion
principle, warrant issues, the minimization principle, maintaining the integrity of
intercepted evidence, notice to the intercepted subject, disclosure of intercepted
information, the exclusonary principle, and citizen assstance. In this part of the study,

these issues are explored in separate sections for the sake of articulacy.

Probable Cause and the Offenses Subject to Electronic Surveillance

Thelegidators of Title I11 intended to form alegd foundation for effectively
combating organized crimes (Gottlieb, et d., 1997). Initsorigina form, Title 111 dlowed
eectronic surveillance for twenty-9x different offenses, which predominantly involved
organized crimes and nationa security threats. However, the number of offenses subject
to wiretapping has been increased since 1968, so that as of January 2000 it includes

amost one hundred, each listed in § 2516(1) (Electronic Frontier, 2000).
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According to § 2518(3), a court may issue an order for the interception of
communicationsif there is probable cause to believe that (Center for Democracy, 1997a;
Electronic Frontier, 2000; Gruda, 2000):

A suspect is committing one of the crimes enumerated in § 2516 (1) of Title
[, The law aso authorizes government use of eectronic surveillance for
congpiracy to commit those offenses.

Communications related to the offense will be obtained through interception.
The fadilities from which the communications will be intercepted are

connected with the commisson of the crime.

Exhaudtion Principle

The exhaugtion requirement aims to maintain the privacy of the subject through
minimizing the number of cases subject to eectronic survelllance. § 2518(3) requires
adherence to the exhaugtion principle by redtricting the government’ s ability to use
eectronic surveillance if @ least one of the following conditions is satisfied (Electronic
Frontier, 2000):

Other invedtigative techniques have been tried and failed.
Other investigative techniques are reasonably unlikely to succeed.
Other investigative techniques are too dangerous to be tried.
In Title 111, it is stated that conclusions and alegations without reasonable support
do not satisfy the exhaustion requirement. What reasonable support is needed to satisfy

the exhaustion statement depends on the circumstances. Some circumstances make the
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use of eectronic surveillance necessary because of the gods of the investigation. For
example, in narcotics operations, if the god isto reved the dreet-level deders, the use of
an undercover agent is a sufficient investigetive technique. If, however, the god isto
identify the sources and associates of the street dealer, more sophisticated techniques are
needed. In some circumstances, eectronic survelllance may be the only useful
investigative tool. For instance, if a person with no criminad history engagesin an
individua crimind activity such as counterfeiting, eectronic survelllance may bethe
only resort. There may be other circumstances that make electronic surveillance
necessary because of the need for further investigation. In such circumstances, the court
can authorize dectronic surveillance, even if other investigative techniques have not
faled. Therefore the exhaugtion requirement is dso interpreted to mean that eectronic
survelllance cannot be used if other lessintrusive investigative techniques are sufficient
(Colbridge, 2000).

Another point that needs to be clarified is what dternative techniques to eectronic
surveillance exigt. This point isimportant because, according to the Supreme Court

decisonin United States v. Giordano (1974), the applicant is required to specify the

futility or dangerousness of using dternative techniques on the warrant application form.
During Title 111’ s legidative debates, Congress identified four dternative investigative
techniques: visud and aurd survelllance, interrogation and interview, search (with
warrant), and infiltration (by undercover or informant). On the application form, the
gpplicant must specify why interrogation, search, and infiltration have not been chosen

for the ongoing investigation (Colbridge 2000).
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Warrant and Related |ssues

Electronic surveillance dways possesses arisk to the liberty and privacy of target
individuds, therefore, Title I11 authorizes law enforcement agenciesto ingtal wiretgps
only after ajudge makes an ex parte determination that probable cause exists and that
other investigative techniques were or would be unavailable (Colbridge, 2000; Hull,
1996).

Warrant Application

According to § 2518(1), awarrant for electronic surveillance is granted by ajudge
of competent jurisdiction following a written or affirmation gpplication by an authorized
law enforcement officid. According to § 2518(1), the following information must be
specificaly listed on the warrant gpplication form (Electronic Frontier, 2000; Goldstein,
1999; Gruda, 2000):

The identity/identities of the intercept subject/subjects.

A full slatement of the dleged offense,

The place or telecommunications facility where the interception is to occur.
A particular description of the communications to be intercepted.

The period of time during which interception isto be maintained.

An exhaugtion statement involving a complete statement about why other

investigative procedures will not be used instead.



Judicia Procedures Rdlated to Warrant

According to § 2516(1), the warrant must be approved by the U. S. Attorney
Generd or a gpecidly desgnated Assistant or Deputy Assstant Attorney Generd before
forwarding to aloca U. S. Attorney for application to afedera district court or other
court of jurisdiction. The application to the court must involve the applicant and the
person authorizing it (Communication Assistance, 1994; Electronic Frontier, 2000;
Gruda, 2000). Federd digtrict court judges can authorize eectronic surveillance within
the jurisdiction of the court. However, if the intercept subject uses a mobile telephone,
the judge may authorize eectronic survelllance throughout the U. S. (Colbridge, 2000).

The judge authorizes two warrants. One authorizes the law enforcement agency to
conduct the interception, and the other directs the telecommunication service provider to
set up the intercept (Electronic Frontier, 2000).

According to 8 2518(4), the warrant involves the identity/identities of the
intercept subject/subjects, offense relevant to interception of communications, the
location of the place or tdlecommunication facility where the interception is to occur,
description of communication to be intercepted, and the period of time during which

interception isto be maintained (Electronic Frontier, 2000; Gruda, 2000).

Wiretapping Duration

Under norma circumstances, awarrant is valid for 30 days. If needed, the court
may extend that period by 30 days for each application for extengon. This period begins

on the first day of interception or ten days after issuance of the warrant, whichever comes
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first (Electronic Frontier, 2000). The warrant for pen registers, trap and trace devices, is
issued for up to sixty days and can be extended for additiona sixty day periods (Gruda,
2000).

§ 2518(5) of Title 11 requires termination of the surveillance upon attainment of
the authorized period of interception. If government officials wish the surveillance to
continue after the initia interception period, § 2518(1) requires that they prepare an
affidavit detailing that probable cause exigts to believe that additional communications
will be relevant to the offense subject to eectronic surveillance (Electronic Frontier,

2000).

Minimization Principle

Like the exhaudtion principle, the minimization principle amsto minimize
privacy invasion to the intercepted subject. According to § 2518 (5), eectronic
survelllance must be conducted in such away as to minimize the interception of
communications outsde the scope of the warrant. Communications outside of the scope
of the warrant involve the unrelated and nor+crimina communications of the subject and
the communications of others whose names are not specified in the court order. On the
other hand, it istechnologicdly difficult to comply with the minimization regquirement.

The U. S. Supreme Court decision in Scott v. United States (1978) clarified the

minimization requirement so that the minimization requirement of Title 11 was basad on
an objective assessment of the actions of the officer listened to the taped conversations

(Electronic Frontier, 2000, Gruda, 2000).
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Maintaining Integrity of Intercepted Evidence

Maintaining the integrity of intercepted evidence is one of the pogt-authorization
duties of eectronic surveillance. It both protects confidentidity and prevents tampering.
According to 8§ 2518(8), the integrity of the intercepted evidence is achieved in a number
of ways (Electronic Frontier, 2000):

The intercepted information must be recorded in such away that addition,
deletion or any other form of ateration of the records is not be possible.
Recordings obtained through eectronic surveillance aswell as the goplication
for the order, must be sedled and presented to a court of jurisdiction
immediately after the expiration of the court order and any relevant
extensons.

If there is a mistake while conducting eectronic surveillance as authorized in
acourt order, or if the survelllance is found to be conducted illegaly, or the
intercepted information was not properly seded, or if the government
unsatisfactorily explainsthe delay or asence of a sed, the information
obtained through the eectronic surveillance can not be used as evidence or for

other purposes.

Notice to Intercepted Subject

§ 2518(8) requires that after completing the interception, an “inventory” notice

must be issued to those persons named on the court order and, if the judge requires, to
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other persons whose conversations have been intercepted. The inventory must include the
notice of gpplication and court order, surveillance period and whether any interception

occurred (Electronic Frontier, 2000; Gruda, 2000).

Disclosure of Intercepted Information

According to Title 1 any intercepted information can lawfully be used in three
Stuations. According to 88 2517(1), 2517(2) and 2517 (3), alaw enforcement officer is
allowed to disclose the content or derivatives of the content to another law enforcement
officer “to the extent such disclosure is appropriat€e’, or as arequirement of proper
performance of ther duties, or while giving testimony under oath or affirmation in any
proceeding held under the governmentd authority (Electronic Frontier, 2000; Gruda,
2000; Well, 1999). § 2518(9) requires that before the disclosure of intercepted evidence
a atrid, hearing or any other proceeding, the government must provide each party witha
copy of the gpplication and court order at least ten days before the proceeding (Electronic

Frontier, 2000).

Exdusonay Principle

According to Wood (1997) Title I11 provides two types of remedies when the
communications are improperly intercepted: the exclusonary principle requiring
suppression of intercepted evidence, and acivil cause of action.

§ 2518(10) requires suppression of intercepted evidence when “the

communication was unlawfully intercepted;” the interception warrant is“insufficient on
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itsface” and “the interception was not made in conformity with” the order. (Electronic
Frontier, 2000). Whitebread, et a. (1993) identifies additiona intercepted
communications requiring excluson: the communications that are not disclosed to the
judge “as soon as practicable’ or that are irrdlevant to the offense mentioned on the
warrant; the communications that are not properly sedled immediately after completing
the interception when there is no appropriate excuse; and the inventory notice is not
delivered to the parties at least 10 days before the proceeding.

On the other hand, there are two major exceptions to the exclusonary principle
known as the centra role, and the good faith exceptions (Whitebreed, et d., 1993). In

United States. v. Giordano (1974), the U. S. Supreme Court held that the intercepted

evidence was not suppressed, even though theinitid warrant had been authorized by the
Attorney Generd’ s Executive Assigtant, not the specialy designated Assistant Attorney
Generd. The reasoning was that the statutory provision which had been violated did not

play acentrd role in the satutory scheme. Smilarly, in United States v. Donovan (1977),

the Court held that failure to provide an inventory notice does not create sufficient
grounds to suppress evidence, unless the failure has caused untreetable prejudice, and if
the statutory provision which was violated did not play a centrd role in the Satutory
scheme.

Another exception for the suppression of intercepted evidence is the good faith

doctrine. In United States v. Ojeda Rios (1990), the Supreme Court held that the

intercepted evidence was excluded because the intercepted communications had not been

sedled immediately after completing the interception, but instead were sedled after 118

49



days without a reasonable excuse. The mgjority decided to remand the case for a
determination that the delays were the result of good faith. Thisresult of Ojeda Rios

permits agood faith exception to the exclusionary principle (Whitebreed, et d., 1993).

Assgance of Citizens

Title 11 permits citizensto assst law enforcement officidsin eectronic
surveillance. However, according to 8§ 2511(2), before rendering assistance, an individua
or entity must receive elther a court order directing the assistance or awritten
certification indicating that no court order isrequired for the ass stance (Electronic

Frontier, 2000).

Electronic Surveillance without Warrant
Under certain circumstances, interception of communications without awarrant

does not violate the Fourth Amendment or Title 1. These circumstances are usudly
created by the lack of alegitimate expectation of privacy on the part of the conversation’'s
parties. Whitebread, et d. (1997) identifies five cases for which Title [11 doesn’t require a
warrant for the interception of communications:

Interception of communications where one of the parties has consented to

such interception,

Interception of communications that are accessible to the generd public,

including radio communications,
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| nterceptions, by common carriers and government agencies, as apart of their

norma course of business,

Interceptions for the purpose of national security. In United States v. United

States Digtrict Court (1972), the Court held that the nationa security

exception did not diminate the need for awarrant for federd investigations of
cases not linked to foreign powers,
Interceptions in certain emergency Stuations involving danger to life, and

some emergency Stuations related to national security and organized crimes.
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CHAPTER 3
CASE STUDY OF COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT

ACT OF 1994

In this chapter, CALEA is studied thoroughly. After describing the motivations
leading to new legidation in the early 1990s, the nontlegidative and |egislative efforts
toward the CALEA, and the FBI’ sinterpretation and implementation plan of CALEA are

explored.

Background of Communication Assistance of Law Enforcement Act of 1994
At the end of the 1980s and beginning of the 1990s, three mgjor factors
moativated the enactment of new dectronic survelllance legidation. These factors are
technicd difficulties, legidative difficulties, and privacy concerns came up with new

technologies.

Technologicd Factors Making Electronic Surveillance Difficult in the Late 1980s and

Early 1990s

During preparation of CALEA, the Electronic Communications Service Provider
(ECSP) Committee stated that new and emerging telecommuni cations technol ogies posed
problems for law enforcement, and the Committee recommended alegd action. The

report of the ECSP cites three sources for this recommendation, the evidence came from

52



three sources: the Generd Accounting Office (GAO), the FBI, and telecommunications
industry itself (S. Rep. No. 103, 1994).

In 1992, andysts from the Informeation Management and Technology Divison of
the GAO interviewed technica representatives from loca telephone companies, switch
manufacturers, and cellular providers, aswell asthe FBI. The GAO found that the FBI
had not adequately defined its eectronic surveillance requirements, and the GAO
concluded that law enforcement agencies did have technica problems with tapping a
variety of services or technologies.

In April 1994, after surveying for two years, the FBI reported 183 instances where
State or local agencies had encountered problems when they attempting to intercept
communications. The FBI presented details of these instances to the House and Senate
Judiciary Subcommittees (S. Rep. No. 103, 1994). These 183 instances were the
following:

Insuffident port capacity: 54

Inability to capture dialed digits contemporaneous audio: 33
Cdlular-provider could not intercept long-distance cals to or from atargeted
phone: 4

Speed diding / voice diding / cdl waiting: 20

Cdl forwarding: 10

Direct inward did trunk group (provider unable to isolate targets

communications to the excluson of al other customers): 4
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Voice mail (provider unable to provide access to the subjects audio when
forward to voice mail or retrieve messages): 12
Digita Centrex (provider unable to isolate targets communications to the
excluson of dl other customers): 4
Others (such as call back, inability of provider to isolate targets
communications to the excluson of dl other customers, and so forth): 42
Representatives of the telecommunications industry, the third source of evidence,
acknowledged that there would soon serious problems for law enforcement interception
posed by new technologies and the competitive nature of the telecommunications market.
The industry maintained that companies had along tradition of working with law
enforcement under current laws to resolve technical issues. However, with the
proliferation of services and service providers, such a company-by-company had become
increesingly insufficient.
According to Office of Technology Assessment (OTA) (1995), the contributing
factors that made eectronic survelllance difficult after 1980s were the following:

End of monopalies in the telecommunications indusiry: The emerging

technologies and financid Strategies ended the telephone monopoly of AT& T
on standards and procedures of the national telephone system in 1984. No
longer have the standards and architectures been determined by one hand.
Telecommunication protocols or standards became incompatible with another.

Since then, many new telecommunication standards and many carrier



companies have been launched. Every company has their own technology
deployment plans.

Technologica innovations: Electronic surveillance was smple when

telecommunication systems were Smple, but the technology has raced ahead
in recent decades. Compuiter, facsmile, modem, wireless, and satellite based
persona communication technologies were introduced to everyday life.
Digita technologies, providing new features including video, data, voice or a
mixture of them, replaced the ana og technology. Data communication has
been more important than voice communication in some aress.

Increasing complexity in te ecommunications technologies; The structures of

telecommunication networks have become complicated with emerging
technologies. For ingtance, Iridium, which is one of the satellite-based mobile
telecommunication systems, even do switching procedures on the satdllites
without usng ground-based switching sations. Similarly, encryption has
contributed to the complexity of conducting eectronic surveillance.

Increasing decentralized control of telecommunication sysems. New

technologies have placed some choices and controlsin the hands of its users.
For example, auser can activate cal forwarding, cal waiting, and conference

cdl features by himsdf/hersdf.
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Legd Factors Making the Electronic Survellance Difficult in the New Age

The 1970 Amendment of Title I11 mandates the cooperation of telecommunication
companies with the government entities for eectronic surveillance purposes. The
Supreme Court interpreted this amendment as requiring the Federd courts to compd,
upon request of the government, “any assi stance necessary to accomplish an electronic

interception,” in United Statesv. New Y ork Telephone. However, it remained questions

regarding the degree and level of cooperation required between law enforcement and
telecommunication companies. For example, there was a question about whether the
industry has the obligation of making required modifications and additionsin the design
leve of their products to provide interception capability and capacity that were required
by the law enforcement community (Colbridge, 2000; H. Rep. No. 103, 1994).

ECPA extended Title l1I’sexisting lega provisons to new technologies.
However, ECPA has not dynamic regulations to meet the law enforcement needs that
come up with the emerging technologies; therefore, it soon became evident that new
legidation was necessary to keep pace with the emerging technologies (Hull, 1996). For
example, ECPA include nothing about how law enforcement entities should access new
communication technologies for wiretapping purposes.

In sum, both ECPA and Title 111 became obsolete in some respectsin late 1980s,

interms of providing lega background for the eectronic survelllance.
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Need to a New Communication Privacy Shidd

In the early 1990s, privacy groups worried that Title 111 and ECPA were not
sufficient to cover the privacy issues that were being created by new technologies
(Koppdll, 1992, May 22). For example, ECPA doesn’t provide protection for wireless and
cordless communications (Wood, 1997). Similarly ECPA doesn't prohibit the possession
of telecommunication instruments for the purpose of obtaining unauthorized
telecommunication services (Electronic Frontier, 2000). Thus, it soon became evident
that neither Title 111, nor ECPA had not kept pace with the new challengesin terms of

protection of right to privacy (Hull, 1996).

Efforts to Overcome the Difficulties in Electronic Surveillance

In 1990, Senator Patrick Leahy, chairman of the Senate Judiciary Subcommittee
on Technology and Law, assembled a Privacy and Technology Task Force with experts
from business, consumer advocacy, law, and civil liberties, to examine developmentsin
communications technology and the extent to which the law in generd, and ECPA in
particular, protected, or failed adequately to protect, persona and cooperate privacy.
After examining the wide array of communication media, including cellular phones,
persona communications networks, the newer generation of cordless phones, wireless
modems, wirdessloca area networks (LANS), and eectronic mail and messaging, the
task force issued afina report on May 28, 1991 recommending, inter dia, that the legd

protections of ECPA be extended to cover new wirdless data communications, such as
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those occurring over cdlular laptop computers and wireless loca area networks (LANS),
and cordless phones. In addition, the task force found that ECPA was serving well its
purpose of protecting the privacy of the contents of electronic mail, but questioned
whether current restrictions on government access to transactional records generated in
the course of dectronic communications were adequate (H. Rep. No. 103, 1994; Office
of Technology, 1995; S. Rep. No. 103, 1994).

Consgtent with the task force' s conclusions and in view of the increasing
impediments to authorized law enforcement eectronic surveillance, the Committee
concluded that continued change in the telecommunications industry deserves legidative
attention to preserve the balance sought in 1968 and 1986. However, it became clear to
the Committee early in its study of the "digita telephony™ issue that a third concern now
explicitly had to be added to the balance, namely, the god of ensuring that the
telecommunications industry was not hindered in the rapid development and deployment
of the new services and technologies that continue to benefit and revolutionize society.
Therefore, the Committee’ s proposa sought to balance three key policies: (1) “to
preserve a narrowly focused capability for law enforcement agenciesto carry out
properly authorized intercepts’; (2) “to protect privacy in the face of increasingly
powerful and persondly reveding technologes’; and (3) “to avoid impeding the
development of new communications services and technologies’ (H. Rep. No. 103, 1994,
S. Rep. No. 103, 1994).

Despite the report to Congress recommending legidative attention, no immediate

action was taken. Then, the FBI, on behdf of the U. S. law enforcement community,
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started a secret campaign called “ Operation Root Cana” . In this campaign, the FBI
targeted telecommunications industry and standard organizations to understand e ectronic
survelllance needs of law enforcement through a collaboration process (Koppell, 1992,
May 22). On the other hand, according to Hull (1996), the process was not collaborative,
but it mostly involved the demands of the FBI from telecommunications indudtry. In fact,
the FBI specificaly requested access to the carrier’ s central switches for wiretapping
because the FBI redlized that, in long run, the most comprehensive solution for
wiretapping would be possible by accessing central switches. Despite this barely
acceptable request of the FBI, telecommunications industry feared to take an offensve
action because of the FBI’ s relationship with the Department of Justice, which has
consderable power over telecommunications industry. This fear led the industry not to
articulate their opinions clearly about the FBI’ s attempts for the cooperation. Aswell as
thisfear, the cost of the FBI’s demands was another factor, influencing the attitudes of
the telecommunications industry in the collaboration process. For the tdecommunications
indugtry, it wasn't the 1960s, or 1970s when there was amonopoly by AT& T, as opposed
to competitive market. Competitive redities led the carriers to argue that unless universa
compliance was assured, competitors would not accept any agreement proposed by the
FBI (Hull, 1996).

Because of the broad demands of the FBI and cost of these demands, the non-
legidative efforts of the FBI didn’t produce aresult. Then, the FBI turned to alegidative
solution, which would address the compliance, security, and cost recovery issues. In duly

1992, the FBI, on behdf of the U. S. law enforcement community, published a document
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entitled “Law Enforcement Requirements for the Surveillance of Electronic
Communication”. The document involved the procedures for the government-industry
collaboration (Office of Technology, 1995). Based on this document, in fal 1992, the
FBI drafted a proposal for adigita wiretgpping bill. In spite of support by the Bush
Adminigration, the proposa was confronted with harsh criticisms, and it was withdrawn
(Hull, 1996). In this proposa, one of the provisions, subjected to harsh criticism, was the
one that forbade the introduction of new technologies, not wiretap accessible. That
provison had no exception such as mail, PBX or online services (Nelson, 1994). The
industry representatives supposed that such provision would impede technological
development because about 88 % of the telecommunication technology came from the
non-domestic market. On the civil liberties Sde, the proposa was criticized because it
had no sufficient provisions protecting condtitutiond rights (Hull, 1996).

In March 1993, the Electronic Communications Service Provider (ECSP)
Committee was formed under the authority of Alliance for Telecommunication Solutions
to determine the needs of law enforcement and to develop the solutions for these needs.
ECSP committee has been co-chaired by representatives of the Attorney Genera and
telecommunications industry. The Committee had nearly 200 individua participantsin its
gx action teams. Each action team has been co-chaired by arepresentative of law

enforcement and a representative of the industry. The teams were Advanced Intdlligent

Networks, Personad Communication Services, Prioritization and Technology Review,

Switch Based Solutions, Interfaces, and Cdlular Teams. The objective of the teams was

to determine the requirements of law enforcement on telecommunication networks and to
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develop the solutions for them. The teams have documented the requirements as
reference to the manufacturers, carriers, service providers, standard-setting bodies, and
law enforcement agencies. However, Since the participation in the teams was voluntary
and its recommendations were unenforcesble, the teams couldn’'t have made a desirable
impact. As aresult, the ECSP Committee has concluded that |egidation was necessary

(Kallstrom, 1994; Office of Technology, 1995; S. Rep. No. 103, 1994).

The Communication Assstance for Law Enforcement Act of 1994

The efforts of the ECSP Committee gave rise to new comprehensive legidation.
The legidation was proposed in the 103d Congress. On October 25, 1994, the Congress
passed and the President approved the CALEA.

As gated in the Privacy and Technology Task Force of the Senate Judiciary
Subcommittee on Technology and Law, in itslegidative higory, it was sated that the
CALEA sought to balance three key concepts (H. Rep. No. 103, 1994; S. Rep. No. 103,
1994):

The CALEA requires the telecommunications common carriers to ensure that
new technologies and services do not hinder law enforcement ability to
lawfully intercept communications.

The CALEA daifiesthat the telecommunications industry must consider the
cagpacity and capability requirements of the law enforcement in terms of

electronic surveillance in both design and operation leve.
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The CALEA doesn't prohibit introduction of new technologies, not wiretap
ble. It also doesn't have the provisions about the interception of e-mail,
online services and closed networks such as PBXsand ATMs.

Bdow, the principle features of CALEA are outlined.

Coverage

According to 8§ 102 of CALEA, al “tdecommunications carriers’, which are
consdered “common carriers’, must comply with the requirements of the Act. The
common carriers involve the telecommunicetions carriers, service providers aswell as
other companies such as cable and eectric utility companies, which provide
telecommunication services. The Sze of the carrier is not afactor for becoming a
“common carrier”.

On the other hand, the Act exempts from its coverage any telecommunications
server whose sole purpose is the interconnection of telecommunications carriers and
private telecommunication networks as well as the “information services’, such as
Internet service providers, eectronic mail services, are excluded from the requirements of

the Act.

Capahility Reguirements

CALEA requires that introduction of new technologies by the

tdecommunications carriers do not interfere with dectronic surveillance activities of law
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enforcement agencies. Furthermore, it requires the carriersto retrofit or design their
systemsto alow the law enforcement to conduct electronic surveillance.
8103 of CALEA explains the capability requirements that al telecommunications
carriers must comply with. These are
To provide isolation and interception of cal-content to the government.
To provide cdl-identifying information (i.e. origination and dedtination
numbers of targeted communication), but not geographica information to the
government, “except to the extent that the location information may be
determined from the telephone number.”
To ddiver cdl-content and cal-identifying information in the gppropriate
format to the government in the premises other than the premise of the carrier,
within the service area of the company.
To provide interception with minimum interference to the intercept subject.
Furthermore, the CALEA explains some limitations:
Law enforcement agencies are not authorized to require or prohibit the
telecommunications industry from using any specific equipment.
In emergency and exigent circumstances, the carrier must alow government
personnel to conduct eectronic surveillance at the carrier’ s premises.
The carriers must inform the related law enforcement agency/agencies when
the mobile intercepted subject (the subject usng cdlular phone) come into

and go out their service aress.
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§ 107 authorizes the FCC to decide if the carriers comply with the Act by their
implementations. § 107 dso authorizes the FCC to extend the compliance period if the
Commission agrees that compliance with the cgpaility requirementsis not reasonably
achievable within the specified time span. The compliance period can be extended up to

two years.

Capacity Regquirements

8 104 of CALEA mandated the Attorney Generd to provide “actud” and
“maximum” cgpacity requirements of the law enforcement to the telecommunications
carriers. The actua capacity would be provided not later than October 25, 1995, and it
would involve capacity requirements of the law enforcement until October 1998. The
maximum capacity would be provided not later than October 25, 1998, and it would
involve the maximum capacity requirements of law enforcement, after October 1998. In

addition, 8 104 mandates the Attorney Genera to notify the carriers about further

changes in the maximum capacity requirements.

Systems Security and I ntegrity

8 105 mandates the telecommunications carriers to protect their syslems against

unauthorized and improper interception.



Consultation and Cooperation

§ 106 of CALEA mandates the tedlecommunications carriers to consult, as
necessary, with the manufacturers and providers to ensure that current and planned
equipment, facilities, and services comply with the capability and capacity requirements
(88 103 and 104) of CALEA.

8 107 mandates that the Attorney Generd, in coordination with law enforcement,
shall consult with the standard- setting organi zations, appropriate associations of
telecommunications industry, state utility commissions and representatives of users of
telecommunication equipment, facilities and services to clarify questions reated to court-

authorized dectronic surveillance.

Cost Reimbursement

According to § 109 of CALEA, the Attorney Genera has authority to remburse
the telecommunications industry for the reasonable cost of retrofitting their sysemsto
comply with requirements of CALEA. The Attorney Generd is authorized for the
reimbursement for cost of the equipment installed before January 1, 1995. The costs of
retrofitting for the equipment ingtalled after January 1, 1995 are reimbursed through the
agreement of the FCC. The FCC agreement includes that the retrofitting could not have
been “reasonably achievable’ before January 1, 1995 for the specific equipment.

8§ 110 appropriates $500,000,000 for reimbursement over fiscal years 1995, 1996,

1997, and 1998.
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Pendty for the Violation

§ 2522 requires acivil pendty of up to $10,000 aday for any telecommunications

carier violating the Act.

The Provisions about Privacy Protection

CALEA has the following contributions to protection of privacy right.
8 103 requires carriers to protect the privacy and security of communications
not authorized to be intercepted. In fact, this entirely new requirement on
telecommunications carriers directs them to design their sysemsin such a
way asto withhold from law enforcement the content of communications that
law enforcement has no authority to intercept (Center for Democracy, 1999).
According to Dempsey (1997), this requirement, unlike other design
requirements in the CALEA, isintended as a counterba ance to the pro law
enforcement requirements of CALEA.
8 107 dlows any person, including public interest groups, to petition the FCC
for review of sandards implementing wiretap capability requirements.
88 202 and 203 of CALEA expand the ECPA privacy protection coverage to
cordless phones and certain types of radio communications.

§ 204 explicitly Sates that it does not limit the rights of subscriber to use

encryption.
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§ 206 prohibits the use of an dtered telecommunications instrument, or a
scanning receiver, hardware or software, to obtain unauthorized access to
telecommuni cations services. It dso prohibits possession of cloning® devices
including the radio frequency scanners. The pendty for violating this section
isimprisonment for up to 15 years and afine of the greater of $50,000 or
twice the vaue obtained by the offense.
§ 207 revises the granting procedure of subpoena requiring disclosure of
compuiter-based transactional records®. The ECPA has authorized the law
enforcement agencies to access computer-based transactiona records after
obtaining an adminigrative, grand jury, or trid subpoena. 8§ 207 of CALEA
doesn't dlow granting the subpoenaif the transactiond record is not relevant
to an ongoing crimind investigetion.
8§ 207 limits the use of pen regigters, trap and trace devices (Schwartz, 1995).
Besdes the contributions listed above, scope of CALEA diminates some risk of

invasion to privacy right, at the first place, by exempting some types of

* The dloning is started after obtaining the electronic seria number (ESN) of acellular
phone. ESN is assgned to the phone during manufacturing. After purchasing the phone,
the service provider assigns a mobile identification number to that phone (MIN). The
combination of ESN and MIN isthe identification number of the cdllular phone. Once
obtaining an ESN, aradio scanner is used to obtain the MIN of this phone. Then obtained
MIN and ESN numbers can be used to reprogram another cellular phone. The bills of
reprogrammed phone are sent to the actual owner of the phone.

® Transactiona records include the toll records and on-line service records. Toll records
contain the informetion of city, date, time, duration, and receiving telephone numbers of
the long distance cdl called from a specific telephone number. On-line service records
include the e-mail messages, web page addresses, TCP/IP numbers of the computers, etc.
(S. Rep. No. 103, 1994).
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telecommunications companies from its coverage. In fact, CALEA doesn’'t mandate
telecommunication services that support the trangport or switching of communications for
private networks or for the sole purpose of interconnecting telecommunications carriers,
such as PBXs, ATMs and other closed networks to comply with the CALEA. In other
words, athough these services can be wiretapped pursuant to warrant, they do not have to
be designed so as to accommodate wiretap needs. Similarly, § 103 does not require
mobile service providers to reconfigure their networks to deliver the content of

communications occurring outside of their service area.

The Federd Bureau of Investigation’s Interpretation of the Capability Requirements of
the Act

88 103 and 105 of CALEA involve technica requirements describing what
governments want from the telecommunications industry in design level. Because of the
complexity and heavy nature of these requirements, they have been one of two mgor
causes of debates between the government and telecommunications carriers’.

In May 1995, the FBI issued the document entitled “Law Enforcement’s
Requirements for Electronic Survelllance” (Office of Technology, 1995). The FBI
asserted that the requirements stated on this document were the interpretation of the
capability, and system security and integrity requirements described in 88 103 and 105 of

CALEA.

® Another major causeiis related to reimbursement of the compliance cot, and it is
discussed in the forthcoming parts of this study.
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In this section of the present study, the FBI’ sinterpretation of 88 103 and 105 of

CALEA isexplored.

The Interpretation of the Communication Access Reguirements

Implementation of § 103(a)(1) and (2) allows law enforcement to access
communications in order to conduct surveillance. According to the FBI, accessto the
communications for interception purposes requires the following (Office of Technology,
1995):

The carrier must be able to provide multiple s multaneous intercepts of the
same subject for different agencies while maintaining confidentidity among

the agencies.

If the intercepted communication is handed off to a second service provider, it
is the responghility of the second service provider to provide the accessto law
enforcement in order to intercept the communications.

Each tdecommunication carrier is required to activate and deactivate the
intercept within 24 hours after receiving the legd notice. According to 8
103(c), law enforcement may require the activation within afew hours, in

emergency Cases.

The Interpretation of the “Cal Content” and “ Cdl-Identifying Informetion”

The FBI (1997¢) interpreted the “ call content” and “ call-identifying information”,

dated in 88 103(a)(1) and 103(a)(2), respectively, as “diding and signading information”.
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Diding information involves the numbers generated by the intercept subject to establish a
telecommunication connection with the others. The FBI (19974) interpreted that the
CALEA requires cariersto provide dl diding information.
According to the FBI, the sgnding information provided by the carriersis

required to include at least the following information (Office of Technology, 1995):

The information directly related to call content.

Sgnding information for initiation and termination of cdls.

Notifications of call atempts.

Feature and service status messages associated with the intercept subject.

Redirection numbers used for call transfer, cal forward, conference call and

other smilar purposes.

Connection paths between intercept subject and network, and between

network and caling-party, even if the caling party is not a court ordered

intercept party.

Sgnding information involving the called numbers of the calling-party, even

if the caling party is not a court ordered intercept party.

Content of complete conference cals even after dropping of the court ordered

intercept subject.

Roaming information containing the geographica location informetion of

mobile intercept subjects.
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The Interpretation of the “ Ddivering Intercepted Communications’ Requirement

8 103(a)(3) requires the carriers to tranamit the diding and sgnding information
associated with the intercept subject to the monitoring center(s) designated by law
enforcement agency/agencies. According to the FBI's interpretation of 8 103(a)(3) of
CALEA, the tranamission mugt satisfy the following requirements (Office of Technology,
1995):

The monitoring center can be anywhere within the service area of the
provider.

The information must be in a gandard form.

The information cannot be atered during the transmission.

Furthermore, § 103(b)(3) requiresthat if the service provider provides the
compression, encryption, coding and other such security festuresin the service, the
provider must decompress, decrypt, and decode the content of the communication before

trangmitting the information to the designated monitoring center.

The Interpretation of the “ Unobtrusive’ Information Providing

In FBI Documents (1997a), it is stated that the 8§ 103(a)(4), which explicitly
requires the carriers to provide interception with minimum interference to the intercept
subject, requires the carriers to provide information to authenticate linkage between the

intercept subject and the intercepted communication. According to the FBI, this
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information is important because it ensures the admissibility of the intercepted evidence
in court.

According to the FBI (19974), the 8§ 103(a)(4) mandates the carriers for providing
interception and transmission of intercepted information with equd rdiahility, quaity,
and trangparency as those of the intercept subject’ s service. Transparency means that
interception is undetectable to others who are outside the conversation.

Furthermore, this section aso requires that the intercept should not be detectable

to the intercepted parties (Office of Technology, 1995).

The Interpretation of the Systems Security and Integrity Requirements

§ 105 of CALEA mandates service providers and carriers to protect their systems

againgt unauthorized and improper intercept. According to the OTA’ sreport, 8 105
requires the following measures (Office of Technology, 1995):

The interception must be provided on a need-to-know bassto minimize the

risk of disclosure. According to 8 105 of CALEA, only one personnd must be

responsble for activation and deactivation of the intercept a the service

provider'sside.

The companies are required to protect their systems against unauthorized

access through physical and logica security mechanisms. Logica security

measures involve switching functions, database partitioning, prohibiting of

remote access, accessing the systems through the logging procedures,

encryption, and so forth.
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Implementation Issues of the Communication Assistance
for Law Enforcement Act of 1994
Background

§ 107 of CALEA requires|aw enforcement personnd to consult with the
telecommunications indugtry to facilitate industry-wide implementation of CALEA. Asa
result, the FBI created a Tdecommunications Industry Liaison Unit (TILU) including 70-
80 personnd from Federd, State and local law enforcement agencies, and the
Tdecommunications Contracts and Audit Unit which is the industry representative, to
prepare an implementation plan for the CALEA.

Furthermore, the FY 1997 Appropriations Act required the FBI to prepare an
implementation plan for the CALEA.. According to the Act, the implementation plan
must include the following (Center for Democracy, 1997¢):

Explanation of law enforcement capability requirements.

The eectronic survelllance capacity requirements.

Priority list of equipment and systems to be modified by the carriersto
comply with the CALEA.

The reimbursement plan.

After enactment of the FY 1997 Appropriations Act, the FBI, as a collaborative
product of its works with the industry from November 1995 to March 1997, produced an

implementation plan for the CALEA. On March 3, 1997, the FBI submitted the CALEA
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Implementation Plan to the Committees on the Judiciary, Committees on Appropriations,
U. S. House of Representatives and the U. S. Senate (The Federal Bureau, 1997c).

On April 29, 1997, the advocates on behdf of the Cdlular Telecommunications
Industry Association, United States Telephone Association, Personal Communication
Industry Association, and CDT prepared aresponse to the FBI’s CALEA Implementation
Plan (Center for Demaocracy, 1997c).

In this section, the FBI’ s implementation plan and the response to this plan, as

well as the other implementation issues are discussed.

The Electronic Surveillance Interface Document and

Implementation of Capability Requirements

In early 1995 the Electronic Communications Service Provider (ECSP)
Committee requested the FBI to prepare a“safe harbor” document, describing interface
between the telecommunications carriers and the designated monitoring centers.
Furthermore, according to the FBI (1997c¢), they had aso received numerous requests
from the industry to describe ddlivery and interface methods for transmission of
intercepted information. The FBI then started to work on producing a document that
described alogicd and physicd interface between the carriers and the monitoring
centers. The resulting document, called the “ ESI Document — Issue 1.0”, was produced in
April 1996, after more than 200 meetings held among the industry experts and law

enforcement representatives. After evauating the feedback comments of the industry, the
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document was reshaped. Then it was submitted to the industry standard groupsin June
and July 1996 (Federal Bureau, 1997c).

The ESI document involves the description of the interfaces for following
telecommuni cation services and technologies (Office of Technology, 1995):

Pain Old Telephone Service (POTS)

Centrex Services

Custom Cdlling Features

Custom Loca Area Signaing Services (CLASSSM)

Celular Services

Intelligent Network (IN) Services

Advanced Intdligent Network (AIN) Services

Integrated Services Digital Network Basic Rate Interface (ISDN, BRI)

According to the FBI (1997c), the ESI Document complies with the capakility
requirements of CALEA; therefore, it must be adopted as a“ safe harbor” standard by the
industry. Further, the FBI (1997¢) argued that the ESI Document had been widdy
accepted by the industry.

When the ESI Document was being prepared, the telecommunication companies
under the umbrella of the Telecommunications Industry Association (TI1A) also prepared
their standard document. This document was called as Standard Proposal-3580 (SP-3580)
and it had been intended by the industry to comply with the capability requirements of

CALEA. TheTIA finished drafting of SP-3580 in 1997 (Federal Bureau, 1997c¢).
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According to the FBI (1997c), SP-3580 does not contain al capability
requirements of CALEA,; therefore, it is deficient. For example, it doesn't satisfy the
evidentiary needs required by the courts. Furthermore, the FBI (1997¢) claimed that the
standards in SP-3580 were not defined specificaly as compared to those defined in the
ESl Document; therefore the implementations under the interpretations of the SP-3580

would not comply with the capability requirements of CALEA.

Response of Industry Advocates to the Electronic Survelllance Interface Document and

the Implementation Plan on the Capability Reguirements

Theindustry advocates have the following arguments in response to the capability
requirements part of the FBI’s Implementation Plan and the ESI Document (Center for
Democracy, 1997¢):

In the CALEA, the requirements are narrowly stated. The FBI, however,
interprets the requirements broadly in both the CALEA Implementation Plan and ES
Document. Although it is not mentioned in the Act, the FBI required following from the
cariersinthe“CALEA Implementation Plan”:

Feature and service status messages associated with intercept subject.
Connection path between intercept subject and the network.

Connection path between cdling party, who cdled intercept party, and the
network.

Sgnding information containing the called numbers of caling-party who

caled the intercept party.
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Content of complete conference calls after intercept subject drops out.
Roaming information and geographica location information for mobile
intercept subjects.

The industry advocates argue that determining and judging the system capabilities
are technica issues; therefore, they should be conducted by the industry, not by the FBI.
However, the FBI prepared the ESI Document and judged the adequacy of the SP 3580.
In technica issues, Congress gave power to the FCC to judge the adequacy of industry

standards. In sum, the efforts of the FBI did nothing but retard the indusiry to comply

with actud requirements of CALEA (Hull, 1996).

The industry started to prepare SP-3580 in spring of 1995, and finished the 170-
page draft in October 1995. The advocates argued that the ESI Document has been
circulated after April 1996 and it was issued in June 24, 1996, which was about 15
months after the beginning of the standard preparation process of the industry. Asa
result, the ESI Document has been late to contribute to the industry’ s process for standard
preparation. In addition, the advocates contended that the ESI Document was based on
the draft of the SP-3580. Even though, the industry examined the ESI Document, and

they concluded that it had some technica impossibilities and it did not comply with the

CALEA.

The FBI first described ESl as a"safe harbor" standard. After the criticisms based
on 8 107 of CALEA that authorizes the industry to develop compliance slandards, the
FBI described the ESI Document as a contribution document. Again, in the FBI

implementation plan, the FBI described the ESI Document as a“ safe harbor”. Evenif it
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is consdered a contribution document to the standard preparation process of the industry,
the ESI Document confused the process, because it was incompatible with the currently
used standards, rather, it was prepared as an aternative standard. From this point of view,

it violated 8 103 of CALEA prohibiting law enforcement to dictate the specific design

and features to the indudtry.
In the implementation plan it was sated that the ESI Document satisfied the
delivery capability requirements under 8§ 103 of CALEA. However, ddivery

requirements of the ES standards are inconsistent with those of § 103. For example, in

the ESI Document, feature and service status messages are required, but these are not
required by the CALEA.

In the implementation plan, it was sated that the ESI Document had been
supported widely. However, the industry advocates objected to that statement and stated

that the FBI ignored the objections of the industry.

According to the implementation plan, SP-3580 doesn't satisfy the “evidentiary
needs’ required by the courts. On the other hand, the industry advocates objected to that
argument and they argued that the FBI hadn’ t explained what the evidentiary needs
would be. SP-3580, as atechnica standard, describes only the technica specifications.
The courts usualy accept the information obtained through court ordered dectronic

aurveillance. In any case, the defense lawyer cannot be hindered to raise argument to the

evidence obtained through the eectronic survelllance. If it is known, the FBI should
explain how the intercepted information, obtained under SP-3580 standards, doesn’t meet

the evidentiary standards.
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In the implementation plan, it was sated that the standards of SP-3580 were not
defined specificaly as compared to those of the ESI Document. According to industry
advocates, there are three reasons why the standards in SP-3580 should not be defined
specificdly: Fird, itisagenerd practice to define the sandards generdly to alow the
nuMmerous companies to participate in the implementations. Second, CALEA requires
development of a standard not specification. Specification dictates only one type of
solution, whereas the standard alows different means to reach the same objective to
encourage the innovation. Third, 8 103(b) of CALEA provides flexibility in meeting the
requirements by prohibiting law enforcement agencies to require the industry to adopt

any specific design of equipment and systems.

Other Implementation |ssues about the Capability Reguirements

According to Nylund (2000), the FBI opposed to SP-3580, since it didn’t have the

eleven technical capabiilities of the “punch lig” prepared by the FBI. The FBI believed
that the punch list was mandated by CALEA. Later reduced to nineitems, thislist
became known as the FBI “punch list.” The nine-item “punch lig” contains information
regarding (Federd Communications, 1999a):

Content of subject-initiated conference cals.

Party hold, join and drop on conference calls.

Subject-initiated diding and signding information.

In-band and out- of-band sgnding.

Dided digit extraction.
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Timing informétion.
Continuity check tone.
Surveillance atus.
Festure status.

After afew revisionsto the standard, TIA, joined with the Committee T1, none of
which included punch ligt items, published its draft andard as an interim standard
named as J-STD-025. TIA and Committee T1 then adopted J-STD-025 as the accepted
standard defining technica services, features, and interfaces to satisfy the safe harbor
provisons of CALEA.

While the debates on capability requirements of CALEA were going on, the
industry petitioned the FCC to extend the compliance due date for meeting the capability
requirements of CALEA. In September 1998, the FCC, under its rulemaking authority
granted by CALEA, released “Memorandum Opinion and Order FCC 98-223" extending
the compliance date from October 25, 1998 to June 30, 2000, for &l telecommunications
carriers industry-wide (Federal Communications, 1998c).

In November 1998, the FCC, under its rulemaking authority granted by CALEA,
released “Further Notice of Proposed Rulemaking FCC 98-282" to address deficiencies
in } STD-025 to comply with the capability requirements (Federd Communications,
1998). Then, to clarify the CALEA requirements, the FCC rel eased three documents:

“Report and Order”, in March 15, 1999, to clarify system security and

integrity provisonsimposed in § 105 (Federa Communicetions, 1999a).
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“Second Report and Order”, in August 31, 1999, to clarify which categories of
service providers are subject to CALEA requirements (Federal
Communications, 1999b).

“Third Report and Order”, in August 31, 1999, to set out capability
requirements for compliance with CALEA's requirements (Federa
Communications, 1999¢).

Among these three documents, the “Third Report and Order” has been the most
disputable document because it involves the most controversid issues between the
industry and law enforcement.

The Third Report and Order essentialy adopted the J STD-025 standards plus six
of the nine punch ligt items. These Sx items are information regarding: 1) party hold, join
and drop on conference calls; 2) subject-initiated diding and sgnding; 3) in-band and
out-of-band sgnding; 4) cdl timing; 5) dided digit extraction; and 6) content of subject-
initiated conference calls. The other two issues, discussed in the report were the
geographica location and packet-mode communication. The FCC mandated alocation
tracking capability that will identify cdll Site location @ the beginning and termination of
acall. For packet-mode communication the FCC required the industry representatives to
deliver areport containing details about interception of packet-mode communications by
September 30, 2000. In addition, the FCC aso required the industry to start ddlivering
packet-mode communications not later than September 30, 2001, under the standards that

would be described by that time (Federal Communication, 1999c).
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Following the FCC's adoption of the Third Report and Order in August 1999, five
industry associations, three teecommunication companies, and four civil liberties groups
including the U. S. Tdecommunications Asociaion (USTA), Electronic Privecy
Information Center (EPIC) filed petitions for review of the “Third Report and Order” in
the U. S. Court of Appedsfor the Digtrict of Columbia Circuit. The centrd issuein the
petitioners briefs was privacy protection. The petitioners clamed that the FBI’ s punch
ligt' s items concerning the location of antennatowers used in wireless telephone calls,
dided digit extraction, packet-mode communications, and sgnaing information from
custom calling features (such as cdl waiting and cal forwarding) are not covered by the
"cdl-identifying information” concept of CALEA, and they could be subject to Fourth
Amendment privacy protections. Although the main concern was privacy protection, each
argument turns on whether FCC violated the Fourth Amendment and the CALEA
requirements protecting the communications privacy and minimizing the cost of
compliance, by overgtepping its authority, or acting in an arbitrary and capricious manner
through impermissible expanson of the cagpability requirements defined in 8 103(a)(2).

According to Nylund (2000), the Third Report and Order conveys an intention to
preserve the status quo for law enforcement while drictly construing the language of
CALEA s0 asto minimize its economic impact on the telecommunications indudtry.
Nylund (2000) argues that exempting the punch list items from the “ Third Report and
Order”, contravenes the primary mandate of CALEA, whichisto preserve law
enforcement's ability to conduct properly authorized eectronic survelllance in the face of

arapidly changing telecommunications technology. Furthermore, he rgects the argument
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concerning the Fourth Amendment, because he argues that the Fourth Amendment
createsindividua rights againgt certain government searches and seizures, but does not
grant tddecommunications carriers any rights to avoid FCC regulations. Findly, he argued
that with the exception of the civil liberties groups that joined the apped, the petitioners
privacy arguments largely seem to be pretext for economic concerns about the costs of
meeting technica standards in the Third Report and Order, and the expected loss of
future profit because of loss of confidence in the international marketplace which demand
secure telecommunications equipment and service (Nylund, 2000).

On Augugt 15, 2000, the U. S. Court of Appedsfor the Digtrict of Columbia
Circuit affirmed the FCC' s decison not to remove the antenna tower location information
capability and the packet-mode data capability from J-STD-025. The Court vacated and
remanded to the FCC four of the punch list items that the “ Third Report and Order”
required. These four items are: party hold, join and drop on conference cals; subject-
initiated diding and sgnding; in-band and out-of-band signding; pogt- cut-through dided
digit extraction. The Court reasoned that FCC' s decision to include these four items
reflected a“lack of reasoned decision-making”, because the FCC had not: 1) explained
the basis for its conclusion that these four items are required by CALEA as*“call-
identifying information”; 2) identified any deficienciesin J STD-025's definition of cal-
identifying information; 3) explained how its order would satisfy CALEA’ s requirements
about minimizing the compliance cost of the Act; 4) explained how post-cut-through
diaed digits would “protect the privacy and security of communications not authorized to

be intercepted” (Center for Democracy, 2000b; Nylund, 2000; U. S. Telecom

83



Association, et d., Petitioners v. Federal Communications Commission and U. S. of
America, Respondents; Airtouch Communications, Inc., et d., Intervenors, 2000). After
the Court decison the FCC extended the compliance deadline for the capability
requirements of CALEA until March 31, 2001 (Federal Communications, 2000a).
Furthermore, on October 17, 2000, the FCC released a“Public Notice” which sought
comments from the related parties and a so anyone who personaly wanted to make a
comment on the issues identified by the court in its decision, and what actions should
take to satisfy the court’ s concerns, by December 20, 2000 (CALEA Implementation,

2000; Federa Communications, 2000b; Federa Communications, 2000c).

Implementation of the Capacity Requirements

8 104 of CALEA mandates the Attorney Generd to provide information about the
“actud” and “maximum” numbers of Smultaneous interceptions that law enforcement
needs before and after October 25, 1998, respectively.

On October 16, 1995, actual and maximum capacity requirements were presented
by TILU of the FBI, and issued in the Federa Register under the title of “Initia Notice
and Requests for Comments’ (1995). In the notice, geographical regions are categorized
into three categories as Category |, 11, and I11. Category |, the highest category, represents
those geographic areas where the mgority of eectronic survelllance are conducted.
Category |l isthe intermediate category, and Category 111 is the lowest category where

law enforcement needs minimum number of survelllance capacity. According to the



Initial Notice (1995), the percentage of capacity meeting the actua and maximum
capacity requirements of law enforcement are:
For Category | regions, actud capacity requirement is 0.5 % and maximum
capacity requirement is 1 % of the engineered capacity of the equipment,
facilities, or sarvices.
For Category |l regions, actua capacity requirement is 0.25 % and maximum
capacity requirement is 0.5 % of the engineered capacity of the equipment,
facilities, or services.
For Category |11 regions, actud capacity requirement is 0.05 % and maximum
capacity requirement is 0.25 % of the engineered capacity of the equipment,
facilities, or services.

The Firgt Notice dlowed ninety days for the comments. The received comments
were evauated and law enforcement personne participated in more than ninety mestings
with industry representatives, privacy advocates and other interested parties. After
deliberations, the required capacity of law enforcement was separated as wired and
wirdess. The requirements were defined in terms of fixed numbers rather than
percentages of full capacity of the switches. Under the illumination of the comments on
theinitid notice, the “ Second Notice and Requests for Comments’ (1997) wasissued in
the Federal Register on January 14, 1997. In the Second Notice (1997), aformulais
presented to calculate the required capacities for each specific geographic region. The
formulainvolved two varigbles: historical basdline of eectronic surveillance ectivitiesin

a specified geographicd region and the “growth factor.” To determine the historical
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basdline activity, the FBI used the following methodology in the Second Notice (1997):
the FBI compiled data, including combined federa, state and local surveillance activities
for each county nationwide between 1993 and 1995. From this data, the 24-hour peak
survelllance activity over the 26-month period is determined. Then, the FBI added the
pesk surveillance activities of each switch, even if these pesks did not occur
smultaneoudy.

The Second Notice (1997) allowed a 30-day comment period, and this period was
extended an additiona 30 days. After assessing the comments on the Second Notice, the
“Final Notice of Capacity” (1998) was issued, on March 12, 1998. The capacity
requirements in the Find Notice of Capacity (1998) were ca culated by usng a method
smilar to the method described in the Second Notice (1997). In the Final Notice (1998),
for wired communications, county boundaries were used to define geographic locations.
Thisis gppropriate for law enforcement because usudly county boundaries are same as
their jurisdiction boundaries. It is aso appropriate for the carriers because they usualy
have county-based regulations. For the wireless carriers, wireless market service areas
were designated as geographic locations. The First, Second and Fina Notice of Capacity
documents have aso been part of the implementation of capacity requirements part of the

FBI’s Implementation Plan.

Response of Industry Advocates to the FBI' s Capacity Requirements

The “Initia Notice and Requests for Comments’ (1995) required companiesin

mgor citiesto ingal a surveillance capacity that would alow smultaneous monitoring
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of up to 1 % of customer linesin service. The notice was criticized by the industry and
privecy advocates for being excessve and then the FBI withdrew it.
The second notice was a so subjected to the harsh criticisms. The criticisms were
(Center for Democracy, 1997b; Center for Democracy, 1997¢):
The requirements in the notice were exaggerated. In determining the capacity,
it used a methodology, which assumed pesk the activities of dl of the
switches over the course of 26 months occur smultaneoudly.
The notice required the ingalation of useless capacity, because it required
each and every carrier serving in aparticular areato ingal the capacity to
meet the totd surveillance requirementsin that area.
The notice required carriersto ingtd| interception facilities for areas with zero
higtorical interception activity.
Although the CALEA required distinguishing interceptions of cal content and
cdl-identifying information through pen registers or trap and trace devices,
these were not distinguished in the notice. On the other hand, digtinguishing
the interceptions of call content and cal-identifying information isimportant
in terms of the cogt of the implementation.
According to CALEA, the government reimburses the increased capacity
requirements. However, in the notice, it was stated that the new capacity
requirements, released after the Find Notice of Capacity, would not be paid.
Furthermore, CDT assarts that the CALEA implementation plan of the FBI hasa

dilemmain meeting the requirements of the second notice because, according to the
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implementation plan, carriers may or may not meet the requirements of the Second
Notice of Capacity depending on the negotiation with the FBI (Center for Democracy,
1999).
The FBI exaggerated law enforcement’ s past survelllance requirements by
aggregating activity that had occurred over many monthsinto asingle, one-
day peak.
The notice required the ingtallation of useless capacity, because it required
each and every carrier serving in aparticular areato ingtd| the capacity to
meet the totd surveillance requirementsin that area, even if the carrier served
in aportion of the area.
In the Notice, the carriers are required to ingtall in each switch a capacity
aufficient to meet the requirements projected for the entire county, or multi-
county service area. To take an extreme example, the notice requires just one
of the landline carriersin Los Angdlesto ingtall the capacity to perform
46,100 smultaneous intercepts.

Furthermore, athough CALEA mandates that the actuad capacity requirements
must be published in the Federd Register not later than 1 year after the enactment date of
CALEA, the“Fina Notice of Capacity” has been available after more than three years of
the enactment (Center for Democracy, 1999).

USTA advocates sought review of the FBI’ s capacity requirementsin the U. S.
Digtrict Court for the Digtrict of Columbia. USTA advocates contended that the capacity

requirements of the FBI are inflated by the cumulative effect of the FBI’ srulesand
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methodology in determining the requirements. In the Court, defendant, the FBI, argued
that the claims should be dismissed for two reasons (U. S. Telecom Association v. FBI,
2000):
The plaintiff failed to establish that any of its members suffered any injury
“because what it dleged was an overestimation of the survelllance needs’ of
law enforcement.
The FBI Director has the authority to use any measure to determine the
number of eectronic interceptions that law enforcement agencies need.

Hndly, in U.S. Telecommunications Association, et d. v. FBI (2000), the Court

held that the FBI’ s approach was reasonable; therefore, the Fina Notice of Capacity was

uphdld.

The Implementation Priorities in the FBI' s Implementation Plan

According to the FBI (1997¢), in the CALEA implementation plan, both the
priorities of law enforcement, and business processes of the industry were intended to be
matched as much as possible because of two factors. Firgt, the business process of the
industry was quite straightforward, and the methods and the time frames for the
devel opments were specific. Second, it was considered that the greeter the consistency
with the industrial business process, the lower the cost of the implementation (Federa
Bureau, 1997d).

The business process of the industry has three steps (Federa Bureau, 19970¢):
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Step-1. Sysem enginegring: In this step, technica andyses and cost estimations

are conducted by the manufacturer. In the implementation plan, it was estimated that
system engineering for a platform would take sx months. It was planned that system
engineering for most of the platforms would be carried out in 1997.

Step-2: Enginearing development: This step is carried out based on outcomes of

the previous step. In the implementation plan, it was intended that the engineering
development phase for a platform would take a yesr.

Step-3: System deployment: At this step, the designed item isingtalled.

CALEA implementation process took four prioritiesinto account: equipment,
System engineering, engineering development, and system deployment priorities. The
priorities were designed as much as pardld to the business process of the industry. These
priorities were the following (Federal Bureau, 1997c¢):

Sep 1: Equipment Priorities: There were nineteen equipment platforms concerned

by law enforcement. The priorities among those platforms would be determined based
upon the historical interception activities during the period of January 1993 through
March 1995.

Step 2: Syslems Engineering Priorities: In this step, the compliance costs of the

modifications for each platform would be estimated. The priorities would be determined
based upon these estimated costs. The total costs of the modifications for the sdlected
platforms were limited by the CALEA to $ 500,000,000. Within the limit of $
500,000,000, the FBI estimated that totally 14 out of 19 platforms would be modified at

the first. The sdlected 14 platforms would move to the next step.
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Step 3: Engineering Development Priorities: In this step, the priorities would be

St to determine the optimum CALEA feature st for each platform.

Sep 4: System Deployment Priorities. The developed systems would be planned
to be deployed to the priority counties and markets. The priority counties would be
determined based on the historical interception and crime activitiesin the counties
(Federa Bureau, 1997¢).

The FBI required the industry to sgn the “ coopertive agreement” to ensure the
consensus between the industry and the FBI on the priorities and the platforms that would
be changed first. The FBI claimed that the * cooperative agreement” would facilitate
development of CALEA solutions, aswell as coordinating efforts of law enforcement and

the industry towards the implementation of the Act (Federd Bureau, 1997¢).

Response of Industry Advocates to the Priorities of the FBI's Implementation Plan

The advocates agree with the FBI that the prioritization is essential because of
limited funding authorized by the CALEA.

According to industry advocates, in the implementation plan, the FBI mentioned
prioritiesin generd frame but it didn’t specify them. For example, no prioritization was
made among the switch platforms, services and service providers (or service arees).
Similarly, the FBI didn’t state the priority among the requested features. Furthermore,
athough the FBI stated that it would pay for the modifications of fourteen switch

platforms out of nineteen, it didn’t state which exactly these fourteen platforms were.
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The advocates argued that, by failing to determine the priorities, the industry was
led to believe that the FBI aimed to get the industry to implement dl the platforms and
features without priority. The industry was dso led to believe that there would be no
sufficient reimbursement for the cogts of the implementation. Furthermore, the lack of
prioritization caused more confusion for the small companies because of ther limited
budget and their hesitations about the reimbursement.

In the plan, the FBI stressed the importance of the “cooperative agreement”. Since
the “ cooperative agreement” imposes the obligations, which are not mandated in the

CALEA, no carriers wanted to sign the agreement (Center for Democracy, 1997¢).

Implementation of the Reimbursement

The FBI planned $100 million for the rembursement in fiscd year 1997 and
additiond $100 million for each year of following four years.

According to the FBI Implementation Plan (1997¢), Sgning the “ cooperative
agreement” for the carriersis essentid to receive the rembursement becauseitisa
requirement of 8 109 of CALEA. The business process would begin, after starting the
“cooperative agreement”. The specific amount of reimbursements would be determined
after the cost analyses carried out in system engineering phase of the business process,
and the reimbursement received would be depend on the responsiveness of the industry to

the process.
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In the CALEA Implementation Plan, the FBI also stated that the costs of capacity
requirements, released after the Final Notice of Capacity, would not be reimbursed

(Federa Bureau, 1997c).

Response of Industry Advocates to the Reimbursement Plan of the FBI

The responses and arguments of the industry advocates to the Relmbursement
Plan section in the FBI Implementation Plan are the following (Center for Democracy,
1997c¢):
The FBI had no base in reimbursement plan. It smply spreads $ 500 million
equaly over five years. Thereis no way that the estimation reflectsthe red
figures because the FBI didn't obtain any cost information from the industry.
In fact, the industry would fail to make an accurate cost estimation because
the FBI had not provided the exact capability and capacity requirements as
well asthe priorities to the industry.
The FBI plan required the * cooperative agreement” for the reimbursement,
athough the CALEA does not require the * cooperative agreement” or any
other form of agreement.
“The Cost Recovery Rules” and “Final Cost Recovery Rules’ documents
prepared by the FBI, hide the true costs of CALEA requirements and shifted
the charge of the implementation from government to the industry as much as
possible. For example, the entire cost of the transition period was supposed to

be imposed on the carriers.
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In the implementation plan, ancther problematic issue was the required
modifications on the equipment deployed after January 1, 1995. Inthe
implementation plan, the FBI had presumed this equipment would comply
with the CALEA. However, CALEA dlows the companies to petition the
FCC to determineif the compliance was reasonably achievable or not for the
equipment ingtaled after January 1, 1995.

In the plan, it was stated that the systemengineering phase took 6 months and
enginesring development phase took 12 months, then the production and
deployment would follow. According to these estimations of the FBI, the
equipment complying with the CALEA would not be manufactured until

1999. However, the implementation plan didn't include the information about
the reimbursement of cogts of modifications for the equipment ingtaled after
January 1, 1995. Another result drawn from this time calculation is that the
compliance date, October 25, 1998, was not reasonable.

In U.S. Telecommunications Asociation, et d. v. FBI (2000), another argument

of industry advocates was that the FBI’ s cost recovery rulesfaled to comply with the
reimbursement provisions of CALEA. In Court, defendant, the FBI, argued thet the
clams should be dismissed for two reasons:

The plaintiff had “failed on their merits”

The plaintiffs were “not ripe.”
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The Court declined to address this issue at that time because no member of the
plaintiff organization had incurred any reimbursable costs of modifying equipment to

comply with CALEA.

The Lagt Figures of the Reimbursement

For the implementation of CALEA, tota amount of funds appropriated by
Congress was $ 499,557270 as of September 30, 2000. Congress appropriated $

200,977,000 in FY 2001 (CALEA Implementation, 2000).
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CHAPTER 4
EXPLORATION OF WIRETAPPING LAWS OF BRITAIN, CANADA, GERMANY,
FRANCE, TURKEY, AND ANALYSISOF THEM WITH

THE UNITED STATESWIRETAPPING LAW

This chapter aimsto explore the legd positions of Britain, Canada, Germany,
France and Turkey in terms of wiretgpping and then andlyze those positionswith U. S.
wiretgpping regulations,

In this chapter, five countries were selected for the discussion and comparison for
their widely acclamed |leadership and focus on wiretgpping issues (South Africa. South
African Law Commission (SALC) Report, 1998). The mgor limitation in the selection
and studying of these countriesis lack of written documentation in English and Turkish.
Aswdl aslanguage, the second factor addressed during the selection of countries was
whether they had acommon or acivil law system.

Britain and Canada, likethe U. S., have acommon law system, which is derived
mainly from judicid decisons. The German, French, and Turkish lega systems, derived
from the Romano-Germanic legd tradition, differ completely from the Anglo-American
common law concept: it is based on the civil law tradition of continental Europe, which
has its origin in Roman law and is based on satutes and legidations (Fairchild &

Dammer, 2001; Statsky, et a., 1984; Terrill, 1984; Und, 1999).
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By the criteria used in the sdlection of the countries, it is assumed that this chapter
will provide a broader perspective in understanding the rel ationship between wiretapping

and the law, given differing law concepts.

Background

The law of communication privacy has roots as far back as 1361, when the
English Justices of Peace Act provided for the arrest of eavesdroppers. In 1858, France
prohibited the publication of private facts. In 1890, American lawyers Samuel Warren
and Louis Brandeiswrote a historical paper and described the right to privacy asthe
“right to be left done’ (Banisar, et d., 1999)

There are two mgor Directives, and two mgor ingtitutions, which have motivated
the European countries to enact communication and data protection laws.

Thefirgt data protection law in the world was enacted in the Land of Hesein
Germany in 1970. It was followed by national lawsin Sweden (1973), the U. S. (1974),
Germany (1977), and France (1978) (Flaherty, 1989). From these laws, the Council of
Europe s (COE) 1981 Convention for the Protection of Individuas has evolved (Council
of Europe, 1981). The 1981 Convention produced the Data Protection Directive and the
Tdecommunication Directive (Buttardlli, 1997; Council of Europe, 1995). These two
have been mgjor documents to provide European people with broad data and
communications protections. The Data Protection Directive required the European Union
(E. U.) member countries to enact data protection legidation by October 1998 (Council

of Europe, 1995). The Tedecommunication Directive imposes provisons on carriers and
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service providers to ensure the privacy of users communications, including Internet
related activities (Buttardlli, 1997).

In addition to the Data Protection and Telecommunication Directives, the
European Commission of Human Rights and the European Court of Human Rights
created by the 1950 Convention for the Protection of Human Rights and Fundamental
Freedoms to oversee enforcement of the requirements of the convention have been the
two mgor ingtitutions to enforce the European countries to enact communication and deta

protection laws (Strossen, 1990).

Legd Pogtionin Britan

British Condtitutional and Legal Framework Concerning Privacy and Wiretapping

British legd history has along and very rich tradition in the human rights field,
from the Magna Cartain 1215, onwards through the Justices of Peace Act of 1361, the
Habeas Corpus Act of 1679, and the Bill of Rights of 1689 (Banisar, & Davies, 1999;
Und, 1999). According to Unal (1999), such developments were so influentia
throughout the world that they were the mativating force behind the Declaration of
Independence (1776) and the French Revolution (1789), which were milestonesin the
history of human rights, which led to the recognition of “the eternd and inviolable rights
of man asaditizen.”

Despite its great history in human rights, according to the SALC Report (1998),

British common law has no genera congraints to prohibit privacy invason, and it has
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failed to produce aremedy to protect the people from the invasion of communication
privecy.

On the other hand, in recent years, the British legidation system has produced
new legidation regarding the protection of communication privacy. The British
Parliament gpproved the Interception of Communications Act (ICA) in 1985, which has
been effective since April 10, 1986 (Britain. ICA, 1985). The main components of the
Act involve awarrant system to authorize the interception, renewa and cancdlaion
provisons, the establishment of the tribuna who is charged with processing the
complainants, and the gppointment of the commissioner who is responsible for reviewing
the wiretapping activities. The Act was amended in 1997 to dlow bugging of homeswith
only the permission of a chief constable or police commissoner (Banisar, et d., 1999).

In 1998, the British Parliament approved the Human Rights Act (1998) that would
incorporate the European Convention of Human Rights into domestic law, a process that
would establish an enforceable right of privacy (Britain. The Secretary of State, 1999).
The Act went into force in October 2000. In May 1999, to ensure adherence with the
European Convention on Human Rights incorporation into British law, the Nationd
Crimind Intelligence Service published a series of codes about interception, surveillance,
use of informants, undercover operations and use of intelligence materids. In June 1999,
the Home Office issued a consultation paper on wiretapping proposing many changesto
the exigting law. The papers require Internet service providers to facilitate wiretappings,
lengthen the times for tgps to Sx months, and authorize the use of roving wiretgps

(Britain. The Secretary of State, 1999).
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British Wiretapping Crimina Procedure

Offenses Subject to Wiretapping

§ 2 of the ICA addresses the offenses subject to wiretapping. According to § 2,
the Secretary of State can issue the warrant only “...in the interests of nationa
security...” or; “...for the purpose of preventing or detecting serious crime...” or; “...for
the purpose of safeguarding the economic well-being of the United Kingdom™ (Britain.
ICA, 1985).

Exhaudion Principle

Before issuing the warrant, the Secretary of State considers investigation methods
other than wiretapping (Britain. The Secretary of State, 1999).

Warrant and Rdated |ssues

According to 8§ 2 of the Act, The Secretary of State issues the wiretapping warrant
(Britain. ICA, 1985).

Wiretapping Duration

88 4 and 5 require that the wiretapping warrant be issued for a maximum period
of two months. In case of emergency, the officid can issue the warrant for two working
days (Britain. ICA, 1985).

Wiretapping Oversght

88 6 of the Act requires the establishment of an Interception of Communications

Tribuna containing five members. Each of the members has to be alawyer with a least
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ten years of experience. According to 8 7, each member serves for five years (Britain.
ICA, 1985).

Any person who suspects that his communications may have been wiretapped has
the right to gpply to the tribund. The tribund, upon receiving the application, launches an
investigation to determine whether there is awiretapping, and then if there is one,
whether it is done in accordance with the ICA. If the tribundl determinesthat thereisa
wiretapping conducted in accordance with the Act, they let the gpplicant know about it,
but without stating whether it isin compliance with the Act or not. In cases where the
wiretapping does not comply with the Act, the tribunal has the respongbility for
presenting areport to the Prime Minister, and the authority to notify and compensate the
complainant. Thetribuna does not have an obligation to explain the reasons for its
decisons and thereis no appea fromits decisions.

The Act dso mandates the Prime Minister to appoint a Commissioner. According
t0 88 2, 3, 4, and 5, the Commissioner’ s functions include reporting the wiretapping
breaches as well as presenting an annua report to the Prime Minister about the exercise
of hisher functions (Britain. ICA, 1985). This report generally indicates the quantitative
and quditative measurements of the wiretaps which have been executed throughout the
year, and the judtifications and breaches for wiretappings. The Prime Minister has the
power to exclude some part of the reports from the publication due to issues pertaining to
nationd security, the well-being of the United Kingdom, or the prevention or detection of
serious crimes. If anything is exempted from the publication, thisis stated in the

published version of the report (South Africa. SALC Report, 1998).
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Exdudonay Principle

89 of the ICA (1994) has the effect of prohibiting the use of wiretapped evidence
obtained under awarrant issued under the Act’. The reason for such prohibition is the
fear of law enforcement with the exposure of its wiretgpping capabilities (Britain. The
Secretary of State, 1999).

Since the apparent use of legaly obtained wiretapped evidence is prohibited in
trids, it isdifficult to decide if thereis a practice of exclusonary principle or not in
Britain. However, according to Gottlieb, Levy, McAllister, Peck & Yenisey (1997),
Britain does not have an exclusonary rule, in practice.

Mandatory Assstant Reguirement and Property Right Issues

The Interception of the Communications Act has required telecommunications
service providers to design their systems to be able to comply with wiretapping warrants.
In a Consultation Peaper, it is proposed that the communication service providers be
required to take reasonable steps to ensure that their system is capable of being
wiretapped each time when they introduce new services. In the paper, reasonable cost of
complianceis proposed to be reimbursed by the government, but there is no information
about what kind of costs would be reasonable (Britain. The Secretary of State, 1999). 88
12 and 13 of the Regulation of Investigatory Powers Act 2000 (RIPA) provides some
solutions to the costs problem (Britain. The Technica Advisory, 2000). According to §
12, the government pays the entire cost for the interception capability for small

communication service providers. In the case of larger companies, the government makes
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a contribution depending on the resources of the company and the technology involved

(Britain. The Section 12 Order, 2000; Britain. The Technica Advisory, 2000).

Legd Pogtion in Canada

Canadian Condtitutional and Lega Framework Concerning Privacy and Wiretapping

Although there is no explicit right to privacy in the Canadian Condtitution and
Charter of Rights and Freedoms (1982), § 8 of the Charter, guaranteeing the right of
individuas to be secure against unreasonable search and saizure has been interpreted as
to protect an individud’ s right to a reasonable expectation of privacy (Canada. Hunter v.
Southam, 1983).

The Privacy Act was enacted to strike a reasonable bal ance between the right of
the state to intrude on privacy to carry out its responghilities for law enforcement and the
right of individuas to privacy. The Act redtricted the Canadian law enforcement agencies
on their discretion to intercept and disclose private communications. In fact, § 4 of the
Act provides acivil action in damages againg the government for unlawful interception

of private communications (Canada. The Privacy Act, 2000).

Canadian Wiretapping Criminad Procedure

According to § 26 of the Canadian Security Intelligence Service Act (2000), the
Canadian Security Intelligence Service Act governs the wiretgpping of communications

for national security cases, and Part IV of the Canadian Crimina Code governsthe

" This prohibition must be interpreted as the prohibition of the explicit use of wiretapped evidence because,

103



wiretapping of communications other than those related to the threet to the security of
Canada.

Offenses Subject to Wiretapping

The offenses in respect to which wiretapping may be used in Canada are
mentioned in 8 183 of the Canadian Criminal Code. These offenses are breach of duty,
breach of trust, prison breach, bribery, fraud, fraudulent bankruptcy, corruption, perjury,
obstructing justice, child pornography, uttering threets, forgery, money counterfeiting,
sedition, hijacking, extortion, theft, robbery, arson, mischief, aggravated assault, sexud
assault, murder, using or possessing explosives or prohibited wegpon, kidnapping,
hostage taking, abduction, advocating genocide, drug offenses, smuggling, keeping a
gaming or betting house, endangering safety of aircraft or airport, offences againgt
maritime navigation or fixed platforms, sabotage, Spying, secret commissions, treason,
unlawful interception, possession of an intercepting device, unauthorized use of a
computer, possession of property obtained by crime, threat or attack on premises,
residence or trangport of internationally protected persons, participation in crimina
organizations, or any other offenses that may be sentenced to imprisonment for five years
(Canada. The Criminal Code, 1992).

Exhaudion Principle

In the affidavit, the gpplicant officer must sate that other investigative methods
have been tried and have failed or that other investigative methods are likely to fail or

that the urgency of the matter makes the other methods impractica.

otherwise, conducting wiretapping does not make sense.
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Before issuing the warrant, the judge must be satisfied with two issues. Firg, the
judge must be satisfied that dectronic survelllance isthe lagt available investigation
method or that the other methods have failed or have little chance of success. Second, the
judge must be satisfied that there are reasonable and probable grounds to believe that an
offenseisbeing or has been committed and the eectronic surveillance will be a ussful
investigation tool to obtain the evidence. Mere suspicion does not provide sufficient
grounds for the judge to issue the warrant (South Africa. SALC Report, 1998).

Warrant and Related |ssues

According to § 184.2(2) of the Crimina Code, an application for an authorization
for wiretapping must be made by a peace or a public law enforcement officer, ex parte
and in written form to a designated judge® and must be supported by an affidavit. The
affidavit involves either siwearing an oath or a bdlief statement that the matters contained
in the goplication are true to belief or knowledge of the applicant. Furthermore, the
affidavit includes the information about the existence of reasonable and probable grounds
to believe that an offense has been or will be committed, the names, addresses, and
occupations of the target person(s), type of private communications subject to
wiretapping, the period for which the authorization is requested, and an explanation about
why the other investigetive techniques aren't preferred. The gpplication form involvesthe
belief that the communications subject to wiretgpping are related to the offense.

All documents relating to an gpplication are “ confidentia” and put in a package

and sealed by a designated judge. The package is kept in the custody of the court and it is

8 The designated judge is ajudge of the superior court of criminal jurisdiction or ajudge defined in § 552.
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unavailable to the public. The sealed package can be opened and examined only upon a
judicia order for the purpose of renewa and reexamination. One copy of the application
and authorization documents is provided to the prosecutor upon request.

After authorization, the court order is transmitted to the gpplicant by means of
telecommunication, and then the wiretapping is carried out within the framework of the
order. The order includes the offense in respect to which the communications may be
wiretapped, the type of communications subject to wiretgpping, identity of the subject,
duration of the wiretapping, and, if known, the place and manner of wiretapping.

After 90 days of the expiration of the authorization, the Crown |ets the target
subject know about the surveillance by awritten notification stating that an authorization
had been issued, executed, and delivered by the Crown (Canada. The Criminal Code,
1992).

Wiretapping Duration

The wiretapping warrant isissued for less than 60 days. 8 186(6) contains the
requirements for renewals of an authorization. In the renewd gpplication, the officer
makes the gpplication to the designated judge, accompanied by an affidavit containing
the reason and length of time the renewd is required, obtained informetion from the
previous wiretap(s), date and time of previous application for wiretapping, the results,
and the names of the judges who authorized the previous wiretgps. The renewd period is
issued for less than 60 days. Thetotal period of wiretapping must not exceed one year

(Canada. The Crimina Code, 1992).
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Wiretapping Oversight

An application for an authorization must be signed by either the Attorney Generd
or Deputy Attorney General of the province, or Solicitor Generd of Canada or Deputy
Solicitor Genera of Canada.

§ 195(1) of the Criminal Code mandates that the Solicitor General of Canada
prepare an annua report, submit it to Parliament, and publish it to the public. The report
involves the number of gpplications made for both authorizations and renewd of
authorizations, number of applications granted and rgjected; the numbers of persons both
identified and not identified against whom proceedings arose; the average period for
which authorizations and renewals were granted; the number of authorizations vdid for
more than 60, 120, 180, and 240 days, the number of offensesin respect to each type of
offense; generd description of the wiretapping methods in each wiretap; the number of
persons arrested whose identity became known as aresult of authorized wiretapping; and
the number of criminal proceedings commenced because of the wiretapped evidence and
the proceedings resulting in a conviction; the number of unauthorized wiretappings, and a
generd assessment about the role of the wiretapping of private communications for the
investigation, detection, prevention and prosecution of offenses.,

8 195(4) of the Code mandates that the Attorney Generd of each province prepare
and make available to the public an annua report concerning the wiretapping activities

throughout the immediate preceding year (Canada. The Criminal Code, 1992).
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Exdudonay Principle

In the SALC report (1998), it is stated that evidence obtained from unauthorized
wiretgpping cannot be used in the court. However, in the Criminal Code, many
exceptions of the exclusionary rule appesar.

§ 193(2) of the Criminal Code makes the evidence obtained without warrant or
the consent admissible in any civil or crimina or any other proceedings where the person
may be required to give evidence on oath (Canada. The Criminal Code, 1992).

InR. v. Duarte (1990), the Supreme Court of Canada decided that the smple
consent of one party could not eliminate the need for the judicia warrant for private
wiretapping; however, § 184.1(1) of the Canadian Criminal Code dllowsit. Infact, §
184.1(1) authorizes the wiretapping of private communication without warrant if the
peace officer believes on reasonable grounds that such wiretapping isimmediatdy
necessary to prevent an unlawful act that causes serious harm to any person or to
property, or the one party of the communication clams that he/she is an intended victim
of the harm. § 184.2 of the Canadian Crimina Code permits the use of evidence obtained
from the wiretgpping pursuant to 184.1(1) if actudly attempted or threatened bodily harm
occurs (Canada. The Crimina Code, 1992).

Of the Crimind Code, 8§ 188(1) governs the emergency wiretapping up to thirty-
six hours with the consent of specialy gppointed judges. § 188(5) authorizes the trid
judge to decide admissibility of the evidence obtained from wiretgpping of
communications pursuant to a subsequent authorization given under § 188 (Canada. The

Crimina Code, 1992).
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Mandatory Assistance Reguirement and Property Rights | ssues

In Canada, the telecommunications service providers have to assst law
enforcement in the execution of wiretapping warrants (Britain. The Secretary of State,

1999).

Legd Pogtion in Germany

German Condtitutiona and Lega Framework Concerning Privacy and Wiretapping

In the Condtitution, Article 10 explicitly protects the communication secrecy
(Condtitution of Germany, 1998). In 1983, the Federal Constitutional Court interpreted
Article 2 of the German Condtitution in such away as to provide protection to persona
rights. In April 1998, German parliament amended § 13 of the Congtitution so asto
authorize the police to place bugging devices even in private domiciles (Banisar, et d.,
1999).

In July 1999, the Supreme Court authorized warrantless screening of internationa
communications by the German intelligence service (BND) to prevent terrorism and
illegdl drug and wegpon trafficking. The court also held that the screening violated the
privacy of communication secrecy protected by the Basic Law, but the screening could
continue provided that the intelligence service did not pass on the information to the local

police, and that the Parliament must enact new rules by June 2001 (Karacs, 1999).

German Wiretapping Criminal Procedure

Wiretapping is regulated by the G10-Law in Germany.
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Offenses Subject to Wiretapping

The crimes in respect to which wiretgpping may be used in Germany are
mentioned in Article 108 of the Code of Crimind Procedure, and they include crimind
association, murder, mandaughter, currency related offenses, robbery, extortion, illegd
weapon and drug trafficking, terrorism, treason, and espionage (South Africa SALC
Report, 1998).

Exhaudion Principle

It must be proved that monitoring is the last available investigation method or that
other methods have failed (South Africa. SALC Report, 1998).

Warrant and Rdlated |ssues

Any judge in German courts can issue the warrant (South Africa. SALC Report,
1998).

Wiretapping Duration

The invedtigative judge has the authority to issue the warrant for amaximum
period of 90 days. In case of an emergency, when ajudge is not available, a prosecutor
has the authority to issue the warrant for a period of 3 days. If the initia wiretapping is
successful, the wiretgpping period can be extended for 90 days (South Africa. SALC
Report, 1998).

Wiretapping Oversght

Thereis apaliamentary oversght body conssting of five palitical officidswho

oversee wiretgpping activities targeting German citizens. Foreign surveillance activities
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are oversight by The Federd Parliament (i.e. Bundestag) (South Africa. SALC Report,
1998).

Exdudonay Principle

Germany does not have an exclusonary principle (Gottlieb, et a., 1997).

Mandatory Assistance Reguirement and Property Rights Issues

The Telecommunication Act mandates al the telecommunication service
providersto ingdl the required hardware and software in their switchesto assst law
enforcement for wiretapping of communications and to activate the wiretgpping upon the
request. According to the Act, the licenses of the providers who do not comply with the
assisting requirements of the Act can be revoked (Britain. The Secretary of State, 1999;
South Africa. SALC Report, 1998).

Aswedl| as the assi stance requirement, the Act also mandates the service providers
to provide cal related data as old as eighty days, upon request.

In order to avoid lega problems concerning the governmenta taking of private
property, the Department of Justice pays the wiretgpping cost, including 125 DM aswell
as the manpower cogts of the service provider for each wiretapping. The government also
has to pay 40 DM for each telecommunication line. Furthermore, according to the
Tdecommunication Act, buying the recording equipment is the responghility of the

police (South Africa. SALC Report, 1998).
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Legd Postion in France

French Condtitutiond and Legd Framework Concerning Privacy and Wiretapping

The protection of privacy provided by the French government traces back to 1858
when the French government prohibited the publication of private facts. However, the
right of privacy is not explicitly protected in the French Congtitution of 1958. The
Condtitutiona Court ruled in 1994 that the right of privacy wasimplicit in the
Condtitution (Banisar, et ., 1999).

The Data Protection Act was enacted in 1978 and covers persond information
held by government agencies and private entities. In addition to it, there are other

protections incorporated in the Penal Code (Banisar, et ., 1999).

French Wiretapping Crimina Procedure

Electronic surveillance is regulated by an Act enacted in 1991 (Banisar, et d.,
1999). According to the Act, thereisadud system of authorization of wiretapping in
France. A lega wiretapping is authorized aeither by the adminidiration or the investigetive
judge (South Africa. SALC Report, 1998). If enough evidence is obtained from the
adminigratively authorized wiretapping, the wiretapping is transformed to the judicialy
authorized wiretgpping by obtaining a wiretapping warrant from the judge. The datistics
have shown that fifty percent of administrative wiretapping is transformed to judicia
wiretgpping. On the other hand, the judicia wiretapping cannot be transformed into

adminigrative wiretapping (South Africa. SALC Report, 1998).
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Offenses Subject to Wiretapping

According to the Act passed in 1991, adminidratively authorized wiretapping is
used to protect democracy, economy and important information related to nationd
Security, to fight terrorism, organized crime, subversion, and espionage. Judicidly
authorized wiretapping is permissible for the offences punishable with imprisonment for
at least two years (South Africa. SALC Report, 1998).

Exhaudion Principle

There is an exhaudtion principle in the French regulations (Hong Kong. The Law
Reform, 1996).

Warrant and Rdlated |ssues

Any judge in the French courts can issue the warrant (South Africa. SALC
Report, 1998).

Wiretapping Duration

The duration of adminigrative wiretapping is four months and it can only be
extended one more time upon drict scrutiny of the fresh gpplication.

A judicial wiretgpping is executed for less than twelve months (South Africa.
SALC Report, 1998).

Wiretapping Oversght

The Act of 1991 created the Commission National de Control des Interceptions de
Securite (CNCIS), which sets rules and reviews administrative wiretaps each year. The

member of CNCIS s gppointed for six years and it works independently.
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The Prime Minister submits an annua report to the CNCIS. The CNCIS prepares
an annud report and publishesit at the end of January every year. It has the power to
ingtruct the Prime Minigter to terminate any wiretgpping. In the pagt, the Prime Minger
has followed the recommendations of CNCIS (South Africa. SALC Report, 1998).

Exdudonary Principle

The evidence obtained through adminitratively authorized wiretapping is not
admissblein the court; therefore, such wiretgpping is executed less often and usudly it is
executed for preliminary investigation purposes (South Africa. SALC Report, 1998).

Mandatory Assstant Reguirement and Proparty Right |ssues

In France, telecommunication service providers have the repongibility to assst
the law enforcement in the execution of wiretapping (Britain. The Secretary of State,

1999).

Legd Postion in Turkey

Turkish Congtitutional and Legd Framework Concerning Privacy and Wiretapping

Theright to privacy in generd and the right to privacy of communicationsin
particular are explicitly protected in the Turkish Condtitution of 1984. Article 20 of the
Condtitution requires that everyone have theright to privacy. This article prohibits the
search of a person and the search and seizure of higher papers and belongings. Article 22
declares that everyone has the right to privacy and the freedom of communications and
that this right cannot be hindered without probable cause (Cortitution of the Republic of

Turkey, 1984).
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Crimind pendties for the invasion of persond freedoms and privacy appear under
88 174 through 201 of the Turkish Crimina Code. The 88 195 through 200 concerning
freedom of communications govern the communications through letters, parcels,
telegram, and telephone (Turkey. Turk Ceza, 1926).

§ 94 of the Code of Crimina Procedure regulates the crimina procedures relating
to search and seizure. However, it doesn’t have detailed procedure regarding wiretapping

(Turkey. Ceza Muhakemeleri, 1929)

Turkish Wiretapping Crimina Procedure

Turkey does not have a datute entirely devoted to wiretapping or communication
privacy. A significant part of wiretapping crimind procedures gppears in the Code of
Racketeering and Corrupted Organizations of 1999 (CRCO) (Turkey. Cikar Amacli,
1999). Infact, 88 2, 3, 4, and 10 of the CRCO are devoted to the wiretapping crimind
procedure and the search of both governmental and private computer records.

Offenses Subject to Wiretapping

The offenses in respect to which wiretgpping may be used in Turkey are
mentioned in 88 2 and 3 of CRCO and include the offenses related to racketeering and
corrupted organizations (Turkey. Cikar Amacli, 1999).

Exhaudion Principle

According to § 2 of CRCO, wiretapping is based on the probable cause, and it is

carried out as alast resort.
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Warrant and Related |ssues

The judge on-duty from the highest court that exists in agiven city other than the
capitd city of the country, may issue awarrant; judges from other courtsin agiven city
are not authorized to issue awarrant. In the capitd city, the judge on-duty from the
national security court is authorized to issue awarrant.

8 2 of CRCO describes the wiretapping criminal procedure. 8§ 2 authorizesthe
judge to issue wiretapping for investigative purposes. In case of emergency, the Didtrict
Attorney is authorized to issue a wiretapping warrant for 24 hours. CRCO aso makesthe
Didrict Attorney responsible for ordering the cessation of wiretgpping upon the end of
the duration mentioned in the warrant, or upon the obsolescence of probable cause
(Turkey. Cikar Amacli, 1999).

Wiretapping Duration

The warrant isissued for up to three months, and this duration can be extended up
to three months, but not more than twice.

Wiretapping Oversight

Thereis no permanent oversight body for wiretgpping in Turkey.

Exdudonay Principle

A 1992 amendment to the Code of Crimina Procedure requires the exclusion of
unlawfully obtained evidence (Turkey. Ceza Muhakemeleri, 1999).

Mandatory Assistance Reguirement and Property Rights Issues

§ 2 of CRCO mandates that the telecommunications industry asss the law

enforcement personnel authorized by the Didtrict Attorney in execution of the warrant. In
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Turkey, there is no regulation about the reimbursement of compliance expenses of the

telecommunications indudtry.

Anaysis of the Legd Pogtions of the United States, Britain, Canada, Germany, France
and Turkey in Terms of Privacy and Wiretgpping Crimina Procedure

Constitutiona and Lega Framework Concerning Privacy and Wiretapping

Despiteits historical lega roots as far back as 1361, the right to privacy is not
defined explicitly in the condtitutions of the U. S., Canada, Germany, and France. Thus,
the judicia branch has atempted to clarify the existence of privacy rights. In Pavesich v.

New England Life Insurance Co. (1905), the Georgia Supreme Court linked privacy to

the Bill of Rights. In this decision, Justice Cooley argued that the privacy right was
guaranteed by the Fourth Amendment; therefore, the privacy right should be protected by
the common law system (Craig, 1997).

In 1958, in the Luth decision, the German Court extended individua privacy
protection into the civil field through the interpretation and application of the Civil Code
(Gottlieb, et a., 1997). According to Craig (1997), the American and German approaches
to privacy protection are Smilar in three ways. In both countries, the right of privacy was
identified by condtitutiona expresson; it has been judicidly developed; and it has been
gpproached indirectly. On the other hand, there is one significant difference between the
German and American gpproachesto privacy protection. In the U. S. privacy was linked
to the congtitutiond protections of liberties againgt governmentd intrusion, in the

Pavesich case (1905). In Germany, on the other hand, privacy was linked to the
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congtitutiona protection of human dignity and persondity (Banisar, et d., 1999). Like the
U. S, and Germany, France has not explicitly sated the right to privacy in its
Condtitution.

Likethe U. S. and Germany, Canada a so chose the Congtitutional approach
through the Charter values. However, as opposed to the “indirect effect” approaches of
the U. S. and Germany, the Canadian approach is direct. In other words, by the Charter-
values gpproach, the generd tort of invasion of privacy was introduced to common law
through the role of the judiciary to develop common law on the principled basis formed
by § 8 of the Charter (Barnhorst, 1997).

Since it has no written congtitution, Britain attempted to find aremedy to privecy
invasion in its common law system. However, according to Craig (1997), rigid and
conservative gpproaches of British judicid interpretation of common law hinder Britain
in providing privacy protection to its citizens. Craig (1997) criticizes the rigid gpproach
of British judges as producing absurd and unjust verdicts rather than producing remedies.

Turkey has an explicit definition of the right to privecy in its Condtitution.
Furthermore, the Turkish Congtitution has a separate article devoted to the protection of
communication privecy. Despite the clear definition of such a conditutiond right, there
have been long debates about the right to privacy in Turkey (Civaoglu, 1996). Such
debates lead to the conclusion that the protection of communication and data privacy isa
controversa issue because of the intangible, subjective, and broad nature of privacy.

Privacy variesin accordance with the environment and the subjective perceptions.
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Moreover, it is abroad concept encompassing the privacy of information,
communications, physical belongings, and the territory of individuas.

Like the other 9des of European governments, wiretapping regulations have aso
been grestly influenced by the recommendations, judicia orders and the practices of the
E. U. Infact, Article 8 of the 1950 Convention for the Protection of Human Rights
requires respect for the privacy of individuals (Council of Europe, 1950). For example,
wiretapping regulationsin France were prepared and enacted upon the condemnation by
the European Court of Justice, in April 1990 (South Africa. SALC Report, 1998).
Similarly, to ensure adherence with the European Convention on Human Rights
incorporation into British law, the British Nationd Crimind Intelligence Service
published a series of codes of practice on interception, surveillance, use of informants,
undercover operations and use of intelligence materialsin May 1999 (Banisar, et d.,
1997).

In accordance with Data Protection and the Telecommunication Directives,
produced by the 1981 Convention of the Council of Europe, Britain enacted the Data
Protection Act in July 1998; and Turkey, a candidate member of E. U., has been working
on the Code of Protection of Persona Data.

Artide 11 of the American Convention on Human Rights has asmilar meaning
to Article 8 of the 1950 Convention for the Protection of Human Rights and Fundamenta
Freedoms. Based on Article 8, the U. S. incorporated the requiremernt of Article 11 into

Title 111 of Omnibus Crime Control and Safety Streets Act in 1968 (Banisar, et a., 1999).
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The privacy provisons of Title Il were updated through the relevant amendments of the
ECPA of 1986 and the CALEA of 1994.

According to Craig (1997), the Canadian judicid system has drawn on the
jurisprudence of the U. S., France, Germany and Quebec. The Protection of Privacy Act
of 1996, moddled on the Title 111 of the U. S,, has proved Craig' s argumern.

Although thereis no dear division, the mgor motivation for Britain, Germany,
France and Turkey to enact data and communication privacy acts s different from the
motivation of Canada and the U. S. The mgor motivation for the U. S. and Canadato
enact the communication and data privacy protection actsis more economicd, such as
promoting electronic commerce, producing more secure equipment and service to make
more money. On the other hand, the mgjor mativation of the European countries and
Turkey isto have laws consstent with the Parnt European regulations (Banisar, et d.,

1999).

Offenses Subject to Wiretapping

Part IV of the Canadian Criminal Code and Title 111 of the U. S. are Smilar in that
the offenses subject to wiretapping are defined comprehensively. Furthermore, in the
Canadian Crimind Code, thereisagenera statement adlowing wiretapping for offenses
punishable by at least five years of imprisonment, and Title 111 alows the wiretapping for
offenses punishable by &t least one year in prison (Canada. The Criminal Code, 1992;

Electronic Frontier, 2000). A smilar general statement gppears in the French wiretapping
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act of 1991. In the French act, wiretapping is allowed for offenses punishable by at least
two yearsin prison (South Africa. SALC Report, 1998).

IntheU. S, Title 111 was enacted at or about the same time as the Racketeering
Influenced and Corrupted Organizations Act (RICO) as part of afederd legidation
package, which targeted organized crime (Gottlieb, et d., 1997). In practice, it has been
articulated that wiretapping has predominantly been used in fighting organized crime
(Colbridge, 2000; Dempsey, 1997; Freeh, 1999). Thisis also apparent in the Satistics that
appeared in the 1997 Wiretapping Report (Administrative Office, 1997). Likethe U. S,
Turkey tied wiretgpping to fighting organized crime.

Among the regulations of the concerned countries, Turkey has the poorest
wiretapping regulation in terms of definitions of offenses subject to wiretgpping. Thisis
expected because Turkey is the only concerned country without a statute entirely devoted
to wiretgpping or communication privecy.

Generdly, wiretgpping is used to maintain nationa security, to prevent and detect
serious crimes, and to protect the economic well being of the country. Although, in the
American, British, and French codes, wiretapping is alowed when being used to protect
the economic well being; such use of wiretapping is not explicitly stated in the codes of

Canada, Germany and Turkey.

Exhaudtion Principle

Inherently, wiretapping violates the right to privacy. The exhaugtion principleisa

tool to judtify wiretgpping. It implies that wiretgpping is used if other invedtigative
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methods have been tried and failed, or other investigative methods are likely to fail, or
the urgency of the matter makes the other methods impractica.

Asit isapparent in its definition, it is difficult to have a“cookie cutter”
implementation of the exhaugtion principle. Sometimes exhaudtion is equated with the
meaning of “nationa security”. According to the former U. S. Attorney Generd Griffin
Bdl, theterm, “national security” has become a“talismanic phrase” and it has been used
to “ward off any questions about the legitimacy of any governmenta conduct to which
the phrase was applied” (Hong Kong. The Law Reform, 1996). The U. S. Foreign
Intelligence Surveillance Act (FISA), which does not require the use of the exhaustion
principle in surveillance of the offenses related to nationa security, proves the argument
of Bell.

The implementation of exhaugtion has alot of difficulties because of itsflexible
nature. Although dl of the countries of concern in this chapter have an exhaugtion
principle in the wiretgpping regulations, in the French and British Acts, exhaugtion is not
dated as explicitly asit is stated in the other countries. Inthe U. S, FISA excluded
survelllance of foreign nationds living both insde or outsde of the U. S. from

exhaugtion.

Warrant and Related |ssues

All countries of concern require either ajudicia or adminigrative order for legd
interception. Although, usudly, consent of one party does not condtitute a sufficient

ground to bypass thejudicial or adminigtrative order, there are some exceptions. For
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example, according to the Canadian Criminal Code awarrant is not required to monitor
the conversations between the undercover agent and the drug traffickers, to protect the
agent (Canada. The Crimina Code, 1992).

In Germany and France, a specific judge or judges have been appointed to
consder gpplications. According to the SALC Report (1998), in France and Germany,
this function is exercised by apolitical functionary, with respect to security related
investigations.

As opposed to the other countries, in Britain, the Secretary of State is authorized
to issue wiretapping warrants. Authorizing politicians to issue a warrant creates questions
about the use of wiretapping as apolitical power, as well as questioning the violation of
Montesquieu’ s separation of powers doctrine for democratic states.

Pardld with globdization and convergence, the countries have a tendency to
cregte dud wiretapping systems. The components forming the dud system are the
wiretappings concerning the criminal and nationa security issues. The U. S, France,
Britain and Germany il have such dud systems. Inthe U. S, Title 111 and FISA
regulate the different wiretgppings; in France, adminidtrative and judicia wiretappings
have different regulations (South Africa. SALC Report, 1998); in Britain, some of the
warrants are issued by the Home Secretary, the others areissued by the Secretary of
State; in Germany, the 1994 decision of the Supreme Court made awarrant unnecessary
for the screening of international communications (Banisar, et d., 1999). Perhaps the
countries need for surveillance of international communications through globa networks

such asthe Internet contributes to the tendency to create dua wiretapping systems.
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The wiretgpping laws of the countries limit the wiretapping periods. Upon the

completion of such aperiod, the warrant is renewed. The wiretapping durations are

Wiretapping Duration

tabulated below. In the table, in the “United States” column, 30 & 90 days are the

durationsfor Title Il and FISA wiretappings, repectively. Similarly, in the “France”

column, 120 and 365 days are the durations for adminigirative and judicia wiretappings,

respectively. For the sake of articulation, the periods mentioned as months in the Britain,

France and Turkey codes are converted to days while assuming that one month has 30

days.

Table 1. Wiretgpping Durations

Country: United States | Britain | Canada Germany France Turkey
Duration: 30& 90 60 60 90 120 & 365 90
Wiretapping Oversght

Each country has its own oversight system over wiretgpping activities. In Britain,

the commissioner appointed by the Prime Minister prepares an annua wiretapping report

to the Prime Minigter. Then the Prime Minister makes the report available to the public

after required censorship. The France oversght system isthe reverse of the British

system. In France, the Prime Minigter isresponsible for presenting an annua wiretapping

report to a designated committee, which has the authority to ingtruct the Prime Minigter.
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In Canada, the Solicitor Generd prepares an annua report and submitsit to the
Parliament aswdl as publishing it to the public. Like Canada and Britain, the U. S. dso
makes annual wiretapping reports available to public. Germany has the parliamentary

oversight body. In Turkey, there is no designated oversight authority over wiretapping.

Exdudonary Principle

The exdlusonary principle isimportant in thet it deters law enforcement from
obtaining evidence through illegal methods. In other words, it deters law enforcement
from conducting warrantless wiretapping.

In the SALC report, it is stated that evidence obtained from unauthorized
interception cannot be used in the Canadian courts (South Africa. SALC Report, 1998).
However, there are alot of exceptions. 8 193(2) of the Canadian Crimina Code, for
instance, it makes the evidence obtained without awarrant or consent admissible in any
civil, crimina, or any other proceedings where the person may be required to give
evidence on oath (Canada. The Criminal Code, 1992).

Canada, France, Turkey and the U. S. dso have exclusionary principlesin their
regulaions. The exclusonary rule was incorporated into the Turkish Code of Crimina
Procedure with an amendment in 1992. According to Gottlieb (1997), incorporation of
the exclusonary principle into Turkish regulations reflects the American influence on the
Turkish crimind justice system that was originally modeled more on the continental

European one than Anglo-American norms.
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Britain and Germany do not have an exclusonary principle in their regulaions.
Section 9 of the British ICA (1985) prohibits the use of legdly obtained evidencein the
trid. This provison can be interpreted in such away asto prohibit the use of wiretapped
evidence but without letting the defendant know about the use of it. Otherwise, it
wouldn’t make sense to have interception regulations for Britain. This provison
automatically diminates the existence of the exclusonary principlein practice.
Furthermore, this provison violates Article 6 of the European Convention on Human
Rights, which requires the “equality of arms’ between the prosecution and the defense in
crimina proceedings. In fact, Article 6 requires that the defense have the right to know
the evidence used againgt him to have a chance to defend himsdlf/hersdlf properly
(Council of Europe, 1950). According to Banisar, et d. (1997), excluson of the evidence
israrely practiced in these countries. It is probable that such practices of exclusonary

rule be motivated by Article 6 of the Convention.

Mandatory Ass stance Requirement and Property Right Issues

Assgtance of the telecommunications industry is essentid to conduct wiretapping
in mogt of the telecommunication systems that have emerged in the last two decades. All
countries concerned in this chapter, aswedl asthe U. S. have legd provisons to mandate
that the tdlecommunications industry assist law enforcement agencies in wiretapping. The
assistance provisonsin Canada, French and Turkish regulations require
telecommunications service providers to activate the interception upon the request. The

U. S CALEA, British RIPA, and Garman Tdecommunication Act mandate dl the
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telecommunication service providersto ingall the required hardware and softwarein
thelr switchesto assst law enforcement for wiretgpping of communications, and to
activate the interception upon the request. In addition, CALEA requires a$ 10,000 fine
per day for the companies that do not comply with the act, and the German act requires
revoking the licenses of the companies, which do not comply with the act.

The mgor difference between the AmericaryBritish/German and
Canadian/French/Turkish approachesis that the former gpproach requires structura
changes, if necessary, in the design leve of the tdecommunication systems. The
structura changes require considerable costs and exacerbate the property rights violation.
To diminate the property rights violation, in CALEA, the compliance cost was
guaranteed to be paid $ 500,000,000 in the years from 1995 to 2000. To eiminate the
same problem, German law mandates the government to pay 125 DM per line for system
costs plus 40 DM for each line costs and manpower costs of wiretapping. British law
doesn't specify the exact amount of money, and it requires the case-by- case caculation of
the cost rembursement. In fact, British law guarantees the full reimbursement for the
interception capability for small communication service providers. In the case of larger
companies, government makes a contribution depending on the resources of the company
and the technology involved (Britain. The Section 12 Order, 2000). The British approach
produces a question about complying with the equdity principle in law.

According to Ward (1996), and the Center of Democracy and Technology
(1997c¢), another property right issue with the implementation of CALEA isthat it hinders

the competitive ability of the U. S. tedecommunications industry in the globd
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marketplace by mandating heavy design requirements and diminishing the attractiveness
of the U. S. equipment which is designed in such away that it is extremey vulnerable to

interception.
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CHAPTER S
THE PROBLEMS OF THE COMMUNICATIONS ASSISTANCE FOR LAW

ENFORCEMENT ACT OF 1994 AND THE RECOMMENDATIONS

In this chapter, after identifying the stakeholders of CALEA, the problemsrelated
to CALEA are determined. Furthermore, in this chapter, some recommendations are
made toward the resolution of the problemsidentified. In the recommendations, as well
as the literature, the wiretapping regulations of Canada, Britain, Germany, France and

Turkey are used.

Identifying the Stakeholders in the CALEA Process

Welsh & Harris (1999) defined the stakeholder as*any person, group, or agency
who has alegitimate interest” in the problem or intervention.

In the legidative history of CALEA, it was Stated that the Act sought to bring
ba ance among law enforcement, telecommunications industry, and privacy concerns (H.
Rep. No. 103, 1994; S. Rep. No. 103, 1994). From this intention of the legidators three
dakeholders are identified: privacy advocates, the telecommunications industry, and law
enforcement. Hull (1996) agrees that these three are the mgjor stakeholdersin the
struggle surrounding the CALEA implementation. According to Nylund (2000), the FCC

isanother player in CALEA.
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Aswell astheindustry, the FCC, privacy groups, and law enforcement, there are
two other mgjor stakeholders: The legidator, which is Congress, and the American
society affected by the implementation. In sum, there are Sx mgjor stakeholdersin the

CALEA process.

The U. S. Congress

The U. S. Congress enacted CALEA,; thereforeiit is the “ change agent” in the

CALEA process.

Law Enforcement Agencies

Law enforcement has “change agent”, and “initiator,” and “action” rolesin the
CALEA process. According to CALEA, law enforcement agencies were handed the task
of identifying problems both with exigting technology and the technica standards
proposed by the industry for CALEA compliance (Nylund, 2000). The motivation of
them isto keep pace with technologica challenges for more effective crime fighting

(Hull, 1996).

The Federd Communication Commission

The FCC is another “ change agent” of the CALEA process. The assistance
capability provisons of CALEA impose duties upon the FCC as arefereein the dispute,
over implementation, between law enforcement agencies and the telecommunications

industry (Nylund, 2000).
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Tdecommunications Industry

The industry has both “action” and “target” rolesin the CALEA process.
According to CALEA, the industry had the initia responsbility for developing technica
standards that met the Act's statutory requirements (Nylund, 2000). In addition, the
indugtry isthe mgor implementer of CALEA. On the other hand, the industry argues that
CALEA condtitutes a government taking of private property without compensation;
therefore, it violates their property right guaranteed by the Fifth Amendment (Hull,

1996).

Privacy Advocacy Groups

They are the “targets’ in the process because the implementation of the Act
influences privacy issues. Privacy advocates argue that CALEA is both unnecessary and

legaly suspect in terms of rights guaranteed by the Fourth Amendment (Hull, 1996).

The American Citizens

The U. S. citizensare the “clients’ of the process. They are supposed to benefit

from the implementation of the Act.

Exploration of the Problems
At the beginning, the FBI initiated the CALEA process with the intention of

overcoming al the then and future problems to conduct effective dectronic surveillance.
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Thisintention entailed a project of enormous properties. In fact, CALEA was a product
of tremendous efforts involving the formation of tens of commissions and hundreds of
meetings. Finally, CALEA was enacted on October 25, 1994. However, because of
disputable and heavy provisons of CALEA, the enactment of CALEA has not been
aufficient to stop the efforts of the FBI to overcome the problems related to eectronic
aurveillance. In fact, until October 25, 1998, the officia compliance due date, dmost
nothing has been implemented, and the compliance date was extended first to June 30,
2000, and then to March 31, 2001. From the reimbursement figures, it is understood that,
the implementations done so far are extremey below what was expected and planned at
the very beginning of the CALEA process.

In short, it is apparent that the CALEA implementation has been serioudy
retarded, and its implementation isin a state of uncertainty. In this section, the problems,

retarding the implementation of CALEA is discussed.

Exploration of the Problems Sourced by Congress

Vaguenessin the Act and the Privacy Right Problems

The legidators of CALEA made it flexible enough to handle new technologies
(Freiwdd, 1996). One may judtify the flexible definitions in the acts, because the acts,
usudly, determine the genera framework, not the detailed specifications. On the other
hand, thisflexibility has been producing vaguenessin CALEA’ sinterpretation. The
legidators must have foreseen the vaguenessin the act; therefore, in CALEA, the FCC is

ordered as atechnical supervisor in the disputes over the technica issues of CALEA.
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However, thisis not sufficient because the FCC is only mandated to supervise upon
receiving a petition from the stakeholders.

CALEA represents the American wiretapping regulations. The secret nature of
wiretapping threatens the privacy right in the first place. Besides this generd problem,
there are two generd privacy invasion problemsrelated to CALEA.

The vague definition of the “cdl identifying information” authorizes the law
enforcement agencies to access some private information under the low
standards.

CALEA doesn't contribute to the privacy protection of Title Il in wiretapping
criminal procedure.

The vague definition of pen register together with technologica innovations, and
judicid permissveness alows law enforcement agencies to acquire much cdl identifying
information by fulfilling the minima pen register procedures (Freiwad, 1996). The use
of pen regigters, and trap and trace devices are not covered in the Fourth Amendment
search and they require strikingly low standards. To use pen registers, and trap and trace
devices 1) one must have an adminidtrative, grand jury, or trial subpoena, and 2) the
targeted information must be reevant to an ongoing investigation (Electronic Frontier,
2000; Schwartz, 1995). Furthermore, the subpoena doesn’t require probable cause.

According to the FBI’ sinterpretation, packet mode data, and geographica
locations information, as well asthe punch list items, is cdl- identifying informetion;
therefore, they don't require awiretapping order, but a subpoena (Office of Technology,

1995). As aresult, for ingtance, the acquisition of the full content of a conversation, or a
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video clip or awritten file stored on the Internet can be acquired through the interception
of pocket mode data communication under the low standards of pen registers, which
don’'t require probable cause. This Stuation provides agresat threet to privacy.

Another CALEA problem related to the privacy right isthat it doesn't sufficiently
contribute to the privacy protection provisons of Titlel1l. Title 1l has some
requirements to minimize the privacy invasons. These requirements involve thelist of
offenses subject to wiretgpping, the exhaustion principle, wiretgpping warrant, maximum
wiretapping duration alowable on the warrant, wiretapping oversght and the
exclusonary principle.

The Lig of Offenses Subject to Wiretapping: In terms of specifying the offenses

subject to wiretapping to limit the privacy invasion, Title 111, seemsto be inefficient
because it dlows wiretgpping of dmogt al types of offenses. In fact, in Title 111, about a
hundred offenses were listed. Besdes there isagenera statement allowing wiretapping
for dl offenses punishable by ayear in prison.

Exhaudtion Principle: According to Dempsey (1997), “to inform the issuing judge

of the difficultiesin the use of conventiona techniques’ has been sufficient to use
wiretgpping. Besdes, FISA excluded surveillance of foreign nationds living both insde
or outsde of the U. S. from the exhaugtion. In conclusion, the exhaustion principle is not
sufficiently practiced.

Wiretapping Warrant: Since wiretapping is considered to be a search under the

meaning of the Fourth Amendment, it requires a court order. According to the Center for

Democracy (1997a), Judicid authorization has not served as an effective regulator on the
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use of dectronic surveillance. Between 1989 and 1995, no judge, Sate or federd, denied
asngle government request for wiretapping. The FISA court in its 17-year entire history
(i.e. between 1978 and 1995) has never turned down a government e ectronic surveillance
request.

Wiretapping Duration: Limiting the duration of wiretapping by statute is another

requirement to limit the privacy invasion. Title 111 requires a 30-day limit for wiretapping
of American citizens.

Wiretapping Oversght: In the U. S., annual wiretapping reports are prepared. The

reports are also made available to the public. However, there are questions about the
accuracy of these annud reports. For example, in the 1997 annud report, the total

number of wiretaps authorized by federal and state courts was reported as 24 in Los
Angeles throughout the year. Furthermore, it was reported that 13 of them were extended.
In the report, the average length of both origina authorization and extension was 30 days
(Adminigreative Office, 1997). On the other hand, in the “Fina Notice of Capacity”
(1998), the FBI required just one of the landline carriersin Los Angelesto ingdl the
capacity to perform 46,100 smultaneous intercepts. The difference between the numbers
in the annud report and the notice shows that the report mechanism doesn't work well.

Exdusionary Principle: Prohibiting the use of illegdly obtained evidence is

another principle limiting the illega wiretgpping. On the other hand, the U. S. Supreme
Court decisions accepting the wiretap evidence obtained through the warrantless pen

regiger (in Smith v. Maryland (1979)) and warrantless beeper surveillance (in United

States v. Knotts (1983)), wiretgpping with awarrant which doesn't include the name of
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subject, wiretapping by the wiretap warrant without involving the name of the subject (in

United States v. Donovan, et d. (1977)), and so forth show that the crimind justice

system isreluctant to ignore the evidence relevant to the indictment of the suspicion
(Albanese, 1984; Craig, 1997). According to Dempsey, between 1985 and 1994, 138
suppression motions out of 3060 cases, have been held. In other words the suppression
rate has been 4.3 % between 1985 and 1994.

The Property Right Problems

The CALEA reimbursement requirement possesses a potentid threet to the
telecommunications industry’ s property right guaranteed by the Fifth Amendment. There
are three Fifth Amendment issues articulated surrounding the CALEA process.

Thefirg issue iswhether CALEA’ s system design requirements amount to a
governmentd taking that must be compensated under the Fifth Amendment.
The second issue is that the telephone carriers argue that Since, theoretically,
law enforcement can at dl times access the carriers equipment, such access
amounts to a permanent occupation requiring compensation (Hull, 1996).
Thelast issue regarding the Fifth Amendment is the expected loss of future
profit because of loss of confidence in the international marketplace which
demands secure telecommunications equipment and service (Nylund, 2000).

Indeed, in CALEA, it is stated that $ 500,000,000 was allocated for the
implementation of it. On the other hand, the Center for Democracy and Technology

(1999) estimated the compliance cost to be $ 3-5 hillion, and Farber in histestimony in
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the Congress (1994), estimated it as around $1.5 billion per year. As aresult, the

telecommunications indudtry is dissatisfied with this insufficient compensation.

Exploration of the Problems Sourced by the Law Enforcement

Excessve Desres and Fase Interpretations of the FBI

Some of the requests of the FBI drafted in the original proposa were too
excessve to be implemented within the Condtitutiona framework. For example, the
origina proposa (BeVier, 1999):

Provides no imbursement for cost of retrofitting of existing equipment, and for
the reasonable costs of capacity demanded by the FBI.

Requiresthe carriers to decrypt the messages encrypted.

Does not permit the industry in the process of technical standard setting.
Permits the government to dictate or prevent the development of any
equipment.

Offersless protection to transactiona data.

These requirements as well as some others stated in the origind proposa which
was prepared under the control of the FBI, didn’t passin Congress (Digita Privacy,
1997). This caused the dissatisfaction of the FBI with CALEA. Then the FBI tried to
enforce its requirements that were limited by the U. S, Congress by interpreting the
provisons of CALEA broadly, and falsely and by giving aword in agiven phrase

multiple meanings.

137



For example, to support its demand for interception of conference calls after
dropping the targeted party, the FBI reads into the statute the words “ supported by the
subscriber’ s service or facility.” The statute, however, does not cover communications,
“supported by” the subscriber’s service or facility. Instead, the statute only covers
communications “to or from” the subscriber’ s facility, equipment or service.

The FBI dso supports its argument on interception of conference calls after
dropping the targeted party, by the legidative history of CALEA. In the legiddive
history of CALEA, the purpose of CALEA is defined as to preserve the government’s
ability pursuant to lawful authorization, to intercept communication including advanced
technologies, while protecting the communications' privacy and without impeding the
introduction of new technologies (H. Rep. No. 103, 1994). This purpose contains a
conflict in that it States both “to preserve the government’ s ability” and “ conference
cdling’. This confliction aso complicates the interpretation.

Another example of the FBI' s fase interpretation is about the “party join, hold
and drop messages’ item of the FBI's punch lig. To judtify its damsthat party join, hold
and drop messages are mandated by CALEA, the FBI reads the Act as requiring call-
identifying information on each “leg of acal.” The Satute, however, does not require
carriersto bresk down calsinto “legs” CALEA only requires carriers to provide “diaing
and sgnding information that identifies the origin, direction, destination, or termination
of each communication” (Center for Democracy, 1998a)

The 103 Congress, in H. Rep. No. 103 (1994) defined call-identifying

information as information identifying  the origin, direction, destination or termination
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of each communication.” According to industry advocates, origin refers to the number of
the calling party, and destination refers to the number of the called party. But in the case
of wirdess cdls, the FBI interpreted the “degtination” as not only the number of the
cdled party, but dso the cdl site of the calling party (Office of Technology, 1995; Center
for Democracy, 19983).

Indeed, the confusion in the interpretation is even more complicated than
described above. According to the FBI’ s interpretation, “destination” would mean the cell
gte of the cdled party when the called party isthe subject of the survelllance. But
“dedtination” would mean the number of the caled party when the calling party isthe
subject of the survelllance (Office of Technology, 1995).

Another example of the FBI' s false interpretation is the geographicd location
issue. Inthe legidative history of CALEA, it was explicitly stated thet the call identifying
information does not contain any information that may disclose the physicd location of
the subscriber except to the extent that the location may be determined from the
telephone number (S. Rep. No. 103, 1994). However, in the “CALEA Implementation
Plan” and in the “ESI Document”, the FBI (1997¢) claimed that the carriers were
required to provide the geographica location information of the subscribersto the LEA.

According to Dempsey, in his speech in the U. S. House of Representatives, the
problem caused by the FBI is more than a broad and fase interpretation of the Act. In
fact, the FBI has sought to dominate the industry standards process and sought to assume
for itsdf the type of design control over the nation’ s telecommunications system that

Congress expresdy denied it during the legidative process of CALEA. Dempsey asserted
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that the FBI exploits the potentia of new digita technology to enhance rather then
merely preserve its surveillance capability as opposed to the intentions of the legidators
(Overdght Hearings, 1997).

In Weil’s (1999) perspective, the FBI’ s attitude toward the expansion of use of
crimind law exemplifies atrend that conflicts with the careful arrangement of power in
the Condtitution. Such expangion conflicts with the Articles of Confederation, which
doesn't provide for any crimind law authority. Weil (1999) argues that the Framers were
suspicious of any ability of the centrd government to act directly upon individua
citizens; therefore wouldn't support the nationa police force infringing upon the rights of
Americans,

Dday in Publishing the Capacity Reguirements

Although CALEA mandates that the actud capacity requirements must be
published in the Federal Register no later than one year after the enactment date of
CALEA, the “Find Notice of Capacity” (1998) has been published after about three and

haf years of the enactmen.

Exploration of the Problems Caused by the Federal Communication Commisson

8107 (b) of CALEA authorizes the FCC to resolve technicd conflicts upon
petition of the industry, standard organizations or other related bodies. Despite the
problematic incond stencies between interpretation of the industry and the FBI, neither
the FBI nor the industry has filed a petition regarding the interpretations of the technica

requirements of CALEA until 1998. In 1998, industry representatives filed a petition to
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shift the compliance date of CALEA. In this petition, the technicd inconsstencies were
superficidly mentioned only as excuses to shift the compliance date (AT & T Wirdess,
1998). In sum, from the enactment of CALEA to 1998, the FCC has been out of the
CALEA process. This contributed to the complexity of the conflict on technica standards
between law enforcement and the industry.

Furthermore, the FCC, in the Third Report and Order, complicated the process by
accepting some items of the “punch list” without “reasoned decison making” (U. S.

Telecom Association, et d. v. Federa Bureau of Investigation, 2000).

Exploration of the Problems Caused by the T ecommunications Industry

It is gpparent that CALEA puts a heavy burden on the industry. Redesigning the
large and complex Plain Old Telephone System is not easy or inexpensive. Such alarge
scale redesigning process possesses athresat to the economy and well being of the country
through decreasing rdiability of the systems. If we pay attention to bugs we come across
in well tesed and much smilar systems, such as Internet Explorer or Microsoft Word, we
can predict the likelihood for chaos in the American telecommunication network — and it
would be take four years according to CALEA. Asamore dramatic example, think about
the chaos in the area of money tranders. Today, the system isworking with amost 100
percent reliability and accuracy, but we do not know it will be working with the same
reliability and accuracy asit istoday, after the redesigning of the system (Farber, 1994).
In the CALEA process, it is strange that the industry advocates have not addressed this

issue,
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Indeed, the unwillingness of the tdlecommunications industry in addressing the
redl issues is not restricted to the problem of redesigning the old tel ephone system. For
example, in the issue of providing the geographica location of a mobile target, the
industry advocates deem themsdlves more the advocates of privacy rights than the
advocates of the telecommunications industry, and just argued that this regquirement
invades the privacy rights. But, they don't predominantly articulate that providing
location information decreases the revenue through degrading the market reputation, so
that it violates the property rights. In sum, the industry does't clearly address the
problems.

On the other hand, there are two motivations behind the privacy advocacy roles of
the telecommunications indugtry. Firgt, they might have thought that they didn’'t have a
grong judtification in their cause againgt the law enforcement needs for eectronic
survelllance. Second, according to Freiwad (1996), the carriers are afraid of being
exposed to civil litigations by the customers whose privacy rights are invaded because of

inadvertent actions of the carriers toward the compliance with CALEA.

Summary of the Problems Identified

The problems identified in this thesis can be categorized into two groups. The
problems for which the solution can be recommended, and the problems for which there
is no need for recommending a solution because the time is overdue.

The problems for which the solution can be recommended are:

Vaguenessin the CALEA provisons and the privacy rights problems.
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The property rights problems.
Excessve desires and fdse interpretations of the FBI.
Unwillingness of the indudiry to address the redl issues.
The problems for which there is no need for recommending a solution because the
timeis overdue are following:
Deay in publishing the capacity requirements.

Procrastination of the FCC.

Recommendations

What Congress should Do?

Recommendations for the Vagueness in the CALEA Provisons and the Privacy Right

Problems
Congress should make it clear that neither the FBI, nor the industry, but the
FCC is the dominant authority to make a precise interpretation of the technica
provisons of CALEA.
Congress should specifically order the FCC to prepare atechnical document
involving the comprehensve and precise explanation of the capability
requirements in generd, “cdl identifying information” in particular.
Congress should make aregulation classfying the “cal identifying
information” into gppropriate categories and it should identify some of these

categories as a search under the Fourth Amendment (Freiwald, 1996).
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Continuing technologica devel opments and increasesin technology usein
daily life require new privacy protection regulations. For example,
computerized switching systems generate more informetion about calling
parties, and the increase in globa networking has been facilitated to access
this information. Under current law, the government has access to this
information under minimal privacy sandards. Therefore, Congress should
take action to produce new privacy regulations to keep pace with the globa,
networked nature of communications and information storage (Oversight
Hearings, 1997). While taking action, the government should consulted with
technology experts (Y ung, 1996).

Aswidl astaking immediate action, Congress should also periodicaly
examine the baance between the individud rights to privacy, theindugtry’s
rights to property, and societa needs to wiretapping as an investigative crime-
fighting toodl.

For the problem arguing that CALEA doesn’t contribute to the privacy protection
of Title Il in wiretapping crimind procedure, the following enhancementsin the
wiretapping crimina procedure is recommended:

In Title 111, wiretgpping is dlowed for investigating the offenses punishable
by at least one year in prison. This one-year limit is recommended for
reexamination because it is rdaively low with repect to the smilar limits

stated in the wiretapping laws of France and Canada
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The annua wiretap reports should carefully and accurately be prepared to be
an effective oversight tool. Aswell as careful and accurate reports, an
edtablishment of atribund, like the one in Britain, devoted to accepting and
investigating citizen’'s complaints related to wiretapping is recommended
because it may facilitate the resolutions of wiretgpping abuses and enhance
the privacy protection over society.

Recommendations to Solve the Proparty Right Problems

In the legidative history of CALEA, it is stated that any equipment, feature or
service of atdecommunications carrier deployed before the date of enactment shall be
considered to be in compliance with the capability requirements unless they are replaced
or sgnificantly upgraded (S. Rep. No. 103, 1994). This can be interpreted in such away
that the government is unwilling to pay the costs of retrofitting the equipment installed
before October 1994 (Dempsey, 1997). Indeed, in general, in eectronic designs,
retrofitting is amore complicated and expensive solution than adding the same features to
the new equipment; therefore, if the government pays the codts of future designs, itisa
very logica expectation that the government pay for the retrofitting costs. As aresult,
Congress should make clear that the retrofitting costs are paid, as well as the costs of
future desgns

Regarding the manner of reimbursement of the compliance cogt, there are severa
dternatives. In CALEA, $ 500,000,000 is appropriated for the compliance cost in the
years from 1995 to 2000. However, according to the industry, this amount is not enough.

German law, to avoid legd problems concerning the governmenta taking of private
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property, mandates the German Department of Justice to pay 125 DM per line for system
cogis plus 40 DM for each line costs and the manpower cost of wiretapping. The British
law requires the government to pay the entire cost for the interception capability for small
communication service providers. In the case of larger companies, the British

government makes a contribution depending on the resources of the company and the
technology involved (Britain. The Section 12 Order, 2000).

The German type of reimbursement does not offer an appropriate solution for the
CALEA property rights problems, because it does not consider the costs of retrofitting
and new design requirements. Because, in the annua wiretap reports prepared by the
Adminigrative Office of the U. S. Courts, there have been approximately less than 1500
wiretgps in ayear. When we multiply this maximum number with the amount of
compensation per line which logicaly cannot be more expensive than $ 1000, the
cumulative compensation will be less than $ 500,000,000 which has been a harshly
criticized figure for being insufficient by the industry advocates.

The British gpproach produces a question about complying with the equdity
principle in law as well as being excessvely flexible and vague.

According to Nylund (2000), the subscriber will end up paying for CALEA
through either higher taxes or increased telecommunications service rates. Hull (1996)
proposes afedera “communications tax” imposed on consumers' telephone calsfor the
resolution of property right debates. This tax has additiond attributes. First, without tax it
islikely that carriers would pass any additiona system design costs onto the customersin

the form of higher rates. Second, if law enforcement decides that there is no need for
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wiretapping in some aress, it will decrease the expense of the entire program. Findly, if
the cost of compliance istoo much, smdl carriers will not face a competitive
disadvantage when upgrading their system (Hull, 1996). In thisthes's, the
“communications tax” proposed by Hull is recommended in terms of aresolution of
property rights problems.

Aswell as the recommendation about compensation, it is recommended that
Congress should limit the excessive capacity demands of the FBI to reduce the costs of
compliance on the capacity requirements of CALEA.

In sum, it is assumed that al types of problems related to property rights be
solved by appropriate reimbursement. To thisend, in sum, the following are
recommended in this section:

Congress should make clear that the retrofitting costs are paid, as well asthe
cogts of future designs.

Congress should adopt a“communications tax” proposal smilar to one
proposed by Hull (1996).

Congress should limit the excessive capacity demands of the FBI.

What Law Enforcement should Do

The FBI should not try to be adominant authority in the interpretation of

CALEA. Ingtead, it should follow the FCC' sinterpretations.
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For its survelllance needs to come up with the technologicd innovationsin the
last few years, the FBI should prepare a new proposal to Congress rather than

try to find a solution through the broad and fase interpretation of CALEA.

What the Federa Communication Commission should Do?

The FCC should clearly determine what isin and what is outside the scope of
CALEA (Center for Democracy, 1998c). While doing this, the FCC should adhere to the

words of the statute.

What the Tdecommunications Industry should Do?

The industry should address that redl issues. For example, industry advocates
should act like advocates of the industry, not advocates of privacy.

Like the FBI, the industry should not try to be a dominant authority in the
interpretation of CALEA, ether. Instead, it should follow the FCC's

interpretations.

What Courts should Do?

Judges of courts dedling with the CALEA problems, should reflect flexihbility
when interpreting the Congtitution and CALEA because of the rapidly
changing and flexible nature of telecommunications technology. To achieve
the flexibility, the judges should not stick the literd meaning of words and

should not merely consider the legidative intent (Carter, 1994; Statsky, 1984).
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The courts should be aware of the fact that they are not a rubber stamp
authority, but they are the warrant issuing authority. Before issuing the

wiretapping warrants, they should scrutinize the exhaustion.
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CHAPTER 6

SUMMARY CONCLUSION AND IMPLICATIONS

A Summary Conclusion

Wiretgpping iswiddy considered one of the most useful investigative techniques
within the law enforcement community (Freeh, 1999).

CALEA, thelagt U. S. wiretapping law, came about because of the need for law
enforcement agencies to keep pace with emerging telecommunications technologies
while maintaining a delicate baance between public and private liberties (Hull, 1996).

CALEA involves two mgor sets of requirements. mandatory assstance
requirements and privacy protection requirements. However, the ass stance requirements
are predominant, asit is dso understood from the title of the act.

In the legidative higtory of CALEA, it was stated that CALEA sought to balance
among law enforcement interestsindividua privacy rights and tdecommunications
industry’ s concerns (H. Rep. No. 103, 1994; S. Rep. No. 103, 1994). From this statement,
it is understood that the CALEA processinvolves three mgor stakeholders: law
enforcement, privacy advocates and the industry. In addition, Congress, the FCC and
American society are the other mgjor stakeholders. Although there are six mgjor
stakeholders, the most active players of the disputes over CALEA are held among the
FBI, the FCC, the industry and privacy advocates.

From the perspective of law enforcement, protecting society againg crimina

activities has the highest priority. Especidly, in recent years, the need to crack down on
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crime has produced an atmosphere in which public officias suppose that wiretgpping isa
prerogetive of the sate and they have been willing to do anything including wiretapping,
without regarding individud congtitutiond rights such as privacy, and property
(Sheptycki, 2000; Weil, 1999).

On the other hand, the privacy groups claimed that the protection of privacy isas
important as the physica protection of people. They argue that the corrosion of trust
between human beings, corroson of sef-esteem, the undermining of the basis of socid
order, and the creation of paranciaand dienation are the mgor projections of the
ubiquity of wiretapping; therefore, wiretapping has to be used only asalast resort in
fighting serious crime, and use of it should be examined periodicaly (Dempsey, 1997;
Marx, 1988).

Privacy advocates have two mgor complaints about the condtitutionaity of
CALEA. Firg, they contend that the vague definition of the “call identifying information
authorizes law enforcement agencies to access some private information under the low
standards. Indeed, the FBI’ sinterpretation of “call-identifying information” exacerbates
the privacy invasion. In fact, the FBI hastried to enforce its requirements that were
limited by the U. S. Congress during the legidative process of CALEA, by interpreting
the provisons of CALEA broadly, fasdy and by giving aword in agiven phrase
multiple meanings. The second complaint of the privacy advocates isthat CALEA
doesn't contribute to the privacy protection of Title 111 in wiretapping crimina procedure,

The CALEA provisons reguire the telecommunications indugtry to ingtall

equipment enabling law enforcement to maintain and facilitate its wiretgpping abilities
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These provisons require undue burden over the industry. Despite CALEA’s
relmbursement provison aiming to mitigate the burden over the industry, the industry
assarts that the reimbursement required by CALEA is not adequate because it fails to take
into account al corners of the burden. For example, CALEA doesn't consder the loss of
future profits of the industry because of loss of confidence in the international

marketplace which demands secure telecommunications equipment and service (Nylund,
2000).

In the CALEA process, it is strange that the industry is unwilling to address the
redl issues. Ingtead, they act like privacy groups. There may be two motivations behind
the privacy advocacy roles of the tedlecommunications industry. First, they may have
believed that they didn't have a strong judtification in their cause againgt the law
enforcement needs for eectronic surveillance. Second, according to Freiwald (1996), the
cariersare afraid of being exposed to civil litigations by the customers whose privacy
rights are invaded because of the carrier’ s inadvertent actions toward compliance with
CALEA.

Aswell asthe problems concerning privacy rights, property rights, fase
interpretations of the Satute and the unwillingness of the telecommunications indugtry in
addressing the problems, there are other problems contributing to the complexity of
CALEA chaos and delay of CALEA implementation process. One of the factors retarding
the implementation of CALEA isthe procrastination of the U. S. Attorney Generd in

publishing the capacity needs of law enforcement. In fact, publication has been put off by
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about two and haf years. Another procrastination in the implementation isthe FCC's
procragtination in the resolution of the conflict over capability requirements of CALEA.

Asit is gpparent, there are many variables and factors contributing to the
complexity of CALEA problems. The courts and the FCC have been trying to solve these
problems.

While the debates on cgpability requirements of CALEA were going on, the
industry petitioned the FCC to extend the compliance due date for meeting the capability
requirements of CALEA. In September 1998, the FCC extended the compliance date
from October 25, 1998 to June 30, 2000, for al telecommunications carriers industry-
wide (Federal Communications, 1998a).

To darify the cgpability requirements of CALEA, the FCC released the Third
Report and Order in August 31, 1999. Following the FCC's adoption of the Third Report
and Order, industry and privacy groups filed petitions for review of it inthe U. S. Court
of Appedsfor the Didrict of Columbia Circuit. On August 15, 2000, in its decison, the
court vacated and remanded to the FCC some of the requirements of the report (U. S.
Telecom Association, et a. v. Federal Bureau of Investigation, 2000). After the Court
decision, the FCC extended the compliance deadline for the capability requirements of
CALEA until March 31, 2001 (Federad Communications, 2000a). Furthermore, on
October 17, 2000, the FCC released a“ Public Notice” which sought the comments from
related parties and also anyone who personally wanted to make a comment on the issues

identified by the courtsin its decision, and what actions should be taken to satisfy the
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court’s concerns, by December 20, 2000 (CALEA Implementation, 2000; Federa

Communications, 2000b).

Implications

When | note problemsin the generd frame, | see that it is Congress that made the
magjor mistakes in the firgt place. Congress approached the CALEA process as being a
“credulous observer,” or an entity embracing the * scientific management theory” of
Frederick Taylor. The“credulous observer” assumes that the policy gods are perfectly
determined, are embodied in the statutory directives and are complied by dl relevant
entities. This perspective disregards the technical redlities as well asthe palitics,
persondlities and incentives of the participants. When one notes the time sequence and
timing of the implementation process of CALEA from the determination of capacity
needs and the schedule of publishing capacity requirements to the reimbursement
procedures, it becomes gpparent that the legidators assumed that we lived in africtionless
world. They didn’t forecast the problems, despite the dependent stages of the
implementation and imprecise and flexible requirements. For example, the legidators
didn’t forecast that the implementation process would be retarded at the first step by the
Attorney Generd by missing two and haf year deadline for publishing the capacity
requirements of law enforcement (BeVier, 1999).

On the other hand, it is not fair to accuse Congress of being a pure “credulous
observer.” For example, they predicted the possibilities of dispute over the technica

capability requirements of the act; therefore, they authorized the FCC as arefereein
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disputes over the technica capability requirements. The FCC was a good choice for
dispute resolution in the CALEA process because “it has technica expertise ability and
rulemaking authority and it isa disnterested but publicly accountable mediator” between
law enforcement and the telecommunications industry (BeVier, 1999).

Inthisthess, | identify the CALEA problems not from perspective of a
“credulous observer”, but from perspective of a“skepticd analyst”, and | found that the
CALEA processinvolves many flaws: It fals to identify the frame of the law
enforcement concept, the privacy rights guaranteed by the Bill of Rights, the abilities,
incentives and property rights of the industry. Furthermore, it wastes the public resources.

Between 1992 and 1994, the FBI conducted a series of surveys at the state and
federd level and found 183 technology- based problems. The most common problem,
identified by the FBI, accounted for 30 % of al problems, was the lack of sufficient
capacity in cdlular systems to accommodate the survelllance. The second common
problem was the inahility of certain celular systems to provide call-identifying
information to law enforcement on ared-time bass. (The cdlular systems stored call
identifying information, but there was a delay before the information could be accessed.)
The third most common set of problems involve the specid diding features, such as
gpeed diding by pressing one key, not the full number it represents. The fourth problem
was cdl forwarding. All of these problems are not uniquely digitd problems; they exist
in the anadog world, aswell. Asaconclusion, from the skeptica andys’s perspective, the
findings of the FBI survey cannot serve as a reasonable and feasible ground for a

comprehengve redesign of the nation’s telecommunication system that requires savera
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billion dollars and degrade the internationa reputation and competitive ability of the
American telecommunications industry (Oversight Hearings, 1997).

Although someone may give credibility to the conclusion of skeptica perspective,
| don’t defend the pure skeptical perspective; therefore, | don't recommend a solution
involving destroying everything, which has been done toward the CALEA
implementation. | gpproach the problem under the illumination of practica redities
meaking me believe that there have been lots of effortsin the CALEA process, therefore |
cannot easly recommend eradicating dl efforts toward the implementation of CALEA.
Instead, | suggest making recommendations to find a common ground among the
different interests of stakeholders of CALEA and to speed up the CALEA
implementation process.

Since the greatest wrongdoer in the CALEA processis Congress, and it has power
of law making, the mgority of CALEA problems can be solved by Congress. Congress
should consider the CALEA problems as an opportunity for the reexamination of
wiretapping and related privacy laws as well as an opportunity to take into account the
new nature of technology. In this solution and the reexamination process, Congress
should be consulted by technology experts who have broad and up to date knowledge
about technology and the capahiilities of the industry and by the law enforcement
representatives who are perfectly aware of wiretgpping needs of law enforcement and by
privacy advocates. In addition, Congress should keegp in mind that the technologies have
aflexible, decentraized, interactive, convergent and globa nature. Accordingly, the laws

concerning these technologies have to have the same characteristics as much as possible.
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The law makers dso know that preparing alaw with aflexible, decentralized, interactive,
convergent and globa nature is an extremely painful process, and it requires the hands of
the other nations; therefore, some regulations should be prepared at least in accordance
with the E. U. Conventions and Directives as well asthe regulations of the neighbor
countries.

Today, neither the U. S. Bill of Rights nor TitlelIl, or the U. S. Congtitution offer
explicit privacy protection againgt foreign government interception of the
communications of U. S. citizens living abroad. Furthermore, the U. S. wiretap Satutes
have no extraterritorial application. Therefore, Congress should consider gpplying the
court order requirements of Title 11 and FISA to interceptions of communications by the
U. S. government abroad for usein U. S. crimina cases (Dempsey, 1997). In order to
implement dl of these activities, lawmakers should take into account wiretapping and
other related legal documents of the other countries as well as the internationd
regulations.

Indeed, there are some attempts toward promotion of the adoption of worldwide
wiretapping standards. In June 1993, the FBI hosted an international conference on
communications interception a Quantico. In 1995, the E. U. Council adopted a set of
interception requirements for telecommunications sysems smilar to the requirements
developed by the FBI and urged Member States to implement the requirements with
respect to systems and service providersin their own countries. In 1996, the
Tdecommunication Standardizetion Sector of the Internationa Telecommunication

Union (ITU) was urged by Audrdiato include the E. U. surveillance requirementsin its
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recommendations (Center for Democracy, 19974). Between 1993 and 1999, ITU met four
times to determine worl dwide wiretapping standards on tel ecommuni cations equipment.
According to Banisar, et d. (1999), there are four types of privacy protection
practiced throughout the world:
Comprehensive laws: Thereis acomprehengve law for privacy protection.
Thereisdso an agency or officia that oversees enforcement of the act. E. U.
countries, Canada and Audralia have this model.
Sectoral laws. Some countries such asthe U. S. have avoided generd data
protection rulesin favor of specific sectora laws governing privacy. There are
two drawbacks of that gpproach. Firs, it requires introducing the new
legidation with each new technology o protections usudly lag behind.
Second, thereisalack of an oversight agency.
Sdf-Regulations: Data protection is supposed to be achieved through self-
regulations. Such poalicy is currently promoted by the U. S., Japan, and
Singapore. It has drawbacks of inadequacy and enforcement.
Technologies of Privacy: Privacy protection has moved into the hands of
individuas through the privacy technologies, such as encryption, proxy
servers, smart cards, and so forth.
This dassfication is useful in terms of laws governing technology.
Among these four ways of privacy protection, in my opinion, the last two are

more attractive because of their more flexible, decentraized, interactive, convergent and
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globa nature. Probably, the privacy complaints surrounding CALEA can be solved by
Congressiond support to technologies of privacy.

For the property rights issues, Congress should reexamine the cgpability and
capacity requirements and precisely determine and classify the concept of “cdl-
identifying information” to minimize the cost of compliance with the Act. | argue that the
lower the cost of compliance, the fewer the complaints about property right invasions.

§ 109 of CALEA requires reimbursement for the cost of the carrier’s compliance
for the equipment ingtalled before 1995 and, to reimburse the cost that couldn’t have been
“reasonably achievable” after 1995. In the House Report, the “reasonably achievable”
condition is defined as “the cogt to the carrier of compliance compared to the carrier’s
overdl cost of developing or acquiring ... thefeature ...” (H. Rep. No. 103, 1994). In this
statement, it is gpparent that Congress aimed to minimize the cost of compliance for the
telecommunications industry in order not to take private property guaranteed by the Fifth
Amendment.

For the solution of problems hindering the competitive ability of the
telecommunications indudtry, it is expected that worldwide standards in wiretapping will
be afirgt gep. In other words, if dl telecommunication companies in the world are
mandated to design their systems S0 asto provide the same interception capabilities, such
design requirements will no longer condtitute a disadvantage for the American
telecommunications indudtry.

In addition to Congress, the solution of CALEA problems requires the hands of

other stakeholders. The FBI, the industry, and the privacy advocates should stop the
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interpretation of CALEA and should follow the FCC' s interpretations and court
decisons.

Like Congress, the judges of courts dealing with the CALEA problems should
reflect flexibility when interpreting the Condtitution and CALEA because of the rapidly
changing and flexible nature of telecommunications technology. According to Craig
(1997), such flexibility is more judtifiable than conservatism because common law is
judicidly created, and it has an evolutionary character in response to changing socid
conditions. Craig (1997) argued that snce the British judges have not shown flexibility in
their decisions, they have produced absurd and unjust verdicts rather than producing
remedies.

Inthisthess, | agree with Socrates who argues that no matter how one answers
the last question, there are more questions (Teaching Legdl, 2001). Therefore, | don't
clam that the recommendations made in the present study completely solve CALEA’S
problems. However, | expect that they speed up the CALEA implementation process.

Resolution of the issues surrounding CALEA will have important implicationsin
two aress. Firg, they will make the law enforcement community keep pace with the
technologies; second, the implications will offer atemplate for the balance of interests
between the private and public libertiesin the digitd age.

Regardless of the debates over CALEA, technology is moving in directions so as
to change the balance of powers (Oversight Hearings, 1997). The mgor responsibility of
the stakeholdersis to establish a reasonable ground to ensure that they are efficiently used

for legitimate purposes.

160



REFERENCES

Adminigrative Office of the United States Courts. (1997). 1997 Wiretap Report [On-

lingl. Avallable: http://www.uscourts.gov/wiretap/report.pdf [2000, August 8].

Albanese J. S. (1984). Judtice, Privacy, and Crime Control. Lanham: Universty Press of

America, Inc.
AT&T Wirdess Services, Inc., Lucent Technologies Inc., & Ericsson Inc. (1998).

Petition for Extension of Compliance Date [On+-ling]. Avalable

http:/Awww.cdt.org/digi_tele/extensonfilehtml [2000, March 21].
Banisar, D., & Davies, S. (1999). Globd Trendsin Privacy Protection: an Internationdl
Survey of Privacy, Data Protection, and Surveillance Laws and Devel opments. John

Marshall Journd of Computer, & Information Law, 18, 1-111.

Barnhorst, S. (1997). Crimind Law and the Canadian Crimina Code. Canada: McGraw

Hill Publishing Co.
Beaney, W. M. (1966). The Right to Privacy and American Law. Legd and

Contemporary Problems [On-line Serid], 31(253), 15437 words. Available:

http:/mww.lexis-nexis.com [ 2000, October 10].
Berger v. New York, 388 U.S. 41 (1967).

Berk, R. A., & Rosg, P. H. (1999). Thinking About Program Evauation (2nd ed.).

Newbury Park: Sage Publications, Inc.

161



BeVier, L. R. (1999). The Communication Assistance for Law Enforcement Act of 1994:

A Surprising Sequel to Bresk Up of AT& T. Stanford Law Review. [On-line Seridl],

51(1049), 45779 words. Available: http://mww.lexis-nexis.com [2000, December
14].

Britain. Human Rights Act. (1998). [On-ling]. Avallable

http://www.legid ation.hmso.gov.uk/acts/acts1998/19980042.htm [ 2000, November
21].

Britain. Interception of Communications Act. (1985). [On-ling]. Avallable:

http://mww.swarb.co.uk/acts/1985I nterceptionCommunicationsAct.html [2001,
January 27].

Britain. Police Act. (1997). [On-ling]. Avallable
http:/Awww.l egid ation.hmso.gov.uk/acts/acts1997/97050--a htrr#l [2000, November
21].

Britain. The Secretary of State for the Home Department. (1999). A Consultation Paper:

Interception of Communications in the United Kingdom. [On-ling]. Available:

http://www.cyber-rights.org/inte rception/iocad9.htm [2001, January 27].

Britain. The Section 12 Order. (2000). [On-ling]. Avalable:

htttp://mww.homeoffice.gov.uk/ripal1213cons.htm [2000, February 13].

Britain. The Technica Advisory Board. (2000). Public Consultation on the Section 12

and 13 Orders or the Regulation of Investigatory Powers Act 2000. [On-ling].

Avallable: htttp://Amww.homeoffice.gov.uk/ripa/1213cons.htm [2000, February 13].

162



Buttardli, G. (1997). The European Telecommunications Directive. [On-ling]. Available

htttp:/Avww.privacyexchange.org/iss/confpapers/buttarel i97.html [2000, November
21].

CALEA Implementation Section — Regulatory. [On-ling]. (2000). Available:

http://www.askcal ea.net/regul atory [2001, February 4].

Canada. Hunter v. Southam Inc. 2 S. C. R. 17569. (1983). [On-ling]. Available
http:/Amww.lexum.umontred .calcsc-
scs/en/publies/1984/vol2/html/1984scr2_0145.html [2000, November 21].

Canada. Michaud v. Quebec, 3 S. C. R. 23764 (1996). [On-ling]. Avalable
http:/Aww.lexum.umontred .calcsc- sco/en/pul/ 1996/vol 3/html/1996scr3_0003.html
[2000, October 26].

Canada. R. v. Duarte, 1 S. C. R. 20542 (1990). [On+-ling]. Availddle
http:/Aww.lexum.umontred .calcsc- sco/en/pul/1990/vol 1/html/1990scrl_0030.html
[2000, November 21].

Canada. R. v. Wong, 3 S. C. R. 20549 (1990). [On+ling]. Avalable
http:/Aww.lexum.umontreal .calcsc- sce/en/pub/1990/vol 3/html/1990scr3_0036.html
[2000, November 21].

Canada. The Criminal Code, Chapter C-46. (1992). [On-ling]. Avalable

http:/Awww.mobrien.com/ccc.html [2000, November 21].

Canada. The Freedom of Information and Protection of Privacy Act. (1996). [On-ling).

Available: http://ww.oipcbc.org/BCLAW.html [2000, December 13].

163



Canada. The Privacy Act. (2001). [On-ling]. Available:

http:/Aww.privcom.ge.calenglish/02_07_e.htm [2001, January 27].

Canada. The Security Intelligence Service Act. (2000). [On-ling]. Avallable

http://emmaf i suisse.com/emmaf/base/cs sact.html#Short_Title [2001, January 27].
Carter, L. H. (1994). Reason in Law. (4th ed.). New York: Harper Collins College
Publisher.

Center for Democracy and Technology. (1997a). Communications Privecy in the Digitd

Age (CC Docket No. 97-213). [On-ling]. Avaladle
http://www.cdt.org/digi_tele/9706rpt.html [2000, March 20].

Center for Democracy and Technology. (1997b). Electronic Surveillance Report on the

FBI’s Publication of the Second Notice of Capacity (CC Docket No. 97-213). [On+

ling]. Avalable: http:/Amww.cdt.org/digi_tele/970114fbil.html [2000, March 20].
Center for Democracy and Technology, Cdlular Tdecommunications Industry
Association, United States Telephone Association, & Persona Communication

Industry Association. (1997¢). Industry and Privacy Advocates Response to FBI

Implementation Plan (CC Docket No. 97-213). [On-ling]. Avallable

http://www.cdt.org/digi_tele/970429 resp.html [2000, March 20].

Center for Democracy and Technology. (1998a). Comments of the Center for Democracy

and Technology (CC Docket No. 97-213). [On-ling]. Avallable

http://mww.cdt.org/digi_teeffiling121498.html [2000, February 21].

164



Center for Democracy and Technology. (1998b). Ptition for Extension of Compliance

Date (CC Docket No. 97-213). [On-ling]. Avalable:
http:/AMww.cdt.org/digi_tele/extensonfilehtml [2000, February 21].

Center for Democracy and Technology. (1998c). Reply Comments of the Center for

Democracy and Technology (CC Docket No. 97-213). [On-ling]. Avalable

http:/Amww.cdt.org/digi_tele/cdreplycom.html [2001, February 8].

Center for Democracy and Technology. (1999). FBI Seeksto Impose Surveillance

Mandates on Telephone Systems. Balanced Objectives of 1994 Law Frustrated (CC

Docket No. 97-213). [On-ling]. Avallable: http:/mww.cdt.org/digi_tele/status.html
[2000, March 20].

Center for Democracy and Technology. (2000, August 15). CDT Policy Pogt. [Ont-line

Saridl, 6, 15. Avalable: http://mww.cdt.org/publications/pp_6.15.shtml [2001,
February §].

Center for Democracy and Technology. (2001). Comments of the Center for Democracy

and Technology in Response to the Public Notice DA 00-2342 (CC Docket No. 97-

213). [On-ling). Avallable: http://Amww.cdt.org/digi_tele/001116cdt.shtml [2001,
February 8.

ChiltonB. S. (1991). Prisons Under the Gavel. Columbus. Ohio State University Press.

Civaoglu, G. (1996, December 1). Demokrasinin Irzina Gectiler. Milliyet, p.1, 18.
Colbridge, T. D. (2000). Electronic Surveillance: A Matter of Necessity. Law

Enforcement Bulletin. 69(2), 25-32.

165



Communication Assistance for Law Enforcement Act of 1994, Pub. L. No. 103-414, §
102, 108 Stat. 4279 (1994).

Condtitution of Canada[Onling]. (1982). Avallable:

http://canada.justice.gc.ca/l oireg/charte/const_en.html [2001, February 2].

Conditution of Germany [On-ling]. (1998). Available: http:/Mmaww.uni-

wuerzburg.de/lav/gm00000_.html [2001, January 27].

Conditution of the Republic of Turkey [Onling]. (1984). Available:

http://mfa.gov.tr/grupalac/acalcondtitution.ntm [ 2000, October 23].

Council of Europe. (1950). Convention for Protection of Human Rights and Fundamenta

Freedoms (ETS No. 5). [On+-ling]. Avalable
http:/Amnww.pfc.org.uk/lega/echrtext.ntm [2000, November 21].

Council of Europe. (1981). Convention for the Protection of Individuas with Regard to

Automatic Processing of Persond Data (ETS No. 108). [Ortling]. Avalldble

http:/AMnww.coe.fr/engl/lega txt/108e.htm [ 2000, November 21].

Council of Europe. (1995). Directive 95/46/EC of the European Parliament and of the

Council (ETS No. 281). [On+-ling. Avalable
http://europa.eu.int/| SPO/lega/en/dataprot/compentr.html [2000, November 21].
Crag, J. D. R. (1997). Invasion of Privacy and Charter Vaues. The Common- Law Tort

Awakens. McGill Law Journd. [On-line Serid], 42(355), 28451 words. Available:

http:/Amww.lexis-nexis.com [ 2000, September 10].

Creamer, J. S. (1980). The Law of Arrest, Search and Seizure, Philaddphia: Holt,

Rinehart and Winston, Inc.

166



Dempsay, J. X. (1997). Communications Privacy in the Digitd Age: Revitdizing the

Federa Wiretap Laws to Enhance Privacy. Albany Law Journd [On-line Seridl], 8,

65, 27533 words. Available: http:/mww.lexis-nexis.com [2000, September 10].

Diffie, W., & S. Landau. (1998). Privacy on the Line. Cambridge: The MIT Press.

Edwardsv. Bardwell, 632 F. Supp. 584 (M. D. La. 1986). [On-ling]. Avalable
http:/mww.lexis-nexis.com [2001, February 4].

Einbinder, S. D. (2000). Policy Andlyss. [On-ling]. Avallable:
http:/Mmww.uncp.edw/home/marson/348_policy andysishtml [2001, January 11].

Electronic Frontier Foundation. (2000). U. S. Federa Wiretapping Laws as of Jan. 2000.

[Ontling). Available: http://eff.org/pub/Privacy/ CALEA/200001_U.
S. fed wiretgp_laws.html [2000, Feb 19].

Fairchild, E., & Dammer, H. R. (2001). Comparative Crimind Jugtice Systems (2nd ed.).

Bemont: Wadsworth, Thomson Learning, Inc.

Federd Bureau of Investigation. (1997a). Assstance Capability. [On+lingl. Avallable

http:/Aww.fbi.gov/programs/ca ealcapabl ty.htm [2000, March 22].
Federal Bureau of Investigation. (1997h). Capacity. [On-ling]. Available
http:/Aww.fbi.gov/programs/ca ealcapacity.htm [2000, March 22].

Federd Bureau of Investigation. (1997c). Communication Asssancefor Law

Enforcement Act Implementation Plan. [On-ling]. Avallable

http://Amww.cdt.org/digi_tele/ CALEA_plan.htm [2000, March 22].
Federal Bureau of Investigation. (1997d). Cost Recovery. [On-ling. Available

http://www.fbi.gov/programs/caleal/cost.htm [ 2000, March 22].

167



Federa Bureau of Investigation. (1997€). Hexible Deployment. [On-ling]. Available

http:/Aww.fbi.gov/programs/ca eglflexible htm [ 2000, March 22].
Federa Bureau of Investigation. (1998). Overview. [On-ling]. Avaladle
http:/Awww.fbi.gov/programs/calealoverview.htm [ 2000, March 22].

Federa Bureau of Investigation. (1999). Press Releases. Ameritech and Nortel Networks

to Begin Providing Softwareto Loca Carriers. [Ont-ling]. Available:

http://mwww.fbi.gov/programs/cal ealdoj990914.htm [ 2000, March 22].

Federd Bureau of Investigation. (2000a). Press Releases. Justice Department Statement

Regarding the FCC's CALEA Standards. [On-ling]. Avalable:

http://mwww.fbi.gov/programs/cal ealdoj990827.htm [ 2000, March 22].

Federa Bureau of Investigation. (2000b). Regulatory Issues. [Ontling]. Avallable

http:/Aww .fbi.gov/programs/ca ealreglatry.htm [ 2000, March 22].

Federd Communications Commission. (19983). FCC Adopts of CALEA Compliance

Date. [Ont-ling]. Available: http:/AMww.cdt.org/digi_tele/FCCstatement.html [2000,
March 22].

Federa Communications Commission. (1998b). Further Notice of Rulemaking (FCC 98-

282). [On-ling). Avallable:
http://www.fcc.gov/Bureaus/Wirel ess/Orders/1998/fcc98282.txt [ 2000, March 14].

Federa Communications Commission. (1998c). Memorandum Opinion and Order (FCC

98-223). [On+ling|. Avalable:

http://ww.fcc.gov/Bureaus/Wirel ess/Orders/1998/fcc98223.txt [2000, March 14].

168



Federa Communications Commission. (1999a). Report and Order (FCC 99-11). (1999).

[On-ling]. Available: http://mww.fcc.gov/Bureaus/Wirel ess/Orders/1998/fcc991 1. txt
[2000, March 14].

Federa Communications Commission. (1999b). Second Report and Order (FCC 99-229).

[Ortling). Avalable
http:/Amnww .fee.gov/Bureaus/Wireless/Orders/1998/fcc99229.txt [2000, March 14].

Federd Communications Commission. (1999c). Third Report and Order (FCC 99-230).

[On-ling]. Available http:/Mmww.fcc.gov/Bureaus/Wird ess/Orders/1998/fcc99230.txt
[2000, March 14].

Federa Communications Commission. (2000a). Public Notice: CALEA Section 107 (c)

Extenson Petitions Receiving Prdiminary Extensons from the Common Carrier

Bureau. [On-ling]. Avalleble: http://www.cdt.org [2001, February 4].

Federd Communications Commission. (2000b). Public Notice: Commission Seeks

Comments to Update the Record in the CALEA Technical Capabilities Proceeding.

[Ontling). Avallable: hitp:/iwww.cdt.org [2001, February 4].

Federd Communications Commission. (2000c). Public Notice: The Common Carrier

Cable Savices, Internationd and Wirdess Telecommunications Bureaus Extend the

Deadline for CALEA Section 107 (c) Extension Petitions Until June 23, 2000. [On-

ling]. Avallable: http://www.cdt.org [2001, February 4].
Final Notice of Capacity, 63 Fed. Reg. 12218 (1998).

Flaherty, D. (1989). Protecting Privacy in Surveillance Societies. North Carolina

Universty of North Carolina Press.

169



Freeh, L. J. (1999). A Report to the American People on the Work of the FBI 1993-1998.

[On-ling]. Avalable: http:/Aww.fhi.govilibrary/5-year/5-year _rpt.htm[2000, March
22].
Freiwald, S. (1996). Uncertain Privacy: Communication Attributes After the Digita

Teephony Act. CdiforniaLaw Review. [On-line Serid], 69, 949, 42182 words.

Available http:/mww.lexis-nexis.com [2000, December 19].

Gavison, R. (1980). Privacy and the Limits of the Law. Yde Law Journd. [On-line

serid]. 89, 448, 6524 words. Available: http:/mww.lexis-nexis.com [ 2000, October
10].
Goldgtein, S. (1999). Twenty-Eighth Annua Review of Crimina Procedure: Electronic

Surveillance. Georgetown Law Journd. [On-line Serid], 87, 1201, 23958 words.

Avaladle: http:/Avww.lexis-nexis.com [2000, September 10].

Gordon, P. (1999a). An Overview of Lega Research. [On-ling]. Avallable:

http://Aww.vcsun.org/~djordan/law34s99chp2notes.htm [ 2000, November 11].

Gordon, P. (1999b). Putting Y our Question into Legd Categories. [On-lingl. Avallable

http://Awww.vcsun.org/~djordan/law34s99chpdnotes.htm [ 2000, November 11].
Gottlieb, D. J, Levy R. E., McAlligter, S. R., Peck, J. C., & Yenisey, F. (1997).
Comparative Law: Recent Developments in European, American, and Turkish Law:

“Team Kansas’ Goesto Turkey. Kansas Law Review. [On-line serid], 25, 671,

16499 words. Available: http:/mmww.lexis-nexis.com [2000, November 9].

170



Gruda, J. (2000). Twenty-Ninth Annua Review of Crimind Procedure. Georgetown Law

Journd. [On-line serid], 88, 990, 24625 words. Available: http:/Aww.lexis-
nexis.com[2000, November 9].
Gurwitt, R. (1993). Communitarianism: You Can Try It & Home. Governing, 6, 33-39.
H. Rep. No. 103, 103rd Cong., 2nd Sess. 827. (1994). [Ontling]. Avalable
http:/Amww.lexis-nexis.com [ 2000, December 14].

Hendey, T. R, Smith, C. E., & Bough, J. A. (1997). The Changing Supreme Court:

Condtitutional Rights and Liberties. S. Paul: West Publishing.

Hong Kong. The Law Reform Commission of Hong Kong. (1996). Consultation Paper:

Privacy, Regulating Surveillance and the Interception of Communications. [On+ling].

Available http://info.gov.hk/info/pricon.htm [2000, May 25].
Hull, Andrew R. (1996). The Digital Dilemma: Requiring Private Carrier Assstance to
Reach Out and Tap Someone in the Information Age— An Andyss of the Digital

Telephony Act. Santa Clara Law Review. [On-line seid], 37, 117, 20994 words.

Avaladle: http:/Aww.lexis-nexis.com [2000, October 9].
Initial Notice and Requests for Comments, 60 Fed. Reg. 53643 (1995).

Karacs, 1. (1999, July 15). German Phone Taps are Routine. The Independent. [On-ling].

Avalaile
http://library.northernlight.com/PG19990716010037174.html 2ch=0& sc=0#doc
[2000, November 15].

Katz v. United States, 389 U.S. 347 (1967).

171



Knowlton, D. R. (2000). Congressiond Statement of the FBI on Electronic Surveillance.

[On-ling]. Available: http://ww.fbi.gov/pressrm/congress/congressO0/knowlton.htm
[2000, November 11].

Koppell, T. (Executive Producer). (1992, May 22). Nightline: FBI, Pushing for Enhanced

Wiretap Powers. United States: ABC Tedlevision Broadcast. [Ontling. Avalable:

http:/mww.lexis-nexis.com [ 2000, October 10].

Lusky, L. (1972). Invasion of Privacy: A Clarification of Concepts. ColumbiaLaw
Review. [Ontline serid] 72, 693, 34278 words. Avallable: http:/Aww.lexis-
nexis.com[2000, October 10].

Majchrzak, A. (1984). Methods for Policy Research. Newbury Park: Sage Publications,

Inc.

Marx, Gary T. (1988). Undercover: Police Surveillance in America Berkdey: Universty
of Cdifornia Press.

Morley, M. (1993). The Supreme Court and Electronic Surveillance. [On-ling].

Avallable http://mww.tscm.com/SupremeCourt9.html [2000, March 22].

Nagd, S. S, & Neef, M. G. (1977). Legd Policy Andyss. Lexington: D.C. Heath

Company.
Neson, J. (1994). Sedge Hammers and Scapels The FBI Wiretap Bill and Its Effect on

Free Flow of Information and Privacy. UCLA Law Review. [Ontline serid]. 41,

1139, 25423 words. Available: hitp:/Aww.lexis-nexis.com [2000, October 10].
Notice of Inquiry, 63 Fed. Reg. 70160 (1998).

Notice of Proposed Rulemaking, 63 Fed. Reg. 23231 (1998).

172



Nylund, J. J. (2000). Fire with Fire: How the FBI Set Technical Standards for the

Teecommunications Industry Under CALEA. Commlaw Congpectus. [Or+line

serid], 8, 329, 17015 words. Available: http:/mwww.lexis-nexis.com [ 2000, October
9.

Office of Technology Assessment. (1995). Electronic Survelllance in the Digital Age.

Washington D. C.: U. S. Government Printing Office.
Olmstead v. United States, 277 U.S. 438 (1928). [Ontling. Avalable
http://supct.law.corndl.edu/supct/casesitopic.htm [ 2000, August 8].

Oversght Hearings on the Implementation of the Communications Assstance for Law

Enforcement Act of 1994: Testimony before the House Committee on the Judiciary

Subcommittee on Crime, 104th Cong., 1st Sess. (1997) (testimony of James X.

Dempsey). [Ontling]. Avallable: http:/Amawww.lexis-nexis.com [2000, December 14].

Parker, R. B. (1974). A Definition of Privacy. Rutgers Law Review. [On-line sexid]. 27,

275, 22874 words. Avallable: http:/Aww.lexis-nexis.com [2000, October 9].

Patton, C. V. (2001). Sepsfor a Successtul Policy Andysis. [On-ling]. Available:

http://trochim.human.cornd | .edw/tutoria/barrien/barrien.htm [ 2001, February 20].
Pavesich v. New England Insurance Co. et a., 127 Ga. S. Ct. (1905). [On+-line].
Avaldble http://gslver/queensu.callaw/lahey/law122/pavesch.ntm [ 2000,
November 21].
Policy Andysis. (2001). [On-ling]. Available:

http://plsc.uark.edu/book/books/palicy/analyss/andysishtm (2001, February 20).

173



Rowe, S., Busharis, B., & Kuhlman, L. Lega Research Methods and Organization. [On+

ling]. Available: http:/Anwwilaw.fsu.edu/library/write/chgp5.html [2000, November
11].

S. Rep. No. 103, 103rd Cong., 2nd Sess. 402. (1994). [Ontlingl. Avallable
http:/Amw.lexis-nexis.com [2000, December 14].

Scanlon, E. (2000). Suggestions for Case Study Methods. [On-ling]. Available:

http:/Aww.gwbweb.wustl.eduw/Users/csdl/eval uati on/casestudy/casegui de. html
(2000, November 11).

Scarisbrick, G. (1996). Introduction to Case Study Method. [On-ling]. Avallable:

http://uidaho.edw/ag/agecom391/casestudmeth.html [2000, November 11].

Schuman, D. (1993). Communitarian Search and Seizure. The Responsive Community,

Spring, 32-41.
Schwartz, D. A. (1995). Digitd Telephony Legidation of 1994: Law Enforcement

Hitches a Ride on the Information Superhighway. Crimind Law Bulletin, 31, 195-

210.
Scott v. United States, 436 U. S. 128 (1978). [On+lin€]. Available
http://casdlaw.Ip.findlaw.com/scripts/getcase.html [2001, February 4].
Second Notice and Requests for Comments, 62 Fed. Reg. 1902 (1997).

Security Issuesin Computers and Communications, Capitol Hill Hearing Tesimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103d Cong., 2d Sess. (1994)

174



(testimony of Clinton C. Brooks). [Ortling]. Available: http:/Mmw.lexis-nexis.com
[2000, December 14].

Security Issues in Computers and Communications: Capitol Hill Hearing Testimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103d Cong., 2d Sess. (1994)

(testimony of David J. Farber). [Ontling]. Available: http:/mwww.lexis-nexis.com
[2000, December 14].

Security Issues in Computers and Communications: Capitol Hill Hearing Testimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103d Cong., 2d Sess. (1994)

(testimony of Dorothy E. Denning). [On-ling]. Available: http:/mww.lexis-
nexis.com[2000, December 14].

Security Issues in Computers and Communications: Capitol Hill Hearing Testimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103d Cong., 2d Sess. (1994)

(testimony of James K. Kdlstrom). [On-ling]. Available: http:/mww.lexis-nexis.com
[2000, December 14].

Security Issues in Computers and Communications: Capitol Hill Hearing Testimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103rd Cong., 2d Sess. (1994)

(testimony of Jerry J. Berman). [Ont-ling]. Available: http:/mww.lexis-nexis.com

[2000, December 14].

175



Security Issues in Computers and Communications. Capitol Hill Hearing Testimony

before the Subcommittee on Technology, Environment, and Aviation of the

Committee on Science, Space, and Technology. 103d Cong., 2d Sess. (1994)

(testimony of Raymond G. Kammer). [On-ling]. Available: http:/Aww.lexis-
nexis.com[2000, December 14].
Seperich, G. J, Woolverton M. J,, Beierlein, J. G.& Hahn D. E. (1996). Introduction to

the Case-Study Method. [On+line]. Availeble

http:/Aww.uidaho.edu/ag/agecon/391/casestudmeth.html [2000, November 12].

Shapo, H. S., Walter, M. R., & Fgans, E. (1989). Writing and Andysisin the Law. New

Y ork: The Foundation Press, Inc.

Sheptycki, J. (2000). Surveillance, CCTV and Socid Control. Policing and Society, 9,

429-434. Edinburgh: Harwood Academic Publisher.
Smith v. Maryland, 442 U. S. 735 (1979). [On-ling]. Avaladle: http:/mww.lexis-
nexis.com[2001, February 4].

South Africa. South African Law Commission. (1998). Discussion Peper 78: Review of

Security Legidation. [On-ling). Available: http://cryptome.org/za-esnoop.htm [ 2000,

May 29].
Statev. Delaurier. 488 A.2d 688 (S. Ct. R.l. 1985). [On-ling]. Avalable:
http:/mww.lexis-nexis.com [2001, February 4].

Statsky, W. P. (1984). Legidative Andyss and Drafting (2nd ed.). St. Paul: West

Publishing Co.

176



Statsky, W. P., & Wernet, R. J. (1984). Case Andysis and Fundamentas of Legd

Writing (2nd ed.). S. Paul: West Publishing Co.
Strossen, N. (1990) Recent U.S. and International Judicia Protection of Individud

Rights. Hagtings Law Journd. [On-line Seridl]. 41, 805, 35973 words. Available:

http:/Amww.lexis-nexis.com [ 2000, November 21].

Teaching Legd Andyss (2001). [On-ling]. Avalable:

http:/Amww.wvu.eduw/~law/soweb/ 10teaching%20l egal %620andysishtml  [2000, Feb
20].

Terrill, R. J. (1984). World Crimind Jugtice Sysems. A Survey. Cincinnati: Anderson

Publishing Co.
Turkey. Ceza Muhakemeeri Usulu Kanunu (1412). (1929). In A. Safak, V. Bicak, & A.

S. Safak (Eds.). (pp. 261-341). Guvenlik Kuvvetleri ve Polis Mevzuaii. Ankara:

Yardimci Ofst.
Turkey. Cikar Amacli Orgutlerle Mucadele Kanunu (4422). (1999). In A. Safak, V.

Bicak, & A. S. Safak (Eds.). (pp. 849-851) . Guvenlik Kuvvetleri ve Polis Mevzuati.

Ankara Yardimci Ofst.
Turkey. Turk Ceza Kanunu (765). (1926). In A. Safak, V. Bicak, & A. S. Safak (Eds.).

(pp. 137-261). Guvenlik Kuvvetleri ve Polis Mevzuati. Ankara: Yardimci Ofset.

Und, S. (1999). Turkish Legd System and the Protection of Human Rights. SAM Papers,
3, 99. [Ont-ling]. Avalable: http://mfa.gov.tr/grupalac/acalacad/hmrghts.htm [ 2000,

October 23].

177



U. S. Telecom Association, et d. v. Federd Bureau of Investigation, 98 F. Supp. 2010.
(D. Ct. D.C. 2000). [Onling]. Available: hitp:/Mmnwww.lexis-nexis.com [2001, February
4].

U. S. Tdecom Association, et d., Petitioners v. Federd Communications Commission
and U. S. of America, Respondents; Airtouch Communications, Inc., et d.,
Intervenors. 227 F. 3d 450 (D.C. Ct. App. 2000). [On-ling]. Available:
http://supct.law.corndll.edu/supct/cases/topic.nim [2001, February 4].

United Statesv. Donovan et d., 429 U. S. 413 (1977). [On-ling]. Avalable
http:/mww.lexis-nexis.com [2001, February 4].

United States v. Giordano, 416 U. S. 505 (1974). [On-ling]. Avallable
http://casdaw.Ip.findlaw.com/scripts/getcase. html [2001, February 4].

United States v. Kahn, 415 U.S. 143 (1974). [On-ling). Avallable
http://supct.law.cornel |.edu/supct/cases/topic.htm [ 2000, August 8].

United States v. Knotts, 460 U. S. 266 (1983). [On-ling]. Avalable: http:/Aww.lexis-
nexis.com [2001, February 4].

United Statesv. Ojeda Rios, 495 U. S. 257 (1990). [On-ling]. Avallable
http://casdlaw.Ip.findlaw.com/scripts/getcase.html [2001, February 4].

United States v. United States Digtrict Court, 407 U.S. 297 (1972). [On-ling]. Avalladle
http://supct.law.cornd |l .edu/supct/cases/topic.htm [ 2000, August 8].

Ward, D. (1996). Sisyphean Circles: The Communication Assistance for Law

Enforcement Act. Rutgers Computer and Technology Law Journd. [On-line serid],

22, 267, 15512 words. Available: http:/mww.lexis-nexis.com [2000, October 9].

178



Well, T. K. (1999). Roving Wiretaps: For Your Ears Only. LoyolaLaw Review. [On-line

serid]. 45, 745, 9983 words. Available: hitp:/Amww.lexis-nexis.com [2000, October
9.

Welsh, W. N., & Harris, P. W. (1999). Crimind Justice Policy and Planning. Cincinnati:

Anderson Publishing Co.

Whitebread, C. H.& Slobogin, C. (1993). Crimina Procedure. Westbury: The Foundation

Press, Inc.
Wintersheimer, L. A. (1988). Privecy versus Law Enforcement — Can the Two be

Reconciled? Universty of Cincinnati Law Review. [Ontline Sexrid], 57, 315, 17392

words. Available: http:/mww.lexis-nexis.com [2000, September 10].

Wood, D. D. (1997). The Emergence of Cdlular and Cordless Telephones and the
Resulting Effect on the Tenson Between Privacy and Wiretapping. Gonzaga Law
Review. [Ontline sarid]. 33, 377, 10493 words. Available: http:/mww.lexis-
nexis.com[2000, October 9].

Wren, C. G., & Wren, J. R. (1986). The Lega Research Manud. (2nd ed.). Madison: A-R

Editions, Inc.

Yin, R. K. 1984. Case Study Research: Design and Methods. Newbury Park: Sage

Publications, Inc.
Yung, A. W. (1996). Regulating the Genie: Effective Wiretgps in the Information Age.

Dickinson Law Review. [On-line Serid], 101, 95, 17684 words. Available;

http:/mwww.lexis-nexis.com [ 2000, October 9].

179



