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Side Channel Attacks “
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Error Model for Systematic codes 2

Foracode C={(x,y=f(x)}

Algebraic (binary) xeZ;,yeZ,

e=wdw

Arithmetic *€Z4,.Y€Z,

e =((x —x)mod 2*, (¥ — y) mod p)

For linear codes errors are missed iff
ec(C
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Input

Redundant

Original Device | |Predictor| e

Extended Cutput

k J
EDN
v Output l Error




2)

Robust Codes Characteristics &
 Equal Protection for all errors

— Unpredictable attacker

* Predictable worst case performance

e All errors are detectable
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Robust Codes Characteristics “

e Detection improves as more messages
are distorted

e Detectabllity of any given error depends
on the message (cipher) which cannot be
predicted by the attacker.



Robust Codes Detinition “

Kernel of a code (set of undetectable errors):
K={e|le+weCif we C}
Error masking probability:
{w|weC,w+eeC}
Oe) = C]
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2\
Robust Error Detecting Codes 2

C C+e

/

R=max|Cn(C+e)|< C]|

Every error is missed for at most R messages (max Q(e)=R/|C|)
Detection probability increases as more erroneous messages are observed
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Robust Codes: “

e Robust
| K'[=0,0(e) <1

« Partially Robust (FDTC'06, DSN'04, CARDIS'04)
|K|<2°,0(e)<1lifez K

 Minimum Distance Robust
|K'[=0,0(e) =01 |lell<d, Ole) <1

« Minimum Distance Partially Robust
| K |<2", 0(e)=0if]|e||<d,O(e) <1l,ez K
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2\
Fully robust codes 2

C={(xflx)|xeZ, }

f(x) “highly nonlinear function”
optimum when f(x) is a “perfect nonlinear function”

F(x=(xg,x,0s X)) =X, D X,x, ... D X, _,x,_,

k r d |K| maxQ(e)
32 1 1 0 0.5
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—
Fully robust codes (arithmetic) 2

C={tx./x)|xeZ,

f:sz —>Zp

J = (xy, X0, X, ) = XX, + XX, +...+ X,_,X,_,, Mod p,

x, €7, rz(log2 p_‘ , p=2°-15

k r d maxQ(e)<
64 16 1 27
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Minimum Distance Robust Codes “

C={xnr(x), fx)|xeZ, )]

{(x,11(x)) } Is a linear code with distance d
f(x) is a perfect nonlinear function

7T(x = (Xg, Xpyes X, 1)) =X, DX, D...Dx,_,
F(x=(xg, x,00s X)) =X, D X,x, ... D x,_,x,_,

k r d |Kl maxQ(e)
32z 2 2 0 05
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Partially Robust Codes 2

C={x fl(x)))|xeZ));

{(x, [(x) )} is a linear code
f(x) is a nonlinear function

[(x) = encoding function of (38,32) Hamming
fUX) =(x)) f:Z; > Z,

k r d |Kl maxQ(e)
32 6 1 2% 927
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2)

Partially Robust (arithmetic) 2

C={(x, fU(x))| x € Z;}
1:Z2, >Z, f:Z,->Z,

[(x)=x, mod p
FU@) =) modp, f:2, 2,

k r d Prob. of “bad”
64 16 1 ~ 2731

e 1S "bad" If O(e)>0.5
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Minimum distance partially robust “
Shortened Vasil’ev* constructions

C={(u,(,0)®v, p(u)® f(v))}

uc Z; , V € |4 V' is a shortened Hamming code of length 1 > d

p(u) Linear Parity Function

f(v) Nonlinear Funtion f i Zz

k r d |K|] maxQ(e)
32 6 3 24 0.5

*J. L. Vasil'ev. On nongroup close-packed codes. In Probl.Kibernet., volume 8, pages 375-378, 1962.
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Case Study (AES) “

Linear sub-block of AES
32-bit input
32-bit output (k=32)

Input

Original Device | |Predictor| Touran PrOteCFed with |

linear parity, r=1
Extended Output I'ObUSt party, I’=1
min dist robust, r=2

k J
EDN
v Output VError Hamming, r=6

Vasil'ev, r=6
217 XOR gates partially robust, r=6
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Case Study (AES)

k=32
Predictor Overhead
(gates) (%)
Linear parit
barty 31 32 0% 9% 1

Robust parity 185 32 100% 0 21
Linear and robust 0 -1
sarity (d=2) 196 64 120% 0o 2
Hamming 253 80 15306 2% 1

o 26 -1
Vasil'ev 292 116 188% ?
Partially Robust 432 266 32206 2°
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AES, Single Stuck-at Faults 2
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Case Study (Multipliers) 2

32-bit multiplier protected with arithmetic robust codes

a b db mod p ET f?
a mod p — _______l___
| L ——r
"\ V /] i I
: mod : i Predictor :
| | | :
X : A2 mod p i : QF mod p i
64 BT | : |
(| — |
| P *2mod p |
| _
v v
x=ab error  Xmodp
Partially robust, k=64, r=16 Robust, k=64, r=16
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Partially Robust (Multiplier,k=8,p=5\_a_
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Robust (Multiplier, k=8,p=95)
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Overhead (%)

Probability of
bad error
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2\
Summary 2

* Fully robust codes have a high overhead,
but detect all errors

 Overhead can be reduced while
maintaining many of the robust properties
by using partially robust codes

e Minimum distance robust codes
beneficial for detection of natural errors






