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Abstract 

Mos t pess im is t i c m e c h a n i s m s for i m p l e m e n t i n g a tom ic i t y in d i s t r i bu ted sys tems fai l in to t h ree b r o a d 
c a t e g o r i e s : t w o - p h a s e l o c k i n g s c h e m e s , t i m e s i a m p i n g s c h e m e s , a n d hyb r i d s c h e m e s e m p l o y i n g b o t h 
l o c k i n g and t i m e s t a m p s . Th is pape r p r o p o s e s a new c r i t e r i on for e v a l u a t i n g these m e c h a n i s m s : the 
c o n s t r a i n t s t hey i m p o s e o n t he ava i lab i l i ty of r ep l i ca ted d a t a . 

A rep l i ca ted da ta i tem is a t y p e d ob jec t t ha t p rov i des a se t of o p e r a t i o n s to its c l i en ts . A q u o r u m for 
an o p e r a t i o n is any set o f s i tes w h o s e c o - o p e r a t i o n su f f i ces to e x e c u t e t ha t o p e r a t i o n , a n d a q u o r u m 
a s s i g n m e n t assoc i a t es a set of q u o r u m s w i th e a c h o p e r a t i o n . C o n s t r a i n t s on q u o r u m a s s i g n m e n t 
d e t e r m i n e t h e r a n g e of ava i lab i l i t y p r o o o r t i e s rea l i zab le by a r ep l i ca t i on m e t h o d . 

Th i s paper c o m p a r e s t h e c o n s t r a i n t s on q u o r u m a s s i g n m e n t necessa ry to max im i ze c o n c u r r e n c y 
u n d e r g e n e r a l i z e d l o c k i n g , t i m e s t a m p m g , a n d hyb r i d c o n c u r r e n c y c o n t r o l m e c h a n i s m s . Th is 
c o m p a r i s o n s h o w s tha t hyb r id s c h e m e s i m p o s e w e a k e r c o n s t r a i n t s c n avai lab i l i ty than t i rnes tarnp ing 
s c h e m e s , a n d Socking s c h e m e s i m p o s e c o n s t r a i n t s incomparab le* to t h o s e of t he o the rs . B e c a u s e 
hyb r i d s c h e m e s pe rm i t m o r e c o n c u r r e n c y t han l o c k i n g s c h e m e s , these resu l ts s u g g e s t tha t hyb r i d 
s c h e m e s are p re fe rab le t o the o t h e r s for e n s u r i n g a tom ic i t y in h igh ly ava i lab le a n d h igh ly c o n c u r r e n t 
d i s t r i b u t e d sys tems . 
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1 . Introduction 
Most pess imis t i c m e c h a n i s m s for i m p l e m e n t i n g a tomic i t y in d i s t r i bu ted sys tems fall in to th ree b r o a d 

c a t e g o r i e s : t w o - p h a s e l o c k i n g s c h e m e s (e .g . [ 10 , 17, 26]) , t i m e s t a m p i n g s c h e m e s (e .g . [25, 24, 23] ) , 

a n d hyb r id s c h e m e s e m p l o y i n g bo th l o c k i n g and t i m e s t a m p s (e .g . [7, 8, 2, 3 ] ) . Th i s pape r p r o p o s e s a 

new c r i t e r i o n for eva lua t i ng these m e c h a n i s m s : the c o n s t r a i n t s they i m p o s e on t h e avai lab i l i ty of 

rep l i ca ted d a t a . O u r resu l t s sugges t tha t hyb r i d s c h e m e s p r o v i d e bet ter s u p p o r t for h igh ly ava i lab le 

and h igh ly c o n c u r r e n t d i s t r i bu ted sys tems t h a n e i ther l o c k i n g or t i m e s t a m p i n g m e c h a n i s m s . 

O u r ana lys i s uses a quorum consensus r ep l i ca t i on m e t h o d p r o p o s e d by the a u t h o r [14, 15] . Th is 

m e t h o d sys temat i ca l l y exp lo i t s t ype -spec i f i c p r o p e r t i e s of the d a t a to s u p p o r t be t te r ava i lab i l i ty a n d 

c o n c u r r e n c y than c o m p a r a b l e m e t h o d s in w h i c h o p e r a t i o n s a re c lass i f ied on ly as reads or wr i tes . 

A s s o c i a t e d w i th e a c h o p e r a t i o n of t h e d a t a t ype is a set of quorums, w h i c h a re co l l ec t i ons of s i tes 

w h o s e c o o p e r a t i o n su f f i ces to e x e c u t e t h e o p e r a t i o n . A quorum assignment assoc ia tes a set of 

q u o r u m s w i t h each o p e r a t i o n . An ana lys is of t he a tom ic d a t a t ype ' s s p e c i f i c a t i o n ( w h i c h i n c l u d e s the 

level of c o n c u r r e n c y s u p p o r t e d ) y ie lds a set of c o n s t r a i n t s on q u o r u m a s s i g n m e n t necessa ry and 

su f f i c i en t t o ensu re t he c o r r e c t n e s s of t h e rep l i ca ted i m p l e m e n t a t i o n . T h e cons t ra i n t s on q u o r u m 

a s s i g n m e n t d e t e r m i n e the r a n g e of ava i lab i l i ty p rope r t i es rea l i zab le by q u o r u m c o n s e n s u s rep l i ca t i on . 

T h e t h r e e - p a r t c lass i f i ca t i on of a tom ic i t y m e c h a n i s m s is f o rma l i zed us ing a m o d e l d e v e l o p e d by We ih l 

[28 ] . Each c a t e g o r y is iden t i f ied w i t h a loca l p rope r t y of o b j e c t s that su f f i ces to e n s u r e the a tom ic i t y 

of a sys tem e n c o m p a s s i n g mu l t ip le ob jec ts . Static atomicity e n c o m p a s s e s the t i m e s t a m p i n g 

m e c h a n i s m s c i ted above , strong dynamic atomicity e n c o m p a s s e s the l o c k i n g m e c h a n i s m s , a n d 

hybrid atomicity e n c o m p a s s e s the hyb r i d m e c h a n i s m s . T h e s e p rope r t i es a re t ype -spec i f i c ; 

c o n s t r a i n t s on c o n c u r r e n c y are e x p r e s s e d in t e rms of the abs t rac t ope ra t i ons p r o v i d e d by the d a t a 

t ype , not in te rms of p r im i t i ve read and wr i te ope ra t i ons . Hyb r id and s ta t ic a tom ic i t y s u p p o r t 

i n c o m p a r a b l e levels of c o n c u r r e n c y , hyb r i d a tomic i t y pe rm i t s m o r e c o n c u r r e n c y t han s t r o n g d y n a m i c 

a tomic i t y , a n d s ta t ic and s t r o n g d y n a m i c a tomic i t y s u p p o r t i n c o m p a r a b l e levels of c o n c u r r e n c y . 

T h e s e re la t ions a re s h o w n in F igu re 1 - 1 . 

E l s e w h e r e [ 1 4 , 1 5 ] , w e have s h o w n tha t q u o r u m c o n s e n s u s rep l i ca t i on c a n n o t s imu l t aneous l y 

m i n i m i z e t h e c o n s t r a i n t s o n b o t h c o n c u r r e n c y and avai lab i l i ty . At o n e e x t r e m e in t he 

a v a i l a b i l i t y / c o n c u r r e n c y t rade-of f , all t h r e e p r o p e r t i e s s u p p o r t t h e s a m e m in ima l set of cons t r a i n t s on 

q u o r u m c h o i c e , e a c h at s u b o p t i m a l levels of c o n c u r r e n c y . Th is paper c o n s i d e r s the o the r e x t r e m e , 

c o m p a r i n g t he c o n s t r a i n t s on q u o r u m a s s i g n m e n t necessa ry to rea l ize t he op t ima l level of 

c o n c u r r e n c y pe rm i t t ed by e a c h p rope r t y . A d i rec t c o m p a r i s o n of r ep l i ca ted ob jec ts tha t l ie b e t w e e n 

t hese e x t r e m e s is d i f f i cu l t , s i nce any val id set of cons t ra i n t s on quo ;u rn a s s i g n m e n t typ ica l l y y ie lds 
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i n c o m p a r a b l e c o n s t r a i n t s on c o n c u r r e n c y . 

Th i s pape r p resen ts the f o l l o w i n g resu l ts : 

• Any q u o r u m a s s i g n m e n t tha t s u p p o r t s fu l l s ta t ic a tom ic i t y a lso s u p p o r t s fu l l hyb r i d 
a tom ic i t y , bu t no t necessar i l y v i ce -ve rsa . T h u s , m a x i m i z i n g c o n c u r r e n c y u n d e r hyb r i d 
a tom ic i t y pe rm i t s a w i d e r r ange of ava i lab i l i ty t rade -o f f s t h a n u n d e r s ta t ic a tom ic i t y . 

• A q u o r u m a s s i g n m e n t tha t s u p p o r t s fu l l s t r o n g d y n a m i c a tom ic i t y d o e s not necessar i l y 
s u p p o r t ful l hyb r i d a tom ic i t y , a n d v i ce -ve rsa . T h u s , m a x i m i z i n g c o n c u r r e n c y u n d e r 
s t r ong d y n a m i c a tomic i t y y ie lds c o n s t r a i n t s on ava i lab i l i t y i n c o m p a r a b l e to t h o s e of 
hyb r id a tom ic i t y 

• A q u o r u m a s s i g n m e n t tha t s u p p o r t s fu l l s t r o n g d y n a m i c a tom ic i t y d o e s n o t necessa r i l y 
s u p p o r t ful l s ta t ic a tom ic i t y , and v i ce -ve rsa . T h u s , m a x i m i z i n g c o n c u r r e n c y u n d e r s t r o n g 
d y n a m i c a tom ic i t y y ie lds c o n s t r a i n t s on ava i lab i l i ty i n c o m p a r a b l e to t h o s e of s ta t i c 
a tom ic i t y 

• Sta t ic a tom ic i t y is e n s u r e d by a u n i q u e w e a k e s t set of c o n s t r a i n t s o n q u o r u m a s s i g n m e n t , 
as is s t r o n g d y n a m i c a tomic i t y , b u t t h e w e a k e s t set of c o n s t r a i n t s su f f i c i en t to e n s u r e 
hyb r i d a tom ic i t y is no t necessa r i l y u n i q u e . 

T h e s e re la t ions a re i l l us t ra ted s c h e m a t i c a l l y in F igu re 1-2. Hyb r i d a tom ic i t y is t h e on ly p rope r t y tha t is 

u n d o m i n a t e d for b o t h ava i lab i l i t y a n d c o n c u r r e n c y , s u g g e s t i n g tha t hyb r i d s c h e m e s m a y b e 

p re fe rab l e to the o the rs for i m p l e m e n t i n g a t o m i c i t y in d i s t r i b u t e d s y s t e m s s u p p o r t i n g h igh leve ls o f 

ava i lab i l i t y a n d c o n c u r r e n c y . 

2. Other Related Work 
In t he available copies r ep l i ca t i on m e t h o d [ 1 2 ] , fa i led s i tes a r e d y n a m i c a l l y d e t e c t e d and c o n f i g u r e d 

ou t of t h e s y s t e m , and r e c o v e r e d s i tes a re d e t e c t e d a n d c o n f i g u r e d b a c k in . C l ien ts may read f r o m 

any ava i lab le c o p y , a n d m u s t w r i t e to al l ava i l ab le c o p i e s . S y s t e m s b a s e d on va r i an ts of th i s m e t h o d 

i n c l u d e SDD-1 [13 ] a n d ISIS [5 ] . Un l i ke q u o r u m c o n s e n s u s m e t h o d s , t he ava i l ab le c o p i e s m e t h o d 

d e c s no t p rese rve ser ia l izab i l i t y in t he p r e s e n c e of c o m m u n i c a t i o n l ink fa i l u res s u c h as pa r t i t i ons . 

In t he true-copy token s c h e m e [21 ] f a r ep l i ca ted f i le is r e p r e s e n t e d by a c o l l e c t i o n of c o p i e s . C o p i e s 

t ha t re f lec t t h e f i le 's c u r r e n t s ta te a re c a l l e d true copies, a n d a r e m a r k e d by true-copy tokens. T h e se t 

of t r ue c o p i e s can be r e c o n f i g u r e d to pe rm i t ac t i v i t ies to o p e r a t e on loca l c o p i e s of f i les . Th i s m e t h o d 

p rese rves ser ia l izab i l i t y in t he p r e s e n c e of c r a s h e s a n d pa r t i t i ons , bu t t he ava i lab i l i t y of a r ep l i ca ted 

f i le is l im i ted by t he ava i lab i l i ty of t h e s i tes c o n t a i n i n g its t r u e c o p i e s . 

A f o rma l m o d e l for c o n c u r r e n c y c o n t r o l in r ep l i ca ted d a t a b a s e s p r o p o s e d by B e r n s t e i n and G o o d m a n 

c a n be used to s h o w the c o r r e c t n e s s of severa l r ep l i ca t i on m e t h o d s [4 ] . Th i s m o d e l is b a s e d o n t w o 
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F i g u re 1 • 1 : C o n c u r r e n c y 

F i g u r e 1 - 2 : Ava i lab i l i t y 

a s s u m p t i o n s tha t do not app ly to the rep l i ca t i on m e t h o d s u s e d in th i s paper : t ha t a r ep l i ca ted ob jec t 

is r e p r e s e n t e d by mu l t i p le c o p i e s , a n d tha t all i n f o rma t i on a b o u t o p e r a t i o n s is c a p t u r e d by a s i m p l e 

r e a d / w r i t e c lass i f i ca t i on . T h e s e a s s u m p t i o n s unnecessa r i l y rest r ic t ava i lab i l i ty a n d c o n c u r r e n c y . 

Severa l recen t p roposa l s for rep l i ca t i on m e t h o d s t reat c o n c u r r e n c y c o n t r o l and rep l i ca t i on 

i n d e p e n d e n t l y [ 1 1 , 9 , 1] . T h e rep l i ca t i on m e t h o d used here takes a d i f f e ren t a p p r o a c h by i n t eg ra t i ng 

rep l i ca t i on and c o n c u r r e n c y c o n t r o l in a s ing le m e c h a n i s m . A l t h o u g h i n d e p e n d e n t m e t h o d s a re 

s imp le r , i n teg ra ted m e t h o d s s u p p o r t be t te r c o n c u r r e n c y . 

T h e ear l ies t use of q u o r u m c o n s e n s u s is a f i le rep l i ca t i on m e t h o d due to G i f fo rd [ 11 ] . A q u o r u m -

c o n s e n s u s rep l i ca t i on m e t h o d fo r d i r e c t o r i e s has b e e n p r o p o s e d by B l o c h , Dan ie ls , a n d S p e c t o r [ 6 ] . 

T h e s e m e t h o d s can be v i e w e d as spec ia l l y o p t i m i z e d i ns tances of the m e t h o d used in th is paper . 

Ex tens ions to q u o r u m c o n s e n s u s tha t f u r the r e n h a n c e ava i lab i l i ty in the p r e s e n c e of pa r t i t i ons h a v e 

been p r o p o s e d for f i les by Eager and Sevc i k [9] a n d for a rb i t ra ry da ta t ypes by t h e a u t h o r [14 , 16] . 
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3. Assumptions and Terminology" 
Th is s e c t i o n s u m m a r i z e s ou r m o d e l of c o m p u t a t i o n . A m o r e de ta i l ed e x p o s i t i o n a p p e a r s in [14 , 15] . 

W e a d m i t two k i n d s of fau l t s : s i tes may c r a s h a n d c o m m u n i c a t i o n l inks may be i n t e r r u p t e d . W h e n a 

s i te c r a s h e s , it b e c o m e s t e m p o r a r i l y o r p e r m a n e n t l y i naccess ib l e . C o m m u n i c a t i o n l ink fa i lu res resu l t 

in lost messages ; g a r b l e d a n d ou t -o f - o rde r m e s s a g e s c a n be d e t e c t e d (w i th h igh p robab i l i t y ) a n d 

d i s c a r d e d . T r a n s i e n t c o m m u n i c a t i o n fa i l u res may be h i d d e n by l ower level p r o t o c o l s , b u t l onge r - l i ved 

fa i lu res can c a u s e partitions, in w h i c h f u n c t i o n i n g s i tes a re u n a b l e to c o m m u n i c a t e . A fa i lu re is 

d e t e c t e d w h e n a s i te tha t has sent a m e s s a g e fa i ls to rece ive a r esponse af ter a ce r ta in d u r a t i o n . T h e 

a b s e n c e of a r esponse may i nd i ca te tha t t he o r ig ina l m e s s a g e w a s lost , tha t t he rep ly w a s lost , t ha t 

t h e rec ip ien t has c r a s h e d , or s imp ly tha t t he rec i p i en t is s l o w to r e s p o n d . 

T h e bas i c un i t s of c o m p u t a t i o n a re sequen t i a l p r o c e s s e s ca l l ed actions, or t r a n s a c t i o n s . A c t i o n s a re 

atomic, t ha t is, se r ia l i zab le a n d r e c o v e r a b l e . Ser ia l i zab i l i t y m e a n s tha t a c t i o n s a p p e a r to e x e c u t e in a 

ser ia l o rde r [ 2 2 ] , a n d recove rab i l i t y m e a n s tha t an ac t i on e i ther s u c c e e d s c o m p l e t e l y , or has no 

e f fec t . A n a c t i o n tha t c o m p l e t e s all its c h a n g e s s u c c e s s f u l l y commits', o t h e r w i s e it aborts, a n d a n y 

c h a n g e s it h a s m a d e a re u n d o n e . A n a c t i o n tha t has ne i the r c o m m i t t e d n o r a b o r t e d is active. 

T h e bas i c c o n t a i n e r s fo r d a t a a re ca l l ed objects. E a c h o b j e c t has a type, w h i c h de f i nes a set of 

poss ib l e states a n d a se t of p r im i t i ve operations t ha t p r o v i d e t he (only) m e a n s of c r e a t i n g a n d 

m a n i p u l a t i n g o b j e c t s of t ha t t ype . For e x a m p l e , an o b j e c t of t y p e Queue has t w o o p e r a t i o n s : Enq 

p l a c e s an i tem in t h e q u e u e , a n d Deq r e m o v e s t h e least r ecen t l y e n q u e u e d i t em , ra is ing an e x c e p t i o n 

[19 ] if t h e q u e u e is e m p t y . 

3 . 1 . A t o m i c i t y 

A n event is pa i r c o n s i s t i n g of an o p e r a t i o n i n v o c a t i o n a n d a r e s p o n s e . In t he a b s e n c e of fa i l u res a n d 

c o n c u r r e n c y , an o b j e c t ' s s ta te is g i ven by a s e q u e n c e of even ts ca l led a seria! history. For e x a m p l e , 

t he f o l l ow ing is a ser ia l h i s to ry for a Queue: 

Enq(x ) ;Ok( ) 
Enq(y ) ;Ok( ) 
Deq( ) ;Ok(x ) 
Deq( ) :Empty ( ) 

Ser ia l h i s to r ies are d e n o t e d by l o w e r - c a s e le t te rs i e , g . /?. g ) . A s e n a / specification fo r an ob jec t is a 

se t of p o s s i b l e ser ia l h i s to r ies fo r t ha t o b j e c t . For e x a m p l e , t he ser ia l s p e c i f i c a t i o n for Queue i n c l u d e s 

al l a n d on ly t h e h is to r ies in w h i c h i t ems a re d e q u e u e d in f i rs t - in - f i rs t -ou t o rde r . A legai h is to ry is o n e 

tha t is i n c l u d e d in the o b j e c t ' s ser ia l s p e c i f i c a t i o n . Ser ia l s p e c i f i c a t i o n s a re a s s u m e d to b e pref ix -

c l o s e d : any pre f ix of a lega l ser ia l h i s to ry is l ega l . 
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In t he p r e s e n c e of fa i lu re a n d c o n c u r r e n c y , an o b j e c t ' s s ta te is g i ven by a behavioral history, w h i c h is 

a s e q u e n c e of Begin even ts , ope ra t i on e x e c u t i o n s , Commit even ts , a n d Abort even ts . T o keep t rack 

of i n te r l eav ing , each event is assoc ia ted w i th an a c t i o n . For e x a m p l e , the f o l l ow ing is a behav io ra l 

h is to ry for a Queue: 

Beg in A 
Enq(x ) ;Ok( ) A 
Beg in B 
Enq(y ) ;Ok( ) B 
C o m m i t A 
Deq( ) ;Ok(x ) B 
C o m m i t B 

T h e o r d e r i n g of ope ra t i on e x e c u t i o n s in a behav io ra l h is to ry re f lec ts the o rder in w h i c h t he the ob jec t 

r e t u r n e d t he r esponses , n o t necessar i l y t he o r d e r in w h i c h it r ece i ved the i nvoca t i ons . Behav io ra l 

h is to r ies are d e n o t e d by u p p e r - c a s e le t ters (e .g . H, G). 

A behavioral specification f o r an ob jec t is a set of poss ib le b e h a v i o r a l h i s to r ies for tha t ob jec t . Jus t as 

for ser ia l h is to r ies , a legal behav io ra l h is to ry is one tha t is i n c l u d e d in t he o b j e c t ' s behav io ra l 

s p e c i f i c a t i o n . Al l behav io ra l spec i f i ca t i ons a re a s s u m e d to b e p re f i x - c l osed and on-line: t he resu l t of 

a p p e n d i n g a Commit en t ry fo r an ac t i ve a c t i o n to a legal b e h a v i o r a l h i s to ry is l ega l . 

T n e ser ia l and behav io ra l s p e c i f i c a t i o n s for t he ob jec t s c o n s i d e r e d in th is pape r are re la ted by the 

no t i on of atomicity. Let » d e n o t e a to ta l o r d e r on c o m m i t t e d and ac t i ve ac t i ons , a n d let H b e a 

behav io ra l h is tory . T h e serialization of H in t h e o rde r > is the ser ia l h is to ry h c o n s t r u c t e d by 

r e o r d e r i n g the even t s in H so t ha t if 8 » A t h e n the s u b s e q u e n c e of even ts assoc ia ted w i t h A 

p r e c e d e s the s u b s e q u e n c e of even ts a s s o c i a t e d w i t h B. H is serializable in t he o rde r > if h is l ega l . H 

is serializable if it is ser ia l i zab le in s o m e o rde r . H is atomic if t h e subh i s to r y assoc ia ted w i t h 

c o m m i t t e d a c t i o n s is ser ia l i zab le . An ob jec t is a t o m i c if every h is to ry in its behav io ra l s p e c i f i c a t i o n is 

a tom ic . 

A system e n c o m p a s s i n g mu l t i p l e ob jec t s is a t om ic if al l c o m p o n e n t ob jec t s a re a tom ic and 

ser ia l i zab le in a c o m m o n order . A p rope r t y is a local atomicity property [28 ] if a sys tem is a t o m i c 

p r o v i d e d tha t e a c h i nd i v idua l ob j ec t sa t is f ies 9. If a s y s t e m - w i d e loca l a tom ic i t y p rope r t y is a g r e e d 

u p o n in a d v a n c e , t h e n ob jec t s c a n be i m p l e m e n t e d i n d e p e n d e n t l y s u b j e c t on ly to the c o n s t r a i n t t ha t 

e a c h i m p l e m e n t a t i o n sat is f ies t h e sys tem 's loca l a tom ic i t y p rope r t y . Th is paper c o m p a r e s a n d 

eva lua tes a l te rna t i ve loca l a t o m i c i t y p rope r t i es . 
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3 . 2 . R e p l i c a t i o n 

A replicated object is an o b j e c t w h o s e s ta te is s t o r e d r e d u n d a n t l y at mu l t i p l e s i tes. R e p l i c a t e d o b j e c t s 

a re i m p l e m e n t e d by t w o k i n d s of m o d u l e s : repositories and front-ends. R e p o s i t o r i e s p rov ide l ong -

t e r m s t o r a g e for t h e o b j e c t ' s s ta te , w h i l e f r o n t - e n d s ca r ry ou t o p e r a t i o n s for c l i en ts . F r o n t - e n d s 

c o r r e s p o n d r o u g h l y to t r a n s a c t i o n m a n a g e r s and repos i to r i es c o r r e s p o n d r o u g h l y t o da ta m a n a g e r s 

[ 3 ] . 

HI B2 E3 
0:00 B e g i n A 0:00 B e g i n A 

0:01 B e g i n B 0:01 Beg in B 

0:02 Enq(x ) ;Ok( ) A 0:02 Enq(x ) ;Ok( ) A 

0:03 Enq(y ) ;Ok( ) B 0:03 Enq(y ) ;Ok( ) B 

0:04 B e g i n C 0:04 B e g i n C 

0:05 Enq(z ) ;Ok( ) C 0:05 Enq(z ) ;Ok( ) C 

0:06 C o m m i t A 0:06 C o m m i t A 

0:07 A b o r t B 0:07 A b o r t B 

F i g u r e 3 - 1 : A R e p l i c a t e d Q u e u e 

A rep l i ca ted o b j e c t ' s s ta te is r e p r e s e n t e d as a log, w h i c h is a s e q u e n c e of entries, e a c h c o n s i s t i n g of 

a t i m e s t a m p , an even t , and an a c t i o n ident i f ie r . T i m e s t a m p s are g e n e r a t e d by a sys tem of L a m p o r t 

c l o c k s [ 18 ] . T h e log en t r i es are par t ia l l y r ep l i ca ted a m o n g the repos i t o r i es . F igu re 3-1 s h o w s a 

s c h e m a t i c r e p r e s e n t a t i o n of a q u e u e rep l i ca ted a m o n g th ree repos i to r i es . 

A c l ien t e x e c u t e s an o p e r a t i o n by s e n d i n g t he i n v o c a t i o n to a f r o n t - e n d . T h e f r o n t - e n d m e r g e s t he 

logs f r o m an initial quorum for t h e i n v o c a t i o n t o c o n s t r u c t a view. If t h e v i ew i nd i ca tes t ha t no 

s y n c h r o n i z a t i o n c o n f l i c t s ex is t , t h e f r o n t - e n d c h o o s e s a r e s p o n s e lega l fo r t h e v iew, a p p e n d s a 

t i m e s t a m p e d en t ry to t h e v iew, a n d s e n d s t h e u p d a t e d v iew to a final quorum of r epos i t o r i es fo r tha t 

even t . 

T w o c o n d i t i o n s a re n e c e s s a r y to e x e c u t e an o p e r a t i o n : t h e c l i en t m u s t l oca te an ava i lab le f r o n t - e n d 

for t h e ob jec t , and the f r o n t - e n d m u s t l o c a t e a q u o r u m of ava i lab le repos i t o r i es . B e c a u s e f r o n t - e n d s 

c a n be rep l i ca ted t o an a rb i t ra ry ex ten t , p e r h a p s p l a c i n g o n e at e a c h c l i en t ' s s i te , t h e ava i lab i l i t y of a 

r ep l i ca ted ob jec t is d o m i n a t e d by t h e ava i lab i l i t y of its repos i to r i es . C o n s e q u e n t l y , e a c h o p e r a t i o n ' s 

ava i lab i l i t y is d e t e r m i n e d by its q u o r u m s , a n d c o n s t r a i n t s on q u o r u m a s s i g n m e n t d e t e r m i n e t h e r a n g e 

of ava i lab i l i ty p rope r t i es rea l izab le by q u o r u m c o n s e n s u s r e p l i c a t i o n . 

As d i s c u s s e d be low , c o n s t r a i n t s o n q u o r u m a s s i g n m e n t a re e x p r e s s e d as r e q u i r e m e n t s t ha t c e r t a i n 

in i t ia l a n d f ina l q u o r u m s in te rsec t . If e a c h ini t ia l q u o r u m for an i n v o c a t i o n is r e q u i r e d to i n te r sec t 
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e a c h f inal q u o r u m for an event , t h e n the i r leve ls of avai lab i l i ty are inverse ly re la ted , b e c a u s e if t he 

q u o r u m s fo r one are m a d e smal le r ( i nc reas ing avai lab i l i ty ) t h e n the q u o r u m s for t he o the r mus t be 

m a d e c o r r e s p o n d i n g l y la rger ( d e c r e a s i n g avai lab i l i ty ) . T h e w e a k e r t he c o n s t r a i n t s o n q u o r u m 

i n t e r s e c t i o n , the w ide r t he r ange of rea l i zab le ava i lab i l i ty p rope r t i es . 

W e c l o s e th i s sec t i on w i th a p rec ise de f i n i t i on of the c o n s t r a i n t s g o v e r n i n g q u o r u m ass i gnmen t . Let 

> • b e a re la t ion b e t w e e n i n v o c a t i o n s and even ts . In fo rmal ly , a s u b h i s t o r y is closed u n d e r > - if 

w h e n e v e r it c o n t a i n s an even t [e A] it a lso c o n t a i n s every ear l ie r event [e' A'] s u c h tha t e.inv > - e \ and 

ne i t he r A no r A' have a b o r t e d . More p rec ise ly , let H(i) d e n o t e t he M h event of H, and let e.inv d e n o t e 

the i n v o c a t i o n par t of t h e even t e. 

D e f i n i t i o n 1 : G is a dosed subhistory of H u n d e r > - if t he re ex is ts an in jec t i ve order -
p rese rv ing map s s u c h tha t G(i) = H(s(i)) fo r all / in t h e d o m a i n of G, and if e.inv > - e \ HQ) 
- [e A / . HQ") - [e''A']t j >/', s(i) = / , and ne i the r A n o r A1 has a b o r t e d , t hen t he re ex is ts /' 

s u c h tha t s(i') = 

In fo rma l ly , > - is an atomic dependency relation if a r e s p o n s e to an i nvoca t i on is legal for a c o m p l e t e 

h i s to ry w h e n e v e r it is legal fo r a c l o s e d s u b h i s t o r y tha t i n c l u d e s the even ts on w h i c h the i n v o c a t i o n 

d e p e n d s . M o r e p rec ise ly , l e t d e n o t e c o n c a t e n a t i o n : 

D e f i n i t i o n 2 : A re la t ion > - b e t w e e n i nvoca t i ons a n d even ts is an atomic dependency 
re la t ion for a behav io ra l s p e c i f i c a t i o n if for all i n v o c a t i o n s /nv, all r e s p o n s e s res , all lega l 
h is to r ies H, and all c l osed s u b h i s t o r i e s G c o n t a i n i n g the even ts e of H s u c h tha t inv > - e, 
H*[inv;res A] is lega l w h e n e v e r G*[inv;res A] is lega l . 

A r ep l i ca ted ob jec t sat is f ies its behav io ra l s p e c i f i c a t i o n if a n d on ly if its q u o r u m in te rsec t i on re la t ion is 

an a t o m i c d e p e n d e n c y re la t ion [15 ] . A n a t o m i c d e p e n d e n c y re la t ion is minimal if no sma l le r re la t ion 

is an a t o m i c d e p e n d e n c y re la t ion . A m i n i m a l d e p e n d e n c y re la t ion c o r r e s p o n d s to the w e a k e s t set of 

c o n s t r a i n t s su f f i c ien t t o sat is fy tha t behav io ra l s p e c i f i c a t i o n . In t h e r e m a i n d e r of th is paper , w e 

c o m p a r e m in ima l a t o m i c d e p e n d e n c y re la t ions fo r severa l c l asses of behav io ra l spec i f i ca t i ons . 

4. Static vs. Hybrid Atomicity 
A sys tem of L a m p o r t C l o c k s [18 ] c a n be used to i m p o s e an u n a m b i g u o u s o r d e r i n g on Begin and 

Commit even ts . 

D e f i n i t i o n 3 : A behav io ra l h is to ry is static atomic if c o m m i t t e d a c t i o n s a re se r ia l i zab le in 
the o r d e r of the i r Begin events , and it is hybrid atomic if t h e y a re ser ia i i zab ie in t h e o rde r of 
the i r Commit even ts [ 28 ] . 

A b e h a v i o r a l spec i f i ca t i on is s ta t ic (hybr id ) a t om ic if alf its h is to r ies a re s ta t i c (hybr id ) a tom ic . S ta t ic 

a n d hyb r i d a tom ic i t y a r e loca l a tom ic i t y p rope r t i es . 

Let Static(T) d e n o t e t h e largest p re f i x - c l osed nn - l i ne s ta t ic a tom ic behav io ra l spec i f i ca t i on for t he 
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ser ia ! s p e c i f i c a t i o n 7", a n d let Hybrid(T) be d e f i n e d s imi la r ly fo r hyb r i d a tomic i t y . For b rev i ty , an a t o m i c 

d e p e n d e n c y re la t ion for Static(T) is ca l l ed a static dependency relation for 7", and s imi la r ly fo r 

Hybnd(T). In th is s e c t i o n w e s h o w tha t every hyb r i d d e p e n d e n c y re la t i on for T is a lso a s ta t i c 

d e p e n d e n c y re la t ion , bu t no t v i ce -versa . M o r e o v e r , a d a t a t y p e s m in ima l s ta t ic d e p e n d e n c y re la t i on 

is u n i q u e , bu t i ts m in ima l h y b r i d d e p e n d e n c y re la t i on n e e d no t be . 

W e use the f o l l ow ing t e r m i n o l o g y . A static serialization of a behav io ra l h is to ry H is a ser ia l h i s to ry 

c o n s t r u c t e d by c o m m i t t i n g s o m e set of ac t i ve a c t i o n s in H a n d ser ia l i z ing t h e m in t he o rde r of the i r 

Begin even ts . H is on - l i ne s ta t ic a tom ic if a n d on ly if all its s ta t ic se r ia l i za t ions a re lega l . A hybrid 

serialization of H is c o n s t r u c t e d s imi lar ly , e x c e p t tha t a c t i o n s a re se r i a l i zed , in t h e o r d e r of the i r 

Commit even ts . 

T h e o r e m 4 : Every s ta t i c d e p e n d e n c y re la t i on fo r a d a t a t y p e is a l so a hyb r i d d e p e n d e n c y 
re l a t i on . 

P r o o f : W e s h o w the c o n t r a p o s i t i v e : any re la t ion tha t is not a hyb r i d d e p e n d e n c y re la t i on 
c a n n o t b e a s ta t ic d e p e n d e n c y re la t i on . If > - is no t a hyb r i d d e p e n d e n c y re la t i on , t h e n 
t h e r e ex is t behav io ra l h is to r ies H, G, a n d G*[e A] in Hybrid(T) s u c h tha t G is a c l o s e d 
s u b h i s t o r y of H c o n t a i n i n g al l even ts e' s u c h tha t e.inv > - e \ bu t H*[e A] is no t in Hybrid(T). 
W e s h o w that > - is no t a s ta t ic d e p e n d e n c y re la t ion by c o n s t r u c t i n g b e h a v i o r a l h i s to r i es 
H\ G \ a n d G ' - / e A] in Static(T) s u c h tha t G ' is a c l o s e d s u b h i s t o r y of H ! c o n t a i n i n g a l l 
even ts e ' s u c h t h a t e.inv > - e \ bu t H'*[e A] is not in Static(T). 

B e c a u s e H*[e A} is no t in Hybrid(T), it h a s an i l legal hyb r i d se r ia l i za t ion in w h i c h c o m m i t t e d 
a n d ac t i ve ac t i ons a re ser ia l i zed in an o rde r Le t H' a n d G' be the h is to r ies c o n s t r u c t e d 
f r o m H a n d G by m o v i n g the i r Begin e ven t s to t h e s tar t of e a c h h is to ry , and r e o r d e r i n g 
t h e m in t h e o rde r » . H' is in Static(T) b e c a u s e any s ta t i c se r ia l i za t ion of a p re f ix of H ' is a 
hyb r i d se r ia l i za t i on of t he c o r r e s p o n d i n g pre f ix of H, a n d is t h e r e f o r e lega l . G' a n d G ' # / e A] 
a r e in Static(T) by a n a l o g o u s a r g u m e n t s . H'*[e A], h o w e v e r , is no t in Static(T) b e c a u s e it 
h a s an i l legal s ta t i c se r ia l i za t ion in w h i c h c o m m i t t e d a n d ac t i ve a c t i o n s a re ser ia l i zed in t h e 
o r d e r » . 

T h e f o l l ow ing e x a m p l e wi l l be used to s h o w tha t t he c o n v e r s e of T h e o r e m 4 is fa lse . A PROM is a 

c o n t a i n e r for a n i tem. W h e n a PROM is c r e a t e d , it is in i t ia l i zed w i t h a de fau l t va iue , and i ts c o n t e n t s 

c a n be o v e r w r i t t e n , b u t no t r ead . O n c e t h e PROM has b e e n sealed, its c o n t e n t s c a n be read b u t no t 

w r i t t e n . T h e r e a re t h ree o p e r a t i o n s : 

W r i t e = O p e r a t i o n ( i t e m ) S igna l s (D isab led) 

s t o r e s a n e w i t em in t h e PROM if it has n o t b e e n s e a l e d , o t h e r w i s e an e x c e p t i o n is s i g n a l e d . 

R e a d = Opera t i on ( ) Re tu rns ( i t em) S i g n a l s (D isab led) 

r e tu rns the i tem in the PROM if it has b e e n s e a l e d , o t h e r w i s e an e x c e p t i o n is s i g n a l e d . 

Sea l = Ope ra t i on ( ) 

e n a b l e s reads a n d d i sab les wr i tes . It has no e f fec t if t he PROM has a l r eady b e e n s e a l e d . 
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W e c la im that the f o l l ow ing is a hyb r i d d e p e n d e n c y re la t i on for PROM. 

S e a l ( ) > - H Wr i te (x ) ;Ok( ) 
SealQ > - H Read( ) ;D isab led( ) 
R e a d ( ) ^ H Sea l ( ) ;Ok() 
Wr i te (x ) > - H Sea l ( ) ;Ok( ) 

For brev i ty , w e rest r ic t ou r a t ten t ion to the Read i n v o c a t i o n . Let H and G be- in Hybrid(PROM), w h e r e 

G is a c l osed subh i s to r y c o n t a i n i n g all even t s e s u c h tha t Read > - e. If G9[Read();Disabied() A] is in 

Hybrid(PROM), t hen G c o n t a i n s no Seal even ts , e i ther c o m m i t t e d or ac t i ve . If t he re are no Seal even ts 

in G, t he re a re n o n e in H, b e c a u s e Read >-H Seal();Ok(). If H c o n t a i n s no Seal events , t hen 

Hm[Read();Disabled() A] is in Hybrid(PROM), b e c a u s e an excep t i ona l Read is a lways legal b e f o r e the 

PROM is sea led . 

if G9[Read();Ok(x) A] is in Hybrid(PROM), t h e n every hyb r id se r ia l i za t ion mus t sat is fy t h e f o l l ow ing 

c o n d i t i o n s : 

1 . T h e Read is se r ia l i zed af ter a SeaL 

2. x is t he last va lue wr i t t en b e f o r e the PROM is s e a l e d . 

If G sa t is f ies the f i rst c o n d i t i o n , so d o e s H, b e c a u s e ReadO >-H Seal();Ok(). A normal even t is o n e tha t 

t e r m i n a t e s w i th Ok. Al l n o r m a l Write even ts mus t p r e c e d e the f i rst u n a b o r t e d Seal even t in H b e c a u s e 

n o r m a l Write even ts mus t be ser ia l i zed b e f o r e the f i rs t Seal event . G t h e r e f o r e i nc l udes all no rma l 

Write even ts of H, b e c a u s e ReadO >-H Seal();Ok(), SeaK) >-H Write(x);Ok(), and G is c l o s e d . T h u s , if 

G sa t is f ies t he s e c o n d c o n d i t i o n , so d o e s H. 

T h e o r e m 5 : A hyb r i d d e p e n d e n c y re la t i on n e e d no t be a s ta t ic d e p e n d e n c y re la t ion . 

P r o o f : W e s h o w tha t the re la t ion > - H is not a s ta t i c d e p e n d e n c y re la t ion for PROM. Let H 
be t he f o l l ow ing h is tory : 

Beg in A 
Beg in B 
Beg in C 
Beg in D 
Wr i te (x ) ;Ok( ) A 
C o m m i t A 
S e a l ( ) ; O k ( ) C 
C o m m i t C 
Read( ) ;Ok(x ) D 

and let G i nc l ude all even ts of H e x c e p t t he last. H, G, and G9[V)/rite(y);Ok() B] a re in 
Static (PROM), bu t H*[Write(y);Ok() B] is no t , b e c a u s e the va lue read by D w i l l be 
inva l ida ted if B c o m m i t s . T h u s , > - H is no t a s ta t ic d e p e n d e n c y re la t i on . 

T h e o r e m 6 : T has a u n i q u e m i n i m a l s tat ic d e p e n d e n c y re la t ion > - s , d e f i n e d as fo l l ows : 

inv > - s e if t he re ex is ts a r e s p o n s e res, a n d ser ia l h is to r ies h v h2, a n d h3 s u c h tha t 
hi*h2*h3 i s , e 9 a { ' a n d c i ther : 

1. h1

9[mv;res]*h2*h3 a n d h1*h2

%e*h3 are l ega l , bu t h1*[inv;res]9h2

9e9h3 is i l lega l . 
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2. h1*e*h2*h2 and h 1

mh2*[inv;res]*h3 a re lega l , b u t h 1*e*h2

m[inv;res]9h3 is i l lega l . 

P r o o f : W e f irst s h o w tha t every s ta t ic d e p e n d e n c y re la t ion > - c o n t a i n s > ~ s . O t h e r w i s e , 
s u p p o s e >- fai ls to sat is fy t he f irst c o n d i t i o n . (An a n a l o g o u s a r g u m e n t s h o w s tha t > - is no t 
a s ta t ic d e p e n d e n c y re la t ion if it fa i ls to sat is fy t he s e c o n d cond i t i on . ) If h is a ser ia l 
h is to ry , w e use t he n o t a t i o n [h A] to d e n o t e t h e b e h a v i o r a l h i s to ry in w h i c h a c t i o n A 
e x e c u t e s e a c h even t in h in t u r n . Let H be t h e f o l l o w i n g s ta t ic a t o m i c b e h a v i o r a l h is to ry : 

B e g i n A 
B e g i n B 
B e g i n C 
Beg in D 
B e g i n E 
h 1 A 
C o m m i t A 
h 2 C 

C o m m i t C 

C o m m i t E 

e B 

a n d let G i n c l u d e all b u t t he last even t . G is a c l o s e d s u b h i s t o r y of H c o n t a i n i n g all even t s 

e ' s u c h tha t inv >- e\ H, G, a n d G*[inv;res D] a re in Static(T), b u t H9[mv;res D] is no t , 

b e c a u s e it has t h e i l legal s ta t i c se r ia l i za t i on h1

9[inv;res]9h2*e*h3. It f o l l ows tha t > - is no t a 

s ta t i c d e p e n d e n c y re la t i on . 

W e n o w s h o w tha t > - s is i tself a s ta t i c d e p e n d e n c y re la t i on . O t h e r w i s e , t h e r e ex is t 

behav io ra l h i s to r ies H, G, a n d G*le A] in Static(T) s u c h tha t G is a c l o s e d s u b h i s t o r y of H 

u n d e r > ^ s c o n t a i n i n g al l even ts e ' s u c h tha t e.inv > - s e \ bu t H*[e A] is n o t in Static(T). W e 

de r i ve a c o n t r a d i c t i o n f r o m t h e s e h y p o t h e s e s . 

T h e p roo f is by i n d u c t i o n o n t h e n u m b e r of e v e n t s of H m i ss ing f r o m G. T h e resu l t is 
i m m e d i a t e w h e n H = G, so it su f f i ces to a s s u m e tha t G is m iss ing a s ing le even t e . 
A s s u m e the i l legal s ta t ic se r ia l i za t ion of H*[e A] has t he f o r m h1

9e9h2*[inv;res]9h3. (A 
s im i la r c o n t r a d i c t i o n c a n be de r i ved by a s s u m i n g t h e i l legal se r ia l i za t ion has t h e f o r m 
h1*[inv;res]*h2*emhr) T h e ser ia l h i s to ry h1

mh2*h3 is lega l as a s ta t i c se r ia l i za t i on of G , 
hi*e*h2*h3 í s , e 9 a ' a s a s t a t i c se r ia l i za t ion of H, a n d h1

9h2*[inv;res]*h3 is lega l as a s ta t i c 
se r ia l i za t ion of G*[inv;res A]. T h e s e o b s e r v a t i o n s imp ly tha t inv >-s e, a c o n t r a d i c t i o n . 

W h e n a p p l i e d to t h e PROM d a t a t ype , T h e o r e m 6 s h o w s tha t s ta t ic a tom ic i t y i m p o s e s t w o c o n s t r a i n t s 

tha t a re no t n e e d e d for h y b r i d a tom ic i t y : 

R e a d ( ) > - s W r i t e ( x ) ; O k ( ) 

Wr i te (x ) > ^ s Read( ) ;Ok(y ) 

T h e s e add i t i ona l c o n s t r a i n t s have c o n s e q u e n c e s fo r ava i lab i l i ty . C o n s i d e r a PROM r ep l i ca ted a m o n g 

n i den t i ca l s i tes to m a x i m i z e t he ava i lab i l i t y of t h e Read o p e r a t i o n . H y b r i d a tom ic i t y pe rm i t s Read, 

Seal a n d Write q u o r u m s respec t i ve l y c o n s i s t i n g of any o n e , n , a n d o n e s i tes , w h i l e s ta t ic a t o m i c i t y 

w o u l d r equ i r e Read, Seal a n d Write q u o r u m s to c o n s i s t of any o n e , n, a n d n s i tes . In th is e x a m p l e , 

s ta t ic a tom ic i t y s ign i f i can t l y r e d u c e s t he ava i lab i l i ty of t n e Write o p e r a t i o n . 
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A l t h o u g h an o b j e c t ' s m in ima l s ta t ic d e p e n d e n c y c a n be c h a r a c t e r i z e d d i rec t l y in t e rms of its ser ia l 

s p e c i f i c a t i o n , hyb r i d d e p e n d e n c y has a m o r e c o m p l e x s t r u c t u r e b e c a u s e an ob jec t ' s m in ima l hyb r i d 

d e p e n d e n c y re la t ion is not necessar i l y u n i q u e . Q u o r u m a s s i g n m e n t s unde r s ta t ic a tom ic i t y have one 

d e g r e e of f r e e d o m : a q u o r u m c h o i c e is va l id if a n d only if its i n te r sec t i on re la t ion sat is f ies t he u n i q u e 

m in ima l s ta t ic d e p e n d e n c y re la t ion for tha t da ta t ype . Q u o r u m a s s i g n m e n t s unde r hybr id a tomic i t y 

have an add i t i ona l d e g r e e of f r e e d o m : a q u o r u m c h o i c e is va l id if and only if it sat is f ies s o m e hybr id 

d e p e n d e n c y re la t ion for t ha t da ta t ype . It is an immed ia te c o n s e q u e n c e of T h e o r e m 4 tha t a d a t a 

t ype ' s u n i q u e m in ima l s ta t ic d e p e n d e n c y re la t i on must e n c o m p a s s t h e u n i o n of its m in ima l hyb r id 

d e p e n d e n c y re la t ions . 

W e c lose th is s e c t i o n w i th an e x a m p l e of an o b j e c t hav ing two d i s t i nc t m in ima l hyb r i d d e p e n d e n c y 

re la t ions . A FlagSet is an ob jec t w h o s e s ta te is m o d e l e d by the f o l l ow ing c o m p o n e n t s : opened and 

closed a re b o o l e a n f lags , a n d flags is a f o u r - e l e m e n t b o o l e a n ar ray. Al l c o m p o n e n t s a re in i t ia l ly False. 

If t h e ob jec t has not a l ready b e e n o p e n e d , t h e Open o p e r a t i o n e n a b l e s the Shift o p e r a t i o n a n d sets 

flags[l] to True. O t h e r w i s e , an e x c e p t i o n is s i gna l l ed and t he i n v o c a t i o n has n o e f fec t . 

Open = O p e r a t i o n ( ) S i g n a l s ( d i s a b l e d ) 

i f s e l f . o p e n e d 
t h e n s i g n a l ( d i s a b l e d ) 
e l s e s e l f . o p e n e d := t r u e 

s e l f . f l a g s [ l ] : = t r u e 
e n d 

e n d Open 

If t he ob jec t has b e e n o p e n e d bu t no t c l o s e d , t h e Shift o p e r a t i o n a s s i g n s flagsfn] to flags[n+ 1]. 

O t h e r w i s e , an e x c e p t i o n is s i gna l l ed a n d t h e i nvoca t i on has no ef fect . Th i s o p e r a t i o n is de f i ned on ly if 

0 < n < 4. 

S h i f t = O p e r a t i o n ( n : i n t ) S i g n a l s ( d i s a b l e d ) , 
i f s e l f . o p e n e d a n d n o t s e l f . c l o s e d 

t h e n s e l f . f 1 a g s [ n + l ] := s e l f . f l a g s [ n ] 
e l s e s i g n a l ( d i s a b l e d ) 
e n d 

e n d S h i f t 

T h e Close o p e r a t i o n r e t u r n s the va lue of flag[4]. If t he ob j ec t has b e e n o p e n e d , Close d i sab les t h e 

Shift o p e r a t i o n , o t he rw i se it has n o e f fec t . 

C l o s e = O p e r a t i o n ( ) r e t u r n s ( b o o l ) 
s e l f . c l o s e d := s e l f . o p e n e d 
r e t u r n ( s e l f . f l a g s [ 4 ] ) 
e n d C l o s e 

A ser ies of e x a m p l e s can b e used to s h o w tha t t h e - f o l l o w i n g d e p e n d e n c i e s mus t b e i n c l u d e d in any 

hyb r i d d e p e n d e n c y re la t i on for FlagSet: 
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Open ( ) >- Sh i f t (n ) ;D isab led( ) . 
Open ( ) > - Open ( ) ;Ok ( ) 
C lose( ) > - Sh i f t (n ) ;Ok( ) 
C iose( ) >- Open ( ) ;Ok ( ) 
Sh i f t (n ) > - Open ( ) ;Ok ( ) for n = 1,2,3 
Sh i f t (n) > - C l o s e ( ) ; O k ( x ) f o r n = 1,2,3 
Shi f t (3) > - Sh i f t (2 ) ;Ok( ) 

Th i s re la t i on c a n b e e x t e n d e d to a hyb r i d d e p e n d e n c y re la t ion by the i nc l us ion of e i ther of t he 

f o l l o w i n g d e p e n d e n c i e s : 

S h i f t ( 3 ) > - S h i f t ( 1 ) ; O k ( ) 
Sh, f t (2) > - Sh i f t (1 ) ;Ok( ) 

For brev i ty , w e res t r ic t ou r a t t en t i on to t h e m o s t i n t e res t i ng case : t h e Shift(3) i n v o c a t i o n . Let H, G, 

a n d G*[Shift(3);Ok() A] b e b e h a v i o r a l h i s to r ies in Hybrid(FlagSet) s u c h that G is a c l o s e d s u b h i s t o r y of 

H t ha t i n c l u d e s all e ven t s e s u c h tha t Shift(3) > - e. H*[Shift(3);Ok() A] is in Hybrid(FlagSet) if a n d on ly 

if t he f o l l o w i n g c o n d i t i o n s ho ld for eve ry hyb r i d se r i a l i za t i on : 

1 . T h e Shift is se r ia l i zed a f ter a n o r m a l Open, a n d t h e r e is no Close se r i a l i zed b e t w e e n t h e 

Open a n d t h e Shift. 

2. If t h e Shift se ts flags[4] to True, t h e n t h e Shift is n o t ser ia l i zed b e f o r e a [Close();Ok(Faise)] 

even t . 

If G sa t i s f ies the f i rst c o n d i t i o n , so d o e s H, b e c a u s e Shift i n v o c a t i o n s d e p e n d o n n o r m a l Open and 

Close even ts . T h e s e c o n d c o n d i t i o n is t r iv ia l ly sa t i s f i ed if H i n c l u d e s no Close e ven t s e x e c u t e d by 

u n c o m m i t t e d a c t i o n s d i s t i nc t f r o m A. O t h e r w i s e , H9[Shift(3);0k() A] is lega l on l y if t h e n o r m a l Open 

w a s e x e c u t e d by A i tself , a n d if t h e Shift d o e s no t se t Flags[4] to True. E a c h a l t e rna t i ve d e p e n d e n c y 

re la t ion e n s u r e s tha t if A has e x e c u t e d a Shift(1) f o l l o w e d by a Shift(2), t h e n t h e s e even ts wi l l a p p e a r 

in G. T h e a l te rna t i ves ar ise b e c a u s e Shift(l) e v e n t s a f f e c t the lega l i ty of la ter Shift(3) even ts o n l y if 

t h e r e has b e e n an i n t e rmed ia te Shift(2) even t . C o n s e q u e n t l y , Shift(1) en t r i es c a n a p p e a r in t h e v i ew 

c o n s t r u c t e d for a Shift(3) i n v o c a t i o n e i the r b e c a u s e t h e f inal a n d in i t ia l q u o r u m s of Shift(l) and 

Shift(3) i n te rsec t d i rec t l y , or b e c a u s e t hey i n te rsec t i n d i r e c t l y t h r o u g h Shi'ft(2). 

5. Strong Dynamic Atomicity 
A l t h o u g h q u o r u m c o n s e n s u s rep l i ca t i on d o e s n o t pe rm i t t he c o n s t r a i n t s on ava i lab i l i t y a n d 

c o n c u r r e n c y t o b e m i n i m i z e d s i m u l t a n e o u s l y , t h e s e c o n s t r a i n t s d o n o t have a s i m p l e i nve rse re la t i on . 

S t r e n g t h e n i n g c o n s t r a i n t s on c o n c u r r e n c y d o e s no t necessa r i l y w e a k e n c o n s t r a i n t s o n ava i lab i l i ty . In 

th i s s e c t i o n w e c o n s i d e r strong dynamic atomicity [ 2 8 ] , a gene ra l i za t i on of t w o - p h a s e l o c k i n g 

p r o t o c o l s . S t r o n g d y n a m i c a tom ic i t y 4s a spec ia l c a s e of hyb r id a tom ic i t y : if a behav io ra l h i s to ry is 

s t r o n g d y n a m i c a t o m i c , t h e n it is h y b r i d a t o m i c , b u t no t v i ce -ve rsa . Neve r the less , s t r o n g d y n a m i c 

a t o m i c i t y a n d hyb r i d a tom ic i t y have i n c o m p a r a b l e m i n i m a l a t o m i c d e p e n d e n c y re la t ions : e a c h 
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pe rm i t s q u o r u m a s s i g n m e n t s no t p e r m i t t e d by t h e o ther . S ta t ic a tom ic i t y and s t r o n g d y n a m i c 

a tom ic i t y a re i n c o m p a r a b l e w i t h respec t to b o t h c o n c u r r e n c y and avai lab i l i ty . 

A behav io ra l h is to ry i n d u c e s a par t ia l precedes o rde r on a c t i o n s as f o l l ows : A precedes B if B 

e x e c u t e s an o p e r a t i o n af ter A c o m m i t s . T w o ser ia l h i s to r ies h a n d Z?1 a re equivalent ( d e n o t e d h c~ h') 

if they c a n n o t be d i s t i ngu i shed by any fu tu re c o m p u t a t i o n s : rrs is lega l if and on ly if h'*s is lega l for 

all s e q u e n c e s of even ts s. 

D e f i n i t i o n 7 : A behav io ra l h i s to ry is strong dynamic atomic if it is ser ia l i zab le in every 
o rde r cons i s t en t w i t h the par t ia l precedes o rder , and if all s u c h se r ia l i za t ions are 
equ iva len t . 

S i n c e t h e precedes o rde r is c lear ly c o m p a t i b l e w i t h t he Commit even t o rder , any s t r o n g d y n a m i c 

a tom ic b e h a v i o r a l h is to ry is hyb r i d a t o m i c , bu t no t v i ce -ve rsa . A dynamic serialization of a behav io ra l 

h is to ry H is c o n s t r u c t e d by c o m m i t t i n g s o m e set of ac t i ve a c t i o n s in H a n d ser ia l i z ing t h e m in an o rde r 

c o n s i s t e n t w i t h t h e precedes o rder . Let Dynamic(T) d e n o t e t h e la rgest on - l i ne , p re f i x - c l osed s t r o n g 

d y n a m i c a t o m i c behav io ra l s p e c i f i c a t i o n fo r T. An a t o m i c d e p e n d e n c y re la t ion fo r Dynamic (T) is 

ca l l ed a dynamic dependency relation fo r T. 

D e f i n i t i o n 8 : T w o even ts e a n d e ' commute if fo r al l ser ia l h i s to r ies h, w h e n e v e r hme a n d 
Ire' a re b o t h lega l , t h e n tre*e' and h*e'*e a re equ i va len t legal h i s to r ies . 

T h e f o l l ow ing l e m m a is n e e d e d to c h a r a c t e r i z e the u n i q u e m in ima l d y n a m i c d e p e n d e n c y re la t ion for 

Dynamic(T). 

L e m m a 9: If H a n d H*[e A] a re b e h a v i o r a l h is to r ies in Dynamic(T), a n d h' a n d h a re 
d y n a m i c ser ia l i za t ions of H*[e A] a n d H respec t i ve ly , t h e n /?' ~ /?»e. 
P r o o f : B e c a u s e A is ac t i ve , H*[e A] has a d y n a m i c se r ia l i za t ion / 7 " * e in w h i c h A is o r d e r e d 
last, w h e r e h" is a d y n a m i c se r ia l i za t ion of H. B e c a u s e H is. in Dynamic(T), h" /7, t h u s hy 

~ h*e. 

T h e o r e m 1 0 : T has t he f o l l o w i n g u n i q u e m in ima l d y n a m i c d e p e n d e n c y re la t ion > - D , 
d e f i n e d as fo l lows : inv >-Q e if t h e r e ex is ts a r e s p o n s e res, s u c h tha t [invjes] a n d e d o no t 
c o m m u t e . 

P r o o f : W e f i rst s h o w tha t every d y n a m i c d e p e n d e n c y re la t ion > - mus t c o n t a i n If e 
and e' d o not c o m m u t e , t h e r e ex is ts a h is to ry h s u c h tha t h*e a n d / r e ' a re b o t h lega l , bu t 
e i ther h9emei and h9e'9e a re no t equ i va len t or ne i the r is lega l . Let H be the f o l l ow ing 
behav io ra l h is tory : 

h A 
C o m m i t A 
e' B 

a n d let G i nc l ude all bu t t he last even t . H, Gr cuit i G-tfe CJ are in Dynamic(T), bu t H*[e C] is 
no t . 

W e n o w s h o w that > - D is i tself a d y n a m i c d e p e n d e n c y re la t i on . O t h e r w i s e , t he re ex is t 
behav io ra l h is to r ies H, G, a n d G*[e A] in Dynamic(T) s u c h tha t G is a c l o s e d s u b h i s t o r y of 
H u n d e r > - c o n t a i n i n g all e ven t s e' s u c n tha t e.inv ^ D e \ b u t H9[e A] is no t in 
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Dynamic(T). W e de r i ve a c o n t r a d i c t i o n f r o m these h y p o t h e s e s . 

T h e p roo f is by i n d u c t i o n on t he n u m b e r of e v e n t s m iss ing f r o m G. If G = H, t h e n t h e 
resu l t is i m m e d i a t e , so it su f f i ces to s h o w the resu l t w h e n G is m iss ing a s i ng le even t [ef B] 
of H. If H*le A] is not in Dynamic(T), t hen t he re ex is t ser ia l i za t ion o r d e r s ^ and i£>' 
c o m p a t i b l e w i th t h e precedes order that d o no t p r o d u c e equ iva len t lega l se r ia l i za t ions of 
H*[e A]. Let h and h} be the i r r espec t i ve se r ia l i za t ions of H, g a n d g ' the i r se r ia l i za t ions of 
G. 

W e c la im that h g * e \ T h e p roo f is by i n d u c t i o n o n t h e n u m b e r of even t s tha t f o l l ow [ef 

B] in H. T h e resu l t is i m m e d i a t e if [e' B] is t h e last even t in H, so it su f f i ces to s h o w t h e 
resu l t w h e n the re is exac t l y o n e s u c h even t . T h e resu l t is i m m e d i a t e if that even t is a 
Begin, Commit, or Abori. b e c a u s e n o new d y n a m i c ser ia l i za t ions a re i n t r o d u c e d . 
O t h e r w i s e , H = GQ*[e' B]*[e" C] a n d G = GQ*[e"C]. T h e even ts e ' a n d e " must c o m m u t e , 
o t h e r w i s e G w o u l d no t b e c l o s e d . Let gQ b e t he d y n a m i c se r ia l i za t ion of GQ i n d u c e d by 3>. 
T h e ser ia l h is tory g 0 * e " is l ega l , s i n c e it is equ i va len t to g ( L e m m a 9) , a n d g 0 * e ' is legal as 
a d y n a m i c ser ia l i za t ion of G 0

# / e ' B]. B e c a u s e e ' and e " c o m m u t e , h ~ g 0

# e ' # e " 
g 0 * e " # e ' ~ g # e ' . 

B e c a u s e G*[e A] a n d H a re in Dynamic(T), g*e and g # e ' a re b o t h lega l . B e c a u s e e and e ' 
c o m m u t e , g*e'9e Ire is i ega l . A n a n a l o g o u s a r g u m e n t s h o w s tha t g'*e'*e ~ h'*e is 
l ega l . B u t b e c a u s e H is in Dynamic(T)y h ^ h\ h e n c e h'me ~ tre, c o n t r a d i c t i n g t h e 
a s s u m p t i o n tha t H*[e A] is no t in Dynamic(T). 

T h e o r e m 1 1 : A s ta t ic d e p e n d e n c y re la t ion is no t necessar i l y a d y n a m i c d e p e n d e n c y 

re la t i on . 

P r o o f : W e use t h e Queue e x a m p l e f r o m S e c t i o n 3. By T h e o r e m 6, t he f o l l ow ing is t h e 

u n i q u e m in ima l s ta t i c d e p e n d e n c y re la t i on for Queue: 
Enq(x ) > - s Deq( ) ;Ok(y ) 
Enq(x ) > - s Deq ( ) ;Empty ( ) 
Deq( ) > - s Enq(x ) ;Ok ( ) 
Deq( ) > - s Deq( ) ;Ok (x ) 

By T h e o r e m 10, h o w e v e r , s t r o n g d y n a m i c a tom ic i t y i n t r o d u c e s an a d d i t i o n a l cons t ra i n t : 

Enq(x ) X D Enq(y ) ;Ok( ) 

T h e f o l l ow ing e x a m p l e i l l us t ra tes t h e re la t i on b e t w e e n d y n a m i c and hyb r i d d e p e n d e n c y . An o b j e c t of 

t ype DoubieBuffer c o n s i s t s of a producer bu f fe r and a consumer bu f fer , e a c h c a p a b l e of h o l d i n g a 

s ing le i t em. T h e ob jec t is in i t ia l i zed w i t h a de fau l t i tem in e a c h bu f fe r . T h e DoubieBuffer t y p e 

p r o v i d e s t h ree o p e r a t i o n s : 

P r o d u c e = O p e r a t i o n ( i t e m ) 

c o p i e s a n i tem in to t h e p r o d u c e r bu f fe r , 

T r a n s f e r = Ope ra t i on ( ) 

c o p i e s t h e i tem cu r ren t l y in t he p r o d u c e r bu f fe r t o t he c o n s u m e r bu f fe r , a n d 

C o n s u m e = Ope ra t i on ( ) R e t u r n s ( i tem) 

re tu rns a c o p y of the i tem cu r ren t l y in t h e c o n s u m e r bu f fe r . 
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T h e o r e m 1 2 : A d y n a m i c d e p e n d e n c y re la t ion is no t necessar i l y a hyb r i d d e p e n d e n c y 
re la t i on . 

P r o o f : By T h e o r e m 10, t he f o l l ow ing is t he m in ima l d y n a m i c d e p e n d e n c y re la t ion for the 
DoubleBuffer t ype : 

P roduce (x ) > - P roduce (y ) ;Ok ( ) 
P r o d u c e ( x ) > - T rans fe r ( ) ;Ok( ) 
T rans fe r í ) > - D P roduce (x ) ;Ok ( ) 
C o n s u m e O ^ D T rans fe r ( ) ;Ok( ) 
T rans fe r í ) > - C o n s u m e ( ) ; O k ( x ) 

T h e f o l l ow ing e x a m p l e s h o w s tha t > - D is not a hyb r id d e p e n d e n c y • re la t ion for 
DoubleBuffer. Let H be the fo l l ow ing b e h a v i o r a l h is to ry : 

P roduce (x ) :Ok ( ) A 
Trans fe r ( ) ;Ok( ) A 
C o m m i t A 
T rans fe r í ) ;Ok() C 
P roduce (y ) ;Ok ( ) B 

a n d let G be t h e h is to ry c o n t a i n i n g all b u t t h e last even t . H, G and Gm[Consume();Ok(x) D] 
are in Hybrid(DoubleBuffer), a n d G is a c l o s e d s u b h i s t o r y of H c o n t a i n i n g all even ts e s u c h 
tha t Consume >~ e, bu t H*[Consume();Ok(x) D] is no t in Hybrid(DoubleBuffer), b e c a u s e an 
i l legal se r ia l i za t ion resu l ts if t he ac t i ve a c t i o n s c o m m i t in t he o r d e r B, C, and t h e n D. 

T h e o r e m s 4, 6, and 10 imp ly tha t d y n a m i c d e p e n d e n c y is i n c o m p a r a b l e t o s ta t ic d e p e n d e n c y a n d 

hyb r i d d e p e n d e n c y . 

6. Conclusions 
Atom ic i t y in a d e c e n t r a l i z e d d i s t r i b u t e d s y s t e m is e n s u r e d by c h o o s i n g a l oca l a tomic i t y p rope r t y t h a t 

every a tom ic ob jec t mus t sat is fy . For e x a m p l e , t he S w a l l o w d i s t r i bu ted d a t a s t o r a g e sys tem is b a s e d 

on s tat ic a tomic i t y [ 24 ] , a n d A r g u s [ 20 ] and T A B S [27] a re based o n s t r o n g d y n a m i c a tomic i t y . T h e 

c h o i c e of a sys tem 's u n d e r l y i n g l oca l a t o m i c i t y p rope r t y is an i m p o r t a n t d e s i g n d e c i s i o n . T h e 

p rope r t y mus t be ag reed u p o n in a d v a n c e , a n d o n c e m a d e , it is d i f f i cu l t to c h a n g e . 

Th is pape r has p r o p o s e d a new c r i t e r i on fo r eva lua t ing a tom ic i t y p rope r t i es : s u p p o r t for q u o r u m 

c o n s e n s u s rep l i ca t i on . A c o m p a r i s o n of t he cons t ra i n t s o n q u o r u m a s s i g n m e n t n e e d e d to m a x i m i z e 

c o n c u r r e n c y u n d e r s ta t ic , hyb r i d , a n d s t r o n g d y n a m i c a tom ic i t y y ie lds d i f f e ren t resu l ts t h a n a 

c o m p a r i s o n based on c o n c u r r e n c y . A l t h o u g h stat ic a n d hybr id a tom ic i t y p l a c e i n c o m p a r a b l e 

c o n s t r a i n t s on c o n c u r r e n c y , hyb r i d a t o m i c i t y p laces f e w e r cons t ra i n t s on q u o r u m a s s i g n m e n t . 

A l t h o u g h hyb r i d a tom ic i t y p l a c e s f ewer c o n s t r a i n t s on c o n c u r r e n c y i h a n s t r o n g d y n a m i c a tom ic i t y , 

they p lace i n c o m p a r a b l e c o n s t r a i n t s on q u o r u m a s s i g n m e n t . Ava i lab i l i t y t h u s c o m p l e m e n t s 

c o n c u r r e n c y as a c r i t e r i on for eva lua t i ng a t o m i c i t y m e c h a n i s m s . 
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Ava i lab i l i t y a n d c o n c u r r e n c y a re no t i n d e p e n d e n t p rope r t i es . O n e necessa r i l y a f fec ts t h e o the r , a n d 

an i n a p p r o p r i a t e l oca l a tom ic i t y p rope r t y may p l a c e u n n e c e s s a r y res t r i c t i ons on t h e ava i lab i l i t y a n d 

c o n c u r r e n c y rea l i zab le w i th in a d i s t r i bu ted sys tem. T h e resu l ts p r e s e n t e d in th is pape r s u g g e s t t h a t 

hyb r i d a t o m i c i t y is p re fe rab le to t h e o t h e r s b e c a u s e it p l a c e s fewer c o n s t r a i n t s o n ava i lab i l i t y t h e n 

s ta t i c a tom ic i t y , and fewer c o n s t r a i n t s o n c o n c u r r e n c y t h a n s t r o n g d y n a m i c a tom ic i t y . 
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