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Abstract. With the rapid developing of network techniques and multimedia technology, the
data security becomes an important and challenging research topic. The emergence of digital
image watermarking technology provides an effective way for multimedia copyright protection,
which embeds specific information. This paper analyses the characteristics of digital
watermarking technology firstly, then studies some important digital image watermarking
algorithms, finally compares the schemes in digital image watermarking techniques. The work
aims to compare the differences of the schemes in digital image watermarking techniques and
improve the performance of digital image watermarking.

1. Introduction

The rapid development of computer technology and multimedia technology has speeded up the arrival
of digital new age. The storage and transmission of digital media contents such as text, graphics,
images, audio and video have become very convenient. Digital multimedia security problem has
become a very important and challenging research topic. In this background, digital image
watermarking technology has got high attention by the international academia and the business
community, and become one of the fastest growing hot technologies in information security field [1-3].

The earliest method used for copyright protection of multimedia content is the password
authentication technology. We should encrypt the content before sending it, and distribute the key
encryption only to the users who have purchased a legal copy of the content. In this way, after being
distributed through the Internet, although pirates can obtain the encrypted file, but there is no correct
key encryption, this file is also useless.

However, the use of cryptographic technology alone cannot completely solve the problem of
copyright protection. Password technology can only protect data during the transmission of data from
the sender to the receiver, but it cannot help the seller to monitor how legitimate users handle
decrypted multimedia. In this way, the software pirates can purchase products and use keys to obtain
unprotected copies of content, and then continue to issue illegal copies. In other words, cryptography
can only protect the content in transmission, and once the content is decrypted it no longer works. In
order to solve the deficiencies of cryptographic technology in multimedia protection, a new effective
digital copyright protection and data security maintenance technology that called digital watermark
technology has been developed.

We know that the Digital watermarking technology embedded the special watermark information
into the multimedia information, the watermarking information will not be eliminated in the general
multimedia content using process. Even after the processes of encryption, decryption, compression,
digital-to-analog conversion, and changing the file format, the digital watermark can still exist.
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The huge hidden danger is information security, especially the copyright of digital image works. As
a means of information hiding, digital watermarking technology can provide copyright protection for
digital multimedia works. In the case of copyright disputes, we can identify the copyright owner and
track the infringement, verify the integrity of the multimedia data, authenticate the authenticity of
multimedia data, and provide effective legal basis for the identification of infringement, so as to deter
illegal users and reduce infringement. As a result, this technology has become a commercial tool for
digital works protection [4].

2. Discrete Cosine Transform(DCT)
One of the famous transformation technique is the Discrete Cosine transform (DCT). We usually use
the 2D-DCT in image processing. 2D-DCT transform instantly converts 2D images from spatial
domain to frequency domain.

The discrete cosine transform can be defined as follows [5]:

& z(2x+Du 72y +1)v
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Where M and N represent the image size.
The mathematical expression of the inverse 2D-DCT is:
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Where C(u,V) and f(X,y) are respectively the pixel values in the discrete cosine transform
coefficients and the spatial domain. The block size is represented as the m m and n.
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3. Discrete Wavelet Transform(DWT)

We all know that the Discrete Wavelet Transform is a new generation standard of JPEG-2000, which
is a compression coding of static digital graphics. The basic idea of the digital image watermarking
algorithm based on Discrete Wavelet Transform is to decompose the digital graphics into multiple
sub-images of different frequencies, and then embed the watermark information according to the
characteristics of each sub-image.

The multi-resolution analysis of wavelet is consistent with the Human Visual System (HVS).
Compared with DCT that is needed to find the low and medium frequency regions, the discrete
wavelet transform naturally divides the carrier graphics into high frequency regions and low frequency
regions, which can better select the embedded position of watermark information.

The discrete wavelet transform can be described as the following [6]

ALY J— > x[nlg, [n] (4)
Wyl k]= WZX[n]w,-,k[n] (5)

Where the approximation coefficients are expressed as W¢ [ Jos k] , the detail coefficients can be show
by Wi/[ j,Kk], so the IDWT is defined as
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Where M represent the number of samples to be transferred= 27, and J means the number of

transfer levels, {¢j’k[n]} and y;  [n] are two foundation functions, the @[N] represents the scaling

function, the wavelet function can be expressed as w[n].

4. Two-dimensional Discrete Fourier Transform
The discrete Fourier transform is very important in image processing and two-dimensional discrete
Fourier Transform is the most ordinary. [6].

The two-dimensional Discrete Fourier Transform can be described as the below
M-1N-1

FUuv) =Y f(xy)e IerMmg it -

x=0 y=0
Where u=0,1,....M -Lv=0,1,...,N-1, M and N represent the image size.

And the two-dimensional discrete Fourier Inverse Transform is defined as
1 M-1N-1

f(X, y)=WZZ|:(ulv)ej(er/M)xuej(zz/N)W (8)

u=0 v=0
Where M and N mean the image size andX=0,1,...,.M -1;y=0,1,..., N -1.
The main characteristics of the Discrete Fourier Transform can be expressed in figure 1.

Characteristics Frequency Domain Spatial Domain
Principle of Addition F(u,v)+G(u,v) S(xy)+g(x,y)
Principle of Displacement Rt 2 (TR f(x—a,y—-b)
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Figure 1. The main characteristics of the Discrete Fourier Transform.

5. Basic process of digital image watermarking

The generation of watermarking, embedding location selection, embedding method design are
important factors in the process of digital image watermarking. Digital image watermarking
algorithms generally include three steps: generation of watermark image, digital watermarking
embedding and digital watermarking extraction [7]. We can divide the digital watermarking basic
process into three stages.

5.1. Generation of watermark image

According to the watermark content, digital image watermarking can be divided into meaningless
watermarking and meaningful watermarking. The meaningless watermarking is usually a pseudo-
random sequence, and the meaning watermarking means that the watermark itself is also a binary
image or other images.

For meaningless watermarking, it is usually only possible to detect whether there is a watermark
in the image, and meaningful watermarks can be extracted from the image by the detection algorithm
and confirmed by observation.

Meaningless watermarking can be generated by a random text generator. For meaningful
watermarking, it is common to use some pre-processing methods to encrypt the original watermark
graphics, such as image scrambling or spread spectrum.

5.2. Watermarking embedding
Digital image watermarking embedding process can be given by
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W’'=F(O,K,W) )
Where digital image can be described as O, K means the key of the embedding method, F represents
the embedding method.

The image information W that represented the copyright of the carrier is combined with the carrier
by the F method to obtain a new carrierW'.

Only the image watermarking algorithm designer can know the key of the embedding method and
the embedding method. Once the image was theft, if somebody who wants to steal the important
information but he has not the key of the embedding method, so he could not find the watermarking
embedding method. In this way we can improve the confidentiality and security[8][9].

The watermarking embedding can be expressed in figure 2.

Digital Image —‘

A\ 4

The Secret Key The Embedding Method [~ Watermarked Digital Image

Watermark Image

Figure 2. Watermarking embedding.

5.3. Watermarking detection

According to the location of watermarking embedding, image watermarking embedding algorithm can
be divided into two categories: spatial domain technology and transform domain technology. The
spatial domain technology is relatively simple to implement, while the transform domain technology is
more robust. Watermarking detection is usually used for meaningful watermarking information. The
original watermark image is usually a binary image that contains the copyright owner's information, so
it can be detected to indicate the owner of the protected image.

Watermarking detection can be expressed in figure 3.

A4

The Detection Method Detection Result

Watermarked Digital Image

Figure 3. Watermarking detection.

6. Conclusion

Digital image watermarking technology is a research hotspot for copyright protection of digital
multimedia works. The digital image watermarking technology not only has practical applications, it
also has considerable economic value.

Different digital image watermarking algorithms have different characteristics. In practical
applications, the advantages of digital image watermarking technology are fully utilized to meet
different needs. There are still many deficiencies in the digital watermarking algorithm, which needs
to be constantly improved in the development.

With the wide application of digital image watermarking technology, many researchers begin to
regard it as an important research direction in the field of information security, but some problems still
remain unsolved. For example, the comprehensiveness of the anti-attack ability of the watermarking
system, the security of tampering detection in content authentication and so on.
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Research on key techniques in digital image watermarking field has theoretical and practical
significance.
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