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Abstract — Sensor networks are becoming closer towards
wide-spread deployment so security issues become a vital
concern. Selective forwarding attack is one of the harmful
attacks against sensor networks and can affect the whole
sensor network communication. The variety of defense
approaches against selective forwarding attack is
overwhelming. In this paper we have described all the
existing defensive schemes according to our best knowledge
against this attack along with their drawbacks, thus
providing researchers a better understanding of the attack
and current solution space.  This paper also classifies
proposed schemes according to their nature and defense.

Nature of scheme classifies into Distributed and Centralized.

Defense of scheme classifies into detection and prevention.

Index Terms — Selective Forwarding Attack, Sensor
Network, Security

I. INTRODUCTION

Sensor Networks first came into eminence in the late
1990s with the advent of Motes device [1, 2], and the
TinyOS operating system [3]. Wireless Sensor Networks
are modernizing the way the people interact with the
physical world. They comprise of small sensor nodes
which have many capabilities such as sensing,
monitoring, computation and wireless communications.
They are deployed in large amounts to collect data from
the environment, perform local processing and
communicate their results. In this paper, we investigate
the Selective Forwarding Attack and its variants, which is
very simple to implement but difficult to detect. In
selective forwarding attack the malicious node works as a
normal node but refuses to forward certain selected
packets and simply drop them. So, due to this nature, the
selective forwarding attack is very harmful for mission
critical applications and can damage the whole network
communication, making the network useless.

This paper is the first effort towards the systematic
analyses of the Selective Forwarding attack and its all
existing defenses in sensor networks. The main objective
of this research paper is to give an overview for all those
researchers and developers who used to propose different
techniques to counter Selective Forwarding attack. The
developers may make this paper a source when
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developing techniques for detecting and defending
against selective forwarding attack as this paper covers
all the drawbacks of existing countermeasures for
selective forwarding attack.

II. Selective Forwarding Attack and its Variants

The selective forwarding Attack was first described
by Karlof and Wagner [2]. This attack is sometimes
called Gray Hole attack. In a simple form of selective
forwarding attack, malicious nodes try to stop the packets
in the network by refusing to forward or drop the
messages passing through them.

There are different forms of selective forwarding
attack. In one form of the selective forwarding attack, the
malicious node can selectively drops the packets coming
form a particular node or a group of nodes. This behavior
causes a DoS attack for that particular node or a group of
node.

O Sensor Mode @Base Station/ Sink @ Attacker Mode @ Affected Mode

Figure 1. Example of Selective Forwarding in form of Dos attack
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They also behave like a Blackhole in which it refuses
to forward every packet. The malicious node may
forward the messages to the wrong path, creating
unfaithful routing information in the network. Another
form of selective forwarding attack is called Neglect and
Greed. In this form, the subverted node arbitrarily
neglecting to route some messages [1]. It can still
participate in lower level protocols and may even
acknowledge reception of data to the sender but it drops
messages randomly. Such a node is neglectful. When it
also gives excessive priority to its own messages it is also
greedy. Moreover, another variance of selective
forwarding attack is to delay packets passing through
them, creating the confused routing information between
sensor nodes. Moreover, another variance of selective
forwarding attack is to delay packets passing through
them, creating the confused routing information between
sensor nodes.

Figure. 2 below shows how the selective forwarding
attack works through a simple example. The selective
forwarding attack may be happened in the link from node
S to node A in several ways. In the path to the sink, node
S forward or send the packets to its neighbor node A but
node A stop forwarding the packets from node S.
Otherwise, node A may forward the packet to an
unknown malicious node through a high-quality route for
eavesdropping [2].
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Figure 2. Example of Selective Forwarding attack

One more form of selective forwarding attack is
referred to as Blind Letter attack [19].The concept of
this attack is that with arbitrarily malicious nodes, it
should be guaranteed that the node, to which the next-hop
node forwards the relaying packet, is really a neighbor of
the next-hop node.

For example, node u forwards a packet to
compromised node v, and node u listens in on node v’s
traffic to compare each overheard packet with the packet
in the buffer. Node v transmits the relaying packet whose
intended next-hop id marked with any id in the network
such as x that is not a neighbor of v. Then node u
overhears this packet from node v, and considers it
forwarded correctly despite the fact that none actually
receives the packet. The packet is eventually dropped
without being detected. Selective forwarding attack is
easy to implement, especially when the malicious node is
included on the path of data flows. Selective forwarding
attack can affect a number of multi-hop routing protocols,
shown in the Table I.
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TABLE I. List of Multi-hop Routing Protocols [2]

Multi-hop Routing Protocols

TinyOS beaconing

Directed diffusion and its Multipath Variant

Geographic Routing (GPSR, GEAR)

Minimum Cost Forwarding

Clustering based protocols (LEACH, TEEN, PEGASIS)

Rumor Routing

PSFQ

DSR

III. Related Work:

G.Padmavathi et al [12] have discussed a wide variety
of attacks in WSN and their classification mechanisms
and different securities available to handle them
including the challenges faced. The authors have
described the selective forwarding attack and classify the
selective forwarding attack as an active routing attack.

IV. Classification of Previous Schemes against Selective
Forwarding Detection and Countermeasures:

The schemes for defending against selective
forwarding attack can be classified according to two
types of criteria i.e nature of scheme and defense of
scheme. The nature of scheme can be classified into two
classes, distributed and centralized. Defense of scheme
can be classified into two classes, detection based and
prevention based.

A. Distributed and Centralized

In Distributed based schemes, both sensor node and
base stations are responsible for detection and prevention
of selective forwarding attack and malicious nodes. On
the other hand in centralized based schemes only base
station or cluster head are responsible for countering the
selective forwarding attack.

l Distributed | l Centralized |

; .
| | .

I Node &Base Station “ Cluster Based | | Base Station Based I

Figure 3. Classification by nature of schemes
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B. Detection and Preventions:

Detection based schemes detect malicious node or the
attack or both. On other hand the prevention based
schemes only by pass or ignores the malicious node and
are not capable of detecting the attack and malicious

nodes.

Detection Based

| Prevention Based x

Attack Node & Attack
Detection Detection

Malicious Node
Detection

By Pass
Malicious Node

Figure 4. Classification by defense of schemes

V. Schemes against Selective Forwarding Detection and
Countermeasures:

A Comprehensive overview of the existing schemes
and techniques in opposition to selective forwarding
attack is described below.

1. Secure routing in wireless sensor networks: attacks
and countermeasures

Karlof et al. [2] first time discuss the selective
forwarding attack and also suggest that Multi-path
routing can be used to counter these types of attacks.
Messages routed over n paths whose nodes are
completely disjoint are completely protected against
selective forwarding attacks involving at most n
compromised nodes and still offer some probabilistic
protection when over n nodes are compromised. The use
of multiple braided paths may provide probabilistic
protection against selective forwarding and use only
localized information. Allowing nodes to dynamically
choose a packet's next hop probabilistically from a set of
possible candidates can further reduce the chances of an
adversary gaining complete control of a data flow.

Draw Backs of Scheme:

1.Poor Security Resilience if there exists at least one
node in the path[17]

2.No detection of malicious node and no notification
about attack to neighbors [16,13]

3.Increase in energy consumption when the number of
paths increase.[16]

4.Increase in Network flow and communication
overheads. [8,13]

5.No implementation of specific method for detection
of attack and attacker.

2. Detecting Selective Forwarding Attacks in Wireless
Sensor Networks

Yu and Xiao [3] have proposed a distributed detection
scheme that uses multi hop acknowledgements from
intermediate nodes to raise alarms in the network. Their
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scheme focuses on selective forwarding attack in which
detection occurs in both the base station and source nodes.

In this scheme, each intermediate node along the
forwarding path is in charge of detecting malicious nodes.
If an intermediate node detects the misbehavior of its
downstream (upstream) nodes, it will generate an alarm
packet and deliver it to the source node (the base station)
through multiple hops. The base station and the source
node can then use more complicated IDS (Intrusion
Detection System) algorithms to make decisions and
responses. The authors have used routing and transport
protocols such as Directed Diffusion [20] and PSFQ [21].

Draw Backs of Scheme:

1.The nodes may involve more multi-hop response
acknowledgements to detect selective forwarding
attack, and choose another path to retransmit the
packet successfully resulting in certain delay and
communication overhead. [13, 14]

2.Lack of efficiency. Sensor nodes in this scheme take
much effort to detect the selective forwarding attack.

3.Security problem. This scheme cannot detect the
attack successfully in some particular condition.

4.Lack of scalability. This scheme only considers the
selective forwarding attack. Hence, WSN needs
other countermeasures if suffering other kinds of
attacks [6].

5.The members of a checkpoint list (acknowledge
node) can be predicted, therefore making part of the
intermediate nodes the target of compromising [4].

3. CHEMAS: Identify suspect nodes in selective
forwarding attacks

Xiao, Yu and Gao [4] have proposed a technique for
identifying suspect nodes in selective forwarding attack.
They have actually improved their previous technique for
detection of selective forwarding attack and named it as
CHEMAS (checkpoint-based multi-hop
acknowledgement scheme). In this scheme they randomly
select part of intermediate nodes along a forwarding path
as checkpoint nodes which are responsible for generating
acknowledgements for each packet received. In addition
each node needs a one-way hash key chain for ensuring
the authenticity of packets. Delay mechanisms are also
developed to send current one-way hash key. Each
intermediate node in a forwarding path has the potential
to detect abnormal packet loss and identify suspect nodes
if it does not receive enough acknowledgements from the
downstream checkpoint nodes.

L.J .Computer Network and Information Security, 2011, 1, 1-10
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TABLE II: Qualitative Analysis of Schemes

Consider
. Type Counter Other Routing oo Mult- | Acknowledg . Reliable
Technique/ Scheme | (oetection/ | other ;clca;:cdy Sr::{ips meansf | Protocol ?;([;UJ?SZZ Path e-ment h:][fr:?tziirg Data
Prevention) | Attacks Packet Used Based Based Delivery
dropping
Karlof et al s Scheme[2] Pravention Yes - Distributed No - - Yes No Mo Yes
Yu and Xiao 's Technique [3] Detection No 95% Distributed Yes P%Eb No Yes No No
CHEMAS [4] Detection No | 5% | Distributed | Yes p%?q No Yes o No
Support Vector Machines Based | poye 410, Yes 80% | Centralized No MTE | OMNET++ | No No Yes No
Technique [5]
Hung-Min Sun et a 's Scheme [6] | Prevention No - Centralized No - - No No Mo Yes
Krontiris et al * Scheme [7] Detection Yes 96.75% | Distributed No + » No No Yes
Fuzzy-Based Reliable Data Delivery ; o
Scheme [8] Prevention No 100% | Distributed No 0D - Yes No Mo Yes
Twe-hops Neighbor Knowledge ; o i ;
Basel Scheme [9] Detection No 90% Distributed Yes Castalia No No Yes No
CADET10] Detection Yes - Centralized No SEEM - No Yes No No
i : ’ Custom C
Jeremy Brown et al * Scheme [11] | Detection No 80% Centralized Yes . Based Mo No Yes No
Watermark Based Technigue [13] | Detection NO 95% Distributed Yes GF s No No Mo No
A Polynomial-Based Scheme [14] | Prevention No - Distributed No GF - No No No No
Chanatip ¢ al's Scheme{15] Detecton | Yes | 100% | Centralized | Mo md; No No Yes No
Hg}g Mnsthengdal s acheny Detection No 100% | Distributed No OPAQUW NS-2 No No Yes Yes
Game Theory Mode! Based ; . . .
Scheme [17] Detection No Centralized No Matlab No Yes No No
ASequentid Mesh Tes bsel. [ notection | Mo - | Contraized | Mo . ’ No No Yes No
Scheme [18]
Suk-bok & al s Technique[19] Detection No - Distributed No LEAP NS-2 Yes No Yes Yes

Draw Backs of scheme:

1. By using one-way hash key chains for authentication
for each packet requires storage space [10, 16].

2.More energy is consumed by sending
acknowledgement, alert packets include one-way
hash key [9,10,16, 18]

3.No guarantee for reliable transmission of packet in
case of packet dropping [16].

4.1t requires nodes to be loosely time synchronized
[10].

4. Detecting Selective Forwarding Attacks in Wireless
Sensor Networks using SVMs

K. Sophia et al [5] have proposed a centralized
intrusion detection scheme based on Support Vector
Machines (SVMs)

Copyright © 2011 MECS

and have used sliding windows for black hole attacks and
selective forwarding attacks. In this scheme they only
detect the attacks. They also claimed that, this is the first
attempt to apply SVMs as a solution in a WSN security.
This scheme uses routing information local to the base
station of the network and raises alarms based on the 2D
feature vector (bandwidth, hop count). Classification of
the data patterns is performed using a one-class SVM
classifier. They use anomaly detection as base for their
scheme. Anomaly detection signals an intrusion when the
observed activities differ significantly from those usually
undertaken by the user. The authors consider a minimum
energy routing protocol, called minimum transmission
energy (MTE). In MTE, the next hop is chosen such that
the transmission energy expended by the sending node is
minimized, in an attempt to extend each individual
node’s lifetime. They have detected selective forwarding
attack in a sensor network by using one-class SVM and
chosen the one-class approach based on the fact that they
are unlikely to know the form of any attack a-priori, and
hence any attack training set they could construct, would
be unlikely to provide an accurate representation of any
actual attack on the network.

Draw Backs of Scheme:

L.J .Computer Network and Information Security, 2011, 1, 1-10
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1. This scheme only detects the execution of selective
forwarding attack but unable to identify malicious
nodes or find alternate paths. Thus, another
countermeasure should be accompanied with this
scheme [9, 10].

2. The centralized based detection techniques suffer
from single node failure problem, means if the
centralized node is compromised then the whole
network will suffer.

5. An Efficient Countermeasure to the Selective
Forwarding Attack in Wireless Sensor Networks

Hung-Min Sun et al [6] have proposed a multi-
dataflow topologies (MDT) method to countermeasure
the selective forwarding attack. By using MDT the
authors divide the sensor nodes into two-dataflow
topologies, both dataflow topology can cover the
monitored area, therefore the base station only requires
one report from either topology to control the entire
network. Through two topologies the base station can
defend against the selective forwarding attack. If a
malicious node exists in one topology, the base station
can still obtain packets from other topology. For locating
a malicious node, the authors deploy the sensor nodes
region by region during the deployment phase. Sensor
nodes may locate in a range of some regions. When the
base station loses some packets, it will mark all possible
regions that the malicious sensor nodes may be deployed
in. After that, the base station can gather and analyze the
information about all possible lost regions; hence the
base station can utilize the information to locate the
malicious sensor nodes.

Draw Backs of scheme:

1.The scheme ability to resist the attacks is very
limited, when there is a malicious node in each path,
the attacker can completely destroy data transmission,
and communication overhead is not improved.[14]

2.Scheme cannot identify compromised nodes
efficiently and there is an increased communication
overhead since it sends duplicate packets. [10].

6. Towards Intrusion Detection in Wireless Sensor
Networks

Krontiris et al. [7], have defined a Distributed
Intrusion Detection Scheme (IDS) for sensor networks
based on watchdogs for selective forwarding and
sinkhole attacks. They have adopted specification based
rules and cooperative decision making techniques to
create IDS with low false positives and false negative
alarms. Neighbor monitoring is used for detecting
selective forwarding attack in sensor networks. Watchdog
approach [21] is used by neighboring nodes which can
easily monitor the behavior of a node to see whether it
forwards correctly the packets it receives. By adopting
specification-based approach, they define which norms
are going to be used to describe normal operation. These
specifications for detecting black-hole and selective
forwarding attacks can simply be a rule on the number of
messages being dropped by a node. Each of the watchdog
nodes will apply that rule for itself to produce an
intrusion alert. The naive approach would be to increment
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a counter every time a packet is dropped and produce an
alert when this value reaches a threshold.

Draw Backs of scheme:

1.Not an efficient scheme as the final decision will be
taken after all the alerts are received from all the
neighbors.

2.No energy measurements are included in the

simulation of this solution [5].

3.This scheme cannot detect if the packet is forwarded
to the right path to the sink [9]

7. Fuzzy-Based Reliable Data Delivery for Countering
Selective Forwarding in Sensor Networks

Hea Young et al [8] have proposed a Fuzzy based
reliable data delivery scheme for countering selective
forwarding attack which is an improved form of Multi-
path routing method. The enhancement is that the number
of transmission path varies with number of attacker. They
are both using a redundant strategy such that the event
packet is transmitted in multiple paths. The number of
paths for data delivery is determined by a fuzzy logic
with consideration of the energy level of the network and
the number of malicious nodes. The proposed method
uses the propagation limiting method as a means for
routing if multi-path routing is insufficient for reliable
data delivery. They have also assumed that the base
station know or estimate the energy level of network and
the number of malicious nodes in advance and that all the
nodes know their location. Multi-hop acknowledgement
scheme [3] is also used for selective forwarding attack
detection.

Draw Backs of Scheme:

1. This scheme has the same limitations as Multi-path
routing method. In addition, it has to determine the
number of attackers in advance.[16]

2.Redundant transmission of packets and scarce energy
resources are unnecessary consumed. [16]

3.This scheme cannot identify compromised nodes and
increase communication overhead since they send
duplicate packets. [10]

8. Detecting Selective Forwarding Attacks in Wireless
Sensor Networks Using Two-hops Neighbor Knowledge
Tran Hoang et al [9] have proposed a centralized
cluster based lightweight detection technique to detect
selective forwarding attack and its variance in WSNs.
This scheme is based only on 2-hops neighborhood
information and over-hearing technique. Each sensor
node is equipped with a detection module built on
application layer. Detection module is responsible to
passively detect the selective forwarding attack in its
neighbor node. The detection mechanism relies on the
broadcast nature of sensor communication and takes
advantage of high density of sensors deployed in the
sensed environment. . The sensor nodes activate the
detection module called monitor nodes. They also apply
two-hop neighbor knowledge as a part of their detection
technique and each node stores two-hop neighbor list.

L.J .Computer Network and Information Security, 2011, 1, 1-10
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Each sensor node associates each neighbor node with a
malicious counter. The malicious counter can be defined
as the threshold of abnormal activity of a sensor node
which cannot exceed. When malicious counter is crossed
the threshold, it revokes the malicious node from its
direct neighbor list. The authors have made some
assumptions like no node can be trusted and the neighbor
node knowledge is secure and confidential in the
deployment time and finally they have assumed that the
network has a static topology and requires a pre-
distribution pair-wise key management to prevent outside
attackers.

Draw Backs of Scheme:

1.No way out is proposed if the monitoring node or
cluster head is compromised.

2.In case of change in topology by any means, the
scheme will not work as the authors have assumed
that the topology is static.

3.No countermeasures are taken for selective
forwarding attack and reliable data retransmission is
not assured.

9. CADE: Cumulative Acknowledgement based Detection
of Selective Forwarding Attacks in Wireless Sensor
Networks

Young Ki Kim et al [10] have presented a Centralized
based detecting scheme called CADE Cumulative
Acknowledgement based Detection of selective
forwarding attacks, which identifies malicious nodes
delivering selective forwarding attack without the need
for time synchronization. Their scheme also provides
security against sinkhole attack. Their scheme sends
cumulative acknowledgments to the base station not
towards the sources node, and hence authentication is
accomplished with pre-distributed keys between the base
station and nodes. CADE consists of three phases:
Topology construction and route selection, data
transmission and detection process. The authors have
used SEEM [22] protocol for topology construction and
route selection. Through different scenarios they have
shown the detection of malicious node.

Draw Backs of Scheme:

1.In case of change in topology by any means the
scheme will not work as the topology is pre-defined.

2.The scheme is not energy efficient due to its
topological construction and route selection and data
reply message through multi paths.

3.The centralized based detection techniques suffer
from single node failure problem, means if the base
station is compromised then the whole network will
suffer.

4.This scheme only identifies malicious nodes so
countermeasure should be accompanied with this
scheme for reliable retransmission of drop data
packets.

10. Detection of Selective Forwarding Attacks in
Heterogeneous Sensor Networks

Copyright © 2011 MECS

Jeremy Brown et al [11] have presented a centralized
cluster based scheme for detecting the selective
forwarding attack in sensor networks by applying Wald’s
Sequential Probability Ratio Test (SPRT) method [23].
The scheme utilizes powerful high-end sensors and is
based on the sequential probability ratio test. The
simulations results show that the proposed scheme
achieves high detection ratio and very low false alarm
rate. A simple method of detecting whether a down-
stream node has properly forwarded a packet is to
passively listen for the transmission. If a node in the path
drops the packet, the upstream node (farther away from
the cluster head) will observe the packet drop. The
monitoring node (L-sensors) will include the node ID of
the dropper in the packet to report the packet drop, and
then will transmit the packet to the cluster head (an H-
sensor). Based on the reports, a powerful H-sensor
performs the sequential probability ratio test and
determines if an L-sensor is compromised or not. All the
results are proved through a customize simulator written
in C.

Draw Backs of Scheme:

1.Single node failure problem in case if the Cluster
Head is compromised.

2.No mechanism is proposed
retransmission of drop packets.

for reliable

3.This scheme only identifies malicious nodes so
countermeasure should be accompanied with this
scheme for reliable retransmission of drop data
packets.

11. Selective Forwarding Attack Detection using
Watermark in WSNs

Huijuan Deng et al [13] have proposed a centralized
detecting method by watermark technology using the
trust value in the routing selected algorithm. They have
improved geographic forwarding algorithm by combining
the trust value with distance to choose an optimal data
forwarding path. A watermark-based scheme is used to
detect the selective forwarding attack. When such an
attack is detected, detection mode starts. The malicious
node can be detected and addressed. The simulating
results show that even when the channel error rate is 10%,
the detection accuracy of the proposed scheme is over
95%. The authors have made some assumptions like the
base station is always trusted and can not be comprised
by the adversary. Every node has a trust value. The base
station stores and manages the trust value of each node.
The nodes of the entire network have the same trust value
at the beginning of the network initialization and all of
the trust values change dynamically. The malicious nodes
only drop some of the packets.

Draw Backs of Scheme:

1. This scheme is unable to detect more than two
malicious nodes in the path, so the second malicious
node will be found by the next time detection which
leads to an extra over head.

2. No data retransmission method is described after
packet is dropped.
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3. The assumption, dropping of packets only by
malicious node and base station can not be
compromised, make this approach not suitable for

real sensor networks.

12. A Polynomial-based Countermeasure to Selective
Forwarding Attacks in Sensor Networks

Xie Lei et al [14] have proposed a polynomial
modeling based countermeasure against selective
forwarding attack and a security scheme using redundant
data to tolerate the lost of critical event messages. The
basic idea is to split the sensing data into parts and to
send these parts instead of the original sensing data to the
sink by adopting a dynamic individual path forwarding
mechanism so that , the forwarding nodes can not
understand the contents of the data generated by the
polynomial, which can prevent eavesdropping . When the
sink received enough parts, it can parse the original event
data and if the malicious nodes tamper with data, the sink
can detect the tampered data. The authors have made
some assumptions like the network consists of static
sensors nodes and the sink knows the topology and it is
trusted powerful entity in the network and can not be
compromised. Finally, before the sensor nodes are
deployed, every node shares a unique symmetric key with
the trusted sink.

Draw Backs of Scheme:

1.Change in topology and in case if the base station
moves from its location or compromised then the
scheme will not work accurately.

2.Dividing and processing the original data packet into
small sizes leads to extra Computational and Storage
Overhead

3.The communication overhead comes mainly from
sending polynomial values to the sink.

13. Detecting Sinkhole Attack and Selective Forwarding
Attack In Wireless Sensor Networks

Chanatip et al [15] have proposed a Traffic Monitor
Based Selective Forwarding Attacks Detection Scheme.
Their approach uses EM nodes to eavesdrop and monitor
all traffics of the network. The authors also introduced a
scheme for sinkhole attack based on Received Signal
Strength Indicator (RSSI) readings of messages. They
have used RSSI value from four EM nodes to determine
the position of all sensor nodes which the Base Station
(BS) is origin position (0, 0). They have focus on an
address based selective forwarding attack in which, the
attacker selectively drops packets based on the source
address. As a result, the attacker causes DOS for those
nodes only, while remaining normal for all the other
nodes. The authors have also taken some assumptions
like at the beginning; there is a static network, where all
nodes are immobile after initial deployment. Secondly
the attackers can physically displace or remove some of
sensor nodes from their original positions to some extent
to modify the target area monitored by these sensors if
the attackers attempt to avoid being detected by the
sensor network or deceive the network. Finally, they have
assumed that the BS and EM nodes are physically
protected or have tamper-robust hardware.

Copyright © 2011 MECS

Draw Backs of Scheme:

1. Any change in topology will affect the efficiency of
the scheme.

2. The may suffer from single node failure problem as
due to the assumption that the BS and EM nodes are
physically protected or has tamper-robust hardware

14. Lightweight Defense Scheme against Selective
Forwarding Attacks in Wireless Sensor Networks

Wang Xin-sheng et al [16] have presented a
distributed lightweight defense scheme against selective
forwarding attack, which is based on a hexagonal WSN
mesh topology. This scheme utilizes the neighbor nodes
to monitor the transmissions of the event packet and
detect selective forwarding attack by monitoring packets’
forwarding of two nodes in the transmission path, and
resend these packets dropped by the attackers to the
destination node. The event packet is forwarded
according to the routing calculated by the routing
algorithm (OPA_uvwts) from source to destination. The
intermediate node is responsible for forwarding the event
packet. The monitor node is responsible for the detection
of possible selective forwarding attack and if selective
forwarding attack is identified, it retransmits the event
packet to the destination node and finally when selective
forwarding attack is detected, it sends an alarming
message to its neighbor nodes for notifying the location
of attacker thus avoiding the attacker node in forwarding
the incoming packets. The authors have made some
assumptions for network model like after deployment;
location of the nodes does not change any more.
Secondly the active node can listen to packets from one
hop node. Finally during the process of event packet
transmission from the source node to the destination node,
the packet may suffer from selective forwarding attacks.

Draw Backs of Scheme:

1.If there is any change in topology, it will affect the
performance of scheme as it is assumed that after
development the nodes will not change their location.

2.No countermeasure is proposed if in case the
monitoring node is compromised.
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15. Game Theory Model for Selective Forward Attacks in
Wireless Sensor Networks

Yenumula B Reddy et al [17] have proposed a
framework to detect malicious nodes using Zero-Sum
game approach and selective node acknowledgements in
the forward data path. The authors have formulated the
attack-defense game as a 2-player, nonzero-sum, non-
cooperative game, and have shown that it achieves Nash
equilibrium, thus leading to a defense strategy for the
network, and significantly increasing the chance of
detecting intrusions. In an attack model, two players are
involved namely the intruder and detection system. The
IDS at the node level maintains a table that stores the
history of the packet drop rate, the selection of alternate
routes, and enforcement of security levels. The IDS
calculates the payoff at the node level before packet
transfer takes place from source (node) to destination
(base station). If the payoff function bends towards the
attacker, it means the node is compromised (the packet
may be dropped). The cluster head or sink that monitors a
similar situation at all nodes identifies all such
compromised nodes and isolates them from the network.
When a node is removed from the cluster, the
transmission to/from that node will be ignored.

Draw Backs of Scheme:

1.The accuracy of the detection will severely suffer
due to congestion and other causes of packet
dropping.

16. A Sequential Mesh Test based Selective Forwarding
Attack Detection Scheme in Wireless Sensor Networks

Guorui Li et al [18] have proposed the sequential
mesh test based selective forwarding attack detection
scheme in wireless sensor networks. The scheme nature
is centralized and works for cluster based sensor
networks. The sensor node sends the packet drop report
message through another path to the cluster head if it
doesn’t observe the forwarding data message from the
next hop sensor node in a fixed interval. The cluster head
runs the sequential mesh test based detection scheme
against the suspicious node after receiving the packet
drop reports. Then sequential mesh test [24] extracts a
small quantity of samples to run the test, instead of
regulating the total times of test in advance. It decides
whether continue the test or not based on the test result
until it obtains the final conclusion. In order to detect the
selective forwarding attack, wireless sensor nodes should
listen promiscuously to the network after sending their
data packets. If the sender node hasn’t observed the
forwarding message after a fixed period of time, it can
suspect that the intermediate relay node has dropped its
packet. Then the sender node will report packet dropping
event to the cluster head through another route. The
detection scheme is based on the sequential mesh test
method [24] which is basically hypothesis test and
depending upon the ratio of packet drop the cluster head
decides that the a particular node launching the selective
forwarding attack or not. But the detection accurate ratio
of the detection scheme becomes acceptable when the
attack package drop rate is higher than the normal
package drop rate.

Copyright © 2011 MECS

Draw Backs of Scheme:

1. Although the detection of selective forwarding attack
depends upon the ratio of packet drop but this
detection is not accurate (not satisfy able) because
when the attack package drop rate is lower than the
normal package drop rate. The reason lies in the fact
that the normal package drop events have severe
influence on the selective forwarding attack
detection.

2.The scheme also suffers when the cluster head is
comprised as there is no countermeasure given for
this. The scheme also suffers from single node
failure problem.

17. A Resilient Packet-Forwarding Scheme against
Maliciously Packet-Dropping Nodes in Sensor Networks

Suk-bok et al [19] have proposed a resilient packet-
forwarding scheme using Neighbor Watch System (NWS)
against maliciously packet-dropping nodes in sensor
networks. This scheme basically employs single-path
data forwarding, which consumes less power than multi-
path schemes. The packet is forwarded along the single-
path towards the base station; however, the scheme uses
multi-path data forwarding at the location where NWS
detects relaying nodes’ misbehavior. The watch node
around a malicious node can find that after receiving, the
malicious node do not transmit to other nodes or transmit
to a node that does not exist in its neighbor list, and then
the watch node must retransmit the package. This scheme
is based on LEAP [20] protocols.

Draw Backs of Scheme:

1.As, it is necessary that each node broadcasts its
neighbor’s table and then stores the neighbor’s table
of its neighbors, which consumes more storage space.
Moreover, the watch nodes need store packets
around them for potential retransmit, which requires
some buffer and energy consumption. [14]

VI. DISCUSSION

Both centralized and distributed schemes have pros
and cons. Although prevention is a good approach but the
malicious node still exist in the network and some other
countermeasures must be taken to detect and remove
them from network. On the other hand detection of
malicious node scheme must be intelligent enough, so
that they can distinguish between packet dropping by
malicious node and other reasons like congestion,
network failure, buffer full and bad radio conductions.

VII. CONCLUSION & FUTURE WORK

For many real time applications secure routing is
critical to the acceptance and use of sensor networks. The
definition and the existing work done by different authors
are very important in understanding the threat and in
proposing an effective scheme for detecting and
preventing the selective forwarding attack. One more
thing that the authors doing research in this area must
consider is that their proposed schemes must be capable
of perceiving the true causes of packet dropping that is it
can distinguish that packets are dropping either due to
congestion or by a malicious node. Also, it is of the
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essence that the schemes or techniques proposed in future
should be enough competent so that they can both detect
and prevent the selective forwarding attack as an attack
detection scheme itself cannot be an ultimate solution and
prevention may be safer than relying on detection..
Winding up, almost all existing schemes have drawbacks
hence; a very vigilant, efficient, economical and node
cooperation based defensive mechanism is needed to
counter the selective forwarding attack.
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