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Vieuvation

« Direct Applications
= [Establishing credibility ofi the iImage
= lracking small changes to the iImage

« Contribution of the Paper

« [Fragile watermark, which detects any
modification ofi the image

» Seni-iragile watermark, which detects only
significant modifications, ignoring lossy.
compression and noisy channels




Basic Ildea

« Embed a specially cralted watermark to
theimage using seme steganographic
method

« Use the watermark (both its presence and
[ts content) to check whether any changes
Were made to the Image after the
watermark was embedded




Fraglienhamper Detection

« ARy change to the image will either:
= [Destiroy the watermark

= Be detectable using the infermation
embedded In the watermark

« T’he watermark consists ofi a cryptographic
hash embedded to several random blocks
of the Image using Stego-JPEG




EMeading teVVatermark

Algerithn:

1. Choose N random
blocks of the image
remember the see

2. Compute
cryptographic hash
of the other blocks

5. Embed the hash into
the N blocks




IEmpPErDEiection

AlGEIE

1. Using the same seed as in the
watermarking| stage (key), find the N
blocks containing the hash

2. Compute the hash of the other blocks
3. Compare the hashes




Practical Issues

« |irthe hash Is strong enough (such as MD5
o MIAC), the probability that the hash of
theimage Is not changed by tampering Is
extremely small (about 2% for MD5)

« TThe person tampering with the image does
not know! the seed, without which the
watermark cannot be updated to reflect

the changes




SIEFO-JPEG

« Stego-JPEG s a naturall choice of the
embedding algorithm for DCT compressed
Images

« Embeds one bit per one DCT block
withoeut practically any less of visual quality




SiegeEIFEGHEmMEdding (49

J'o embed bit b to block Z:

1. Choose the DCT coefficient closest to the
midpeint between twe guantization levels

Change to this coefficient results in smallest

degradation of visual quality

PDEC | Coefficients | 668 [ -766 52
@Uantized 43.1 | -64.0 1.8
Roundea 43 | -64 2

T

Closest to the midpoint between two quantization levels




SlegeEIPEGHEMIEAdINg (2)

J'o embed bit b to block Z:

2. Change the parity of the coefficient to make
the parity ofi the sum of the coeflicients to

match the parity of b
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SIegEEIPEGHPECOUING

. Compute the sum of the DCT coefficients
withinithe given block

2. e parnty ofi the sum Is the embedded bit




SemiEEraglieniamper Detection

* TThe watermark Is not destroyed by lossy
compression or additive noise

«JLarge changes will destroy: the watermark

« Smaller changes can be detected using
the embeddea thumbnail

« VVery small changes will' not be detected

« A thumbnail of the Image Is embedded
using an error-resilient stego-technique




EMeading teVVatermark

AlGertamE
i Create the thumbnall of the Image

2. Embed the thumbnail using Spread
Spectrum Image Stegonagraphy (SSIS
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IEmpPErDEiection

AlgerLAn:

i, [Decode the thumbnalil

2, Create anew thumbnail of the Image
5. Compare the two thumbnails

Thumbnail of a Decoded Thumbnail ~ Apsolute Difference
Tampered Image (of the original image)




Spliead Speciitm image
Sieganoegaphy (SSiS)

* Anl erer-resilient steganographic method

« Can embed long messages with; none to
small less of visual guality

« Resistant tor smalll modification of the
Image, lessy compression, and additive
noIse

= Resistant to JPEG compression up to quality
level 80




SolonEMPEdAING
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Stego Image
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SoloniDECOEING
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Conclusion

« EraeleNVValermalis
= [Detects any change to the image
= Constructed using cryptographic hashes

=« Embedded using a block-based
steganographic method

« Semi-Eragile Watermarks
= Detects only significant manipulations
= Constructed using thumbnails

« Embedded using an error-resilient spread-
spectrum steganographic method




