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Compressive Sensing of Medical Images With

Confidentially Homomorphic Aggregations
Licheng Wang , Lixiang Li , Jin Li, Jing Li, Brij B. Gupta , and Xia Liu

Abstract—Efficient medical image sampling and transferring
becomes one of key research areas in computer science and
healthcare application industries. In particular, the technique of
body area networking and personal area networking are very
useful in various image-based medical monitoring systems that
cover a wide range of healthcare services, such as early detect-
ing of emergency conditions and remote online instructing of
surgeries. However, medical images are highly privacy sensitive
and redundant. Thus, proper protection on privacy and secure
data aggregation/compression are also highly expected in medi-
cal image processing. Based on compressive sensing theory, we
conceive a so-called “one-stone-three-bird” solution for medical
image acquisition and transmission in this paper. The size of the
original medical images can be reduced to 20%, the resulted
images have very well confidentiality and supporting additively
homomorphic aggregation.

Index Terms—Compressive sensing (CS), homomorphic aggre-
gation, medical images processing, privacy-preserving.

I. INTRODUCTION

A. Background

W
ITH the quick development of cloud computing [1],

smart grid [2], big data [3], 5G cellular

communication [4], context-aware networking [5], and

so on, medical sensor networking technologies, including

body area networking [6] and personal area networking [7],

have greatly potential to change the way of living. In

many individual-oriented applications, such as entertainment,

travel, retail, care of the dependent people, and emergency

management, the healthcare professionals or other caregivers

can monitor the health condition of the children, the elderly

and chronically ill based on wearable sensors. Today, these

sensors can not only sampling simple signals, such as
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Fig. 1. Tele-medical image compression technique.

blood pressures and body temperatures but also capable

of detecting unexpected motions such as falling or abrupt

accelerating [8], [9]. In particular, intelligent image sensors

provide good supports for remote online surgery instructing.

To make these promising applications smoothing, we face

the challenges coming from at least three aspects. The

first is the lightweight requirement due to the energy and

computation power restrictions on sensors [10], [11]. The

second is the aggregation requirement since in sometimes we

want to sample a common medical signal more accurately

via a collaborative sensing [12]. The third is that medical

singles are in general highly privacy sensitive and thus proper

protection measures should be taken into account [13], [14].

Up to now, several technologies are developed to conquer

these challenges. For instance, efficient image compress-

ing methods and sparse encoding methods caters to the

lightweight requirement, homomorphic encryption [15], [16]

are useful for supporting data fusion and aggregation, and

lightweight encryption algorithms [17] could be used to

answer the challenges from both the first aspect and the third

aspect.

B. Motivation

However, there are few solutions that can solve the afore-

mentioned three challenges simultaneously. While on there

are definitely requirements for this kind of integrated solu-

tions. Let us consider the following scenario depicted in

Fig. 1. In a tele-medical center, virtual endoscopic uses a cam-

era with a micro integrated circuit sensor to obtain medical
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images. On one hand, since some medical information are

privacy sensitive, the sampled signals should be protected

by some encryption algorithms. On the other hand, due to

the large size of medical image, related data should be

compressed/aggregated before/during the transmission to save

communication bandwidth. Furthermore, to preserve the pri-

vacy of the sampled data, both the transmission and the

aggregation should be fulfilled confidentially, say by using

some encryption process that supporting homomorphic data

fusion. A typical model for dealing with this situation might

involve some wearable camera sensors that are located near by

or attached to the monitoring targets (say patients), some sink

nodes for image forwarding and aggregating, and a medical

center for making decisions based on the collected medical

image information. In this scenario, it is desirable to meet the

aforementioned three requirements simultaneously. Therefore,

the main motivation of this paper is to conceive a so-called

“one-stone-three-bird” solution based on the newly developed

compressive sensing (CS) technology.

C. Related Work

CS [18], [19] has recently emerged as a new signal sampling

paradigm [20] that meets a nearly optimal Nyquist sampling

rate. In the process of signal sampling, we can achieve the

same effect as full sampling with few sampling points. This

technology reduce the sampling points by utilizing the in-

natural redundance of the traditional signals, such as images

and videos. By using CS technique, signals with redundance

are sampled and compressed simultaneously, and the resulted

signals can be reconstructed in an approximately accurate

manner, from far fewer measurements than the number of

unknowns [21]. Recently, CS has made major breakthroughs

from both the theoretical aspects and the engineering applica-

tion aspects. Different from other compressing methods such

as deduplication [1], [22], CS has an advantage in some of the

slower sampling situations, such as magnetic resonance imag-

ing (MRI) in medicine, where slow sampling speed is a major

drawback. After using CS technology, the original picture can

be reconstructed by sampling only a fraction of the data. In

this way, the sampling speed can be improved several times,

and the image quality is not affected.

In light of security requirements, Huang and Sakurai [23]

made the best of the characteristics of CS, and proposed

a compression-combined digital image encryption method

which afford to resist against consecutive packet loss and mali-

cious shear attack. Subsequently, George and Patttathil [24]

presented a novel approach for secure CS of images based

on multiple 1-D chaotic maps. The basic idea of this scheme

is to generate a random measurement matrix by two 1-D

chaotic maps. In the same year, George and Pattathil [25]

proposed another approach for generating the secure measure-

ment matrix for CS based on linear feedback shift register

(LFSR), where the basic idea is to select the different states

of LFSR as the random entries of the measurement matrix and

normalize these values to get independent and identically dis-

tributed random variables. However, these encryption schemes

of images based on CS usually use the entire measurement

matrix as the secret key, which is too large to distribute and

store. To overcome this difficulty, Zhou et al. [26] proposed

a new image compression–encryption hybrid algorithm to

realize compression and encryption simultaneously by using

random measurement matrices that were constructed via cir-

culant matrices and logistic maps. Zhang et al. [27], [28]

proposed a joint quantization and diffusion scheme based on

the distribution of measurements of nature images sensed by

structurally random ensemble, and an image encoding scheme

for simultaneous encryption and compression based on random

convolution and random subsampling. To enhance the security

level and the performance of CS, Liu et al. [29] presented

a block CS (BCS) scheme by using double random phase

encoding, which is a chaos-based random phase encoding in

fractional Fourier domain for each image block. To enable the

block cipher structure work efficiently in the parallel com-

puting environment, Huang et al. [30] proposed a encryption

scheme utilizing compressive sampling that working in the

parallel structure. However, in the existing BCS schemes, we

adopted the same sampling rate for all the blocks. This con-

struction may lead to the undesirable result: after subsampling,

significant blocks lose may lead to some more-useful informa-

tion lose while insignificant blocks still retain some less-useful

information. Motivated by this observation, Zhang et al. [31]

proposed a scalable encryption framework based on BCS along

with the so-called Sobel edge detector and cascade chaotic

maps.

For medical images and remote sensing satellite images,

encryption is an important and sometimes a compulsory

requirement to guarantee the security and privacy during

the image transmission over wireless networks. Although

in 2008 Rachlin and Baron [32] proved that the encryp-

tion system based on CS does not have absolute secu-

rity in the ciphertext-only attack, it indeed provides certain

degree protection on confidentiality in the sense that the

attackers face the challenge of high computational com-

plexity in breaking the security of the CS-based schemes.

Subsequently, a series of image encryption schemes based

on CS were proposed. Venkatraman and Makur [33] proposed

a new method of combining decompression with decryption.

Huang and Sakurai [23] proposed an image encryption method

that supports noise-resistent and compression. Zhou et al. [34]

gave a compression–encryption hybrid algorithm based on

measurement matrix controlling. Yang et al. [35] combined

the CS and blind source separation technology to construct an

image encryption scheme.

Besides, chaotic systems have been widely used in image

protecting based on their unpredictability and sensitivity to ini-

tial inputs. In an image encryption algorithm based on chaotic

maps, the sensing matrix is generated using chaotic sequence,

and it is just the symmetric key. Zhou et al. [36] built two

secure chaotic image encryption schemes where the quanti-

zation process can be ignored. Zhang et al. [27] proposed a

joint quantization and diffusion method based on the simi-

larities between quantizing error feedback and cryptographic

diffusion primitive. Recently, Xie et al. [13] provided an effi-

cient privacy-preserving scheme based on CS to protect the

privacy of transmitted data in the network.
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D. Contributions

In this paper, we propose an efficient CS scheme for medical

image sampling and confidentially transmission and aggre-

gation. Our scheme answers the aforementioned three kinds

of challenges simultaneously due to the following promising

features.

1) A remarkable compressing ratio (about 20%) with

acceptable accuracy, PSNR ≥ 55 dB, in the recon-

structed images.

2) An observable confidentiality level (with optimal

entropies) of the compressed/encrypted images.

3) An efficient additively homomorphic aggregation

method over the compressed/encrypted images.

To support our claims merits, a case study has been conducted

on three sets of MRI images of a brain that are scanned from

the angles of horizontal, coronal, and sagittal, respectively.

Compared to the aforementioned compressed methods, our

method supports confidential image aggregation, and thus

meets the requirement of privacy-preserving. Compared to

existing confidential aggregation methods based on homomor-

phic encryptions, our proposal supports image compression,

and thus has lower ciphertext expansion ratio. In fact, the size

of compressed/encrypted images in our proposal shrinks at a

ratio 20%, while for most of homomorphic encryption schemes

based on number theory or lattice, we have to put up with

double or even large ciphertext expansion ratios. Note that

our method also faces two limitations. The first is that our

proposal works in a symmetric manner, while an asymmetric

scheme is more desirable over the Internet. Another limitation

is that the NPCR score of our method is a bit far from the

ideal value.

E. Roadmap

The remain contents are organized as follows. Related

preliminaries on CS and tent chaotic map are introduced

in Section II. Our main contribution, i.e., the proposed CS

scheme is described in Section III. In Section IV, the per-

formances and the security of our proposal are manifested by

testing on three sets of MRI braid images that are continuously

scanned. Concluding remarks are given in Section V.

II. PRELIMINARIES

Definition 1 (Compressed Sensing [19]): Compressed sens-

ing is to compress an N-dimensional signal �x to an

M-dimensional signal vector �y, where M ≪ N. Let � be a

measurement matrix. Then

�y = ��x. (1)

Based on the knowledge of linear algebra, (1) is less

determined. To reconstruct �x from �y, �x needs to be sparse

before compression and � must have some special properties.

Previous researches present that any N-dimensional discrete

signal can be transformed into a sparse signal using a suit-

able basis [37], at the same time, if matrix � meets the

restricted isometry property, then �x can be reconstructed with

overwhelming probability [37]. Fig. 2 shows the principle of

CS and measurement process. Furthermore, chaotic functions

Fig. 2. Principle of CS.

(e.g., logistic map and Chebyshev map) are widely used to

generate sensing matrices [38].

Definition 2 (Skew Tent Map [39]): A skew tent map is

defined as

zn+1 =

⎧

⎪

⎨

⎪

⎩

zn

u
, if 0 ≤ zn ≤ u

1 − zn

1 − u
, if u ≤ zn ≤ 1

(2)

for n = 0, 1, . . ., where u denotes control parameter, zn denotes

state variable. When the control parameter satisfies u ∈ (0, 1),

the system is in the chaotic state.

It can be seen from the parameter range that the variable

density of the skew tent map is more stable than the logistic

map, and its density function obeys uniform distribution. These

advantages provide security guarantee for compressed sensing

algorithms. Thus, we use skew tent map to produce the sensing

matrix in this paper.

The following theorem is the theoretical basis of this paper.

Theorem 1 (OMP With Gaussian Measurements [40]): For

δ ∈ (0, 0.36) and N ≥ K · m · ln(d/δ), suppose that �s is

an m-sparse signal in R
d. Draw N measurements vectors

�x1, . . . , �xN independently from standard Gaussian distribu-

tion on R
d. Then, OMP method can reconstruct the signal

�s from the given N inner products {〈�s, �xi〉}
N
i=1 with probability

exceeding 1 − 2δ.

III. MEDICAL IMAGE COMPRESSION SCHEME

Fig. 3 illustrates the block diagram of our proposal,

which focuses on implementing real-time, resource efficient

and secure medical image sampling, compression/encryption,

transmission, aggregation and reconstruction in a unified

framework. The system mainly consists of three parts in the

encryption process, i.e., the quantization process, the new CS

algorithm, and the aggregation process. The corresponding

inverse operations in the reverse order are executed in the

decryption/reconstruction process.

The new proposed scheme consists of four phases as

follows.

1) Phase 1: Sensor 1 collects medical images A1, . . . , An,

then sends them to the next node—sensor 2.1

1In a collaborative sensing scenario, both sensor 1 and sensor 2 indicator
a set of nodes, instead of a single one.
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Fig. 3. Proposed CS scheme.

2) Phase 2: Sensor 2 chooses an orthogonal matrix W

and converts Ai to a sparse matrix Bi = WAiW
τ

for i = 1, . . . , n, where Wτ = W−1. Then sensor

2 randomly generates a measurement matrix T and

computes Ci = T · Bi for i = 1, . . . , n.

3) Phase 3: The sink node receives Ci (i = 1, . . . , n)

from sensor 2, calculates an aggregation matrix

C =
∑n

i=1 Ci, and then forwards C to the

next hop.

4) Phase 4: The final sink node uses the orthogonal match-

ing pursuit (OMP) [40] technique and the measurement

matrix T to obtain B =
∑n

i=1 Bi from C. Finally, the

user computes A = W ′BW.

The correctness is based on the linear encryption using

measurement matrix T , and the encryption has addition homo-

morphism. That is, we have

C =

n
∑

i=1

Ci =

n
∑

i=1

(T · Bi) = T ·

n
∑

i=1

Bi = T · B (3)

and

A = W ′BW = W ′

(

n
∑

i=1

Bi

)

W

= W ′

(

n
∑

i=1

WAiW
′

)

W =

n
∑

i=1

Ai. (4)

Note that in the above framework, the public channels are

used during the image transmission/forwarding and aggrega-

tion processes, while private channels are used during the

sampling, compressing, and recovering processes, where the

measurement matrix T plays the role of private key. In fact,

T can be reconstructed from z0 and u, i.e., the seed of the

chaotic tent map. This suggests the size of the private key is

small enough, say 128 bits assuming that each rational num-

ber can be represented using 64 bits in implementation. In

addition, the discrete wavelet transform (DWT) and its rever-

sion are involved during the sparsening and reconstruction.

Both DWT and its reversion can be implemented within the

time complexity of O(N). Another time consuming process

is the so-called OMP that can recover an m-sparse signal

when the number of measurements is nearly proportional

to m [40].

IV. EXPERIMENTS AND PERFORMANCE ANALYSIS

In this section, we present the performance analysis on the

image compression model from six indicators. In the following

Fig. 4. Effects of compressed/encrypted sensing.

TABLE I
RUNTIME OF CORE STEPS

experiments, the object image is human skull, and three col-

lecting angles are horizontal (hor. for short), coronal (cor. for

short), and sagittal (sag. for short).

A. Overall Effectiveness

The overall effectiveness of CS (as well as encryption) is

depicted in Fig. 4. The first row is the original MRI images of

a patient’s brain (anonymous), scanned horizontally, coronally,

and sagittally, respectively, the second row is the correspond-

ing compressed/encrytped images, while the third row is the

corresponding recovered images. We can see that on one hand,

the compressed images take only 20% of the size of the origi-

nal images. On the other hand, the encryption results (i.e., the

second row) and the recovering results (i.e., the third row) are

considerably good.

Our experiments are realized by using MATLAB (ver-

sion: 2014b), running at a notebook Lenovo ThinkPad with

Intel Core i5-4300U CPU@1.9GHz and Window 8 OS. In

a typical experiment by setting comparison ratio to 0.2, the

runtime of core steps are collected in Table I.

B. PSNR Under Different CR

Peak signal-to-noise ratio (PSNR) is the ratio between the

maximum possible power of a signal and the power of cor-

rupting noise that affects the fidelity of its representation.

It is most commonly used to measure the quality of recon-

structed images, and the higher is better in general scopes [41].

Considering that many signals have a very wide dynamic

range, PSNR (in dB) is usually expressed in logarithmic
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Fig. 5. PSNR versus CR.

decibel scale, and calculated via the mean squared error

(MSE). That is,

PSNR = 10 · log10

(

MAX2
I

MSE

)

(5)

MSE =
1

M · N

M
∑

i=1

N
∑

j=1

[

I(i, j) − K(i, j)
]2

(6)

where M and N are the numbers of pixels of horizontal and

vertical coordinates of the image, respectively, while I(i, j)

and K(i, j) denote the gray matrices of the original and the

reconstructed images, respectively. Here, the constant MAXI

(= 216 − 1 in this paper) is the maximum possible pixel value

of the image, coming from the fact the used MRI images takes

the DICOM format, which consists of three layers and each

layer is a 512 × 512 image with each pixel takes 16-bit gray-

scale.

Fig. 5 depicts different PSNR under different compres-

sion ratio (CR) for three scanning angles—horizontal, coronal,

and sagittal. Here, CR is defined as the ratio between the

size of compressed/encrypted and the original images, and

the lower is better. We can see that by using the proposed

method, PSNR increases almost linearly with the increasing

of CR. The experiments indicate that our method has an uni-

versal sensing matrix for different images. Furthermore, the

compressed sensing reduces significantly transmission energy,

also saves transmission bandwidth in the smart health system.

Compared to the commonly acceptable criteria of PSNR for

wireless transmission quality loss (about 20–25 dB) [42], our

method gets a very good balance between PSNR (≥55 dB)

and CR (≥0.2).

Note that different from the number theory based encryp-

tion scheme, our method cannot preserve the integrity of the

original images. Instead, the PSNR metric is merely an approx-

imation to human perception of reconstruction quality [41]. In

practice, it is an acceptable accuracy criteria for image pro-

cessing considering that the original images themselves always

contain amount of redundance. This is in fact the key basis

that we can compress an original image without much loss in

human perception of the quality of the reconstructed images.

Fig. 6. Histograms of horizontal MRI brain images.

Fig. 7. Histograms of coronal MRI brain images.

Fig. 8. Histograms of sagittal MRI brain images.

C. Histogram Analysis

An image histogram is a type of graphical representation

of the tonal distribution in a digital image that plots the num-

ber of pixels for each tonal value. It becomes a very intuitive

and popular tool for evaluating the encryption effectiveness

for a specific image since a viewer will be able to judge

the entire tonal distribution at a glance. In our experiments,

three MRI brain images (horizontal, coronal, and sagittal) of

size 512 × 512 (i.e., the first row of columns of Figs. 6–8,

respectively) are used, and two different compressing ratio

are used: 20% and 75%, respectively. That is, the histograms

of encrypted images size are 102 × 512 (i.e., the second row

images of Figs. 6–8, respectively) and 384×512 (i.e., the third

row images of Figs. 6–8, respectively). We can see that the

gray histograms of the encrypted images are almost uniformly

distributed, and the regularities of distribution in the original
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TABLE II
CORRELATION

Fig. 9. Adjacent pixels correlation analysis.

images are well covered. Thus, it implies that our scheme has

excellent encryption performance of images, and it is infeasi-

ble that the attackers are able to extract statistical characters

of the plaintext image from ciphertext image, and which can

effectively resist statistical analysis attacks.

D. Adjacent Correlation Analysis

Intuitively, a good encryption scheme should maps the dis-

tribution of (even adjacent) pixels of the original signals into

such a distribution that approximates random and uniform dis-

tribution as much as possible. Therefore, adjacent correlation

analysis also gives us a view for evaluation the quality of

image encryptions.

In our experiments, adjacent pixels correlation analysis is

given in Fig. 9 and Table II, where 1600 adjacent pixel pairs

from each dataset (i.e., horizontal-skull, coronal-skull, and

sagittal-skull) are chosen at random. We can see that the

adjacent pixel pairs of the original image are concentratedly

distributed in the horizontal, vertical, and diagonal directions,

implying that the adjacent pixels correlation of the original

image is high. While the adjacent pixels of the encrypted

image are dispersed uniformly in the three directions, which

TABLE III
QUALITATIVE ANALYSIS ON KEY SENSITIVITY

implies that the adjacent pixels correlation of the encrypted

image is low. These facts further indicate that the proposed

scheme can resist the statistical analysis attack effectively.

E. Key Sensitivity Analysis

The number of changing pixel rate (NPCR) and the unified

average changed intensity (UACI) are two most common quan-

tities used to evaluate the key sensitivity in image encryption.

They are defined respectively as follows [43]:

NPCR(A, B) =
1

T

∑

i,j

diff
(

Ai,j, Bi,j

)

(7)

UACI(A, B) =
1

F · T

∑

i,j

∣

∣Ai,j − Bi,j

∣

∣ (8)

where T denotes the total number pixels in the ciphertext, F

denotes the largest supported pixel value compatible with the

ciphertext image format and diff(x, y) returns 1 if x �= y and 0

otherwise.

In our experiments with CR = 0.2, we disturb the initial key

z0 slightly by adding 10−16. The resulted metrics of NPCR and

UACI of the encrypted images are collected in Table III. We

can see that the UACI score is near to the ideal value (33%

for 16-bit gray scale), but the NPCR score is a bit far from

the ideal value (99.99% for 16-bit gray scale) [43]. This result

is undesirable. At present we have not found reasons for this

kind of loss in NPCR score and the gap between the NPCR

score and the UACI score (note that in calculating the UACI

score, we set F to the maximal gray value of pixels in the

given two encrypted images, instead of 216 − 1).

F. Entropy Analysis

The entropies of the original MRI images and the corre-

sponding encrypted images are collected in Table IV, where

two sets of simulations corresponding to CR = 0.2 and

CR = 0.75, respectively. The entropy of the original images

and the entropy of encrypted images are compared in this

table. We can see that encrypting significantly enhances the

entropy. In particular, considering that the maximal gray
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TABLE IV
INFORMATION ENTROPIES

value of pixels in the original and encrypted images is about

6000 ∈ (212, 213) (see the histograms in Figs. 6–8), instead of

216 − 1, the resulted entropies approximate the optimal.

V. CONCLUSION

In various image-based medical monitoring systems, image

compressing, privacy-preserving, and secure data aggregating

are three important requirements. In this paper, we propose

a novel CS scheme that supports medical image sampling,

compressing, encryption, and confidentially homomorphic

aggregation simultaneously. On one hand, our proposal has

observable advantages in image CR, approximate accuracy,

and confidential level. On the other hand, the NPCR score of

our method is to be improved and an asymmetric scheme is

more desirable over the Internet.
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