
Analysis and comment

Epidemiology

Consent, confidentiality, and the Data Protection Act
Amy Iversen, Kathleen Liddell, Nicola Fear, Matthew Hotopf, Simon Wessely

Overly strict interpretation of the law is hampering epidemiological research. Here, one research
team shows why regulators and organisations holding data should adjust their approach

The United Kingdom’s Data Protection Act 1998 has
had a substantial impact on health research, although
that was not its primary purpose. It is a wide ranging
piece of legislation that safeguards individuals’
fundamental right to privacy when personal data are
processed.1 The act supplements the common law of
confidentiality developed through judicial decisions.
The medical and academic community is concerned
that current interpretation of the law is changing the
face of medical research.2 We use our experiences in
studying UK military personnel to present empirical
data in support of a more balanced interpretation of
the act.

Data Protection Act and the law of
confidentiality
Although some medical researchers blame the law for
increasing the bureaucratic barriers to research,3

others, including the Information Commissioner and
the Lord Chancellor, dispute this.4 The Lord Chancel-
lor stated in the House of Lords:

At present the 1998 Act allows medical data to be used for
any medical research purpose without the need for consent
of individuals. It is not necessary to define the term “medical
research” nor to make specific provision for it to include the
monitoring of public health, which for these purposes is
regarded as medical research.4

Current difficulties seem to stem from interpreta-
tions of the law that fail to appreciate the methods of
epidemiology and the relatively minor privacy inter-
ferences that most epidemiological research entails.

Currently most codes of conduct recommend
informed consent for any medical research, whether it
involves direct contact with participants or access to
their records. But as a matter of law, this is not an abso-
lute rule. Both the law of confidentiality and the Data
Protection Act envisage circumstances in which
personal health information may be accessed and used
for medical research without explicit consent or full
anonymisation. Since the Human Rights Act 1998
became law, privacy interferences of this kind are per-
missible if the research investigates an important ques-
tion, the research is in the public interest, is of a public
nature (a term undefined in the Data Protection Act),

and the degree of interference is proportionate to this
goal (and no more than necessary).

Although the courts have not given an authorita-
tive statement related to medical research, previous
judgments suggest they would interpret current law as
supporting large epidemiological studies that require
record linkage, access to cancer registries, or data on
names and addresses in order to identify potential par-
ticipants (who would then be contacted in order to
obtain informed consent for participation).5–7

Confusion also arises about the Data Protection
Act’s requirement that individuals be given informa-
tion about the purposes of the proposed data process-
ing.1 This is different from consent—it is the “fair
processing requirement” based on a principle of “no
surprises.” Even here the law is not as absolute as many
believe. An epidemiologist who proposes to process
personal data obtained from someone other than the
patient must take proportionate steps to contact the
patient as soon as practical to inform them of the
processing. Disproportionately burdensome steps
need not be taken, and the researcher is not obliged to
wait for a response from the individual. Furthermore,
when the research is historical or statistical, the fair
processing requirement is relaxed, provided that the
data are not used to take any decision relevant to that
particular individual, that subsequent publication does
not lead to identification of the subject, and that it is
unlikely to cause substantial damage or distress.1
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Since 2001, a further system has been in place in
England (but not Scotland) whereby researchers can
apply for permission to process health data without
consent. The Patient Information Advisory Group
advises the secretary of state for health whether a
breach of confidentiality should be permitted for a
necessary and proportionate interference. This is
referred to as section 60 exemption.8

In theory, therefore, several avenues permit the
proper use of personal information without always
seeking informed consent. Despite this, many of those
who control access to healthcare data are not allowing
these legitimate and sensible exceptions to be put into
practice. As an example, we describe the difficulties
encountered by our research group.

The problem
Since 1995, our team has conducted several large epi-
demiological studies of military and former military
personnel in the United Kingdom.9–11 Our original
study, examining the health effects of service in the
1991 Gulf war, included 8195 participants.9 In this
study, and in a subsequent larger study of personnel
who participated in the 2003 Iraq war, we made initial
contact using details provided by the Ministry of
Defence (without their consent). The ministry released
the data after taking into account the public health
importance of the study and legal advice on the
obligations of the previous Data Protection Act.

To compare the outcomes of those serving in the
1991 Gulf war with general military health we also
collected data on the health of UK military personnel
who served in UN peacekeeping operations in Bosnia
in 1992-6.12 After we started these studies, concerns
were voiced in the media and the veterans’ community
about possible cancer risks among Bosnia veterans,

fuelled in part by speculation regarding depleted
uranium exposure. As we had already been able to link
records on Gulf war veterans with cancer registrations
without explicit consent,13 we assumed that we would
also be able to flag our Bosnia cohort with the NHS
Central Register (which holds details of all cancer and
death registrations in England and Wales).

However, when we attempted this in 2004 we were
told that we needed section 60 exemption from the
Office of National Statistics advisory group for medical
research. After about eight months’ delay we were told
that participant consent was required in order for this
sample to be flagged. Although the Office for National
Statistics could give us details of those who had died
and provide information to allow us to trace those who
were alive to ask for consent, they were unable to grant
us access to information on cancer diagnosis without
consent.

The requirement to seek consent will introduce
participation bias as seeking consent will inevitably
reduce the response rate and those most likely to
respond are likely to be those for whom the study has
greatest salience—that is, those who have developed
cancer.

As a result, the study is likely to become too small
and biased to reach useful conclusions. We believe that
the Office of National Statistics has not to date taken
sufficient account of the exceptions permissible in law
outlined above. We argue that the disclosure that we
are requesting is indeed proportionate, and unlikely to
cause distress, and that the information cannot be
obtained by any other means. Discussion with ONS is
ongoing, but until now we had no empirical data to
support or refute our position. Other researchers face
similar predicaments. We therefore examined our pre-
vious data for evidence, which we present below.

Table 1 Response rates (%) for military studies by method of contact, reasons for non-response, and rate of complaints

Method of contact
Response rate

(%) Refusal (%)
Wrong address or

number (%)
Person not available

(%)
Reason unknown

(%) Complaints (%)

Face to face contact researcher

MCTC* (n=135) 134 (99.3) 1 (0.7) NA NA NA 0 (0)

Telic† (n=6258) 3088 (49.3) 26 (0.4) NA 3144 (50.2) NA 1 (0.02)

Telephone contact by researcher‡

Gulf 19 (n=200) 139 (69.5) 22 (11) 11 (5.5) NA 28 (14.0) 2 (1)

Veterans17(n=496) 315 (63.5) 56 (11.3) 125 (25.2) NA NA 2 (0.4)

Telic† (n=675) 61 (9.0) 34 (5.0) 514 (76.1) 66 ( 9.8) NA 1 (0.1)

Postal questionnaire sent by researcher

Gulf 1 (1st wave)
(n=11 710)9

4511 (38.5) 7 (0.06) 418 (3.6) NA 6774 (57.8) 2 (0.02)

Gulf 1 (2nd wave)
(n=7192)9

1684 (23.4) 163 (2.3) 401 (5.6) NA 4194 (68.7) 0 (0)

Gulf 1 (3rd wave)
(n=5345)9

1308 (24.5) 315 (5.9) 393 (7.4) NA 3329 (62.3) 0 (0)

Telic† (n=15 895) 5526 (34.8) 21 (0.1) 880 (5.5) NA 9468 (59.6) 4 (0.03)

Contact by government departments

Veterans17§ (n=65) 8 (12.3) NA 10 (15.4) NA 47 (72.3) NA

Administrative
discharges*¶ (n=6)

0 NA 5 (83.3) 1 (16.7) NA NA

*Study of post discharge mentoring of vulnerable service leavers, the Military Correction and Training Centre Colchester and those who had received an
administrative discharge (in progress).
†Study of the physical and psychological health of those who deployed on Operation Telic (in progress). The study involves postal questionnaires being sent to
participants and base visits where participants are invited to fill in their questionnaires with researchers to hand for advice.
‡Studies (or parts of studies) where initial contact from the research team is established on the telephone. For the Gulf 1 study and the Telic study, this was
attempted telephone contact with people who had not returned the postal questionnaire. For the veterans’ study, it was telephone contact with individuals who had
taken part in a previous study and had consented to follow-up. The low response rate in the Telic study reflects the fact that tracing is ongoing.
§The Department of Work and Pensions offered to contact by letter (on our behalf) those whose contact details we were unable to trace.
¶ The Ministry of Defence offered to contact service leavers on our behalf. They were able to reach only one individual who had been given an administrative
discharge, and he was unavailable at the time of the call. This methodology was subsequently abandoned.
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Response rates vary by method of contact
Epidemiological research requires representative sam-
ples and high response rates. Response rates matter for
two reasons. Firstly, if the sample size is reduced, the
study loses statistical power and, therefore, may not be
able to identify (and quantify) any true effects.
Secondly, a low response rate means that participation
bias is almost inevitable. Epidemiologists therefore
spend a large proportion of their time selecting an
appropriate sample and then contacting and tracing
them to get acceptable response rates.14 15 One way of
avoiding disclosing personal information to research-
ers is to use proxies to contact subjects on behalf of the
research team. The current data controller—for exam-
ple, the individual’s general practitioner or employer—
contacts the potential subject and invites him or her to
contact the researcher.

Our experience is that using proxies to obtain con-
sent is unsatisfactory. In the first place it is difficult to
secure the necessary commitment from proxies
because of the resource implications. More impor-
tantly, our data show a hierarchy of success for various
methods of contacting people (table 1). Potential
participants have greater trust in the researchers, espe-
cially when they meet them face to face, than they have
in their employers.

In our studies, we obtained the highest response
rate from face-to-face interviews conducted by civilian
researchers within a military prison. The interviews
were entirely voluntary, and all participants were given
an information sheet and completed a consent form.
The participants in this study ought to be the sample
hardest to recruit, being largely young men with high
rates of substance misuse and antisocial behaviours.
This suggests that participants’ willingness to consent is
influenced by who does the asking.

Table 1 also supports the view that few people
complain about being contacted by a researcher. Taken
together, these data support the argument that it is
both necessary and proportionate to grant researchers
access to personal data to enable them to contact
people for consent and that the use of proxies is not a
satisfactory alternative.

True refusal rates are generally low
One objection to a more liberal interpretation of the
Data Protection Act is that low response rates in epide-
miological studies reflect an informed decision not to
take part. If this is so, these preferences should be
respected. But is it? In our experience, low response
rates do not stem from people objecting to the
research topic or protocol (table 1). Instead non-
response is often due to more mundane problems of
tracing (when contact details are out of date) or
people’s failure to complete the questionnaire (apathy).
This is evidence that the privacy interference arising
from epidemiological research without consent is not
as serious as sometimes presumed.

Non-response is not necessarily due to
distress
Because we have been better resourced and more per-
sistent than is possible for some follow up studies, we

have been able to look at reasons for non-response in
some detail at each wave of data collection and after
different methods of tracing or outreach. We have con-
sistently found, as others have,16 that non-response is
related to demographic factors, and that non-
responders are more likely to be young, unmarried
men.9 11 17 We have not found that lack of response is
related to health factors, such as greater emotional dis-
tress from the study; in fact, we have reported the
opposite.18 Non-response is therefore more likely to be
due to factors such as time constraints (for long postal
questionnaires) or lack of interest than to distress. This
again speaks to the proportionality of some privacy
interferences—that is, research where it is reasonable to
think that a poor response rate is due to apathy rather
than principled objection.

Problem of natural attrition
At the point of recruitment to a cohort study, it is not
always possible to gain consent for what will later turn
out to be important research questions. It is never pos-
sible to predict all relevant exposures that might
happen during active service—information about some
environmental exposures may not appear until many
years later. In our example, concern about possible
health effects of depleted uranium used in former
Yugoslavia and the Gulf war took some years to
develop, by which time most of those potentially
exposed had left the military. They could not be easily
contacted by either their former employers or the
research team since last known addresses are valid for
only a brief period in most service leavers.

Currently, for studies of such late occurring effects
data controllers and regulators prefer that the cohort is
re-contacted. But how possible or proportionate is
this? Table 2 shows the natural attrition over time for
our Gulf cohort, whom we contacted in 1997,9 2001,11

and 2003,17 and concurrent decline in the representa-
tiveness of the cohort. This bias is important because
restricting the analysis to those whom we can trace
increases the possibility of missing an important health
effect.14 The legal implication is that, in longitudinal
cohorts of this kind, it is sometimes necessary to
proceed without specific consent. There is also a case
for arguing that it would be proportionate to do so as
explained below.

Research participants trust
epidemiologists, once engaged
Regulators seem to presume that participants distrust
epidemiologists. Hence they take the view that it is a
serious breach of an individual’s autonomy and privacy
to proceed without specific consent for subsequent
research. Our data do not support this conclusion.
When we eventually manage to contact individuals for
follow-up studies, few refuse access to further data such

Table 2 Attrition of Gulf war cohort over time

Year of study
Response rate for study

(%)
% Of original sample

available

19979 65.1 65.1

200111 71.6 46.6

200317 63.5 29.6
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as medical or vaccine records (table 3). Our data
suggest that study participants, once engaged, continue
to trust medical researchers with personal health
data.19 From this, it is reasonable to conclude that if we
were able to locate the missing members of the cohort,
they would be likely to have similar views on
permitting access to information. Thus, allowing the
research to proceed without follow-up consent (that is,
allowing it to proceed on the basis of the initial
consent) would not be a disproportionate interference
in privacy.

Risks of participation are negligible
Governing bodies often presume that information
based research requires the same review procedures
and strict principles about consent as interventional
research. Little regard is given to the different sorts of
risks entailed. Informational privacy is important, but it
is not nearly as fundamental as the right not to be
physically assaulted against your will by a medical
researcher, which is the issue potentially at stake with
an intervention study. The proportionality principle is
misapplied if the risks associated with epidemiological
research are equated with interventional research.

Existing research about research participants’ atti-
tudes tend to support the view that the risks of epide-
miological surveys, even when direct contact is made,
are low.20 In our studies few people complain about
taking part, as shown in table 1, and the objective rate
of side effects or adverse consequences is extremely
low. To our knowledge, our studies have caused
distress on just two occasions in the past 10 years, and
we have contacted more than 25 000 people in that
time. On both occasions we inadvertently wrote to the
family of a serviceman who had just died. This was
regrettable, but none of the proposed alternatives
(such as requiring a proxy to make contact on our
behalf) would have avoided this. We have reduced this
risk by improving the way in which our data are kept
contemporaneous. More cumbersome methods of
contact will increase (not decrease) this problem, by
building in a time lag. Many of the study participants
we directly contacted indicate that they appreciate the
time we spend with them and our ability to point them
towards services where relevant.

These data should encourage a less rigid policy
towards data sharing in epidemiological research. Epi-
demiological research is usually a positive or at worst

neutral experience for participants, and deviations
from the consent rule should more often be perceived
as proportionate.

Conclusions
The current confused, and confusing, legal position is
acting as a barrier to important medical research.
Nothing proposed in this article is against either the
spirit or the letter of the legal framework. The law has
foreseen the importance of data sharing, the
difficulties with anonymising data fully, and the ethical
reasons for balancing the right to privacy against other
rights and interests. But those who implement the law
have not always grasped this. Accordingly, they fail to
recognise situations where it is necessary and
proportionate to relax consent requirements in epide-
miological research.

We are not arguing that epidemiological research
should always proceed without consent. But it should
be allowed to do so when the privacy interference is
proportionate. Regulators and researchers need to
improve their ability to recognise these situations. Our
data indicate a propensity to over-predict participants’
distress and under-predict the problems of using prox-
ies in place of researchers. Rectifying these points
would be a big step in the right direction.
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Commentary: Evidence will help achieve consensus
Peter Goldblatt

Iversen and colleagues identify the problems that UK
researchers have in gaining access to confidential
patient information without consent.1 The issues that
arise are both legal and ethical. These are summarised
in Confidentiality: NHS Code of Practice.2 This document
identifies four main areas of law that constrain or regu-
late the use and disclosure of personal health informa-
tion: common law of confidentiality, the Data
Protection Act 1998, the Human Rights Act 1998, and
administrative law. At present, disclosure of identifiable
information without consent is permitted for medical
purposes other than direct healthcare (research and
epidemiology) if the use is supported by section 60 of
the Heath and Social Care Act 2001. This provision is
a temporary measure until anonymisation or consent
can be put in place. Support is provided only on the
advice of the statutory Patient Information Advisory
Group.

The impression given by Iversen and colleagues
that few epidemiological studies have been given
section 60 support is potentially misleading. The
Patient Information Advisory Group has approved
more than 100 applications for support, including
class support for the activities of all cancer and
congenital anomaly registers and the use of the NHS
Central Register for medical research studies. Under
the class action covering the NHS Central Register,
over 250 studies have support. The real issue, then,
lies in the stringency of the criteria for support. Specifi-
cally, the requirements to show conclusively that it is
impractical to obtain consent and that a high
non-response rate will reduce the scientific validity of a
study.

What is disproportionate effort?
Little consensus exists on these issues. On the one
hand, the decisions of those responsible for controlling
access to sensitive information and protecting privacy
seem to suggest that the effort required to obtain con-
sent has to be overwhelming before they are inclined to
accept that a researcher need not seek consent on the
grounds of “disproportionate effort.” When there is

evidence of non-response, researchers also have a
strong requirement to show that this does not reflect
tacit withdrawal of consent.

On the other hand, many researchers argue that if
levels of non-response are high, studies based only on
those who consent will suffer from serious response
bias among those population subgroups known to be
difficult to contact. Furthermore, the need to obtain
sufficient respondents to achieve adequate statistical
power substantially increases the funding required for
record based research to levels for which there is
currently no provision.

It is therefore important to have evidence on what
constitutes “disproportionate effort” in such studies
and the extent to which non-response might or might
not mask refusal to consent. Iversen and colleagues
provide valuable information on these factors from an
important study population. Further evidence from
other studies would undoubtedly help to take the
debate forward, establishing those circumstances in
which the effort and impact of seeking consent under-
mines the public interest in quantifying suspected
health risks to some, or all, of the population.
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Endpiece

Not lucrative
Medicine is not a lucrative profession. It is a divine
one.

John Coatley Lettsom (1744-1815). Oxford
Dictionary of Medical Quotations.

Oxford: Oxford University Press, 2004
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