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Abstract

Interceptorsarea meanto addspecificnetwork-oriented
capabilities(such as authentication,flow control, caching
etc.) to a distributedapplicationwhich runs over a mid-
dleware without changingeither the application code or
themiddleware’sone. However, interceptorscouldbenon-
intuitive and this could in turn limit their useon a large
scale. In thispaperwepresentresultsof an investigationon
CORBA portable interceptors in Java on variousCORBA
platforms. Thisstudyincludesthe identificationof the ba-
sic mechanismsprovidedby an interceptor, of their limita-
tions, a proxy-basedtechniqueto overcomesomeof these
limitations and a performanceanalysis. We also release
fragmentsof Javacodeusedfor experimentsonInterceptor.

1 Intr oduction

A middleware is a software layer that sits betweenthe
applicationand the operatingsystemin a distributed sys-
tem,facilitatingthedevelopmentandthedeploymentof dis-
tributed applications. Examplesof middleware platforms
includeDCE [1], DCOM [5]. Most middlewaresachieve
this goalby providing locationtransparentmethodinvoca-
tion on remoteobjects,andby takingcareof all issuesthat
arisefrom the heterogeneityof distributedsystems.Mid-
dleware undertakes the burden of dealingwith low level
networking problems,datarepresentations,marshalingand
unmarshaling,locationtransparency andothersimilarprob-
lems, letting the programmerconcentrateon the essential
part of the development,without worrying aboutthe inci-
dentalpart [3]. For this reason,middlewaresarebecoming
extremelyimportantin designingdistributedapplications.

Interceptorsarenon-intrusive hooksallowing to extend
the middlewarefunctionality without usingintrusive tech-

niquessuch as either modifying the applicationexisting
code,or the middleware core infrastructure. Interceptors
arepreferableto intrusive solutionfor severalreason:first,
by plugging in extensionsto an existing middleware,one
enjoys the benefitof economyof scale.That is, coremid-
dleware infrastructurehasnot to take into accountexten-
sionsthatwill beusedonly by aspecificsetof applications.
Second,interceptorscan be pluggedin middleware from
variousvendors.As describedin [6], interceptorscanhelp
the applicationto managesomespecificnetwork-oriented
taskssuchas:authentication,caching,loadbalancing,flow
controljust to namea few.

In this paperwe focuson RequestPortableInterceptors
[13] for CORBA [12]. CORBA is a distributedobjectcom-
puting(DOC) middlewarebasedon a standardarchitecture
that allows programmersto createand accessdistributed
objects. CORBA achieves full interoperabilityin hetero-
geneousenvironmentsby providing location,platformand
languagetransparency. In CORBA, the commonmiddle-
waretasks(e.g. object location,requestmarshaling,mes-
sagetransmission,messageunmarshalingetc.) areunder-
takenby theObjectRequestBroker(ORB)component.The
basicideaof CORBA PortableInterceptorsis thusto insert
into the CORBA ORB someinterceptionpointswherethe
developercan registersomecode,automaticallyexecuted
by the ORB, i.e. transparentlyto client andserver appli-
cations.ThePortableInterceptorsspecificationdefinestwo
typesof interceptors,namelyRequestInterceptorsandIOR
interceptors. RequestInterceptorscan be usedto modify
the standardORB behaviour uponthe event of sendingor
receiving a request,a replyor anexception(e.g.to perform
requestredirection,piggybackingetc). Similarly, IOR In-
terceptorsarehooksinto theORBallowing themodification
of anInteroperableObjectReference(IOR, theCORBA ob-
ject identifier)at its creationtime without impactingon the
applicationcode.

The aim of this paperis to help the readerto under-



standrequestinterceptorcapabilities,limitations andper-
formance.In particular, we focuson:

� identifying the basemechanismsimplementableby
portablerequestinterceptors,namely, requestredirec-
tion andpiggybacking.For eachmechanism,we pro-
vide the Java interceptioncode registeredwith the
ORBs(thecodeis availableonlineat [9]);

� identifying limitations of portable interceptors(e.g.
the impossibility of generatingreplies and, in Java
ORB implementations,of readingvariousrequestpa-
rameters);

� analyzingthe implementationof a proxy-basedtech-
nique (proposedin [6]), which exploits the mecha-
nismsimplementableby interceptorsand overcomes
their limitations;

� evaluating the cost of the basic interceptionmecha-
nismsandof theproxy-basedtechniquewhenconsid-
ering several designchoices. This evaluationstudy
proposesseveralbenchmarksobtainedby runningex-
perimentson threedifferent Java ORB implementa-
tions (JaCorb[8], Orbacus[15] and Orbix 2000 for
Java [16]).

Even thoughquite promising,the technologybasedon
interceptoris far from beinga maturetechnology:during
our experimentswe foundseveralbugsin theORBsunder
test.Someof thesebugswerefixedby thedevelopersof the
ORBsduringtheexperiments,otherbugs,atthetimeof this
writing, arestill presentin someORBandmadeimpossible
theexecutionof a few experiments(seeSection4).

Let us finally remarkthat this study on interceptorsis
a part of a project that we arecarryingout in our depart-
ment to develop a Fault TolerantCORBA Compliant[14]
InteroperableReplicationLogic (IRL) runningover ORBs
implementationsof variousvendors[10, 11]. In the IRL
project,portableinterceptorsplayakey rolefor implement-
ing client-sidefailoverandreplicationtransparency.

Theremainderof thispaperis structuredasfollows: Sec-
tion 2 presentsandoverview of requestportableintercep-
tor by showing their limitations andassets.Section3 pro-
posesthebasicmechanismsimplementedby portableinter-
ceptors: redirectionandpiggybacking. The samesection
showsaproxy-basedtechniquethatovercomessomeof the
limitationsdescribedin Section2. Section4 dealswith the
resultsof the experiments.Section5 concludesthe paper.
Fragmentsof thecoderegisteredin the interceptionpoints
andusedin theexperimentsareavailableat [9].

2 Overview of RequestPortable Inter ceptors

PortableRequestInterceptors(PIs)area mechanismal-
lowing to modify the ORB or the applicationbehaviour

upon the event of sendingor receiving a message(e.g. a
request,a reply or an exception)without impactingeither
ontheORBcodeor ontheapplicationone.RequestPIsare
logically seton top of theORB layer(Figure1) andcanbe
installedin an ORB by invoking their interfaces.Request
Interceptorsareclassifiedin client requestinterceptors and
server requestinterceptors. The former are installed in
client-sideORBs andcan interceptoutgoingrequestsand
contexts aswell asincomingrepliesandexceptions.Con-
versely, thelatterareinstalledin server-sideORBsandcan
interceptincomingrequestsandcontexts aswell asoutgo-
ing repliesandexceptions(see[9]). PIscanperformopera-
tionsatdifferentpointsduringrequestprocessing.Figure1
showssuchinterceptionpoints.

In particular, client requestinterceptorsare activated
either when a client issues a request (by implement-
ing the send request() or the send poll() meth-
ods) or when a client receives a reply or an excep-
tion (by implementing the receive reply(), the
receive exception() or the receive other()
methods).

Server request interceptors are activated either
upon receiving a request (by implementing the re-
ceive request(), receive poll() or re-
ceive request service contexts()) or upon
the sending of a reply or of an exception (by imple-
menting the send reply(), send exception() or
send other() methods).

By implementingthe methodslisted above, requestin-
terceptorscanbeconfiguredto:

� accessrequestor reply information (this is a strictly
platformdependentissueaspointedoutin Section2.1)
to performsomeaction;

� redirectarequestto anothertargetby throwingaFor-
wardRequest exception;

� throw otherCORBA exceptions;

� manipulatethe requestservicecontext, e.g. to piggy-
backadditionalinformationontoa message;

� performtheir own invocations;

� delaya requestor a reply.

Providing suchfeatures,PIsactuallybecomea powerful
developmenttool. Without impactingon applicationcode,
they canbeused,for instance,to piggybackauthentication
informationinto GIOP1 messagesflowing betweena client

1GIOP is the acronym of GeneralInter-ORB Protocol,i.e. the speci-
fication of the abstractprotocolallowing CORBA remoteobjectinterop-
eration.This generalspecificationis instanciatedover a specifictransport
layer, e.g. the InternetInter-ORB Protocolis theGIOP instanceover the
TCP/IPtransportlayer.
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andaserver, to uniquelyidentify clientrequestsandredirect
themamongdifferentreplicasof a fault-tolerantserver [10,
11], to sharethe load amongdifferentcopiesof a server,
to implementcachingmechanisms[4] or to implementflow
control,asalsoshown in [6].

However, in somecircumstances,PIs do not suffice to
meetthe applicationrequirement.In particular, PI limita-
tionscanbesummarizedasfollows:

� client requestPIscannotgeneratetheir own repliesto
interceptedrequests;

� PIscandefinitively block a requestor a reply only by
raisinganexception;

� PIs can redirecta requestonly by throwing a For-
wardRequest exception;

� PIscannotalternoneof theparametersof a requestor
of a reply;

� PIs cannotmodify the requestservicecontexts (but
they canaddtheir own contexts);

After their installation,PIs interceptall the requestsor
repliesexchangedbetweenclientandserverORB.Different
interceptorinstancescanbe registeredwith a singleORB
and,oncea requestis intercepted,all the registeredinter-
ceptorinstanceswill be invoked by the ORB uponthe ar-
rival of a triggering event. The invocationorder is ORB
implementationdependentand cannotbe either inspected
or modified2.

2.1 Java Portable Inter ceptorsLimitations

The main limitation of Java implementationsof the PIs
specificationconsistsin theimpossibilityof accessingsome
importantfields of a requestor of a reply from a request
interceptor. In particular, with Java portable bindings,

2Actually, someORB implementationsallow to chain interceptorsin
a customizablefashion,e.g. by definingtheir invocationorder. However,
assumptionson the order of invocationof multiple interceptorresult in
non-portableinterceptioncode.

an interceptorcannotaccesstheRequestInfo interface
to read the following attributes: arguments, excep-
tions, contexts, operation context, result.

Roughlyspeaking,aJavaPI cannotaccessmorethanthe
operation nameof theRequestInfo interfacefields
concerningthesignatureof anoperation.If a PI triesto do
so, a NO RESOURCES systemexceptionis thrown. This
limitation implies that, with Java portablebindings, it is
impossiblefor an interceptorto performactionsdepending
from theattributesmentionedabove (e.g. theoperationar-
guments).This actually limits the scopeof PIs. To over-
comethis limitationsalongwith the impossibilityof creat-
ing replies,theproxydesignpattern[7] canbeused.In [6],
several commonproblemssuchas implementingcaching,
load-balancing,etc. are addressedusingPIs andproxies.
Note that the proxy patternincreasesthe flexibility of the
implementedsolution, by decouplingthe requestredirec-
tion aspectsfrom theapplicationdependentones.We thus
suggestthe applicationof this patternalsowith languages
allowing to accessall of theRequestInfo interfaceat-
tributes,e.g.with C++.

3 PI-basedClient-sideTechniques

In this sectionwe focuson the PI-basedclient-sideen-
hancementbasicbuilding blocks.In particular, wedealwith
the requestredirectiontechniques,the piggybackingtech-
niqueandwith the implementationof a proxy server that
canaccesstherequestarguments,context etc. andcanthus
performactionsdependentfrom suchinformation.

3.1 RedirectionTechniques

Oneof themainissuesaddressedby thePI specification
is transparentrequestredirection.This techniqueallows to
transparentlyredirecta client requesttowardsa target dif-
ferentfrom theonecodedin theIOR heldby theclient.

In orderto accessrequestinformation,client requestPIs
have accessto aClientRequestInfo object. This ob-
ject inheritstheRequestInfo interface(andthussuffers
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of all the restriction of such object) and storesinforma-
tion aboutclient siderequestparameters.In particular, the
ClientRequestInfo objectcontainsthetarget and
effective target fields,which areusuallyequaland
storetherequestdestinationIOR.

Requestredirection can be implementedby letting a
client requestPI throw a ForwardRequest exception
eachtime it capturesan outgoingrequest,i.e. by throw-
ing such exception in the send request() or in the
send poll() methodimplementations.This exception
hasa CORBA Object type attribute, namedforward,
anda booleanattribute, namedpermanent. The for-
ward objectis usedto setthenew requesttarget. Indepen-
dentlyfrom thepermanent flagvalue,uponreceiving the
ForwardRequest exception,theORB:

� reprogramsthe effective target field of the
ClientRequestInfo objectto theforward ob-
jectvalueandthen

� sendstherequestto theforward object.

It is importantto notethatalsothere-issuedrequestwill
flow throughtheclientrequestPI.Thismeansthatamecha-
nismhasto beimplementedinsidethePI in orderto distin-
guish betweenfirst-time-caughtand re-issuedinvocations
(e.g. eitherby comparingtheeffective target and

thetarget ClientRequestInfo fieldsor by aflag).
Thepermanent flag indicateswhethertheforward

object hasto becomethe permanenttarget of all the fol-
lowing client requestsor has to be usedonly on the re-
questbeingforwarded.Whenusinganon-permanentFor-
wardRequest exception,i.e. with thepermanent flag
set to false,the object referenceheld by the client is not
modified. This allows per-requestredirection: eachtime
theclientsendsarequestto agiventarget,anon-permanent
ForwardRequest exceptioncan be thrown to redirect
the requestto a distinct target. Figure 2 illustratesper-
requestredirection: eachtime a client performsan invo-
cationto Server2, the client requestPI catchesthe request
andcreatesa ForwardRequest exceptionobject. Then
it setstheforward objectvalueto theServer1objectref-
erence,thepermanent flag to falseandthenthrows the
exception.Uponreceiving suchexception,theclient ORB
re-issuesthe requesthaving setServer1 asthe requesttar-
get. For eachsuccessive invocation,the client requestPI
behavesexactly the same,andit is alsoallowed to change
therequesttarget.

On the contrary, whena client requestPI throws a per-
manentForwardRequest exception,i.e. with theper-
manent flag set to true, the object referenceheld by the
client is changedinto the forward object value. This
causesthe ORB to automaticallyredirecteachfollowing



Inter
network

Client
Client

Client Request PI

Server
Server

Client ORB Server ORB

operation()

Server Request PI

Interception point

Piggybacked information

Interception point

Piggybacked information

op result
Client

Client Request PI

Server Request PI

Server

add_request_service_context

get_request_service_context

Figure 4. The pig gybac king technique

client requestto the new target, i.e. per-client redirec-
tion. As a consequence,both the effective target
andthetarget fieldsof theClientRequestInfo ob-
ject fieldswill besetto theforward objectvalue.Figure
3 illustratessuchtechnique.The first time the client per-
formsaninvocationto Server2,theclient requestPI throws
apermanentForwardRequest exception(having setthe
permanent objectvalueto Server1objectreferenceand
thepermanent flag to true). Uponreceiving suchexcep-
tion, the client ORB permanentlysubstitutesthe Server2
referencewith theServer1reference.Finally, theORB re-
issuestherequestinvokingServer1.All thefollowing invo-
cationswill thusbeaddressedby theclientORBto Server1,
andtheclient requestPI will not beableto throw any other
ForwardRequest exception.

Also in this casea mechanismto distinguishbetween
first-time-caughtandre-issuedinvocationsis neededin the
PI, but cannotbe implementedby comparingtheeffec-
tive target and the target fields of the Clien-
tRequestInfo interface3.

Notethatif aPI raisesaForwardRequest exception,
no otherinstalledinterceptoris invokedat that interception
point by the ORB. Furthermore,a client requestPI is al-
lowedto throw atmostonepermanentForwardRequest
exception.

3.2 Piggybacking

PIs can be usedto piggybackinformation onto GIOP
messages(e.g. a requestor a reply) without modify-
ing clients, servers and ORBs (e.g. for authentication
purposes). In such contexts a client requestPI and a
server requestPI can be used. The flow of piggybacked
information can be bidirectional, i.e. from a client to a
server and vice-versa. As an example,we show how to
implementpiggybackingfrom client to server. To achieve
this, a client requestPI on the client ORB and a server

3This issueactuallyis applicationdependent.Recursive scenarioscan
be avoided by using a thrown booleanflag inside the interceptor, or
by letting the interceptorknow which are the requeston which a For-
wardRequest exceptionhasor hasnot to bethrown.

requestPI on the server ORB have to be installed. Figure
4 shows thepiggybackingtechniqueimplementationusing
PIs: the client requestPI interceptsoutgoing requests
(e.g. usingthesend request()or thesend poll()
method)andaugmentsthemwith a GIOP servicecontext
(IOP::ServiceContext) by invoking a client request
PI method (add request service context()).
Such context contains a byte array to which pig-
gybacked information has to be converted by the
PI. When the request reaches the server ORB, the
server request PI intercepts it (by implementing re-
ceive request service context() method) and
then extracts the piggybacked information (by imple-
menting the get request service context()
method).

3.3 Proxy-basedTechniques

In this sectionwe describehow to overcomethePI gen-
eral limitations describedin Section2 andthe Java imple-
mentationonesdescribedin Section2.1. The main issues
we addresshereis how to performactionsthat strictly de-
pendson the requestcontent. As shown in [6], this prob-
lemarisesin many contextssuchasloadbalancing,caching,
softwarefault toleranceetc.4.

Providedthata client PI cannotreply to caughtrequests
by its own and,in thecaseof Java, cannotevenreadmany
of RequestInfo attributes,a naturalway of overcoming
suchlimitations is implementinga local proxy server [7].
In sucha scenarioa client requestPI redirectseachinter-
ceptedclient requestto a local proxy, which is ableto read
therequestcontentandperformoperationsto meettheap-
plicationrequirements.However, dependingfrom suchre-
quirements,differentdesignchoicesconcerningboththein-
terceptorbehaviour andtheproxydeploymentcanbemade.

In particularwe considerthefollowing designchoices:
� per-requestand per-client redirection: as pointed

out is Section 3.1, client requestPIs can be pro-

4Thisproblemcanarisealsoin verysimplescenariosconcerningsecu-
rity, e.g.whenaclienthasto transparentlysendadigestof therequestto a
server for authenticationpurposes.
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grammedfor performingeitherper-requestredirection
or per-client redirectionto a proxy object.Per-request
redirectioncanbe useful, for instance,whena proxy
implementsfunctionality relatedto a given operation
of an object and the interceptorcan decideby itself
whetherinvoke or not the proxy by readingthe op-
eration attribute of the RequestInfo interface
(alwaysavailable). On the otherhand,if a proxy en-
tirely “wraps” a server object,thenper-client redirec-
tion couldbetheappropriatechoice.

� collocatedand non-collocatedproxies: asshown in
Figure5, aproxy is collocatedif compiledin thesame
client addressablespace. Otherwiseit can be non-
collocated, i.e. deployedin a distinctprocessrunning
on the client host (thusallowing many clients to use
thesameproxy). We do not considerremoteproxies,
i.e. proxiesresidingon hostsdifferentfrom theclient
one.

Note that requestsoutgoing from collocatedproxies
areinterceptedby theunderlyingclient requestPI and
alsoin this casea mechanismto avoid recursive sce-
narioshasto beimplemented.Collocatedproxieshave
to be compiledwith the client, reducingmodification
flexibility but improving performance.On the other
hand,non-collocatedproxiescanhandlerequestscom-
ing from morethanoneclientandaremodifiablewith-
out recompilingtheclients.

� static and dynamic proxies: a proxy is static if im-
plementedthroughastubandaskeleton,i.e. exposing
a static skeletontowardsthe client(s) and exploiting
a stubto invoke the remoteserver(s). A proxy is dy-
namic if implementedthroughDSI andDII, i.e. ex-
ploiting DSI to readclient requestsandDII to dynami-

cally invokeremoteobjects.Staticproxiesaresimpler
to implementbut lessflexible than dynamics,which
alsostronglydecoupleclient, proxy andserver inter-
faces[17].

Theright choiceamongsuchdimensionsactuallyis ap-
plication dependent.For example, for high performance
application,an appropriatechoicecould be implementing
astatic,collocatedproxywith per-clientredirection.Onthe
contrary, for highly flexible applications,a dynamic,non-
collocatedproxy with per-requestredirectioncould be the
appropriatechoice. Costsof such designchoicewill be
evaluatedin thefollowing section.

4 PerformanceEvaluation

In this sectionwe first describethetestbedenvironment
andhow we carriedout the experiments. Then we intro-
ducethelandmarksof our benchmarks,i.e. thelatency and
thethroughputof simplestream-basedclientserver interac-
tions, for eachof the ORBswe tested.Finally, we present
benchmarksfor eachof thetechniquesdescribedin thepre-
vioussection.

4.1 Testbed Platform, Experiments and Land-
marks

Our testbedenvironmentconsistsin two workstations
equippedwith a 300MhzPentiumII processor, 128Mbyte
of RAM and interconnectedby a 10Mbit EthernetLAN.
Theworkstationsrun Microsoft Windows NT Workstation
asoperative systemandareequippedwith the Java Devel-
opmentKit v.1.2.2.On eachworkstation,threeJava ORBs
implementingthe PI specificationhave beeninstalledand
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configured: JacORBv.1 3 21 [8], ORBacusv.4 [15] and
Orbix 2000for Java v.2.1[16].

For eachORB,we implementedin JavaastaticCORBA
client performing a synchronousinvocation to a static
CORBA server, deployed on the other host. The (Java)
server repliesassoonasit receivesthe request.In sucha
simplescenario,we testedandmeasuredthe costof redi-
rection,of piggybackingandof proxy-basedconfigurations
in orderto evaluatethecostof exploiting suchtechniques.

In particular, eachof the following experimentsmea-
sureslatency andthroughputof thetechniquesdescribedin
the previous section. To measurelatency, for eachexperi-
ment,we launched20 timesa batchof 10000requests.To
measurethroughput,for eachexperimentwe launched20
timesa batchof 15 secondsof duration. Averagelatency
andthroughputhave beenevaluatedalwaysdiscardingthe
dataconcerningthe first request,during which the ORBs
interconnect.

The first landmarkfor comparingthe following results
is shown in thefirst column(namedBase) of Figure6, that
reportslatency and throughputfor a simple stream-based
CORBA clientserverinteraction.In thetestscenario,noin-
terceptoris installedanda client invokesa serveroperation

via stub. Theserver is static(it implementsa skeleton)and
immediatelyreturns.On average,to completesucha client
server interactionORBacustakes about1,1 msec(with a
throughputof 917req/sec),Orbix about1,44msec.(with a
throughputof 694req/sec)andJacORBabout1 msec.(with
a throughputof 1040req/sec).

Thesecondlandmarkis thelatency increase(andthecor-
respondingthroughputdecrease)when a no-op client re-
questPI is installed in the client ORB, i.e. the cost of
potential flexibility due to interceptors5 ([17]). The re-
sults are shown in the secondcolumn (namedPI no-op)
of Figure6. Installing client requestPIs increaseslatency
of about6.36%in ORBacus,1.39%in Orbix and10% in
JacORB,causinga throughputdecreaseof, respectively,
7.13%,1.46%and15.94%.

4.2 RedirectionPerformance

The third and the fourth columnsof Figure 6 (named
PI Permanentand PI Non Permanent) show latency and
throughput for permanent (i.e. per-client) and non-

5This testactuallymeasuresthecostof potentialclient-sideflexibility,
having not registeredserver requestPIswith theserver ORB.
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permanent(i.e. per-request)redirectiontechnique.Using
per-client redirectionresultsin performancesactuallysim-
ilar to the PI no-op scenario. This is due to the fact that
theForwardRequest exceptionis thrown only uponthe
first interceptedclient request(seealsoFigure3).

Whenusingper-requestredirection,however, theFor-
wardRequest exceptionis thrown for eachrequest(see
alsoFigure2) andthusperformancesharplyreduces:with
respectto thebasescenario,latency increasesof 85.45%for
ORBacus,97.92%for Orbix andof 780.00%for JacORB6.
As a consequence,throughputhas a reductionof about
87.91%for ORBacus,98.29%for Orbix and of 890.48%
for JacORB.

4.3 PiggybackingPerformance

Figure7 shows throughputandlatency of a client server
interactionexploiting thepiggybackingtechniquedescribed
in Section3.2 andtransferringa string from the client re-
questPI to theserver requestPI.

6Note that valuesobtainedby JacORBin such configuration(per-
requestredirection)areinfluencedby an ORB bug that we found during
theexperiments.JacORBdevelopersrapidlydeliveredusapatchedrelease
thatfixedthatbug,withoutdealingwith efficiency issues.Thisexplainsthe
highcostof per-requestredirectionin JacORB.

We evaluatedpiggybackingcostfor threedistinctstring
sizes,i.e. 10,100,1K and10K bytes. For completeness,
wealsodraw in Figure7, latency andthroughputof thetwo
landmarks.As expected,thecostof piggybackingincreases
with thesizeof thepiggybackedinformationfor all theplat-
forms.Thefollowing tableshows thepercentagevariations
of latency andthroughputthatwe measured.

Latency Increment

ORBs 10byte 100byte 1Kbyte 10Kbyte 10byte 100byte 1Kbyte 10Kbyte

ORBacus 13,64% 28,18% 47,23% 145,45% 6,84% 20,51% 38,46% 130,77%
Orbix 9,03% 19,44% 36,83% 91,67% 7,53% 17,81% 34,93% 89,04%
JacORB 32% 50% 69% 171% 20% 36,36% 78,18% 146,36%

ORBs 10byte 100byte 1Kbyte 10Kbyte 10byte 100byte 1Kbyte 10Kbyte

ORBacus 15,49% 29,89% 50,32% 149,18% 7,81% 21,25% 40,32% 132,61%
Orbix 9,81% 15,28% 33,20% 92,24% 8,23% 13,62% 31,28% 89,47%
JacORB 37,54% 57,58% 79,62% 185,71% 18,65% 35,91% 54,92% 146,43%

Comparison with landmark "Base" Comparison with landmark "PI no-op"

Throughput Decrement
Comparison with landmark "Base" Comparison with landmark "PI no-op"

4.4 Proxy-basedTechniquePerformance

We testedall off thepossibleconfigurationof theproxy-
basedtechniquesdescribedin Section3.3. In eachof these
configurations,uponreceiving theclient requestredirected
by the client requestPI, the local proxy objectissuesa re-
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Figure 10. Comparison of dynamic and static proxy-based techniques.

questto theremoteserver, waitsfor thereplyandthengen-
eratesa reply for the client (i.e. it essentiallybehavesre-
laysto theservereachclient request).Theresultsfor static
proxies,areshown in Figure8, in which we comparewith
the landmarks(i.e. the Baseand PI no-op columns)the
throughputandthelatency of collocated(Colloc.) andnon-
collocated(NonColloc.) proxieswith anunderlyinginter-
ceptorperformingeitherper-client (Perm.) or per-request
(NonPerm.) redirection7.

Similarly, Figure 9 shows the result obtainedwith dy-
namicproxiescomparedwith thelandmarks.

The cost of implementing a proxy based technique
strictly dependsfrom the redirectiontechniqueexploited.
As we expected,proxy-basedconfigurationexploiting per-
client redirectionperformsbetter than configurationsex-
ploiting per-requestredirection.

Whendealingwith proxydeploymentissue,weexpected
betterperformanceusingcollocatedproxiesexploiting both
per-requestand per-client redirections. However, as the
graphicspointsout, in JacORBthis doesnot hold: using
this ORB, in fact,we noticedthat in theconfigurationsex-
ploiting per-client redirection,collocatedproxiesperforms
worsethannon-collocated.This is actually impossibleto
verify for Orbix at themoment.

To addresstheproblemof measuringthecostof flexibil-
ity dueto exploiting dynamicinterfacesin theproxy-based
redirectioncontext, we comparedthecostof implementing
staticproxieswith theonesof implementingdynamicprox-
ies:Figure10showstheincrementof costsdueto theuseof
dynamicinterfacesfor implementingtheproxy, i.e. theper-
centageincrementof the latency andthepercentagedecre-
mentof the throughputdueto the choiceof implementing
flexible, dynamicproxies.Suchcostrangesfrom about3%
of the Orbix platform (obtainedin the Perm. Non Collo-
catedcase), upto about15%measuredontheOrbacusone

7In suchfigures,therearesomecolumnsmissing.We got a bug when
runningthe collocated-permanentscenarioover Orbix ORB. The system
entersaninfinite loop. We arein touchwith IONA tech. to receive a new
ORBIX releasethatfixesthis problem.

(obtainedin thePerm.Colloc. case).
Let us finally comparethe proxy-basedconfigurations

requiredby high performance(staticcollocatedproxy with
permanentredirection)and highly flexible (dynamicnon-
collocatedproxy with non-permanentredirection)applica-
tions (SeeSection3.3). Thecostof a proxy-basedconfig-
uration, in term of latency, that addsmaximumflexibility
to the applicationis abouttwice the costof the mostrigid
proxy-basedconfiguration8.

5 Conclusions

The interceptortechnologyis one of the most promis-
ing tools to addspecificnetwork-orientedcapabilitiesto a
distributed applicationwhich runs over a distributed sys-
temcomposedby oneor severalMiddlewares.In thispaper
we have investigatedlimitations andassetsof a particular
typeof interceptors,namelytheRequestPortableIntercep-
tors, recentlyadoptedby OMG as a part of the CORBA
specification. In particular, we have pointedout the main
mechanismsimplementableby portableinterceptors,such
asredirectionandpiggybackinganddiscussedhow to over-
comesomelimitations (suchasno generationof requests
andimpossibilityof readingthecontext of a requestat the
portableinterceptorlevel) by proposingaproxy-basedtech-
nique.We did a performanceanalysisof thecostof adding
interceptorsin asimpleclient/serverscenariowhenconsid-
ering several designingchoices. Fragmentsof the request
interceptorcodeusedin the experimentsareavailableon-
line at [9].

6 Acknowledgements

The authorwould like to thank Roy Friedmanfor in-
terestingdiscussionson the PortableInterceptorsandAn-
tonino Virgillito for someinterestingobservationsduring
theexperiments.A specialthankgoesto NicolasNoffkeof

8This costhasbeenevaluatedonOrbacusplatform.



JacORBdevelopmentteamfor his supportduring the ex-
periments.

References

[1] DCE HomePage.http://www.osf.org/dce.

[2] R. Baldoni, C. Marchetti, A. Virgillito, F. Zito. A Failure
ManagementSystemsfor FT-CORBA compliantApplica-
tions,In Proc.of the6th InternationalWorkshoponObject-
OrientedDependableSystems, Rome,2001.

[3] F. P. Brooks. TheMythical Man-Month. AddisonWesley,
October1995.20thAnniversaryEdition.

[4] G. Chockler, D. Dolev, R. Friedman,and R. Vitenberg.
CASCADE: CAching Servicefor CorbA Distributed ob-
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