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Figure 1: Locating S-box area Figure 2: Process of PRESENT encryption
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» Not enough studies regarding side-channel analysis of lightweight ciphers exi

» Unavailability of a correlation electromagnetic analysis (CEMA) of PRESENT
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Table 1: S-box of PRESENT

Key Features of the Research

= Asimple EMA to find the encryption behaviour and frequencies affected by the encryption
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Table 2: Results summary
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Figure 3: Resultant correlation graphs

Progress

v’ Eight troughs in resultant correlation graphs that indicate eight major leakage areas

v’ Seven bytes of the secret key were derived
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Figure 1: Attack on Arduino UNO u



