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Abstract—Unmanned aerial vehicle (UAV) assisted communica-
tion is a promising technique for future wireless networks due to
its characteristics of low cost and flexible deployment. However,
the high possibility of line-of-sight (LoS) air-ground channels
may result in a great risk of being attacked by malicious users.
Especially compared to the encryption and physical layer security
that prevent the eavesdropping, covert communication aims at
hiding the existence of transmission, which is able to satisfy
the more critical requirement of security. Thus, in this article,
we focus on the covert communication issues of UAV-assisted
wireless networks. First, the preliminaries of secure communi-
cations including encryption, physical layer security and covert
communication are discussed. Then, current works and typical
applications of UAV in covert communications are demonstrated.
Furthermore, we propose two schemes to enhance the covertness
of UAV-assisted networks for some typical scenarios. Specifically,
to improve the covert rate in UAV-assisted data dissemination, an
iterative algorithm is proposed to jointly optimize the time slot,
transmit power and trajectory. For the covertness of ground-air
communication, a friendly jammer is employed to confuse the
wardens, where the location of jammer, the jamming power and
the legitimate transmit power are jointly optimized. Numerical
results are presented to validate the performance of these two
proposed schemes. Finally, several challenges and promising
directions are pointed out.

Index Terms—Covert communication, resource allocation, un-
manned aerial vehicle, wireless security.

I. INTRODUCTION

Equipped with various small-size sensors and devices, un-
manned aerial vehicles (UAVs) are able to perform a wide
range of tasks in harsh environments including disaster rescue,
surveillance, data gathering, and data relaying. Benefiting
from the high altitude, UAVs can establish line-of-sight (LoS)
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wireless links for air-ground communications, which provide
significant performance improvement over the convention-
al non-line-of-sight (NLoS) terrestrial communications [1].
With flexible deployment and high mobility, UAV-assisted
air-ground networks can be deployed on-demand to provide
wireless links for disconnected devices, especially in areas
without communication infrastructures and in emergency sit-
uations. Thus, UAV-assisted wireless networks have aroused
tremendous attentions in both industry and academia [2], [3].

By employing UAVs in wireless networks, the coverage
and connectivity can be significantly improved. However, the
utilization of UAVs brings new challenges for future networks.
In particular, the high-quality LoS channels of air-ground
communication lead to high possibility of being overheard
or attacked due to the good received signal at the malicious
adversaries. Since UAVs are frequently deployed to deliver
sensitive information, the communication security of UAV-
assisted wireless systems is of increasing concern. One of the
commonly used techniques for secure transmission is upper-
layer encryption. By sharing a secret key between two users,
confidential information can be encrypted at the transmitter
and decrypted at the receiver. Without the secret key, the ille-
gitimate adversary needs near-infinite computational capacity
to decrypt the confidential information. Another technique is
the physical layer security. By leveraging the better legitimate
channel over the eavesdropping channel, the eavesdropper
cannot decode the received message.

However, encryption and physical layer security are not
enough to guarantee the security. Once the communication
behavior is observed by the adversary, the transmitted data
becomes unreliable [4]. On one hand, the behavior of trans-
mitting a signal can arouse suspicion. Thereby the radiation
source may be located and physically attacked especially
in military applications. On the other hand, the adversary
is able to gather part of the confidential information from
the received signal by side-channel analysis, even with well-
designed encryption and physical layer security [5]. Therefore,
the covert communication, also known as low probability of
detection/intercept (LPD/LPI) communication, needs to be in-
vestigated to provide stealth communication links. Historically,
spread spectrum techniques were used to realize covert com-
munication in military applications. However, the covertness of
spread spectrum has not been well analyzed. For the covertness
analysis of wireless systems, the square root law was founded
by Bash et al. in additive white Gaussian noise channel, i.e.,
O(+/n) bits can be covertly transmitted over n channel uses



TABLE I
COMPARISON OF THREE TYPICAL SECURE COMMUNICATION TECHNIQUES

Technique Protocol layers Purpose Complexity Limitation Benefit from employing UAVs
. . Difficulty in unauthorized . .
Encryption Mainly upper layers decryption High Key management Barely no influence
Physical layer security Physical layer Degrade eavgsdroppmg Medium CSI or partial CSI Differentiate legltlmate and
quality of eavesdropper eavesdropping links
Covert communication Physical layer Avoid being detected Low Priori information Close to receivers, far

of warden from wardens

with arbitrarily small probability of being detected [6]. Since
then, the covertness of wireless communications has attracted
tremendous research attentions [7], [8].

Existing works have shown that covert communication
can be achieved by exploiting interference or noise [8], [9].
However, employing UAV in wireless networks has brought
new challenging issues to achieve covert communication.
Specifically, the LoS air-ground channels may result in higher
possibility of being detected by wardens [10]. Thus, the trans-
mit power and altitude of UAVs need to be properly designed
to maximize the covert rate [11]. In addition, exploiting the
high mobility of UAV is an important aspect to enhance the
covert communication quality [12]. Accordingly, achieving
three-dimensional (3D) coverage, high energy efficiency and
high reconfigurability in UAV covert communication systems
are also challenging issues to be addressed.

Although a few works have been conducted to achieve
covertness in UAV-assisted wireless networks [10]—[13], there
still exist many challenging problems to be solved. Thus, in
this article, we present two typical case studies to enhance
the covertness of UAV-assisted networks. In the following
sections, we first discuss the main secure communication tech-
niques including encryption, physical layer security and covert
communication. Then, we introduce several typical application
scenarios of UAV-assisted covert networks. Furthermore, two
case studies are carried out to improve the covertness of
UAV-assisted networks. In the UAV-assisted multi-user data
dissemination case, the time slot, transmit power and trajectory
of the UAV are jointly optimized to maximize the covert
rate. In the jamming-assisted ground-air communication case,
the transmit power and location of the jammer, as well as
the transmit power of the legitimate transmitter, are jointly
optimized. Several research directions on UAV-assisted covert
communications are finally discussed.

II. PRELIMINARIES OF SECURE COMMUNICATION IN
UAV-AIDED WIRELESS NETWORKS

Due to the inherent broadcast and open nature, wireless
communication faces more secure challenges than wired sys-
tems. During the past decades, various techniques for secure
wireless communication have emerged. In this section, we
discuss the most commonly investigated solutions to secure
wireless communications and their applications for UAV-
aided wireless networks, including encryption, physical layer
security and covert communication.

A. Encryption

Encryption mainly happens in upper layers, including
medium-access control (MAC) layer, network layer, transport
layer, efc. For communication systems employing the encryp-
tion technique, the source data are encrypted with a secret
key before transmission. The receiver can decrypt the received
data with the same key. For the unauthenticated user, near-
infinite computational capacity is needed for decryption when
well-designed encryption is employed, and thus the data trans-
mission security can be guaranteed accordingly. However, the
encryption cannot always guarantee the security. For example,
if the legitimate user does not have the secret key, a secret
channel needs to be established to share it, which increases
the risk of being overheard. Besides, non-computational meth-
ods such as side channel analysis can be employed by the
adversary to gather confidential data without the secret key.
In addition, the encrypted systems may be also threatened
by brute-force methods such as quantum attack. Since the
encryption is mainly utilized in upper layers, employing UAVs
does not have much influence on the decryption performance
of the adversaries, but have influence on the received quality.

B. Physical Layer Security

Physical layer security is able to guarantee the security at
information-theoretic level in the presence of an eavesdropper.
When the eavesdropper receives a degraded version of the
legitimate signal, it may be completely confused about the
confidential message, i.e., it is no better than receiving no
signal at all. In physical layer security, the secrecy capacity can
be expressed as C = max I(X;Y) — I(X; Z), where X is the
channel input, Y and Z are the channel output at the legitimate
receiver and the eavesdropper, respectively. This expression
implies that physical layer security is a relative concept, i.e.,
the secrecy capacity is expressed by the difference of achiev-
able rates between the legitimate link and the eavesdropping
link. In conventional terrestrial wireless networks, physical
layer security can be enhanced by proper power allocation
or beamforming, usually with channel state information (CSI)
or partial CSI of the eavesdropper.

For physical layer security in UAV-assisted wireless net-
works, more gains can be achieved by exploiting the charac-
teristics of UAV. First, by choosing proper hovering position
or flying with carefully designed trajectory, the distance of
the legitimate link can be reduced and thus the probability
of LoS channel can be enhanced. Then, the link distance of



TABLE II
CURRENT RESEARCH ON COVERT COMMUNICATION IN UAV-ASSISTED WIRELESS NETWORKS

Publication year =~ Reference number  Main feature Role of UAVs
2020 [10] Detecting UAV’s transmission by a terrestrial warden Transmitter
2019 [11] Hiding UAV’s transmission from a terrestrial warden Transmitter
2019 [12] Trajectory and power optimization for UAV’s covert transmission Transmitter
2020 [13] Hiding terrestrial multi-hop transmission from an aerial warden Warden
2020 [14] Enhancing terrestrial covert communication by UAV-aided jamming  Jammer
2019 [15] Collecting data and jamming the wardens by UAV Jammer & Receiver

eavesdropping channel can be expanded and the probability
of NLoS illegitimate transmission can be increased. In other
words, with swiftly deployment and high mobility, the UAV is
able to improve the difference between the legitimate channel
and the eavesdropping channel, which results in a significant
improvement of security.

C. Covert Communication

Covert communication is an advanced level of security
requirement. Not only the content of the confidential message
cannot be decoded by the adversary, but also the existence of
confidential wireless transmission should not be noticed. This
is a critical requirement, since the existence of a wireless signal
can be easily detected by a radiometer with energy detection.
During the past decades, spread spectrum is the most widely
used technique with low probability of detection. The spectrum
of the original signal is spread into a signal with wide spectrum
and low-power spectral density, which looks like white noise
at the receiver side. Since spread spectrum techniques also
have the advantage of resisting interference, it is commonly
utilized in military communications.

However, there is barely no analytical study on the covert-
ness of spread spectrum systems. We only know that the prob-
ability of being detected increases with the average transmit
power. The famous square root law of covert communication
was proposed in 2013 by Bash et al. [6], which revealed
that no more than O(y/n) bits can be covertly transmitted
in AWGN channel over n channel uses. This implies zero
covert communication since lim /n/n = 0. Besides the
AWGN channel, the covert 7égrcflomunications with friendly
jamming, noise uncertainty, and in interference environment
have aroused a lot of research attentions, and more gains can
be achieved [8], [9].

For UAV-assisted communication systems, the influence of
employing UAV as a transmitter has two sides. On one hand,
the mobility of UAV can be exploited to weaken the received
signal at the warden. On the other hand, the high-quality
LoS channels may increase the probability of being detected
compared with conventional terrestrial NLoS channels. In
addition, the UAV can also be employed as a receiver, which
requires low transmit power due to the LoS environment. This
is a favorable condition for covert communications. Other ap-
plications of UAV for covert communications include friendly
jamming and working as a warden. By taking advantages of

high altitude and flexible mobility, more gains can be achieved
by UAVs comparing to conventional terrestrial devices.

In summary, a comparison of encryption, physical layer
security and covert communication are listed in Table I. In
practical wireless networks, the three above-mentioned tech-
niques are not mutually exclusive. They can work jointly to
enhance the security of wireless networks, especially in UAV-
assisted networks.

III. TYPICAL APPLICATIONS OF UAV FOR COVERT
COMMUNICATIONS

The above discussions have shown that the covertness of
UAV-assisted networks can be enhanced by exploiting the
mobility of UAV and the LoS air-ground channels. However,
the UAV-assisted covert communication is still in its infancy
stage, and the existing research works are listed in Table II.
In [10], the beam sweeping based detection of a UAV’s trans-
mission by a terrestrial warden with multiple antennas was
investigated, where the closed-form detection error probability
and a low-complexity approximation were derived to reveal
the performance. In [11], assuming that the warden locates at
the projection of the UAV on the horizontal plane, the air-
ground transmission quality under the covertness constraint
was optimized. The covert rate of air-ground communication
was enhanced by jointly optimizing the trajectory and transmit
power in [12]. In [13], the covert throughput of terrestrial
multi-hop communication was maximized with a UAV as an
aerial warden. In [14], the covertness performance of terrestrial
system with a UAV as a friendly jammer was analyzed in both
the AWGN channel and Nakagami-m channel. In [15], a full-
duplex UAV-enabled covert data collecting system was investi-
gated by optimizing the trajectory and jamming power of UAV.
Thus, with the high altitude and swift deployment, UAVs will
have a lot of applications in future covert wireless networks.
Fig. 1 shows several typical scenarios of UAV-assisted covert
communications, which are introduced as follows.

e UAV as aerial base station: In harsh environments or in
emergency situations, the UAV can be employed as an
aerial base station (BS) to serve ground users. Through
caching, the UAV is able to serve these users without
backhaul links. In addition, the UAV-enabled base station
can also provide edge computing service. However, the
air-ground communications are vulnerable to malicious
wardens. To avoid being detected by the warden and
provide reliable transmission performance, the UAV can
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Fig. 1. Typical applications of UAVs in covert communication systems.

flexibly adjust its hovering position or trajectory, to fly
away from the warden and close to the target user.

o UAV as relay: When there is no terrestrial communication
infrastructure, e.g., the distance is too long, or the link
is blocked, the UAV can be deployed as a mobile relay
to connect two isolated terrestrial users. When relaying
confidential messages, the transmission of UAV faces
more secure threat due to the LoS air-ground links,
especially in military applications. Thus, in the presence
of a warden, the UAV should choose proper relay location
to provide covert communication links.

e UAV as aerial user: When there exists communication
infrastructure on the ground, the UAV can work as an
aerial user to keep connected to the existing terrestrial
network. When the UAV is executing confidential tasks,
the covert ground-air communication is also a crucial
issue. Proper UAV trajectory and communication opti-
mization can enhance the covertness of this ground-air
communication system. In addition, friendly jammers can
also be deployed to enhance the covertness of ground-air
communication.

e UAV as warden: UAV can be employed as an aerial
warden to detect suspicious transmission on the ground.
Since the UAV flies at high altitude, employing UAV as
a warden can take advantage of LoS ground-air channels
to achieve better detection performance. Furthermore, the
high mobility enables UAV to fly towards the suspicious
user to ensure short link distance. Therefore, the aerial
warden can achieve better detection performance than
conventional terrestrial wardens due to the high-quality
received signal.

(d) UAV as warden

(e) UAV as friendly jammer

o UAV as friendly jammer: The excellent LoS channel and
high mobility is also helpful for the UAV to disrupt
malicious terrestrial wardens. However, the legitimate
link may also be jammed because of the open nature of
wireless communication. Under this scenario, the jam-
ming location and power need to be carefully designed
to enhance the covertness of legitimate communication
without affecting the transmission quality.

Although the UAV-assisted covert communications face
several challenges in various scenarios, only a few of them
have been investigated in literature, as shown in Table II. In the
following two sections, two typical case studies are presented
to enhance the covertness of UAV-assisted communications, by
optimizing the resource of UAV and by leveraging a friendly
jammer, respectively.

IV. UAV-ASSISTED MULTI-USER DATA DISSEMINATION

One typical application of UAV-assisted covert communica-
tion is data dissemination in harsh environments, as shown in
Fig. 1(a). In some critical scenarios such as military applica-
tions, the employment of UAV is useful to reduce pilot losses.
In this case, the UAV’s transmitted signal can be hidden in the
background noise. To avoid being detected by the adversary,
radio resource and UAV’s hovering position/trajectory need
to be carefully designed. To evaluate the covertness, the
total detection error probability ¢ is commonly used as the
performance metric, which can be given by { = P4 + Ppq,
where Py, is the false alarm probability and P, is the miss
detection probability. When £ > 1 — ¢ for any ¢ > 0, we
can conclude that covert communication can be achieved. It
is worth noting that this covertness metric implies that the
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Fig. 2. Optimized trajectory and covert rate for the UAV-assisted multi-user data dissemination scheme.

warden assumes equal probability that the UAV is transmitting
or not.

A. Problem Formulation

Consider the scenario that the UAV serves K ground users
in a time division multiple access manner, and the time slots
can be allocated to the user when the UAV flies close to it. This
joint design of time slot and trajectory can obtain more gain
than conventional terrestrial systems with fixed node positions.
In addition, with carefully optimized transmit power for each
location of UAYV, the transmission rate can be maximized
under the covertness constraint. Therefore, we propose a
joint time slot, transmit power and trajectory optimization
approach to maximize the average communication rate under
the covertness constraint, which is termed as the covert rate.

To avoid obstacles and provide LoS links, the UAV is
assumed to fly at a high altitude. On the other hand, to reduce
the air-ground distance, it is favorable for the UAV to fly at
a low altitude. Therefore, the altitude of UAV has a tradeoff
between the LoS probability and link distance, which needs
to be carefully chosen.

For tractability of analysis, the flying period of the UAV is
equally divided into multiple time slots. It is assumed that the
warden can have L observations in each time slot, where L
is a limited positive integer. We also assume that the UAV
does not know the exact position of the warden, i.e., the
position of the warden satisfies (2, —7¢)% + (Y —¥e)? < 72,
where (z.,¥y,) is the horizontal coordinate of the warden,
(Ze,ye) is the estimated location, and r is the radius of the
maximum estimation error. Therefore, we consider the robust
covert UAV-assisted data dissemination under the worst-case
of the warden’s location uncertainty.

First, the detection performance of the warden is analyzed.
Since the warden has no prior information of the UAV’s trans-
mission, energy detection is employed. For ease of analysis,
the covertness constraint is transformed into the constraint on
the received power at the warden. Then, the worst-case covert-
ness constraint under the location uncertainty of warden is ap-

proximated into a more tractable form. Specifically, since the
location uncertainty and the worst-case covertness constraint
are both quadratic, they can be transformed into semi-definite
constraints approximately. Finally, the time slot allocation can
be relaxed in to a convex one, the power allocation is convex,
and the trajectory optimization problem can be solved by semi-
definite programming. Based on the above, an efficient block
coordinate descent based algorithm is developed to optimize
the time slot, transmit power and trajectory iteratively. Thus,
the robust covert communication for UAV-assisted multi-user
data dissemination can be achieved.

B. Simulation Results

Simulation results are presented to demonstrate the effec-
tiveness of the proposed joint optimization algorithm. Consider
3 ground users and one warden that locate in a rectangular
area shown in Fig. 2(a). The initial and final locations of UAV
are (0,0, H) and (2000, 1500, H) in meters, respectively. The
UAV flies at a fixed altitude H = 100 m with the maximum
speed of 50 m/s. The tolerance of being detected is € = 0.05.
The radius of the warden’s location uncertainty is » = 50 m.

In Fig. 2(a), when L = 5, three trajectories under different
flying period of UAV T are presented. It can be seen that as
T increases, the UAV has more freedom to fly close to the
target user to obtain better air-ground channels. We can also
see that the UAV tries to fly away from the warden to avoid
being detected in each trajectory. In Fig. 2(b), the average
covert rate versus different values of 7" is demonstrated with
L =1, 5 and 15. A benchmark scheme is given, where the time
and trajectory are optimized without considering the warden
according to [2], with the maximum transmit power satisfying
the covertness constraint. It is shown that the proposed scheme
outperforms the benchmark for each value of 7" and L. Since
when T is larger, the UAV has more freedom to design its
trajectory, we can see that higher covert rate can be achieved
with larger T'. In addition, when L increases, the average
covert rate decreases. This is because more information can be
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gathered with more observations, and the warden can achieve
better detection performance accordingly.

V. JAMMING-ASSISTED UAV COVERT COMMUNICATION

When the UAV works as an aerial receiver, the ground-air
communication may be monitored by one or more wardens on
the ground. Considering the covert ground-air communication
when there exist multiple wardens, a friendly jammer can be
utilized to further interfere the detection of the wardens. To
achieve covert UAV communication, the location of jammer,
the jamming power and the legitimate transmit power need to
be carefully designed.

A. Problem Formulation

Consider the communication system shown in Fig. 3, where
a ground user Alice with M antennas performs transmission
to a UAV in the air, and W malicious wardens on the
ground are detecting the transmission of the ground Alice. A
friendly jammer with /N antennas is employed to enhance the
covertness of such a ground-air communication. In this case,
we assume that each warden keeps listening and has infinite
number of observations.

First, the global detection performance at the wardens is
analyzed. Since the W wardens detect the transmission of
Alice independently, the global detection outage probability is
the expectation of the multiplication of all the wardens’ detec-
tion outage probability. This implies that when there are more
wardens, the detection outage probability decreases. Besides,
although the number of antennas at Alice and jammer has
no influence on wardens’ detection performance, employing
multiple antennas is helpful to eliminate the jamming signal
at the UAV by zero-forcing.

Based on the detection performance of wardens, the covert
rate can be maximized by optimizing the location and transmit
power of the jammer, as well as the transmit power of
Alice accordingly. It can be seen that the global detection
outage probability increases with the jamming power. Since
the jamming signal can be cancelled at the UAV via zero-
forcing, only the wardens are influenced by the jammer.

Thus, the jamming power should be as high as possible to
enhance the covertness. To weaken all the wardens’ detection
performance by jamming, we find that the optimal jamming
location is at the geometric center of wardens. For the UAV,
the optimal hovering location is above the geometric center
of wardens. Since the detection outage probability decreases
with higher transmit power of Alice, the transmit power
should be maximized to achieve maximum covert rate with
the covertness constraint satisfied.

B. Simulation Results

Simulation results are carried out to evaluate the proposed
scheme. The path-loss exponent of the ground-air channel and
terrestrial channels are 2 and 3, respectively. The altitude of
UAV is 100m.

Fig. 4(a) demonstrates the detection outage probability with
different detection thresholds for two of the wardens. The
transmitter Alice has 10 antennas and its transmit power
is 10 mW. The jammer has 8 antennas and its transmit
power is 30 mW. It can be seen that the detection outage
probability varies dynamically with the detection thresholds,
and there exists a set of optimal thresholds for the wardens.
It can be also observed that each warden has its own optimal
detection threshold, which can be obtained in the closed-form
expression.

Fig. 4(b) provides the curves of the maximized covert rate,
where Alice has 10 antennas and the jammer has 8 antennas.
The jammer locates at its optimal location and the jamming
power is 1 W. The results with different number of wardens
W = 2,5, 8 and 11 are shown. It can be concluded that
the maximized covert rate decreases when the requirement of
detection outage probability increases. In addition, it can be
also concluded that when there exist more wardens, it becomes
more difficult to hold high transmission rate and guarantee the
covertness simultaneously.

VI. CHALLENGES AND FUTURE DIRECTIONS

Although some of the issues in covert UAV-assisted wireless
networks have been addressed above, there still remain some
challenges to be solved as follows.

o Interference-aware UAV covert communication: Present
works on covert UAV-assisted networks mainly consider
the influence of noise. However, future wireless networks
are expected to be more dynamic and heterogeneous.
Users in the network experience not only noise, but also
the aggregated interference from other sources. For UAV-
assisted systems, the LoS-dominant wireless channels
lead to higher received power of interference, which
becomes a critical issue in future networks. Although
suffering from the interference, it has been shown that
interference may be beneficial for covertness commu-
nication [8]. The UAV covert communication in such
an interference-limited environment has not been well
investigated.

e 3D UAV deployment for covert communication: Benefit-
ing from the characteristics of flexible deployment, UAV
can fly close to legitimate nodes to achieve LoS channels



%1072

Threshold 2 (W)
Threshold 1 (W) 4 0

"\T 4
I
)
E 4
5 .
o 13 vv 1
VV w ©
12r V\ [
W
11 v o4
\
L \
10 Y
9 . . . . .
0.7 0.75 0.8 0.85 0.9 0.95 1

Pe requirement

(a) Global detection outage probability when two of the wardens adopt (b) Maximized rate R under different detection outage probability

different detection thresholds.

requirements p. and number of wardens W.
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and short distance, which results in better channel gain.
The UAV can also fly away from the warden to degrade
the detection channel, which is helpful to decrease the
probability of detection. However, the existing literature
mainly considers the deployment of UAV in a two-
dimensional (2D) horizontal plane. The altitude of UAV
also has a significant influence on the covert communica-
tion performance. Thus, more efforts should be focused
on the 3D deployment and trajectory design of UAV to
achieve covert communication.

o Energy-efficient UAV covert communication: UAVs are
usually equipped with limited batteries, which have to
provide energy for propulsion and communication simul-
taneously. Thus, the energy-efficient covert communica-
tion is a challenging issue. On one hand, to save energy
for communication, the UAV needs to exploit its flexible
mobility to achieve better channel for covert communi-
cation. On the other hand, UAV’s trajectory needs to be
carefully designed to save energy for propulsion. In ad-
dition, the fixed-wing UAV may be more energy-efficient
for propulsion than the rotary-wing UAV, but cannot
hover at a fixed location. Thus, different UAVs should
be carefully utilized based on specific requirements.

e UAV covert communication in NLoS environment: Since
the UAYV flies in the air, it is reasonable to have LoS links
for the air-ground communications. However, when the
UAV performs the transmission in NLoS environments,
it will become more complicated. Thus, the detection
performance of the warden will be degraded, and the
communication quality of the legitimate link may be also
impaired. The influence of small-scale fading, as well as
the shadow effect on the performance of the UAV-assisted
covert wireless networks, has not been fully investigated
yet, which still remains as an open problem.

o UAV covert communication with imperfect CSI: Previous
works mainly consider the covert communication of UAV-
assisted networks with perfect CSI. In practice, it is
difficult to obtain the CSI at the transmitter. When the

CSI is estimated at the receiver, additional feedback link
is required to send it back to the transmitter. Furthermore,
since the warden is a malicious node, the CSI of the
detection channel is more difficult to estimate. In some
cases, the legitimate network can only obtain partial
information of the warden. Thus, the covert UAV com-
munication with imperfect CSI, especially with imperfect
CSI of the detection channel, is still a challenge.

VII. CONCLUSION

Covertness is a higher level of secure requirement for wire-
less communication than conventional encryption and physical
layer security. In this article, we first introduce the basics of
encryption, physical layer security and covert communication.
Then, the covert communication of UAV-assisted networks are
investigated, with several typical applications of UAV in covert
communication discussed. In addition, two typical schemes for
UAV-assisted covert networks are proposed, i.e., UAV-assisted
multi-user covert data dissemination and jamming-assisted
ground-air covert communication with multiple wardens. The
solutions and simulation results of these two case studies are
presented. Finally, several challenging problems and directions
are also pointed out for UAV-assisted covert networks.
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