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Abstract

Vendor lock-in is a major barrier to the adoption of cloud computing, due to the lack of standardization. Current

solutions and efforts tackling the vendor lock-in problem are predominantly technology-oriented. Limited studies

exist to analyse and highlight the complexity of vendor lock-in problem in the cloud environment. Consequently,

most customers are unaware of proprietary standards which inhibit interoperability and portability of applications

when taking services from vendors. This paper provides a critical analysis of the vendor lock-in problem, from a

business perspective. A survey based on qualitative and quantitative approaches conducted in this study has

identified the main risk factors that give rise to lock-in situations. The analysis of our survey of 114 participants

shows that, as computing resources migrate from on-premise to the cloud, the vendor lock-in problem is

exacerbated. Furthermore, the findings exemplify the importance of interoperability, portability and standards in

cloud computing. A number of strategies are proposed on how to avoid and mitigate lock-in risks when migrating

to cloud computing. The strategies relate to contracts, selection of vendors that support standardised formats and

protocols regarding standard data structures and APIs, developing awareness of commonalities and dependencies

among cloud-based solutions. We strongly believe that the implementation of these strategies has a great potential

to reduce the risks of vendor lock-in.

Keywords: Cloud computing, Vendor lock-in, Enterprise migration, Cloud adoption, Cloud API’s, Interoperability,

Portability, Standards, DevOps

Introduction
Cloud computing is to offer an opportunistic business

strategy to enterprises (small or large), to remain com-

petitive and meet business needs [1–3]. Whilst this

seems like an attractive proposition for both public and

private companies, a number of challenges remain inad-

equately addressed. A recent survey conducted by [4] re-

ported security and vendor lock-in as major barriers to

cloud adoption across the United Kingdom (UK) market.

The European Network and Information Security

Agency (ENISA) and European Commission (EC) have

recognized the vendor lock-in problem as a one of the

greatest obstacles to enterprise cloud adoption [5].

The reviews of existing literature [6–12] have shown

that previous studies have focused more on interoper-

ability and portability issues of cloud computing when

lock-in is discussed. Amongst many problems being dis-

cussed are: the lack of standard interfaces and open APIs

[13], the lack of open standards for VM format [14] and

service deployment interfaces [15], as well as lack of

open formats for data interchange. These issues result in

difficulties in integration between services obtained from

different cloud providers as well as between cloud

resources and internal legacy systems [16]. Conse-

quently, this renders the interoperability and portability

of data and application services difficult. The emergent

difficulty is a direct result of the current differences

between individual cloud vendors offerings based on

non-compatible underlying technologies and proprietary

standards. In essence, cloud providers often propose

their own solutions and proprietary interfaces for access

to resources and services. This heterogeneity of cloud

provider solutions (i.e. hardware and software) and
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service interfaces is a crucial problem since most of the

current resources bind the customer to stick with one

cloud technology due to high cost in porting the applica-

tions and data to a different provider’s interface. The

heterogeneity in cloud computing is simply the existence

of differentiated hardware, architectures, infrastructure,

and technology used by cloud providers. Many cloud

vendors provide services based on custom-built pol-

icies, infrastructure, platforms, and APIs that make

the overall cloud landscape heterogeneous. Such vari-

ations cause interoperability, portability, and integra-

tion very challenging.

Following the principle that compatible interfaces are

important in a cloud environment, two implementations

of the same cloud service may store and process data

very differently. This may well also involve storing de-

rived and implementation specific data differently [17].

Without proper definitions for import and export for-

mats, a set of data from one service implementation will

probably be meaningless when imported into another

cloud service. For example, a cloud service may be

accessed and used by a wide variety of clients, including

mobile, desktops and even tablet PCs. However, the

information created and consumed by those services can

still be limited to a single vendor if a proprietary data

format is used. Further, this can create a degree of

instability and data incompatibility issue as interfaces to

the functionality may be proprietary, and thus any solu-

tion that is built to leverage the functionality provided

cannot be easily migrated to a competitive cloud service

offering [15]. So, while customers might be able to

access and use the services from a variety of clients, the

ability to move seamlessly from one vendor to another

may be difficult because of other dependencies such as

different data formats. Clearly, this problem has an

impact on interoperability and data portability between

clouds.

At the core of all these problems, we can identify con-

cerns about consumers’ demand to migrate data to and

from different clouds (data portability), and interoper-

ability between clouds. Research has already addressed

movability and migration on a functional level [18, 19].

However, migration is currently far from being trivial.

The two main reasons are the lack of world-wide

adopted standards or interfaces to leverage the dynamic

landscape of cloud related offers [14], and absence of

standards for defining parameters for cloud applications

and their management. Without an appropriate stan-

dardized format, ensuring interoperability, portability,

compliance, trust, and security is difficult [12]. Standards

continue to rapidly evolve in step with technology.

Hence, standards may be at different stages of maturity

and levels of acceptance. But, unless the standards are

well-accepted and widely used, such standards remain a

questionable solution [20]. In other words a partially

adopted standard would represent a poor solution. Es-

sentially, this explicit lack of standards to support port-

ability and interoperability among cloud providers stifles

the market competition and locks customers to a single

cloud provider [21]. To expatiate further, potential diffi-

culties (by primarily technological means) in achieving

interoperability and portability lead to lock-in – result-

ing in customer dependency on the services of a single

cloud computing provider [22]. From a legal stance, the

dependency can be aggravated by the abusive conduct of

a cloud computing provider within the meaning of Art-

icle 102 TFEU (Treaty on the Functioning of the Euro-

pean Union) [18], where other providers are excluded

from competing from the customers of the initial cloud

provider. In such situations, limitations to interoperabil-

ity and portability could be seen as an abuse by a domin-

ant provider using this practice as a technical means to

stifle (i.e. monopolize) competition. Such practices dis-

tort competition and harm consumers by depriving them

of better prices, greater choices and innovation. Hence,

the competition law has the role of ensuring competition

is maintained and enforced in the market by regulating

anti-competitive conduct by cloud providers. To this

end, it can be concluded that cloud interoperability (and

data portability) constraints are potential results of anti-

competitive environment created by offering services

with proprietary standards.

Vendor lock-in

The vendor lock-in problem in cloud computing is the

situation where customers are dependent (i.e. locked-in)

on a single cloud provider technology implementation

and cannot easily move in the future to a different

vendor without substantial costs, legal constraints, or

technical incompatibilities [23]. To substantiate further

from the lenses of a software developer, the lock-in situ-

ation is evident in that applications developed for spe-

cific cloud platforms (e.g. Amazon EC2, Microsoft

Azure), cannot easily be migrated to other cloud plat-

forms and users become vulnerable to any changes made

by their providers [24]. Actually, the lock-in issue arises

when a company, for instance, decides to change cloud

providers (or perhaps integrate services from different

providers), but is unable to move applications or data

across different cloud services because the semantics of

resources and services of cloud providers do not match

with each other. This heterogeneity of cloud semantics

[25] and cloud Application Program Interfaces (APIs)

creates technical incompatibility which in turn leads to

interoperability and portability challenges [26]. This

makes interoperation, collaboration, portability and

manageability of data and services a very complex and

elusive task. For these reasons, it becomes important
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from the view point of the business to retain the flexibil-

ity to change providers according to business concerns

or even keep in-house some of the components that are

less mission-critical due to security related risks. Inter-

operability and portability among cloud providers can

avoid the problem of vendor lock-in. It is the way to-

ward a more competitive market for cloud providers and

customers.

Lock-in affects cloud migration

Interoperability and portability are essential qualities

that affect the cloud under different perspectives [7, 13],

due to the risk of vendor lock-in. While many studies

cite vendor lock-in as a major barrier to cloud comput-

ing adoption [3, 27–32], yet due to its complexity, a lack

of clarity still pervades. Without a clear insight into how

such complex decision is made to avoid lock-in, it is dif-

ficult to identify gaps where further research is beneficial

for business adopters. Existing solutions and studies

addressing the lock-in problem have predominantly been

technological oriented, where the focus is on knowledge

garnered through logical deduction and technical expert-

ise. Such approach is compromised by ignoring organi-

sations’ awareness and perception of the lock-in

problem. For example, how is cloud lock-in experienced

or understood from the business stance? Limited in-

depth studies exist to investigate the complexity of cloud

lock-in problem within enterprise organisations. Like-

wise the customers, who are willing to choose the cloud

services without being strictly bond to a specific solu-

tion, are mostly neglected. Advances in cloud computing

research have in recent years resulted in a growing inter-

est for migration towards the cloud. But due to concerns

about the risks of vendor lock-in, as noted by [33],

organisations would particularly welcome stand-

ards that address application migration (e.g. Open

Virtualization Format (OVF)) and data migration (e.g.

Amazon S3 API) because such standards mitigate

lock-in concerns. Various standardisation solutions

from different industry bodies have been developed

for increasing interoperability and portability within

diverse cloud computing services [32, 34]. However,

initiatives by multiple standard bodies, researchers,

and consortiums could indirectly lead to the possibil-

ity of multiple standards emerging with possible lack

of consensus, thereby deteriorating the lock-in prob-

lem even further.

In spite of these legitimate concerns and technical

complexity, our study aims to answer the following two

questions of interest to business adopters: 1) “How to

avoid being locked-in to a single cloud provider? 2) How

easy and secure is it to deploy existing cloud artefacts

(e.g. software applications, databases, data, virtual

servers etc.) on another service provider’s platform

without modification to the artefacts – which would re-

duce the financial benefit of the migration?” The former

applies more to companies who have migrated or are

looking to adopt more cloud solutions, whereas the lat-

ter is closely related to companies considering moving

core systems into the cloud environment. Giving an-

swers to these questions is deceptively easy and straight-

forward, but the reality is different. Presently, for many

companies, there is a large amount of sensitive data and

IT assets in-house which can deter them to migrate to

the cloud due to risks of vendor lock-in, security and

privacy issues. For these reasons, it becomes not only

critical to consider security and privacy concerns but

also related issues such as integration, portability, and

interoperability between the software on-premise and in

the cloud [35], should be taking into account. Therefore,

organisations must be aware of appropriate standards

and protocols used by cloud providers to support data/

application movability. Moreover, the ease of moving

data across (i.e. portability) cloud providers’ platform

mandates data to be in a compatible format [34], and in-

cludes the need to securely delete the old storage [36].

In other words, the ability to move data/application

about is of crucial importance, as much as the effort in-

volved in actually moving – inability to achieve this por-

tends large as a management issue for cloud computing.

To further complicate matters, maintaining compliance

with governmental regulations and industry require-

ments adds another layer of considerations to the man-

agement of data. Whether or not organisations can

easily shift their data/application about seamlessly, still

remains one of the biggest issues facing cloud adoption

across diverse industries. Based on our findings, we

propose strategic solutions that enterprises can follow to

avoid entering into vendor lock-in situations.

Methodology
Research design

To explore factors that contribute to a lock-in situation

in cloud computing, epistemologically, our study design

in this paper consists of two distinct phases, as depicted

in Fig. 1.

Phase 1: pilot interview study

In the pilot study, qualitative data were collected

through the use of open-ended interviews with IT prac-

titioners to explore the business-related issues of vendor

lock-in affecting cloud adoption. Five participants from

different industry sectors and organizations were pur-

posely selected for in-depth interviews. They included a

security expert, cloud advisor, IT technician, business

end user, and an IT manager. The purpose was to ex-

plore the cloud lock-in problems, and explore the
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prevalence of its dimensions, by gaining a range of in-

sights from different IT professionals.

Each interview data collected was transcribed verba-

tim, and the data was analysed using the Nvivo 8 QSR

software package for data storage, coding, and theme de-

velopment [37]. Due to the participatory and time con-

suming nature of this pilot phase, it was deemed

important that each interview be given considerable time

for analysis. Seven themes emerged in relation to partici-

pants’ perception of vendor lock-in problem and how

this affects their migration and adoption decisions. The

themes were; (1) standards, (2) interoperability in the

cloud environment, (3) the need for portability, (4) inte-

gration challenges, (5) contract exit strategy, (6) data

ownership (7) security and privacy issues. The analysis

of the responses across the seven themes showed the

participants’ priority of the themes. As a result, data

portability and interoperability concerns were the most

discussed theme in relation to vendor lock-in. However,

participants were less interested to divulge about the

security and contract exit strategies, including data own-

ership and privacy risks. Subsequent to the pilot inter-

views a questionnaire was designed for a survey. The

main issues raised at the interviews were incorporated

into the questionnaire.

Phase 2: quantitative survey questionnaire

The goal of phase 2 was to identify and evaluate the

risks and opportunities of vendor lock-in which affect

stakeholders’ decision-making about adopting cloud so-

lutions. This phase of the research design is based on an

online survey tool [38]. Participants were selected and

invited by e-mail to participate in the survey. The aim of

the survey was an in-depth study of the effect of vendor

lock-in in migration of enterprise IT resources to the

cloud (Additional files 1 and 2).

Questionnaire data collection

The target population mainly consists of large corpora-

tions and small to medium-sized enterprises (SMEs) lo-

cated in the United Kingdom (UK). Participants in the

survey varied between IT professionals, managers and

decision-makers within their respective business enter-

prise. A total of 200 companies were invited to participate

in the survey. Overall, 114 participants responded and

completed the online survey, which constituted a satisfac-

tory response rate of 57 %. To supplement for a higher re-

sponse rate as possible and to avoid skewing the data, a

paper-based questionnaire was administered in person to

participants at conferences and workshops. 12 completed

responses were received, giving a good response rate of

63 %. Prior to presenting the findings of the survey, it

should be pointed out that the questionnaire comprised of

many questions, however only those which revealed im-

portant issues of lock-in are presented and discussed in

context. For the purpose of analysis, Table 1 presents a

socio-demographic profile of the companies and par-

ticipants in the survey. As shown in Table 1, the sam-

ples were slightly dominated by organisations sized

between 251 and 500 employees, and majority came

from ICT organisations, followed by education, con-

sumer business, public sector and healthcare.

Organisations in the survey

In Fig. 2, a vast majority of the respondents were IT man-

agers and CIOs. These are the key people responsible for

Table 1 Socio-Demographic profile of participant organisation

Organisation Size Percentage

1–24 7 %

25–50 12 %

51–250 28 %

251–500 39 %

Over 501 Employees 14 %

Total: 100 %

Industry Sector Percentage

Construction sector 3.5 %

Consumer Business 10.5 %

Education sector 15.8 %

Financial services 4.4 %

ICT services 17.5 %

Production & Manufacturing 7.0 %

Public sector & Healthcare 11.4 %

Services industry 10.5 %

Other 19.3 %

Total: 100

Fig. 1 Two phase exploratory research design

Opara-Martins et al. Journal of Cloud Computing: Advances, Systems and Applications  (2016) 5:4 Page 4 of 18



making buying decisions in the cloud adoption process.

This indicates that the role of IT manager in most organi-

sations is still considered paramount as opposed to prem-

ise that the advent of cloud computing will make IT

management obsolete – that is, some of the existing IT

management roles will be moved to cloud providers [39].

Arguably this is not the case today as pointed by [40].

Cloud computing is seen as a viable deployment model

within the context of UK organisations IT strategy, but it

is not seen as the only viable model. Most organisations

foresee the continued use of on-premise IT alongside

cloud-based services for the foreseeable future, evolving

into a prevalence of hybrid IT estates.

Findings
The analysis of the results show over 49 % of top level

IT managers influence the decisions for adopting cloud

services. This confirms that cloud computing adoption

in the UK is seen as a viable IT deployment model.

Moreover, more than half (50.9 %) of the organisations

polled in the study are already using cloud services for

at least one application domain within their organisa-

tion. The higher majority (69 %) utilise a combination of

cloud services and internally owned applications (i.e. hy-

brid IT) for organisation’s needs (Fig. 3).

Adoption of cloud computing by UK businesses

The survey affirms that the concept of using cloud com-

puting services to address the business IT needs has

established a mainstream deployment across organisa-

tions of various sizes. To further substantiate this matter,

interestingly about 36 % of participants confirmed using

a hybrid (public and private) cloud deployment model as

opposed to a private cloud. Only 46 % of UK firms par-

ticipated in the survey use public cloud services, in spite

of the associated security risks (Fig. 4). The rate of adop-

tion has been motivated by numerous indicators for

effective cloud deployment decision. The most cited rea-

sons for adopting cloud computing includes better scal-

ability of IT resources (45.9 %), collaboration (40.5 %),

cost savings (39.6 %) and increased flexibility (36.9 %).

This suggests that organisations are allured to utilising

cloud services due to the perceived business benefits of

cost savings, IT flexibility and business agility.

The business benefits of cloud migration

In addition to the reasons for why the cloud model has

achieved a mainstream deployment status across UK

organisations, identifying the actual benefits of cloud

computing is critical to further our understanding of

motivations to migrate to cloud-based services. As

shown in Fig. 5, the majority of the respondents identi-

fied capacity and scalability (70.3 %), increased collabor-

ation, availability, geography and mobility as benefits for

migration. However, further analysis have shown, from a

business stance, that for organisations with more than

Fig. 2 Sample profile of participants

Fig. 3 Cloud adoption maturity in UK
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250 employees, the three most important realised bene-

fits reported by participants are reduced infrastructure

cost, ubiquity, and increased collaboration respectively.

This indicates that the business benefits of migrating to

the cloud vary across different organisation sizes. More-

over, the results also show slight difference between the

motivations for adoption and the actual benefits realised

from using cloud services.

Challenges to cloud implementation for UK businesses

In order to identify the factors that have an impact on

cloud implementation and purchasing decisions, this

study explored “what are the greatest barriers for imple-

menting cloud computing for organisations?” Fig. 6 shows

the barriers identified by the participants. Respondents

identified systems and data security risks, loss of control

and over dependence on a single cloud provider (35.1 %)

as core existing barriers to future cloud implementation.

To confer from this result, the security is still a major con-

cern for UK businesses in implementing cloud solutions.

In fact, this is due to lack of trust [11], often associated

with worries about loss of control (i.e. in terms of system

availability and business continuity risks), as indicated

by (48.6 %) participants in the study. For instance, some

organisations are worried about security within the

cloud (i.e. data centres), while others feel that moving

data into different geographies can have regulatory

(compliance) implications. Besides, another barrier to

Fig. 4 Service deployed models

Fig. 5 Benefits of cloud computing to UK Enterprises
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cloud implementation evident in Fig. 6 is legal and regu-

latory compliance issues (25.2 %). Moreover, the find-

ings tie in with a recent study published by [41], of

which (57 %) participants identified “the biggest chal-

lenge in managing data security and privacy is compli-

ance”. However, regarding systems and data security

risks (63.1 %), cloud service providers can demonstrate

their compliance with, and adherence to, industry-

accepted standards for data security and integrity. In es-

sence, this will show transparency in practice and cap-

ability, and also assist the establishment of trust for

organisations to implement/deploy their most critical,

data-intensive functions and processes in the cloud.

Cloud application usage and service adoption among UK

organisations

In order to identify the opportunities which may affect

stakeholders’ and decisions for or against cloud migra-

tion, this study explored which applications have

adopted from cloud services, which local applications

are considered for moving to the cloud. It also explored

which applications for whatever reason, were not

intended to adopt from the cloud model. The findings

presented herein continue to validate cloud solutions as

being pervasive options across UK organisations and in-

dustry sectors. The results in Fig. 7 suggest that general

purpose applications such as email and messaging,

Fig. 6 Barriers to cloud implementation in the UK

Fig. 7 Cloud-based CRM and ERP service adoption rates soar
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desktop and office software, etc. have all adopted the

cloud delivery model. It should be noted that the wide-

spread and reckless sign of adoption could pose signifi-

cant risks, as the cloud computing era is still evolving.

This is further reinforced by respondents who consider

moving business process management (68 %), enterprise

management (67 %), and business intelligence applica-

tions (64 %) respectively to the cloud. This certainly re-

flects the impact that the cloud has on the delivery and

use of enterprise software applications, as identified by

respondents.

The one application which is identified by most re-

spondents as not suitable for cloud deployment is ac-

counting and finance (39 %), perhaps due to data

security concerns. Moreover, further data analysis in

cloud adoption rate across organisations, realised that

larger enterprises find disaster recovery, (ERP) and busi-

ness process management applications (BPM) as the best

fit for cloud migration. However, for smaller enterprises,

the adoption of (non-mission critical) cloud-based appli-

cations mirrors their use of email messaging, desktop

hosting and Customer Relationship Management (CRM)

applications for collaboration. Remarkably, the lower

cost and flexibility that cloud-based applications offer is

ideal for small businesses, as they are agile and often run

with teams that are spread over wide geographical re-

gions. In essence, these applications are better suited for

online delivery [42].

Vendor lock-in concerns and challenges in cloud

migration

As cloud computing adoption rate soars across the UK

market, the risks of vendor lock-in is also prevalent.

How lock-in critically affects an organisations’ business

application and operation in the cloud cannot be over-

emphasized or underestimated. For example, Fig. 8

paints a clear admonitory picture of how UK businesses

rate the risks of vendor lock-in against the decision to

migrate/adopt cloud services. The risks (in Fig. 8) were

identified from the initial pilot interviews and also from

the literature [9–11, 13]. Moreover, the following risks

(i.e. inability to move data and applications in/out of

cloud environments, data ownership and cyber breaches)

in Fig. 8 were critical themes that emerged from the un-

structured interviews with IT practitioners. The results

in Fig. 8, highlights that besides the risks of data breach

and cyber-attack, or failure to meet agreed service levels,

UK businesses are also concerned about having corpor-

ate data locked-in to a single cloud provider. These con-

cerns affect the wider business functions where an

enterprise is using cloud to perform essential business

activities to keep operations running.

In the study it was deemed paramount to first assess

participants current perception of the term “vendor

lock-in” in the context of cloud computing. As shown in

Fig. 9, only 44 % of respondents indicated to have a basic

understanding of the term. This indicates that whilst UK

Fig. 8 The potential for vendor lock-in risks is exacerbated in the cloud
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organisations are rapidly migrating and adopting cloud

services, only a few (3 %) had exceptional knowledge.

This means the lack of clarity on the problem of vendor

lock-in still pervades. In part, this gap of knowledge

means that organisations are not aware of the inherent

lock-in problem within the cloud environment. However,

the result implies that organisations with basic know-

ledge may not yet have experienced a cloud lock-in situ-

ation. A possible explanation for this may be attributed

to the immaturity of the cloud computing ecosystem. If

organisations’ previous experiences in IT are compatible

with the existing information and the infrastructure,

then the degree of lock-in introduced by service pro-

viders will be consistent with the current knowledge and

practice. Hence, in order to develop a comprehensive

understanding to manage the risks associated with lock-

in, organisations must first define what the lock-in

means to them. This requires mapping and cross-

examining the challenges of lock-in with different cloud

service types (i.e. infrastructure, platform and software)

and deployment models (i.e. public, private or hybrid).

Comprehending the term “vendor lock-in” is critical to

further our understanding. In agreement with the defin-

ition of vendor lock-in provided in [2] by Armbrust et

al., in Table 2 as many as 71 % of the participants

claimed vendor lock-in risks will deter their organisa-

tions from adopting more cloud services, although some

respondents were unsure.

Core risk factors of lock-in

In an effort to highlight factors which may affect future

cloud migration decisions, participants were requested to

identify practical challenges of lock-in they encountered

when using cloud services. These issues relate to lack of

integration points between existing management tools

(47.7 %), incompatibility issues with on-premise software,

and inability to move to another service provider or take

data in-house (Fig. 10). Overall, the results indicate that

these challenges closely relate to interoperability and data

portability issues prevalent in the cloud environment.

Moreover further results show that a significant majority

(76.6 %) of participants were unsure of relevant (existing

or emerging) standards to support interoperability across

clouds and portability of data from one cloud provider to

another.

To confer from Fig. 10, the main challenges associated

with cloud lock-in are integration and incompatibility is-

sues, followed by data portability. However, as shown in

Fig. 11, when asked to identify best practices to

minimize lock-in risks in cloud migration, most business

respondents identified the following as top mitigation

strategies: (a) making well-informed decisions before

selecting vendors and/or signing cloud contracts

(66.4 %); (b) the need for an open environment for con-

tinuous competition between providers in the cloud ser-

vice market (52.3 %); (c) use of standard software

components with industry-proven interfaces (39.3 %).

Equally, in the case of managing the risks of vendor

lock-in, it is encouraging to note that respondents

expressed by a substantial majority are slightly (39.4 %),

moderately (33.7 %), and quite likely (22.1 %) to use a

cloud computing risk management framework to man-

age vendor lock-in risks and compliance requirements

effectively. Furthermore, this indicates that UK busi-

nesses require effective and efficient strategies to man-

age lock-in risk(s) prevailing in the cloud ecosystem.

UK organisations view on cloud lock-in
Business strategies for avoiding vendor lock-in

This section summarises both the desires and experi-

ences of the participants who contributed to this study.

Moreover, this section presents strategic approaches for

mitigating the risks and challenges of lock-in in cloud

migration.

Awareness of the commonalities among cloud providers

To refer back to the first research question of interest to

business adopters stated in section 1.1. UK business de-

cision makers are rightly concerned about the risks of

being locked into a single cloud service provider and the

implications of such a risk including not having a clear

exit strategy. There is a need for these organisations to

understand what the exit strategy looks like, even if it is

unlikely that they will exit in the near future – besides,

no company would want to buy into a service where

they feel they had no alternative provider. In this

Fig. 9 UK Business perception of vendor lock-in

Table 2 Response indicator suggest Lock-in is a deterrent to

Cloud migration

Definitely yes Possibly yes Not sure No

9 % 71 % 11 % 9 %
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connection, one possible strategy will require decision-

makers to possess a comprehensive understanding of the

heterogeneity that exist between cloud semantics and

the cloud interfaces. This often requires an awareness of

the commonalities (i.e. complexities and dependencies)

among services offered by cloud providers and standards

used. By clearly understanding this, organisations will

realise how the cloud’s loose structure can affect data/

application movability and security of data sent in it.

This can be done by having an in-depth understanding

of how data and application components are handled

and transmitted in the cloud environment. When this is

well understood and harnessed (at pre contractual

phase), the benefits to the organisations become appar-

ent (at post migration phase). Additionally, enterprises

can be more interoperable and avoid vendor lock-in

strategically by selecting vendors, platforms, or services

that support more standards and protocols (as further

discussed below in Section 4.1.3). This is essentially im-

portant in the vendor selection process as it enables or-

ganisations to maintain a favourable mix of cloud

providers and internal support. These strategies can help

Fig. 10 Practical challenges of vendor lock-in in cloud migration

Fig. 11 Current best practice for mitigating cloud lock-in risks
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organisations to form a plan for an efficient and effective

migration and adoption process. Actually, having a clear

understanding of the disparity between cloud semantics

and service interfaces offered by different cloud vendors

can help significantly to reduce the effects of vendor

lock-in.

Substantial training and stakeholder engagement is ne-

cessary to develop an understanding and agree solutions

on specific lock-in concerns [43–45]. Otherwise, cloud

services offered to enterprises may not be properly

assessed for potential lock-in risks before decisions are

made to use the service [46]. Moreover, the results in

Fig. 6 indicate a general lack of understanding and

awareness of lock-in problem in the cloud. The low re-

sponse gained from participants who identified over de-

pendence on a single cloud provider (35.1 %) and

difficulty to move data back in-house or across to a dif-

ferent cloud provider (28.8 %) platform illustrates the

unawareness of practitioners on the potential effect of

cloud lock-in problem. To infer from this result, it ap-

pears the risk of dependency is a more significant barrier

than data lock-in. This seems counter intuitive consider-

ing the practical challenges associated with the data

lock-in when extending the use of cloud in the enter-

prise. However, the probable explanation is that pres-

ently most organisations are too reliant on cloud

providers for operational and technical support [47],

thus they fail to fully prepare to deal with unexpected

and undesirable data lock-in issues in the cloud (refer-

ring to Fig. 10). As pointed out by Bradshaw et al. [28],

lock-in will become more of an issue as the cloud com-

puting market matures. In agreement, Lipton in [48]

admits that the complexity and cost of switching (or

porting) a cloud service to a different provider is often

under-appreciated until it is too late. Therefore it can be

claimed that as long as corporate data is not locked-in

moving to another cloud provider is just a matter of en-

during a switching cost. Such cost can be reduced by

employing best practices such as choosing cloud pro-

viders that support: (i) the use of standardised APIs

wherever possible; (ii) wide range of programming

languages, application runtimes and middleware; (iii) as

well as ways to archive and deploy libraries of virtual

machine images and preconfigured appliances. Overall,

these findings suggest respondents do not currently have

sufficient understanding on possible technical and non-

technical issues of lock-in that can occur in the cloud

environment. Thus, it is recommended that organisa-

tions remain meticulous when making decisions towards

the selection of vendors, taking into consideration po-

tential difficulties associated with switching vendors.

However, it is probable for organisations to suffer finan-

cial loss if they did not make a strategically correct

vendor selection decision from the very onset.

Well-informed decision making

The study has found that for UK organisations, when it

comes to evaluating the business risks of vendor lock-in

for or against cloud migration, surprisingly, a vast major-

ity (66.4 %) of respondents said making well-informed

decisions before selecting vendors and/or signing the

cloud service contract is an extremely important part of

the decision-making process (refer to Fig. 11). This sig-

nifies that as cloud computing becomes more widely

used for various applications across different industry

sector[s] and size[s], UK businesses are finding it ex-

tremely important to understand ways to maximize ben-

efits and minimize the risks of lock-in. In essence, this is

particularly important given the plethora of vendors in

the market place today, with each offering businesses

proprietary cloud-based services and contracts that have

different specification (and legal agreements). In regard

to the interpretation of this finding, our study suggests

that the vetting process for selecting vendors is a critical

aspect for effective cloud migration with minimized risk

of lock-in. Moreover, such finding exemplify the need

for organisations to look beyond the vendor selection

phase, and focus on constantly monitoring any develop-

ment or changes in the cloud that may impact data se-

curity or hinder interoperability and portability – thus

facilitating a lock-in situation. However, the findings (in

Fig. 11) also reveal a gap in understanding, regarding

how organisations should manage the risks of vendor

lock-in. A sign of lack of understanding is explained by a

smaller percentage (8.4 %) of participants identifying the

need to build perceived lock-in risks into initial risk as-

sessment. This is quite enlightening, in spite of the rele-

vance of this strategy in the vendor selection phase.

Possible interpretation of these may be attributed to the

general lack of understanding and experience (on the

part of IT and business managers) in respect of technical

aspects of complex distributed cloud-based solutions.

Standards and cloud-based solutions

The impact caused by vendor lock-in problem due to

lack of standards is what enterprises should be wary

about when considering migration to cloud computing

[29]. Despite the number of studies in recent years

underlining the high relevance of standards in cloud

computing, unfortunately this study reveals that most

UK organisations still lack a comprehensive understand-

ing on the importance of standards in minimising lock-

in risks. In fact, as pointed out by [49], there are two

ways a business can achieve the full potential of cloud

computing (i) either by changing providers according to

their needs (ii) prioritising or simply combining different

solutions to get the best of the breed services. However,

this will require standards and interoperability to be sup-

ported by all providers, but it is often not the case. An
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informative example in this context is seen in research

in [50], arguing that many cloud providers are con-

cerned with the loss of customer that may come with

standardisation initiatives which may flatten profits, and

do not regard the solution favourable. Based on our

research findings, from a business perspective, we sug-

gest the following as key measures to improve customer

retention and engender trust in enterprise cloud migra-

tion: 1) the quality of service (QoS) guarantee, 2) data

protection and metadata ownership, 3) contract termin-

ation, as well as 4) data export functionality. Further-

more, as discussed in our previous study [4], in the

absence of standardisation, UK businesses willing to

outsource and combine a range of services from differ-

ent cloud providers to achieve maximum efficiency, irre-

futably, will experience difficulty when trying to get their

in-house systems to interact with the cloud. Likewise,

the lack of standardisation also brings disadvantages,

when migration, integration or exchange of computer

resources is required. This is consistent with the re-

search findings presented in this paper (see Fig. 10). Un-

surprisingly these issues were identified from a business

perspective, considering the important role of standards

in at least mitigating such concerns. Hence, business

stakeholders’ should be aware that decisions to adopt or

move resources to the cloud require adequate risk ana-

lysis for potential lock-in. Based on this analysis and the

evidence in Fig. 10, we believe there are opportunities

that exist for the regulatory and standard bodies to take

the necessary action. One potential solution would be to

standardise the APIs in such a way that businesses (or

SaaS developers for example) could deploy services and

data across multiple cloud providers. Thus, the failure of

a single cloud provider/vendor would not take all copies

of corporate data with it.

Standard initiatives Cloud-specific standards are regu-

larly proposed as a way to mitigate vendor lock-in and

achieve portability and interoperability [50]. It is

expressed in [51] that many providers are concerned

with customer churn rate that may come with stand-

ardisation. But according to [52], unless there is a well-

accepted and widely used standard, it remains a question-

able solution. Therefore as a partially adopted standard

would represent a poor solution [53], many cloud vendors

now support the creation and adoption of new standards

by proposing them to standardisation groups. Clear exam-

ples of such cloud-specific standards are OASIS CAMP

[54] for PaaS and TOSCA [55] for IaaS. Both specifica-

tions aim at enhancing the portability and interoperability

of applications across different clouds. We review the two

OASIS cloud-specific standards (TOSCA and CAMP) and

their potential for dealing with the lock-in problem.

TOSCA The Topology and Orchestration Specification

for Cloud Applications (TOSCA) [55], is an emerging

standard that enhances service and application portabil-

ity in a vendor-neutral ecosystem. TOSCA specification

describes a meta-model for defining IT services. This

metamodels defines both the structure of a service

(topology model of a service) and its operational as-

pects (such as how to deploy, terminate, and manage

this service). Service templates are interpreted by a

TOSCA-compliant environment (e.g. OpenTOSCA

[56]), which operates the cloud services and manages

their instances [54].

Managing cloud services requires extensive, mostly

manual effort by the customers. Further, important

cloud properties (such as self-service and rapid elasti-

city) can only be realised if service management is auto-

mated. In this aspect, TOSCA allows application

developers and operators (DevOps) to model manage-

ment best practices and reoccurring tasks explicitly into

so-called plans (i.e. Workflows). TOSCA plans use exist-

ing workflow languages such as Business Process Model

and Notation (BPMN) [57, 58] or the Business Process

Execution Language (BPEL) [59]. To increase portability,

TOSCA allows service creators to gather into plans

those activities necessary to deploy, manage, and termin-

ate the described cloud service. TOSCA also enables a

cloud service creator to provide the same plan or imple-

mentation artefact in different languages (e.g. a plan can

include the same functionality twice – in BPEL and

BPMN). An application ported to the cloud using

TOSCA can be composed of services provided by differ-

ent cloud providers and a user can decide to a specific

service with a similar one from a different vendor.

CAMP Cloud Application Management for Platforms

(CAMP) is an Oasis cloud-specific standard designed to

ease the management of applications across platforms

offered as a service (PaaS) [54]. The CAMP standard de-

fines a self-service management API that a PaaS offering

presents to the consumer of the platform. The specified

CAMP API provides a resource model to describe the

main components of any platform offer. For instance, in-

dependent software vendors can exploit this interface to

create tools and services that communicate with any

CAMP-compliant cloud platform via the defined inter-

faces. Likewise, cloud vendors can also leverage these in-

terfaces to develop new PaaS offerings, or adapt the

existing ones, which would be compliant with independ-

ent tools. Thus, cloud users save time when deploying

applications across multiple cloud platforms.

At present, the effort of deploying applications with

vendor-specific tools across multiple PaaS cloud plat-

forms is a non-trivial task. Developers and system opera-

tors often face the barrier of redeploying applications to
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other providers’ platform because tools are incompatible.

However, this can be simplified using the CAMP inter-

face common to both source and target platforms. To

simplify the deployment efforts and support migration

across multiple cloud platforms, CAMP defines the Plat-

form Deployment Package (PDP). A PDP is an archive

containing a plan file together with application content

files such as web archives, database schemas, scripts,

source code, localization bundles, icons etc. This archive

can be used to move an application and its components

from platform to platform, or between a development

environment and an operative target platform.

Portable hybrid IT environment

To infer from discussion in the preceding section, the

vendor lock-in risk is a valid concern for organisations

migrating to the cloud. Considering that lock-in is un-

desirable, and cannot be eradicated, then how can busi-

nesses mitigate its associated risks when migrating to

the cloud? From a portability perspective, it becomes

critical that organisations’ data is sharable between pro-

viders, since without the ability to port data or applica-

tion, it would become simply impossible to switch cloud

service providers at all [60, 61]. Cloud portability is a sa-

lient consideration to enable organisations migrate a

cloud-deployed asset to a different provider and it is a

direct benefit of overcoming vendor lock-in [62]. Gener-

ally, reconfiguration of systems and applications to

achieve interoperability is time/resource consuming and

may require a considerable amount of expertise, which

could be challenging for some organisations. Therefore,

from a business perspective, portability should be seen

as a key aspect to consider when selecting cloud pro-

viders as it can both help mitigate lock-in risks, and de-

liver business benefits. This means allowing applications,

systems and data components to continue to work cor-

rectly when moved between cloud providers’ (hardware

and/or software) environments [35]. Indeed, the need

for organisations to easily switch cloud providers with

their data alongside have been a consistent theme

throughout the discussion presented hitherto.

To expatiate on the question stated above, it is helpful

to view the situation from a business perspective after

deploying a SaaS cloud service such as CRM (which ac-

cording to Fig. 7, 52 % of organisations have already

adopted the cloud model). Suppose these organisations

use the SaaS CRM and over time, perhaps, the terms of

use or the price of the cloud-based CRM service become

less attractive, compared to other SaaS providers or with

the use of an in-house CRM solution. If the organisation

decides to change providers for whatever reason, data

portability aspects must be considered. For SaaS cloud

services, data formats and contents are handled by the

service provider thereby making data portability a major

consideration. The issue of importance in a SaaS-level

migration is the compatibility of the functional interface

presented to end-users and any API made available to

other customer applications. In order to alleviate this

problem, the APIs made available by the SaaS service

should be interoperable with the interface provided by

the on-premise application or data that is being re-

placed. On the other hand, the data handled by one ven-

dor’s software should be importable by the second

vendor’s software, which implies both applications have

to support the common format. Standard APIs for vari-

ous application types will also be required. If the APIs

are not interoperable, any customer application or data

using the APIs will need to be changed as part of the

migration process.

Data portability is usually of most concern in a SaaS,

since in these services, the content, data schemas and

storage format are under the control of the cloud service

provider. The customer will need to understand how the

data can be imported into the service and exported from

the service. Further, SaaS applications also present inter-

operability barriers. The lack of adoption of standard

APIs for SaaS applications makes switching from one

SaaS application to another difficult as it involves a

change in the interface. This also applies to any applica-

tion or system belonging to the cloud service customers

that use APIs offered by the SaaS application. Data

synchronization is another concern, encountered in

cloud interoperability and not in data portability [63].

To further substantiate this argument, we elucidate on

the need for a portable hybrid environment by highlight-

ing two main categories of portability scenarios encoun-

tered in current cloud service market: 1) porting legacy

applications or data; and 2) porting cloud native applica-

tions or data. In scenario 1, due to dependence on par-

ticular technologies and data organisation, the legacy

software assets currently require a significant amount of

effort to be invested in porting them into the cloud en-

vironment. Whereas in scenario 2, even when applica-

tions and data are written from scratch for a cloud

environment, they are usually locked and targeted for a

specific cloud [63]. Thus, the effort of porting in a differ-

ent cloud is usually a onetime exercise [63]. However, in

both scenarios, the main problem is that there must be a

capability to retrieve customer data from the source

cloud service and also a capability to import customer

data into the target cloud service. Thus, data portability

is based on import and export functionality from cloud

data services for data structures. This is commonly done

through the existence of some API (or web interface) as-

sociated with the cloud service – it may be a generic

API or a specific API, unique to the cloud service.

In light of such challenges, [64] claims that ensuring

data portability is a major challenge for enterprises due

Opara-Martins et al. Journal of Cloud Computing: Advances, Systems and Applications  (2016) 5:4 Page 13 of 18



to the large number of competing vendors for data stor-

age and retrieval. The ability to move data also emerges

as a management issue for cloud computing. Therefore,

in response to the question of data movability, it is im-

portant to note that the API used for the source service

may not be the same as the API used for the target ser-

vice and that different tooling may be required in each

case. The main aspects of data portability are the syntax

and semantics of the transferred data. The syntax of the

data should ideally be the same for the source service

and the target service. However, if the syntax does not

match (i.e., the source may use JSON syntax, but the tar-

get may use XML), it may be possible to map the data

using commonly available tools. If the semantics of the

transferred data does not match between the source and

target services, then data portability is likely to be more

difficult or even impossible. However, this might be

achieved by the source service supplying the data in

exactly the format that is accepted by the target service.

Therefore, on a long term, achieving data portability will

depend on the standardization of import and export

functionality of data and its adoption by the providers.

The aim is to minimize the human efforts in re-design

and re-deployment of application and data when moving

from one cloud to another. To this end, it becomes vital

that any enterprise cloud migration project can be car-

ried out without any disruption to data availability since

data is an organisation’s most critical, ubiquitous, and

essential business asset [29].

Observations

This paper confirms that UK organisations are increas-

ingly adopting cloud services, and it also reveals that

they have been progressively migrating services per-

ceived as non-mission critical (i.e. where lock-in and se-

curity risks seem lower) such as general purpose

applications suites, email and massaging applications.

This strategy used allows the organisations to get a feel

for how the cloud environment works before fully com-

mitting themselves. However, this is generally not the

case for organisations surveyed. A lesser minority (see

Fig. 7) seem to have adopted core systems in the cloud

(e.g. ERP and CRM), including accounting and finance

applications. At present, as indicated by the Cloud

Industry Forum [39], cloud providers or vendors are bet-

ter placed, if they ensure such capabilities like the trial

or “test and see” strategy (whether completely free or

paid for time limited pilot) is made available within their

go-to-market strategy. It is worth underlining that, free

of charge or low cost does not necessary mean free of

lock-in risks or low proprietary lock-in risk. Organisa-

tions must be cautious of potential areas of lock-in traps

and take adequate measures to mitigate their exposure;

e.g. choice of operating environment, programming

models, API stack, data portability etc. Further, busi-

nesses should take heed of other legal, regulatory, or

reputational risks that may exist. This is vitally import-

ant if the data involved is not just for testing, but consti-

tutes real corporate data, perhaps even confidential or

personal data. It is interesting to note that 28 % of orga-

nisations surveyed have already adopted the cloud model

for hosting accounting and finance applications (refer to

Fig. 7).

On a conclusive note, it is believed that the discussions

presented herein, above all, indicate hypothetically that

vendor lock-in risks will reduce cloud migration, which

in turn affects the widespread adoption of cloud com-

puting across organisations (small or large). Thus an

emerging research agenda arises as to investigate: 1)

ways to come up with multijurisdictional laws to support

interoperability and portability of data across cloud pro-

viders platform, along with effective data privacy and se-

curity policies; and 2) novel ideas of avoiding vendor

dependency on the infrastructure layer, platform, and

through to the application layer as lock- cannot be com-

pletely eliminated, but can be mitigated. However, these

require, not just tools and processes, but also strategic

approaches – attitude, confidence, comfort, and en-

hanced knowledge of how complex distributed cloud-

based services work. Sometimes the inhibitor to cloud

adoption and migration in most organisations, in

principle, are the attitude, knowledge, and confidence of

the paramount decision makers. Thus, for most organi-

sations today, the challenge is clear that they simply do

not understand potential effect of lock-in to the busi-

ness. While the business benefits of cloud computing are

compelling, organisations must realise that achieving

these benefits are consistent with ensuring the risks of

vendor lock-in and security implication of such risk is

clearly understood upfront. When identified, such risks

should be mitigated with appropriate business continuity

plans or vendor selection, prior to migration to the

cloud.

Potential of DevOps tools for avoiding vendor lock-in

Issues with cloud lock-in surpass those of technical in-

compatibility and data integration. Mitigating cloud

lock-in risks cannot be guaranteed with a selection of in-

dividual open (technology-centric) solutions or vendors.

Instead, the management and operation of cloud services

to avoid lock-in should be addressed at a standardised

technology-independent manner. In this respect, we

present a concise discussion on the potential of DevOps

[65] and of tools (such as Chef, Juju and Puppet) that

support interoperable management.

DevOps is an emerging paradigm [66] to eliminate the

split and barrier between developers and operations

personnel. Automation underlies all the practices that
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constitute DevOps. The philosophy behind DevOps is to

bring agile methodologies into IT infrastructure and ser-

vice management [65]. This is achieved by implementing

the concept of “Infrastructure as Code” (IaC) using con-

figuration management tooling. An automation platform

is what provides the ability to describe an infrastructure

as code. IaC automations are designed to be repeatable,

making the system converge to a desired state starting

from arbitrary states [67, 68]. In practice, this is often

centred on the release management process (i.e., the

managed delivery of code into production), as this can

be a source of conflict between these two groups often

due to different objectives [68]. DevOps approaches can

be combined with cloud computing to enable on-

demand provisioning of underlying resources (such as

virtual servers, database, application middleware and

storage) in a self-service manner. These resources can

be configured and managed using DevOps tools and ar-

tifacts. As a result, end-to-end deployment automation

is effectively enabled by using the DevOps approaches in

cloud computing environments [69]. Tools are emerging

that address building out a consistent application or

service model to reduce the proprietary lock-in risks

stemming from customized scripting while improving

deployment success due to more-predictable configura-

tions. Today, several applications provisioning solution

exists that enable developers and administrators to de-

claratively specify deployment artefacts and dependen-

cies to allow for repeatable and managed resource

provisioning [56]. Below, we review some DevOps tools

among the currently available ones that may help enter-

prises simplify their application release circle.

Chef Chef is a configuration management framework

written in Ruby [70]. Chef uses an internal Domain Spe-

cific Language or DSL to express configurations. Config-

uration definitions (i.e. ruby-scripts) and supporting

resources (e.g. installation files) in Chef are called rec-

ipes. These recipes are basically scripts written in DSL

to express the target state of a system [71]. Chef man-

ages so called nodes. A node is an element of enterprise

infrastructure, such as a server which can be physical,

virtual, in the cloud, or even a container instance run-

ning a Chef client [72]. Chef provides APIs to manage

resources on a machine in a declarative fashion. Chef

recipes are typically declarative (resources which define

a desired state) but can include imperative statements as

well. Combining a Chef system together with cloud

infrastructure automation framework makes it easy to

deploy servers and applications to any physical, virtual,

or cloud location. Using Chef, an organization can con-

figure IT from the operating system up; applying system

updates, modifying configuration files, restarting any

necessary system services, applying and configuring

middleware and applications.

Puppet Puppet is an open source configuration and

management tool implemented in Ruby [47] that allows

expressing in a custom declarative language using a

model-based approach [73]. Puppet enables deploying

infrastructure changes to multiple nodes simultaneously.

It functions the same way as a deployment manager, but

instead of deploying applications, it deploys infrastructure

changes. Puppet employs a declarative model with explicit

dependency management. One of the key features of Pup-

pet is reusability. Modules can then be reused on different

machines with different operating systems. Moreover,

modules can be combined into configuration stacks.

Juju Juju is a cloud configuration, deployment and mon-

itoring environment that deploy services across multiple

cloud or physical servers and orchestrate those services

[74]. Activities within a service deployed by Juju are or-

chestrated by a Juju charm, which is a deployable service

or application component [75].

In summary, as applications evolve to function in the

cloud, organizations must reconsider how they develop,

deploy, and manage them. While cloud computing is

heavily used to provide the underlying resource, our re-

view shows that DevOps tools and artefacts can be used

to configure and manage these resources. As a result,

end-to-end deployment automation is efficiently enabled

by employing DevOps approaches in cloud environ-

ments. But, cloud providers such as Amazon and cloud

frameworks such as OpenStack provide cost-effective

and fast ways to deploy and run applications. However,

there is a large variety of deployment tools and tech-

niques available [76]. They differ in various dimensions,

most importantly in the metamodels behind the different

approaches. Some use application stacks (e.g., AWS

OpsWorks2 or Ubuntu Juju) or infrastructure, others

use lists of scripts (e.g., Chef run) or even PaaS-centric

application package descriptions such as Cloud Foundry

manifests. This makes it challenging to combine differ-

ent approaches and especially to orchestrate artefacts

published by communities affiliated with the different

tools, techniques, and providers. Nevertheless, these so-

lutions are highly desirable because some communities

share a lot of reusable artefacts such as portable scripts

or container images as open-source software [77]. Prom-

inent examples are Chef Cookbooks, Puppet modules,

Juju charms, or Docker images. Adopting a configur-

ation management tool implies a significant investment

in time and/or money [78]. Nevertheless, before making

such an investment, an informed choice based on object-

ive criteria is the best insurance that an enterprise has

picked the right tool for its environment, as the focus is
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on deploying predefined application stacks across several

(virtual or physical) machines.

Discussion and conclusion
In this paper a comprehensive analysis of vendor lock-in

problems was discussed and the impact to companies as

a result of migration to cloud computing was explored.

A survey was conducted and revealed that the cloud

paradigm has greatly impacted on many organisations

subsequent to migrating IT and business applications to

the cloud due to vendor lock-in. In fact, the study has

shown that, while organisations are eager to adopt cloud

computing due to its benefits, there is equally an urgent

need for avoiding vendor lock-in risks. Moreover, the re-

sults of our study have highlighted customers’ lack of

awareness of proprietary standards which prohibit inter-

operability and portability when procuring services from

vendors. The complexity and cost of switching providers

is often under-appreciated until implementation. Busi-

ness decision makers are often unaware of how to tackle

this issue. Our findings offer cloud computing con-

sumers, service providers, and industry practitioners a

better understanding of the risk of lock-in embedded in

the complex, technologically interdependent and hetero-

geneous cloud systems. In this respect, our research

points to the need for more sophisticated policy ap-

proaches that take a system-wide perspective to alleviate

the current vendor lock-in problem which affects inter-

operability and portability. Furthermore, our findings

show that within many organisations in the study, a lack

of clarity on the problem space of vendor lock-in still

pervades. This lack of knowledge poses a significant bar-

rier to obscure the potential effect the vendor lock-in

problem could have on enterprise applications migrated

to and operating in cloud platforms. Hence, to be pro-

tected against such risks when migrating to the cloud

environment, companies require standards, portability,

and interoperability to be supported by providers. How-

ever, this is currently difficult to achieve as explored in

this paper. Fundamentally, the difficulty is attributed to

the vendors’ APIs which control how cloud services are

harnessed, as cloud APIs are not yet standardized, mak-

ing it complex for customers to change providers. Some

cloud providers are concerned with the loss of cus-

tomers that may come with standardisation initiatives

which may then flatten their profits and do not regard

the solution favourable. Therefore, we propose the fol-

lowing strategic approaches to address the issues: (i) cre-

ate awareness of the complexities and dependencies that

exist among cloud-based solutions; (ii) assess providers’

technology implementation such as API and contract for

potential areas of lock-in; (iii) select vendors, platforms,

or services that support more standardised formats and

protocols based on standard data structures; and (iv)

ensure there is sufficient portability. In our future work,

we will explore interoperability and portability con-

straints which affect enterprise application migration

and adoption of SaaS clouds.
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