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Abstract. Internet of Things (IOT) services provide new security and
privacy challenges in our everyday life. But no empirical instrument has
been developed for the class of IOT services that identifies privacy fac-
tors that predict usage intentions and individuals’ willingness to provide
personal information. The contribution of this paper is to address this
lack of research. The proposed research model integrates the Extended
Privacy Calculus Model and the Technology Acceptance Model and is
pre-tested with 30 IOT experts. Results indicate that intentions to use
IOT services are influenced by various factors such as perceived privacy
risks and personal interest. It is further assumed that factors such as leg-
islation, data security or transparency of information use influence the
adoption of IOT services. Accordingly, further research must focus on a
better understanding of these factors to increase the adoption of both
useful and secure IOT services.

Keywords: Privacy, Security, Internet of Things, Extended Privacy Cal-
culus Model, Technology Adoption Model, Empirical Study.

1 Introduction

With the increasing amount of Internet of Things (IOT) services, i.e. sensor-
based IS services facilitated by identification technologies such as barcode, radio
frequency or global satellite communication, people face new security and privacy
challenges in their private and business life [23]. For example, mobile applica-
tions such as Foursquare, Facebook Places, Google Places or Groupon track the
location of their users to provide an added value by the underlying contract: give
up a little of your privacy, and you get worthwhile information. In case of the
above-mentioned examples, the tracking of location-based information becomes
obvious to a user, as she is aware of it by intentionally using them. However,
sometimes it is not obvious which kind of information gets tracked at which time,
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e.g., when those services are running in the background or when the user for-
gets to terminate them. Serious consequences might be, for instance, when that
information is linked to Twitter or Facebook and is then used to commit crimes
such as breaking into an empty home. Nevertheless, there exist also situations
in which personal information is being intentionally recorded in the background.
For example, a health monitoring service must track constantly critical health
parameters of an individual without notifying her about it all the time.

In this regard, it is therefore of utmost importance to better understand usage
patterns and perceptions from an end-user perspective such that IOT services
can be designed with appropriate privacy and security standards in mind. Ac-
cordingly, the relevance of privacy and security-related topics has been addressed
by prior IS research to a great extent. In particular, an IS Security Design frame-
work, IS security guidelines [21] and IS security objectives [9] have been identi-
fied primarily in the context of (business) organizations. An in-depth review of
literature on information privacy in the IS field is provided by [5].

However, to the best of our knowledge, no empirical instrument has been
developed and tested for the class of IOT services that reveals significant pre-
dictors of IOT service usage in business situations and private situations. IOT
services differ particularly from other I'T-related applications in traditional office
or home office situations due to their ubiquitous and embedded characteristics
that pervade everyday life. Thus, privacy concerns due to unobtrusive data col-
lection methods are more critical for this class of applications and appropriate
evaluation instruments are required.

From a theoretical point of view, we ground the current work on utility max-
imization theory [3,20] and the privacy calculus model [10,16]. We hereby argue
that as long as IOT services are perceived as being useful and the higher the
individual or organizational interest in using them are the lower are privacy
concerns and thus, the higher are adoption rates of such kind of services.

The contribution of this paper is therefore to present results of an empiri-
cal study on privacy concerns, rationales and potential ways of overcoming the
privacy fears of IOT services that are currently discussed in the European IOT
community. This paper will further provide a detailed plan of how an impact
assessment of the initially identified IOT services can be carried out. For that
purpose, a corresponding research model is proposed and empirically pre-tested
with 31 IOT experts. This research model comprises critical factors that predict
usage intentions of IOT services and individuals’ willingness to provide personal
information in order to use them appropriately.

In the following, the research model and hypotheses are presented. Accord-
ingly, two empirical models from privacy research — the Extended Privacy Cal-
culus Model [10] — and from IT adoption research — the Technology Acceptance
Model [7] — are combined and tailored to the concept of IOT services. In a next
step, the research methodology is described and the results are then presented.
This paper concludes with a discussion of the results and gives an outlook on
future work.



202 T. Kowatsch and W. Maass

2 Research Model and Hypotheses

The research model and hypotheses of the current study are depicted in Fig. 1.
The rational for the hypothesized relationships among the constructs is given in
the following paragraphs.

The theoretical constructs and their relationships are primarily derived from
the Extended Privacy Calculus Model (EPCM) [10]. EPCM has been successfully
tested in the domain of electronic commerce and proposes the following privacy
factors that influence the willingness to provide personal information for Internet
transactions: perceived Internet privacy risk, Internet privacy concerns, Internet
trust and personal Internet interest. The underlying assumption of EPCM is
grounded in two contradicting predictors that both influence the willingness to
provide personal information positively and negatively at the same time. That
is, perceived Internet privacy risks and Internet privacy concerns are risk beliefs
that negatively influence the willingness to provide personal information for In-
ternet transactions, whereas Internet trust and personal Internet interest have
a positive relationship with the willingness of providing personal information.
Overall, these constructs from EPCM can be appropriately tailored to the con-
cept of an IOT service as the latter can also trigger transactions of information
on the Internet but with the help of interconnected physical objects.

In addition, two constructs from the Technology Acceptance Model (TAM)
[7] were considered in the current work. That is, perceived usefulness and the
intention to use IT. Having its roots in the Information Systems discipline, TAM
describes determinants of technology adoption and was published in various vari-
ations in the past [8,13,22]. TAM is rooted in the social sciences, in particular,
the theory of reasoned action [2] and its successor, the theory of planned be-
havior [1]. Both theories fundamentally state that individuals beliefs influence
behavioral intentions that, in turn, have an effect on actual behavior. The target
behavior of interest in the IS community was then the adoption of IS artifacts
and their sustainable usage that might have positive effects on organizational
key performance indicators.

Both EPCM and TAM have been incorporated in the current research to
address critical privacy factors and technology factors that are relevant to social
acceptance and impact evaluation of IOT services. The definitions of the seven
constructs are adapted from [10, p.64] and [7, p.320ff] such that they apply to
the concept of IOT services. Hereby, IOT services are defined as sensor-based IS
services that support people in business situations and private situations. The
five definitions as adapted from EPCM to IOT services are listed in the following:

— Perceived 10T service privacy risk is a perceived risk of opportunistic be-
havior related to the disclosure of personal information of IOT service users
in general.

— Privacy concerns against IOT service are concerns about opportunistic be-
havior related to the personal information transferred to the IOT service by
the individual respondent in particular.
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— Trust in organization providing the IOT service is a trust belief reflecting
confidence that personal information transferred to the IOT service organi-
zation will be handled competently, reliably, and safely.

— Personal interest in IOT service reflects the cognitive attraction to an 10T
service while overriding privacy concerns.

— Willingness to provide personal information for IOT service represents the
degree to which an individual is likely to provide personal information such
as location-based information or financial information required to complete
transactions of a particular IOT service.

The following two constructs are adapted from TAM whereby perceived useful-
ness was reworded as expected usefulness due to the prospective character of the
current study on future IOT services:

— FExpected Usefulness of I0T service is defined as the degree to which a per-
son believes that using this IOT service would enhance his or her overall
performance in everyday situations.

— Intention to use IOT service reflects behavioral expectations of individuals
that predict their future use of the IOT service.

Two modifications were made in order to combine EPCM and TAM. First, inten-
tion to use was included as construct that mediates the impact on the willingness
to provide personal information. The rationale for this relationship lies in the
fact that an individual person would not provide his or her personal informa-
tion for a particular IOT service without intending to use that service [1]. In
line with theory of planned behavior, usage intention predicts therefore actual
usage of an 10T service that also involves divulging personal information such
as financial information or location-based information. Second, expected use-
fulness of an IOT service was added as construct that influences intentions to
use that service. The rationale here is that IOT services are more likely to be
adopted when they are perceived useful. This relationship was directly adopted
from TAM [7]. It must be noted that perceived ease of use from TAM is not used
in the current work as the focus lies on future IOT services. It is therefore not
possible to measure ease of use at this early stage of investigation, i.e. without
a prototypical implementation that could be physically tested.

In summary, the eight hypotheses as depicted in Fig. 1 are derived from
EPCM, TAM and the assumptions discussed above. Additionally, it is investi-
gated how contextual factors may influence these relationships. Three approaches
are considered. First, it was done exploratory by varying the type of situations
in which an IOT service is being used. Hereby, we contrast business situations,
e.g., using an IOT service for business traveling purposes, with private situations,
e.g., using an IOT service in a smart home environment. Second, we further in-
vestigate which kind of legislative body should be involved when it comes to
privacy policies and data protection. And finally, we also evaluate information
transparency, i.e. the detail of information and frequency of notification a user
of an IOT service should get such that tracking of personal data is transparent
enough.
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Fig. 1. Research Model

3 Method

In order to pre-test the research model, a questionnaire-based survey was devel-
oped. For this reason, four IOT services embedded in two business situations and
two private situations were identified from a pool of more than 50 IOT situa-
tions [19]. The services have been selected and adapted from several EU projects,
including SmartSantander, SENSEI, eSENSE, EXALTED, FLORENCE, PROS-
ENSE, LOLA and MIMOSA. The rationale behind the evaluation of situational
descriptions of IOT services is based on a design method, in which situational
descriptions are evaluated as an early step of the development of a Ubiquitous
Information System [12].

The identification of relevant IOT services was conducted in two steps. First,
an overall relevance score was calculated for each IOT service based on data
from an existing online survey [19]. In that survey, 211 subjects selected some
of the proposed IOT services and indicated their (1) degree of interest in that
IOT service, (2) the degree to which the IOT service might increase the quality
of life, (3) the relevance of that IOT service to society, (4) the relevance of the
IOT service to business, (5) the market maturity and finally, (6) the technology
maturity related to that particular IOT service. Hereby, five-point Likert scales
ranging from low (1) to high (5) were employed. First, the means of each of the
six statements were calculated. Then, each mean value was multiplied with the
number of responses that reflects the relevance of a particular IOT situation. This
intermediary score was then multiplied by one, two or three in case the mean
value lies significantly above the neutral scale value of three (neither) at the
.05, .01 or .001 level by applying one-sample t-tests. The resulting raw relevance
score was therefore higher the higher the mean values of the questionnaire items,
the more responses an IOT service had and the higher the significance level was.
Finally, the overall relevance score was calculated by the sum of the six scores
for each statement as described above.
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In the second step, the resulting IOT services were ranked according to the
overall relevance score. The following four best-ranked IOT services embedded
in business situations and private situations have been chosen for the current
study:

1. Public Transport Payment (PTP) Service: You are taking the bus to work
or during a business trip and you receive a message via your mobile phone
that you will be charged once you get off the bus based on the number of
zones you cross. The information also displays the cost per zone. Payment
is performed automatically via your mobile phone. (Business Situation)

2. Nawigation (Nav) Service: You just finished your morning routine and are
getting ready to leave your home for a business trip. You receive detailed
information about traffic conditions including traffic accidents, traffic jams,
weather conditions and parking possibilities directly integrated into your
personal navigation service. It routs you — including driving, walking, public
transport and car-pooling — in the most efficient way and as close as possible
to your destination. Persons (incl. you), cars and public transport share
their location-based information together with other data relevant for the
navigation service in the Internet cloud. (Business Situation)

3. Smart Home (SH) Service: The Smart Home service provides the complete
control of your house. It switches the lights automatically on when you enter
and switches them off when you leave a room. Arriving home after work,
your face is recognized at the entrance and the electronic key in your pocket
is detected. This service triggers the heating system, by combining data
from outdoor and indoor temperature, weather forecast from the Internet,
and user preferences. It adjusts the house energy consumption to the real
needs of the family, and most importantly it helps you save money. It also
recognizes which appliances (washing machine, dishwasher, water heater,
heating system, etc.) are turned on at a given time and synchronizes them
to ensure the best energy efficiency taking into account the pricing structure
of utility companies. (Private Situation)

4. Health Monitoring (HM) Service: Recently the doctors have diagnosed that
Johns Alzheimer disease is taking a turn for the worse. As a result, his
children have decided to upgrade the monitoring solution with sensor ap-
plications that enable the monitoring of his locations, posture and mental
conditions at home and in the neighborhood. So John retains his private
and social life, which is very important for coping with his condition and
happiness. (Private Situation)

The questionnaire items of the EPCM constructs were adapted from [10] whereas
expected usefulness and intention to use were adapted from [13] and [22]. Items
for the contextual factors, i.e. legislative aspects on privacy and data security as
well as information transparency, have been developed from scratch for this study
(see also Fig. 2, Fig. 3 and Fig. 4). Finally, demographic data was collected. The
complete survey instrument for each of the four IOT services can be obtained
from [15].
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4 Results

Overall, 26 male and 5 female subjects have evaluated the four IOT services
during the IOT week in Barcelona in June 2011. This evaluation took 40 minutes
on average. The subjects were domain experts as they were involved in IOT-
related EU projects IOT-Architecture, IOT-Initiative or SmartSantander. Their
age ranged from 25 to 64.

Descriptive statistics of the questionnaire items are listed in Table 1. With
one exception, Cronbachs Alpha lies over the recommended threshold of .70
indicating good reliability of the scales employed [18]. Accordingly, aggregated
means for each theoretical construct were calculated. Additionally, one-sample
t-tests were used for each aggregated variable to indicate whether the means
differ significantly from the neutral scale value of three. That is, one-sample t-
tests show whether subjects have rated the constructs rather positively, neutral
or negatively.

Table 1. Descriptive statistics. Format: Alpha, Mean, Std.Dev; * p < .05, ¥*** p < .001,
p-values from one-sample t-tests with test value = 3, N=31.

Construct 1. PTP Service | 2. Nav Service 3. SH Service 4. HM Service
Privacy risk .866 3.32 0.92].909 3.39% 0.89].915 3.15 0.95].906 2.90 0.94
Privacy concerns .899 3.33 1.00].960 3.38* 0.96(.931 3.35 0.96{.907 3.08 0.95

Trust in organization|.778 3.56*** 0.69(.839 3.05 0.73] .906 3.27 0.86.738 3.67*** 0.71
Expected usefulness [.940 3.92%¥*% (0.90].961 3.89*%** 0.72].934 3.61*** 0.77].892 4.28%** (.55
Personal interest .889 3.35 1.01].922 3.35F%  0.87|.942 3.25 0.96] .850 4.09%** 0.56
Intention to use .897 3.74%%* 0.91].922 3.70*** 0.92].909 3.59*%** 0.76].926 4.08*** 0.61
Will. to provide info.|.860 3.03 1.13|.806 2.80 1.13[.721 2.89 0.98] .444 n/a n/a

Consistent with prior research [13,14], partial least squares (PLS) analysis
was used for data analysis of our research model. PLS belonging to structural
equation modeling (SEM) was chosen over regression analysis, because SEM can
analyze all of the paths in one analysis [4,11]. PLS allows analyzing the struc-
tural model for assessing the relationships among the theoretical constructs and
the measurement model for assessing the validity and reliability of the question-
naire items. In our research, all theoretical constructs were modeled as reflective,
because their items are manifestations of them [4] and are expected to correlate
with each other [6].

In order to test the validity of our constructs, we performed a confirmatory
factor analysis using SEM with the R package PLS-PM (Version 0.1-11) and
the bootstrapping resample procedure with 400 iterations. Although one item
had a factor loading below the recommended value of .70 (WP2 of the health
monitoring service, for details on the item wording see [15]), we retained it
to maintain continuity with the other three IOT services. All the other items
loaded on their assigned latent variables. Thus, our scales show good convergent
validity. The PLS path coefficients together with their significance levels for each
hypothesis are shown in Table 2. These results show that only hypotheses H2
and H8 are supported by the empirical data for all four IOT services. H4 is to
be rejected. The remaining hypotheses are only partly supported by the data.
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Table 2. PLS path coefficients. Note: * p < .05, ** p < .01, *** p < .001, N=31.

Hypothesis |1. PTP Service|2. Nav Service|3. SH Service|4. HM Service| Result

HI1: PR x IU —.29 —.38% —.69%* —.03 (accepted)
H2: PR x PC L83FF* L 8RFF* LR2FFF L8RFF* accepted
H3: PC x IU .08 .03 —.57% —.14 (accepted)
H4: TO x IU .01 —.02 .07 .04 rejected

H5: PR x TO —.56** —.38 — H2¥HE —.44* (accepted)
H6: EU x IU H4FFE .36%* .63FF* .22 (accepted)
H7: PI x IU .20 A44%* .15 .55% (accepted)
H8: IU x WP TAFFE T2¥FE LGTFFFE L68FF* accepted

The explained variances (R?) for the dependent variables are shown in Table 3.
Hereby, the predicting factors of perceived privacy concerns and the intention to
use an IOT service explain a high degree of variance.

Table 3. Explained variances (R?) from PLS analysis

Construct 1. PTP Service|2. Nav Service|3. SH Service|4. HM Service
Privacy concerns .697 773 672 776
Trust in organization .345 .186 288 222
Intention to use .805 817 .735 .670
Will. to provide info. .556 523 457 .469

Furthermore, descriptive statistics related to the questionnaire items on legis-
lation and data security are presented in Fig. 2. Additionally, it was reported by
an IOT expert that it is crucial to use only personal information where it is really
necessary, i.e. organizations should not request and save personal information for
its on sake or potential future use. Moreover, results on the preferred level of
detail of notifications on personal information use are depicted in Fig. 3, whereas
feedback regarding the frequency of notifications is shown in Fig. 4. One IOT
expert reported that details on personal information use should only be made
available to the user on request. By contrast, another expert pointed out that the
user must confirm actively each transaction that transfers personal information
to a third-party organization. With regard to the frequency of notification, one
expert discussed the option that users should also be informed when the way of
personal information use is being changed. A detailed discussion of these results
is presented in the next section.

5 Discussion

5.1 Determinants of IOT Service Use

First, it can be stated that all four IOT services are perceived as relevant by the
subjects of this pretest. That is, the values for expected usefulness of the four
IOT services and intention to use these services lie all significantly above the
neutral test value of three (cf. Table 1).
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100% 74,2% 67,7% 0,6%
32,3%

50%

° 25,8% 19,4% myes
0%

By the introduction of international law, By the introduction of soft law, i.e. By technical means such as encrypted ®no

which is probably more practical, but  regulations are established by private communication channels and data
may take longer in developing. organizations. stores.

Fig. 2. Legislation and data security
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Second, though all of these IOT services are perceived as relevant, subjects have
no distinct position on whether to provide personal information for those services
or not. This fact is based on the construct willingness to provide personal informa-
tion for IOT use that lies neither significantly above nor below the neutral scale
value (cf. Table 1). Therefore, subjects are uncertain in terms of providing access
to their personal information in general. It could only be shown for one item of the
Health Monitoring service that subjects were willing to provide personal informa-
tion. However, this result could be explained by the fact that subjects had to rate
this item indirectly for another person, i.e. as a family member of John who suffers
from Alzheimer disease and is not able to decide for himself.

Third, the current study has adapted the Extended Privacy Calculus Model [10]
to the IOT domain with a focus on IOT services. This model describes critical pri-
vacy factors and was further extended with two constructs from the Technology
Adoption Model [7]. In contrast to the proposed and hypothesized relationships,
it could not be shown that the contradicting predictors — i.e. perceived IOT ser-
vice privacy risk and privacy concerns against an IOT service on the one hand and
trust in an organization providing the IOT service, expected usefulness of the IOT
service and personal interest in the IOT service on the other hand — have a sig-
nificant negative or positive impact on the intention to use that IOT service. One
reason may be the different purposes of the IOT services. For example, a public
transport payment service must be useful in the first instance to be adopted but
for a smart home service also privacy concerns must be taken into account. More-
over, it can even be observed that trust in a service providing organization has no
influence at all according to these results. That is, trust relative to, for example,
expected usefulness is less important for the domain experts of the current pretest.
Its effect size is probably too small to be identified by the current sample size of
31, too. Furthermore it is assumed that a more concrete description of the service
providing organization would result in different findings.
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Fourth, it must be noted that there exists no obvious pattern that distin-
guishes subjects evaluations of IOT services in business situations from private
situations. A potential reason may be the fact that IOT services foster the con-
vergence of both types of situations, i.e. they are permanently available no matter
whether a person is at home, at the office or elsewhere. This fuzzy interference
of perceptions might therefore also influence the perceptions of privacy risks and
privacy concerns.

Finally and with regard to the high variances explained for privacy concerns
and usage intentions (Table 3), it is argued that the privacy factors investigated
in the current study are good predictors as far as they show a significant rela-
tionship in Table 2.

5.2 Legislation, Data Security and Transparency of Information Use

Results on legislation, data security (Fig. 2) and transparency of information
use (Fig. 3 and Fig. 4) provide additional guidelines for the design and imple-
mentation of IOT services [9,21]. Accordingly, subjects expect their personal
information to be primarily protected by international law, which is probably
more practical, but may take longer in developing in contrast to soft law intro-
duced by private organizations. In addition to these legislative aspects, personal
information should be protected by technical means (Fig. 2). Thus, state of the
art encryption and security standards should be incorporated and promoted
together with the pure functionality of IOT services as such.

Furthermore, subjects made a point of requesting specific and detailed state-
ments with regard to personal information use. Thus, brief and more general
statements should be avoided when an IOT service is deployed or they should
at least point to a detailed description such that users are able to request this
information on demand (Fig. 3).

The majority of subjects, i.e. 66.7%, stated also that they want to be informed
every time when personal information is used by an IOT service. However, also
33.3% of the subjects want to be informed only the first time. The default option
should therefore be a trigger that informs users of an IOT service every time
personal information is forwarded to a third-party organization. But IOT service
providers should also provide the option to change this trigger (Fig. 4).

5.3 Limitations

The current study has several limitations. First, the results are biased in the sense
that primarily male and technology-savvy persons have participated, i.e. subjects
were experts in the field. But even though experts may adopt the proposed IOT
services first, support from a more equally distributed sample is strongly required
to increase external validity of the current findings. Second, with 31 subjects
the sample size is quite limited to identify small effects. Thus, using PLS for
hypotheses testing might not render significant path coefficients even though
these coefficients differ obviously from zero (cf. Table 2, H5 of the Navigation
Service). And third, because IOT experts can rely on their experience in the field,
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external validity of the results is limited with regard to the textual descriptions of
IOT situations compared to drawings, video clips, or lab experiments that would
all increase subjects understanding of the IOT services and thus the quality of
evaluations. In particular, the construct trust in organization requires subjects to
think about potential providers of those services, which adds a common method
bias to the results.

6 Conclusion and Outlook

In this paper on critical privacy factors of future IOT services, the Extended
Privacy Calculus Model [10] has been combined with the Technology Acceptance
Model [7] and was pre-tested in the IOT domain by conducting a survey with
31 domain experts. As a result, preliminary factors have been identified that
influence the adoption of IOT services and thus, might be critical in the design
process of those services.

Future work will extend this research by conducting further studies in order
to cross-check the current findings and thus, to increase the external validity and
quality of implications. In doing so, the guiding research question remains: How
can IOT services be designed such that they are not only useful and technically
secure but also address privacy concerns of their users?
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