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Abstract—Cloud computing offers an innovative business model
for organizations to adopt IT services at a reduced cost with
increased reliability and scalability. However organizations are
slow in adopting the cloud model due to the prevalent vendor
lock-in issue and challenges associated with it. While the existing
cloud solutions for public and private companies are vendor
locked-in by design, their existence is subject to limited possibility
to interoperate with other cloud systems. In this paper we have
presented a critical review of pertinent business, technical and
legal issues associated with vendor lock-in, and how it impacts on
the widespread adoption of cloud computing. The paper attempts
to reflect on the issues associated with interoperability and
portability, but with a focus on vendor lock-in. Moreover, the
paper demonstrates the importance of interoperability,
portability and standards applicable to cloud computing
environments along with highlighting other corporate concerns
due to the lock-in problem. The outcome of this paper provides a
foundation for future analysis and review regarding the impact
of vendor neutrality for corporate cloud computing application
and services.
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1. INTRODUCTION

The introduction of cloud computing as a new information
technology (IT) paradigm, offers unprecedented scalability to
an organization’s business processes and business operations
[1]. The cloud technology allows organizations to expand or
reduce their computing facilities very quickly. This concept is
attracting public and private companies, as well as small to
medium-sized enterprises (SMEs), who consider cloud
computing model an opportunistic business strategy to remain
competitive and to meet business needs [2] [3] [4]. Larger
enterprises are exploiting the benefits of this platform by taking
business continuity into account, while SMEs to the contrary
are enhancing their ability to meet computing resource
demands, while eschewing consequential investment in over
provisioned infrastructure, maintenance, training etc. [5].
However as reported by [6], cloud computing is still in its early
stage of maturity, thus suffers from lack of standardization. In
essence, what actually happens is that most new and existing
cloud providers propose their own solution and proprietary
interfaces for access to resources and services. This
heterogeneity is a crucial problem as it raises barriers to the
path of the ubiquitous cloud realization. And the main barrier is
vendor lock-in which is unavoidable at this stage [7] [8].
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Vendor lock-in problem in cloud computing is characterized
by expensive and time-consuming migration of application
and data to alternative providers [9]. Cloud software vendors
lock in customers in several ways: (1) by designing a system
incompatible with software developed by other vendors; (2)
by using proprietary standards or closed architectures that lack
interoperability with other applications; (3) by licensing the
software under exclusive conditions [10]. Vendor lock-in
deters organizations adopting cloud technology. It is a
challenging issue that requires substantial efforts to overcome
the existing barriers it erects for organizations [11].

According to [11], market demand and the ability to attract
more customers are creating more pressure on cloud providers
to support interoperability — a direct benefit of avoiding
vendor lock-in. Previous studies have focused on
interoperability issues or concerns of vendor lock-in. Various
standardization solutions have been developed for increasing
interoperability [7], [8]. However, very little research solely
investigated the review of vendor lock-in and its impact on
adoption of cloud computing. The contribution of this paper
provides a foundation for future analysis and review regarding
the impact of vendor lock-in for corporate cloud computing
application and services.

The rest of this paper is structured as follow. Section II
presents related research in this field. Section III explores
vendor lock-in problem in-depth. Section IV discusses major
considerations for organizations regarding the impact of vendor
lock-in due to lack of standards for cloud application
programming interfaces (APIs) and data models, pointing out
why this is a major problem for enterprises considering cloud
migration. Finally Section V concludes this paper by
summarizing the findings herein presented respectively, and
presents directions for future work.

II.  RELATED WORK

Vendor lock-in problem has been identified as one of the
most widespread and crosscutting problems related with cloud
computing adoption [12]. The risks posed by vendor lock-in
can inhibit organizations from switching cloud providers [13,
14]. In [15], Razavian et al. conducted an analysis on how
vendor lock-in prevents enterprises from migrating towards
cloud storage. The outcome of their study proposed a solution
that uses erasure coding as a method of distribution, to
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distribute redundant data across multiple cloud providers in
order to increase the probability of access to data.

In [16], Bhavya et al discuss challenges concerning vendor
lock-in problem in cloud computing and presents new ways of
overcoming them. In addition, they addressed user concerns in
portability and interoperability in the migration of cloud
services providing security. With respect to cloud computing,
vendor lock-in is the direct result of the current difference
between the individual vendor paradigms based on non-
compatible underlying technologies, and implicit lack of
interoperability. Avoiding vendor lock-in or minimising its
impact is consistent with ensuring interoperability and
portability across cloud computing systems and services.

Toivonen in [11], describe interoperability issues that lead
to vendor lock-in and present a very brief overview on current
standardization efforts to address the problem. Whereas, Pahl
et al. in [17] analysed several standards for cloud architecture
interoperability, and introduced a number of different concerns
that will help to assess the state of standardization and its
impact on interoperability.

A vendor locked cloud environment can be encouraged,
from a cloud provider perspective, through the implementation
of proprietary or non-standard APIs and data storage methods.
In fact, in this case the main obstacle to a vendor-neutral
environment is the lack of industry standards to support
interoperability and portability across multiple cloud providers.
In [18], Govindarajan and Lakshmanan investigated solutions
covering interoperability, security, portability and governance
in cloud. For interoperability, they classified the approaches in
three groups: standardization bodies, industry solutions, and
brokering and management. However in [19] Panhelainen
explored current advancement on standardization, and
proposed a migration strategy for portability and
interoperability between different cloud platforms. Petcu in [9]
identified and classified several issues of cloud portability and
interoperability. For each issue identified, Petcu surveyed
concepts such as requirements, evolution stages, and types of
portability and interoperability.

Cloud computing services have made it easier for
organizations to rapidly deploy and de-provision IT
applications on-demand as business needs evolve. Thus, it
becomes important from a cloud provider perspective to focus
on building and retaining consumer trust. According to [20], an
effective way to engender consumer trust in cloud adoption and
prevent vendor lock-in risks is to make it easy for users to
switch cloud providers with their data alongside. Even if
organizations have copy of their data with them in tow when
switching providers, it can still be locked in if the cloud
provider stored data in their own proprietary format. Hence, it
becomes important not only to have access to data, but also to
have it in a format that has a publicly available specification.
Further, giving organizations control over their data and the
ability to easily switch cloud providers is an important part of
establishing trust and is paramount for creating a vendor-
neutral cloud environment.
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III.  VENDOR LOCK-IN PROBLEM

An IDC executive insight research confirmed, while cloud
providers are eager to migrate customers onto their platform
and readily provide tools to do so, customers have voiced their
concerns about the inconvenience of moving applications and
data from one cloud to another [21]. Cloud vendors offer
enterprises proprietary cloud-based services that have different
specifications from one vendor to another. The main problem is
attributed to the fact that currently each provider develops its
own specific technology solutions, remote APIs, and some
even create new programming languages [9]. As a consequence
of this, cloud users become dependent (i.e. locked-in) on a
certain vendor’s services and are unable to switch to different
vendor—due to technical incompatibilities—without undertaking
substantial switching costs [12]. To further substantiate a lock-
in situation, for instance switching between alternative vendors,
of essentially the same product, without paying substantial
switching cost is not possible as argued by [22]. In other words,
the substantial cost associated with switching between
incompatible software systems can force a customer to use the
same products and services [ibid]. And often this means that
these customers will also be reluctant to switch to incompatible
vendors. This reluctance has two important consequences as
pointed out by [23]. First, it potentially provides incumbent
suppliers with market power. Second, it may influence
consumer and provider choices among alternative technologies
for a product.

n [24], Sheth and Ranabahu claim that, existing cloud
computing solutions for enterprises have not been built with
interoperability and portability in mind-hence; applications are
usually restricted to a particular enterprises cloud or a cloud
service provider. In reality, this claim is somewhat correct
because existing cloud solutions are tightly coupled to the
proprietary technology they were designed for, consequently,
locking customers into a single cloud infrastructure, platform,
or service preventing interoperability and portability of data or
software created by them [12]. Therefore on this note it is
worth underlining that, selecting a cloud platform that is built
on proprietary formats means that businesses can face a lock-in
situation which will make it more difficult for them if they
change service provider at some point in the future; either
because they want to bring processes back into their premises
or maybe they want to select another service provider. Quite
clearly, this may constrain the cloud ecosystem growth by
limiting cloud service choice, because business applications
and data will remain locked in cloud silos. Issues associated
with vendor lock-in have been identified and discussed below.

A. Lack of Interoperability Makes it Difficult to Consolidate
Enterprise IT Systems in the Cloud

Enabling cloud infrastructure to evolve into a transparent
platform while preserving integrity raises interoperability
issues [2]. Interoperability of information between multiple
clouds is a critical enabler for broad adoption of cloud
computing by enterprises [25]. Interoperability in cloud
computing has many definitions from different points of view,
and is often misused to include the term portability, as evident
in [9]. To clearly enunciate for the sake of clarity, we employ
the distinction made by the National Institute for Standards and
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Technology (NIST) between interoperability and portability by
defining interoperability as, “the ability of cloud computing
services, from different providers, and other applications or
platforms that are not cloud dependent to seamlessly exchange
assets [24].” In a cloud environment, consumers favor greater
interoperability as it allows them to customize their own
solutions by purchasing “best of breed” services from multiple
cloud providers and to move easily between providers.
Governments, on the other hand, also favor interoperability as a
way of driving competition and increasing resilience of the
cloud system as a whole, especially where the market consists
of only a few providers [26]. Further, another interoperability
advantage for consumers (besides avoiding vendor lock-in
risks) is that they would be able to compare and choose
between providers. Also the use of multiple clouds or hybrid
clouds becomes possible when interoperability is supported.

However, interoperability concerns arise in different
situations. For example, interoperability between cloud layers
needs standardized APIs to allow higher cloud layers to link,
exchange and interact to a range of services provided at the
lower layers e.g. platform implementations to uniformly link to
Infrastructure-as-a-Service (IaaS) offerings. Although it is
worth underlining that various cloud service models might
have different requirements regarding interoperability.
Therefore, fostering cloud interoperability is multi-faceted and
is likely to extend to a broad range of ecosystem players,
including providers of connectivity and application developers.
To this end, we suggest standards bodies, industry players,
academia, practitioners etc. should pursue the evolution of
cloud offerings with the goal of facilitating interoperability
among multiple clouds. In fact, this will undeniably accelerate
the maturity and growth of the overall cloud ecosystem.

B.  Lack of Portability Hinders Enterprises from Migrating

Portability defines the ease of ability to which application
components are moved and reused elsewhere regardless of
provider, platform, operating system, infrastructure, location,
storage, data format, or API’s. Cloud portability is defined as
the ability to migrate a cloud-deployed asset to a different
provider [27], and it is a direct benefit of overcoming vendor
lock-in. Petcu in [9] identified the following as the main kinds
of cloud computing portability to consider; data portability,
application portability, and platform portability. Whereas in
[28], they distinguish the different levels of portability within
the cloud service models: laaS portability involves the
migration of virtual machines, whereas Platform-as-a-Service
(PaaS) portability is the migration of code and data. While
SaaS portability is the migration of data and content [29]. Data
being an organization’s most critical, ubiquitous and essential
business asset, it is vital that any enterprise data migration be
carried out without any disruption to data availability.
Considering the different attributes of each cloud service
model, the idea of data portability will depend on the model
adopted. For this reason, organizations are interested to know
whether they can move their data and applications across
multiple cloud environments at low and minimal costs.

Portability is the key aspect to consider when selecting
cloud providers as it can both help prevent vendor lock-in, and
deliver business benefits. This means allowing identical cloud
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deployments to occur in different cloud provider solutions [30].
Portability in cloud computing is a desirable expectation by
organizations as they mitigate cloud outages and supports
pursuing new business opportunities (e.g. better price, better
service quality etc.). [31] believe that the first and foremost
step required to ensure cloud service portability is the
standardization of the data formats used by service providers.
In contrast, industry stakeholders are concerned that an
excessive focus on ensuring portability in cloud computing will
limit the incentive to innovate by making it harder to
differentiate between different architectures and offerings [26].
While on the other, organizations wish to have the capability to
move applications across platforms and data across
applications, but they are hindered due to the disparity in cloud
APIs provided by different vendors. Nevertheless,
organizations planning to adopt cloud computing services must
realize that moving business IT applications and (sensitive)
data beyond the corporate firewall into the cloud environment
is a form of outsourcing. And the golden rule of outsourcing is
to understand up-front and plan for how to exit the contract. In
this case, portability should therefore be a key criterion of any
organizations strategy to move into cloud services, allowing for
a viable exit strategy to be developed.

C. Lack of Standards Creates Barriers to Cloud Entry

Standards are necessary to consolidate efforts in a
technology domain and to enable interoperability and
portability. The fields of standardization can be security,
interoperability and portability, but the latter two are in the
focus despite the importance of security. Standards are
regularly proposed as a way to mitigate vendor lock-in.
However in [18], they argue that many cloud providers are
concerned with the loss of customers that may come with
standardization initiatives and do not regard this solution
favorable. In agreement with [32], we suggest that standards
shared among cloud providers do not need to be identical (i.e.
in terms of differentiation advantage), although the greater the
uniformity between them, the easier it will be to evaluate
potential liabilities in choosing among the services offered by
different providers. Moreover, any inconsistency could hinder
a user’s ability to move data or applications between providers,
and might also limit an organization’s ability to draw on the
resources of multiple providers.

Standardization strives to support applications by different
service vendors to interoperate with one another, exchange
traffic, and cooperatively interact with data as well as protocols
for joint coordination and control [33]. According to [34],
cloud users would particularly welcome standards that address
workload migration and data migration use cases because such
standards would mitigate vendor lock-in concerns. This
requires virtual-machine (VM) image file formats and APIs for
cloud storage [35]. In the absence of standards for cloud APIs
and data models, companies willing to outsource and combine
range of services from different cloud providers to achieve
maximum efficiency will experience difficulty when trying to
get their in- house (legacy) systems to interact with the cloud
providers system. Likewise, the lack of standardization may
also bring disadvantages, when migration, integration, or
exchange of resources is required. The main negative aspect in
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this case would be the necessity of factoring applications to
comply with other cloud APIs, which can possibly lead to
higher costs, project delays, and other related risks. Thus,
opposing agility, efficiency, and low cost that often comes with
utilizing cloud-based services [36]. The impact caused by lock-
in problem due to lack of standards is what enterprises should
be wary about when considering migration to cloud computing.

D. Technical Barriers

1)  Integration Challenges: According to [37], cloud
adoption will be hampered if there is not a good way to
integrate data and applications across clouds. In [12] it is
argued that the cost and complexity of developing and
maintaining integrations between heterogeneous platforms with
disparate interfaces and protocols can quickly erase the
economic and efficiency gains the cloud delivers. Moreover, a
survey by [38] of business managers around the world on their
experiences with cloud applications, revealed that companies
have abandoned the use of roughly one departmental cloud
application a year due to integration problems. It is anticipated
that standardization of API’s will significantly help to resolve
this issue. However, initiatives by multiple standard bodies,
forum and consortiums could indirectly lead to the possibility
of multiple standards emerging with possible lack of consensus
— thereby deteriorating the problem even further. But as
advised by [39], it is important for standard bodies, vendors,
and users to sit together, discuss and arrive at a consensus on
the standards and API’s in different areas.

2)  Data Portability Issues: Ensuring data portability
within the cloud is a major challenge for enterprises due to the
large number of competing vendors for data storage and
retrieval [40]. Suppose an enterprise uses SaaS product for
Customer Relationship Management (CRM), and over time the
terms of use of the cloud service become less attractive
compared to other SaaS providers or perhaps with the use of an
in-house CRM solution. If the business decides to change
providers due to unacceptable increase in cost at contract
renewal time, breached SLA etc. The key issue of concern for
the organizations in this case is basically how easy will it be to
move their data to another CRM solution or back in-house? In
many cases it will be very difficult because the data structure
for cloud computing is not yet standardized. Quite often it is
designed to fit a particular form of application processing logic,
thus a significant amount of transformation is needed to
produce data that can be handled by a different product. In this
case, lock-in can be a deliberate strategy as it benefits vendors
because it reduces the bargaining power for the enterprise and
increases that of the vendors by gaining them a competitive
advantage. From a portability perspective it becomes critical
that organization data is sharable between providers since
without the ability to port data it would become simply
impossible to switch cloud service providers at all [38].

IV. IMPACT OF VENDOR LOCK-IN TO ENTERPRISE
ADOPTION

From a historical viewpoint, many enterprise organizations
fail when it comes to implementing new and transformational
technologies. The following were identified as the main causes
of failure: lack of understanding and interest in embracing new
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technologies; early rush into development mode without proper
understanding of architecture and design steps; and unrealistic
expectations like too-aggressive due dates, too large of a scope
and many other reasons [39]. A common misconception about
cloud computing is the notion that migrating existing enterprise
IT applications to the cloud is a simple solution that reduces
cost. But in reality, this is usually the complete opposite. In
fact, very few applications are good candidate to move to the
cloud in their current architecture. The architecture of an
application will affect how an application can be migrated to
the cloud environment and sometimes whether it is suitable for
migration.  Cloud architectures, however, require loosely
coupled application architectures — since it allows one to
replace components, or change components, without having to
make reflective changes to other components in the
architecture/systems. This means enterprises can change their
business systems as needed, with much more agility than if the
architecture/systems were more tightly coupled [40].
Therefore, in agreement with the recommendation by [41], to
identify business processes, application and data for operation
in the cloud environment, it is mandatory to first develop and
understand the technical, business and legal factors that might
affect the migration process. Therefore, below we will look at
the impact of vendor lock-in on adoption of cloud computing
services from a business and legal viewpoint.

A. Business Challenges

From a business perspective many cloud providers seek to
make their offerings to consumers as proprietary as possible to
facilitate cloud vendor lock-in on the product, as well as at the
contract level. There is more than one way to get locked into a
cloud vendor’s system; an often overlooked method is through
a contract. To substantiate further, a joint survey by Cloud
Security Alliance (CSA) [31] and Information Systems Audit
and Control Association (ISACA) [42] identified exit
strategies, contract lock-in and data ownership as core
enterprise concerns. While another study conducted by
Constellation Research Group found that many cloud contracts
come with all the rigour and due diligence of on-premise
licensed software. In this connection, according to [32], there
are three reasons why consumers face vendor lock-in; have
limited rights and controls for users, ambiguous and ultimately
expensive switching costs and vendor complacency. Vendors
use the key selling point of cloud services (i.e. benefits of
moving from capital expenditure to operational expenditure
model) to significantly reduce the upfront costs for companies
looking to implement new IT services and software. However,
to minimise the risk of customer churn eroding their margins,
vendors seek to create ‘lock-in’ through contractual terms, or
through the physical holding of the customer’s data. In this
regard, there is an economic benefit to the vendor in the form
of a regular revenue stream, but not so much of a business
benefit to the consumers. From a commercial perspective, this
puts the vendor in a position of strength when it comes to
renegotiating the commercial terms of the agreement. For this
reason, it is crucial to carefully review the contract before
signing. Considering the negative impact that these issues can
have on a business operation, it is worth mentioning that when
enterprises opt-in to use any cloud-based solution, the cloud
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service should at least provide tools to ensure the consumer can
extract, access and interchange data if such a need arises.

B.  Legal and Jurisdictional Challenges

A key advantage of utilizing enterprise cloud-based IT
solutions from a cloud provider perspective is the flexibility
and movement of data between servers that may be located in
various parts of the world. Further, data maintained in a cloud
environment may contain personal, private or confidential
information such as intellectual property (IP) etc. that requires
proper safeguards to prevent disclosure, compromise or
misuse. An enterprise or SME organization using cloud based
IT services is likely to have processing performed in, and data
moved between, different jurisdictions. As a result, this may
place constraints on the processing that can be performed, on
the movement of data, and on the degree of control that the
organization has. Furthermore, it is observed that existing laws
and governance are insufficient to keep pace with cloud
computing service development [42]. Thus, the potential for
legal disputes is considerable. In addition, legislative and
jurisdictional challenges may also arise due to the possibility of
data centers located in areas with different jurisdiction. Bear in
mind that many jurisdictions will have specific requirements
and regulations regarding the location of data. Therefore such
requirements should be carefully considered by enterprises
before a decision on adopting the cloud service model is made.

We believe there are opportunities for lawmakers to come
up with useful multi-jurisdictional regulations that will help in
determining the applicable legislation in cases where data is
located in different jurisdictions. Policies need to be crafted
around data interoperability related issues to ensure that data
interchanged between cloud services is un-hindered, as most
enterprise users are likely to use heterogeneous cloud service
providers for their business needs. So policy makers will have
to focus on data ownership and control issues to ensure that
enterprises continue to control the destiny of their data. It is
important for cloud providers to put mechanisms in place to
ensure that whatever enterprise data they put in the cloud
service can be easily and securely taken out, for reasons such
as integration with another cloud service, or a move to another
cloud service vendor etc.

V. CONCLUSION AND FUTURE WORK

In this paper we have presented a critical review and impact
of vendor lock-in for enterprise adoption from a technical,
business and legal viewpoint. In particular, we have examined
key interoperability and portability issues associated with
vendor lock-in, and in contrast show how vendors could
leverage the lack of standards in cloud computing to exploit
customers by making their offerings as proprietary as possible
to facilitate lock-in. Interoperability among cloud providers,
and portability which facilitates users from migrating their
application and data to a different cloud offering, are the
possible ways to avoid this lock-in situation and open the way
toward a more competitive market for cloud providers and
consumers. However, while vendor lock-in cannot be
completely eradicated, we believe enterprises can somewhat
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mitigate its impact — with the right knowledge and research,
planning, strategy, technical know-how and vendor selection.

The focus of our ongoing research is to tackle the challenge
of vendor lock-in in the context of cloud computing. We would
like to investigate novel approaches to avoid vendor
dependency, and develop a cloud computing migration
framework that addresses the issue of vendor lock-in
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