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Abstract. This paper deals with truncated differential cryptanalysis of
the 128-bit block cipher E2, which is an AES candidate designed and
submitted by NTT. Our analysis is based on byte characteristics, where
a difference of two bytes is simply encoded into one bit information “0”
(the same) or “1” (not the same). Since E2 is a strongly byte-oriented
algorithm, this bytewise treatment of characteristics greatly simplifies
a description of its probabilistic behavior and noticeably enables us an
analysis independent of the structure of its (unique) lookup table. As a
result, we show a non-trivial seven round byte characteristic, which leads
to a possible attack of E2 reduced to eight rounds without IT and FT by
a chosen plaintext scenario. We also show that by a minor modification of
the byte order of output of the round function — which does not reduce
the complexity of the algorithm nor violates its design criteria at all —,
a non-trivial nine round byte characteristic can be established, which
results in a possible attack of the modified E2 reduced to ten rounds
without IT and FT, and reduced to nine rounds with IT and FT. Our
analysis does not have a serious impact on the full E2, since it has twelve
rounds with IT and FT; however, our results show that the security level
of the modified version against differential cryptanalysis is lower than
the designers’ estimation.

1 Introduction

E2 [1] is a 128-bit block cipher designed by NTT, which is one of the Ofteen
candidates in the Orst round of the AES project. Its design criteria are conserva-
tive, adopting a Feistel network and a lookup table without shift and arithmetic
operations (except multiplications in the initial transformation IT and the O-
nal transformation FT). Moreover E2 has a strongly byte-oriented structure; all
operations used in the data randomization phase are byte table lookups and byte
xorlk except 32-bit multiplications in IT and FT, which successfully makes E2 a
fast software cipher independent of target platforms, e.g. 8-bit microprocessors
to 64-bit RISC computers.

This byte-oriented structure motivates us to cryptanalyze FE2 by initially
looking at relationship between the number/location of input byte changes and
that of output byte changes. For instance, one byte change of input of the round
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function always results in [ve or six byte change of its output, which is a part
of the design criteria of F2. However, when we change plural input bytes, say
two bytes simultaneously, it is possible that only three output bytes are changed
with the remaining [ve bytes unchanged.

Since the round function of E2 has eight input/output bytes, its bytewise
change pattern can be represented by eight-bit information where a dillerence
of two bytes is encoded into one bit information ”0” (the same) or 71”7 (not
the same). In this paper we call this change pattern “byte characteristic” or
simply characteristic. Due to this simplillcation, it is not hard to create a com-
plete 256 0 256 characteristic distribution table that exhausts all possibilities of
input/output byte change patterns of the round function.

The next step of our analysis is to establish byte characteristics of the whole
cipher and to Ond ellective ones. Since the characteristics consist of sixteen
bits, even a complete search for the best characteristic is possible in terms of
computational complexity. We have reached an “iterative” byte characteristic
of E2, which is non-trivial up to seven rounds. This leads to a possible attack
of E2 reduced to eight rounds without IT and FT using 2'%° chosen plaintext
message blocks.

Also, we show that by a minor modillcation of the byte order of the output
of the round function — which corresponds to change of BRL function [1] but
does not reduce the complexity of the algorithm nor violates its design criteria
at all —, a non-trivial nine round byte characteristic can be obtained, which
results in a possible attack of the modilled E2 reduced to ten rounds without IT
and FT, and reduced to nine rounds with IT and FT using 2°¢ and 2°! chosen
plaintext message blocks, respectively.

It should be pointed out that our analysis does not make use of the structure
information of the lookup table; that is, our results hold for any (bijective) lookup
table. However we will ellectively use the fact that £2 has only one lookup table.
This means that if £2 would have many dillerent tables in its round function, our
attack could be (sometimes) harder. We will state the reason of this phenomenon
in a later section.

Our analysis does not have a serious impact on the full E2, since it has twelve
rounds with IT and FT; however our results show that the security level of the
modilled version against dillerential cryptanalysis is lower than the designersl
general estimation, which is applicable to both of the real and the modilled E2.

2 Preliminaries

Figure 1 shows the entire structure of E2. Figures 2 to 4 shows its round function,
initial transformation and Onal transformation, respectively. In these Ogures the
broken lines show subkey information, where we do not treat its key scheduling
part. The notations in these Ogures will be used throughout this paper. For the
exact detail, see [1]. For readersl convenience, we give algebraic description of
the variable d; in the round function in terms of the intermediate values ¢; as
follows:
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3 Byte Characteristic Distribution of the Round Function

E?2 was designed so that for any one byte change of input of the round function,
at least Ove output bytes (specillcally Ove or six bytes) can be changed. For
instance, it is easy to check that if we change ai, leaving the remaining seven
bytes unchanged, then g1, g2, g3, 94, g5 and g; are always changed while the
remaining two bytes are never changed.

Clearly this pattern of byte location does not depend on the amount of change
of a;. We describe this transition rule as follows:

(10000000) — (11111010) p=1 (1)

Next, when we change two input bytes of the round function simultaneously,
it is also easy to see that there are exactly two cases of output byte dillerence
patterns. For example, when we change a1 and as simultaneously, if the amount
of change of ¢; (0 ¢;) is equal to that of ¢5 (0 ¢5), then only three bytes gi, gs
and gg are changed, otherwise all bytes except gg are changed. Assuming that
the input value (a1 to ag) and the amount of change (0 a; and 0 as5) are given
randomly, the Orst case happens with approximate probability 2%® (the exact
value is 1/255, but for simplicity we use this approximation throughout this
paper). The following denotes this transition rule:

(10001000) — (10001001) p =298 (2)
(10001000) — (11111011) p=1x2%% (3)
Similarly we can apply this notation to an arbitrary number of byte changes.
Now one of the most useful byte characteristics of the round function of F2 is the

following “cyclic” one, whose input pattern is the same as output pattern. This

characteristic takes place when 0 ¢; = 0 ¢4 = [ ¢g, hence with the probability
(2@8)2 — 9®16.

(10010100) — (10010100) p=2%16, (4)

Also, the following characteristic will be used in a later section:

(10110000) — (10000010) p = 2916, (5)
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4 Byte Characteristic Distribution of E2

Using the cyclic characteristic shown in (4), we can obtain a seven round cha-
racteristic of F2 (without IT and FT) as shown in Ogure 5. Note that an xor
operation outside the round function may cancel dillerences; that is 10 1 = 0
with probability 1/255 and 10 1 = 1 with probability 254/255. For simplicity
again, we will regard these probabilities as 298 and 1, respectively. In Ogure 5,
this cancellation happens three times (three bytes) at an xor operation after
the sixth round function. As a result, the seven round characteristic holds with
approximate probability (2916)5 [] 2924 = 2®104,

This means that when we change the Orst, fourth and sixth bytes of the
plaintext block simultaneously without changing other bytes, then after the se-
venth round, the probability that the three bytes of the same location change
and other bytes do not change becomes 2€194. On the other hand, if the round
function is a random function, the same change is expected to appear with pro-
bability (28%)13 = 28104 4gain, since the number of unchanged bytes is thirteen.
Therefore the expected number of “correct pairs” is the same as that of “wrong
pairs”.

Now remember that the correct pairs can be detected with probability 2®104
under the assumption that the amount of dillerences of the specilled input bytes
(0 a1, 0 ag and O ag in this case) are given randomly. However if we are able to
give plaintext pairs with non random dillerences in a chosen plaintext scenario,
this probability may be greater. In fact when we generate input plaintext pairs
such that the equation 1 a; = 0 ay = [0 ag holds, then the transition probability
of the second round function jumps to approximately 9.30 2®16 not 2916 which
is an experimental result. The reason of this increase is based on the fact that
the following probability is signillcantly larger than 2% when 0 x = 0 y, while
it is expected to be 2%% in average when 0 = # [ y.

PO 2,0y Prob, ,{S(z)0 S(x0 02)=Sx)0 S0 0y}  (6)

The exact probability of P(0 z,0 y) depends on the structure of the substitution
table S, but it is easy to prove that for any S, P(0 z,0 y) is larger than 2%8%
when [ x = 0 y. Also it should be pointed out that this phenomenon can be
utilized in our analysis of £2 because E2 has only one substitution table in its
round function. If the function S of the left hand side dillers from that of the
right hand side in the above dellnition, the distribution of P(0 z,0 y) will be
“fat”, independent of 0 = and [ y.

5 Possible Scenarios of an Attack of E2

5.1 FE2 Reduced to Seven Rounds without IT and FT

The discussions in the previous section show that for E2 reduced to seven rounds,
when 2'% chosen plaintext pairs such that 0 P, = 0 P, = [ Ps are given, the
expected number of ciphertext pairs that have the dillerence pattern (10010100
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00000000) is 9.3, where Py, P, and Ps denote the Orst, the fourth and the sixth
byte of plaintext, respectively. Note that these plaintext pairs can be obtained
using 297 plaintexts message blocks (97=104-8+1); for instance, they are given
as the direct product set of all possible 264 patterns of the left half of plaintexts
and arbitrarily chosen 233 patterns of the right half.

On the other hand, for a random permutation with the same chosen plaintext
pairs, the expected number of ciphertext pairs that have the dillerence pattern
(10010100 00000000) is 1. This leads to the following scenario for distinguishing
E?2 reduced to seven rounds from a random permutation:

For a given cipher, if the number of ciphertext pairs that have the dill erence
pattern (10010100 00000000) is equal to or greater than a pre-determined value
t, regard it as E2 reduced to seven rounds, otherwise regard it as a random per-
mutation.

To estimate an appropriate value for ¢, we need the following lemma, which
can be easily proven:

Lemma 1. When a trial where an event occurs with probability p is carried out
n/p times, assuming p is sull ciently close to 0 and i is sull ciently smaller than
n/p, the probability that the event occurs exactly i times is

(e®n") /il. (7)

Using this lemma, we see that t=4 can be adopted in our case; for F2 reduced
to seven rounds, the probability that the number of ciphertext pairs having the
dillerence pattern (10010100 00000000) is equal to or greater than four is 98%,
while for a random permutation, the probability is expected to be 2%.

5.2 FE2 Reduced to Eight Rounds without IT and FT

By applying again the seven round characteristic to the Orst seven rounds of E2
reduced to eight rounds without IT and FT, we can narrow down the possibili-
ties of subkey of the Onal (the eighth) round using the following algorithm:

For each candidate for subkey of the Unal round, decrypt all ciphertext pairs by
one round. Then if the number of pairs that have the dill erence pattern (10010100
00000000) after the seventh round is less than a pre-determined value t, discard
the candidate as a wrong subkey.

Now let us use 2197 = 8 I 2194 chosen plaintext pairs such that 0 P, =0 P, =
0 Ps. Then if the candidate is the correct subkey, the expected number of pairs
that have the dillerence pattern (10010100 00000000) after the seventh round is
80 9.3 = 74.4; however if it is a wrong subkey, the number of pairs is expected
to be 8. Note that these plaintext pairs can be obtained using 2'°° plaintexts
message blocks (100=107-8+1).
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A direct calculation using lemma 1 shows that ¢ = 60, for instance, can suf-
Ociently narrow down the possibilities of subkey of the Onal round. Specillcally,
for the correct subkey, the probability that the number of pairs having the dille-
rence pattern (10010100 00000000) after the seventh round is equal to or greater
than 60 is 96%, while for the wrong subkey, the probability is expected to be
2®103.

The straightforward method for realizing the algorithm above requires com-
plexity more than 2'?®, but by discarding impossible pairs and introducing a
counting method for the second layer subkey with 254 counters, we can reduce
the complexity to less than 228,

5.3 [FE2 with a Modilled Round Function

Our computer program has found that the seven round characteristic shown
in Ogure 5 is the best one in the sense that it attains the maximal number of
rounds with non-trivial probability. In this subsection, we try to Ond better cha-
racteristics by modifying the round function without violating its design criteria.
Figure 7 is the modilled round function we propose here. This modillcation —
reordering output bytes of the round function, which is called BRL function —
does not eliminate any original operations nor violates design criteria of £2.
This modilled round function has the following “good” characteristics that
correspond to equations (2) and (5) in the original round function, respectively:

(10001000) — (10110000) p=2%8, (8)
(10110000) — (10001000) p = 2916, (9)

Figure 6 shows a nine round characteristic which holds with probability (2%)40
(2916)3 ] 2924 = 28104 while for a random round function the probability is
expected to be (29%)1% = 2912 which is signillcantly smaller. Therefore in a
similar way to the previous subsection, we can extract subkey information of the
Onal (the tenth) round of the modilled E2 reduced to ten rounds without IT and
FT.

The number of required plaintext pairs is , which can be generated from
294 plaintext message blocks (94=109-16+1). Note that in this case we do not
have to choose special plaintexts since the probability that correct pairs are de-
tected is much larger than the probability that wrong pairs appear. An example
of an appropriate value for ¢ is 20; for the correct subkey of the Onal (the tenth)
round, the probability that the number of pairs having the dillerence pattern
(10001000 00000000) after the ninth round is equal to or greater than 20 is 99%,
while for the wrong subkey, the probability is expected to be 2¥121,

Lastly let us consider the modilled E2 reduced to nine rounds with IT and
FT. In IT and FT, 32-bit multiplications with subkey are used. However, since
this multiplication is modulo 232, upper 32-bit of the resultant 64-bit informa-
tion is simply discarded. Hence this multiplication has the following trivial byte
characteristic:

2109

(1000) — (1000) P

|
—

(10)
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It follows from equation (10) that the characteristic shown in Ogure 6 can skip
the IT and FT with probability 1. Therefore we have the following characteristic
connecting a plaintext block and a ciphertext block direct:

(10001000 00000000) — (10001000 00000000) p=2%101"" (11)

This means that in a chosen plaintext scenario, we can distinguish the modi-
Oed E2 reduced to nine rounds with IT and FT from a random permutation.
Specillcally, create 219 plaintext pairs with the dillerence pattern (10001000
00000000) from 2°! plaintext message blocks (91=106-16-+1) and encrypt them.
Then if a ciphertext pair that has the dillerence pattern (10001000 00000000)
is found, regard it as the modilled E2 reduced to nine rounds with IT and FT,
otherwise regard it as a random permutation (t=1). For E2 reduced to nine
rounds with IT and FT, the probability that at least one ciphertext pair has the
dillerence pattern (10001000 00000000) is 98%, while for a random permutation,
the probability is expected to be only 2%.

6 Discussions and Conclusions

It is easily seen that the ellectiveness of a byte characteristic can be evaluated
by e = (hamming weight of the byte dillerence pattern of the ciphertext pair)
® logs (the characteristic probability). If m exceeds 16, the characteristic is not
applicable to our analysis.

We wrote a computer program for searching the best byte characteristic of
the modilled E2 for all possible (8! = 40320) choices of the BRL function. The
following is the summary of the search:

maximal effective number of rounds|effectiveness|number of choices of
of the best characteristic e the BRL function
7 16 27688
7 15 8760
7 14 976
9 15 2896

Table 1: The best characteristic and the number of choices of the BRL function

The designers of F2 have conjectured that the best nine round (ordinary bitwise)
characteristic probability of E2 is much smaller than 28149-34: their evaluation
methodology does not depend on a choice of BRL function [1].

Our analysis shows that for most cases (maximal ellective number of ro-
unds = 7), including the real E2, this estimation works well. However for the
remaining 2896 cases, we can explicitly show a nine round bitwise dillerential
(not characteristic) whose probability is bigger than 29129, which is signillcantly
larger than the designerslestimation. This indicates that in a byte-oriented al-
gorithm, we should be careful of existence of detectable dillerentials with high
probability.

! After the publication of an earlier version of this paper, Shiho Moriai [5] showed a
better attack of the real E2 based on another seven-round byte characteristic, whose
effectiveness is 15; we confirmed that this is the real best byte characteristic of E2.
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