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Abstract A practical non-interactive scheme is proposed to simultaneously solve 

several open problems in group oriented cryptography. The sender of the information 

is allowed to determine the encyption/decyption keys as well as the information 

destination without any coordination with the receiving group. The encrypted 

message is broadcasted to the receiving group and the receivers may authenticate 

themselves for legitimacy of the infornation directly from the ciphertezt. The 

security of the scheme can be shown to be equivalent to the difficulty of solving the 

discrete logarithm problem. 

Key Words: Group Oriented Cryptography, Threshold Scheme, Chinese 

Remainder Theorem, DiffieHellman Key Distribution Scheme, 

Lagrange Interpolating Polynomial. 

1. Introduction 

When messages are intended for a group oriented society (or a company), there are 

several needs for the information sender/receiver depending on the nature of the 

information. The information maybe so important that it is readable only when a 

set of authorized receivers agree to decipher it. It may be so urgent that anyone of 

the authorized receivers could decipher it, whereas the unauthorized user is not 

allowed to do so. The message can also be transmitted in private to a particular 

user as usual. These problems and other related ones have been addressed in [ 

Desmedt 88 , Frankel 89 , Desmedt 89 , Hwang 89 1. 
Desmedt has proposed solutions to these problems [ Desmedt 88 ] based on [ 
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Goldreich 87 ] but are impractical and interactive [ Desmedt 89 1. Frankel has 

proposed a protocol to  solve some of these problems [Frankel 89 1. However, his 

protocol requires the use of trusted clerks or tamperfree modulars to distribute the 

encrypted message, thus may be impractical for use in large group oriented 

networks. In their recent paper, Desmedt and Frankel propose a non-interactive 

scheme based on the idea of threshold scheme discussing mainly the problem of 

deciphering the message by a group of people [ Desmedt 89 1. In their scheme, a 

trusted center has to distribute the shadows of the deciphering key in private to the 

authorized receivers. It is not very convenient if the deciphering key is renewed or 

if the number of the authorized receivers work together to decipher the message is 

changed. 

In this paper, we propose a scheme based on the Diffie-Hellman key 

distribution scheme [Diffie 761 and Shamir's secret sharing scheme [ Shamir 79 ] to 

solve these open problems simultaneously. 

The sender, depending on the nature of the information, may broadcast the 

encrypted message to the destination company in such a way that either the 

ciphertext is decipherable only when a group of authorized receivers work together 

or it can be deciphered by anyone inside the authorized group, or it is decipherable 

only by a particular member. There are no assumptions of the existence of 

tamperfree modulars and trusted clerks or centers. 

2. TheProtocol 

Assume that each member Ai inside the company A holds a secret xA E { 1, ... 

, p-1 } and publishes the value 
i 
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xA. 
YA. = g  (modp)  

1 

where p is a large prime and g is a fixed primitive element in GF(p) [Diffie 761. 

Each member Ai is also assigned a public prime number Ni (Ni > p). Note, Ni # 

N. if i # j. 
J 

2.1 Messages for a Group OF Rcceivcrs 

The sender may send a message M to a group G of n members inside A in 

such a way that M is readable only when any subset of t members (t 5 n) from G 

agree to decipher the message. 

[The Sender]: 

(1) Obtain the public values g, p, Ni and YA. ( 1 5 i 5 n , Ai E G ) from the public 
1 

directory of A . 
(2) Generate a secret random number xs E { 1, ... ) p-1 }. 

Compute 

Y s = >  (modp) 

KsAi = g (modp), l s i j n .  
Ai xs X 

&peat this step if KsAi = KsA for all i # j. 
j 

(3) Construct a polynomial h(x) of degree t-1 with random coefficients over 

GF(P), 
t-1 

h(x) = at-l x + ... + alx + K (mod p). 

I< will serve as the encryption key later. 

(4) Encipher M into C1 using the key K 

c, = EK 
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where E denotes the predetermined encryption algorithm and D is the 

corresponding decryption algorithm. 

(5 )  Compute n shadows Wi = h( KsAi) (mod p), 1 - < i n. 

(6) Compute a common solution C2 using Chinese Remainder Theorem (CRT) 
from the following system of equations: 

X = W i  (modNi) ,  l s i s n .  

(7) Broadcast the ciphertext C 

c = ( c, 7 c:! ? N Y ys 1 
1 

where N = N1 N2 ... Nn is the product of all Ni s. 

The purpose of introducing CRT here is to compute a common solution (C,) 

of all shadows so that the ciphertext (C) can be broadcasted to the receiving group 

and every authorized receiver in the receiving group may compute his own part. 

Alternatively, the sender may send Wi directly to the member Ai. In this case, 

these Nils and CRT are no more required. 

[The Receiver] : 

(1) The authorized user Ai can authenticate himself as a legal receiver by verifying 

N i I N .  

(2) Ai computes his shadow Wi by 

C2 = Wi (mod Ni) . 
Then he computes 

(3) When t authorized receivers (assume that, without loss of generality, they are 

A1, A2, ... , At) work together, the key K can be computed by using 

Shamir's (n,t) threshold scheme [Shamir 791. 
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(4) M = DK( c, 1- 

2.2 Message for Anyone in the Group 

The sender may send M to G in the company A such that anyone in G can recover 

M. However, anyone outside the group G may not be able to recover M. Here, we 

extended the idea of the conference key distribution scheme in [Laih 881 to solve this 

problem. 

[The Sender]: 

(1) The sender first performs the steps ( l ) ,  (2), (3), (4) and ( 5 )  as in section 2.1 . 
(2) Compute t-1 extra shadows such that 

1 

Wi = h(i) (mod p) , 1 5  i 5 t-1 . 
Assume that KsA- > t for all i. 

1 

(3) Compute the common solution C2 using CRT from the following equations 
I 

X =  Wi modp i ,  1 l i s t - 1  

X = W .  modNi ,  l 5 j S n  J 
where pi's are distinct public primes (pi > p) and pi # N. for all i and j. J 

(4) Broadcast C = (el, C2, N, Y,), where N = p1 p2 ... pt-l N N  ... Nn . 

[The authorized Receiver A.] 
J 

(1) Compute the t-1 extra shadows by 
1 

C2 = Wi mod pi , 1 5 i 5 t-1 . 
XA. 

(2) Compute KSA = (Y,) (modp) . 
j 

(3) Obtain K using Shamir's (n,t) threshold scheme. 
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Notice that for the message intended to everyone in the group, it will be 

advantageous to use a polynomial h(x) of degree one (i.e., t=2). In this case, only 

one extra shadow is required. 

It is clear that the sender can communicate with a particular member i inside 

the company A in private by using the common key KSA to encipher/decipher the 

message. 
i 

3. Discussion k Security Analysis 

Shamir's threshold scheme is applied to solving the grouporiented secret sharing 

problem. It is obvious that the encryption key K cannot be obtained easily even if 

t-1 authorized receivers are acting in collusion. 

If the cryptanalyst tries to compute X from YAi9 he has to solve the 
Ai 

discrete logarithm problem [Diffie 761. 

from Wi (= C2 mod Ni), the conspirators has to solve X 
To Obtain KsAi 

from the polynomial [Purdy 74, Denning 821 

+ ... + alX + K (mod p), 
xt-l 

Wi = at-1 

with unknown coefficients. Therefore, this attack won't be successful. 

4. Conclusion 

We have proposed a scheme to simultaneously solve several open problems in group 
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oriented cryptography. The new scheme is particularly useful in the case that the 

information sender has the authority to decide the destination of the information. 

It can also be modified to solve the case that the receiving group decides the 

destination of the information. In this scheme, since only one ciphertext is needed, 

the ciphertext can be broadcasted to the destination. 

The scheme works without the use of trusted clerks, centers or tamperfree 

modulars. The encryption/decryption key and the number of receivers that have to 

work together to recover the plaintext can be renewed easily by the sender without 

any coordination with the destination. Furthermore, both the conventional or 

public-key cryptosystems are applicable to this scheme. The security of this 

scheme depends on the difficulty of computing the discrete logarithm problem. 
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