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Abstract 
 

     Medical and medication devices are real-time 

systems with safety and timing requirements. They 

range from hard-real-time, embedded, and reactive 

systems such as pacemakers to soft-real-time, stand-

alone medication dispensers. Many of these devices are 

already connected to computer networks, especially in 

hospital intensive-care units, so that patients’ 

conditions detected by sensors can be monitored in 

real-time at remote computer stations nearby or at 

other sites. However, remote adjustment of medical 

devices’ output and actuation is typically not allowed 

due to safety concerns. This article discusses a number 

of issues such as verification that must be resolved in 

order to allow cyber-physical operation of medical 

devices.  In particular, we propose using formal 

methods, self-stabilization, and (m,k)-firm scheduling 

to allow the safe cyber-physical operation of a medical 

ventilator, a life-critical reactive device to move 

breathable air into and out of the lungs of a patient 

with respiratory difficulties, with the ultimate goal of 

speeding-up the recovery of the patient. 

 

1. Introduction 
Medical and medication devices (MMDs) are 

increasingly controlled by computer systems with 

hardware and software components. Many of these 

devices are real-time systems with safety and timing 

requirements. They range from hard-real-time, 

embedded, and reactive systems such as pacemakers to 

soft-real-time, stand-alone medication dispensers [17]. 

To facilitate monitoring of these devices and patients, 

these devices are increasingly connected to computer 

networks so that their functions and patient conditions 

can be remotely displayed at nearby workstations 

and/or physician offices at other sites. However, remote 

operations in addition to just monitoring remain absent 

due to safety concerns. Figure 1 shows an embedded 

real-time system [12] with the decision and control 

component D and environment being monitored and 

controlled T. 

 
Figure 1. An embedded real-time monitoring/control system. 

 

Figure 2 shows in more detail the components of an 

embedded real-time monitoring and control system 

node attached to a network for remote control and 

communication. This network allows cyber-physical 

operation of this control node via a remote user 

interface. 

This article discusses a number of issues in 

developing cyber-physical medical and medication 

systems (CPMMDs) that allow remote monitoring as 

well as function actuations. To accomplish cyber-

physical operations, rigorous and potentially novel real-

time scheduling and verification technologies must be 

applied to guarantee their safety and performance. Our 

guiding principle is that we introduce real-time systems 

technology into MMDs only if this technology 

improves the safety and performance of existing 

devices. 

There are many ways to apply real-time systems 

technology to MMDs.  Here, we focus on using the 
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Figure 2. Components of an embedded real-time monitoring 

and control system node connected to a network. 

 

(m,k)-firm constraints as a guide to increase the 

Quality-of-Service (QoS) and stability of MMDs 

ranging from those with hard real-time constraints to 

soft real-time constraints. In particular, we use an 

adaptive ventilator system as a motivating example to 

illustrate the approaches for making it cyber-physical 

and for improving its performance which translate into 

speedier recovery for the patient. One goal is to allow a 

clinician (doctor or respiratory therapist) who cannot be 

physically with the patient all the time to remotely vary 

the ventilator assist rate by adapting it to the respiratory 

capability of the patient. 

    The patient’s breathing capability is measured by 

stable performance over an interval of time. One way to 

model this is to employ (m,k)-firm constraints, where 

the deadlines of m jobs must be satisfied in a sequence 

of k jobs, with m <= k. For our ventilator application, k 

represents the length of the above interval expressed as 

the number of total breathes by the patient and 

ventilator assist, and m is the number of breathes by the 

ventilator. Here, m can vary from 0 (no ventilator 

assist) to k (full ventilator assist). As the patient 

improves his/her breathing capability, m becomes 

smaller, and thus the ventilator assist becomes lower. 

Therefore, we have a sequence of (m,k)-firm 

constraints where m is a varying parameter over time. 

    Another goal is to ensure fault-tolerant cyber-

physical operation of the ventilator system. The 

ventilator itself is an already hard-real-time system with 

built-in backups for all safety-critical components such 

as the power supply and the oxygen tank. Typically, a 

backup processor is ready to run all critical tasks in the 

event of the primary processor failing. If the backup 

processor has lower performance than the primary 

processor, it would still meet the deadlines of all 

critical tasks such as the ventilator assists but it may not 

be able to satisfy the deadlines of non-critical tasks, 

such as refreshing the digital displays of the system’s 

parameters and settings. Employing (m,k)-firm 

scheduling would allow us to ensure a higher QoS 

derived from the non-critical tasks. However, allowing 

cyber-physical operation of the ventilator leads to more 

possible points for delays or failures. We propose two 

ways to make a cyber-physical ventilator as dependable 

as a physical one via formal methods and self-

stabilization. 

    The remainder of this article is organized as follows. 

In section 2, we describe a life-critical medical device 

with an embedded real-time system, a medical 

ventilator. Then in section 3, we show how (m,k)-firm 

scheduling has the potential to enhance a state-of-the-

art ventilator into an adaptive system. Formal methods 

[24-27] and self-stabilization [28] are two ways to 

allow safe cyber-physical operation of the ventilator 

system, making it possible for the doctor or respiratory 

therapist to control the ventilator remotely and thus 

more frequently adjust the ventilator settings as to 

improve the recovery of the patient. 

    The purpose of this article is not to provide results of 

the application of real-time scheduling technologies to 

medical systems, but to outline areas in which there is 

potential for safety and performance improvements 

some of which are being carried out by the author’s 

research group. 

 

2. Motivating System: Medical Ventilator 
    A medical ventilator [19,20] is a device for 

mechanically move breathable air into and out of the 

lungs of a patient with respiratory difficulties, such as 

the inability to breathe on his own or breathing 

insufficiently caused by one or more ailments. The 

ventilator enables the exchange of oxygen and carbon 

dioxide, a function performed by normally functioning 

lungs. The main components of a ventilator include air 

and oxygen supply tanks, a compressible air reservoir, 

a variety of valves and tubes, and a disposable or 

reusable patient circuit. 

    The ventilator pneumatically compresses the air 

reservoir several times per minute to deliver normal 

room air or a mixture of air and oxygen to the patient. 

The percentage of the oxygen in the inspired gas can be 

set to 21 (normal air) to 100 (pure oxygen). As a result 

of the lungs’ elasticity, the patient passively exhales 

when overpressure is released, releasing the air via the 

one-way valve contained in the patient circuit. 

    The ventilator is attached to the patient via an 

endotracheal tube connected through the mouth to the 

trachea (larynx intubation) or a tracheotomy canula (a 

more comfortable and practical approach requiring 

minor surgery if connected for more than two weeks). 

An embedded system monitors and controls a current-
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generation ventilator in order to dynamically adjust air 

flow and pressure appropriate to the real-time needs of 

the patient. This makes the ventilator more comfortable 

to and tolerable by the patient. 

 
Figure 3. High-level diagram of ventilator control system. 

 

    The ventilator monitors: (1) patient-related 

parameters such as air flow, pressure, and volume from 

sensors attached to the patient and to the connection 

between the ventilator and the patient as described 

above; (2) ventilator functions such as power failure, 

air leakage, pneumatic unit, and mechanical problems; 

(3) backup power supply; and (4) oxygen tanks.  

    A clinician (doctor, respiratory therapist, or nurse) 

can physically set the ventilator to provide full support 

where the patient does not initiate breaths, or to provide 

partial support in which case the patient’s inspiratory 

efforts trigger some or all the breaths delivered by the 

ventilator. Our objective in this work is to make it 

possible for the safe cyber-physical operation of the 

ventilator so that the clinician does not have be 

physically present with the patient. This would allow 

more frequent and thus more attentive operation of the 

ventilator. This would also allow the efficient remote 

operation of a number of ventilators, especially 

important when some of the ventilators are located in 

rural clinics or homes. 

    In the assist-control mode of ventilation, the clinician 

manually sets a minimum respiratory rate and volume 

of gas (or inspiratory pressure) for the patient. After 

initiation, patient inspiratory efforts can trigger the 

ventilator at a higher rate as a result of pressure or flow 

triggering. The ventilator rate is usually set at between 

8 and 12 breaths per minute (BPM) initially for optimal 

assist-control rate support. 

    The normal BPM for a healthy person is 12 [18]. 

The rate is of course higher if the person is performing 

physical exercises. Therefore, it is desirable to maintain 

a combined BPM of 12 from the ventilator-assist A and 

the patient’s natural breathing B: A + B = 12 BPM. 

Actually, the operator ‘+’ above does not mean a 

simple addition but rather a combination. The 

relationship between A and B is more complex and 

modeled by differential equations [21], but for this 

article it suffices to use this equation to illustrate our 

approach. Star and bus network topologies can be used 

to connect ventilators to a remote operator. Other 

options include wireless. 

 

3. Cyber-Physical Ventilator System 
In current practice, the clinician manually adjusts the 

assist BPM and other output parameters on a periodic 

basis (usually once a day or in a fixed interval of 

several hours). Once this assist rate is set, the ventilator 

attempts to adapt its pressure and flow characteristics 

of the air delivered to the patient while keeping this 

preset assist BPM. However, the ventilator does not 

dynamically adjust the assist BPM even if the patient’s 

breathing capability becomes stronger as a result of 

medication and other factors. In this case, there is an 

overuse of the assist provided by the ventilator. The 

patient has to wait until the clinician revisits in the next 

period in order for the assist rate to be adjusted. 

Therefore, it is desirable for the clinician to adjust this 

assist rate cyber-physically, which can be done more 

frequently without having the clinician to travel to the 

patient’s site. 

The objective is to make the ventilator’s assist rate 

adaptive to the breathing performance of the patient in 

while maintaining a combined BPM of 12. If the 

breathing capability of the patient is improving (even 

slightly), this more frequent cyber-physical adjustment 

of the ventilator performance would potentially shorten 

the assistive period, allowing the patient to have a 

speedier recovery. It is important to note that the 

patient’s breathing capability should not be measured 

by transient performance but by stable performance 

over an interval of time. We believe that this can be 

readily modeled by the (m,k)-firm model with k being 

the length of this interval expressed as the number of 

total breathes by the patient and ventilator assist, and m 

being the number of breathes by the ventilator. Here, m 

can vary from 0 (no ventilator assist) to k (full 

ventilator assist). As the patient improves his/her 

breathing capability, m becomes smaller, and thus the 

ventilator assist becomes lower. Therefore, we have a 

sequence of (m,k)-firm constraints where m is a varying 

parameter over time. 

    As a hard-real-time system, the embedded computer 

has sufficient processing power and memory to handle 

worst-case demands of the ventilator monitoring and 

control tasks. As a result, it seems that there is no need 

for overload management using (m,k)-firm scheduling 

or other approaches. However, to ensure even higher 
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fault tolerance in the unlikely event that some 

processing components fail and thus the remaining and 

functioning components may be overloaded with the 

same task set, it is desirable to apply (m,k)-firm 

scheduling and our proposed QoS maximization 

technique [16]. In most ventilator systems, a backup 

processor is ready to run all critical tasks in the event of 

the failure of the primary processor. If the backup 

processor has lower performance (for instance, a slower 

CPU speed) than the primary processor, it still 

guarantees the satisfaction of the deadlines of all 

critical tasks such as the ventilator assists but it may not 

be able to meet the deadlines of non-critical tasks, such 

as those for refreshing the digital displays of the 

system’s parameters and settings. Employing (m,k)-

firm scheduling would allow us to ensure a higher QoS 

derived from the non-critical tasks and to achieve 

greater performance stability. We next describe two 

approaches to make cyber-physical medical systems 

such as the adaptive ventilator safe for actual operation.   

    Even if the embedded control system of the 

ventilator is not overloaded, the control system’s 

operation may benefit from the application of (m,k)-

firm scheduling. Currently, the clinician utilizes 

heuristics to adjust the ventilator based on the patient’s 

condition [22]. However, the relationship between the 

patient’s perceived medical condition and the 

appropriate ventilator settings is nonlinear and very 

complex, with parameter and state variations over time. 

To automate this control procedure, conventional 

methods such as proportional-integral-derivative (PID) 

control is often inadequate. Researchers have proposed 

using rule-based expert systems and fuzzy logic control 

algorithms to manage this control process [22,23]. 

    We are investigating whether dynamically varying 

the assist rate can be modeled by varying the parameter 

m in the (m,k) constraint, treating k as the window or 

interval length. In this model, m = 0 means there is no 

ventilator assist, and m = k means there is full 

ventilator support. Furthermore, we are studying 

whether patterns can be used to provide better control 

of the air flow and pressure settings in real-time. 

    Our work in applying formal methods and self-

stabilization to medical and medication systems is very 

preliminary; however, we believe that these 

technologies hold great promise in making cyber-

physical operation of these medical systems safe, thus 

benefiting patients and expediting their recovery. 
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