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Abstract

A literature search was conducted using PubMed and PsycINFO to locate cyberbullying 
research that was published during the last 4 years. In this narrative review, cyberbullying 
research is briefl y summarized and critiqued. The review is focused on the varying defi nitions and 
characteristics of cyberbullies, victims and bystanders. Highly variable prevalence rates have been 
reported for cyberbullies, victims and bystanders as a function of age, gender, country, size of the 
social network and socioeconomic factors. In addition, the effects of cyberbullying are reviewed 
including the frequent suicide attempts along with risk factors/predictors of cyberbullying which 
include previous cyberbullying, excessive internet use and lack of empathy, anger, narcissism and 
authoritarian/permissive parenting. To refl ect the recent literature, special attention is given to the 
studies on victims of bullying. Research on cyberbullies and on prevention/intervention programs 
for bullying is extremely limited despite the increasing prevalence of bullying and the rapidly 
accumulating literature. Methodological limitations include the primary focus on the prevalence 
of bullying and on the victims of bullying. Longitudinal, multivariate studies are needed to identify 
profi les on risk factors for bullying that can inform prevention programs.
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IntroductionA recent study from Italy revealed that 79% of the 1534 students reported having a smartphone or a tablet [1]. Of the popular social networks, 86% were using Facebook, 61% YouTube and 52% Google. This widespread use of electronic devices and social networks has contributed to some negative side effects including internet addiction and cyberbullying. The methods for this narrative review on cyberbullying involved literature searches on PubMed and PsychINFO for publications from the last 4 years. The search terms used included cyberbullying, cyberbullies, cybervictims and cybervictimization. Exclusion criteria included case studies, non-juried and non-English publications.  This recent literature has focused on one or more cyberbullying topics including various de initions of cyberbullying, its variable prevalence, its negative effects, risk factors and interventions. Many of the papers have included cyberbullies/perpetrators, victims, bystanders/observers and combinations of those types, most commonly cyberbully/victims. Cyberbullies and cybervictims have shared similar characteristics as well as having their own unique features. Cyberbullying has been noted to be similar to traditional school bullying but to also differ by its more widespread prevalence and its more serious effects. Cybervictims have been the focus of the majority of cyberbullying studies likely because victims experience the most serious consequences including depression and suicide ideation and attempts. While prevention programs would be more effective than offering interventions after the victimization occurs, it has been dif icult to pro ile and identify potential bullies to prevent the occurrence of cyberbullying. And, the literature is also limited by methodological heterogeneity, a paucity of longitudinal studies and very few discussions of potential underlying mechanisms and theoretical models for cyberbullying. This narrative review is divided into sections that represent those topics of the recent cyberbullying literature (Table 1 for list of effects, risk factors/predictors, interventions and potential underlying mechanisms for cyberbullying).

https://crossmark.crossref.org/dialog/?doi=10.29328/journal.jatr.1001007&domain=pdf&date_stamp=2018-08-21
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Defi nitions and features of cyberbullyingDe initions of cyberbullying have varied across studies, although there seems to be some consensus on at least four criteria including that: 1) the cyberbully has intentions to harm the victim; 2) a power imbalance exists between the bully and the victim; 3) the aggression by the bully is usually repeated; and 4) the cyberbully uses electronic devices including mobile phones and computers to send the harmful communications [2]. Anonymity is often a factor as well, although the communications are not always anonymous, and in at least one study students did not associate cyberbullying with anonymity [3]. Different countries emphasize different criteria. In a cross-country study (Estonia, It-aly, Germany and Turkey), adolescents in all four countries considered the imbalance of 

Table 1: Cyberbullying effects, risk factors/predictors, interventions and potential underlying mechanisms and fi rst 

authors of studies on those topics.

Effects

Anxiety- Tural, Fahy

Depression-Tural, Fahy, Hamm, Spears

Posttraumatic stress disorder-Ranney, Chen

Suicidal ideation/behavior-Messias, John, Extermera, Young, Sampasa-Kanyunga, Niklaou, Kowalski

Externalizing/Internalizing-Waasdorp

Frustration at not fi nding solution-Cassidy

Risk factors/predictors for victims

Younger age-Sampasa-Kanyinga

Female-Sampasa-Kanyinga

Lower socioeconomic status-Sampasa-Kanyinga

Body dissatisfaction-Kenny, Olenik-Shemesh, Ramos Salazar

Neuroticism-Alonzo

Pessimism-Laftman

Excessive internet use-Zsila

Alcohol and substance use-Sampasa-Kanyinga, Kim

Avoidance coping- Na

Permissive parenting-Garaigordobil

Risk factors/predictors for bullies

Male gender-Garcia Fernandez

Low self-esteem-Garcia Fernandez

Sexual minority group- Llorent

Cyberbullying history- Barlett, Erreygers

Child sexual abuse- Hebert

Traditional school bullying-Hebert

Excessive internet use-Chao, Gamez-Guadix, Tsimtsiou

Greater exposure to antisocial media-denHamer, Chang

Anger-Erreygers, Lonigro

Aggressive behavior- Fletcher

Impulsivity- JaFear-Ciucci

Uncaring behavior-Ciucci

Covert narcissism- Fan

Authoritarian and permissive parenting-Garaigordobil

Protective Factors

Resilience-Hinduja, Jacobs

Blocking the sender-Orel

Parental restrictive mediation- Chang

Family contact and communication- Elgar

Interventions

Educational video-Doane, Shultze-Krumbolz

School programs on awareness-raising on moral disengagement and on empathy training-Barkoukis, Hutson, Cross

Peer-led support program- Palladino

Potential underlying mechanisms

Moral disengagement-Runions, Kowalski

Perceived burdensomeness-Mitchell

Alexithymia- Wachs



Cyberbullying: A narrative review

Published: August 21, 2018 012

power criterion the most important and to a lesser degree repetition, anonymity and intentionality in combination. The Turkish students were more sensitive to an imbal-ance of power than adolescents from the other countries. And, for the Italian students, anonymous cyberbully communications were considered less threatening than for the students from the other countries. The emphasis on different criteria also varies by cy-berbully versus cybervictim. The cyberbullies consider the power imbalance the most important dimension followed by an intention to harm [4]. In contrast, cybervictims view intentionality as having the greatest in luence.Cyberbullying has been more loosely de ined by others as “deliberately threatening, harassing, intimidating or ridiculing an individual; placing an individual in reasonable fear of harm; posting sensitive, private information about another person without his/her permission; breaking into another person’s account and/or assuming another individual’s identity in order to damage that person’s reputation or friendships” [5]. In this study, one in three French high school adolescents were involved in cyberbullying based on that de inition, and the victims of cyberbullying took longer to recover than the victims of traditional school bullying. Another form of cyberbullying is called appearance–related cyberbullying. In this form, girls are often said to look fat and boys are described as looking “gay” [6]. Adolescent girls in this study experienced lower self-esteem and greater depression whereas boys tended to act out or not be offended.  One of the most frequent debates in this literature is whether cyberbullying is simply another form of traditional or school bullying or whether it has unique properties. Some have suggested that cyberbullying simply “extends the reach of bullying beyond the school gate” and that it’s merely a different tool for harming victims who are already being bullied in the more traditional ways [7]. Others have considered cyberbullying as having more serious consequences than traditional bullying. For example, in a large study of 20,406 American high school students, the negative effects of cyberbullying were greater than the effects of traditional bullying in terms of suicide attempts [8]. The cyberbullied students were 3.4 times more likely to have attempted suicide whereas the traditionally bullied youth were only 1.6 times more likely to attempt suicide than non-bullied students. And in another study, cyberbullying among children and adolescents was more strongly associated with suicidal ideation than traditional bullying [9]. The greater severity of cyberbullying has been attributed to the attack being seen by a wider audience who can view it repeatedly and, in turn, share it, and it can happen any time of day and any day of the week [10].Based on a recent review of the literature, cybervictims were the most frequently researched (68%), with cyberbullies being the next most often studied (50%) and by-standers the least (12%) [2], the characteristics most frequently cited for cybervictims were their frequent use of the Internet, depression and being bullied in person. The characteristics most commonly noted for cyberbullies were frequent Internet use, hav-ing issues at school, knowing the victim and being themselves victims of cyberbully-ing. References to bystanders/observers focused on why the bystander helped or did not help the victim. Bystanders were noted to help the victim when they saw others disagree with the bully and they did not help the victim when they saw others join the bully. Characteristics that were shared by cybervictims and cyberbullies and traits that were unique to each were cited in a study from northern Spain on 3026 adolescents [11]. In this study, the Cyberbullying Test was being assessed for its psychometric properties including convergent and discriminant validity. The common traits across cybervictims and cyberbulliesc were neuroticism, antisocial behavior, academic prob-lems, psychosomatic complaints, psychopathology, and low scores on agreeableness, responsibility and social adjustment. The unique characteristics for cybervictims included openness, emotional attention, shyness–withdrawal, anxiety and low self-esteem. The unique characteristics of the cyberbullies were aggressive behavior and lacking both empathy and emotional regulation.
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Variability of prevalence ratesThe prevalence of cyberbullying has varied signi icantly as a function of gender, type of school, school level (typically middle school, high school and university students), country, size of social network, multiple instruments used for data collection and socioeconomic markers. The socioeconomic markers included gross national product, education, number of secure Internet servers and number of Internet users. In a systematic review, the prevalence of cyberbullying ranged from 7% to 35% [12]. In this study, cyberbullying was associated with being on the Internet three or more hours per day, text messaging and harassing others online. Both the cyberbullies and cybervictims reported that they did not feel safe at school and that they had more psychosomatic and emotional problems including depression, substance abuse and suicide ideation and attempts. In a scoping review on cyberbullying prevalence, 142 studies were mostly conducted in North America and Europe and most were studies on cybervictims [13]. The authors attributed the high variability of estimates to methodological heterogeneity. Quality of school has been another factor that has contributed to the variability in prevalence estimates. For example, in a UK study, less cyberbullying was noted in schools that were rated “outstanding” than in those that were rated simply “good”. [14] Grade level also contributed to variability in prevalence among middle school versus high school versus University students, although direct comparisons between those different levels have not been made. In a Los Angeles study on middle school students, 5% reported cyberbullying, 7% being a victim and 4% being both a bully and a victim [15]. Cyberbullying was associated with text messaging and using the Internet at least three hours per day. Students who texted 50 times a day and sexual–minority students were more likely to report being victims and, surprisingly, girls were more likely to report being both bullies and victims. The prevalence of cyberbullying was similar in a study on Delhi middle schools [16]. In that sample, 8% reported cyberbullying and 7% reported being victimized. In contrast to the US study, males were not only more likely to cyberbully but they were also more likely to be cybervictims than females.The prevalence of cyberbullying has increased signi icantly in high schools. For example, in a survey of 17 high schools in Boston, the prevalence of cyberbullying victims increased from 15 to 21% over a six-year period [17]. The increase was greater among girls than among boys. Sexual minorities were more likely to be bullied and 33% of the cyberbully victims never told an adult, although more victims told parents and non-school adults than school adults. In Guangzhou China, the prevalence was even greater [18]. In this survey of 2590 students from middle school, junior high school and high school, 28% of participants reported being a cyberbully and 45% being a cybervictim in the previous six months. In a sample of Greek high school students, 62% experienced cyberbullying especially by cell phone and mostly by public school students [19]. In 40% of cases, the bully was a stranger, and over 60% of the victims did not seek help. Despite these high prevalence rates, only 20% of the victims experienced psychological symptoms. A much lower prevalence has been noted in a study on Australian youth [20]. In this sample of 927 students, cyberbullying was only noted for 5% not unlike being victims which also was 5%. The combination of cyberbullying and victimization was reported for 10% of students. These lower prevalence rates could relate to the culture in Victoria, Australia or could be related to the statistics deriving from a much earlier survey. Predictors were traditional bullying, the combined bullying and being victim, poor family management and emotional control. University students have also been sampled for cyberbullying. In a study on 1,004 university students, more than 60% reported being involved in cyberbullying including 
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6% victims, 5% bullies, 5% combined bully-victims and 46% bystanders [21]. The male students more often reported being the bullies and bully-victims. Not surprisingly, those who cyberbullied were less likely than victims to support a suggested program of prevention/consequences. Again, not surprisingly, none of the students supported simulations that involved mandatory reporting, suspensions or police charges. In a smaller sample of 249 female students from 4 universities, 44% had experienced cyberbullying as bully, victim, observer or a combination of all three [22]. One third were observers. The behaviors they witnessed the most were degrading comments or unwanted pictures.Other factors that have apparently affected the prevalence of cyberbullying include the size of friendship networks and socioeconomic factors. For example, in a face-to-face survey of adolescents in Korea and Australia, the size of social network sites was related to cyberbullying in both countries [23]. The size of the online friendship network in Korea had a stronger impact on cyberbullying than it did in Australia. Both bullying and victimization were positively correlated with the number of friends on the sites. Socioeconomic factors have also been studied. For example, in a study on cyberbullying prevalence among adolescents in 31 countries, negative correlations were noted between cyberbullying victimization and gross domestic product, gross national income, education, and number of secure Internet servers and Internet users [24]. The correlations were signi icantly higher for cyberbully-victims than for victims.
Cyberbullying effectsCyberbullying effects in the recent literature have included suicidal ideation and attempts, psychiatric symptoms including depression and anxiety, substance abuse, internalizing and externalizing behavior, somatic symptoms and frustration at inding solutions. These have varied as a function of bullies versus victims, gender and age group and measures used. A few studies have reported depression and suicidality among adolescents. In one study, data from the CDC Youth Risk Behavior Survey on 15,425 high school students revealed that 15% of those cyberbullied reported making a suicide attempt compared to 5% of those not cyberbullied [25]. In a meta-analysis, cybervictims were at a greater risk of self–harm and suicidal behaviors than non-victims [26]. Cyberbullies were also at greater risk of suicidal ideation and behavior than non-cyber bullies but to a lesser extent than the cybervictims. In at least one study, suicidal ideation was buffered by emotional intelligence [27]. In that sample of 1,660 Spanish adolescents, cyberbullies who had high emotional intelligence scores had both less suicidal ideation and greater self-esteem than those with lower emotional intelligence scores. Suicides related to cyberbullying have received signi icant attention from the press. In a content analysis of 184 U.S. newspaper articles on suicides related to cyberbullying, the authors found that most articles did not adhere to guidelines on protecting against “suicidal behavioral contagion” [28]. Psychiatric symptoms have also been noted in high school students who have been involved in cyberbullying. For example, in a study on 1276 Turkish students, high scores on bullying and victimization were signi icantly related to higher depression, anxiety, somatization and hostility and lower self-esteem scores [29]. In a longitudinal study on 2480 teenagers in the UK, 14% reported being cybervictims, 8% reported being cyberbullies and 20% reported being cyberbullies and victims [30]. Cybervictims and cyberbullies were signi icantly more likely to report symptoms of social anxiety and depression than non-involved adolescents. In a scoping review of 36 social media studies, the median prevalence of cyberbullying was 23% [31]. Meta-analysis was not conducted due to heterogeneity of the studies’ methods and outcomes. Cyberbullying was signi icantly associated with depression due most commonly to relationship issues. Students reported that they had no con idence that anything could be done 
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to solve the cyberbullying problem. Externalizing and internalizing symptoms have also been reported [32]. In this study on 28,104 students attending 58 high schools, 5% reported being cyberbullied and 50% of those victims had externalizing problems (odds ratio=1.44) and internalizing problems (odds ratio=1.25).Cyberbullying effects have varied as a function of being bullies or victims. For example, adolescents who have been cyberbullied have reported depressed affect, anxiety, somatic symptoms and suicidal behavior whereas cyberbullies have self-reported aggression, delinquent behaviors and substance use [33]. Cyberbullying effects have also varied by gender. In a sample of 31,148 students in grades 6-12, structural equation analyses yielded cyberbullying as a signi icant predictor of emotional problems for females and behavioral problems for males [34]. This association is not surprising as male students more often report cyberbullying, and cyberbullying has been more frequently associated with behavioral problems like aggression and delinquent behavior. Age level and status can also affect the impact of cyberbullying. For example, in one of the few studies that assessed adult cyberbullying, university faculty and students were sampled [35]. In this study, students were cyberbullied by other students but faculty were cyberbullied by both students and fellow faculty. Both groups expressed frustration about not “ inding solutions” and both groups experienced mental and physical health effects, although faculty felt a greater impact on their professional lives. Cyberbullying among adults has rarely been studied although it has anecdotally occurred on online dating sites, for example, in the form of harassment and stolen identities.
Victims as the primary focus of the current literature on cyberbullying Victims of cyberbullying have been studied more than other individuals involved in cyberbullying including bullies, bully/victims, victim/bullies and bystanders/observers. It is not clear why victims have been the primary focus of research, although possible interpretations are their more grave consequences, i.e. suicidal behavior, their greater compliance via self-report surveys and/or their greater responsivity to treatment. No research could be found on this question. The recent literature on cyberbully victims can be divided into risks or predictors of being the victims of cyberbullying and effects or impact of being the victims. 
Risks or predictorsLarge numbers of children and adolescents (20-40%) have been victims of cyberbullying [36]. Females and sexual minorities have been at greater risk. A lower incidence was noted in a Canadian sample of 5,329 students (19%) [37], in that sample, risk factors for being bullied were being a younger female of lower socioeconomic status and using alcohol. A dose-response was noted between the use of social networking sites and being cyberbullied. Another risk factor for being a cyberbully victim is body dissatisfaction. A cross-sectional study showed that girls were three times more likely than boys to report being too fat, and adolescents who were cyberbullied were twice as likely to consider themselves too fat [38]. Low body esteem was also a signi icant predictor of being a cyber-victim in an Israeli sample [39]. In that sample, the prevalence of being cybervictims was also higher at 45%. Body dissatisfaction has been a signi icant correlate of cybervictimization even as young as middle school in a sample of 6,944 students [40]. Personality pro iles using the Five-Factor Model have also been explored in victims of cyberbullying. In a sample of 910 adolescents, higher scores were noted for neuroticism, openness and agreeableness in victims, but they had lower scores than non-victims on conscientiousness [41]. In a study on 2016 Stockholm students, victims of cyberbullying reported a more pessimistic future orientation as compared to non-victims [42]. 
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Excessive internet use has been considered a risk factor for being cybervictims. Victims have been more likely to be online after 11pm [43]. In this very large Hungarian sample of adolescents (N=6237), cyberbullying victimization was associated with problematic internet use and substance use, although those factors only accounted for a small amount of the variance in being victims (only 9%). In this study, 30% of the adolescents spent more than six hours per day on social networking sites, 16 % received insulting messages, 12% reported having seen embarrassing photos of themselves posted online without their permission and 24% of the cyber victims also reported being bullied by peers at school. In a Canadian sample, victims reported more mental health problems, binge drinking and substance use [44]. In this one of the only direct age comparisons studies, adolescents experienced a higher incidence of victimization than adults.
EffectsPoorer mental health has been reported for cybervictims in several studies. Although these are typically considered effects, they could also be risk factors. The direction of effects remains unclear as the data are not based on longitudinal studies. In an Australian sample of 2338 adolescents, victims had poorer well-being and mental health [45].The mental health problems for victims are considered the most severe. For example, in a study on 4,886 Canadian middle and high school students, the odds ratio was 5.02 for mental health, 5.91 for psychological distress and 6.17 for suicidal ideation (both ratios at the 95% con idence interval) [46]. These self-reported problems were more severe for middle-school than high school students. In a pro it analysis on the data base of the Youth Risk Behavioral Survey, being a cyberbully victim increased suicidal thoughts by 15 percentage points and suicide attempts by 9 percentage points [47]. These effects were stronger for the male than the female students. In a meta-analysis of the earlier cyberbullying research, the strongest associations with being cybervictims were stress and suicidal ideation [48]. These associations have apparently continued in the more recent research. Cyberbullying victimization has also been associated with posttraumatic stress disorder (PTSD). In a sample of 353 adolescents who presented to emergency departments for any reasons, 47% reported having experienced cyberbullying and physical peer violence [49]. A multivariate logistic regression suggested that cyberbullying victimization, physical peer violence, female gender and alcohol or other drug use contributed to PTSD. In a larger sample (N=18,341) from six cities in China, cyber victimization was correlated with PTSD symptoms as well as depression and self-harm [50].
BystandersBystanders/observers/witnesses are the largest group of youth associated with cyberbullying. In one study, 46% of 1094 children and youth (ages 9-18) reported that they were bystanders to episodes of bullying [51]. Of those, 55% identi ied themselves as passive or not providing any help to the cybervictims and 45% had actively helped the cybervictim. But only 36% offered direct help. The active bystanders were more often older girls who had more social support and less loneliness than the passive bystanders. In contrast, a study on 2,333 Flemish students of the same age group (9-16 years) suggested that adolescents who helped the victim were younger [52]. They also had greater empathy and were more likely to have been a victim of cyberbullying. Controlling for empathy and relationship to the victim, a study on Czech students noted that participants helped victims when the incidents involved only one or two other bystanders [53]. In one of the only longitudinal studies, 670 Canadian students began the study at grades 4, 7 or 10 and were followed for three years [54]. The largest group comprised witnesses, and witnessing was related to both cyberbullying and victimization. Victimization at time 1 was associated with witnessing at time 2 which was associated with both bullying and victimization at time 3. 
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Interventions to reduce cyber bystander reinforcement of cyberbullying behavior have focused on enhancing empathy. For example, in an empirical study that simulated online contact, adolescents were encouraged to be empathetic to reduce forwarding messages that ridiculed peers [55]. Empathy limited the involvement of bystanders reinforcing cyberbullying. However, the effects were only short-term. In a program called Media Heroes 722 students were assigned to a long intervention (15 sessions) or a short program (1 day) [56]. The program was designed to give bystanders strategies to defend victims from being cyberbullied by promoting empathy and knowledge of risks and consequences of cyberbullying. As might be expected, the loner-term program was more effective
Risk factors/predictors of cyberbullying Recent literature on predictors or risk factors for cyberbullying is inconclusive. The risk variables that have been studied include gender, being a member of a minority group, previous cyberbullying behavior, child sexual abuse, excessive Internet use, exposure to online violence, angry emotions, aggressiveness, social anxiety, narcissism, lack of empathy and authoritarian or permissive parenting. Gender and being a member of a minority group have been signi icant predictors of cyberbullying. In one of the only studies on cyberbullying in grade school children (N=1278), the predictors for bullying, victimization and bully/victims included gender, self-esteem, social adjustment and disruptiveness [57]. Most typically, boys have been the bullies and girls have been the victims. Being in a minority group, especially a sexual minority group, has also explained a small but signi icant percentage of the variance in a sample of 2139 Spanish adolescents [58]. Previous history of cyberbullying and child sexual abuse have, not surprisingly, predicted cyberbullying. In one of the only longitudinal risk studies, 96 adolescents from the U.S. completed measures of cyberbullying attitudes and behaviors four times across the school year [59]. Logistic regressions showed that cyberbullying attitudes and previous cyberbullying were unique risk factors for later cyberbullying behavior. In a Canadian study, 8194 adolescents completed measures on child sexual abuse and maternal support, and six months later they were assessed for cyberbullying, traditional bullying and mental health variables (self-esteem, psychological distress and suicidal ideation) [60]. Cyberbullying rates were twice as high in sexually abused adolescents. In a mediator model, cyberbullying and bullying were mediators between child sexual abuse and mental health variables. Cyberbullying rates were lower among those adolescents who received greater maternal support. Excessive internet use has, not surprisingly, contributed to cyberbullying in several studies. In a Taiwanese study on 13,864 students from 150 high schools, a structural equations analysis revealed Internet use during the timeframe 10 am to 3pm as the most signi icant predictor of cyberbullying behavior, suggesting that cyberbullying occurred most frequently during school hours [61]. In a longitudinal study, 888 adolescents completed self – report measures at two times [62]. Problematic Internet use at time one predicted increased cyberbullying six months later at time two. Although impulsivity and– irresponsibility were also assessed, they were not signi icant predictors. Social media, game time, antisocial media and meeting strangers are predictors of excessive internet use and cyberbullying. In a study on 5590 Greek students of 30 middle and 21 high schools, the Internet addiction Test was completed along with information on cyberbullying experience [63]. Cyberbullying was associated with Internet addiction, and the hours spent online on a mobile phone was a major factor. The victims were more likely to be older, female Facebook and chat room users while the bullies were more likely to be older, male Internet users and fans of pornographic 
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sites. In a large sample survey, adolescent girls’ involvement in cyberbullying either as bullies or victims was related to previous intensive online social activities and greater online contact with strangers [64]. Only greater exposure to antisocial media predicted victimization for boys. In a longitudinal study on 1005 adolescents, greater exposure to antisocial media was predictive of cyberbullying behavior for both boys and girls although that exposure was more predictive for boys than girls [65]. Exposure to violence in media was among the risk factors for a sample of 2315 students from 26 high schools [66]. The other signi icant risk factors were online game use, internet risk behaviors and school bullying experiences. Emotions, personality characteristics and parenting styles have emerged as signi icant mediator or predictor variables for cyberbullying in more complex data analyses such as structural equations modeling. If collectively assessed and analyzed by a mediating/moderating or structural equations model, a pro ile might be suggested for the purposes of screening for potential cyber bullies. Examples of those studies from the recent literature are given here. These studies are also models for theoretically-driven research on cyberbullying.One research group tested the pathway from sleep to anger to cyberbullying following on the theory that sleep disturbance is linked to aggression via angry affect [67]. The results of their structural equations analysis revealed an indirect association between sleep disturbance and cyberbullying that was mediated by anger after taking into account the effects of digital media and previous cyberbullying behavior. Anger was also a predictor variable in another study on 716 adolescents who completed the state anger and trait anger scales [68]. Both cyber bullies and cybervictims experienced anger as a personality trait and were noted for their outward, explosive expression of anger (aggressive behavior). In a study from the UK, aggressive behavior at school was self-reported by a sample of 1144 secondary school students [69]. The aggressive behavior, in turn, had a strong dose response relationship with cyberbullying. Social anxiety and fear have also been associated with cyberbullying. In a study on 2128 adolescents, a cross-lagged panel analysis suggested that social anxiety contributed to later victimization by cyberbullying [70]. The reverse relationship, i.e. being victimized leading to social anxiety, was not supported. Fear, as a more extreme form of anxiety, has also been a predictor variable for cyberbullying [71]. In this study, emotion perception and accuracy of identifying four emotions (happy, sad, anger, fear) were assessed in a sample of 526 middle school students. Males who cyberbullied showed greater accuracy in identifying fear faces. Cybervictims showed dif iculty recognizing all four emotions but especially anger and fear. Lack of empathy and callous behavior as well as covert narcissism could be grouped as uncaring behaviors that have been associated with cyberbullying. In one of the only quasi-experimental dyadic interaction paradigms, the lack of emotional congruence was a predictor of cyberbullying behavior [72]. Emotional congruence was de ined as the match of the target’s and perceiver’s self-reported emotions and was the only signi icant predictor in a multiple regression analysis on cyberbullying. Emotion-related personality traits including callousness and uncaring behavior have been explored along with perceived popularity and cyberbullying in 529 preadolescents from an Italian middle school [73]. Binary logistic regressions were conducted on these variables while controlling for cyber victimization and grade effects. An uncaring disposition was associated with cyberbullying behaviors in girls but an uncaring disposition was only a signi icant predictor for boys who were unpopular. Psychopathic traits including callous-unemotional traits and moral disengagement were studied in 765 adolescents at baseline and one year later [74]. Complex interaction effects resulted from the data analysis including that callous-unemotional traits were related to cyberbullying but only at high levels of moral disengagement. 
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Grandiose-manipulative traits, in contrast, were related to cyberbullying at low levels of moral disengagement. Both overt and covert narcissism, have also been studied for their relationships to cyberbullying and cyber victimization in a sample of 814 Chinese adolescents [75]. Covert but not overt narcissism predicted both cyberbullying and cyber victimization after controlling for gender and student age. Surprisingly, overt narcissism was not related to cyberbullying. However, self-esteem was a mediating variable for relationships between both overt and covert narcissism and both cyberbullying and cyber victimization. As the authors suggested, narcissism could be used as a screening variable, and prevention programs and policies might focus on enhancing self-esteem. Parenting styles including permissive, authoritative and authoritarian parenting have been assessed as potential predictor variables for many adolescent problems including cyberbullying. In a study on 1993 students in 5th and 6th grades, both cyberbullies and cybervictims had parents who were more stressed and who had authoritarian parenting styles (high control, coercive discipline and low affection) or more permissive parenting styles (low control, overprotection and high affection) [76]. More permissive parenting was noted for cybervictims, and the parents of cyberbullies had a lower level of parental competence. A similar study was conducted with 2590 students in six junior and senior high schools in China [18]. All types of cyberbullying including bullies, victims and bully-victims were studied. The odds of being a victim were associated with no democratic parenting style in the mother and physical discipline by both parents. Both bullies and victims were more likely to have experienced physical discipline from their parents but also to have been addicted to the internet and online games. Whether the adolescents’ addictive behavior led to the physical discipline or vice versa is unclear as these measures were taken simultaneously, making causality dif icult to determine. 
Protective factors against cyberbullying Several factors have been considered as protective against cyberbullying in the recent literature. These include personality variables like resilience, self-con idence, decision-making skills, con lict resolution skills, and communication style. Social relationships and self-disclosure have also been notable ways to cope with cyberbullying. Behaviors like blocking the sender and not using avoidance coping strategies have also ameliorated negative effects of cyberbullying. Social support variables have included parental monitoring, parental mediation and family dinners. Individual personality variables have received the most attention. In a study on a national sample of 1204 U.S. adolescents, resilience was shown to be a potent protective factor [77]. Like so many other studies, however, this “pet variable” was the focus of the study without it being assessed in the context of other potentially protective variables. When the Delphi method was used in another study, 20 experts were irst asked to list relevant protective factors and then 70 experts scored these protective factors [78]. The primary protective variables included adjustment upon feedback, self-con idence, communication style, personality, decision-making skills, con lict resolution skills, personal resilience training, social relationships and self-disclosure. Impulsivity and rumors were considered negative factors. Simply blocking the sender was noted as the most effective coping strategy in a sample of 282 university students [79]. Further, avoidance coping strategies had notably negative effects in a sample of 121 cyberbullied victims [80]. Family variables have also been researched including parental monitoring and mediation. In a study on individual, family and neighborhood characteristics of cyberbullying, parental monitoring was noted to moderate the effects of the bullies’ impulsivity and their experience of neighborhood violence [81]. In another study on 1808 junior high school students, parental restrictive mediation was associated with 
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less cyberbullying as well as less internet addiction [82]. Cyberbullying and internet addiction appear to be inter-related in most of the cyberbullying research. Although cyberbullies are typically internet addicted, it is not clear that internet addiction leads to cyberbullying, Restrictive mediation, but not active mediation, was predictive of cyberbullying in both genders in a study using longitudinal growth models [83]. Family dinners were noted to be effective in at least one study [84]. In that survey study on 18,834 students from 49 US schools, family dinners (i.e. family contact and communication) helped protect the adolescents from harmful effects of cyberbullying. Cyberbullying was related to internalizing, externalizing and substance use problems but was more closely related to problems in adolescents who had fewer family dinners. 
InterventionsSome of the recent intervention programs have based their protocols on the research on predictor variables including being primarily focused on prevention by video education on cyberbullying, on enhancing empathy and on student-led or peer-led programs to prevent cyberbullying. In a randomized study on 167 university students, an online video group was compared to an assessment-only control group [85]. The video was noted to enhance cyberbullying knowledge and reduce cyberbullying behavior. A program called “Media Heroes” has also been effective [86]. In this study, a 10-week version was compared to a one-day version of the empathy-oriented intervention. Structural equation modeling suggested that the short intervention impacted cognitive empathy while the long-term program increased affective empathy but also reduced bullying. School-based intervention programs have focused primarily on awareness-raising. A school-based preventive intervention involved random assignment of 355 high school students to the intervention versus a control group [87]. The intervention included awareness-raising and interactive discussions about moral disengagement, empathy and social cognition regarding cyberbullying. The intervention group showed less distortion of consequences and attribution of blame, although cyberbullying was not reduced. A whole school online prevention and intervention program called Cyber Friendly Schools involved randomly assigning 3000 8th and 9th grade students from 35 schools in Australia to intervention or control groups [88]. Surprisingly, involvement in bullying and victimization declined for both the intervention and the control groups. The intended intervention effect was unmet probably because the teachers had implemented only one third of the program. When students have been interviewed about cyberbullying, they have suggested that more online security is needed, although they acknowledge the dif iculties in restricting online behavior [89]. In this study, the students suggested the use of in-school curricula and that adults should blame people rather than technology. A program called “No Trap!” which used a peer-led approach to prevent and intervene on cyberbullying effectively decreased cyberbullying, not unlike the positive effects of many peer therapy/support programs [90]. A recent review of cyberbullying intervention programs revealed that the most frequently used components for the students were coping skills, empathy training, communication and social skills [91]. This systematic review on 17 randomized controlled trials between 2000 and 2013 suggested that those interventions that were focused on the whole school were more effective than classroom or social skills training in reducing bullying. However, positive effects did not last over the long-term for most of the studies probably because the interventions were short-lived and the studies were limited by their internal inconsistency, their wide variability of methods and the lack of standardized measures. 
Potential underlying mechanismsThe recent literature on cyberbullying is lacking theoretical models or approaches to this problem. In one of the few theoretical papers that could be found a model was 
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elaborated called “the triadic model of reciprocal determinism” [92]. In this model, which could be used for many problems, an individual’s behavior in luences and is in luenced by personal factors and the social environment. Online moral disengagement is seen as contributing to cyberbullying and is described as “the paucity of social-emotional cues, the ease of disseminating communication via social networks and media attention on cyberbullying”. In this model, online settings are seen as facilitating cyberbullying by “moral justi ication, euphemistic labeling, palliative comparison, diffusion and displacement of responsibility, minimizing and disregarding the consequences for others, dehumanization and attribution of blame”. In a critical review and meta-analysis, the strongest associations with cyberbullying were normative beliefs about aggression and moral disengagement and the strongest associations with being a victim were stress and suicidal ideation [48]. The relationship between being the victim of cyberbullying and suicide has been explored in the context of the interpersonal theory of suicide [93]. In this theory, thwarted belongingness (as suggested by loneliness and a lack of caring relationships) and perceived burdensomeness (feelings of liability and self – hatred) are thought to increase suicidal ideation. Following self- reports by 348 university students, depressive symptoms and perceived burdensomeness were noted to mediate the relation between the intensity of being cyberbullied and suicidal ideation. Surprisingly, loneliness and a lack of caring relationships were not signi icant mediators. Those who are both bullies and victims are said to experience more emotional and behavioral problems than bullies and victims [94]. In a study on 1549 adolescents from Germany and Thailand, alexithymia was noted to mediate the relationship between being both a victim and a bully. The components of alexithymia that mediated this relationship were dif iculties identifying and describing one’s own feelings which has seemingly been absent from cyberbullying intervention programs. It would seem that another mediator would be identifying and describing others’ feelings which would be targeted by the empathy training programs.
Limitations of the LiteratureSeveral limitations of the literature can be noted. Although the samples for most of these studies were extremely large, very limited information was gleaned from the databases because of the limited number of variables. Scales to tap the types of cyberbullying were being developed but many of the studies simply asked if students had felt bullied on the internet without de ining cyberbullying. In that way they did not meet the now developed criteria for cyberbullying. In addition, psychometrically sound instruments on depression, anxiety, anger and suicidal ideation were rarely used. Although some attempted to identify personality characteristics, most did not. Given the extremely large sample sizes, it is surprising that most studies were focused on very few variables rather than multivariate models that could be tested by structural equations modeling or moderating/mediating analyses or even multiple regression models to identify risk factors or predictors. This suggests that attempts were being made to keep surveys/interviews short and simple in the interests of student compliance with the studies or a lack of theoretical focus which is characteristic of a new ield of research. Some researchers began with a model of cyberbullying simply being another form of traditional school bullying while others noted unique characteristics of cyberbullying and its more serious effects as, for example, the grater prevalence of suicidal ideation and behavior. Very few attempts have been made at theory grounded research. Exceptions were the group that theorized that online moral disengagement contributed to cyberbullying, the group that showed alexithymia as an underlying mechanism for being both a bully and a victim and the group that found that depressive symptoms and perceived 
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burdensomeness but not loneliness mediated the relationship between being victimized and suicidal ideation. Clearly more research is needed on potential theoretical models to be assessed and to inform further intervention efforts.Most of the studies were self-report with questionable anonymity. Measures taken at school required permission from parents. Because of the negative connotations of being a bully or a victim or even a bystander and the potential negative consequences, these studies were invariably biased by under-reporting or “faking good” to avoid those potential consequences. Thus the generalizability of these data is questionable. Even the meta-analyses have limited generalizability because the estimates have been based on smaller sets of studies. And causality or directionality of associations cannot be determined as in, for example, the circular relationships of being a victim and depression and suicidality. In the interests of preventing this very dangerous practice, more research is needed on understanding and identifying personality characteristics of the cyberbully. What stimulates this behavior? Is it insecurity, is it feelings of isolation from peers, is it self-hatred and is it loneliness? And what then reinforces this behavior? Is it attention from the victim, the group of bystanders? In this direction, more qualitative research may be needed. If and when bullies identify themselves, interviews could be more in-depth. Therapy groups could be conducted as they have been with conduct disorder youth to determine a pro ile that could then be used for identifying these youth via screenings that would, in turn, inform prevention and intervention practices. The literature to date, which approximates a six-ten year period, has primarily focused on victims of cyberbullying. This has likely happened because victims have elicited more concerns for their depression symptoms, suicidal thoughts and behaviors. This literature has suggested that the victims may need to be treated for their depression and suicidality. However, more research targeting the cyberbullies is needed to identify their symptom pro iles for screening purposes and for the more effective prevention of cyberbullying. Even the screening scales have focused on cybervictims, for example, The Cybervictimization Emotional Impact Scale which has been recently tested for its psychometric properties in Spain [95]. This scale yielded three factors including active, depressed and annoyed. Exploratory factor analysis has also been conducted on another cyber victimization scale, the Social Networking Experiences Questionnaire, [96]. The only scale for cyberbullying that has appeared in the recent literature is the Cyberbullying Behaviors Scale that yielded 3 factors including sharing images, gossip and personal attack [97]. These researchers also developed a psychometrically robust measure for cyber victimization called The Cyber Victimization Experiences Scales which yielded 3 factors labeled threat, shared images and personal attack. These data suggest that two out of the three factors are shared by bullies and victims, namely shared images and personal attack. The screening for cyberbullying may require screening for traditional bullying as well. In a study by one of the most proli ic cyberbullying research groups, the overlap between cyberbullying and traditional bullying was very high [98]. Of the students who were exposed to cyberbullying, 90 % had been bullied in a traditional way leaving only 10% who had been exclusively cyberbullied. Prevalence research and studies on victims have dominated the literature. Even if the prevalence of being cyberbullied is low as has been suggested [98-100], the suicidal ideation and behavior that follows warrants serious attention to identifying pro iles of cyberbullies. Longitudinal multivariate studies that tap personality characteristics, perceptions, attitudes and behaviors of cyberbullies are needed towards that end. Prevention programs that are school-based and peer-led have been the most effective to date and warrant further exploration. 
ConclusionHighly variable prevalence rates have been reported for cyberbullies, victims and bystanders as a function of age group, gender, country, and research methodology. The 
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most serious effects of cyberbullying include suicidal ideation and suicide attempts which have likely led to the research focus on victims of cyberbullying. Unfortunately the literature is limited on risk factors/predictors of cyberbullying that might identify bullies for prevention efforts. Research on cyberbullies and on prevention/intervention programs for bullying is extremely limited despite the increasing prevalence of cyberbullying and the rapidly accumulating literature. Methodological limitations include the primary focus on the victims of bullying and on the prevalence of bullying. Longitudinal, multivariate studies are needed to identify pro iles of risk factors for cyber bullying that can then inform prevention programs.
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