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Abstract

This paper introduces a robust and secure data hiding scheme to transmit grayscale image in encryption-then-compression
domain. First, host image is transformed using lifting wavelet transform, Hessenberg decomposition and redundant singular
value decomposition. Then, we use appropriate scaling factor to invisibly embed the singular value of watermark data into
the lower frequency sub-band of the host image. We also use suitable encryption-then-compression scheme to improve the
security of the image. Additionally, de-noising convolutional neural network is performed at extracted mark data to enhance
the robustness of the scheme. Experimental results verify the effectiveness of our scheme, including embedding capacity,
robustness, invisibility, and security. Further, it is established that our scheme has a better ability to recover concealed mark

than conventional ones at low cost.
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Introduction

Nowadays, the growth of internet makes easier to dissemi-
nate multimedia information through various open channels
[1]. Due to availability of internet, multimedia data can be
easily tampered, stored, and shared through communica-
tion medium [2]. So, it leads to various problems such as
copyright, unauthorized access, and security issues [3].
Watermarking is one of the highly recommended schemes to
provide the protection of multimedia data [4, 5]. The effec-
tiveness of watermarking scheme can be evaluated using
some important performance metric such as robustness,
capacity and imperceptibility. Based upon on these perfor-
mance metrics, watermarking approach can be divided into
two parts such as robust and fragile [6]. In fragile-based
watermarking scheme, it can be easily modified and it is
used for content authentication and integrity verification [7].
On the other side, robust watermarking techniques are more
robust against various attacks and it is normally used for
copyright protection [8]. In general, watermarking scheme is
classified based upon embedding domain of cover image [9].
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We can categorize watermarking scheme into two parts such
as spatial and transform domain. In spatial domain, water-
mark is embedded into cover by modifying the intensity of
pixel image [10]. However, it is less resistant against various
attacks. On the other side, mark is hided into transformed
coefficient of cover image, which may greatly improve the
robustness against attacks [11].

In this paper, LWT-HD-RSVD-based image data hiding
scheme is proposed. Note that although various traditional
image data hiding approaches have been reported, the inter-
esting contributions of the proposed methods include the
following four aspects:

e We propose an image data hiding scheme based on
LWT-HD-RSVD, which can provide both invisibility
and robustness. LWT provides various advantages such
as less distortion, low aliasing effect, very less memory
requirement, low computation cost and reconstruction is
very good [12]. The more precise components of the host
image are obtained by HD [13]. This property of HD is
used to provide high degree of robustness. It is reported
that RSVD offered lower cost than SVD [14].

e The chaotic encryption [15]-then-wavelet-based com-
pression scheme [16] is adopted to improve the security
of the media data over possibly noisy network(s), while
appropriate compression of encrypted data before trans-
mission reduces the bandwidth demand.
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e DnCNN is performed at extracted mark data to offer the
additional robustness of the scheme.

e The obtained results indicate that the method is satisfac-
torily invisibility, high payload and confirms its robust-
ness against various attacks. Further, it is established that
our scheme has a better ability to recover concealed mark
than conventional ones at low cost.

Rest of the paper is organized as follows: “Related works”
summarizes the related state-of-the-art techniques, followed
by detailed description of the embedding, compression of
encrypted data, and extraction procedure and de-noising of
recovered data in “The proposed scheme”. The results are
discussed in “Experimental results” and the conclusions are
summarized in “Conclusions”.

Related works

Qingtang Su et al. [17] developed a copyright protection
scheme for color images. Initially, Contourlet transform (CT)
performed on each component of cover image and selected
LL sub-band is decomposed into desired block. In their
scheme, encrypted mark is produced then embedded in the
transformed block to increase the security of the scheme.
Their method was shown to be successful against against
common attacks.

Chakraborty et al. [18] illustrated the comparative analy-
sis of SVD- and RSVD-based watermarking approach in
transform domain. First, this scheme decomposed carrier
image into multiple sub-bands via DWT, and the selected
sub-band is transformed using DCT. Further, RSVD is per-
formed to modify the singular values of carrier image. The
experimental analysis of this method proves that RSVD
is much faster than general SVD-based watermarking
approach.

Singh et al. [19] presented a DWT-DCT-SVD-based
robust watermarking approach in transform domain. Ini-
tially, DWT is applied to decompose the host image into
sub-bands. Further, DCT and SVD have been applied on
selected sub-band. The watermark image is decomposed
with the help of DCT and SVD. Watermark is inserted into
transformed coefficient of host image. This scheme provides
a better robustness against several attacks. Anand et al. [20]
proposed a dual watermarking approach for smart health-
care system in compression-then-encryption (CTE) domain.
First, cover image is transformed using redundant DWT and
RSVD. In CTE scheme, it compresses the multimedia data
before applying encryption technique to ensure security of
multimedia data. Turbo code is applied to encode text water-
mark before the embedding process. In this procedure, com-
pression and encryption of multimedia data are performed
by wavelet-based compression and a stereo image encryption
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technique, which greatly improved the performance in sev-
eral aspects. The author proposed a hybrid watermarking
approach for digital images [21]. Initially, host image is
decomposed into sub-bands using DWT. Further, selected
sub-band of host image is transformed by DCT and SVD.
The text watermark is encrypted before embedding process
to enhance the security of this scheme. In embedding pro-
cedure, image and text watermark are embedded into differ-
ent level of DWT coefficient of host image. Their method
was shown to be successful against against common attacks.
Authors have demonstrated a robust and secure watermark-
ing approach for healthcare applications by Zear et al. [22].
First, Arnold scheme is adopted to scramble the mark image.
Further, Hamming and Arithmetic encoding techniques are
applied on signature and symptoms text watermark, respec-
tively. In embedding process, encrypted image, compressed
text and encoded text are embedded into different level of
DWT coefficient of host image. Additionally, neural net-
work is adopted to enhance robustness of the scheme. In
[23], a dual watermarking scheme is used to enhance the
security of digital contents. In embedding stage, it uses the
second-level of DWT to decompose host image into different
sub-bands. Further, selected sub-band is transformed using
SVD. The encoded dual watermark is hidden into trans-
formed coefficients of host image. The watermarked image
is compressed via wavelet-based compression to reduce
bandwidth demand.

A dual watermarking approach is developed for providing
the security of medical application using DWT and SVD
in [24]. Prior to embedding, Hamming code is adopted to
encode the text mark, which may greatly reduce the channel
distortion. The dual text and image watermark are embedded
into transformed coefficients of host image. After embedding
procedure, watermarked image is scrambled using chaotic
encryption and then encrypted image is compressed via
Huffman. This scheme provides the better results in terms of
robustness, security, and imperceptibility. Author proposed
an effective watermark approach for gray-scale image [25].
In this scheme, host image is transformed first into sub-bands
using LWT and selected sub-band is transformed via SVD.
The watermark image is also decomposed using fourth-level
of LWT. In embedding process, watermark is inserted into
transformed coefficient of LWT. After embedding proce-
dure, digital signature is verified ownership authentication
before watermark extraction procedure. This scheme pro-
vides better performance compared with some traditional
watermarking scheme. Zheng et.al has implemented a robust
watermarking method for copyright protection in transform
domain [26]. Initially, cover image is transformed using
DWT and DCT. Further SVD is performed to modify the
singular value of transformed coefficient. The digital signa-
ture is applied in the embedding procedure to avoid false-
positive problem. This scheme provides the better robustness
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against rotation attacks. In Ref. [27], author developed an
efficient medical image watermarking in transform domain.
Initially, DWT-SVD transformed host image and watermark
is concealed into transformed coefficient of cover image. The
chaotic encryption is performed on watermark to enhance
the security of this scheme. A blind watermarking scheme
is implemented to provide copyright protection of medical
image [28]. In the first part of this scheme, DCT and Schur
transform is performed to decompose host image and water-
mark is embedded into medium part of host image. In sec-
ond part, DWT and Schur transformed used for embedding
watermark into host image. So, this scheme provides better
robustness and imperceptibility against various attacks.

The proposed scheme

The design proposed in this paper consists of four phases,
i.e. (a) mark data embedding, (b) encryption and compres-
sion of marked data, (c) recovery of hidden data, and (d)
de-noising of recovered mark. The main idea of the different
sizes of mark embedding is to use LWT to decompose cover
image through LWT-HD-RSVD. Then we use appropriate
scaling factor to invisibly embed the singular value of mark
data into the lower frequency (LL) sub-band of the cover.
We also use chaotic encryption-then-SPIHT compression
scheme to improve the security of the image over possi-
bly noisy network(s), while the compression of encrypted
data before transmission reduces the bandwidth demand.
Additionally, DnCNN is performed at extracted mark data
to enhance the robustness of the scheme. A simplified block
scheme of different operations by the proposed solution is
shown in Fig. 1. The detail description of mark data embed-
ding, encryption and compression of marked data, recovery
of hidden data, and the de-noising process of recovered mark
is shown in the section “Embedding procedure”, “Encryp-
tion and compression of marked data”, “Extraction proce-
dure”, and “De-noising process of recovered data”, respec-
tively. The notations are summarized in Table 1.

Embedding procedure

In this process, cover image (C) and watermark image (W)
are given as input to the embedding procedure. After embed-
ding procedure, watermarked image C’ is obtained as output.
Algorithm 1 describes the embedding process in detail.

Algorithm 1: Embedding procedure
Input: Cover image (C), scaling factor (at), and watermark image (W)
Output: Watermarked image (C')

Begin

[LL, LH,HL,HH] « LWT(C, 'haar’);
[P,H] « HD(LL);

[Un, Sy, Vy] < RSVD(H);

[Uw, Sw, V] < RSVD(W);

SHy « S H+axS_W;

Hy, « Uy X SHy X VT;

LLyew < P X Hy X PT;

C' « ILWT(LLypey , LH, HL, HH, 'haar’);
Return Watermarked image (C')

PN A LD =

Encryption and compression of marked data

In this sub-section, watermarked image (C”) is encrypted
using chaotic encryption to enhance the security of water-
marking scheme. The encrypted image (Enc;,,,) is obtained
by applying the XOR operation on chaotic key matrix and
watermarked image (C’). Further, SPTHT compression
is applied on encrypted image to reduce bandwidth and
also save memory space. The SPIHT procedure contains
three steps such as sorting, refinement and quantization for
compress the image. Finally, compressed image (Comp,, )
is obtained as output. The detail steps of encryption and
compression of marked data are explained in Algorithm 2.

Algorithm 2: Encryption and compression of marked data
Input: Watermarked image (C'),
Output: Compressed image (C oMPimg)
Begin
row « size(C',1);
col « size(C',2);
timg < bitxor (key,C');
Enciyng < reshape(timg, [row col]);
Compyyg < SPIHT Compression(Encing);
Return Compressed image (Comp )

M.

Extraction procedure

Reverse embedding procedure is followed for extracting
the watermark. Initially, Comp;,,, is decompressed with
the help of SPIHT decoding. After that, decrypted image
Dec;,,,, is obtained by applying Chaotic Decryption on
Decom,,. In this process, decrypted image Dec;,, is given
as input of extraction procedure and extracted watermark
Ext,,, is obtained as output. The extraction procedure of
watermark is described in Fig. 1. The various steps of

extraction process are described in Algorithm 3.

islate ¢lladl 3y .
s Sherss 9) Springer



Complex & Intelligent Systems

Apply HD Apply RSVD
Cover -
image l
LL | HL
. Apply LWT
| PPy > [ H pT UH| [s_.H| WT H
LH | HH
Watermark
image v
Apply RSVD G
: ‘ T N Embedding is
U W||[S_ W| v'_w performed =
Encrypted Watermarked
image image
5 Apply LWT |, Apply HD Apply RSVD )
ERSRYMIon inverse | inverse | inverse
Decrypted
image
SPIHT
SPIHT compressed | Peceding | compressed & g
encoding data " data en e,
Extracted
watermark
Image
Apply <DE"°'5'"Q Watermark | Apply | Apply
DnCNN extraction RSVD

Fig. 1 Flow diagram of the proposed watermarking scheme

De-noising process of recovered data

Algorithm 3: Recovering of watermark image
Input: Compressed image (Comp;,g) and scaling factor ()
Output: extracted watermark (Ext,,q¢)

In the proposed approach, DnCNN is implemented at extrac-
tion procedure to enhance the robustness and enhance visual

Begin

1. Decomyyy « Decompression(Comp;my);

2. DecCyng < Decryption(Decom,-mg);
3. [LLy,LH,, HL,, HH,] « LWT(DecC;pg, 'haar');
4. H, < HD(LL,);

5. [U,S,VT] « RSVD(H,);
6. SV« @;

7. W e Uy XSV XV

Return extracted watermark (Ext,, ;)

quality of extracted watermark. Deep Learning toolbox is used
to apply pre-trained denoising convolutional neural network.
The several steps of De-noising process of recovered data are
described in Algorithm 4.
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Table 1 Used notation and its description

Notation Description Notation Description

C Cover image c Watermarked image

w Watermark image Enc;p, Encrypted image

LL, LH Approximation, horizontal sub-band of host image Comp,,, Compressed then encrypted image

HL, HH Vertical and diagonal sub-band of host image Decom,,,, Decompressed image

P,H Orthogonal and Hessen-berg matrix of cover image Dec;p,g Decrypted image

Uy, Vy Orthogonal matrix of cover image LL,,LH,, Approximation, horizontal sub-band of marked image
Su Diagonal matrix of cover image HL,,,HH,, Vertical and diagonal sub-band of marked image
U, Vyw Orthogonal matrix of mark image u,vT Orthogonal matrix of marked image

Sw Diagonal matrix of mark image S Diagonal matrix of marked image

a Scaling factor Ext, Extracted watermark

SHy, Modified singular value of cover image Rec,,¢ Recovered watermark

Key Diffusion key of logistic map

Algorithm 4: Recovering of watermark image
Input: Extracted watermark (Ext,yq¢)
Output: Recovered watermark (Rec,,q¢)

Begin
1. net « denoisingNetwork('DnCNN');
2. Recyq: < denoiselmage(Ext,, ., net);
Return recovered watermark (Rec,,4;)

Experimental results

All experiments done with the proposed scheme are simu-
lated on a PC of 8 GB RAM using MATLAB R2019a. All
used gray-scale host images with the size of 512 x 512 [29]

are shown in Fig. 2. The mark images of varying size such as
256 x 256, 128 x 128 and 64 X 64 are shown in Fig. 3 [27].
We estimate the performance in terms of objective assess-
ment is adopted in this paper, which is defined in Table 2.

The objective evaluation (PSNR, SSIM and NC) scores
are depicted in Fig. 4. It can be seen from this figure, all
the evaluation metric have high results. The validity of the
proposed approach is verified for different cover images and
variable size of watermark. The results obtained are sum-
marized in Table 3.

According to Table 3, it provides performance for
ten cover images and different size of watermark at gain
value =0.05. The highest PSNR value is obtained as
50.14 dB for Sailboat image at gain value =0.05. The val-
ues of NC and SSIM are approaching 1 for all the cases.

(g)

J\
.“Y‘

(h)

Fig.2 Used host images as a airplane, b boat, ¢ barbara, d brain, e lena, f man, g couple, h sailboat, i mandrill, j house
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mark
(k)256 x 256, (1)128 x 128,and (m)64 X 64, respectively

Fig.3 Used cameraman  images of size  of

Further, best values of NPCR and UACI obtained are 0.9964
and 0.3916, respectively. Notably, values of SSIM, NC,
NPCR, and UACI of our implemented scheme are higher

Table 2 The standard performance metric used for measure

than 0.9952, 0.9954, 0.9957 and 0.2686, respectively. It is
observed that if decrease size of watermark, then our imper-
ceptibility performance is increased and robustness value is
decreased, respectively. The quality of extracted watermark
is evaluated, when different types of attack are performed
on watermarked images.

The implemented scheme is simulated on different gain
value. The experimental result is depicted in Table 4. In
this table, we found the highest PSNR and SSIM value are
50.93 dB and 0.9999, respectively at gain value 0.008. How-
ever, the NC value of extracted watermark is 1 when gain
value is more than 0.05. It is observed that if we increase
the gain value, then PSNR and SSIM values are decreased;
however, robustness improves.

According to Fig. 5, it can be observe that our proposed
scheme is examined against various attacks with different
size of watermark. The robustness is tested against JPEG

Metric Description

Formula

Peak signal to noise ratio (PSNR) [24]
and marked image

Structural similarity index (SSIM) [24]
watermarked image

The value of SSIM lies in the range of — 1 to 1

Normalized coefficient (NC) [30]
recovered watermark

The value of NC lies between 0 and 1

It determines the similarity between the cover

It identifies the similarity between cover and

It finds the similarity between original and

PSNR = log,, &

MSE ’
where mean square error
. M N 5
(MSE) = —— El El (H,, —1,,)

H,,,=the pixel value of cover image of size M X N

1,,=the pixel value of watermarked image of size

M XN

SSIM = f(p(x,y), q(x, y), r(x, y))
24, p,+C,

Py = e
20,0,+C,

a0y = S
0,,+C;

r(x’y) = o o"+C: ’

wherep(x, y) = luminance function, g(x,y)
= contrast function and
r(x,y) = structure function

224: 1 221: 1 (Worgpq XWrec,, )
L o (W"rglzw)
Worg,,,=the pixel value of original watermark of
size M X N
Wrec,,,=the pixel value of extracted watermark of
size M X N

NC =

Number of changing pixel rate (NPCR)
and unified averaged changed intensity
(UACI) [31]

These are used to obtain efficiency of image
encryption algorithm against several attacks

If the value of NPCR and UACI is more, then
it provides more resistance against numerous
attacks

_ [0t Y9 =Y (p.q)
X(p,q) = { Lif Y'p.g)# V(.9

NPCR £ N(1',17) = £ 442,
-q

p.
. 1 y2y = ¥ M @eo-r@gl
UACI : U(Y,Y)_p% an ,
where Y!, Y2 = encrypted and decrypted images,

F = the largest pixel value, T' = total number of
pixels value in cipher-text images
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Host image Lena Airplane Brain Barbara Couple

Watermarked
image
PSNR (dB) 37.6175 37.5694 37.5823 37.6280 37.5775
SSIM 0.90993 0.0003 0.0973 0.0004 0.0002
Extracted
watermark
NC 1.0000 1.0000 1.0000 1.0000 1.0000
Host image House Sailboat Man
Watermarked
image
-7&
PSNR (dB) 37.5652 37.5523 37.5796 37.5796 37.5617
SSIM 0.0003 0.0003 0.0004 0.9904 0.0052
Extracted
watermark
NC 1.0000 1.0000 1.0000 1.0000 1.0000

Fig.4 Objective evaluation scores
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Table 3 Performance at varying

X ; Cover image Watermark image PSNR SSIM NC NPCR UACI
cover images (gain value =0.05) (512 x 512)
Lena 256 x 256 37.6175 0.9993 1.0000 0.9959 0.2819
128 x 128 43.4055 0.9997 0.9998 0.9960 0.2807
64 x 64 49.2083 0.9999 0.9979 0.9959 0.2801
Airplane 256 % 256 37.5694 0.9993 1.0000 0.9958 0.3272
128 x 128 43.3064 0.9999 0.9992 0.9957 0.3238
64 % 64 49.0417 1.0000 0.9957 0.9957 0.3220
Barbara 256 x 256 37.6280 0.9994 1.0000 0.9961 0.3348
128 x 128 43.5262 0.9998 0.9993 0.9962 0.3332
64 % 64 49.5152 0.9999 0.9976 0.9963 0.3322
Mandrill 256 x 256 37.5796 0.9994 1.0000 0.9959 0.2706
128 x 128 43.6857 0.9998 0.9999 0.9959 0.2693
64 % 64 49.0260 1.0000 0.9982 0.9958 0.2686
Brain 256 x 256 37.5823 0.9973 1.0000 0.9957 0.3901
128 x 128 43.7427 0.9994 0.9997 0.9959 0.3911
64 % 64 49.1827 0.9999 0.9988 0.9957 0.3916
Sailboat 256 x 256 37.6912 0.9994 1.0000 0.9961 0.3155
128 x 128 43.5790 0.9997 0.9998 0.9964 0.3136
64 % 64 50.1433 0.9999 0.9954 0.9961 0.3130
House 256 x 256 37.5652 0.9993 1.0000 0.9961 0.3026
128 x 128 43.5695 0.9998 0.9998 0.9957 0.2996
64 % 64 49.0378 0.9999 0.9985 0.9958 0.2983
Couple 256 x 256 37.5775 0.9992 1.0000 0.9959 0.2741
128 x 128 43.5841 0.9997 0.9998 0.9959 0.2729
64 x 64 48.9496 0.9999 0.9987 0.9959 0.2725
Man 256 x 256 37.5617 0.9952 1.0000 0.9962 0.3361
128 x 128 43.5226 0.9992 0.9998 0.9963 0.3364
64 x 64 49.8390 0.9999 0.9948 0.9962 0.3367
Boat 256 x 256 37.5523 0.9993 1.0000 0.9958 0.2909
128 x 128 43.3121 0.9998 0.9997 0.9959 0.2891
64 x 64 49.0300 0.9999 0.9992 0.9958 0.2882

Table 4 The performance analysis of our scheme at varying gain

Gain factor PSNR (in dB) SSIM NC

0.008 50.9309 0.9999 0.9822
0.01 49.8882 0.9999 0.9961
0.02 45.4635 0.9997 0.9993
0.03 42.0227 0.9996 0.9997
0.05 37.6175 0.9993 1.0000
0.07 34.7011 0.9987 1.0000
0.09 32.4993 0.9981 1.0000
0.12 30.0139 0.9969 1.0000
0.15 28.0765 0.9955 1.0000
0.2 25.5776 0.9925 1.0000

compression with various quality factors. The quality factor
is indicated as compression strength. If the quality factor is
increased, then NC value is also increased. The NC values
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of speckle noise are greater than 0.9362 for three different
sizes of watermark.

In median and average filter, NC values are greater than
0.9859 and 0.9725, respectively. In salt and peppers noise,
NC values are more than 0.9274 for three different sizes
of watermark. The robustness performance of our scheme
against Gaussian noise is greater than 0.9089 for three dif-
ferent sizes of watermark. The NC values of sharpening and
Poisson noise are more than 0.9980 and 0.9717, respectively.
Our proposed watermarking technique is robust against all
the attacks except Histogram Equalization attacks. There-
fore, from the above analysis, it can be identified that imple-
mented scheme achieves optimal trade-off among robustness
and imperceptibility.

The robustness performance of our implemented scheme,
when compared with some mentioned techniques [19,
20, 24, 27] against attacks are illustrated in Table 5. It is
remarked that the implemented scheme provides the better
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Attacks

256256

128x<128

JPEG (QF=10)

JPEG (QF=30)

JPEG (QF=50)

JPEG (QF=00)

Median Filtering
[11]

Median Filtering
[22]

Average Filtering
[11]

Average Filtering
[22]

Speckle Noise
(0.001)

Speckle Noise
(0.002)

Speckle Noise
(0.01)

Fig.5 NC results of applying different attacks on watermark of varying size

0.9961

0.9989

0.9993

0.9996

1.0000

0.9859

1.0000

0.9725

0.9984

0.9970

0.9362

0.9867

0.9987

0.9992

0.9997

1.0000

0.9891

0.9998

0.9775

0.9988

0.9977

0.9738

0.9805

0.9924

0.9977

0.0978
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0.9688

0.9974
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0.99902
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Attacks 256x256 128x128 64x64

Salt & peppers

noise (0.001) 0.9986 0.9992
‘noise [0:002) 0.9966 0.0981 0.0990
noise (0.00)° 0.9274 0.0754 0.0802
nu?s?au(sgilalgl) 0.9934 0.9976 0.9982
no?sae"?ﬁfggz) 0.9723 0.9960 0.9986
noti;saeu(sg.igES} 0.9089 0.9673 0.9859

s 0.0717 0.9951 0.9968

elc-]lijsafﬂg;?i':n 0.6383 0.6276 0.6157

Sharpening 1.0000 0.9998 0.9980

Fig.5 (continued)

ise cllalayae g .
KACST 5,y roglel) SPTINGET



Complex & Intelligent Systems

Table5 NC results of

. . Attacks [19] [20] [24] [27] Proposed method Best
comparison with other four improvement
different schemes (in %)

JPEG with varying QF

10 0.9905 0.9814 0.7924 0.8994 0.9961 25.70

50 0.9785 0.9988 0.9388 0.9626 0.9993 06.44

90 0.9982 0.9995 0.9796 NA 0.9996 02.04
Median filtering

[11] 0.9985 0.9995 0.9860 0.9973 1.0000 01.41

[22] 0.9752 0.9759 0.9457 0.9099 0.9859 04.25
Salt and pepper

0.01 0.7552 0.8451 NA NA 0.9274 22.80

0.001 0.9843 0.9975 0.9251 0.8761 0.9986 13.98
Gaussian noise

0.005 NA 0.7676 NA 0.8311 0.9089 18.40
Speckle noise

0.001 NA 0.9980 0.9800 0.9947 0.9984 01.87

0.005 NA 0.9774 0.9014 NA 0.9860 09.38
Histogram 0.5690 0.5007 0.8716 0.5007 0.6383 27.48

equalization

NC value

o

JPG with 10  JPG with 50 JPG with 90

B Ref [19]

Fig.6 Graphical results for comparison with [19] after attacks

robustness when compared with mentioned techniques for
all the considered attacks except Histogram Equalization
attack. The maximum percentage of improvement of our
scheme, when compared some mentioned techniques [19,
20, 24, 27] is 27.48. Further, graphical representation of
our proposed scheme is compared with previous scheme in
Figs. 6, 7, 8 and 9. It is clearly indicated from figure that
performance of our scheme is found to better in term of all
the attacks under consideration.

Lastly, subjective evaluation [24] is also adopted to
evaluate the image quality, which is defined in Table 6. It

Median
Filetring [1 1] Filetring [2 2]

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Median  Salt & Pepper Salt & Pepper Histoggram

(0.01) (0.001) Equlization

M Proposed method

indicates that the smaller gain has proven to be more suitable
quality of marked image.

Conclusions

This paper described a robust and secure data hiding
algorithm that utilizes LWT-HD-RSVD for embedding
of mark data. A main interesting point of the proposed
solution is the mentioned chaotic encryption-then-wavelet
based compression scheme which enhances the security
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Fig.7 Graphical results for comparison with [20] after attacks
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Fig.8 Graphical results for comparison with [24] after attacks

of the media data over possibly noisy network(s), while = robustness of the scheme. Obtained results verified the
appropriate compression of encrypted data before trans-  effectiveness of our scheme. Furthermore, our scheme is
mission reduces the bandwidth demand. Further, DnCNN more efficient at low cost when compared with similar
is performed at extracted mark data to offer the additional  existing methods.
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Fig.9 Graphical results for comparison with [27] after attacks

Table 6 Subjective evaluation scores

Gain value Marked image quality
0.0008 Outstanding

0.07 Much satisfactory
0.15 Satisfactory

0.2 Not satisfactory
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