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Abstract

A serioussecuritythreattodayis maliciousexecutables,
especiallynew, unseemmaliciousexecutablesoftenarriv-
ing asemailattachmentsThesenew maliciousexecutables
are createdat therate of thousand®veryyearandposea
serioussecuritythreat. Currentanti-virus systemsttempt
to detecthesenew maliciousprogramswith heuristicsgen-
eratedbyhand. Thisapproadis costlyandoftentimesnef-
fective In this paper we presenta data-miningframevork
that detectsnew, previously unseemmaliciousexecutables
accuratelyandautomatically Thedata-miningframewvork
automaticallyfoundpatternsin our datasetandusedthese
patternsto detecta setof new maliciousbinaries. Com-
paring our detectionmethodswith a traditional signatue-
basedmethod,our methodmore than doublesthe current
detectiorratesfor new maliciousexecutables.

1 Intr oduction

A maliciousexecutablds definedto bea programthatper
forms a maliciousfunction, suchas compromisinga sys-
tem’s security damaginga systemor obtaining sensitve
informationwithouttheuserspermissionUsingdatamin-
ing methodspur goalis to automaticallydesignandbuild
ascannethataccuratelydetectamaliciousexecutablebe-
fore they have beengivena chanceto run.

Datamining methodsletectpatternsn largeamountsof
data, suchas byte code, and usethesepatternsto detect
futureinstancesn similar data. Our framework usesclas-
sifiersto detectnew maliciousexecutablesA classifieris a
rule set,or detectionmodel,generatedy the datamining
algorithmthatwastrainedover a givensetof training data.

One of the primary problemsfacedby the virus com-
munity is to devise methodsfor detectingnen malicious
programsghathave notyetbeenanalyzed26]. Eighttoten
maliciousprogramsarecreatecevery dayandmostcannot
beaccuratelydetectedintil signaturehave beengenerated
for them[27]. During this time period, systemsrotected
by signature-basedlgorithmsarevulnerableto attacks.

Malicious executablesarealsousedasattacksfor mary
typesof intrusions.In the DARPA 1999intrusiondetection
evaluation,mary of the attackson the Windows platform
werecausedy maliciousprogramg19]. Recentlyamali-
ciouspieceof codecreateda holein a Microsoft’sinternal
network [23]. Thatattackwasinitiated by a maliciousex-
ecutablethat openeda back-doorinto Microsoft's internal
network resultingin thetheft of Microsoft's sourcecode.

Current virus scannertechnology has two parts: a
signature-basedetectorand a heuristicclassifierthat de-
tectsnew viruses[8]. The classicsignature-basedetec-
tion algorithmrelieson signatues(uniquetelltale strings)
of known maliciousexecutableso generateletectiormod-
els. Signature-baserhethodscreatea uniquetag for each
maliciousprogramsothatfuture examplesof it canbecor
rectly classifiedwith a smallerrorrate. Thesemethodsdo
not generalizewell to detectnen malicious binariesbe-
causeahey arecreatedo giveafalsepositiverateascloseto
zeroaspossible Whenerera detectiormethodgeneralizes
to new instancesthe tradeof is for a higherfalsepositive
rate. Heuristic classifiersaregeneratedby a groupof virus
expertsto detectnew maliciousprograms. This kind of
analysiscanbetime-consumingndoftentimesstill fail to
detectnewn maliciousexecutables.

We designeda framework that useddatamining algo-
rithmsto train multiple classifierson a setof maliciousand
benignexecutablego detectnew examples. The binaries
werefirst staticallyanalyzedo extractpropertiesof the bi-
nary, andthenthe classifierstrainedover a subsetof the
data.

Our goalin the evaluationof this methodwasto simu-
late the task of detectingnen malicious executables.To
do this we separatedur datainto two sets:a training set
andatestsetwith standardcross-alidationmethodology
Thetraining setwasusedby the datamining algorithmsto
generateclassifiersto classify previously unseerbinaries
asmaliciousor benign.A testsetis a subsebf datasethat
hadno examplesin it thatwereseenduringthetraining of
an algorithm. This subsetwasusedto testan algorithms’
performancever similar, unseerdataandits performance



over new maliciousexecutables.Both the testand train-
ing datawere maliciousexecutablegatheredrom public
sources.

We implementeda traditionalsignature-basealgorithm
to comparewith the the datamining algorithmsover new
examples.Using standardstatisticalcross-alidationtech-
niques, our data mining-basedmethod had a detection
rate of 97.76%—morehandoublethe detectionrate of a
signature-basedcannerover a setof new maliciousexe-
cutablesComparingourmethodto industryheuristicscan-
notbedoneatthistime becaus¢he methodgor generating
theseheuristicsare not publishedandthereis no equiva-
lentor statisticallycomparablelataseto which bothtech-
niquesareapplied.However, the framewvork we provide is
fully automaticand could assistexpertsin generatinghe
heuristics.

2 Background

Detectingmalicious executableds not a new problemin
security Early methodausedsignatureso detectmalicious
programs. Thesesignaturesvere composedf mary dif-
ferentproperties:filename text strings,or byte code. Re-
searchalsocenterecn protectingthe systemfrom the se-
curity holesthatthesemaliciousprogramscreated.

Expertswere typically employed to analyzesuspicious
programsby hand. Using their expertise,signaturesvere
found that madea maliciousexecutableexampledifferent
from othermaliciousexecutable®r benignprograms One
exampleof thistypeof analysisvasperformedoy Spaford
[24] whoanalyzedhelnternetWormandprovideddetailed
noteson its spreacdover the Internet,the uniquesignatures
in theworm’s code themethodof theworm’s attack,anda
comprehensie descriptionof systenfailure points.

Althoughaccuratethis methodof analysisis expensve,
andslow. If only a smallsetof maliciousexecutableswill
ever circulate then this methodwill work very well, but
the Wildlist [22] is always changingand expanding. The
Wildlist is a list of maliciousprogramsthat are currently
estimatedo becirculatingat ary giventime.

Current approachego detecting malicious programs
matchthemto a setof known maliciousprograms. The
anti-virus community relies heavily on known byte-code
signaturego detectmalicious programs. More recently
thesebytesequenceweredeterminedy automaticallyex-
aminingknown maliciousbinarieswith probabilisticmeth-
ods.

At IBM, KephartandArnold [9] developeda statistical
methodfor automaticallyextracting maliciousexecutable
signaturesTheirresearctwasbasedn speechrecognition
algorithmsand was shavn to perform almostas good as
a humanexpertat detectingknown maliciousexecutables.
Their algorithmwaseventuallypackagedvith IBM’ s anti-
virus software.

Lo et al. [15] presenteda methodfor filtering mali-

cious code basedon “tell-tale signs” for detectingmali-
ciouscode.Theseweremanuallyengineeredbasedon ob-
servingthe characteristicef maliciouscode.Similarly, fil-

tersfor detectingpropertiesof maliciousexecutablehave
beenproposedfor UNIX systems[10] as well as semi-
automatiomethodsor detectingmaliciouscode[4].

Unfortunately a newv malicious programmay not con-
tain any known signaturesso traditional signature-based
methodsmay not detecta new maliciousexecutable.n an
attemptto solve this problem,the anti-virusindustrygen-
eratesheuristic classifiersby hand[8]. This processcan
be even more costly than generatingsignatures so find-
ing an automaticmethodto generateclassifiershasbeen
the subjectof researchin the anti-virus community To
solvethis problem,differentIBM researcherappliedArti-
ficial Neural Networks(ANNS) to the problemof detecting
bootsectommaliciousbinarieg[25]. An ANN is aclassifier
thatmodelsneuralnetworks exploredin humancognition.
Becauseof the limitations of the implementationof their
classifier they wereunableto analyzearything otherthan
small boot sectorviruseswhich compriseabout5% of all
maliciousbinaries.

UsinganANN classifieiwith all bytesfrom thebootsec-
tor maliciousexecutablesasinput, IBM researchersvere
able to identify 80-85% of unknovn boot sector mali-
ciousexecutablesuccessfullyith alow falsepositiverate
(< 1%). They wereunableto find away to apply ANNSs to
the other95% of computemaliciousbinaries.

In similarwork, Arnold andTesaurd1] appliedthesame
techniquego Win32 binaries but becausef limitations of
theANN classifiethey wereunableto havethecomparable
accurag over newv Win32 binaries.

Our methodis different becausewe analyzedthe en-
tire setof maliciousexecutablesnsteadof only boot-sector
viruses,or only Win32 binaries.

Our techniqueis similar to datamining techniqueghat
have alreadybeenappliedto Intrusion DetectionSystems
by Leeetal. [13, 14]. Their methodswvereappliedto sys-
tem calls and network datato learnhow to detectnew in-
trusions. They reportedgooddetectionratesasa resultof
applyingdatamining to the problemof IDS. We applieda
similar framawork to the problemof detectingnew mali-
ciousexecutables.

3 Methodology

The goal of this work wasto explore a numberof stan-
darddatamining technique$o computeaccurateletectors
for new (unseenpinaries.We gathered large setof pro-
gramsfrom public sourcesandseparatedhe probleminto
two classesmaliciousandbenignexecutables Every ex-
amplein our datasetis a Windows or MS-DOSformatex-
ecutablealthoughthe framewvork we presenis applicable
to otherformats. To standardizeour data-setwe usedan
updatedMacAfee’s[16] virus scanneandlabeledour pro-



gramsaseithermaliciousor benignexecutablesSincethe
virus scannemwas updatedand the viruseswere obtained
from public sourceswe assumehatthe virus scannehas
asignaturefor eachmaliciousvirus.

We split thedataseinto two subsetsthetraining setand
thetestset The datamining algorithmsusedthe training
setwhile generatingthe rule sets. We useda testsetto
checktheaccurag of the classifiersoverunseerexamples.

Next, we automaticallyextracteda binary profile from
eachexamplein our datasetandfrom the binary profiles
we extractedfeaturesto usewith classifiersIn a datamin-
ing framawork, featuresarepropertiesxtractedfrom each
examplein the dataset—suchas byte sequences—that
classifiercanuseto generateletectionmodels. Using dif-
ferentfeatureswe traineda setof datamining classifiers
to distinguishbetweerbenignandmaliciousprograms. It
shouldbenotedthatthefeaturesxtractedwerestaticprop-
ertiesof thebinaryanddid notrequireexecutingthebinary.

The framavork supportsdifferent methodsfor feature
extraction and differentdatamining classifiers. We used
systemresourceinformation, strings and byte sequences
that were extractedfrom the maliciousexecutablesn the
datasetasdifferenttypesof features.We alsousedthree
learningalgorithms:

¢ aninductiverule-basedearnerthatgenerate®oolean
rulesbasedn featureattributes.

e aprobabilisticmethodthatgenerateprobabilitiesthat
anexamplewasin a classgivena setof features.

e a multi-classifier systemthat combinesthe outputs
from severalclassifiergo generate prediction.

To comparethe datamining methodswith a traditional
signature-basethethod,we designedan automaticsigna-
ture generatar Sincethe virus scannethat we usedto la-
bel the datasethad signaturesfor every maliciousexam-
ple in our dataset,it wasnecessaryo implementa simi-
lar signhature-baserhethodto comparewith the datamin-
ing algorithms. Therewas no way to usean off-the-shelf
virus scannelandsimulatethe detectionof new malicious
executabledecausehesecommercialscannergontained
signaturedor all the maliciousexecutablesn our dataset.
Lik e the datamining algorithms the signature-basedlgo-
rithm wasonly allowedto generatesignaturever the set
of training data. This allowed our datamining framework
to befairly comparedo traditionalscannersvernew data.

To quantitatvely expressthe performancef ourmethod
we shaw tableswith the countsfor true positivegTP), true
negatives(TN), false positives(FP), and false negatives
(FN). A true positive is a maliciousexamplethatis cor
rectly taggedas malicious,anda true negative is a benign
examplethatis correctlyclassified A falsepositiveis abe-
nign programthathasbeenmislabeledby analgorithmas
a maliciousprogram,while a falsenegative is a malicious
executabléghathasbeenmisclassifiecasabenignprogram.

To evaluatethe performancewe computethe falsepos-
itive rate andthe detectionrate. The falsepositive rateis
thenumberof benignexampleghataremislabeledcasmali-
ciousdividedby thetotal numberof benignexamples.The
detectiorrateis the numberof maliciousexampleghatare
caughtdivided by thetotal numberof maliciousexamples.

3.1 DatasetDescription

Our dataset consistedof a total of 4,266 programssplit
into 3,265 malicious binariesand 1,001 clean programs.
Therewereno duplicateprogramsn thedatasetandevery
examplein the setis labeledeithermaliciousor benignby
thecommercialvirus scanner

The maliciousexecutablesvere downloadedfrom var
ious FTP sites and were labeledby a commercialvirus
scannemwith the correctclasslabel (maliciousor benign)
for our method. 5% of the data set was composedof
Trojans and the other 95% consistedof viruses. Most
of the clean programswere gatheredfrom a freshly in-
stalledWindows 98 machinerunning MSOffice 97 while
othersare small executablesdownloadedfrom the Inter-
net. The entire datasetis available from our Web site
http://wwwcs.columbia.edu/ids/mef/softvedr

We also examined a subsetof the data that was in
Portable Executabl€PE)[17] format. Thedatasetconsist-
ing of PEformatexecutablesvascomposeddf 206benign
programsand38 maliciousexecutables.

After verification of the datasetthe next step of our
methodwasto extractfeaturedrom the programs.

4 Feature Extraction

In this sectionwe detail all of our choicesof features.We
statically extracteddifferentfeaturesthat representediif-
ferentinformationcontainedvithin eachbinary. Thesefea-
tureswerethenusedby thealgorithmsto generateletection
models.

We first examineonly thesubsebf PE executablesising
LibBFD. Thenwe usedmore generalmethodsto extract
featuredrom all typesof binaries.

4.1 LibBFD

Ourfirst intuition into the problemwasto extractinforma-
tion from the binary that would dictateits behaior. The
problemof predictinga programsbehaior canbereduced
to the halting problemandhenceis undecidablg2]. Per
fectly predictinga programs behaior is unattainableébut
estimatingvhata programcanor cannotdois possible For
instancaf a Windows executabledoesnot call theUserIn-
terfacesDynamicallyLinkedLibrary(USER32.DLL)then
we could assumehatthe programdoesnot have the stan-
dard Windows userinterface. This is of coursean over
simplificationof the problembecaus¢heauthorof thatex-



amplecouldhavewritten or linkedto anothemuserinterface
library, but it did provide uswith someinsightto anappro-
priatefeatureset.

To extractresourcanformationfrom Windows executa-
bleswe usedGNU'’s Bin—Ultils [5]. GNU’s Bin—Ultils suite
of tools cananalyzePE binarieswithin Windows. In PE,
or CommonObjectFile Format (COFF),programheaders
are composedf a COFF header an Optional header an
MS-DOSstub,andafile signature Fromthe PEheademwe
usedibBFD, alibrary within Bin—Utils, to extractinforma-
tion in objectformat Objectformatfor a PE binary gives
thefile size,thenameof DLLs, andthenameof function
callswithin thoseDLLs andRelocationTables. Fromthe
objectformat, we extracteda setof featureso composea
featurevectorfor eachbinary.

To understandhow resourcesffecteda binary’s beha-
ior we performedour experimentaisingthreetypesof fea-
tures:

1. Thelist of DLLs usedby thebinary
2. Thelist of DLL functioncallsmadeby thebinary

3. The numberof different function calls within each
DLL

The first approacho binary profiling (shovn in Figure
1) usedthe DLLs loadedby the binary as features. The
featurevector comprisedof 30 booleanvaluesrepresent-
ing whetheror not a binary useda DLL. Typically, not
every DLL wasusedin all of the binaries,but a major
ity of the binariescalledthe sameresource.For example,
almostevery binary calledGDI32.DLL, whichis the Win-
dows NT GraphicsDevice Interfaceandis a corecompo-
nentof WinNT.

—advapi32 A avicap32 A ... A winmm A ~wsock32

Figure 1. First FeatureVector: A conjunctionof DLL
names

The example vector given in Figure 1 is composedof
at leasttwo unusedresources:ADVAPI32.DLL, the Ad-
vancedwindows API, andWSOCK32.DLL,theWindows
Soclets API. It also usesat leasttwo resources: AVI-
CAP32.DLL,theAVI captureAPl, andWINNM.DLL, the
Windows Multimedia API.

The secondapproacho binary profiling (seenin Figure
2) usedDLLs andtheir functioncalls asfeatures.This ap-
proachwassimilarto thefirst, but with addedfunctioncall
information. The featurevectorwas composedf 2,229
booleanvalues.Becausesomeof the DLL’'s hadthe same
functionnamest wasimportantto recordwhich DLL the
functioncamefrom.

The example vector given in Figure 2 is composedof
at leastfour resources.Two functionswerecalledin AD-
VAPI32.DLL: AdjustTokenPriileges() and GetFileSecu-

advapi32. AdjustT oken Privileges()
A advapid2.GetFileSecurityA() A ...
A wsock32.recv() A wsock32.send()

Figure2: SecondreatureVector: A conjunctionof DLL’s
andthefunctionscalledinsideeachDLL

rityA(), andtwo functionsin WSOCK32.DLL:recv() and
send().

Thethird approacho binary profiling (seenin Figure3)
countedthe numberof differentfunction calls usedwithin
eachDLL. The featurevectorincluded30 integer values.
This profile givesa roughmeasureof how heavily a DLL
is usedwithin a specificbinary. Intuitively, in theresource
modelswe have beenexploring, this is a macro-resource
usagemodelbecauseghe numberof callsto eachresource
is countednsteaddf detailingreferencedunctions.For ex-
ample,if aprogramonly calledtherecv() andsend()func-
tions of WSOCK32.DLL, thenthe countwould be 2. It
shouldbe notedthatwe do not countthe numberof times
thosefunctionsmight have beencalled.

advapid2 =2 A avicap32 = 10 A ...
A winmm =8 Awsock32 =2

Figure 3: Third FeatureVector: A conjunctionof DLL’s
anda countof the numberof functionscalledinsideeach
DLL

Theexamplevectorgivenin Figure3 describesanexam-
ple that calls two functionsin ADVAPI32.DLL, ten func-
tionsin AVICAP32.DLL, eightfunctionsin WINNM.DLL
andtwo functionsfrom WSOCK32.DLL.

All of the information aboutthe binary was obtained
from the programheader In addition,the informationwas
obtainedwithout executingthe unknovn programbut by
examiningthe staticpropertieof thebinary, usinglibBFD.

Since we could not analyze the entire datasetwith
libBFD we found anothermethodfor extracting features
thatworksovertheentiredatasetWe describethatmethod
next.

4.2 GNU Strings

During the analysisof our libBFD method we noticed
that headerdn PE-formatwerein plain text. This meant
that we could extract the sameinformation from the PE-
executableshy just extractingthe plain text headers.We

alsonoticedthat non-PEexecutablesalsohave stringsen-
codedin them. We theorizedthatwe could usethis infor-

mationto classifythefull 4,266item datasetinsteadof the



smalllibBFD dataset.

To extract featuresfrom the first datasetof 4,266 pro-
gramswe usedthe GNU strings program. The strings
programextractsconsecutie printablecharacterérom ary
file. Typically thereare mary printablestringsin binary
files. Somecommonstringsfoundin our datasetreillus-
tratedin Tablel.

windows
win
null

kernel microsoft
getwersion | getstartupinfoa
messageboxpa closehandle

getmodulehandleg
getmodulefilenamep
dispatchmessages

&

library getprocaddress adwapi getlasterror
loadlibrarya| exitprocess heap getcommandlinea
reloc createfilea | writefile setfilepointer
application | shovwindow time regcloseley

Table 1: Commonstrings extractedfrom binariesusing
GNU strings

Throughtestingwe foundthatthereweresimilar strings
in malicious executablesthat distinguishedthem from
clean programs,and similar stringsin benign programs
thatdistinguishedhemfrom maliciousexecutables Each
stringin thebinarywasusedasafeature.Iln thedatamining
step,we discusshow a frequeng analysiswasperformed
overall thebytesequenceundin our dataset.

The stringscontainedn a binary may consistof reused
codefragments,authorsignaturesfile names systemre-
sourceinformation, etc. This methodof detectingmali-
ciousexecutabless alreadyusedby the anti-maliciousex-
ecutablecommunityto createsignaturegor maliciousexe-
cutables.

Extractedstringsfrom anexecutablearenot very robust
asfeatureshecausehey canbe changeckasily sowe ana-
lyzedanotheffeature byte sequences.

4.3 Byte SequencedJsing Hexdump

Byte sequencearethelastsetof featureghatwe usedover
the entire4,266memberdataset. We usedhexdump[18],
a tool that transformsbinary files into hexadecimalfiles.
The byte sequencéeatureis the mostinformative because
it representshe machinecodein an executablensteadof
resourcanformationlike libBFD features.Secondlyana-
lyzing the entirebinary givesmoreinformationfor non-PE
formatexecutableshanthe stringsmethod.

After we generatedhehexdumpswe hadfeaturesasdis-
playedin Figure 4 whereeachline represents shortse-
quenceof machinecodeinstructions.

We againassumedhatthereweresimilarinstructionsin
maliciousexecutableshatdifferentiatedhemfrom benign
programs,and the classof benignprogramshad similar
byte codethat differentiatedthemfrom the maliciousex-
ecutablesAlso like thestringfeaturesgachbyte sequence
in abinaryis usedasafeature.

1f0e 0ebab400cd09b8214c0121cd6854
73697020672 72676d61722071656975
65722073694d7263736f666f20746957
646e776f2e730a0d0024000000000000
454e3c05026¢00090000000003020004
04002800392400010000000400040006
000c00400060021e0238024402f5 0000
0001000400000802003213040000030a

Figure4: ExampleHexdump

5 Algorithms

In this sectionwe describeall the algorithmspresentedn
this paperaswell asthe signature-basethethodusedfor
comparison. We usedthree different data mining algo-
rithmsto generateclassifierswith differentfeatures:RIP-
PER,Naive Bayes,anda Multi-Classifiersystem.

We describethe signature-basenhethodfirst.

5.1 Signature Methods

We examinesignature-basethethodsto compareour re-

sultsto traditionalanti-virusmethods Signature-basede-
tectionmethodsarethemostcommonlyusedalgorithmsin

industry[27]. Thesesignaturesare pickedto differentiate
one malicious executablefrom anothey and from benign
programs.Thesesignaturesare generatedy an expertin

thefield or anautomaticmethod. Typically, a signatures

pickedto illustratethe distinct propertiesof a specificma-
licious executable.

We implementeda signature-basedcannerwith this
methodthat follows a simplealgorithmfor signaturegen-
eration. First, we calculatedthe byte-sequencethat were
only foundin the maliciousexecutableclass. Thesebyte-
sequencesvere then concatenatedogetherto make a
unigue signaturefor eachmalicious executableexample.
Thus, eachmaliciousexecutablesignaturecontainedonly
byte-sequencdsundin themaliciousexecutableclass.To
make the signatureunique, the byte-sequencefound in
eachexamplewereconcatenatetbgetherto form onesig-
nature.Thiswasdonebecause byte-sequencthatis only
foundin oneclassduringtraining could possiblybe found
in the otherclassduringtesting[9], andleadto falseposi-
tivesin testing.

Themethoddescribedabovefor thecommerciakcanner
was never intendedto detectunknovn maliciousbinaries,
but the datamining algorithmsthatfollow werebuilt to de-
tectnew maliciousexecutables.

5.2 RIPPER

The next algorithmwe used,RIPPER[3], is aninductive
rule learner This algorithm generateda detectionmodel
composedf resourcerulesthat wasbuilt to detectfuture



examplesof malicious executables. This algorithm used
libBFD informationasfeatures.

RIPPERIs arule-basedearnerthatbuilds a setof rules
that identify the classesawhile minimizing the amountof
error. Theerroris definedby the numberof training exam-
plesmisclassifiedby therules.

An inductive algorithm learnswhat a malicious exe-
cutableis given a setof training examples. The four fea-
turesseenin Table2 are:

1. “Doesit have aGUI?"
2. “Doesit performamaliciousfunction?”
3. “Doesit compromisesystemsecurity?”
4. “Doesit deletefiles?”

andfinally the classquestiorfls it malicious?”

Hasa | Malicious | Compromise| Deletes Is it
GUI? | Function?| Security? | Files? || malicious?
yes yes yes no yes
no yes yes yes yes
yes no no yes no
yes yes yes yes yes

Table 2: Examplelnductive Training Set. Intuitively all
maliciousexecutablesharethe secondandthird feature,
“yes” and“yes” respectiely.

Thedefiningpropertyof any inductivelearneristhatnoa
priori assumptiondave beenmaderegardingthefinal con-
cept. Theinductivelearningalgorithmmalkesasits primary
assumptiohatthedatatrainedoveris similarin someway
to theunseerdata.

A hypothesisgeneratedy an inductive learningalgo-
rithm for this learningproblemhasfour attributes. Each
attributewill have oneof thesevalues:

1. T, truth,indicatingary valueis acceptablén this po-
sition,

2. avalue,eitheryes,or no,is neededn this position,or

3. a L, falsity, indicatingthatno valueis acceptabldor
this position

For example, the hypothesis(T, T, T, T) and the hy-
pothesis(yes, yes, yes, no) would make the first example
true. (T, T, T, T) would make ary featuresettrue and
(yes, yes, yes, no) is the setof featuresfor exampleone.

The algorithmwe describeis Find-S[20]. Find-Sfinds
the most specific hypothesisthat is consistentwith the
training examples. For a positive training examplethe al-
gorithmreplacesary attribute in the hypothesighatis in-
consistentwith the training examplewith a more general
attribute. Of all the hypothesewaluesl is more general

than2 and?2 is moregeneratthan3. For a negative exam-
ple the algorithm doesnothing. Positive examplesin this
problemare definedto be the malicious executablesand
negative examplesarethe benignprograms.

The initial hypothesis that Find-S starts with is
(L,L,1,1). This hypothesisis the most specific
becauseit is true over the fewest possible examples,
none. Examiningthe first positive examplein Table 2,
(yes,yes, yes, no), the algorithm choosesthe next most
specifichypothesis(yes, yes, yes,no). The next positive
example {no, no, no, yes), isinconsistentvith thehypoth-
esisin its first andfourth attribute (“Doesit have a GUI?”
and“Doesit deletefiles?”) andthoseattributesin the hy-
pothesigget replacedwith the next mostgeneralattribute,
T.

The resultinghypothesisafter two positive examplesis
(T,yes, yes, T). Thealgorithmskipsthe third example,a
negative example,andfinds thatthis hypothesids consis-
tentwith thefinal examplein Table2. Thefinal rule for the
trainingdatalistedin Table2is (T, yes,yes, T). Therule
statesthat the attributesof a maliciousexecutable based
on training data, are that it hasa maliciousfunction and
compromisesystemsecurity This is consistenwith the
definition of a maliciousexecutablewe gave in the intro-
duction. It doesnot matterin this exampleif a malicious
executabledeletediles, or if it hasa GUI or not.

Find-Sis arelatively simplealgorithmwhile RIPPERis
morecomple. RIPPERIooksatbothpositve andnegative
examplesto generatea setof hypotheseshatmoreclosely
approximatehetargetconceptwhile Find-Sgeneratesne
hypothesighatapproximateshetargetconcept.

5.3 Naive Bayes

The next classifierwe describels a Naive Bayesclassifier
[6]. Thenaive Bayesclassifiercomputeghelik elihoodthat
aprogramis maliciousgiventhefeatureghatarecontained
in the program. This methodusedboth stringsand byte-
sequencelatato computea probability of a binary’s mali-
ciousnesglivenits features.

Nigametal. [21] performeda similar experimentwhen
they classifiedtext documentsaccordingto which news-
group they originatedfrom. In this methodwe treated
eachexecutables featuresas a text documentand classi-
fied basednthat. Themainassumptiornn thisapproachs
thatthebinariescontainsimilarfeaturesuchassignatures,
machineinstructionsetc.

Specifically we wantedto computethe classof a pro-
gramgiven that the programcontainsa setof featuresF'.
We defineC to bearandomvariableoverthesetof classes:
benign and malicious executables. That is, we want to
computeP(C|F), the probability that a programis in a
certainclassgiventhe programcontainsthe setof features
F. We applyBayesrule andexpressthe probability as:



pcip) = PEQLPO)

To usethe naive Bayesrule we assuméhatthefeatures
occurindependentlyfrom one another If the featuresof
a programF' includethe featuresF, Fs, F3, ..., F,, then
equation(1) becomes:

(1)

_ IIiZ, P(F|C) = P(C)
P(C|F) T, P(F) ()

EachP(F;|C) is thefrequeng thatstring F; occursin a
programof classC. P(C) is the proportionof the classC
in the entiresetof programs.

The output of the classifieris the highest probability
classfor a givensetof strings. Sincethe denominatorof
(1) is the samefor all classesve take the maximumclass
overall classes” of theprobabilityof eachclasscomputed
in (2) to get:

MostLikely Class= max (P(C) H P(F,-|C)> (3)

=1

In (3), we usemax¢ to denotethe functionthatreturns
the classwith the highestprobability. Most Likely Class
is theclassin C with the highestprobabilityandhencethe
mostlik ely classificatiornf the examplewith featuresF'.

To train the classifier we recordedchow mary programs
in eachclasscontainedeachuniquefeature. We usedthis
informationto classifya new programinto anappropriate
class.We first usedfeatureextractionto determinehefea-
turescontainedn the program.Thenwe appliedequation
(3) to computethe mostlik ely classfor the program.

We usedthe Naive Bayesalgorithm and computedthe
mostlikely classfor byte sequenceandstrings.

5.4 Multi-Nai ve Bayes

Thenext datamining algorithmwe describds Multi-Naive
Bayes.Thisalgorithmwasessentiallya collectionof Naive
Bayesalgorithmsthatvotedon anoverall classificatiorfor
an example. EachNaive Bayesalgorithm classifiedthe
examplesin the test set as malicious or benignand this
countedasa vote. The voteswerecombinedby the Multi-
Naive Bayesalgorithmto outputafinal classificatiorfor all
the Naive Bayes.

This methodwasrequiredbecausevenusingamachine
with onegigabyteof RAM, thesizeof the binary datawas
too large to fit into memory The Naive Bayesalgorithm
requireda tableof all stringsor bytesto computeits prob-
abilities. To correctthis problemwe divided the problem
into smallerpiecesthatwould fit in memoryandtraineda
Naive Bayesalgorithmover eachof the subproblems.

We split the dataevenly into severalsetsby puttingeach
ith line in the binary into the ( mod n)th setwheren is

the numberof sets.For eachsetwe traineda Naive Bayes
classifier Our predictionfor a binaryis the productof the
predictionsof then classifiers.In our experimentsve use
6 classifierqn = 6).

More formally, the Multi-Naive Bayespromotesa vote
of confidencebetweenall of the underlyingNaive Bayes
classifiers.Eachclassifiergivesa probability of a classC
given a setof bytes F' which the Multi-Naive Bayesuses
to generatea probability for classC' given F' over all the
classifiers.

We want to computethe likelihood of a classC given
bytes F' and the probabilitieslearnedby each classifier
NaiveBayes;. In equation(4) we computedthe likeli-
hood,Lng(C|F), of classC givenasetof bytesF.

|NB]
Lyg(C|F) = [ Pn:(C|F)/PxB,(C)  (4)
i=1
where N B; is a Naive Bayesclassifierand N B is the set
of all combinedNaive Bayesclassifiers(in our case6).
Py i (C|F) (generatedrom equation(2)) is the probabil-
ity for classC' computedby the classifier Naive Bayes;
given F' divided by the probability of classC computed
by NaiveBayes;. Each Pyp:(C|F) was divided by
Py, (C) to remove the redundantprobabilities. All the
termsweremultiplied togethetto computeL x5 (C| F), the
final likelihoodof C given F. |N B is the sizeof the set
NB suchthatVN B;eN B.

The outputof the multi-classifiergivena setof bytesF
is the classof highestprobability over the classesgiven
Lyp(C|F) and Pyp(C) the prior probability of a given
class.

MostLikely Class= max (Pnp(C) *x Lyp(C|F)) (5)

MostLikely Classistheclassin C with thehighesiprob-
ability hencethe mostlikely classificationof the example
with featuresF’, andmazx ¢ returnstheclasswith thehigh-
estlikelihood.

6 Rules

Eachdatamining algorithm generatedts own rule setto
evaluatenew examples. Thesedetectionmodelswerethe
final resultof our experiments. Eachalgorithm’s rule set
could be incorporatedinto a scannerto detectmalicious
programs. The generationof the rulesonly neededo be
done periodically and the rule set distributed in orderto
detectnewn maliciousexecutables.

6.1 RIPPER

RIPPERS ruleswerebuilt to generalizeover unseerexam-
ples so the rule setwas more compactthanthe signature



basedmethods.For the datasetthat contained3,301 ma-
licious executableghe RIPPERrule setcontaineche five
rulesin Figure5.

malicious := —user32.EndDialog() A
kernel32. EnumCalendarInfoA()
malicious := —wuser32.LoadIconA() A
—kernel32.GetTempPathA() A —~advapi32.
malicious := shell32.ExtractAssociatedIconA()
malicious = msvbuvm.
benign : —  otherwise

Figure5: SampleClassificatiorRulesusingfeaturefound
in Figure2

Here,a maliciousexecutablavasconsistentwvith oneof
four hypotheses:

1. it did not call user32.EndDialog(put it did call ker-
nel32.EnumCalendarinfoA\(

2.it did not call user32.LoadlconA(), ker
nel32.GetEmpRathA(), or ary function in ad-
vapi32.dll

3. it calledshell32.ExtractAssociatediconA(),

4. it called ary function in msvbbm.dll,the Microsoft
VisualBasicLibrary

A binaryis labeledbenignif it is inconsistentvith all of
themaliciousbinary hypothese# Figure5s.

6.2 Naive Bayes

The Naive Bayesrules were more complicatedthan the
RIPPERandsignaturebasechypothesesTheserulestook
theform of P(F'|C), theprobabilityof anexampleF’ given
aclassC. Theprobabilityfor a stringoccurringin a class
is thetotal numberof timesit occurredn thatclasss train-
ing setdivided by the total numberof timesthatthe string
occurredover the entiretraining set. Thesehypothesesre
illustratedin Figure6.

P(“windows” |benign) = 45/47
P(“windows” |malicious) = 2/47

P(“%x.COM”|benign) = 1/12
P(“%.COM”|malicious) = 11/12

Figure 6: Sample classificationrules found by Naive
Bayes.

Here,thestring“windows” waspredictecto morelikely
to occurin abenignprogramandstring“*.COM” wasmore
thanlikely in amaliciousexecutableprogram.

However this leadsto a problem when a string (e.g.
“CH20H-CHOH-CH20H") only occurredin oneset, for
example only in the malicious executables. The proba-
bility of “CH20H-CHOH-CH20H"occurringin ary future
benignexampleis predictedto be 0, but this is anincor
rectassumptionlf a ChemistryTA's programwaswritten
to print out“CH20H-CHOH-CH20H"(glycerol)it will al-
waysbe taggeda maliciousexecutableavenif it hasother
stringsin it thatwould have labeledit benign.

In Figure6 thestring“*.COM” doesnotoccurin ary be-
nign programssothe probability of “*.COM” occurringin
classbenignis approximatedo be 1/12 insteadof 0/11.
This approximategeal world probability that any string
could occurin both classesvenif during trainingit was
only seenin oneclass[9].

6.3 Multi-Nai ve Bayes

The rule setsgeneratedby our Multi-Naive Bayesalgo-
rithm are the collection of the rules generatedy eachof
the componeniNaive Bayesclassifiers.For eachclassifier
thereis arule setsuchastheonein Figure6. Theprobabili-
tiesin therulesfor thedifferentclassifieranaybedifferent
becausehe underlyingdatathat eachclassifieris trained
onis different. The predictionof the Multi-Naive Bayesal-
gorithmis the productof the predictionsof the underlying
Naive Bayesclassifiers.

7 Resultsand Analysis

We estimateourresultsover new databy using5-fold cross
validation[12]. Crossvalidationis the standardnethodto
estimatelikely predictionsover unseerdatain DataMin-
ing. For eachsetof binary profileswe partitionedthe data
into 5 equalsize groups. We used4 of the partitionsfor
trainingandthenevaluatedthe rule setover theremaining
partition. Thenwe repeatedhe processs times leaving
out a different partition for testingeachtime. This gave
us a very reliable measureof our methods accurag over
unseerdata. We averagedhe resultsof thesefive teststo
obtainagoodmeasuref how thealgorithmperformsover
theentireset.

To evaluateour systemwe were interestedin several
quantities:

1. True Positves (TP), the numberof malicious exe-
cutableexamplesclassifiedasmaliciousexecutables

2. True Negatives(TN), the numberof benignprograms
classifiedasbenign.

3. FalsePositives(FP), the numberof benignprograms
classifiedasmaliciousexecutables



4. FalseNegatives (FN), the numberof maliciousexe-
cutablesclassifiedasbenignbinaries.

We wereinterestedn the detectionrateof the classifier
In our casethis wasthe percentagef the total malicious
programslabeledmalicious. We were also interestedin
the falsepositive rate. This wasthe percentag®f benign
programsvhichwerelabeledasmalicious,alsocalledfalse
alarms.

The Detection Rate is defined as

TP
te ThirN ralse
Positve Rate as 7y rp. and Overall Accuragy as
TP+TN

TPFTNTFPTFN - The resultsof all experimentsare pre-
sentedn Table3.

For all the algorithmswe plotted the detectionrate vs.
falsepositive rateusingReceiveilOperating Characteristic
(ROC) curves[11]. ROC curvesarea way of visualizing
thetrade-ofs betweerdetectionandfalsepositive rates.

7.1 Signature Method

Asis shovnin Table3, thesignaturenethodhadthelowest
falsepositive rate, 0% This algorithmalsohadthe lowest
detectiorrate,33.75%,andaccurag rate,49.28%.

Sincewe usethis methodto comparewith the learning
algorithmswe plot its ROC curvesagainsthe RIPPERal-
gorithmin Figure7 andagainsthe Naive BayesandMulti-
Naive Bayesalgorithmsin Figure8.

The detectionrate of the signature-basethethodis in-
herentlylow over new executabledecausédhe signatures
generatedvereneverdesignedo detectnew maliciousex-
ecutablesAlso it shouldbe notedthatalthoughthe signa-
ture basedmethodonly detected33.75%0f new malicious
programsthemethoddid detectl00%of the maliciousbi-
nariesthatit hadseenbeforewith a 0% falsepositive rate.

7.2 RIPPER

The RIPPERresultsshavn in Table 3 areroughly equi-
alentto eachotherin detectionratesandoverall accurag,
but the methodusingfeaturesfrom Figure2, alist of DLL
functioncalls,hasa higherdetectiorrate.

The ROC curvesfor all RIPPERvariationsareshavn in
Figure7. Thelowestline representfRIPPERusingDLLs
only asfeatures,andit wasroughly linear in its growth.
This meansthat as we increasedetectionrate by 5% the
falsepositive would alsoincreaseby roughly 5%.

The otherlines are concare down so therewas an op-
timal trade-of betweendetectionand false alarms. For
DLL’swith CountedFunctionCallsthis optimal point was
whenthefalsepositive ratewas10%andthedetectiorrate
wasequalto 75%. For DLLs with FunctionCallsthe opti-
mal pointwaswhenthefalsepositive ratewas12%andthe
detectiorratewaslessthan90%.
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Figure 7: RIPPERROC. Notice that the RIPPERcurves
have a higher detectionrate than the comparisonrmethod
with false-positie ratesgreaterthan7%.

7.3 Naive Bayes

The Naive Bayesalgorithm using stringsas featuresper

formedthe bestout of the learningalgorithmsand better
than the signaturemethodin termsof false positive rate
andoverall accurag (seeTable3). It is the mostaccurate
algorithmwith 97.11%and within 1% of the highestde-

tectionrate,Multi-Naive Bayeswith 97.76%.It performed
betterthanthe RIPPERmethodsn every category.

In Figure 8, the slopeof the Naive Bayescurwe is ini-
tially muchsteepethanthe Multi-Naive Bayes.TheNaive
Bayeswith stringsalgorithmhasbetterdetectionratesfor
smallfalsepositive rates.lts resultsweregreatethan90%
accurag with afalsepositive ratelessthan2%.
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Figure8: Naive BayesandMulti-Naive BayesROC. Note
thatthe Naive BayesandMulti-Naive Bayesmethodshave
higher detectionrate than the signaturemethod with a
greaterthan0.5%falsepositive rate.



Profile True True False False Detection| FalsePositive| Overall
Type Positives(TP) | Negatives(TN) | Positives(FP) | Negatives(FN) Rate Rate Accuracy
SignatureMethod

— Bytes 1102 1000 0 2163 33.75% 0% 49.28%
RIPPER

— DLLs used 22 187 19 16 57.89% 9.22% 83.62%
— DLL functioncalls 27 190 16 11 71.05% 7.77% 89.36%
— DLLs with

countedfunctioncalls 20 195 11 18 52.63% 5.34% 89.07%
Naive Bayes

— Strings 3176 960 41 89 97.43% 3.80% 97.11%
Multi-Naive Bayes

— Bytes 3191 940 61 74 97.76% 6.01% 96.88%

Table 3: Thesearethe resultsof classifyingnew maliciousprogramsorganizedby algorithmandfeature. Multi-Naive
BayesusingByteshadthe highestDetectionRate,and SignatureMethodwith stringshadthe lowestFalsePositive Rate.
Highestoverall accurag wasthe Naive Bayesalgorithmwith strings. Note thatthe detectionratefor the signature-based

methodsarelower thanthe datamining methods.

7.4 Multi-Nai ve Bayes

The Multi-Naive Bayesalgorithm using bytesas features
hadthe highestdetectionrateout of ary methodwe tested,
97.76%. The falsepositive rateat 6.01%was higherthan
the Naive Bayesmethodg3.80%)andthe signaturemeth-
ods(< 1%).

The ROC curvesin Figure8 shav a slower growth than
theNaive Bayeswith stringsmethoduntil thefalsepositive
rateclimbedabore 4%. Thenthetwo algorithmscornverged
for falsepositive ratesgreatetthan6% with a detectiorrate
greaterthan95%.

7.5 SameModel, Different Applications

The ROC curvesin Figures7 and 8 alsolet security ex-
pertsunderstandhow to tailor this framework to their spe-
cific needs. For example,in a securecomputingsetting,
it may be more importantto have a high detectionrate
of 98.79%,in which casethe falsepositive ratewould in-
creasdo 8.87%.0r if theframewnork wereto beintegrated
into a mail sener, it may be moreimportantto have a low
falsepositiveratebelow 1% (0.39%FPratein ourcaseand
adetectiorrateof 65.62%for new maliciousprograms.

8 DefeatingDetectionModels

Althoughthesemethodscandetectnew maliciousexecuta-
bles,a maliciousexecutableauthorcould bypassdetection
if the detectiormodelwereto becompromised.

First, to defeatthe signature-basethethodrequiresre-
moving all malicious signaturesfrom the binary. Since
thesearetypically asubsebf amaliciousexecutablestotal
data,changingthe signatureof a binarywould be possible
althoughdifficult.

Defeatingthe modelsgeneratecdby RIPPERwould re-
quire generatingunctionsthatwould changethe resource
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usage.Thesefunctionsdo not have to be calledby the bi-
nary but would changethe resourcesignatureof an exe-
cutable.

To defeatour implementatiorof the Naive Bayesclas-
sifier it would be necessaryo changea significantnum-
ber of featuresin the example. Oneway this canbe done
is throughencryption but encryptionwill addoverheado
smallmaliciousexecutables.

We correctedthe problemof authorsevadinga strings-
basedule setby initially classifyingeachexampleasma-
licious. If no stringsthatwere containedn the binary had
ever beenusedfor training thenthe final classwas mali-
cious. If therewere stringscontainedin the programthat
the algorithmhad seenbeforethenthe probabilitieswere
computechormallyaccordingo theNaive Bayesrule from
Section4.3. This took careof theinstancewherea binary
hadencryptedstrings,or hadchangedall of its strings.

The Multi-Naive Bayesmethodimproved on thesere-
sultsbecausehangingevery line of byte codein the Naive
Bayesdetectionmodel would be an even more difficult
propositionthan changingall the strings. Changingthis
mary of thelinesin a programwould changethe binary’s
behaior significantly Remaring all lines of codethatap-
pearin our modelwould be difficult andtime consuming,
andeventhenif noneof the byte sequence the exam-
ple hadbeenusedfor training thenthe examplewould be
initially classifiedasmalicious.

TheMulti-Naive Bayesis amoresecuremodelof detec-
tion than ary of the other methodsdiscussedn this pa-
per becausewe evaluatea binary’s entire instruction set
whereassignaturemethoddooks for sgmentsof byte se-
quences.It is much easierfor maliciousprogramauthors
to modify thelines of codethata signaturerepresentshan
to changeall the lines containedin the programto evade
a Naive Bayesor Multi-Naive Bayesmodel. The byte se-
quencemodelis the mostsecuremodelwe devisedin our
test.



A further securityconcernis what happensvhen mali-
cioussoftwarewriters obtaincopiesof the maliciousbina-
riesthatwe could not detect,andusethesefalsenegatives
to generat@ew malicioussoftware.Presumablyhiswould
allow themto circumventour detectionmodels but in fact
having a larger setof similar false negativeswould make
our modelmoreaccurate.In otherwords,if maliciousbi-
nary authorsclone the undetectabléinaries,they arein
effect makingit easierfor this framework to detecttheir
programsThemoredatathatthemethodanalyzesandthe
morefalsepositivesandfalsenegativesthatit learnsfrom,
the more accuratethe methodbecomesat distinguishing
betweerbenignandmaliciousprograms.

9 Conclusions

Thefirst contribution thatwe presentedh this papemwasa
methodfor detectingpreviously undetectablenaliciousex-
ecutables.We shaved this by comparingour resultswith
traditionalsignature-baseshethodsandwith otherlearning
algorithms. The Multi-Naive Bayesmethodhadthe high-
estaccuray anddetectionrate of any algorithmover un-
known programs 97.76%,over doublethe detectionrates
of signature-basenhethods Its rule setwasalsomoredif-
ficult to defeatthanothermethodsecausall lines of ma-
chineinstructionswould have to be changedo avoid de-
tection.

The first problem with traditional anti-maliciousexe-
cutabledetectionmethodsis thatin orderto detecta new
malicious executable the programneedsto be examined
anda signatureextractedfrom it andincludedin the anti-
maliciousexecutablesoftwaredatabaseThedifficulty with
this methodis thatduringthetime requiredfor a malicious
programto beidentified,analyzedandsignatureso bedis-
tributed,systemsareat risk from that program.Our meth-
ods may provide a defenseduring thattime. With a low
falsepositive rate,theincornvenienceo theenduserwould
be minimal while providing ampledefenseduringthetime
beforeanupdateof modelsis available.

Virus Scannersireupdatedaboutevery month.240-300
nev maliciousexecutablesare createdin thattime (8-10
aday[27]). Our methodwould catchroughly 216—270of
thosenew maliciousexecutablesvithout the needfor an
updatewhereadraditionalmethodswould catchonly 87—
109. Our methodmorethandoublesthe detectionrate of
signaturebasednethodgor new maliciousbinaries.

The methodsdiscussedn this paperare being imple-
mentedas a network mail filter. We are implementinga
network-level emailfilter thatusesour algorithmsto catch
malicious executablesbefore usersreceive them through
their mail. We caneitherwrap the potentialmaliciousex-
ecutableor we canblockit. This hasthe potentialto stop
somemaliciousexecutablesn thenetwork andpreventDe-
nial of Service(DoS)attacksby maliciousexecutableslf a
maliciousbinary accessea users addrespook andmails
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copiesof itself out overthe network, eventuallymostusers
of the LAN will clog the network by sendingeachother
copiesof the samemaliciousexecutable Thisis very simi-
lar to theold InternetWorm attack.Stoppingthe malicious
executabledrom replicatingon a network level would be
very advantageous.

Since both the Naive Bayes and Multi-Naive Bayes
methodsareprobabilisticwe canalsotell if abinaryis bor-
derline. A borderlinebinaryis a programthat hassimilar
probabilitiesfor bothclassegi.e., couldbe amaliciousex-
ecutableor abenignprogram).If it is aborderlinecasewe
have an optionin the network filter to senda copy of the
maliciousexecutablego a centralrepositorysuchasCERT.
There,it canbe examinedby humanexperts.

9.1 FutureWork

Futurework involvesextendingour learningalgorithmsto
betterutilize byte-sequencesCurrently the Multi-Naive
Bayes method learns over sequence®f a fixed length,
but we theorizethat ruleswith higheraccurag anddetec-
tion ratescould be learnedover variablelengthsequences.
Thereare somealgorithmssuchas SparseMarkov Trans-
ducerg7] thatcandeterminehow long a sequencef bytes
shouldbefor optimalclassification.

We are planningto implementthe systemon a network
of computerdo evaluateits performancen termsof time
andaccurag in real world ervironments. We alsowould
like to make the learningalgorithmsmaoreefficientin time
andspace.Currently the Naive Bayesmethodshave to be
run on a computemwith onegigabyteof RAM.

Finally, we are planningon testingthis methodover a
largersetof maliciousandbenignexecutablesOnly when
testingover a significantlylarger setof maliciousexecuta-
blescanwe fully evaluatethe method. In thatlight, our
currentresultsare preliminary In additionwith a larger
dataset,we planto evaluatethis methodon differenttypes
of maliciousexecutablesuchasmacrosandVisual Basic
scripts.
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