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Abstract

A serioussecuritythreattodayis maliciousexecutables,
especiallynew, unseenmaliciousexecutablesoftenarriv-
ing asemailattachments.Thesenew maliciousexecutables
are createdat therateof thousandseveryyearandposea
serioussecuritythreat. Currentanti-virussystemsattempt
to detectthesenewmaliciousprogramswithheuristicsgen-
eratedbyhand.Thisapproachiscostlyandoftentimesinef-
fective. In this paper, wepresenta data-miningframework
that detectsnew, previouslyunseenmaliciousexecutables
accuratelyandautomatically. Thedata-miningframework
automaticallyfoundpatternsin our datasetandusedthese
patternsto detecta setof new maliciousbinaries. Com-
paring our detectionmethodswith a traditional signature-
basedmethod,our methodmore than doublesthe current
detectionratesfor new maliciousexecutables.

1 Intr oduction

A maliciousexecutableis definedto beaprogramthatper-
forms a maliciousfunction, suchascompromisinga sys-
tem’s security, damaginga systemor obtainingsensitive
informationwithouttheuser’spermission.Usingdatamin-
ing methods,our goal is to automaticallydesignandbuild
a scannerthataccuratelydetectsmaliciousexecutablesbe-
fore they havebeengivena chanceto run.

Dataminingmethodsdetectpatternsin largeamountsof
data,suchas byte code,and usethesepatternsto detect
future instancesin similar data.Our framework usesclas-
sifiers to detectnew maliciousexecutables.A classifieris a
rule set,or detectionmodel,generatedby the datamining
algorithmthatwastrainedoveragivensetof trainingdata.

One of the primary problemsfacedby the virus com-
munity is to devise methodsfor detectingnew malicious
programsthathavenotyetbeenanalyzed[26]. Eight to ten
maliciousprogramsarecreatedeverydayandmostcannot
beaccuratelydetecteduntil signatureshavebeengenerated
for them[27]. During this time period,systemsprotected
by signature-basedalgorithmsarevulnerableto attacks.

Maliciousexecutablesarealsousedasattacksfor many
typesof intrusions.In theDARPA 1999intrusiondetection
evaluation,many of the attackson the Windows platform
werecausedby maliciousprograms[19]. Recently, amali-
ciouspieceof codecreateda holein a Microsoft’s internal
network [23]. Thatattackwasinitiatedby a maliciousex-
ecutablethatopeneda back-doorinto Microsoft’s internal
network resultingin thetheft of Microsoft’ssourcecode.

Current virus scannertechnology has two parts: a
signature-baseddetectoranda heuristicclassifierthat de-
tectsnew viruses[8]. The classicsignature-baseddetec-
tion algorithmrelieson signatures(uniquetelltalestrings)
of knownmaliciousexecutablesto generatedetectionmod-
els. Signature-basedmethodscreatea uniquetag for each
maliciousprogramsothatfutureexamplesof it canbecor-
rectly classifiedwith a smallerror rate. Thesemethodsdo
not generalizewell to detectnew maliciousbinariesbe-
causethey arecreatedto giveafalsepositiverateascloseto
zeroaspossible.Wheneveradetectionmethodgeneralizes
to new instances,the tradeoff is for a higherfalsepositive
rate.Heuristicclassifiersaregeneratedby a groupof virus
experts to detectnew maliciousprograms. This kind of
analysiscanbetime-consumingandoftentimesstill fail to
detectnew maliciousexecutables.

We designeda framework that useddatamining algo-
rithmsto trainmultipleclassifiersonasetof maliciousand
benignexecutablesto detectnew examples. The binaries
werefirst staticallyanalyzedto extractpropertiesof thebi-
nary, and then the classifierstrainedover a subsetof the
data.

Our goal in the evaluationof this methodwasto simu-
late the task of detectingnew maliciousexecutables.To
do this we separatedour datainto two sets:a training set
anda testsetwith standardcross-validationmethodology.
Thetrainingsetwasusedby thedataminingalgorithmsto
generateclassifiersto classify previously unseenbinaries
asmaliciousor benign.A testsetis asubsetof datasetthat
hadno examplesin it thatwereseenduringthetrainingof
an algorithm. This subsetwasusedto testan algorithms’
performanceoversimilar, unseendataandits performance

1



over new maliciousexecutables.Both the testand train-
ing� dataweremaliciousexecutablesgatheredfrom public
sources.

We implementeda traditionalsignature-basedalgorithm
to comparewith the the datamining algorithmsover new
examples.Usingstandardstatisticalcross-validationtech-
niques, our data mining-basedmethod had a detection
rateof 97.76%—morethandoublethe detectionrateof a
signature-basedscannerover a setof new maliciousexe-
cutables.Comparingourmethodto industryheuristicscan-
notbedoneat this timebecausethemethodsfor generating
theseheuristicsarenot publishedand thereis no equiva-
lent or statisticallycomparabledatasetto which bothtech-
niquesareapplied.However, theframework we provide is
fully automaticandcould assistexpertsin generatingthe
heuristics.

2 Background

Detectingmaliciousexecutablesis not a new problemin
security. Earlymethodsusedsignaturesto detectmalicious
programs.Thesesignatureswerecomposedof many dif-
ferentproperties:filename,text strings,or bytecode. Re-
searchalsocenteredon protectingthesystemfrom these-
curity holesthatthesemaliciousprogramscreated.

Expertswere typically employed to analyzesuspicious
programsby hand. Using their expertise,signatureswere
found thatmadea maliciousexecutableexampledifferent
from othermaliciousexecutablesor benignprograms.One
exampleof thistypeof analysiswasperformedby Spafford
[24] whoanalyzedtheInternetWormandprovideddetailed
noteson its spreadover theInternet,theuniquesignatures
in theworm’scode,themethodof theworm’sattack,anda
comprehensivedescriptionof systemfailurepoints.

Althoughaccurate,this methodof analysisis expensive,
andslow. If only a smallsetof maliciousexecutableswill
ever circulate then this methodwill work very well, but
the Wildlist [22] is alwayschangingandexpanding. The
Wildlist is a list of maliciousprogramsthat arecurrently
estimatedto becirculatingat any giventime.

Current approachesto detecting malicious programs
matchthem to a set of known maliciousprograms. The
anti-virus community relies heavily on known byte-code
signaturesto detectmaliciousprograms. More recently,
thesebytesequencesweredeterminedby automaticallyex-
aminingknown maliciousbinarieswith probabilisticmeth-
ods.

At IBM, KephartandArnold [9] developeda statistical
methodfor automaticallyextractingmaliciousexecutable
signatures.Their researchwasbasedonspeechrecognition
algorithmsandwas shown to perform almostasgood as
a humanexpertat detectingknown maliciousexecutables.
Their algorithmwaseventuallypackagedwith IBM’ s anti-
virus software.

Lo et al. [15] presenteda methodfor filtering mali-

cious codebasedon “tell-tale signs” for detectingmali-
ciouscode.Theseweremanuallyengineeredbasedon ob-
servingthecharacteristicsof maliciouscode.Similarly, fil-
tersfor detectingpropertiesof maliciousexecutableshave
beenproposedfor UNIX systems[10] as well as semi-
automaticmethodsfor detectingmaliciouscode[4].

Unfortunately, a new maliciousprogrammay not con-
tain any known signaturesso traditional signature-based
methodsmaynot detecta new maliciousexecutable.In an
attemptto solve this problem,the anti-virusindustrygen-
eratesheuristicclassifiersby hand[8]. This processcan
be even more costly than generatingsignatures,so find-
ing an automaticmethodto generateclassifiershasbeen
the subjectof researchin the anti-virus community. To
solve this problem,differentIBM researchersappliedArti-
ficial Neural Networks(ANNs) to theproblemof detecting
bootsectormaliciousbinaries[25]. An ANN is a classifier
thatmodelsneuralnetworksexploredin humancognition.
Becauseof the limitations of the implementationof their
classifier, they wereunableto analyzeanything otherthan
small boot sectorviruseswhich compriseabout5% of all
maliciousbinaries.

UsinganANN classifierwith all bytesfrom thebootsec-
tor maliciousexecutablesas input, IBM researcherswere
able to identify 80–85%of unknown boot sector mali-
ciousexecutablessuccessfullywith alow falsepositiverate
( ����� ). They wereunableto find away to applyANNs to
theother95%of computermaliciousbinaries.

In similarwork,ArnoldandTesauro[1] appliedthesame
techniquesto Win32 binaries,but becauseof limitationsof
theANN classifierthey wereunableto havethecomparable
accuracy overnew Win32 binaries.

Our methodis different becausewe analyzedthe en-
tire setof maliciousexecutablesinsteadof only boot-sector
viruses,or only Win32binaries.

Our techniqueis similar to datamining techniquesthat
have alreadybeenappliedto IntrusionDetectionSystems
by Leeet al. [13, 14]. Their methodswereappliedto sys-
tem calls andnetwork datato learnhow to detectnew in-
trusions.They reportedgooddetectionratesasa resultof
applyingdatamining to theproblemof IDS. We applieda
similar framework to the problemof detectingnew mali-
ciousexecutables.

3 Methodology

The goal of this work was to explore a numberof stan-
darddatamining techniquesto computeaccuratedetectors
for new (unseen)binaries.We gathereda largesetof pro-
gramsfrom public sourcesandseparatedtheprobleminto
two classes:maliciousandbenignexecutables.Every ex-
amplein ourdatasetis a Windowsor MS-DOSformatex-
ecutable,althoughtheframework we presentis applicable
to other formats. To standardizeour data-set,we usedan
updatedMacAfee’s [16] virusscannerandlabeledourpro-
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gramsaseithermaliciousor benignexecutables.Sincethe
virus� scannerwasupdatedand the viruseswereobtained
from public sources,we assumethat thevirus scannerhas
a signaturefor eachmaliciousvirus.

Wesplit thedatasetinto two subsets:thetrainingsetand
the testset. The datamining algorithmsusedthe training
set while generatingthe rule sets. We useda test set to
checktheaccuracy of theclassifiersoverunseenexamples.

Next, we automaticallyextracteda binary profile from
eachexamplein our dataset,andfrom the binary profiles
we extractedfeaturesto usewith classifiers.In a datamin-
ing framework, featuresarepropertiesextractedfrom each
examplein the dataset—suchas byte sequences—thata
classifiercanuseto generatedetectionmodels.Usingdif-
ferent features,we traineda setof datamining classifiers
to distinguishbetweenbenignandmaliciousprograms.It
shouldbenotedthatthefeaturesextractedwerestaticprop-
ertiesof thebinaryanddid notrequireexecutingthebinary.

The framework supportsdifferent methodsfor feature
extractionanddifferentdatamining classifiers. We used
systemresourceinformation, stringsand byte sequences
that wereextractedfrom the maliciousexecutablesin the
datasetasdifferenttypesof features.We alsousedthree
learningalgorithms:	 aninductiverule-basedlearnerthatgeneratesboolean

rulesbasedon featureattributes.	 aprobabilisticmethodthatgeneratesprobabilitiesthat
anexamplewasin a classgivena setof features.	 a multi-classifiersystemthat combinesthe outputs
from severalclassifiersto generatea prediction.

To comparethe datamining methodswith a traditional
signature-basedmethod,we designedan automaticsigna-
turegenerator. Sincethevirus scannerthatwe usedto la-
bel the datasethadsignaturesfor every maliciousexam-
ple in our dataset, it wasnecessaryto implementa simi-
lar signature-basedmethodto comparewith thedatamin-
ing algorithms. Therewasno way to usean off-the-shelf
virus scannerandsimulatethedetectionof new malicious
executablesbecausethesecommercialscannerscontained
signaturesfor all themaliciousexecutablesin our dataset.
Like thedatamining algorithms,thesignature-basedalgo-
rithm wasonly allowedto generatesignaturesover theset
of trainingdata.This allowedour datamining framework
to befairly comparedto traditionalscannersovernew data.

To quantitatively expresstheperformanceof ourmethod
weshow tableswith thecountsfor truepositives(TP), true
negatives(TN), false positives(FP), and false negatives
(FN). A true positive is a maliciousexamplethat is cor-
rectly taggedasmalicious,anda truenegative is a benign
examplethatis correctlyclassified.A falsepositiveis abe-
nign programthathasbeenmislabeledby analgorithmas
a maliciousprogram,while a falsenegative is a malicious
executablethathasbeenmisclassifiedasabenignprogram.

To evaluatetheperformance,we computethefalsepos-
itive rateandthe detectionrate. The falsepositive rate is
thenumberof benignexamplesthataremislabeledasmali-
ciousdividedby thetotalnumberof benignexamples.The
detectionrateis thenumberof maliciousexamplesthatare
caughtdividedby thetotalnumberof maliciousexamples.

3.1 DatasetDescription

Our dataset consistedof a total of 4,266programssplit
into 3,265 maliciousbinariesand 1,001 cleanprograms.
Therewerenoduplicateprogramsin thedatasetandevery
examplein thesetis labeledeithermaliciousor benignby
thecommercialvirus scanner.

The maliciousexecutablesweredownloadedfrom var-
ious FTP sites and were labeledby a commercialvirus
scannerwith the correctclasslabel (maliciousor benign)
for our method. 5% of the data set was composedof
Trojans and the other 95% consistedof viruses. Most
of the clean programswere gatheredfrom a freshly in-
stalledWindows 98 machinerunningMSOffice 97 while
othersare small executablesdownloadedfrom the Inter-
net. The entire data set is available from our Web site
http://www.cs.columbia.edu/ids/mef/software/.

We also examined a subsetof the data that was in
PortableExecutable(PE)[17] format.Thedatasetconsist-
ing of PEformatexecutableswascomposedof 206benign
programsand38 maliciousexecutables.

After verification of the data set the next step of our
methodwasto extractfeaturesfrom theprograms.

4 Feature Extraction

In this sectionwe detailall of our choicesof features.We
staticallyextracteddifferent featuresthat representeddif-
ferentinformationcontainedwithin eachbinary. Thesefea-
tureswerethenusedby thealgorithmsto generatedetection
models.

Wefirst examineonly thesubsetof PEexecutablesusing
LibBFD. Then we usedmore generalmethodsto extract
featuresfrom all typesof binaries.

4.1 LibBFD

Our first intuition into theproblemwasto extract informa-
tion from the binary that would dictateits behavior. The
problemof predictingaprogram’sbehavior canbereduced
to the haltingproblemandhenceis undecidable[2]. Per-
fectly predictinga program’s behavior is unattainablebut
estimatingwhataprogramcanorcannotdois possible.For
instanceif aWindowsexecutabledoesnotcall theUserIn-
terfacesDynamicallyLinkedLibrary(USER32.DLL),then
we couldassumethat theprogramdoesnot have thestan-
dard Windows userinterface. This is of coursean over-
simplificationof theproblembecausetheauthorof thatex-
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amplecouldhavewrittenor linkedto anotheruserinterface
library
 , but it did provideuswith someinsightto anappro-
priatefeatureset.

To extractresourceinformationfrom Windowsexecuta-
bleswe usedGNU’sBin–Utils [5]. GNU’s Bin–Utils suite
of tools cananalyzePE binarieswithin Windows. In PE,
or CommonObjectFile Format (COFF),programheaders
arecomposedof a COFFheader, an Optional header, an
MS-DOSstub,andafile signature.FromthePEheaderwe
usedlibBFD, alibrary within Bin–Utils, to extractinforma-
tion in objectformat. Objectformat for a PEbinarygives
thefile size,thenamesof DLLs, andthenamesof function
calls within thoseDLLs andRelocationTables.From the
objectformat,we extracteda setof featuresto composea
featurevectorfor eachbinary.

To understandhow resourcesaffecteda binary’s behav-
ior weperformedourexperimentsusingthreetypesof fea-
tures:

1. Thelist of DLLs usedby thebinary

2. Thelist of DLL functioncallsmadeby thebinary

3. The numberof different function calls within each
DLL

The first approachto binary profiling (shown in Figure
1) usedthe DLLs loadedby the binary as features. The
featurevectorcomprisedof 30 booleanvaluesrepresent-
ing whetheror not a binary useda DLL. Typically, not
every DLL was usedin all of the binaries,but a major-
ity of the binariescalledthe sameresource.For example,
almostevery binarycalledGDI32.DLL, which is theWin-
dows NT GraphicsDevice Interfaceandis a corecompo-
nentof WinNT.�
��������������������������� �!���"�$#%#&# �(')��*,+�+-�.�/'10�23��45���
Figure 1: First FeatureVector: A conjunctionof DLL
names

The examplevector given in Figure 1 is composedof
at leasttwo unusedresources:ADVAPI32.DLL, the Ad-
vancedWindowsAPI, andWSOCK32.DLL,theWindows
Sockets API. It also usesat least two resources:AVI-
CAP32.DLL,theAVI captureAPI, andWINNM.DLL, the
WindowsMultimediaAPI.

Thesecondapproachto binaryprofiling (seenin Figure
2) usedDLLs andtheir functioncallsasfeatures.This ap-
proachwassimilar to thefirst, but with addedfunctioncall
information. The featurevector was composedof 2,229
booleanvalues.Becausesomeof theDLL’s hadthesame
functionnamesit wasimportantto recordwhich DLL the
functioncamefrom.

The examplevector given in Figure 2 is composedof
at leastfour resources.Two functionswerecalledin AD-
VAPI32.DLL: AdjustTokenPrivileges()and GetFileSecu-

���6�����������7# 81��96:,0 ;�<=2>45?�*A@CB�������DE? F5?30�GIH� ���6�����������7# JK?�;MLC��DE?3NO?��P:!B���;�Q�8RGSHT�U#&#&#� '10�23��45���5# B3?��V�!GIHA�('10�23��45���7# 0�?�*A�!GSH
Figure2: SecondFeatureVector: A conjunctionof DLL’s
andthefunctionscalledinsideeachDLL

rityA(), andtwo functionsin WSOCK32.DLL:recv()and
send().

Thethird approachto binaryprofiling (seenin Figure3)
countedthenumberof differentfunctioncallsusedwithin
eachDLL. The featurevector included30 integer values.
This profile givesa roughmeasureof how heavily a DLL
is usedwithin a specificbinary. Intuitively, in theresource
modelswe have beenexploring, this is a macro-resource
usagemodelbecausethenumberof calls to eachresource
is countedinsteadof detailingreferencedfunctions.Forex-
ample,if a programonly calledtherecv()andsend()func-
tions of WSOCK32.DLL, then the count would be 2. It
shouldbenotedthatwe do not countthenumberof times
thosefunctionsmighthavebeencalled.

���������T�����KWX�Y�Z��������� �!���CW ��[ �U#&#&#� ')��*,+(+\WX] �.'10�23��47���^WX�
Figure3: Third FeatureVector: A conjunctionof DLL’s
anda countof the numberof functionscalledinsideeach
DLL

Theexamplevectorgivenin Figure3 describesanexam-
ple that calls two functionsin ADVAPI32.DLL, ten func-
tionsin AVICAP32.DLL, eightfunctionsin WINNM.DLL
andtwo functionsfrom WSOCK32.DLL.

All of the information about the binary was obtained
from theprogramheader. In addition,theinformationwas
obtainedwithout executingthe unknown programbut by
examiningthestaticpropertiesof thebinary, usinglibBFD.

Since we could not analyze the entire datasetwith
libBFD we found anothermethodfor extracting features
thatworksovertheentiredataset.Wedescribethatmethod
next.

4.2 GNU Strings

During the analysisof our libBFD method we noticed
that headersin PE-formatwere in plain text. This meant
that we could extract the sameinformation from the PE-
executablesby just extracting the plain text headers.We
alsonoticedthatnon-PEexecutablesalsohave stringsen-
codedin them. We theorizedthatwe couldusethis infor-
mationto classifythefull 4,266itemdatasetinsteadof the
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small libBFD dataset.
To extract featuresfrom the first datasetof 4,266pro-

gramswe usedthe GNU strings program. The strings
programextractsconsecutiveprintablecharactersfrom any
file. Typically thereare many printablestringsin binary
files. Somecommonstringsfoundin our datasetareillus-
tratedin Table1.

kernel microsoft windows getmodulehandlea
getversion getstartupinfoa win getmodulefilenamea

messageboxa closehandle null dispatchmessagea
library getprocaddress advapi getlasterror

loadlibrarya exitprocess heap getcommandlinea
reloc createfilea writefile setfilepointer

application showwindow time regclosekey

Table 1: Commonstringsextractedfrom binariesusing
GNU strings

Throughtestingwe foundthatthereweresimilar strings
in malicious executablesthat distinguishedthem from
clean programs,and similar strings in benign programs
thatdistinguishedthemfrom maliciousexecutables.Each
stringin thebinarywasusedasafeature.In thedatamining
step,we discusshow a frequency analysiswasperformed
overall thebytesequencesfoundin ourdataset.

Thestringscontainedin a binarymayconsistof reused
codefragments,authorsignatures,file names,systemre-
sourceinformation, etc. This methodof detectingmali-
ciousexecutablesis alreadyusedby theanti-maliciousex-
ecutablecommunityto createsignaturesfor maliciousexe-
cutables.

Extractedstringsfrom anexecutablearenot very robust
asfeaturesbecausethey canbechangedeasily, sowe ana-
lyzedanotherfeature,bytesequences.

4.3 Byte SequencesUsingHexdump

Bytesequencesarethelastsetof featuresthatweusedover
theentire4,266memberdataset. We usedhexdump[18],
a tool that transformsbinary files into hexadecimalfiles.
Thebytesequencefeatureis themostinformativebecause
it representsthe machinecodein anexecutableinsteadof
resourceinformationlike libBFD features.Secondly, ana-
lyzing theentirebinarygivesmoreinformationfor non-PE
formatexecutablesthanthestringsmethod.

After wegeneratedthehexdumpswehadfeaturesasdis-
playedin Figure4 whereeachline representsa shortse-
quenceof machinecodeinstructions.

Weagainassumedthatthereweresimilar instructionsin
maliciousexecutablesthatdifferentiatedthemfrom benign
programs,and the classof benignprogramshad similar
byte codethat differentiatedthemfrom the maliciousex-
ecutables.Also like thestringfeatures,eachbytesequence
in a binaryis usedasa feature.

1f0e0ebab400cd09b8214c0121cd6854
736970206f7272676d61722071656975
65722073694d7263736f666f20746957
646e776f2e730a0d0024000000000000
454e3c05026c00090000000003020004
04002800392400010000000400040006
000c00400060021e0238024402f50000
0001000400000802003213040000030a

Figure4: ExampleHexdump

5 Algorithms

In this sectionwe describeall the algorithmspresentedin
this paperaswell asthe signature-basedmethodusedfor
comparison. We usedthree different data mining algo-
rithms to generateclassifierswith differentfeatures:RIP-
PER,NaiveBayes,andaMulti-Classifiersystem.

We describethesignature-basedmethodfirst.

5.1 Signature Methods

We examinesignature-basedmethodsto compareour re-
sultsto traditionalanti-virusmethods.Signature-basedde-
tectionmethodsarethemostcommonlyusedalgorithmsin
industry[27]. Thesesignaturesarepicked to differentiate
one maliciousexecutablefrom another, and from benign
programs.Thesesignaturesaregeneratedby an expert in
thefield or anautomaticmethod.Typically, a signatureis
pickedto illustratethedistinctpropertiesof a specificma-
liciousexecutable.

We implementeda signature-basedscannerwith this
methodthat follows a simplealgorithmfor signaturegen-
eration. First, we calculatedthe byte-sequencesthat were
only found in themaliciousexecutableclass.Thesebyte-
sequenceswere then concatenatedtogether to make a
uniquesignaturefor eachmaliciousexecutableexample.
Thus,eachmaliciousexecutablesignaturecontainedonly
byte-sequencesfoundin themaliciousexecutableclass.To
make the signatureunique, the byte-sequencesfound in
eachexamplewereconcatenatedtogetherto form onesig-
nature.Thiswasdonebecauseabyte-sequencethatis only
foundin oneclassduringtrainingcouldpossiblybefound
in theotherclassduringtesting[9], andleadto falseposi-
tivesin testing.

Themethoddescribedabovefor thecommercialscanner
wasnever intendedto detectunknown maliciousbinaries,
but thedataminingalgorithmsthatfollow werebuilt to de-
tectnew maliciousexecutables.

5.2 RIPPER

The next algorithmwe used,RIPPER[3], is an inductive
rule learner. This algorithm generateda detectionmodel
composedof resourcerulesthat wasbuilt to detectfuture
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examplesof maliciousexecutables.This algorithm used
libBFD
 informationasfeatures.

RIPPERis a rule-basedlearnerthatbuilds a setof rules
that identify the classeswhile minimizing the amountof
error. Theerroris definedby thenumberof trainingexam-
plesmisclassifiedby therules.

An inductive algorithm learns what a malicious exe-
cutableis given a setof training examples.The four fea-
turesseenin Table2 are:

1. “Doesit haveaGUI?”

2. “Doesit performa maliciousfunction?”

3. “Doesit compromisesystemsecurity?”

4. “Doesit deletefiles?”

andfinally theclassquestion“Is it malicious?”

Hasa Malicious Compromise Deletes Is it
GUI? Function? Security? Files? malicious?
yes yes yes no yes
no yes yes yes yes
yes no no yes no
yes yes yes yes yes

Table 2: ExampleInductive Training Set. Intuitively all
maliciousexecutablessharethe secondand third feature,
“yes” and“yes” respectively.

Thedefiningpropertyof any inductivelearneris thatnoa
priori assumptionshavebeenmaderegardingthefinal con-
cept.Theinductivelearningalgorithmmakesasits primary
assumptionthatthedatatrainedoveris similar in someway
to theunseendata.

A hypothesisgeneratedby an inductive learningalgo-
rithm for this learningproblemhasfour attributes. Each
attributewill haveoneof thesevalues:

1. _ , truth, indicatingany valueis acceptablein this po-
sition,

2. avalue,eitheryes,or no, is neededin thisposition,or

3. a ` , falsity, indicatingthatno valueis acceptablefor
this position

For example, the hypothesisa�_Rbc_RbP_Rbc_Cd and the hy-
pothesisa Q5?30 b Q5?�0 b Q�?30 b *A2 d would make thefirst example
true. a�_Rbc_Rbc_RbP_Cd would make any featureset true anda Q5?30 b Q5?30 b Q5?30 b *A2 d is thesetof featuresfor exampleone.

The algorithmwe describeis Find-S[20]. Find-Sfinds
the most specific hypothesisthat is consistentwith the
training examples.For a positive training examplethe al-
gorithmreplacesany attribute in the hypothesisthat is in-
consistentwith the training examplewith a moregeneral
attribute. Of all the hypothesesvalues1 is more general

than2 and2 is moregeneralthan3. For a negative exam-
ple the algorithmdoesnothing. Positive examplesin this
problemare definedto be the maliciousexecutablesand
negativeexamplesarethebenignprograms.

The initial hypothesis that Find-S starts with isaI`RbP`Rbc`RbP`Cd . This hypothesis is the most specific
becauseit is true over the fewest possible examples,
none. Examining the first positive example in Table 2,a Q5?30 b Q5?30 b Q5?30 b *A2 d , the algorithm choosesthe next most
specifichypothesisa Q5?30 b Q5?30 b Q5?30 b *A2 d . The next positive
example,a *A2 b *A2 b *A2 b Q5?30 d , is inconsistentwith thehypoth-
esisin its first andfourth attribute(“Does it have a GUI?”
and“Does it deletefiles?”) andthoseattributesin thehy-
pothesisget replacedwith the next mostgeneralattribute,_ .

The resultinghypothesisafter two positive examplesisaI_Rb Q5?�0 b Q�?30 bc_Cd . Thealgorithmskipsthethird example,a
negative example,andfinds that this hypothesisis consis-
tentwith thefinal examplein Table2. Thefinal rule for the
trainingdatalistedin Table2 is aI_Rb Q5?30 b Q5?30 bc_Cd . Therule
statesthat the attributesof a maliciousexecutable,based
on training data,are that it hasa maliciousfunction and
compromisessystemsecurity. This is consistentwith the
definition of a maliciousexecutablewe gave in the intro-
duction. It doesnot matterin this exampleif a malicious
executabledeletesfiles,or if it hasa GUI or not.

Find-Sis a relatively simplealgorithmwhile RIPPERis
morecomplex. RIPPERlooksatbothpositiveandnegative
examplesto generatea setof hypothesesthatmoreclosely
approximatethetargetconceptwhile Find-Sgeneratesone
hypothesisthatapproximatesthetargetconcept.

5.3 NaiveBayes

Thenext classifierwe describeis a Naive Bayesclassifier
[6]. ThenaiveBayesclassifiercomputesthelikelihoodthat
aprogramis maliciousgiventhefeaturesthatarecontained
in the program. This methodusedboth stringsandbyte-
sequencedatato computea probabilityof a binary’s mali-
ciousnessgivenits features.

Nigamet al. [21] performeda similar experimentwhen
they classifiedtext documentsaccordingto which news-
group they originatedfrom. In this methodwe treated
eachexecutable’s featuresasa text documentandclassi-
fiedbasedonthat.Themainassumptionin thisapproachis
thatthebinariescontainsimilarfeaturessuchassignatures,
machineinstructions,etc.

Specifically, we wantedto computethe classof a pro-
gramgiven that the programcontainsa setof featuresL .
Wedefinee to bearandomvariableoverthesetof classes:
benign, and maliciousexecutables. That is, we want to
compute @fG efg L^H , the probability that a programis in a
certainclassgiventheprogramcontainsthesetof featuresL . We applyBayesruleandexpresstheprobabilityas:
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@fG efg L^HhW @fGEL g e Hji�@fG e H@fGEL^H (1)

To usethenaive Bayesrule we assumethat thefeatures
occur independentlyfrom oneanother. If the featuresof
a program L include the featuresL
k b L/l b Lnm b #&#%# b L/o , then
equation(1) becomes:@fG efg L^HhW\p oq&r k @fGEL q g e Hji�@fG e Hp os r k @fGEL s H (2)

Each@fGEL q g e H is thefrequency thatstring L q occursin a
programof classe . @fG e H is theproportionof theclasse
in theentiresetof programs.

The output of the classifier is the highestprobability
classfor a given setof strings. Sincethe denominatorof
(1) is the samefor all classeswe take the maximumclass
overall classese of theprobabilityof eachclasscomputed
in (2) to get:

MostLikely ClassWutfv>wx y @fG e H ozq%r k @fGSL q g e HM{ (3)

In (3), we use +.��| x to denotethefunctionthatreturns
the classwith the highestprobability. Most Likely Class
is theclassin e with thehighestprobabilityandhencethe
mostlikely classificationof theexamplewith featuresL .

To train theclassifier, we recordedhow many programs
in eachclasscontainedeachuniquefeature.We usedthis
informationto classifya new programinto anappropriate
class.We first usedfeatureextractionto determinethefea-
turescontainedin theprogram.Thenwe appliedequation
(3) to computethemostlikely classfor theprogram.

We usedthe Naive Bayesalgorithmandcomputedthe
mostlikely classfor bytesequencesandstrings.

5.4 Multi-Nai veBayes

Thenext dataminingalgorithmwedescribeis Multi-Naive
Bayes.Thisalgorithmwasessentiallyacollectionof Naive
Bayesalgorithmsthatvotedonanoverall classificationfor
an example. EachNaive Bayesalgorithm classifiedthe
examplesin the test set as maliciousor benignand this
countedasa vote. Thevoteswerecombinedby theMulti-
NaiveBayesalgorithmto outputafinal classificationfor all
theNaiveBayes.

Thismethodwasrequiredbecauseevenusingamachine
with onegigabyteof RAM, thesizeof thebinarydatawas
too large to fit into memory. The Naive Bayesalgorithm
requireda tableof all stringsor bytesto computeits prob-
abilities. To correctthis problemwe divided the problem
into smallerpiecesthatwould fit in memoryandtraineda
NaiveBayesalgorithmovereachof thesubproblems.

We split thedataevenly into severalsetsby puttingeach� th line in the binary into the ( � mod * )th setwhere * is

thenumberof sets.For eachsetwe traineda Naive Bayes
classifier. Our predictionfor a binary is theproductof the
predictionsof the * classifiers.In our experimentswe use}

classifiers( *ZW }
).

More formally, the Multi-Naive Bayespromotesa vote
of confidencebetweenall of the underlyingNaive Bayes
classifiers.Eachclassifiergivesa probabilityof a class e
given a setof bytes L which the Multi-Naive Bayesuses
to generatea probability for class e given L over all the
classifiers.

We want to computethe likelihoodof a class e given
bytes L and the probabilities learnedby eachclassifier~ ������?��R��Q5?30 q . In equation(4) we computedthe likeli-
hood, �h�"� G efg L^H , of classe givena setof bytesL .

�h�"� G efg L^H�W�� �"� �zq&r k @ �"�,� G efg L^H��3@ �"�,� G e H (4)

where
~ � q

is a Naive Bayesclassifierand
~ � is the set

of all combinedNaive Bayesclassifiers(in our case
}
).@ ��� � G efg L^H (generatedfrom equation(2)) is theprobabil-

ity for class e computedby the classifier
~ ������?��R��Q5?30 q

given L divided by the probability of class e computed
by

~ ������?�����Q5?�0 q . Each @ ��� � G efg L^H was divided by@ ���,� G e H to remove the redundantprobabilities. All the
termsweremultipliedtogetherto compute�h�"� G efg L^H , the
final likelihoodof e given L . g ~ � g is the sizeof the set
NB suchthat � ~ � qE� ~ � .

Theoutputof themulti-classifiergivena setof bytes L
is the classof highestprobability over the classesgiven�h�"� G efg L^H and @ �"� G e H the prior probability of a given
class.

MostLikely ClassWutfv3wx GE@ �"� G e Hji � �"� G efg L^H�H (5)

MostLikely Classis theclassin e with thehighestprob-
ability hencethe mostlikely classificationof the example
with featuresL , and +.��| x returnstheclasswith thehigh-
estlikelihood.

6 Rules

Eachdatamining algorithmgeneratedits own rule set to
evaluatenew examples.Thesedetectionmodelswerethe
final resultof our experiments.Eachalgorithm’s rule set
could be incorporatedinto a scannerto detectmalicious
programs.The generationof the rulesonly neededto be
doneperiodically and the rule set distributed in order to
detectnew maliciousexecutables.

6.1 RIPPER

RIPPER’s ruleswerebuilt to generalizeoverunseenexam-
plesso the rule setwasmorecompactthan the signature
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basedmethods.For the datasetthat contained3,301ma-
licious� executablestheRIPPERrule setcontainedthefive
rulesin Figure5.

���6�&�����E���7� � � ���7�P�P�����>�  ¢¡7£>¤C�E�6�&�V¥7¦E§�¨© �P� ¡��V�ª���3�  )¡7���¬«��6�ª�P¡�£3�>��­3¡T®���¯=¦E§���6�&�����E���7� � � ���7�P�P�����>� °A� �>£3­3�±��¡�¯1¦E§�¨� © �V��¡��V�ª���3� ²"�c³S´��P�1µ5¶"�3³�·�¯=¦E§5¨����>£3¸3��µ��S���>����6�&�����E���7� � � �P·��V�ª�ª���>�  ¢¹�³����>��³�¯"�V�c� ���E�3³��V£3­3��� ¡�¯=¦E§���6�&�����E���7� � � �¬�P¸3º�¸3�(�º±�V¡7�»¥>¡ ��¼ �V³�·��V��½h�I�P�
Figure5: SampleClassificationRulesusingfeaturesfound
in Figure2

Here,a maliciousexecutablewasconsistentwith oneof
four hypotheses:

1. it did not call user32.EndDialog()but it did call ker-
nel32.EnumCalendarInfoA()

2. it did not call user32.LoadIconA(), ker-
nel32.GetTempPathA(), or any function in ad-
vapi32.dll

3. it calledshell32.ExtractAssociatedIconA(),

4. it called any function in msvbbm.dll, the Microsoft
VisualBasicLibrary

A binaryis labeledbenignif it is inconsistentwith all of
themaliciousbinaryhypothesesin Figure5.

6.2 NaiveBayes

The Naive Bayesrules were more complicatedthan the
RIPPERandsignaturebasedhypotheses.Theserulestook
theform of @fGEL g e H , theprobabilityof anexampleL given
a classe . Theprobability for a stringoccurringin a class
is thetotalnumberof timesit occurredin thatclass’s train-
ing setdividedby thetotal numberof timesthat thestring
occurredover theentiretrainingset.Thesehypothesesare
illustratedin Figure6.

¶C¦P¾S½���¡7£3� ½��c¿�À ºc�P¡7�»¥>¡T§Á� Â�Ã�ÄVÂ3Å¶C¦P¾I½h��¡7£3� ½��c¿�À ���6�&���±�����7�V§Æ� � Ä�Â�Å¶C¦P¾TÇ�� «"È)ÉÊ¿�À º±�V¡7�»¥>¡T§Æ� ËPÄ>ËP�¶C¦P¾TÇh� «"È)ÉÊ¿�À ���6�&�����E���7�V§Ì� Ë ËVÄ3ËV�
Figure 6: Sample classificationrules found by Naive
Bayes.

Here,thestring“windows” waspredictedto morelikely
to occurin abenignprogramandstring“*.COM” wasmore
thanlikely in a maliciousexecutableprogram.

However this leads to a problem when a string (e.g.
“CH2OH-CHOH-CH2OH”)only occurredin oneset, for
exampleonly in the malicious executables. The proba-
bility of “CH20H-CHOH-CH20H”occurringin any future
benignexampleis predictedto be 0, but this is an incor-
rectassumption.If a ChemistryTA’s programwaswritten
to print out “CH20H-CHOH-CH20H”(glycerol) it will al-
waysbetaggeda maliciousexecutableevenif it hasother
stringsin it thatwouldhave labeledit benign.

In Figure6 thestring“*.COM” doesnotoccurin any be-
nign programssotheprobabilityof “*.COM” occurringin
classbenignis approximatedto be 1/12 insteadof 0/11.
This approximatesreal world probability that any string
could occur in both classeseven if during training it was
only seenin oneclass[9].

6.3 Multi-Nai veBayes

The rule setsgeneratedby our Multi-Naive Bayesalgo-
rithm arethe collectionof the rulesgeneratedby eachof
thecomponentNaiveBayesclassifiers.For eachclassifier,
thereis arulesetsuchastheonein Figure6. Theprobabili-
tiesin therulesfor thedifferentclassifiersmaybedifferent
becausethe underlyingdatathat eachclassifieris trained
on is different.Thepredictionof theMulti-NaiveBayesal-
gorithmis theproductof thepredictionsof theunderlying
NaiveBayesclassifiers.

7 Resultsand Analysis

Weestimateourresultsovernew databy using5-fold cross
validation[12]. Crossvalidationis thestandardmethodto
estimatelikely predictionsover unseendatain DataMin-
ing. For eachsetof binaryprofileswe partitionedthedata
into 5 equalsizegroups. We used4 of the partitionsfor
trainingandthenevaluatedtherule setover theremaining
partition. Then we repeatedthe process5 times leaving
out a differentpartition for testingeachtime. This gave
us a very reliablemeasureof our method’s accuracy over
unseendata. We averagedtheresultsof thesefive teststo
obtainagoodmeasureof how thealgorithmperformsover
theentireset.

To evaluateour systemwe were interestedin several
quantities:

1. True Positives (TP), the numberof malicious exe-
cutableexamplesclassifiedasmaliciousexecutables

2. TrueNegatives(TN), thenumberof benignprograms
classifiedasbenign.

3. FalsePositives(FP), the numberof benignprograms
classifiedasmaliciousexecutables
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4. FalseNegatives(FN), the numberof maliciousexe-
cutablesclassifiedasbenignbinaries.

We wereinterestedin thedetectionrateof theclassifier.
In our casethis wasthe percentageof the total malicious
programslabeledmalicious. We were also interestedin
the falsepositive rate. This wasthe percentageof benign
programswhichwerelabeledasmalicious,alsocalledfalse
alarms.

The Detection Rate is defined as ÍTÎÍ!ÎAÏAÐ � , False

Positive Rate as ÐAÎÍ � ÏAÐAÎ , and Overall Accuracy asÍ!ÎAÏAÍ �Í!ÎAÏAÍ � ÏjÐAÎAÏAÐ � . The resultsof all experimentsarepre-
sentedin Table3.

For all the algorithmswe plotted the detectionratevs.
falsepositiverateusingReceiverOperatingCharacteristic
(ROC) curves[11]. ROC curvesarea way of visualizing
thetrade-offs betweendetectionandfalsepositive rates.

7.1 Signature Method

As is shown in Table3, thesignaturemethodhadthelowest
falsepositive rate,0% This algorithmalsohadthe lowest
detectionrate,33.75%,andaccuracy rate,49.28%.

Sincewe usethis methodto comparewith the learning
algorithmswe plot its ROC curvesagainsttheRIPPERal-
gorithmin Figure7 andagainsttheNaiveBayesandMulti-
NaiveBayesalgorithmsin Figure8.

The detectionrateof the signature-basedmethodis in-
herentlylow over new executablesbecausethe signatures
generatedwereneverdesignedto detectnew maliciousex-
ecutables.Also it shouldbenotedthatalthoughthesigna-
turebasedmethodonly detected33.75%of new malicious
programs,themethoddid detect100%of themaliciousbi-
nariesthatit hadseenbeforewith a 0%falsepositiverate.

7.2 RIPPER

The RIPPERresultsshown in Table3 areroughly equiv-
alentto eachotherin detectionratesandoverall accuracy,
but themethodusingfeaturesfrom Figure2, a list of DLL
functioncalls,hasahigherdetectionrate.

TheROCcurvesfor all RIPPERvariationsareshown in
Figure7. The lowestline representsRIPPERusingDLLs
only as features,and it was roughly linear in its growth.
This meansthat as we increasedetectionrate by 5% the
falsepositivewould alsoincreaseby roughly5%.

The other lines areconcave down so therewasan op-
timal trade-off betweendetectionand false alarms. For
DLL’s with CountedFunctionCallsthis optimalpoint was
whenthefalsepositiveratewas10%andthedetectionrate
wasequalto 75%. For DLLs with FunctionCallstheopti-
malpointwaswhenthefalsepositiveratewas12%andthe
detectionratewaslessthan90%.
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Figure 7: RIPPERROC. Notice that the RIPPERcurves
have a higherdetectionrate than the comparisonmethod
with false-positiveratesgreaterthan7%.

7.3 NaiveBayes

The Naive Bayesalgorithmusingstringsas featuresper-
formed the bestout of the learningalgorithmsandbetter
than the signaturemethodin termsof falsepositive rate
andoverall accuracy (seeTable3). It is themostaccurate
algorithmwith 97.11%andwithin 1% of the highestde-
tectionrate,Multi-NaiveBayeswith 97.76%.It performed
betterthantheRIPPERmethodsin everycategory.

In Figure8, the slopeof the Naive Bayescurve is ini-
tially muchsteeperthantheMulti-NaiveBayes.TheNaive
Bayeswith stringsalgorithmhasbetterdetectionratesfor
smallfalsepositiverates.Its resultsweregreaterthan90%
accuracy with a falsepositiveratelessthan2%.
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Figure8: Naive BayesandMulti-Naive BayesROC. Note
thattheNaiveBayesandMulti-NaiveBayesmethodshave
higher detectionrate than the signaturemethod with a
greaterthan0.5%falsepositive rate.
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Profile True True False False Detection FalsePositive Overall
T
Ó

ypeÔ Positives(TP) Negatives(TN) Positives(FP) Negatives(FN) Rate Rate Accuracy
SignatureMethod
— Bytes 1102 1000 0 2163 33.75% 0% 49.28%
RIPPER
— DLLs used 22 187 19 16 57.89% 9.22% 83.62%
— DLL functioncalls 27 190 16 11 71.05% 7.77% 89.36%
— DLLs with
countedfunctioncalls 20 195 11 18 52.63% 5.34% 89.07%
Naive Bayes
— Strings 3176 960 41 89 97.43% 3.80% 97.11%
Multi-Naive Bayes
— Bytes 3191 940 61 74 97.76% 6.01% 96.88%

Table3: Thesearethe resultsof classifyingnew maliciousprogramsorganizedby algorithmandfeature. Multi-Naive
BayesusingByteshadthehighestDetectionRate,andSignatureMethodwith stringshadthelowestFalsePositive Rate.
Highestoverall accuracy wastheNaive Bayesalgorithmwith strings.Notethat thedetectionratefor thesignature-based
methodsarelower thanthedataminingmethods.

7.4 Multi-Nai veBayes

The Multi-Naive Bayesalgorithmusingbytesas features
hadthehighestdetectionrateout of any methodwe tested,
97.76%. The falsepositive rateat 6.01%washigherthan
theNaive Bayesmethods(3.80%)andthesignaturemeth-
ods( ���3� ).

TheROC curvesin Figure8 show a slower growth than
theNaiveBayeswith stringsmethoduntil thefalsepositive
rateclimbedabove4%. Thenthetwo algorithmsconverged
for falsepositiveratesgreaterthan6%with adetectionrate
greaterthan95%.

7.5 SameModel, Differ ent Applications

The ROC curves in Figures7 and 8 also let securityex-
pertsunderstandhow to tailor this framework to their spe-
cific needs. For example,in a securecomputingsetting,
it may be more important to have a high detectionrate
of 98.79%,in which casethe falsepositive ratewould in-
creaseto 8.87%.Or if theframework wereto beintegrated
into a mail server, it maybemoreimportantto have a low
falsepositiveratebelow 1%(0.39%FPratein ourcase)and
a detectionrateof 65.62%for new maliciousprograms.

8 DefeatingDetectionModels

Althoughthesemethodscandetectnew maliciousexecuta-
bles,a maliciousexecutableauthorcouldbypassdetection
if thedetectionmodelwereto becompromised.

First, to defeatthe signature-basedmethodrequiresre-
moving all malicious signaturesfrom the binary. Since
thesearetypically asubsetof amaliciousexecutable’stotal
data,changingthesignatureof a binarywould bepossible
althoughdifficult.

Defeatingthe modelsgeneratedby RIPPERwould re-
quiregeneratingfunctionsthatwould changetheresource

usage.Thesefunctionsdo not have to becalledby thebi-
nary but would changethe resourcesignatureof an exe-
cutable.

To defeatour implementationof the Naive Bayesclas-
sifier it would be necessaryto changea significantnum-
berof featuresin the example. Oneway this canbe done
is throughencryption,but encryptionwill addoverheadto
smallmaliciousexecutables.

We correctedthe problemof authorsevadinga strings-
basedrule setby initially classifyingeachexampleasma-
licious. If no stringsthatwerecontainedin thebinaryhad
ever beenusedfor training then the final classwasmali-
cious. If therewerestringscontainedin the programthat
the algorithmhadseenbeforethenthe probabilitieswere
computednormallyaccordingto theNaiveBayesrulefrom
Section4.3. This took careof the instancewherea binary
hadencryptedstrings,or hadchangedall of its strings.

The Multi-Naive Bayesmethodimproved on thesere-
sultsbecausechangingevery line of bytecodein theNaive
Bayesdetectionmodel would be an even more difficult
propositionthan changingall the strings. Changingthis
many of the lines in a programwould changethe binary’s
behavior significantly. Removing all linesof codethatap-
pearin our modelwould bedifficult andtime consuming,
andeven thenif noneof the byte sequencesin the exam-
ple hadbeenusedfor training thenthe examplewould be
initially classifiedasmalicious.

TheMulti-NaiveBayesis amoresecuremodelof detec-
tion than any of the other methodsdiscussedin this pa-
per becausewe evaluatea binary’s entire instructionset
whereassignaturemethodslooks for segmentsof bytese-
quences.It is mucheasierfor maliciousprogramauthors
to modify thelinesof codethata signaturerepresentsthan
to changeall the lines containedin the programto evade
a Naive Bayesor Multi-Naive Bayesmodel. Thebytese-
quencemodelis themostsecuremodelwe devisedin our
test.
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A further securityconcernis what happenswhenmali-
ciousÕ softwarewritersobtaincopiesof themaliciousbina-
riesthatwe couldnot detect,andusethesefalsenegatives
to generatenew malicioussoftware.Presumablythiswould
allow themto circumventour detectionmodels,but in fact
having a larger setof similar falsenegativeswould make
our modelmoreaccurate.In otherwords,if maliciousbi-
nary authorsclone the undetectablebinaries,they are in
effect making it easierfor this framework to detecttheir
programs.Themoredatathatthemethodanalyzes,andthe
morefalsepositivesandfalsenegativesthatit learnsfrom,
the more accuratethe methodbecomesat distinguishing
betweenbenignandmaliciousprograms.

9 Conclusions

Thefirst contribution thatwe presentedin this paperwasa
methodfor detectingpreviouslyundetectablemaliciousex-
ecutables.We showed this by comparingour resultswith
traditionalsignature-basedmethodsandwith otherlearning
algorithms.TheMulti-Naive Bayesmethodhadthe high-
estaccuracy anddetectionrateof any algorithmover un-
known programs,97.76%,over doublethe detectionrates
of signature-basedmethods.Its rule setwasalsomoredif-
ficult to defeatthanothermethodsbecauseall linesof ma-
chine instructionswould have to be changedto avoid de-
tection.

The first problem with traditional anti-maliciousexe-
cutabledetectionmethodsis that in orderto detecta new
maliciousexecutable,the programneedsto be examined
anda signatureextractedfrom it andincludedin the anti-
maliciousexecutablesoftwaredatabase.Thedifficulty with
thismethodis thatduringthetimerequiredfor amalicious
programto beidentified,analyzedandsignaturesto bedis-
tributed,systemsareat risk from thatprogram.Our meth-
odsmay provide a defenseduring that time. With a low
falsepositiverate,theinconvenienceto theenduserwould
beminimal while providing ampledefenseduringthetime
beforeanupdateof modelsis available.

VirusScannersareupdatedabouteverymonth.240–300
new maliciousexecutablesarecreatedin that time (8–10
a day [27]). Our methodwould catchroughly216–270of
thosenew maliciousexecutableswithout the needfor an
updatewhereastraditionalmethodswould catchonly 87–
109. Our methodmorethandoublesthe detectionrateof
signaturebasedmethodsfor new maliciousbinaries.

The methodsdiscussedin this paperare being imple-
mentedas a network mail filter. We are implementinga
network-level emailfilter thatusesour algorithmsto catch
maliciousexecutablesbeforeusersreceive them through
their mail. We caneitherwrapthepotentialmaliciousex-
ecutableor we canblock it. This hasthe potentialto stop
somemaliciousexecutablesin thenetwork andpreventDe-
nial of Service(DoS)attacksby maliciousexecutables.If a
maliciousbinaryaccessesa user’s addressbookandmails

copiesof itself out over thenetwork, eventuallymostusers
of the LAN will clog the network by sendingeachother
copiesof thesamemaliciousexecutable.This is verysimi-
lar to theold InternetWormattack.Stoppingthemalicious
executablesfrom replicatingon a network level would be
veryadvantageous.

Since both the Naive Bayes and Multi-Naive Bayes
methodsareprobabilisticwecanalsotell if abinaryis bor-
derline. A borderlinebinary is a programthathassimilar
probabilitiesfor bothclasses(i.e.,couldbeamaliciousex-
ecutableor a benignprogram).If it is a borderlinecasewe
have an option in the network filter to senda copy of the
maliciousexecutableto a centralrepositorysuchasCERT.
There,it canbeexaminedby humanexperts.

9.1 Future Work

Futurework involvesextendingour learningalgorithmsto
betterutilize byte-sequences.Currently, the Multi-Naive
Bayes method learns over sequencesof a fixed length,
but we theorizethat ruleswith higheraccuracy anddetec-
tion ratescouldbelearnedovervariablelengthsequences.
TherearesomealgorithmssuchasSparseMarkov Trans-
ducers[7] thatcandeterminehow longasequenceof bytes
shouldbefor optimalclassification.

We areplanningto implementthe systemon a network
of computersto evaluateits performancein termsof time
andaccuracy in real world environments.We alsowould
like to make thelearningalgorithmsmoreefficient in time
andspace.Currently, theNaive Bayesmethodshave to be
runon a computerwith onegigabyteof RAM.

Finally, we areplanningon testingthis methodover a
largersetof maliciousandbenignexecutables.Only when
testingover a significantlylargersetof maliciousexecuta-
bles canwe fully evaluatethe method. In that light, our
currentresultsare preliminary. In addition with a larger
dataset,weplanto evaluatethis methodon differenttypes
of maliciousexecutablessuchasmacrosandVisualBasic
scripts.
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