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1. INTRODUCTION

The Internetoffers the possibility of global datasharingandcollaboration.To that end,
one commonlyusedclassof mechanismsis datasharedvia file sharing,in the form of
distributed/networked filesystems.However, most existing systemsdo not offer secure,
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Fig. 1. File sharingacrossdistinctadministrative domains.Eachadministrative domainkeepstrackof its users
in a useraccountdatabase.Alice cannotgrantBob accessto files on file server A becauseBob is not listed in
domainA’s userdatabase.

scalableanddynamiccooperationacrossorganizationalboundaries.Whenusersin dis-
tinct administrative domainstry to sharefiles, they are facedwith either inefficient and
cumbersomeexchangeof informationor compromisesin security.

For example,considerusersAlice andBob,employeesof two differentcompanies,who
wishto collaborateonaproject(seeFigure1). Alice andBobhaveat leastfour approaches
with which to shareprojectfiles:

(1) asktheir systemadministratorsto createaccountsin their own administrative domain
for eachremoteuser. Thishasseveralproblems.First, it imposesanadditionaladmin-
istrativeburden,whichis notscalableasweincreasethenumberof usersandprojects.
Oftenthelatency of openinganaccountfor a new useris unacceptable.Second,cre-
atinganaccountfor anexternaluserraisesescalationof privilegeissues.Ideally the
usershouldonly beableto usetheaccountfor theintendedpurpose,i.e., working on
theprojectfiles. However, anaccountcouldenableanexternaluserto snoop,search
for local systemvulnerabilities,useup CPUcycles,disk spaceetc. Becauseof these
problems,company policy typically limits or prohibits the creationof accountsfor
externalusers.

(2) shareaccountpasswords.This approachhasserioussecurityimplicationsasit causes
lack of accountabilityandenablesescalationof privileges.

(3) avoid employing anaccesscontrolmechanismandput thefiles on thewebor anony-
mousftp. This is anunacceptablesolutionif thecontentof thefiles is evenremotely
sensitive.

(4) e-mailthefilesbackandforth. This is aninefficientwayof workingasit doesnot take
advantageof any of thesafeguardsandconveniencesthata file systemhasto offer. In
theeventthat the e-mailsaresentin theclear, thereareobvioussecurityconcernsas
well.

While moreapproachescanbe imagined,the four listed illustrate the problemof file
sharingacrossorganizationalboundaries.This survey examineshow accesscontrolmech-
anismsof differentnetworkedfile systemshandlefile sharingacrossdistinctadministrative

ACM JournalName,Vol. V, No. N, Month 20YY.
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File 1 File 2
UserX read read,write
UserY read

Fig. 2. An AccessControlMatrix

domains.
Therestof thisarticleis organizedasfollows. Weestablishaframework for comparison

in Section2. Section3 presentsa taxonomyof networkedfile systemsin our framework.
We analysetheresultsin Section4 andconcludewith Section5.

2. COMPARISON FRAMEWORK

Wesurvey anumberof networkedfile systemswith theaimof determiningtheirsuitability
for file sharingacrossorganizationalboundaries.To classifythesurveyedsystemswe use
thefollowing propertiesto definea comparisonframework:

(1) Authentication: determinesandverifiesthe identity of a principal in the system,
i.e., providing an answerto the question:“Who is the user?” Traditionalauthentication
mechanismsrely onmaintainingacentralizeddatabaseof useridentities,makingit difficult
to authenticateusersin a differentadministrativedomainasdepictedin Figure1. Systems
aimingto providedecentralizedaccesscontrolcannotrely on local identificationandmust
employ a decentralizedauthenticationmechanism,or rely on indirectauthentication.

(2) Authorization: determinesthe accessrights of a principal, i.e., it providesan an-
swerto thequestion:“Is userX allowedto accessresourceR?” Thecommonway of per-
forming authorizationis to lookupa principal’s rights in anaccesscontrolmatrix [Lamp-
son1971],e.g., suchastheonedepictedin Figure2. Theaccesscontrolmatrix is usually
implementedeitherin theform of accesscontrollists (ACLs) or capabilities.
ACLs correspondto columnsof the accesscontrol matrix. An ACL is associatedwith
every resource,i.e., every objectin thefile system,andlists all usersauthorizedto access
theobjectalongwith theiraccessrights.Theidentityof ausermustbeknownbeforeaccess
rightscanbe lookedup in the ACL. Thus,authorizationdependson prior authentication,
i.e., systemsthat rely on ACLs for authorizationmustusea decentralizedauthentication
mechanismto work acrossadministrativeboundaries.
Capabilities[Dennis and Van Horn 1966; Levy 1984] correspondto rows of the access
controlmatrix. A capabilityis anunforgeabletokenthat identifiesoneor moreresources
andtheaccessrightsgrantedto theholderof thecapability. A userthatpossessesa capa-
bility canaccesstheresourceslistedin thecapabilitywith thespecifiedrights. In contrast
to ACLs, capabilitiesdo not requireexplicit authentication,becausethepossessionof the
capabilityimplicitly authenticatestheuser1. Capabilitiescanbetransferredamongusers,
which makesthemsuitablefor authorizationacrossorganizationalboundaries.However,

_
To contrastACLs andcapabilitiesconsiderthereallife analogyof controllingaccessto a building. A doorman

might grant a visitor accessafter checkingthat his nameappearson a visitors list. This identity approachis
similar to usingACLs to control accessto files. In contrasta tenantmight gain accessto the building by using
thekey thatwasissuedto him uponsigninga lease.Thekey is similar to a capabilitythatis not explicitly tied to
anidentity. Thekey canbeconvenientlyshared,however caremustbetakenthat it doesnot fall into thewrong
hands.

ACM JournalName,Vol. V, No. N, Month 20YY.
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Fig. 3. Simplifiedstructureof theUNIX file system(from [FarmerandVenema2004]).

Fig. 4. On-disklayoutof a typical UNIX file system(from [FarmerandVenema2004]).

becausepossessionof a capability conveys accessrights, capabilitiesmustbe protected
from theft, which requiresthat they betransferredover secureandauthenticatedchannels
[Tanenbaumet al. 1986].

(3) Granularity: is theextentto which a systemcontainsdiscretecomponentsof ever-
smallersize.E.g. UNIX file systemsareorganizedwithin asingletreestructureunderneath
oneroot directory, internalnodesof the treerecursively representsub-directoriesof the
root,andleavesof thetreecanbeeitherfilesor directories.At a lower layerof abstraction,
the samefile systemconsistsof inodesanddatablocks(Figure3), andyet anotherlayer
lower onecanfind zones,labels,andpartitions(Figure4).
A network file systemmust strike a balancebetweentoo coarse-grainedand too fine-
grainedauthorization. Somesystemswork at a coarsergranularityof higher-level con-
tainerobjects,e.g., directoriesor volumes.While coarsergranularitydecreasestheamount
of accesscontrol meta-dataand the numberof accesscontrol decisionsrequired,it can
make sharingof individual files cumbersomefor users.In turn, systemsthatemploy only
fine-granularitycanbecomedifficult to manage,e.g. having to specifyblock-level access
controlsif only file-level control is desiredcan quickly becomeinfeasible. Ideally, the
systemshouldallow a frlexible level of accesscontrolgranularity.

(4) Autonomousdelegation: We evaluatethesuitability of file systemsfor file sharing

ACM JournalName,Vol. V, No. N, Month 20YY.
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Admin −> Alice
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Admin −> Alice

Grant: RWX

Alice −> Bob
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ADMIN

ALICE

BOB

1st Certificate

Fig. 5. Delegationof privileges,from anadministratorto Alice, andfrom Alice to Bob. Theadministratorgrants
Alice full accessby issuingherthefirst certificate.Alice canthendelegatereadaccessto Bob by issuinghim the
secondcertificate.To begrantedaccessBob mustpresenta certificatechainconsistingof bothcertificates.

acrossorganizationalboundarieswith minimal administrative overhead. A usershould
be able to delegateaccessrights to anotheruser. Figure 5 illustratesdelegation using
authorizationcertificates.We identify thefollowing requirementsfor delegation:
—Autonomy To facilitateeaseof file sharingandlower administrative overhead,thedel-

egationmechanismshouldbeuser-to-user, i.e., no administratorinvolvementshouldbe
required.

—Accountability It shouldalways be possibleto determinewho delegatedaccessto a
particularuser.

—Organizational independenceA usershouldbe able to delegatehis accessrights to
a userin a differentadministrative domain,if this is allowed by organizationalpolicy.
Furthermore,this shouldbedonewhile preservingaccountability.

—Low Latency A usershouldbe ableto accessa resourceassoonafter a delegationas
possible.

—Transitivity Delegationchainingshouldbe possible,e.g., if Alice delegatesaccessto
Bob, Bob shouldbe able to further delegateto Carl (creatinga chain from Alice to
Carl). A mechanismto restrict the right to further delegateand thus limit the length
of thedelegationchainis alsodesirable.This allows thesystemto scalearbitrarily, by
pushingadministrativeresponsibilityto endusers.

—Fine granularity A usershouldbeableto delegatea subsetof his accessrights,e.g., if
Alice hasreadandwrite accessto a file, sheshouldbeableto delegatereadonly access
to Bob.

(5) Revocation: While the ability to grantaccessto usersin differentadministrative
domainsis very desirable,a network file systemshouldalsohave provisionsfor revoking
access.Revocationin systemsthatbaseauthorizationon ACLs is conceptuallysimpler:a
user’saccessto anobjectcanberevokedby editingtheobject’sACL. Capabilitybasedsys-
temshave to rely on timeoutsencodedin thecapabilitiesor centralizedrevocationmech-
anisms,e.g., revocationlists or trustedon-lineagentsthatdetermineif a capabilityis still
valid. An in-depthevaluationof revocationtechniquesfor a capability basedsystemis
presentedin [Keromytis2001].

ACM JournalName,Vol. V, No. N, Month 20YY.
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Fig. 6. NFSarchitecture(from [Sandberg et al. 1985])

We survey a numberof networkedfile systemsin this comparisonframework in Section3
andpresenttheresultsin TableI andTableII.

3. NETWORKED FILE SYSTEMS

3.1 NFS

The Network File System(NFS) [Sandberg et al. 1985] developedat SunMicrosystems
remainsoneof themostwidely usednetwork-attachedfile systems.Securityin NFSwas
largelyanafterthought,andglobalfile sharingwasnotpartof theoriginaldesign.However
we chooseto review NFSin our framework dueto its familiarity andwidespreaduse.

TheNFSprotocolusestheSunRemoteProcedureCall (RPC)[Lyon 1984]mechanism
asillustratedin Figure6. The RPCprotocolallows several stylesof userauthentication,
referredto asauthenticationflavors. Theoriginal NFSreleaseusedweakUNIX-style au-
thentication(userID andgroupID) wherea user’s credentialscaneasilybe forged(see
Figure7). Eventhoughsupportfor Diffie-HellmanandKerberosversion4 authentication
flavorswasaddedlateron, UNIX styleauthentication(AUTH SYS)wastheonly manda-
tory flavor andthusmostcommonlyimplemented.Host authenticationis alsoweak,be-
causeit relieson easilyspoofableIPsor DNS names.

Authorizationin NFSfollowsUNIX semantics[Thompson1978].Thus,accessto every
file is controlledby thestandardUNIX modebits associatedwith thefile. Thepermission
bits canbe viewed asa simpleACL, that lists threeprincipals: the owner of the file, the
groupassociatedwith thefile, andthegroupconsistingof all otherusers2. Therightsthat
canbe given to eachprincipal areRead,Write and Execute. Before userscanaccessa
remotefile, the administratorson their workstationhave to mount the file systemwhere
theremotefile is located.This is donethroughthemountprotocol[Callaghanet al. 1995],
throughwhichfile systemnamesaremappedto directoryidentifiers(handles).Theremote
server’s administratorcontrolsaccessto the desiredfile systemsby listing exportedfile
systemsandthehostsallowedto mountthemin a file called/etc/exports. A handlefor the
top-level directoryof anexportedfile systemwill beprovidedto hoststhatareallowedto
mountthatfile system.Oncethathandleis acquired,no furtheruseof themountprotocol

`
Thus,we referto UNIX modebits asUNIX ACLs throughouttherestof thediscussion.

ACM JournalName,Vol. V, No. N, Month 20YY.
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Fig. 7. NFStrustmodelwhenusingtheAUTH SYSauthenticationflavor (adoptedfrom [Callaghan2000]).The
NFS server trustsclient hostsA andB. Accesscontrol is enforcedby inspectingthe sourceIP addressof RPC
requests.User Bob can legitimately accesshis files after authenticatingto client A. However, a superuseron
client B (root) caneasilyassumethecredentialof Bob without knowledgeof his password. Finally, userEve on
clientC canspooftheIP addressof clientA. Thus,RPCrequestsfrom C look like they comefrom A. Now client
C is trustedeventhoughit is not in theserver’s accesslist.

is needed.This is anotherweaknessof theNFSsecuritymodel:sincedirectoryhandlesdo
not changeoften(or at all), revocationof mountprivilegescannotbeassured.

While at first sight it seemsthattheobjectaccessgranularityin NFSis at thefile level,
theserveractuallytruststheclientworkstationthatmountsanexportedfile systemto check
file accessrights3 (seeFigures7 and8). Becauseno stronghostauthenticationmechanism
is used,securityis basedmerelyonmatchingtheIP or DNSnameof theclientworkstation
with anentryin theexportslist. Becauseafile cannotbesharedwithoutafile systembeing
exportedon the server andmountedon the client, object-accessgranularityin NFS is at
thefile systemlevel.

Significantadministrative involvementis requiredfor Alice to sharea file with Bob if
he residesin a differentadministrative domain. The administratorof Alice’s server must
trust Bob’s server and export a part of the local file systemto it. The administratorof
Bob’s workstationmusttrust Alice’s server andmountthe exportedfile system.Finally,
sinceaccesscontrolis performedusingUNIX permissionbits,Bobmustobtainanaccount
in Alice’s domainto have a meaningfulUNIX useridentifier (UID). Thus,autonomous
delegationbetweenusersin differentadministrativedomainsis not supportedin NFS.

Revocationin NFS is conceptuallysimple. A server administratorcanedit the export
list andremove directoriesor hosts.Administratorscanalsodisableuseraccountsor edit
groupdefinitionsin thecentrallyadministereduserdatabase.Finally, accessto individual
files or directoriescanberevokedby changingtheUNIX bit masksassociatedwith them.

In summary, authenticationandauthorizationin early versionsof NFS weredesigned
assuminga tightly administereddomain(e.g.,, a singlecampusLAN or extendedLAN),
makingit unsuitablefor global file sharing. This view is reflectedin someearlierlitera-
ture. Thecreatorsof theAthenasystem[Rosensteinet al. 1988;Dyer 1988],which relies
onNFSandKerberos,recognizesomeof thebarriersto accesscontrolscalability. Accord-

a
This securityproblemwasaddressedwith theintroductionof theACCESSprocedurein NFSv3.

ACM JournalName,Vol. V, No. N, Month 20YY.
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Fig. 8. NFSaccesscontrolgranularityof themountprotocol.Theserver exportsafile system(e.g. /home)to the
client. An administratoron theclient mountstheexportedfile system(e.g. under/mnt). Becausetheserver trusts
theclient to enforcefile accessrights,object-accessgranularityin NFSis at thefile systemlevel.

ing to them,the numerousACLs in the systemweredifficult to administer. In addition,
additionalintermediatelevelsof accessbetweenadministratorsandusersweredesirable.
The authorsof the Bonessystem[J. ScḧonwälderandH. Langend̈orfer 1993] point out
similar problems.

3.2 NFSv4

NFS version4 [Shepleret al. 2003] proposesmany improvementsover earlierversions.
Strongersecurityandbettersuitability to deploymenton theInternetareamongthedesign
requirements.A goodoverview of NFSv4anda comparisonwith older versionsis pre-
sentedin [Pawlowski et al. 2000]. We review the relevant changesin the context of our
framework.

NFS is basedon andrelieson the underlyingsecurityof ONCRPC[Srinivasan1995].
NFSv4mandatestheuseof strongRPCsecurityflavorsfor authentication4. Thisis achieved
by addinga new securityflavor basedon the GenericSecurityServicesAPI (GSS-API)
[Linn 1993a;Wray 1993] calledRPCSECGSS[Eisler et al. 1997]. RPCSECGSSen-
capsulatestheGSS-APImessagingtokensandactsasa transportfor conformingsecurity
flavors. Currently the mechanismsimplementingthe GSS-APIare KerberosVersion5,
LIPKEY andSPKM:

—Kerberosversion5 [Kohl andNeuman1993;Linn 1996]is a centralizedauthentication
systembasedon symmetric-key cryptography. Administrativedomainsin Kerberosare
calledrealms.An administratormaintainstheuserdatabasefor eachrealm.A Key Dis-
tributionCenter(KDC) andTicketGrantingService(TGS)grantusersticketsthatallow
themto accessservicesonspecifichostsin arealm.BecauseKerberosreliesonatrusted
third party and symmetrickey cryptography, accessingservicesacrossadministrative
boundariesis not straightforward. Administratorshave to setup trustrelationshipsand
exchangekeys for usersto accessservicesin a differentrealm. While cross-realmau-
thenticationhasbeenstudied[Trostle et al. 2001; Westerlundand Danielsson2001],

e
Oldermethods(e.g., AUTH SYS)canoptionallystill besupported.

ACM JournalName,Vol. V, No. N, Month 20YY.
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Kerberosdoesnot currentlyallow for autonomousdelegationbetweenusersin differ-
entadministrative domains.A moreextensive evaluationof Kerberosfor decentralized
accesscontrolscenariosis presentedin [KeromytisandSmith].

—TheLow InfrastructurePublicKey (LIPKEY) [Eisler 2000]systemprovidesanauthen-
ticationmodelresemblingtheSecureSocketsLayer(SSL),thatmakesit moresuitable
for useon the Internet. Authenticationwith LIPKEY is similar to using an HTTPS
server with htaccess, i.e., theserver is authenticatedwith a public key certificate,while
the clientsauthenticateusingusernamesandpasswords. Communicationis encrypted
with a sessionkey. This schemerelies on passwords being centrally managedat the
server, i.e. a usercannotdelegateaccessto anotherusernot listed in the centralized
password databasewithout administratorinvolvement. Thus,LIPKEY is not suitable
for autonomousdelegationbetweenusersin differentadministrativedomains.

—In contrastto Kerberos,theSimplePublic-Key GSS-APIMechanism(SPKM) [Adams
1996] is basedon an asymmetric-key infrastructure.SPKM allows both unilateraland
mutualauthenticationto beaccomplishedwithout theuseof securetimestamps.Thus,
out of the existing GSS-APImechanisms,SPKM with both client and server authen-
tication usingpublic keys is mostsuitablefor global file sharingacrossadministrative
boundaries.However, the GSS-APIdecouplesauthenticationand authorization,thus
limiting thesupportfor autonomousdelegationacrossadministrative domains(seedis-
cussionin Subsection3.12).

The implementationof userand group identifiersalso influencesthe suitability of an
authenticationmechanismfor deploymentacrossthe Internet. Earlier NFS versionsrep-
resentedusersand groupsvia 32 bit integers. This is unsuitablefor global file sharing,
becauseuserandgroupidentifierassignmentsin differentadministrative domainsareun-
likely to agree. NFSv4 usescharacterstringsinsteadof integersto representuserand
group identifiers. Uniquenesscan be guaranteedby using a format of user@domainor
group@domainandleveragingtheglobaldomainnameregistry.

Authorizationin NFSv4is enhancedover theUNIX modebits usedby earlierversions
with the introductionof supportfor ACL attributes. NFSv4 ACL supportis basedon
the Windows NT model[Microsoft Corporation2005;Swift et al. 2002]. Accesscontrol
entriescan be one of four types: ALLOW, DENY, AUDIT or ALARM. The ability to
explicitly grantaccessto userswho arenot the owner or in the groupof a file improves
flexibility overstandardUNIX ACLs. Theability to explicitly deny accessfacilitatesrapid
revocation.

NFSv4eliminatesthe mountprotocol by using initialized file handlesas in WebNFS
[Callaghan1996a;1996b]. File accessrights as specifiedin ACLs are checked on the
server, not theclient. Thus,while theserver administratorstill exportsfile systemsrather
thanindividualfiles,objectaccessgranularityis at thefile level.

While NFSv4introduceschangesthat facilitateglobal file sharing(eliminationof the
mountprotocol,introductionof publicfile handles,aglobaluseridentifiernamespace),au-
tonomousdelegationbetweenusersin differentadministrativedomainsis still not possible
with thecurrentlysupportedauthenticationmechanisms.Kerberosrequiresadministrator
involvementfor establishingtrust relationshipsbetweenrealms,while LIPKEY requires
administratorinvolvementin accountcreationfor thenon-localuser.

Revocationmechanismsin NFSv4remainmostlyunchangedandinvolveeditingACLs.
Supportfor more feature-richACLs andnegative rights in ACLs are the major changes

ACM JournalName,Vol. V, No. N, Month 20YY.
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overpreviousversions.

3.3 AFS

TheAndrew file system(AFS) [Howardet al. 1988;Howard1988;Satyanarayanan1989;
1990; 1992] wasdevelopedat CMU asa securedistributedfile systemwith centralized
userauthentication.Scalabilitywasa primaryconsiderationin thedesignof AFS.

Authenticationin AFS wasinitially basedon a variantof the Needham-Schroederau-
thenticationprotocol[NeedhamandSchroeder1978].TheKerberosauthenticationsystem
[Miller etal. 1987]waslateradoptedfor purposesof standardization.In earlierversionsof
AFS,userscouldonly sharefileswith otherusersin thesameadministrativedomain.Later
versionsof AFS introducedthenotionof cells(alsoknown asrealmsin Kerberos)defined
along administrative boundaries.Similarly to NFS with Kerberossupport,this enables
usersin differentadministrative domainsto sharefiles. However, cross-realmauthentica-
tion requiresadministratorinvolvement,becausea local administratormustconfigurein
advancewhich remotecellsshouldbeavailableto usersin thelocal cell. Thus,AFS does
not supportautonomousdelegationbetweenusersin differentadministrativedomains.

Authorizationin AFS is basedon AccessControl Lists (ACLs). ACLs areassociated
with directoriesratherthanindividual files. Thus,objectaccessgranularityis at thedirec-
tory level. Theauthorsarguethat thereductionin stateandconceptualsimplicity coming
from a coarsergranularity facilitate scalability. AFS ACLs specify the operationsthat
principals(usersor groups)canperformon directories,namely:

—readany file in thedirectory

—write any file in thedirectory

—list directorycontents

—insertnew files in thedirectory

—deletefiles from thedirectory

—lock files in thedirectory

—administerthedirectory, i.e., modify theACL

AFS ACLs canalsospecifynegativerights, i.e., explicitly list operationsthat a principal
is not allowedto perform.In thecaseof conflicts,negativerightsoverridepositive rights.
This mechanismfacilitatesrapid and selective revocation,e.g., in caseswherea useris
a direct or indirect memberof groupswith accessto the object. Using negative rights,
the usercanbe explicitly deniedaccessto the objectwhile the user’s groupmembership
informationis beingupdatedandpropagated,aprocessthatmaysometimestakesignificant
time in a largedistributedsystem.AFS alsoretainsthestandardUNIX modebits on files;
however, thesearenotusedto enforceaccessontheserverandonly havelocalsignificance
on theuser’s workstation.

Revocationin AFS is conceptuallysimple. Becauseuseraccountsarecentrallyman-
aged,any accountcaneasilybedisabled.Any user’s accessto a directorycanberevoked
by editing the correspondingACL. In addition,negative rights allow for rapid revocation
if resolvingandupdatingtheuser’sgroupmembershipis expectedto takesignificanttime.

3.4 xFS

xFS[Andersonet al. 1995],a serverlessnetwork file system,wasdevelopedaspartof the
NOW projectat UC Berkeley. Any nodein thesystemcanactasbothserver andclient to
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provideall file systemservicesin apeer-to-peerfashion.Theprimaryconcernsof theXFS
architectswerebetterperformance,scalability, andhigheravailability thantraditionalfile
systems.However, the decentralizedarchitectureof xFSdoesnot carryover to its access
controlmechanisms.

The xFS architectsdescribethe systemas appropriatefor a restrictedenvironment,
wheremachinestrust one another’s kernelsto enforcesecurity, i.e. the systemwas de-
signedto operatewithin a given admnistrative domain. xFS nodesaresplit in two cate-
gories: trustedcorenodeswithin the admnistrative domainandlesstrustedclient nodes.
Trustednodesrun the standardxFS file sharingprotocol and act as NFS servers to the
lesstrustedclient nodes.Becausecommunicationwith clientsoutsideof thetrustedadm-
nistrative domainfollows NFS securitysemantics,xFS is functionally equivalentto NFS
for file sharingacrossorganizationalboundariesandconsequentlysuffers from the same
limitations.

3.5 CIFS

TheCommonInternetFile System(CIFS)[LeachandPerry1996;SNIA CIFSTechnical
Work Group2002;Hertel2003]is thenetwork file systemnativeto theMicrosoftWindows
family of operatingsystems5. CIFSis basedontheServerMessageBlock (SMB) protocol
[Microsoft Corporation1996]originally developedat IBM in themid-1980s[IBM Corp.
1984]. In CIFSevery server offersa setof resources(directorytree,namedpipe,printer)
to clientsover thenetwork. Whenevera resourceis madeavailable(shared)via SMB it is
givena sharename.Beforea client canaccessa sharethey mustauthenticateto theserver
holdingthecorrespondingresource.

CIFSpermitsa numberof differentauthenticationmethods.TheSMB protocoldefines
two securitylevels: share-level anduser-level.

Share-level modeis a form of SMB authenticationfrom the daysof early corporate
LANs when securitywas not considereda top priority and PC operatingsystems(e.g.
DOS) did not supportuser-basedauthentication.Thus,passwords,if usedat all, areas-
signedto shares,not users,andaretransmittedin plaintext over thenetwork. Clientsthat
know thenameof a server anda share,alongwith thepotentialpassword,cangainaccess
to thatshare.A singlesharemayhavemultiplepasswordsassigned,eachgrantingdifferent
accessrights,e.g. onepassword maygrantread-onlyandanotherread/writeaccess.

Share-level mode,while still used,is considereddeprecatedandhasbeenreplacedwith
user-level mode.A serveremploying user-level securitymakesuseof username/password
pairs insteadof sharename/password pairs. With user-level security, a client must first
authenticateandget a valid UID, andthenpresentthe UID to gain accessto any shares.
User-level securitycanbe implementedusinga plethoraof authenticationprotocols.It is
possibleto useanonymousor guestlogin, plaintext passwords,severalchallenge-response
variations(LM, NTLM, NTLMv2), and,in morerecentversions,Microsoft’s implemen-
tationof Kerberos[Kohl andNeuman1993;Linn 1996;Swift et al. 2002]or othermecha-
nismsbasedon theGSS-API[Linn 1997]andSPNEGO[BaizeandPinkas1998].

Authorizationin CIFSdependsontheauthenticationlevel andtheunderlyingfile system
accesscontrolmechanism.In share-level modeauthorizationis combinedwith authentica-
tion: knowledgeof apasswordgrantsaccessto ashare.In user-level modetheservercould
in thebestcaseuseACLsto controlfile accesses.However, ACLsmaynot beavailableon

f
Thereareopensourceimplementationsfor otherplatforms,e.g. Samba[sam]
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all systems.BecauseCIFSwasdesignedto work with DOS,OS/2,andWindowssystems,
theunderlyingfile systemon theservercouldbeFAT, FAT32,HPFSor NTFS.While FAT
hasnoconceptof file ownershipandonly supports6 attributebits(e.g. thearchive,hidden,
read-only, andsystembits), NTFS offerssupportfor ACLs. Thus,authorizationin CIFS
canvary from none(whenanonymousaccessis allowed)to accesscontrolby ACLs.

Objectaccessgranularityin CIFSis at thesharelevel. In a file systemcontext ashareis
a directory.

Like NFS,CIFSwasdesignedfor tightly administereddomainsandthusdoesnot sup-
port all the requirementsfor autonomousdelegation acrossorganizationalboundaries.
Anonymousand guestaccessor share-level passwords do not provide accountabilityor
fine granularityof delegation. If user-level securitywith strongerauthenticationis used,
delegationof accesscontrol cannottake placewithout administrative intervention. Ad-
ministratorsmusteithercreateaccountsfor usersoutsideof thelocal domain,or dealwith
establishingcomplex trustrelationshipsbetweendifferentdomains.

Revocationin CIFS canbe accomplishedin a numberof ways. Sharingof a resource
canbe turnedoff. Administratorscandisableuseraccounts.If supported,ACLs on any
files maybeeditedto revokeaccessat a finer level of granularity.

3.6 Truffles

Truffles[Reiheret al. 1993] is oneof theearlysystemsto recognizeandaddresstheneed
for file sharingbetweenusersin differentadministrative domains.Truffles builds on the
replicationservicesprovidedby theFicusfile system[Guy et al. 1990]andaddsa mecha-
nismfor settingup securefile sharingwithout administratorintervention.Sharingis at the
granularityof a volume,i.e., a subsetof a local file system.

Truffles usesPrivacy EnhancedMail (TIS/PEM) [Linn 1993b; Kent 1993; Balenson
1993;Kaliski 1993]to authenticateusersandprovideasecuretransportchannel.Usersare
identifiedby publickeysboundto X.500distinguishednamesin X.509certificates[CCITT
1989]. Trufflesauthenticationthusrelieson a hierarchyof certificationauthorities.This
limits autonomousdelegation,becauseusersfrom different administrative domainsstill
needto havea commonroot CA.

Authorizationin TrufflesreliesonstandardUNIX andFicusaccesscontrolmechanisms,
whereeachfile hasa standardUNIX ACL associatedwith it. The authorsproposethat
a Truffles file systemlayer stacked on top of the Ficus logical layer perform mapping
betweenlocal UIDs andglobally uniqueX.500distinguishednames.

Trufflesdoesnotaddressrevocation.Theauthorsplanto provideamethodof destroying
volumesasa way to enda sharingrelationship.However, revocationat a finer granularity,
e.g., denying a particularuseraccess,is left asfuturework.

3.7 Bayou

Bayou[Terry et al. 1995;Petersenet al. 1996] is a replicated,weakly consistentstorage
systemdesignedfor themobilecomputingenvironment.Authenticationin Bayouis based
on public-key cryptography. Every userpossessesa public/privatekey pair andis authen-
ticatedby theserverusinga challenge/responseprotocol.

Authorizationin Bayouis basedon digitally signedaccesscontrol certificates.There
arethreetypesof certificates:

—accessgranting certificatesgranta useraccess(oneof read,write, or server) to a data
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Identity: K0

To: K1

Attributes: A1
Sign: S1={K 1,A1}K 0

-1

To: K2

Attributes: A2
Sign: S2={K 2,A2}K 1

-1

To: K3

Attributes: A3
Sign: S3={K 3,A3}K 2

-1

…..

Transfer 1

Transfer 2

Transfer 3

Fig. 9. Structureof aCRISIStransfercertificate(from [Vahdat1998]).Thetransfercertificateis achainof X.509
certificates.Thefirst certificateis anidentity certificateidentifying theprincipalwishingto make thetransferby
hispublickey, g@h . In eachsubsequentcertificatetheissuertransfersasubsetof hisavailableprivilegesto another
principal. E.g. in thefirst transferg@h delegatesprivilegesdescribedby i _ to g _ andsignsthecertificatewith
his privatekey, g _

h . Certificatescanbearbitrarily chained,e.g. in this example g _ transfersprivilegesto g ` ,
who in turn transfersprivilegesto g a .

collection.Accessgrantingcertificatesaresignedby a singletrustedsigningauthority.

—delegationcertificatesdelegatea user’s privilegesfrom anaccesscontrolcertificateto
anotheruser. Delegationcertificatesmustbesignedby thedelegatinguser.

—revocationcertificatesallow theoriginal signerof a certificateto revoke it.

As a sidenote,Bayourequiresseparatecertificatesfor readandwrite access.
All certificatesin Bayouare signedby a single trustedsigning authority. This limits

autonomousdelegationacrossorganizationalboundaries,becausea userin a differentad-
ministrativedomainmightbeunknown to thesigningauthority. However, theauthorssug-
gestthatmoving to a webof signingauthoritiesshouldnot bedifficult. Theaccesscontrol
modelin Bayouprovidesauthorizationat thegranularityof a wholedatacollection.

Revocationin Bayouis accomplishedusingrevocationcertificates.Revocationcertifi-
catesarestoredby write operationsandpropagatedwith thedatacollectionsto which they
apply. Thus,revocationsof write privilegesareappliedat theprimaryserver, andthereis
no needto ensurethatevery otherserver is notifiedof therevocation.

3.8 WebFS

WebFSis partof theWebOS[Vahdat1998]projectatUC Berkeley. WebFSis aglobalfile
systemlayeredon top of theHTTP protocol.This approachallows accessto files through
thefile systemusingexisting URLs asfile names.Thesecurityarchitecturefor WebOSis
calledCRISIS[Belanietal.1998].Authenticationin CRISISis basedonX.509certificates
[CCITT 1989;Polk et al. 2002;Housley et al. 2002].

Authorizationin CRISISusesahybridmodelto bestexploit thetradeoffs betweenACLs
andcapabilities. Principalsthat shouldhave long-termaccessto an objectare listed on
the ACL for that object. In the caseof WebFS,eachfile hasan associatedlist of users
authorizedto read,write or execute. The principalslisted on an ACL can then further
delegatea subsetof their rights to an objectby creatingtransfercertificates, short-lived
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and revocablecapabilities. Transfercertificatesare encodedin X.509 format, digitally
signedandcanbechained.Figure9 shows thestructureof a CRISIStransfercertificate.

Objectaccessgranularityin WebFSis atthefile level. Autonomousdelegationin WebFS
is limited sinceuserscanonly delegateto userswhohaveacertificatefrom aCA trustedby
the local domain. BecauseWebFSrelieson a hierarchyof certificationauthorities,users
in differentadministrativedomainsstill musthave a commonroot CA to sharefiles.

CRISIShasgoodsupportfor revocation.If a principal is listedon anobject’s ACL his
accesscanberevokedsimply by modifying theACL. Whenaccessis grantedwith certifi-
cates,revocationreliesontimeouts.Eachcertificateis first signedby theprincipalmaking
a statementwith a longertimeout. Thecertificateis thencounter-signedby a principalof
thesigner’schoosing.Thecounter-signatureis issuedwith ashortertimeout.Thecounter-
signeractsasa locally trustedon-line agent(OLA). The OLA checksif a certificatehas
beenrevokedbeforerefreshingits counter-signaturewith a new shorttimeout. While the
CRISISapproachallowsfor shortertimeouts,it alsointroducestheneedfor trustedon-line
agents.

3.9 CapaFS

CapaFS[ReganandJensen2001] usesself-certifyingfile namesassparsecapabilitiesto
controlaccessto files by usersin differentadministrative domains.A capabilityfile name
consistsof two parts: a client part usedby the client to locatethe remoteserver and a
server partusedby theserver to find thefile in local storage.Theclient partcontainsthe
hostnameandport of theserver. Theserver partcontainsthe local pathnameandaccess
rightson the server andis encryptedto protectit from tampering.However, theresulting
capabilityfile namesarelongandmeaninglessto usersandnecessitatetheuseof symbolic
links to assignmeaningfulnamesto remotefiles.

Thereis no explicit userauthenticationin CapaFS:knowledgeof thefilename(i.e., pos-
sessionof the capability) is sufficient to obtain accessto a file. Authorizationis based
on the accessrights encodedin the server part of the capabilityfile name.Objectaccess
granularityis at thefile level.

Becausethereis no localuseridentificationin CapaFS,autonomousdelegationis easily
achieved. To sharea file, a userneedonly communicatethe file nameto anotheruser.
Thus,no systemadministratorinvolvementis required. However, therearea numberof
problemswith the original CapaFS.Becauseknowledgeof the file nameprovidesaccess
to the file, communicatingfile namesto otherusersmustbe doneover a secureandau-
thenticatedchannel(however, no infrastructurefor thatis developedaspartof thesystem).
Theoriginal CapaFSis alsovulnerableto a man-in-the-middleattackbecausethereis no
server authentication.The authordescribeshow to implementserver authenticationby
addingthe server’s public key to the capabilityfilename. Becauseno client authentica-
tion is performed,thereis no accountabilityin the original CapaFS,i.e., thereis no way
of telling which particularuseraccesseda file. The authordescribesa way of adding
client authenticationby addinga client’s public key to theserver partof thecapabilityfile
names.The proposedapproachallows for delegationto specificusersby including their
public keys asan extensionof the capabilityfile name. However, thereis no way for a
userto delegateonly a subsetof his accessrightsto anotheruser, e.g.. a userpossessinga
read/writecapabilityfile namecannotdelegateread-onlyaccessto anotheruser.

Revocationin CapaFScould be achieved by having the server keepa capabilityrevo-
cation list (CRL) of all capability file namesthat have beenrevoked. This approachis
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/sfs/

Locationj k/l m
sfs.lcs.mit.edu:

HostID (specifiespublic key)j k/l m
vefvsv5wd4hz9isc3rb2x648ish742hy/

pathon remoteserverj k/l m
pub/links/repository/sfscvs

Fig. 10. SFSself-certifyingpathname(from [Maziereset al. 1999])

unlikely to scalewell as the list grows with time. Another approachsuggestedby the
authoris to limit thelifetime of a capabilityfile nameby includinga timeoutin it.

3.10 SFS

SFS[Mazieresetal.1999;Mazieres2000;Fuetal.2002]is aglobaldecentralizedfile sys-
tem. SFSintroducesthe notion of self-certifyingpathnames– file namesthat effectively
containthe appropriateremoteserver’s public key (seeFigure10). Thus,SFSneedsno
separatekey managementmachineryto communicatesecurelywith file servers. By con-
vention,SFSfiles canbe accessedunder/sfs/Location/HostID/Path, whereLocation is
the DNS nameor IP addressof the server, HostID specifiesthe server’s public key, and
Path is the pathto the file on the server. As with CapaFSfile names,the stringsbecome
difficult to rememberdueto the embeddedcryptographicinformation,so symboliclinks
mustbeusedasa mnemonicaid.

SFSseparatesuserauthenticationfrom the file system.Usersin SFSareauthenticated
using public key cryptography. An agenton the client side authenticatesthe userto a
separateauthenticationserver on theremoteserver. Theauthenticationserver maintainsa
databasemappingpublic keys to UNIX credentials(a userID anda list of groupIDs). If a
userdoesnot haveanaccounton a file server, theserverdefaultsto anonymousaccess.

Object accessgranularityin SFSis at the file level. Object accesscontrol in SFSis
similar to NFS.Authorizationis performedby matchingtheUNIX credentialsreturnedby
theauthenticationserver with standardUNIX ACLs associatedwith eachfile.

Autonomousdelegationin SFSis not supportedbecauseusersmusthaveanaccounton
theauthenticationserver trustedby thefile server. This would not necessarilybethecase
for usersin differentadministrativedomains.

Revocationof a user’s accessin SFSis simpleandsimilar to whatcanbedonein NFS.
Becausetheauthenticationserver hostsa centralizeduserdatabase,theuser’s entryin the
databasecanbe easily removed/disabled.A usercanalsobe removed from groupsthat
appearon ACLs for files he is no longersupposedto access.The authorsalsodescribe
mechanismsfor revoking self-certifyingpathnamesusingrevocationcertificates,shoulda
server’s privatekey be compromised.As an alternative, a user’s agentcanalso request
HostID blocking from the client. The secondapproachcould be usefulwhenno signed
revocationcertificateis found,but accessrestrictionis still desirable,e.g., dueto system
policy.

3.11 GSFS

GSFS[Kaminsky et al. 2003] is a further developmentof SFSwith the goal of allowing
file sharingbetweenusersin differentadministrative domains.To achieve this goalGSFS
introduceschangesto the SFSauthenticationserver andextendsthe standardUNIX file
systemwith SFSACLs.

Authenticationin GSFSis basedon public keys, similar to SFS.However, to facilitate
globalfile sharing,theauthenticationserver is modifiedto contactserversin otheradmin-
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Fig. 11. Overview of theGSFSauthenticationarchitecture(from [Kaminsky et al. 2003])

istrative domainsandretrieve remoteuser6 andgroupdefinitions(seeFigure11). Remote
authenticationserversarereferencedwith self-certifyinghostnames,similar to file servers.
A GSFSauthenticationservermustcontacttheremoteauthenticationserversof any remote
usersor groupslistedasmembersof localgroups.Becauseof network latency andfailures,
it is not feasibleto do this at thetime anauthenticationrequestis made.Thus,theGSFS
designerstradeoff freshnessfor availability by having the authenticationserver periodi-
cally (e.g., every hour) contactthe remoteauthenticationserversof any remoteusersor
groupslisted in local groupdefinitions.This introducesa delaybetweenwhena decision
to grantaccesshasbeenmadeandwhentheactualaccesscanoccur.

Authorizationin GSFSis doneusingACLs. TheACLsaresimilar to thoseusedin AFS,
but areextendedto differentiatebetweenfiles anddirectories.Accessrights availablein
GSFSACLs includetheright to modify theACL itself. GSFSACLscanlist four different
kindsof principals:

—User Namesallow a way of listing userswith UNIX accountson the local machine.
They are matchedagainstthe User Namefield of UNIX credentialsreturnedby the
authenticationserver.

—Group Namesreferto groupsdefinedonthelocalauthenticationserver. Remotegroups
cannotbe listeddirectly on the ACL, but canbe includedindirectly by makingthema
memberof a local group.GroupNamesarematchedagainstthegroupsreturnedby the
authenticationserver in theGroupList credentials.

—Public Key Hashesare matchedagainstthe Public Key credentialsreturnedby the
authenticationserver. Public key hashesarethe only way of listing a remoteprincipal
directly on a GSFSACL.

—Anonymousentriessimply matchall usersregardlessof credentials.

As with SFS,objectaccessgranularityin GSFSis at thefile level.
Therearetwo scenariosfor autonomousdelegationin GSFS.In thefirst scenario,user

Alice may chooseto sharea file with userBob in a differentadministrative domainby
listing a hashof Bob’s public key on theACL of thefile (assumingthatAlice hastheright

n
For thepurposesof thisdiscussionwedefineremoteusersto beusersoutsideof thelocaladministrative domain.
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to modify theACL of thefile). However, if Bob wantsto thenfurthershareaccessto the
file with anotheruser, Bob must also be given the right to modify the ACL of the file.
As delegationchainsgrow longer, this approachwill leadto longerandharderto manage
ACLs on the fileserver. It is alsoimpossibleto allow fine-grainedmulti-level delegation,
e.g., if Alice givesBob readaccessto the file andwisheshim to be ableto delegatethat
access,shehasto alsogivehim theright to modify theACL. However, in thiscasethereis
nothingto preventBob from modifying theACL andgrantinghimselfwrite access.Thus,
this approachis only suitablefor limited one-hopdelegationfrom a local userto a remote
user.

In thesecondscenario,Alice cancreatea localgroup(e.g., alice.friends)andlist remote
users(e.g., Bob)or groupsfrom anotheradministrativedomain(e.g., friends@otherdomain)
asmembersof the local group7. Remotegroupscanin turn containothergroupsandthe
nestingcanbe arbitrarily deep.Thus,indirectionthroughauthenticationserverscanpro-
vide delegation. In contrastto public key hashes,multi-level delegationcanbeachieved,
e.g., if Alice allows accessto a group owned by Bob, then Bob can add new members
(which canbe othergroups)to the group. However, this approachstill makesit difficult
for a principal to delegateonly a subsetof his accessrights. For example,if Alice has
allowed membersof the groupmanagedby Bob read/writeaccess,Bob cannotdelegate
read-onlyaccessto Carl.

Listing apublickey hashdirectlyhasseveraladvantagesoverusinggroupor usernames:

—Latency – becausetheuserrecorddoesnot haveto bepulledfrom a remoteauthentica-
tion server, theusercanbegin accessingfiles immediately.

—Simplicity – usersin a differentadministrative domainneednot beassociatedwith an
authenticationserver.

—Privacy – public-key hashesoffer a degreeof privacy by obfuscatingtheusernameson
a groupmembershiplist. Becauseanyonecanqueryanauthenticationserver anduser-
namescouldcorrespondto e-mailaddresses,groupmembershiplistscouldbeharvested
for purposesof sendingunsolicitedbulk electronicmail (“SPAM”).

Groupandusernameson the otherhandoffer the following advantagesover public key
hashes:

—Indir ection allows for multi-level delegation. The remoteauthenticationserversalso
providea singlepoint of updateif a userneedsto changehis key or revoke it.

—Naming – namesareeasierfor usersto keeptrack of thanhashesandthuswould im-
proveaccountabilityandscalability.

Beyond the mechanismsfor revocationavailablefor SFS,GSFSmustdealwith revo-
cationinvolving remoteusersandgroups.Thus,revocationin GSFSis closelyrelatedto
freshness.If a remoteuserchangeshis key or is removedfrom a remotegrouprecord,it
will take anupdatecycle for thechangeto bereflectedon the local authenticationserver.
On theotherhand,accessgrantedto public-key hashesin GSFScanbeinstantlyrevoked
by editingtheACL or grouprecord.

o
Thisassumesthatthereis aremoteauthenticationserver for thedomainthatBobor Alice’s otherfriendsbelong

to.
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KeyNote-Version: 2
authorizer: "<Administrator’s Public Key>"
licensees: "<Alice’s Public Key>"
conditions: (app_domain == "DisCFS") &&

(HANDLE == "discfs://discfs.cis.upenn.edu/Makefile.stefgjxg")
-> "RWX";

signature:
"<Signature by Administrator>"

Fig. 12. CredentialgrantinguserAlice (as identified by her public key, in the Licenseesfield) accessto file
Makefile.stefgjxgon host discfs.cis.upenn.edu. The 1024-bit keys and signaturesin hex encodinghave been
omittedin theinterestof readability.

3.12 DisCFS

The DistributedCredentialFile System(DisCFS)[Miltchev et al. 2003] usestrust man-
agementcredentialsto identify: (1) files beingstored;(2) users;and(3) conditionsunder
whichtheirfile accessis allowed.Trustmanagement[Blazeetal.1996;Blazeetal.1999a]
eliminatestheneedfor ACLs by incorporatingaccesscontrol in a new kind of certificate,
namelyanauthorizationcertificateor credential. Sucha credentialdirectly authorizesan
actionratherthandividing the authorizationtask into authenticationandaccesscontrol.
Unliketraditionalcredentials,whichbindkeysto principals,trust-managementcredentials
bindkeys to theauthorizationto performcertaintasks.DisCFSusesKeyNote[Blazeet al.
1999b]asits trust-managementengine.An examplecredentialis shown in Figure12.

Usersin DisCFSareidentifiedby their correspondingpublic keys. In contrastto tradi-
tionalcapabilities,trust-managementcredentialscontaintheidentities(i.e., publickeys)of
the userauthorizingan actionandthe userauthorizedto performthe action(respectively
theauthorizerandlicenseein Figure12). While thereis no needfor authenticationin the
traditionalsenseof lookupin a userdatabase,the server needsto verify thata useris the
legitimateownerof thepublic key it presents,i.e., that theuserhasknowledgeof thecor-
respondingprivatekey. In DisCFSthis is accomplishedby the IKE [Harkins andCarrel
1998] key managementdaemonaspart of the establishmentof a secureIPsec[Kent and
Atkinson1998]connectionbetweentheclientsworkstationandthefile server. File sharing
thentakesplaceover this IPsecassociationbetweentheclient andserver hosts.

Authorizationin DisCFSis basedontrust-managementcredentials.Whenauserwishes
to accessa remotefile, the software on the client’s workstationsendsthe relevant cre-
dentialswith a requestto accessthe file on behalfof the user. The file server passesthe
credentialsalongwith a queryto theKeyNotesystem.KeyNotechecksthesignatureson
all credentials,evaluateswhetherthe conditionsspecifiedin the credentialsaremet and
returnsan answerto the query. If the query is successful,the file server grantsthe user
accessto thefile8.

p
The questionhasbeenraisedwhetherthe DisCFSaccesscontrol mechanismbasedon trust-managementcre-

dentialscouldbeimplementedwithin theNFSv4framework. Sucha mechanismmustimplementtheGSS-API.
SPKMcouldbeusedastheauthenticationmechanismbecause,bothclientsandserversarerepresentedby public
keys. However, theGSS-APImakesno provisionsfor authorization.AppendixA in [Linn 1993a]addressespro-
posalsto addsupportfor PrivilegeAttributeCertificates(PACs)thatcarryauthorizationdata.Trust-management
credentialsseemfunctionallyequivalentto PACs. TheappendixstatesthatPACsarecurrentlynot visible across
theGSS-APIinterface,andthereareno plansto modify theinterface,sincethereareconcernsaboutit losingits
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DisCFScontrolsaccessat thefile level, however trust-managementcredentialscanalso
be appliedat a coarsergranularityif systemrequirementsfavor a minimization of state
overfine-grainedcontrol.

DisCFShasfull supportfor autonomousdelegationbetweenusersin differentadmin-
istrative domains. If Alice hasbeengrantedaccessto a file, shepossessesa credential
specifyingheraccessrights(e.g., theonedepictedin Figure12). If shewishesto delegate
a subsetof theseaccessrightsto Bob,Alice cancreatea new credentialidentifying heras
the authorizer, Bob asthe licensee, andspecifyingBob’s accessrights in the conditions
field. Alice mustthensign the new credentialandsendit to Bob alongwith her original
credential. When Bob requestsaccessto the file, he must presentthe credentialchain
consistingof bothcredentials.This mechanismprovidesautonomyandorganizationalin-
dependence:no administratorinvolvementis necessary, and Bob doesnot have to be a
memberof the sameadministrative domainasAlice. Becauseeachuseractsasa CA in
DisCFS,the needfor higher-level certificationauthoritiesis eliminated. Credentialsare
signedto prevent tamperingandcanbe sentin the clearor postedon the web9. DisCFS
providesgooddelegationlatency: userscanbegin accessingfilesassoonasthey areissued
a credential.

DisCFSsupportsmulti-level delegation, i.e., if Alice delegatesaccessto Bob, he can
thenfurtherdelegateto Carl by creatinga new credential.It is alsopossibleto limit dele-
gationto onehop. Trust-managementcredentialsallow for fine granularityof delegation:
userscandelegateany subsetof their rights. The trust managementengineensuresthat
thereis no rightsamplification,i.e., if Alice is grantedreadaccessto a file andissuesBob
a credentialgrantingread/writeaccess,Bob will not beableto write to thefile.

Delegationin DisCFSpreservesaccountability, becausethe public keys corresponding
to eachauthorizerandlicenseeareincludedin thecredentials.

Revocationin DisCFSis not as straightforward as in ACL-basedsystems,becauseit
is not always evident who hasaccessto a resource10. Thus,DisCFSrelies on timeouts
in credentialsto limit their useful life. As a moreuser-centricsystem,DisCFSmakesa
tradeoff andavoids the administrative overheadof runningon-line agentsfor revocation
checksat theexpenseof having to uselongertimeouts.

3.13 WebDAVA

WebDAVA [Levineet al. 2003]is awebfile sharingservicedesignedspecificallyfor users
in distinctadministrativedomains.Thesystemprovidesfile transferratherthanfile access
services,i.e. filesmustbetransferredin theirentiretybetweenserverandclient,ratherthan
beingmanipulatedin place. Thus,WebDAVA cannotbe strictly classifiedasa network
file system,however we examineit asanotherexampleof a systemusing authorization

generality:

” Giventhat theGSS-API’s placementpreventsit fromproviding a comprehensivesolutionto the
authorizationissue, thevalueof a partial contribution specificto particular authorizationmodels
is debatable.”

Thissuggeststhatacleanimplementationof anaccesscontrolmechanismbasedontrust-managementcredentials
within theGSS-APIwould not bepossible.q

Of course,this is not a goodideain environmentswhereprivacy of file accessrightsis desirable._ h In a multi-level delegationchain,a useris only awareof thenext “hop”, e.g., if Alice delegatesaccessto Bob,
andBob delegatesaccessto Carl,Alice hasno knowledgeof Carl,andthusno way to revoke his access.
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credentialsto allow accessacrossorganizationalboundaries.
Authenticationin WebDAVA is performedusinga challenge-responseprotocol. When

the server receivesa file requestit respondswith a challengecontaininga nonceandthe
server’s public key. The client responseincludesthe user’s public key, the file access
credential,anda newly creatednoncecredentialsignedwith theuser’s privatekey. While
theprotocoldetailsaresomewhatvague,it seemslikeonly theclientis beingauthenticated.
It is possiblethat the server is authenticatedby othermeans,e.g. usingTLS [Dierks and
Allen 1999].

Authorizationin WebDAVA is handledby KeyNote[Blazeetal.1999b]trust-management
credentials.Thecredentialsauthorizedesiredactionscorrespondingto theHTTP GET or
PUTmethods.Downloadingafile from theserver is donevia theHTTPGETmethod.The
PUT methodallows file creationor modifying a storedfile by overwriting it. Deletinga
file is doneby saving anemptyfile; theservernoticesthatthefile is emptyandremovesit.

Granularityof accesscontrolin WebDAVA is at thefile level.
WebDAVA hasfull supportfor autonomousdelegation betweenusersin distinct ad-

ministrative domains. Userscan delegatea subsetof their accessto any other usersby
retrieving their public keys andissuingthema credential.No administratorinvolvement
is required.Credentialsareprotectedfrom tamperingby a signatureandthuscanbesent
overe-mailor downloadedfrom theweb.

Revocationin WebDAVA is handledby credentialexpirationandcertificaterevocation
lists. Eachfile in thesystemhasanassociatedfile thatstoreshashesof revokedcredentials
andthusactsasa CRL. Credentialsarepassedon to theKeyNotecompliancechecker for
evaluationonly if their hashis not found in the revocationfile. The original issuerof a
credentialcanrevoke it by uploadingit to theCRL usingthePUT method.

3.14 Fileteller

FILETELLER [Ioannidiset al. 2002]is a credential-basednetwork file storagesystemwith
provisions for paying for file storageand getting paid when othersaccessfiles. Users
get accessto arbitraryamountsof storageanywherein the network, andusea micropay-
mentssystemto pay for both the initial creationof the file andany subsequentaccesses.
FILETELLER illustratestheuseof trust-managementcredentialsfor bothaccesscontroland
paymentresultingin anelegantandscalablearchitecturethatworksacrossorganizational
boundaries.

Authenticationin FILETELLER is public key based.Therearethreeparticipantsin the
system:NetworkUsers (NUs),NetworkStorageProviders (NSPs),andCheck Guarantors
(CGs). All participantsareidentifiedby their public keys. An NU needsto authenticate
with the NSPbeforeany file operationcantake place. The authenticationprotocolmust
providestrongauthenticationand,optionally, let theuserpiggy-backcredentialdeliveryto
theNSP. SecurityprotocolslikeIPsec[KentandAtkinson1998]or TLS [DierksandAllen
1999]canbeconfiguredto meettheserequirements.

Authorizationin FILETELLER is basedonKeyNote[Blazeetal.1999b]trust-management
credentials.An NU holds one or more credentialsissuedby a CG indicating the NU’s
credit line with theCG,asshown in Figure13. Therearefour kindsof credentialsusedin
differentpartsof thesystem:

(1) CheckGuarantorcredentials,which specifya user’s line of credit.

(2) Microchecks,which authorizea paymentfrom anNU to anNSP, or to anotherNU.
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Fig. 13. NSPsissuea KeyNote credentialto eachCheckGuarantor(CG) authorizingthemto actasintroducers
of users,by in turn issuingthemcredentials.A file ownerneedsto convince a CG to provide themwith a credit
line, alsoexpressedasa KeyNote credential.The file owner needsto provide thesetwo credentialsto the NSP,
alongwith amicrocheckconveying paymentto theNSP. In response,theNSPreturnsto thefile owneraKeyNote
accesscredential,grantingherfull privilegesin accessingthefile.

(3) Servercredentials,issuedby theCGs,thatidentify complyingNSPstheNUs canuse.

(4) File accesscredentials,initially issuedby NSPswhen a file is created,authorizing
subsequentaccessto thatfile by theNU owner. File ownerscanthenissuefurtherfile
accesscredentials,delegatingaccessto otherNUs.

After authenticating,the NU needsto tell the NSP the nameof the file to be accessed,
the operationtype (create,replace,read,append,delete),the sizeof the file (for replace,
append,or create),the file disposition(ordinaryor “pay-back”), the CG credential(s),a
transactionID (a randomnumberusedto matchrequestswith responses),and who the
owner of the file will be (if someoneother than the creator). When the NSP receives
this description,it makessurethat the CG is onethat it knows about,andsendsbackan
offer, consistingof thetransactionID, a nonce(for billing purposes),andthecost(in real
or “play” currency). The client thenwrites a microcheck11, andsendsit alongwith the
credentialsnecessaryto approve the operation: the CG credential(s),the file ownership
chain of credentials(if this is an accessto an existing file), followed by a copy of the
offer, theoperation,thefile disposition,andtheattributes.If theoperationwasa ‘create,’
‘replace,’ or ‘append,’ the contentsof the file aresent. If the operationwasa ‘read,’ or a
‘delete,’ nothingelseis sent.

When a file is created,the server respondswith a file accesscredential,grantingthe
creatorof thefile full access.If a file is replacedor appendedto, theserver respondswith
a signed‘receipt’ for thetransaction.Otherwise,thefile is sentto theclient.

Granularityof accessin FILETELLER is at the file level, i.e. userscreate,read,delete,
appendto, or replacewhole files. Whole files arepreferedto individual blocks for two
reasons:to amortizethecostof a checkverificationover thetransferof anentirefile, and
to avoid choosingsomearbitrary block size and defining block-level operations,which
would tie FILETELLER to a particularfile systemphilosophyratherthanmake it a general
file-storageservice.

_�_
If the client requestwasfor a file with a “pay-back”disposition,two microchecksmustbe issued;oneto the

server, andoneto theowner. Theserver verifiesthattheownerwill getpaidbeforereleasingthefile.
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Fig. 14. A userwishingto accessanotheruser’s file needsto havetheirown line of creditwith aCheckGuarantor
(CG),aswell asacredentialfrom thefile ownergrantingthemaccessto thatfile. Whenaccessingthefile, theuser
needsto provide thecredit-backingcredentialfrom theCG,amicrocheckto theNSP, andtheaccesscredential(s)
to thefile. If theownerhasseta “pay-back”dispositionfor thefile, anadditionalmicrocheckto theownermay
alsobeneededto gainaccess.

Autonomousdelegationacrossorganizationalboundariesis supportedin FILETELLER

asshown in Figure14. An NU with accessto a file candelegatea subsetof his access
rights to anotherNU by issuinga file accesscredential. This delegation mechanismis
transitive and doesnot requireadministratorinvolvement. Usersneednot residein the
sameadministrative domain,however a userwishing to accessa file served by a given
NSPmustestablisha line of creditwith a CG that recognizesthe NSPasvalid. Because
usersarevouchedfor by a CG anduniquelyidentifiedby their public keys,accountability
is preserved. File attributesare usedin file accesscredentialsto allow fine granularity
delegation.Theseattributesaremeta-dataassociatedwith thefile by theowner, andcanbe
usedto implementeasyfile grouping,associatesecuritylabelswith files, or for any other
similar scheme.

Revocationin FILETELLER is time-basedandrelieson credentialexpiration. As with
[Blazeet al. 2001],CG credentialsissuedto usersarerelatively short-lived,avoiding the
needfor credentialrevocationlists. Otherrevocationmechanismscouldalsobeusedwith
FILETELLER, asspecifiedon a per-credentialbasis.

4. ANALYSIS

TableI classifiesthefile systemsstudiedwithin theframework definedin Section2. Sys-
temsthatwerenot designedfor file sharingacrossorganizationalboundaries(NFS,AFS,
xFS,CIFS,SFS)requiresubstantialadministratorinvolvementfor merging realmsor ac-
countcreation.The inability to list non-localusersusingACLs in NFS,AFS, xFS,CIFS
andSFSmakesit impossiblefor thesesystemsto supportautonomousdelegationacross
organizationalboundaries.

The remainingsystemsreviewed in Section3 exhibit varying degreesof supportfor
autonomousdelegation.We presenta moredetailedcomparisonin TableII.

OBSERVATION 1. Systemsthat supportautonomousdelegationacrossorganizational
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TableI. File systemclassification

Authentication Authorization Granularity Autonomous
Delegation

Revocation

NFS AUTH SYS,
Kerberos

ACL (UNIX) File system No ACL

NFSv4 Kerberos,
LIPKEY,
SPKM

ACL (NT) File No ACL

AFS Kerberos ACL (AFS) Directory No ACL

xFS AUTH SYS,
Kerberos

ACL (UNIX) File system No ACL

CIFS Plaintext
password,
Challenge-
Response,
Kerberos

ACL Directory No ACL

Truffles Public Key
(X.509)

ACL (UNIX) Volume Limited No

Bayou PublicKey AC Certifi-
cate

DataCollection Limited Revocationcertificate

WebFS Public Key
(X.509)

Hybrid File Limited ACL, CRL, OLA1,
CertificateExpiration

CapAFS No Capability File Limited CRL, Timeout

SFS PublicKey ACL (UNIX) File No ACL, CRL

GSFS PublicKey ACL (SFS) File Limited ACL, CRL

DisCFS PublicKey Trust Mgmt.
Credential

File Yes CredentialExpiration

WebDAVA Challenge-
Response

Trust Mgmt.
Credential

File Yes CRL, CredentialExpi-
ration

Fileteller PublicKey Trust Mgmt.
Credential

File Yes CredentialExpiration

_
locally trustedon-lineagent

boundariesusepublic-key cryptographyfor authentication.

It is hardly surprisingthat public-key cryptographyis usedas a building block for the
authenticationmechanismemployed by systemsthat needto scalebeyond the local ad-
ministrative domain. Public-key cryptographyeliminatesthe needfor synchronouscom-
municationwith a trustedthird party. Thepublic keys of every hostandusercanbefreely
distributed. Knowledgeof the respective public keys allows two principalsto establisha
securecommunicationchannelwithout externaladministrative involvement. Out of the
systemssupportingautonomousdelegation,CapAFSis theonly onethatdoesnot employ
public key cryptography(in theoriginal design).

OBSERVATION 2. Mechanismsbasedonpurecapabilitiescannotprovideaccountabil-
ity.

Systemsbasedon purecapabilitieslike CapaFSexhibit a high degreeof userautonomy.
However, if the capabilitiesarenot tied to useridentitiesin any way, it is impossibleto
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TableII. Autonomousdelegationsupportin networkedfile systems

Autonomy Organizational
Independence

Low Latency Transitivity Fine
Granularity

Accountability

Truffles ± 1 ± ± ±
Bayou ± 2 ± ± ± ±
WebFS ± 3 ± ± ± ±

CapAFS4 ± ± ± ±
CapAFS5 ± ± ± ± ±

GSFS6 ± ± ± ± ±
GSFS7 ± 8 ± 9 ± ±
DisCFS ± ± ± ± ± ±

WebDAVA ± ± ± ± ± ±
Fileteller ± ± ± ± ± ±

_
Usersfrom differentadministrative domainsmusthave a commonroot CA.`
All accessgrantingcertificatesaresignedby a singletrustedsigningauthority.a
Remoteusersmusthave a certificatefrom a CA trustedby thelocal domain.e
Original designwithout userauthentication.f
With userauthentication.n
Publickey hashesof remoteuserslistedon ACL.o
Remotegroupslistedon ACL.p
Remoteusersmustbeassociatedwith remoteauthenticationserver.q
Userrecordsmustbeperiodicallyfetchedfrom remoteauthenticationservers.

meetthe accountabilityrequirementfor delegation. In addition,exchangingcapabilities
becomesproblematic,becausetheir contentshouldnot be disclosedto third parties.The
CapaFSauthorsrecognizetheproblemsof usingcapabilitieswith notiesto useridentities,
however theproposedsolutiondoesnot meettherequirementfor fine-graineddelegation.

OBSERVATION 3. Mechanismsbasedsolelyon ACLsdo not scalewell to a userbase
distributedacrossorganizationalboundaries.

GSFS,a furtherdevelopmentof SFS,triesto addresstheproblemof globalfile sharingus-
ing ACLs. HoweverGSFSoffersonly limited supportfor delegation.If public-key hashes
areusedto identify non-localusers,theformulatedrequirementof multi-level delegation
is not met. If groupsareusedinstead,multi-level delegationis possible,however the re-
quirementfor fine-graineddelegationis not met. This illustratesthedifficulty of usingan
ACL-basedauthorizationmechanismwhenthe usersaredistributedin differentadminis-
trative domains.

OBSERVATION 4. Authorizationcertificatescomeclosestto fulfilling all requirements
for autonomousdelegationacrossorganizationalboundaries.

Bayou,WebFS,DisCFS,WebDAVA andFiletellermeetmostof therequirementsfor au-
tonomousdelegation. Thesesystemsrely on someform of authorizationcertificates:ac-
cessgrantinganddelegationcertificates,transfercertificates,or trust-managementcreden-
tials. Transitivity of delegationis achieved by chainingthe certificates.Successive links
in a delegationchaincanonly refine,andnever expand,the accessrights of the original
certificate. This ensuresthat the fine granularityrequirementfor delegationis met. By
supportingbothtransitive andfine-graineddelegation,thesystemsbasedon authorization
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certificatesdistinguishthemselvesfrom systemsbasedon ACLsthattendto supporteither
transitiveor fine-graineddelegation,but not both.

OBSERVATION 5. There is a tradeoff betweenuserautonomyandeaseof revocation.

Systemsbasedon ACLs (e.g., GSFS)do not provide full supportfor autonomousdelega-
tion. However, accessto anobjectcanberevokedby simply editingthatobject’s ACL.

Somesystemsbasedonauthorizationcertificatesor ACL/authorizationcertificatehybrid
schemes(e.g., Bayou, WebFS)make provisions for delegation. Thesesystemsrequire
usersin differentadministrativedomainsto havea commonroot CA. While this limits the
users’organizationalindependence,it alsomakesrevocationeasier, sinceonly a limited
numberof CAs mustbecontactedto updateCRLs.

In DisCFSand WebDAVA, a more user-centric approachis taken. Usersact as CAs
and sign trust-managementcredentialsthey issuethemselves. Thus,delegationin these
systemshasthehighestdegreeof userautonomy. However, becauseaccesscontrolis com-
pletely decentralized,revocationmust rely on certificateexpiration or online revocation
authorities.

5. CONCLUSIONS

In this article we provided a framework for comparingthe suitability of access-control
mechanismsof networkedfile systemsfor globalfile sharingacrossorganizationalbound-
aries. We surveyeda numberof systemsin the context of our taxonomy. Systemsbased
on authorizationcertificatesgenerallyprovide bettersupportfor autonomousdelegation
of accessrightsbetweenusersin differentadministrative domainsthansystemsbasedon
ACLsor purecapabilities.Futureresearchonrevocationof authorizationcertificatescould
seekto minimizetheexisting tradeoff betweenuserautonomyandeaseof revocation.We
believe that our taxonomyprovidesa valuablecontribution to the networkedfile systems
designspace.
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