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A b s t r a c t

T h e  i n t r o d u c t io n  o f  th e  S t r e a m  C o n tro l  T ra n s m is s io n  P r o to c o l  ( S C T P )  h a s  o p e n e d  th e  

p o s s ib i l i ty  o f  a  m o b ile  a w a re  t r a n s p o r t  p ro to c o l .  T h e  m u l t ih o m in g  f e a tu r e  o f  S C T P  

n e g a te s  t h e  n e e d  fo r  a  s o lu t io n  s u c h  a s  M o b ile  I P  a n d ,  a s  S C T P  is a  t r a n s p o r t  la y e r  

p ro to c o l ,  i t  a d d s  n o  c o m p le x i ty  t o  t h e  n e tw o rk . U ti l iz in g  th e  h a n d o v e r  p r o c e d u r e  

o f  S C T P , t h e  la r g e  b a n d w id th  o f  W L A N  c a n  b e  e x p lo i te d  w h ils t  in  t h e  c o v e ra g e  o f  a  

h o t s p o t ,  a n d  s t i l l  r e t a i n  t h e  3 G  c o n n e c t io n  fo r  w h e n  t h e  u s e r  ro a m s  o u t  o f  t h e  h o t s p o t ’s  

r a n g e .  A ll th i s  f u n c t io n a l i ty  is  p r o v id e d  a t  t h e  t r a n s p o r t  la y e r  a n d  is t r a n s p a r e n t  t o  t h e  

e n d  u s e r , s o m e th in g  t h a t  is s t i l l  i m p o r t a n t  in  n o n -m o b ile -a w a re  le g a c y  a p p l ic a t io n s .

H o w ev e r, t h e r e  is o n e  d r a w b a c k  to  th i s  s c e n a r io  - t h e  c u r r e n t  h a n d o v e r  s c h e m e  im ­

p le m e n te d  in  S C T P  is  f a i lu r e - c e n tr ic  in  n a tu r e .  H a n d o v e r  is o n ly  p e r fo rm e d  in  t h e  p re s ­

e n c e  o f  p r im a r y  d e s t in a t io n  a d d re s s  fa i lu re .  T h is  d i s s e r t a t i o n  p ro p o s e s  a  n e w  sc h e m e  

fo r  p e r fo rm in g  h a n d o v e r  u s in g  S C T P . T h e  h a n d o v e r  s c h e m e  b e in g  p ro p o s e d  e m p lo y s  a n  

a g g re s s iv e  p o l l in g  o f  a ll  d e s t in a t io n  a d d re s s e s  w i th in  a n  in d iv id u a l  S C T P  a s s o c ia t io n  

in  o r d e r  t o  d e te r m in e  t h e  r o u n d  t r i p  d e la y  t o  e a c h  o f  th e s e  a d d re s s e s .  I t  t h e n  p e r fo rm s  

h a n d o v e r  b a s e d  o n  th e s e  m e a s u r e d  p a t h  d e la y s . T h is  d e la y - c e n t r ic  a p p r o a c h  d o e s  n o t  

in c u r  t h e  p e n a l t y  a s s o c ia te d  w i th  t h e  c u r r e n t  f a i lo v e r -b a s e d  s c h e m e , n a m e ly  a  n u m b e r  

o f  t im e o u ts  b e fo re  h a n d o v e r  is p e r fo rm e d . I n  s o m e  c a s e s  t h e  p ro p o s e d  sc h e m e  c a n  a c ­

t u a l ly  p r e e m p t  t h e  p a t h  fa i lu re ,  a n d  p e r fo rm  h a n d o v e r  b e fo re  i t  o c c u rs . T h e  p ro p o s e d  

sc h e m e  h a s  b e e n  e v a lu a te d  th r o u g h  s im u la t io n ,  e m u la t io n ,  a n d  w i th in  t h e  c o n te x t  o f  a  

w ire le s s  e n v i ro n m e n t .
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C h a p te r  1

I n t r o d u c t io n

In  r e c e n t  t im e s  th e r e  h a s  b e e n  a  p a r a d ig m  s h if t  in  t h e  w ay  I n t e r n e t  s e rv ic e s  a re  a c ­

c e sse d . T h e  im a g e  o f  t h e  s t a t i c  d e s k to p  u s e r  a c c e s s in g  t h e  in t e r n e t  o v e r fix ed , w ire l in e  

n e tw o rk s  s u c h  a s  E t h e r n e t ,  is b e in g  s u p e r s e d e d  b y  a  m o b ile , “I n t e r n e t  A n y w h e re ” 

m o d e l. T h is  s h if t  in  p a r a d ig m s  c a n  b e  a t t r i b u t e d  to  t h e  in c re a s in g  p r o l i f e r a t io n  o f  

p o r t a b le  c o m p u t in g  d e v ic e s . W h a t  b e g a n  in  t h e  1 9 9 0 s w i th  t h e  i n t r o d u c t io n  o f  d ig i ta l  

c e l lu la r  t e le p h o n e s  h a s  c o n t in u e d  in  th i s  d e c a d e  w ith  l a p to p  c o m p u te r s  a n d  P e r s o n a l  

D ig i ta l  A s s i s ta n ts  (P D A s ) .

A s  t h e  d e s ir e  t o  a c c e ss  se rv ic e s , r e g a r d le s s  o f  lo c a t io n ,  h a s  g ro w n , s e rv ic e  p ro v id e r s  

h a v e  b e g u n  t o  re a liz e  t h e  v a s t  p o t e n t i a l  o f  t h i s  n e w  w ire le s s  m e th o d  o f  c o m m u n ic a t io n .  

T h e  c o n c e p ts  o f c o m p o s i te  r a d io  a n d  w ire le s s  r e c o n f ig u r a b i l i ty  h a v e  a llo w e d  o p e r a to r s  

to  d e p lo y  th e i r  s e rv ic e s  w i th in  a  w ire le s s  e n v i r o n m e n t  m o s t  s u i t e d  to  t h e  r e q u i r e m e n ts  

o f  t h e  s e rv ic e . C o m p o s i te  r a d io  a llo w s d if fe re n t  r a d io  a c c e ss  te c h n o lo g ie s ,  e .g . G lo b a l  

S y s te m  fo r  M o b ile  C o m m u n ic a t io n s  (G S M ), G e n e r a l  P a c k e t  R a d io  S e rv ic e  ( G P R S ) ,  

U n iv e rs a l  M o b ile  T e le p h o n y  S y s te m  (U M T S ) ,  W ire le s s  L o c a l  A re a  N e tw o rk  (W L A N ) , 

t o  c o e x is t  w i th in  a  h e te ro g e n e o u s  w ire le s s  a c c e s s  i n f r a s t r u c tu r e .  T h e  c o n c e p t  o f  r e c o n ­

f ig u r a b i l i ty  is  w h a t  a llo w s  te r m in a ls ,  u s e r  d e v ic e s , t o  a d a p t  t o  d if fe r in g  w ire le s s  n e tw o rk s  

b a s e d  o n  t h e  p r o v id e r ’s  s e rv ic e , c h o s e n  b y  t h e  u s e r . I t  is  th i s  re c o n f ig u ra b i l i ty ,  c o u p le d

1



w ith  t h e  in c r e a s in g  c o m p u ta t io n a l  a b i l i ty  o f  th e s e  p o r t a b le  d e v ic e s  t h a t  w ill d r iv e  th e  

u se  o f  I n te r n e t - b a s e d  s e rv ic e s  to  n e w  h e ig h ts .

I n  o r d e r  to  m a in ta in  a c c e ss  t o  th e s e  s e rv ic e s  w i th in  t h i s  h e te ro g e n e o u s  e n v i ro n m e n t ,  

a  m o b i l i ty  s c h e m e  m u s t  b e  e m p lo y e d  t o  f a c i l i t a t e  u s e r  m o v e m e n t .  P a r t i c u l a r l y  th e  c o n ­

c e p t  o f  v e r t ic a l  h a n d o v e r  m u s t  b e  a d d re s s e d .  V e r t ic a l  h a n d o v e r  re fe rs  to  t h e  p r o c e d u r e  

o f  s w itc h in g  f ro m  o n e  w ire le s s  n e tw o rk  t o  a  d if fe re n t  w ire le s s  n e tw o rk  w h ils t  k e e p in g  

th e  u s e r ’s  a c t iv e  c o n n e c t io n  a liv e .

T h e  d e c is io n  o f  w h e re  in  t h e  p ro to c o l  s ta c k  th i s  v e r t i c a l  h a n d o v e r  s h o u ld  b e  p e r ­

f o rm e d  is  a  m a t t e r  t h a t  n e e d s  t o  b e  c o n s id e re d . T o  i l lu s t r a te ,  c o n s id e r  t h e  O S I  m o d e l  

[1] a s  a  r e p r e s e n ta t io n  o f  t h e  p ro to c o l  s ta c k .  T h is  m o d e l  is  c o m p o s e d  o f  s e v e n  d is ­

t i n c t  la y e rs , w h ic h  a r e  c o lle c te d  to g e th e r  in to  a p p l ic a t io n - o r ie n te d  la y e rs  ( a p p l ic a t io n ,  

p r e s e n ta t io n ,  a n d  se s s io n )  a n d  n e tw o r k - d e p e n d e n t  la y e rs  (n e tw o rk , lin k , a n d  p h y s ic a l)  

w i th  t h e  t r a n s p o r t  la y e r  s i t u a t e d  in  b e tw e e n .

M a k in g  t h e  h a n d o v e r  d e c is io n  a t  t h e  h ig h e r  e n d  o f  t h e  s ta c k ,  to w a rd s  t h e  a p p l ic a t io n -  

o r ie n te d  la y e rs , w ill in c u r  a  c e r ta in  l a te n c y  b e fo re  t h e  h a n d o v e r  is p e r fo rm e d . T h e  

h ig h e r  u p  t h e  s ta c k ,  t h e  g r e a te r  t h e  la te n c y  in c u r r e d  in  p e r fo rm in g  h a n d o v e r .  T h is  

m a y  r e s u l t  in  in e ff ic ie n t u se  o f th e  a v a ila b le  r e s o u rc e s ,  e .g . r e m a in in g  lo n g e r  o n  a  

G P R S  c o n n e c t io n  e v e n  th o u g h  a  h ig h e r  b a n d w id th  W L A N  c o n n e c t io n  is a v a ila b le .  

M a k in g  t h e  h a n d o v e r  d e c is io n  lo w er d o w n  t h e  s ta c k ,  to w a rd s  t h e  n e tw o r k - d e p e n d e n t  

la y e rs , w o u ld  a p p e a r  t o  b e  a  b e t t e r  s o lu t io n .  T h e  l a te n c y  in c u r r e d  b y  t h e  h ig h e r  la y e rs  

w o u ld  b e  r e d u c e d  r e s u l t in g  in  a  f a s te r  h a n d o v e r  b e in g  p e r fo rm e d . In  t h e  c a se  o f th e  

G P R S - W L A N  h a n d o v e r  e x a m p le , th i s  w o u ld  r e s u l t  in  b e t t e r  u t i l i z a t io n  o f  t h e  a v a i la b le  

b a n d w id th .  H o w ev e r, m a k in g  th e  h a n d o v e r  d e c is io n  a t  a n y  o f th e  n e tw o r k - d e p e n d e n t  

la y e rs  w o u ld  r e q u i r e  r e c o n f ig u r a t io n  o f  m a n y  n o d e s  a lo n g  t h e  t r a n s m is s io n  p a t h  f ro m  

th e  s e rv e r  t o  t h e  c lie n t .  In  a  la rg e  s c a le  e n v i ro n m e n t  s u c h  a s  t h e  I n t e r n e t ,  th i s  is  n o t  

e c o n o m ic a lly , n o r  te c h n ic a l ly  fe a s ib le .

A  v ia b le  s o lu t io n  to  th e s e  p ro b le m s  is t o  m a k e  t h e  h a n d o v e r  d e c is io n  a t  t h e  t r a n s ­
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p o r t  la y e r . E m p lo y in g  th i s  s o lu t io n  m e a n s  t h a t  t h e  h a n d o v e r  l a te n c y  in c u r r e d  a t  t h e  

t r a n s p o r t  la y e r  is  le s s  t h a n  t h a t  e x p e r ie n c e d  a t  t h e  a p p l ic a t io n - o r ie n te d  la y e rs , a n d  

a s  t h e  t r a n s p o r t  la y e r  is a n  e n d - to - e n d  la y e r  i t  r e q u i r e s  n o  m o d if ic a t io n s  b e  m a d e  to  

in te rv e n in g  n e tw o rk  e q u ip m e n t .  H o w ev e r, t h e  tw o  m o s t  w id e ly  u s e d  t r a n s p o r t  la y e r  

p ro to c o ls ,  T ra n s m is s io n  C o n tr o l  P r o to c o l  ( T C P )  a n d  U s e r  D a t a g r a m  P r o to c o l  (U D P ) ,  

d o  n o t  s u p p o r t  h a n d o v e r  n a t iv e ly . A  t h i r d  t r a n s p o r t  p ro to c o l ,  S t r e a m  C o n tr o l  T r a n s ­

m is s io n  P r o to c o l  ( S C T P ) ,  w as s t a n d a r d iz e d  in  2 0 0 0 . S C T P  w as  o r ig in a l ly  d e s ig n e d  to  

t r a n s p o r t  t e le p h o n y  s ig n a llin g  o v e r I P  n e tw o rk s , a n d  p ro v id e s  s u p p o r t  fo r  s ig n a l l in g  

n e tw o rk  c h a r a c te r is t i c s  s u c h  a s  p a t h  r e d u n d a n c y .  T h is  s u p p o r t  is v ia  S C T P ’s m u l t i ­

h o m in g  f e a tu re .  I t  h a s  b e e n  p ro p o s e d  in  [2, 3] t h a t  t h i s  m u l t ih o m in g  f e a tu r e  o f  S C T P  

c o u ld  b e  u s e d  to  f a c i l i t a te  v e r t ic a l  h a n d o v e r .

1 .1  P u r p o s e  o f  t h e  T h e s i s

W h ils t  S C T P ’s m u l t ih o m in g  f e a tu r e  p ro v id e s  f u n c t io n a l i ty  t o  f a c i l i t a te  h a n d o v e r ,  t h e  

a c tu a l  p ro c e s s  o f  p e r fo rm in g  a  h a n d o v e r  w i th in  S C T P  is s t i l l  d e s ig n e d  w i th  w ire d  n e t ­

w o rk s  in  m in d . A s  su c h , t h e  h a n d o v e r  p ro c e s s  d e f in e d  in  t h e  S C T P  s t a n d a r d  r e q u ire s  

a  n u m b e r  o f  t im e o u ts  o n  th e  c u r r e n t ly  a c t iv e  t r a n s m is s io n  p a t h  b e fo re  h a n d o v e r  w ill 

o c c u r .  T h e s e  t im e o u ts  c a n  in c u r  a  s ig n if ic a n t  d e la y  in  t h e  h a n d o v e r  p ro c e s s . T h is  

d i s s e r ta t io n  p ro p o s e s  a  n e w  sc h e m e  a s  t h e  b a s is  fo r  h a n d o v e r .  C u r r e n t ly ,  d e s t in a t io n  

a d d re s s e s  in  a n  S C T P  a s s o c ia t io n  a re  p o l le d  p e r io d ic a l ly  t o  d e te r m in e  th e i r  s t a tu s .  T h e  

h a n d o v e r  s c h e m e  p ro p o s e d  b y  th i s  d is s e r ta t io n  p e r fo rm s  m o re  f r e q u e n t  p o l l in g  o f  th e  

d e s t in a t io n  a d d re s s e s  in  o rd e r  t o  g a th e r  R o u n d  T r ip  T im e  (R T T )  m e a s u re m e n ts  fo r 

e a c h  a d d re s s .  T h e s e  R T T  m e a s u r e m e n ts  fo rm  t h e  b a s is  fo r  t h e  h a n d o v e r  d e c is io n .
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1 .2  S t r u c t u r e  o f  t h e  T h e s i s

C h a p te r  2 in t r o d u c e s  S C T P . I t  o u t l in e s  t h e  m o t iv a t io n  b e h in d  t h e  d e v e lo p m e n t  o f  S C T P  

a n d  c o n ta in s  a n  o v e rv ie w  o f  s o m e  o f t h e  c o n c e p ts  o f  th i s  n e w  t r a n s p o r t  la y e r  p ro to c o l ,  

su c h  a s  th e  m u l t ih o m in g  fe a tu re .  C h a p t e r  3 d e s c r ib e s  t h e  p ro c e s s  o f  h a n d o v e r  w ith  

r e g a r d s  to  c e l lu la r  s y s te m s . I t  d e f in e s  t h e  c o n c e p t  o f  u s e r  m o b i l i ty  w i th in  I P  n e tw o rk s , 

a n d  d e s c r ib e s  t h e  M o b ile  I P  m e c h a n is m , c u r r e n t ly  u s e d  to  a c h ie v e  th i s  m o b ili ty . I t  

a ls o  o u t l in e s  h o w  th e  S e ss io n  I n i t i a t i o n  P r o to c o l  (S I P )  c o u ld  b e  m o d if ie d  to  p ro v id e  

a  m o b il i ty  s c h e m e  to  u s e rs  w i th in  I P  n e tw o rk s . C h a p te r  4 d e s c r ib e s  h a n d o v e r  w ith in  

t h e  c o n te x t  o f S C T P . I t  b e g in s  w ith  a  d e s c r ip t io n  o f t h e  c u r r e n t  h a n d o v e r  s c h e m e  

im p le m e n te d  in  S C T P . A f te r  d e ta i l in g  t h e  d e f ic ie n c ie s  o f  th i s  s c h e m e , t h e  p r o p o s e d  

h a n d o v e r  s c h e m e  is  d e s c r ib e d .  C h a p t e r  5 e v a lu a te s  t h e  p ro p o s e d  h a n d o v e r  s c h e m e  

u s in g  th e  n s -2  s im u la to r .  C h a p t e r  6 im p le m e n ts  t h e  p r o p o s e d  h a n d o v e r  s c h e m e  w ith in  

a  w ire le s s  n e tw o rk  a n d  e v a lu a te s  i ts  p e r fo rm a n c e .  C h a p te r  7 c o n c lu d e s  th i s  d is s e r ta t io n .
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C h a p t e r  2

S C T P  O v e r v ie w

2 .1  S C T P  H i s t o r y

T h e  m o t iv a t io n  fo r  t h e  d e v e lo p m e n t  o f  t h e  S C T P  b e g a n  w i th  t h e  d e s ire  to  t r a n s p o r t  

te le p h o n y  s ig n a l l in g  m e ss a g e s  o v e r I P  n e tw o rk s . U p  to  th i s  p o in t  t e le p h o n y  s ig n a l l in g  

h a d  b e e n  p e r fo rm e d  o v e r i ts  o w n  s e p a r a te  s ig n a l l in g  n e tw o rk , u s in g  a  p r o to c o l  c a lle d  

S ig n a l l in g  S y s te m  N u m b e r  7 (S S 7 ) [4] t o  e n s u r e  r e l ia b le  d e l iv e ry  o f  s ig n a l l in g  m e ssa g e s . 

I t  d o e s  th i s  b y  e n s u r in g  t h a t  t h e r e  a r e  m u l t ip le  p a t h s ,  c a lle d  lin k s , a v a i la b le  b e tw e e n  

s w itc h in g  e n t i t i e s  in  t h e  n e tw o rk . T h is  p a t h  r e d u n d a n c y  is f u n d a m e n ta l  t o  s w itc h in g  

n e tw o rk s .

D u e  t o  t h e  r e l ia b i l i ty  r e q u i r e m e n ts  im p o s e d  b y  t h e  n a t u r e  o f  t e le p h o n y  s ig n a l lin g , 

T C P  w a s  in i t ia l ly  c o n s id e re d  a s  t h e  p ro to c o l  to  t r a n s p o r t  t e le p h o n y  m e s s a g e s  o v e r I P  

n e tw o rk s . T C P  [5] is a  t r a n s p o r t  la y e r  p ro to c o l  t h a t  p ro v id e s  a  r e l ia b le  c o n n e c t io n  

b e tw e e n  tw o  e n d p o in ts  o v e r a n  I P  n e tw o rk . I n h e r e n t  t o  T C P ’s r e l ia b i l i ty  is th e  s t r i c t  

o r d e r  o f  t r a n s m is s io n  d e l iv e ry  p o lic y  t h a t  i t  e m p lo y s . U n d e r  th i s  d e liv e ry  sc h e m e , 

s h o u ld  a  p a c k e t  b e c o m e  lo s t  in  t h e  n e tw o rk , a ll  s u b s e q u e n t  p a c k e ts  in  th e  T C P  flow  

w o u ld  b e c o m e  b lo c k e d  u n t i l  t h e  m is s in g  p a c k e t  w as su c c e s s fu lly  r e t r a n s m i t t e d .  T h is  

is r e fe r r e d  t o  a s  h e a d -o f - l in e  b lo c k in g  a n d  c o u ld  c a u s e  h u g e  d e la y s  w h e n  t r a n s p o r t i n g
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s ig n a l l in g  m e s s a g e s  o v e r u n r e l ia b le  n e tw o rk s  s u c h  a s  IP . T h e  e ffe c t o f  th e s e  d e la y s  c o u ld  

b e  t h e  fa i lu re  o f c e r ta in  ty p e s  o f s e rv ic e , a n d  r e s u l t  in  a  lo s s  o f  re v e n u e  fo r  t h e  se rv ic e  

p ro v id e r .

T h is  h e a d -o f - l in e  b lo c k in g  w as  o n ly  o n e  o f  t h e  l im i t a t io n s  o f  T C P  t h a t  w as  d isc o v ­

e re d  w h e n  a p p ly in g  t h e  p ro to c o l  t o  t h e  t a s k  o f  t e le p h o n y  s ig n a l l in g  t r a n s p o r t  o v e r I P  

n e tw o rk s .  S o m e  o f  t h e  o th e r  l im i t a t io n s  in c lu d e d  a  s u s c e p t ib i l i ty  to  c e r ta in  D e n ia l  o f 

S e rv ic e  (D o S ) a t t a c k s ,  n o  m e s s a g e  b o u n d a r y  d e l in e a t io n  m e c h a n is m , a n d  n o  s u p p o r t  

fo r  m u l t ih o m e d  h o s t s  [6]. E a c h  o f  th e s e  l im i t a t io n  is d is c u s s e d  b rie fly .

2 .1 .1  D o S  S u s c e p t ib i l i t y

T C P ’s v u ln e r a b i l i ty  to  c e r ta in  ty p e s  o f  D is t r i b u t e d  D e n ia l  o f  S e rv ic e  (D D o S )  a t t a c k s ,  

p a r t i c u l a r l y  S Y N  f lo o d in g , w a s  o n e  o f t h e  r e a s o n s  i t  w a s  ru le d  o u t  o f  c o n s id e r a t io n  

w h e n  i t  c a m e  to  t e le p h o n y  s ig n a l lin g . A  S Y N  f lo o d in g  a t t a c k  in v o lv e s  a  m a l ic io u s  h o s t  

( a t ta c k e r )  a t t e m p t i n g  to  e s ta b l i s h  m a n y  c o n n e c t io n s  to  a  t a r g e t e d  h o s t  ( v ic t im ) .  I t  

b e g in s  e a c h  o f  th e s e  c o n n e c t io n s  b y  t r a n s m i t t i n g  a  T C P  S Y N  p a c k e t.  T h e  a t t a c k e r  

c a n  s p o o f  i t s  I P  a d d re s s  m a k in g  i t  a p p e a r  t h a t  t h e  S Y N s a r e  o r ig in a t in g  f ro m  m a n y  

d if fe re n t  m a c h in e s . T h e  v ic t im  m a c h in e , u p o n  r e c e p t io n  o f  e a c h  S Y N  p a c k e t  , c h e c k s  

t o  se e  if t h e  p a c k e t  is fo r  a  p o r t  t h a t  is a c c e p t in g  c o n n e c t io n s .  I f  t h i s  is so , t h e  v ic t im  

m a c h in e  re s e rv e s  s o m e  k e rn e l  s p a c e  fo r  t h e  im p e n d in g  c o n n e c t io n  a n d  r e t u r n s  a  S Y N - 

A C K  m e s s a g e  t o  t h e  a t t a c k e r .  T h e  a t t a c k e r ,  h o w e v e r  d o e s  n o t  c o m p le te  th e  c o n n e c t io n . 

I f  t h e  a t t a c k e r  c a n  t r a n s m i t  a  la rg e  a m o u n t  o f  S Y N  p a c k e ts  in  a  s h o r t  s p a c e  o f  t im e ,  

i t  w ill d e p le te  t h e  re s o u rc e s  o n  t h e  v ic t im  m a c h in e  a n d  r e s u l t  in  t h e  v ic t im  m a c h in e  

b e in g  u n a b le  to  s e rv ic e  l e g i t im a te  c o n n e c t io n  re q u e s ts .  I n  e x t r e m e  c a se s , t h e  a t t a c k  

c a n  c o m p le te ly  k n o c k  t h e  v ic t im  m a c h in e  o u t  o f  se rv ic e .

C e r t a in  s te p s  h a v e  b e e n  ta k e n  t o  h e lp  d e fe n d  a g a in s t  th e s e  a t t a c k s  ( in g re s s  f i l te r in g  

[7], in g re s s  a c c e ss  l is ts , s t r i c t  re v e rs e  p a t h  fo rw a rd in g  [8]). H o w ev e r, th e s e  m e a s u re s  

w e re  n o t  in  p la c e  w h e n  t h e  d e s ig n  o f  S C T P  b e g a n ,  a n d  a s  s u c h  i ts  d e s ig n e r s  c o n s id e re d
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th e s e  a t t a c k s ,  a n d  T C P ’s h a n d l in g  o f  th e m , t o  b e  o f  s u c h  im p o r ta n c e  t h a t  th e y  d id  n o t  

w is h  fo r  t h e i r  s ig n a l l in g  a p p l ic a t io n  to  b e  d i r e c t ly  a f fe c te d  b y  th e m .

2 .1 .2  N o  M e s s a g e  D e l in e a t io n

T C P  is b y te - o r ie n te d  in  d e s ig n . T h is  m e a n s  t h a t  a ll  d a t a  p a s s e d  d o w n  to  t h e  t r a n s p o r t  

la y e r  f ro m  t h e  a p p l ic a t io n  la y e r  is s e n t  a s  a  s t r e a m  o f  b y te s  to  th e  o th e r  e n d . N o  

re c o rd  m a r k e r s  a re  in s e r te d  b y  T C P  t o  d e l in e a te  w h e re  o n e  m e s s a g e  e n d s  a n d  a n o th e r  

b e g in s .  T h is  w as  th o u g h t  t o  b e  a n  in c o n v e n ie n c e  t o  m e s s a g e -b a s e d  te le p h o n y  s ig n a llin g . 

A p p l ic a t io n s  w o u ld  h a v e  to  im p le m e n t  t h e i r  o w n  m e th o d  o f  d e l in e a t in g  m e s s a g e s  w ith in  

t h e  b y te  s t r e a m . P r a c t i c a l ly  th i s  w o u ld  in v o lv e  m a r k in g  t h e  b e g in n in g  a n d  th e  e n d  o f 

e a c h  m e s s a g e , a n d  a n  e x te n s iv e  u se  o f  t h e  p u s h  fa c il i ty  t o  e n s u r e  t r a n s f e r  o f  a  c o m p le te  

m e s s a g e  w i th in  a  fe a s ib le  t im e f ra m e .

2 .1 .3  N o  M u lt ih o m in g  S u p p o r t

A s s t a t e d  p re v io u s ly , s ig n a l l in g  n e tw o rk s  re ly  o n  t h e  c o n c e p t  o f  p a t h  r e d u n d a n c y  to  

e n s u r e  t h a t  s ig n a l l in g  m e s s a g e s  a re  t r a n s p o r t e d  re lia b ly , w i th  a s  m in im a l  d e la y  a s  p o s ­

s ib le . S in c e  su c h  e n d p o in ts  in  a  s ig n a l l in g  n e tw o rk  w o u ld  h a v e  to  b e  re a c h a b le  b y  m o re  

t h a n  o n e  r o u te ,  p e r h a p s  t h r o u g h  s e v e ra l d i s t in c t  p h y s ic a l  n e tw o rk s , t h i s  w o u ld  r e q u i r e  

t h e  e n d p o in t  to  b e  e q u ip p e d  w i th  m o re  t h a n  o n e  n e tw o rk  in te r fa c e . S u c h  e n d p o in ts  

a r e  t e r m e d  m u l t ih o m e d .  T C P  o ffe rs  n o  n a t iv e  s u p p o r t  fo r  m u l t ih o m e d  e n d p o in ts .  F o r  

th i s  f u n c t io n a l i ty  to  b e  im p le m e n te d  i t  w o u ld  h a v e  t o  b e  d e s ig n e d  in to  t h e  a p p l ic a t io n .  

D u e  to  t h e  m e c h a n is m s  t h a t  h a v e  to  b e  h a n d le d  fo r  e a c h  p a t h  (c o n g e s t io n  c o n tro l ,  

s t a tu s ,  e tc ) ,  i t  is a  c o m p le x  m a t t e r  to  d e s ig n  a n  a p p l ic a t io n  t h a t  c o u ld  d e a l  w ith  th e s e  

s u f f ic ie n t ly

D u e  to  th e s e  l im i ta t io n s .  T C P  w as  e l im in a te d  f ro m  c o n s id e r a t io n  fo r  t r a n s p o r t in g  

te le p h o n y  s ig n a l l in g  m e ssa g e s . T h e  d e s ig n e r s  n e x t  t u r n e d  to  t h e  U D P . U D P  [9] is a ls o  

a  t r a n s p o r t  la y e r  p ro to c o l ,  b u t ,  u n lik e  t h e  c o n n e c t io n - o r ie n te d  T C P ,  is c o n n e c t io n le s s
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b y  d e s ig n . T h is  m e a n s  t h a t  i t  c a n n o t  p ro v id e  a  r e l ia b le  c o n n e c t io n  b e tw e e n  tw o  h o s ts .  

U D P  c a n n o t  g u a r a n te e  w h a t  o r d e r  m e s sa g e s  i t  h a s  t r a n s m i t t e d  a r r iv e  in , o r  t h a t  th e y  

a r r iv e  a t  a ll. I t  w as  th i s  u n r e l ia b i l i ty  o f  t h e  p r o to c o l  t h a t  d id  n o t  a p p e a l  t o  th o s e  

w is h in g  to  im p le m e n t  a  s ig n a l l in g  s y s te m  re n o w n e d  fo r  i t s  h ig h ly  a v a ila b le , r e l ia b le ,  

d a t a  t r a n s f e r  c a p a b il i ty .

A n o th e r  l im it in g  f a c to r  o f  U D P  is t h a t  i t  h a s  n o  e x p l ic i t  c o n g e s t io n  c o n t ro l  m e c h a ­

n is m s . I t  c a n n o t  d e t e c t  w h e n  a  n e tw o rk  h a s  b e c o m e  c o n g e s te d  a n d  a s  a  r e s u l t  o f  th i s  

w ill  n o t  t h r o t t l e  b a c k  i ts  t r a n s m is s io n  r a t e .  T h is  c a n  le a d  to  tw o  u n d e s ir a b le  e ffe c ts  [6]:

1. I f  t h e  n e tw o rk  o v e r w h ic h  t h e  U D P  tr a f f ic  is  t r a v e l l in g  is c o n g e s te d , t h e  a d d i t io n  

o f  m o re  U D P  tra f f ic  w ill n o t  a l le v ia te  t h e  c o n g e s tio n ;  i t  w ill,  in  f a c t ,  in c re a s e  

t h e  c o n g e s t io n  lev e l p re s e n t  in  th e  n e tw o rk . T h is  w ill h a v e  a d v e rs e  e ffe c ts  o n  t h e  

t r a f f ic  o f  o th e r  a p p l ic a t io n s  t r a n s m i t t i n g  o v e r t h e  s a m e  n e tw o rk .

2. A s  t h e  c o n g e s t io n  in c re a s e s  a n d  q u e u e s  b u i ld  u p  a t  t h e  in te rv e n in g  r o u te r s  t h r o u g h ­

o u t  t h e  n e tw o rk , so m e  p a c k e ts  w ill in e v i ta b ly  b e  d is c a rd e d  (d u e  to  f in ite  b u f fe r  

c a p a c i ty ) .  T h is  m a k e s  U D P  e v e n  m o re  u n re l ia b le .

T h e s e  l im i t a t io n s  ru le  U D P  o u t  o f  p r o v id in g  a  m e a n s  t o  t r a n s p o r t  te le p h o n y  s ig ­

n a l l in g . B u t  U D P  is c o n s id e re d  a  lig h tw e ig h t  p ro to c o l  a n d  a s  s u c h  m a n y  o f  i ts  d ra w b a c k s  

c a n  b e  o v e rc o m e  b y  c o r r e c t ly  d e s ig n in g  a n  a p p l ic a t io n  t o  s i t  o n  to p  o f  U D P . U D P  is 

m e s s a g e  b a s e d  a n d  h a s  l i t t l e  o v e rh e a d . T h e  a p p l ic a t io n  t h a t  w o u ld  s i t  o n  to p  o f  U D P  

w o u ld  h a v e  t o  im p le m e n t  m e c h a n is m s  to  o v e rc o m e  U D P ’s d e fic ie n c ie s , n a m e ly

•  S o m e  fo rm  o f  c o n g e s t io n  c o n tro l ,

•  A  r e t r a n s m is s io n  s c h e m e  to  d e t e c t  a n d  r e t r a n s m i t  lo s t  p a c k e ts ,

•  A  m e c h a n is m  to  c o r r e c t  o u t  o f  o rd e r  a n d  d u p l ic a te d  p a c k e ts .

W h ile  i t  a p p e a r s  a s  th o u g h  U D P  d o e s  p ro v id e  s o m e  g r o u n d  w o rk  u p o n  w h ic h  to  

b u i ld  a  s ig n a l l in g  a p p l ic a t io n ,  a c tu a l ly  d e s ig n in g  a n d  im p le m e n t in g  t h e  m e c h a n is m s  

m e n t io n e d  a b o v e  is  a  n o n - t r iv ia l  m a t t e r .



W it h  T C P  e x c lu d e d  d u e  to  t h e  l im i ta t io n s  m e n t io n e d  p re v io u s ly , a n y  im p le m e n ta ­

t i o n  t h a t  w as  to  m e e t  t h e  r e q u i r e m e n ts  o f  s ig n a l l in g  m e s s a g e  t r a n s p o r t  w as  d e s ig n e d  to  

w o rk  w ith  U D P  a s  t h e  u n d e r ly in g  t r a n s p o r t  p ro to c o l .  T h r e e  c o n s e c u t iv e  w o rk s  b e g a n ,  

e a c h  w i th  t h e  g o a l o f  p r o v id in g  re l ia b le  s ig n a l l in g  o v e r U D P . T h e  c u lm in a t io n  o f  th e s e  

in d iv id u a l  e ffo r ts , e n t i t l e d  M u l t i - n e tw o rk  D a ta g r a m  T r a n s m is s io n  P r o to c o l  ( M D T P ) ,  

c a m e  a b o u t  in  1 99 7 . W o rk  c o n t in u e d  o n  M D T P , p r o d u c in g  a  w o rk in g  im p le m e n ta ­

t i o n  w h ic h , a lo n g  w i th  th e  g e n e ra l  c o n c e p ts  o f  M D T P , w as  s u b m i t t e d  t o  t h e  I E T F  fo r 

c o n s id e r a t io n  in  1998.

A r o u n d  t h e  t im e  o f  M D T P ’s s u b m is s io n , t h e  I E T F  w e re  b e g in n in g  a n  in i t i a t iv e  to  

in v e s t ig a te  t h e  t r a n s p o r t  o f  t e le p h o n y  s ig n a l l in g  o v e r  I P  n e tw o rk s . T h e  o u tc o m e  o f 

th i s  in i t ia t iv e  w as  th e  fo rm in g  o f  t h e  S IG T R A N  w o rk in g  g ro u p  w i th in  t h e  T r a n s p o r t  

A re a  o f  th e  I E T F .  S I G T R A N ’s m o d u la r  a r c h i te c tu r e ,  c o u p le d  w ith  t h e  r e q u i r e m e n ts  fo r  

te le p h o n y  s ig n a llin g , in t e g r a te d  w ell w i th  t h e  c o n c e p ts  o f  M D T P ’s d e s ig n . T h e  m e rg in g  

o f  th e  tw o  g ro u p s  r e s u l te d  in  a  h o s t  o f  m o d if ic a t io n s  b e in g  m a d e  to  M D T P . S o m e  o f 

th e s e  m o d if ic a tio n s ,  o r  r e f in e m e n ts ,  in c lu d e d :

•  M u l t i s t r e a m  c o n c e p t

T h is  w as  in t r o d u c e d  a s  a  d e fe n c e  a g a in s t  t h e  h e a d -o f - l in e  b lo c k in g  t h a t  w a s  o n e  

o f  t h e  r e a s o n s  fo r  r e je c t in g  T C P . C e n t r a l  t o  t h e  m u l t i s t r e a r n  c o n c e p t  is t h e  id e a  

t h a t  e a c h  s t r e a m  is lo g ic a l ly  s e p a r a t e  f ro m  t h e  o th e r s .  M e ssa g e s  a r r iv in g  in  o n e  

s t r e a m  w ill n o t  b e  b lo c k e d  d u e  to  m e s s a g e  lo ss  w i th in  o th e r  s t r e a m s .  A ll  d a t a  

c h u n k s  c o n ta in  a  s t r e a m  id e n tif ie r ,  a  s t r e a m  s e q u e n c e  n u m b e r ,  a n d  a  t r a n s m is s io n  

s e q u e n c e  n u m b e r .  T h e s e  te r m s  a re  e x p la in e d  in  S e c t io n  2 .2 .

•  C o n g e s t io n  c o n tro l  e n h a n c e m e n ts  h  SA C K  im p ro v e m e n ts

T h e  c o n g e s t io n  c o n t ro l  sc h e m e s  o f  M D T P  w ere  r e d e s ig n e d  t o  m o re  c lo se ly  r e s e m ­

b le  th o s e  o f  T C P ,  a s  d e s c r ib e d  in  [10]. T h e  S e le c t iv e  A c k n o w le d g e m e n t (S A C K ) 

m e c h a n is m  w as  im p le m e n te d  b a s e d  o n  t h e  w o rk  d o n e  o n  S A C K  T C P  [11].
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•  F o u r  w ay  s e c u re  h a n d s h a k e

T h e  o r ig in a l  s e tu p  p r o c e d u r e  in v o lv e d  a  th r e e -w a y  h a n d s h a k e ,  s im ila r  to  T C P ’s. 

T h is  w as  r e d e s ig n e d  to  i n c o r p o r a te  a  s e c u r i ty  m e c h a n is m , a n  e n c r y p te d  s t a t e  

co o k ie , a s  a  d e fe n c e  a g a in s t  D D o S  a t t a c k s .  A n o th e r  e n h a n c e m e n t  m a d e  to  th e  

s e tu p  m e c h a n is m  w as to  a llo w  u s e r  d a t a  to  b e  t r a n s f e r r e d  o n  t h e  t h i r d  a n d  f o u r th  

leg  o f  t h e  h a n d s h a k e .  T h is  w o u ld  re d u c e  t h e  c o n n e c t io n  s e tu p  o v e rh e a d  to  tw o  

r o u n d  t r i p  t im e s .

•  M e s s a g e  b u n d l in g  im p ro v e m e n ts

T h e  w o rk in g  g ro u p  in t r o d u c e d  a  c h u n k - b a s e d  m e s s a g e  b u n d l in g  s y s te m  to  r e p la c e  

t h e  p re v io u s  d e l iv e ry  m e c h a n is m . T h is  c h u n k - b a s e d  s y s te m  is c o v e re d  in  m o re  

d e t a i l  in  th e  S e c tio n  2 .2 .

•  P a t h  M T U  d is c o v e ry

T h is  w as  im p le m e n te d  b y  t h e  w o rk in g  g ro u p  a s  a  f u n d a m e n ta l  f e a tu r e  o f  t h e  

p ro to c o l .  T h is  w o u ld  a llo w  M D T P  to  d e t e c t  a n d  a d a p t  to  d if fe r in g  n e tw o rk  

c o n d it io n s .

In  o rd e r  t o  e m p h a s iz e  t h e  c h a n g e s  m a d e  t o  M D T P  t h e  w o rk in g  g ro u p  d e c id e d  to  

r e n a m e  th e  p ro to c o l  to  t h e  S t r e a m  C o n tro l  T ra n s m is s io n  P ro to c o l .  T h is  n a m e  c h a n g e  

r e f le c te d  m o re  t h a n  j u s t  t h e  e n h a n c e m e n ts  m a d e  to  M D T P ’s f e a tu re s .  I t  e m p h a s iz e d  

t h e  e x p a n s io n  o f  s c o p e  a n d  f u n c t io n a l i ty  o f  t h e  p ro to c o l .  D u e  t o  t h e  r o b u s tn e s s  o f  th e  

d e s ig n  a n d  t h e  in c re a s e d  c a p a b i l i ty  o f  t h e  p ro to c o l  t h e  I E T F  T r a n s p o r t  A re a  D ire c ­

t o r a t e  (T A D ) a lo n g  w i th  t h e  I n t e r n e t  E n g in e e r in g  S te e r in g  G r o u p  ( IE S G )  m a d e  th e  

r e c o m m e n d a t io n  t h a t  S C T P  s h o u ld  r u n  o v e r I P  d ir e c t ly ,  i n s te a d  o f  o v e r U D P  a s  i t  w as 

c u r r e n t ly  im p le m e n te d ,  in  D e c e m b e r  199 9. T h e  IE S G  a n d  T A D  sa w  a  lo t  o f  p o t e n t i a l  in  

S C T P  o u ts id e  t h e  s c o p e  o f  t r a n s p o r t i n g  te le p h o n y  s ig n a llin g . T h e i r  r e c o m m e n d a t io n  o f  

im p le m e n t in g  S C T P  o v e r I P  w as  a n  in d ic a t io n  o f  t h e  s ig n if ic a n c e  o f  S C T P  a s  a  g e n e ra l  

p u r p o s e  t r a n s p o r t  p ro to c o l .
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T h is  r e c o m m e n d a t io n  w as  m e t  in i t ia l ly  w i th  s o m e  t r e p i d a t i o n  b y  t h e  w o rk in g  g ro u p . 

I t  w as  t h o u g h t  t h a t  w i th  S C T P  n o w  b e in g  a  g e n e ra l  p u r p o s e  t r a n s p o r t  p ro to c o l ,  lik e  

T C P  a n d  U D P , i t  w o u ld  c e r ta in ly  h a v e  t o  b e  im p le m e n te d  in  t h e  o p e r a t in g  s y s te m  

k e rn e l  c o d e . U n t i l  t h i s  p o in t  S C T P  h a d  b e e n  im p le m e n te d  in  u s e r  sp a c e . M o v in g  i t  to  

t h e  k e rn e l  c o u ld  ta k e  a  lo n g  t im e  to  ro l l - o u t ,  a s  m a n y  o p e r a t in g  s y s te m  v e n d o rs  c a n  ta k e  

s e v e ra l  y e a r s  to  im p le m e n t  a  n e w  p ro to c o l  in  th e i r  k e rn e l  c o d e . A lso , d u e  t o  th e  f a c t  

t h a t  t h e  S C T P  c o d e  w o u ld  n o w  b e  im p le m e n te d  w i th in  t h e  k e rn e l  c o d e  o f  t h e  o p e r a t in g  

s y s te m , s o m e  m e m b e r s  o f  t h e  w o rk in g  g ro u p  fe lt  t h a t  t h e y  w o u ld  n o  lo n g e r  h a v e  s t r i c t  

c o n t ro l  o v e r r e t r a n s m is s io n  t im e r s .  H o w ev e r, t h e  IE S G  in s is te d  t h a t  S C T P  s h o u ld  b e  

d e f in e d  a s  a  g e n e ra l  p u r p o s e  t r a n s p o r t  p ro to c o l ,  a n d  s u g g e s te d  t h a t  t h e  w o rk in g  g ro u p  

s h o u ld  lo o k  o u ts id e  t h e  s c o p e  o f  t r a n s p o r t in g  te le p h o n y  s ig n a l l in g  to  se e  t h e  b e n e f i ts  

S C T P  o ffe re d  to  a p p l ic a t io n s  w ith  s im ila r  r e q u i r e m e n ts .  T h e  w o rk in g  g ro u p  a g r e e d  a n d  

S C T P  w as  a c c e p te d  a s  R e q u e s t  fo r  C o m m e n t  ( R F C )  2 9 6 0  in  O c to b e r  2 00 0 .

2 .2  S C T P  T e r m in o lo g y

In  o r d e r  fo r r e l ia b le  c o m m u n ic a t io n s  t o  c o m m e n c e  in  a n  I P  n e tw o rk  tw o  n o d e s  m u s t  

e s ta b l i s h  a  c o n n e c t io n ,  o r  c o m m u n ic a t io n s  l in k , b e tw e e n  th e m . F u r th e r m o r e  t h e  n o d e s  

m u s t  b e  in  a  s t a t e  w h e re  t h e y  a re  a b le  to  t r a n s m i t  d a t a  to ,  o r  w ill in g  t o  re c e iv e  d a t a  

f ro m , t h e  o th e r  n o d e  in  t h e  lin k . I n  S C T P  te rm in o lo g y , t h e  tw o  n o d e s  a t  e i th e r  e n d  

o f a  c o m m u n ic a t io n s  l in k  a re  c a lle d  e n d p o in ts .  T h e  c o m m u n ic a t io n s  l in k  b e tw e e n  t h e  

e n d p o in ts  is t e r m e d  a n  a s s o c ia t io n .  A n  a s s o c ia t io n  b e tw e e n  tw o  m u l t ih o m e d  e n d p o in ts  

c a n  b e  se e n  in  F ig . 2 .1 .

S C T P  is  d e f in e d  a s  a  t r a n s p o r t  la y e r  p ro to c o l  in  [12]. E n d p o in t s  c o m m u n ic a te  w ith  

e a c h  o th e r  b y  m e a n s  o f  t r a n s p o r t  a d d re s s e s .  A  t r a n s p o r t  a d d re s s  is c o m p o s e d  o f  a n  

I P  a d d re s s  a n d  a  S C T P  p o r t  n u m b e r .  E n d p o in ts  u se  t r a n s p o r t  a d d re s s e s  to  lo c a te  

a  p a r t i c u l a r  a p p l ic a t io n  r u n n in g  o n  a sp e c if ic  m a c h in e  in  a  n e tw o rk . T h e  I P  a d d r e s s
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Figure 2.1: A n S C T P  A ssoc ia tion

lo ca tes th e  m achine (or m ore p recisely  th e  netw ork interface on  th e  m achine) and th e  

port num ber d eterm ines w hich app lication  running on  th a t m achine th e arriving d a ta  

is in tend ed  for. T h is m echanism  works sim ilarly for T C P  and U D P . S C T P ’s port space  

is  a llocated  by th e Internet A ssign ed  N um bers A u th ority  (IA N A ). B oth  T C P  and U D P  

each have th eir  ow n p ort space, a lso a llocated  to  th em  b y LANA.

2 .2 .1  C h u n k s

A ll com m u n ication  b etw een  tw o en d p oin ts across an  assoc ia tio n  is co n d u cted  th rou gh  

th e  use o f  chunks. T h ese are S C T P  m essages and  are d iv id ed  into tw o types: contro l 

chunks and  user chunks. T h e la tter  are u sed to  transm it d ata , p assed  dow n from  th e  

ap p lication , to  th e peer end p oin t. C ontrol chunks are u sed to  estab lish , m on itor, and  

term in ate an associa tion . D ifferent control chunks are u sed for each of th ese  tasks. T a ­

b le 2.1 provides an  overview  o f S C T P ’s con trol chunks and th e  fu n ctions th e y  perform .
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C h u n k  T y p e C h u n k  N a m e D e s c r ip t io n

0 x 0 0 DATA U s e d  t o  t r a n s m i t  u s e r  d a t a

0 x 0 1 IN IT F i r s t  c h u n k  in  S C T P ’s fo u r  

w ay  h a n d s h a k e

0 x 0 2 IN IT -A C K R e s p o n s e  to  IN IT  c h u n k .

C o n ta in s  S ta t e  C o o k ie  p a r a m e t e r

0 x 0 3 SA C K A c k n o w le d g e s  re c e iv e d  u s e r  d a t a

0 x 0 4 H E A R T B E A T U s e d  to  p o l l  id le  d e s t in a t io n  

a d d re s s  p e r io d ic a l ly

0 x 0 5 H E A R T B E A T -A C K S e n t  in  re s p o n s e  to  

a  H E A R T B E A T  c h u n k

0 x 0 6 A B O R T U s e d  t o  t e r m i n a t e  a n  a s s o c ia t io n  

a b r u p t ly

0 x 0 7 S H U T D O W N F i r s t  c h u n k  in  t h e  th r e e -w a y  

g ra c e fu l  s h u td o w n  p ro c e d u r e

0 x 0 8 S H U T D O W N -A C K S e n t  in  r e s p o n s e  to  a  

S H U T D O W N  c h u n k

0 x 0 9 E R R O R U s e d  t o  r e p o r t  o p e r a t io n a l  e r ro r s  to  

a  p e e r  e n d p o in t

0 x 0 a C O O K IE -E C H O T h i r d  c h u n k  in  t h e  fo u r  w ay  

h a n d s h a k e .  R e tu r n s  S t a t e  C o o k ie

0 x 0  b C O O K IE -A C K R e s p o n s e  to  C O O K IE -E C H O . F in a l  

c h u n k  in  t h e  fo u r  w a y  h a n d s h a k e

0 x 0 c E C N E E x p l ic i t  C o n g e s t io n  N o t i f ic a t io n  (E C N ) 

E c h o  c h u n k . R e s e rv e d

OxOd C W R C o n g e s tio n  W in d o w  R e d u c e d  c h u n k . 

R e s e rv e d  fo r  E C N

0 x 0  e S H U T D O W N -

C O M P L E T E

F in a l  c h u n k  in  th r e e -w a y  

g ra c e fu l  s h u td o w n  p r o c e d u r e

T a b le  2 .1: S C T P  C h u n k  T y p e s

T h e  c h u n k  ty p e s  OxOf - Oxff a r e  r e s e rv e d  b y  th e  I E T F  fo r  f u tu r e  u se .

S C T P  c h u n k s  c o m p r is e  ty p e , f l a g s , l e n g th  a n d  d a ta  fie ld s . T h is  is s h o w n  in  F ig . 2 .2 . 

A s e a c h  c h u n k  is to  b e  c o m p le te ly  s e l f -d e s c r ip t iv e ,  t h e  t y p e  fie ld  s t a t e s  w h a t  ty p e  o f 

c h u n k  i t  is . A  l is t  o f t h e  c u r r e n t ly  d e f in e d  c h u n k s  is g iv e n  in  T a b le  2 .1 . T h e  f l a g s  fie ld  

c o n ta in s  a n y  s p e c ia l  flag s  t h a t  a  p a r t i c u l a r  c h u n k  ty p e  m ig h t  n e e d  to  s e t . T h is  fie ld  w ill 

t a k e  o n  a d if fe re n t  m e a n in g  w ith  e a c h  c h u n k  ty p e .  T h e  l e n g th  fie ld  in d ic a te s  h o w  lo n g  

t h e  c h u n k  is, a n d  is  s to r e d  in  b y te s . I t  in c lu d e s  t h e  t y p e  a n d  fla g s  f ie ld s , a s  w ell a s  its e lf ,
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7 15 31

Chunk

Type

Chunk

Flags

Chunk

Length

F ig u r e  2 .2: S C T P  C h u n k  S t r u c t u r e

w h e n  c a lc u la t in g  t h e  c h u n k  le n g th ,  so  t h a t  if  a  c h u n k  c o n ta in s  n o  d a t a ,  le n g th  w ill b e  

s e t  to  4. T h e  c h u n k  d a ta  fie ld  m u s t  e n d  o n  a  3 2 -b i t  w o rd  b o u n d a ry .  I f  t h e  in f o r m a t io n  

c o n ta in e d  in  t h e  c h u n k  d a t a  fie ld  d o e s  n o t  e n d  o n  t h i s  b o u n d a r y  i t  is p a d d e d  t o  th e  

n e x t  w o rd  b o u n d a ry .  T h e  le n g th  fie ld  d o e s  n o t  in c lu d e  a n y  p a d d in g  t h a t  m ig h t  h a v e  

b e e n  a d d e d  to  th e  d a t a  p a r t  o f  t h e  c h u n k .

0_______   15_______________________31

Parameter

Type

Parameter

Length

Parameter Data

F ig u r e  2 .3 : T L V  F o r m a t

T h e  d a t a  fie ld  is v a r ia b le  in  le n g th  a n d  c o n ta in s  p a r a m e te r s  sp e c if ic  to  th e  c h u n k  

ty p e .  T h e s e  p a r a m e te r s  a r e  s to r e d  in  T im e -L e n g th - V a lu e  (T L V ) fo r m a t .  T h is  f o r m a t  

is s h o w n  in  F ig . 2 .3 . T h e  t y p e  fie ld  in d ic a te s  w h a t  p a r a m e t e r  th i s  is. T h e  l e n g th  fie ld  

c o n ta in s  t h e  le n g th  o f  th e  p a r a m e te r  in  b y te s .  T h is  in c lu d e s  th e  ty p e  fie ld  a n d  its e lf , 

so  t h a t  a  p a r a m e t e r  t h a t  c o n ta in s  n o  d a t a  s t i l l  h a s  t h e  le n g th  fie ld  s e t  to  4 . T h e  d a ta  

fie ld  is v a r ia b le  in  le n g th  a n d  c o n ta in s  t h e  i n f o r m a t io n  c a r r ie d  in  t h e  p a r a m e te r .  I t  is 

p a d d e d  to  t h e  n e x t  3 2 -b i t  w o rd  b o u n d a r y  i f  i t s  le n g th  is n o t  a  m u l t ip le  o f  fo u r  b y te s .  

T h e  p a d d in g  is  n o t  in c lu d e d  in  t h e  p a r a m e t e r  l e n g th  fie ld . F o r  m o re  in f o r m a t io n  o n  

t h e  T L V  f o r m a t  see  [6].

C h u n k s  a re  t r a n s m i t t e d  a c ro s s  th e  n e tw o rk  in  S C T P  p a c k e ts .  A n  S C T P  p a c k e t  

c o n ta in s  t h e  S C T P  c o m m o n  h e a d e r  a n d  o n e  o r  m o re  c h u n k s  to  b e  t r a n s m i t t e d .  T h e  

S C T P  c o m m o n  h e a d e r ,  a s  s h o w n  in  F ig . 2 .4 , is  a lw a y s  f ir s t  in  t h e  S C T P  p a c k e t .  I t
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0 15 31

Source Port 

Number

Destination Port 

Number

Verification Tag

Checksum

F ig u r e  2 .4: S C T P  C o m m o n  H e a d e r

c o n ta in s  in f o r m a t io n  su c h  as  t h e  s o u rc e  a n d  d e s t in a t io n  p o r t  n u m b e r s ,  a  v e r if ic a t io n  

ta g ,  a n d  a  c h e c k su m . T h e  p o r t  n u m b e r s ,  c o u p le d  w i th  t h e  s o u rc e  a n d  d e s t in a t io n  

a d d re s s e s  in  t h e  I P  p a c k e t  h e a d e r ,  fo rm  t h e  t r a n s p o r t  a d d re s s e s  d e s c r ib e d  p re v io u s ly . 

T h e  V e r if ic a t io n  T a g  is  t o  e n s u re  t h a t  th e  p a c k e t  b e lo n g s  to  t h e  c u r r e n t  a s s o c ia t io n  a n d  

n o t  s o m e  p re v io u s  a s s o c ia t io n  b e tw e e n  t h e  s a m e  tw o  e n d p o in ts .  I t  a lso  p r o te c t s  a g a in s t  

a  b l in d  a t t a c k e r  in je c t in g  d a t a  in to  t h e  c u r r e n t  a s s o c ia t io n .  T h e  c h e c k s u m  e n s u re s  t h a t  

t h e  d a t a  w i th in  t h e  h e a d e r  h a s  n o t  b e e n  c h a n g e d  w h i ls t  b e in g  t r a n s m i t t e d  a c ro s s  th e  

n e tw o rk .

2 .2 .2  M u l t ih o m in g

O n e  o f  th e  f e a tu r e s  o f  S C T P  t h a t  d i f f e r e n t ia te s  i t  f ro m  b o t h  T C P  a n d  U D P  is i t s  

s u p p o r t  o f  m u l t ih o m in g .  I f  a  h o s t  m a y  b e  re a c h e d  b y  m o re  t h a n  o n e  I P  a d d re s s ,  i t  

is s a id  t o  b e  m u l t ih o m e d , a s  s h o w n  in  F ig . 2 .1 . I t  m a y  b e  t h a t  t h e  m a c h in e  h a s  tw o  

o r  m o re  N e tw o rk  I n te r f a c e  C a r d s  (N IC s )  w ith  a n  I P  a d d re s s  a s s ig n e d  to  e a c h  in te r f a c e  

c a rd ,  o r  i t  h a s  o n e  n e tw o rk  c a r d  w ith  m u l t ip le  I P  a d d re s s e s  a s s ig n e d  to  i t .  T h e  fo rm e r  

is t e r m e d  s im p le  m u l t ih o m in g  in  [13] a n d  fo r  t h e  d u r a t i o n  o f  th i s  d o c u m e n t  is w h a t  is 

m e a n t  w h e n  r e f e r r in g  to  h o s t s  t h a t  a r e  m u l t ih o m e d .  A n  e x a m p le  o f  t h e  l a t t e r  is w h e n , 

in  I P v 6  n e tw o rk s , a  g lo b a l  a d d re s s ,  a  s i te - lo c a l  a d d re s s ,  a n d  a  l in k - lo c a l  a d d re s s  a re  

a s s ig n e d  to  a  n e tw o rk  in te r f a c e  c a rd .
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2 .2 .3  M u l t i s t r e a m in g

A s s t a t e d  in  S e c t io n  2 .1 , o n e  o f  th e  r e a s o n s  T C P  w as  n o t  u s e d  in  t h e  t r a n s p o r t  o f 

s ig n a l l in g  m e s s a g e s  o v e r I P  n e tw o rk s  w as i t s  s t r i c t  o rd e r  o f  t r a n s m is s io n  d e l iv e ry  p o l ic y  

M o re  s u c c in c t ly  i t  w as  th e  h e a d -o f - l in e  b lo c k in g  p ro b le m  t h a t  th i s  p o lic y  c a n  in c u r  t h a t  

le d  t o  T C P  b e in g  re je c te d .  T h e  d e s ig n e r s  o f  S C T P  in t r o d u c e d  th e  c o n c e p t  o f  in d iv id u a l  

m e s s a g e  flow s w i th in  a n  a s s o c ia t io n  a s  a  s o lu t io n  to  h e a d -o f - l in e  b lo c k in g . M e s s a g e s  in  

o n e  flow , o r  s t r e a m ,  a re  u n a f f e c te d  b y  t h e  lo ss  o f a  m e s s a g e  w i th in  a n o th e r  s t r e a m .  T h is  

m e a n s  t h a t  m e s s a g e s  w i th in  a  s in g le  s t r e a m  c a n  b e  d e l iv e re d  to  t h e  a p p l ic a t io n  w i th o u t  

h a v in g  t o  b e  d e la y e d  u n t i l  t h e  lo s t  m e s s a g e  h a s  b e e n  r e t r a n s m i t t e d  [14]. S t r e a m s  a re  

id e n ti f ie d  b y  m e a n s  o f a  S t r e a m  Id e n t i f ie r  c o n ta in e d  w i th in  e a c h  d a t a  c h u n k .

E a c h  d a t a  c h u n k  t r a n s m i t t e d  b y  th e  s e n d e r ,  r e g a r d le s s  o f  w h ic h  s t r e a m  i t  w as  s e n t  

o n , is  a s s ig n e d  a  u n iq u e  T ra n s m is s io n  S e q u e n c e  N u m b e r  (T S N ) .  T h e  s e n d e r  a n d  re c e iv e r  

u se  t h i s  T S N  to  d e te r m in e  if a ll  d a t a  c h u n k s  h a v e  b e e n  re c e iv e d  c o r re c tly ,  o r,  i f  th e r e  

h a v e  b e e n  lo sses , w h ic h  c h u n k s  n e e d  to  b e  r e t r a n s m i t t e d .  T h is  is a n a lo g o u s  to  th e  

se q u e n c e  n u m b e r in g  s c h e m e  T C P  u se s  to  d e te c t  w h e n  p a c k e ts  h a v e  b e c o m e  lo s t  o r  

r e o rd e re d .  D a t a  c h u n k s  a ls o  c o n ta in  a  S t r e a m  S e q u e n c e  N u m b e r  (S S N ), w h ic h  d ic t a t e s  

th e i r  o r d e r  w i th in  a  s t r e a m . A ll  m e s sa g e s  w i th in  a  s in g le  s t r e a m  a re  d e l iv e re d  in  th e  

o r d e r  th e y  w e re  t r a n s m i t t e d  in , i.e . in  in c r e a s in g  S S N . T h is  s t r i c t  o rd e r  o f  d e l iv e ry  

w ith in  e a c h  s t r e a m  c a n  le a d  to  h e a d -o f - l in e  b lo c k in g  s h o u ld  a  m e s s a g e  b e c o m e  lo s t  o r  

r e o r d e r e d  e n  r o u te  f ro m  t h e  s e n d e r  to  t h e  re c e iv e r , h o w e v e r , m e s s a g e s  w ith in  o th e r  

s t r e a m s  w ill n o t  b e  b lo c k e d  b e c a u s e  o f  t h i s  lo ss .

C u r r e n t ly  a ll  s t r e a m s  w ith in  a n  a s s o c ia t io n  a r e  o f  e q u a l  p r io r i ty ,  t h a t  is S C T P  d o e s  

n o t  p r io r i t i z e  o n e  s t r e a m  o v e r a n o th e r .  H o w ev e r , t h e r e  h a v e  b e e n  e f fo r ts  t o  a d ju s t  th i s  

a n d  im p le m e n t  a  p r io r i t i z in g  s c h e m e  in  S C T P  [15]. I t  is b e l ie v e d  t h a t  b y  p r io r i t iz in g  

a  s t r e a m ,  t h e  d a t a  c o n ta in e d  w ith in  a  h ig h  p r io r i ty  s t r e a m  w o u ld  n o t  e x p e r ie n c e  a s  

s ig n if ic a n t  a  d e la y  a s  d a t a  c o n ta in e d  in  a  lo w  p r io r i ty  s t r e a m  d u r in g  p e r io d s  w h e re  th e  

a v a i la b le  b a n d w id t h  w as  low .
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A n  a s s o c ia t io n  is e s ta b l is h e d  b e tw e e n  tw o  S C T P  e n d p o in ts  b y  m e a n s  o f  a  fo u r  w ay  

m e s s a g e  e x c h a n g e , a s  s h o w n  in  F ig . 2 .5 . T h is  is  a n a lo g o u s  t o  T C P ’s t h r e e  w ay  h a n d ­

s h a k e  m e c h a n is m , h o w e v e r  S C T P :s m e th o d  in c o r p o r a te s  a  s e c u r i ty  m e a s u re ,  k n o w n  a s  

a  C o o k ie . T h is  s e c u r i ty  f e a tu r e  p ro v id e s  a  d e fe n s e  a g a in s t  t h e  D D o S  a t t a c k s ,  s u c h  a s  

S Y N  f lo o d in g , t h a t  T C P  is  s u s c e p t ib le  to .

2 .3  S C T P  A s s o c ia t io n  S e t u p

F ig u r e  2 .5: S C T P  A s s o c ia t io n  S e tu p  M e s s a g e  E x c h a n g e

I n  o r d e r  to  e s ta b l i s h  a n  a s s o c ia t io n ,  a n  e n d p o in t  m u s t  e i th e r  re c e iv e  a n  IN IT  c h u n k  

f ro m  a  p e e r  e n d p o in t ,  o r  b e  e x p l ic i t ly  to ld  to  in i t i a t e  a n  a s s o c ia t io n  b y  th e  a p p l ic a t io n  

la y e r . T h is  l a t t e r  s c e n a r io  is a c h ie v e d  w h e n  t h e  a p p l ic a t io n  la y e r  is su e s  th e  A S S O C IA T E  

p r im i t iv e  to  t h e  e n d p o in t .  O n c e  E n d p o in t  A  re c e iv e s  t h e  A S S O C IA T E  p r im i t iv e  f ro m  

i ts  a p p l ic a t io n  la y e r , i t  s t a r t s  a n  in i t  t im e r ,  a n d  s e n d s  a n  IN IT  c h u n k  t o  th e  d e s ig n a te d  

p e e r  e n d p o in t .  I t  t h e n  e n te r s  th e  C O O K I E .W A I T  s t a t e .  T h e  p e e r  e n d p o in t ,  E n d ­

p o in t  B  in  F ig . 2 .1 , u p o n  re c e p t io n  o f  t h e  IN IT  c h u n k  b u i ld s  a  C O O K I E , a n d  p a c k s  i t  

in to  a n  IN IT -A C K  c h u n k . I t  th e n  t r a n s m i t s  th i s  IN IT -A C K  c h u n k  to  E n d p o in t  A , a n d  

r e m a in s  in  t h e  C L O S E D  s t a t e .  O n c e  E n d p o in t  A  re c e iv e s  t h e  IN IT -A C K , i t  s to p s  th e  

in i t  t im e r ,  c o p ie s  th e  C O O K I E  f ro m  th e  IN IT -A C K  in to  a  C O O K IE -E C H O  c h u n k , s t a r t s
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a  c o o k ie  t im e r  a n d  t r a n s m i t s  t h e  C O O K IE -E C H O  c h u n k  t o  E n d p o i n t  B . I t  t h e n  e n te r s  

t h e  C O O K I E _ E C H O E D  s ta te .  E n d p o in t  B  t h e n  re c e iv e s  t h e  C O O K IE -E C H O  c h u n k , 

a n d  u p o n  s u c c e s s fu l v a l id a t io n  o f th e  C O O K I E  t o  m a k e  s u re  i t  w a s  t h e  o n e  i t  s e n t  to  

E n d p o in t  A , t r a n s m i t s  a  C O O K IE -A C K  c h u n k  to  E n d p o in t  A , a n d  e n te r s  t h e  E S T A B ­

L IS H E D  s t a t e .  U p o n  r e c e p t io n  o f t h e  C O O K IE -A C K , E n d p o in t  A  s to p s  t h e  c o o k ie  t im e r ,  

a n d  m o v e s  in to  t h e  E S T A B L IS H E D  s t a t e .  T h e  a s s o c ia t io n  is n o w  s e t  u p  a n d  d a t a  m a y  

b e  t r a n s f e r r e d  b e tw e e n  t h e  tw o  e n d p o in ts .  T h is  is i l l u s t r a t e d  b y  t h e  S t a t e  d ia g r a m  

s h o w n  in  F ig . 2 .6 ,

receive ABORT 

delete TCB

F ig u r e  2 .6: S C T P  A s s o c ia t io n  S e tu p  S t a t e  D ia g r a m

A c tu a l ly  u s e r  d a t a  m a y  b e  t r a n s m i t t e d  in  t h e  s a m e  S C T P  p a c k e ts  a s  t h e  C O O K IE - 

E C H O  a n d  C O O K IE -A C K  c h u n k s , as  lo n g  a s  t h e  c o n t ro l  c h u n k s  a r e  t h e  f i r s t  c h u n k s  in  

t h e  p a c k e t .  T h is  w as  in c lu d e d  b y  t h e  I E T F  w o rk in g  g ro u p  to  re d u c e  t h e  a m o u n t  o f  

o v e rh e a d  in c u r r e d  in  e s ta b l i s h in g  a n  a s s o c ia t io n .
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2 .4  S C T P  A s s o c ia t io n  T e r m in a t io n

T h e r e  a r e  tw o  w a y s  t o  c lo se  a n  S C T P  a s s o c ia t io n .  T h e  f i r s t  o f  th e s e ,  t h e  g ra c e fu l  

s h u td o w n , is  i l l u s t r a te d  in  F ig . 2 .7 . G ra c e fu l  s h u td o w n  in v o lv e s  t h e  e x c h a n g e  o f  th r e e  

c o n t ro l  c h u n k s . T h e  s e c o n d  m e th o d  is  t h e  a b o r t iv e  s h u td o w n . T h is  in v o lv es s e n d in g  o n e  

c o n t ro l  c h u n k , t h e  A B O R T  c h u n k , a n d  t h e n  m o v in g  th e  a s s o c ia t io n  in to  t h e  C L O S E D  

s t a t e .  G ra c e fu l  s h u td o w n  is t h e  p r e fe r re d  m e th o d  o f  t e r m in a t in g  a n  S C T P  a s s o c ia t io n .

2 .4 .1  G r a c e fu l  S h u t d o w n

F o r  a n  S C T P  e n d p o in t  to  b e g in  th e  g ra c e fu l  s h u td o w n  p ro c e d u r e ,  i t  h a s  to  b e  i n s t r u c te d  

to  b y  t h e  U p p e r  L a y e r  P r o to c o l  (U L P ) .  T h is  is t h e  a p p l ic a t io n  la y e r  t h a t  s i t s  a b o v e  

S C T P . O n c e  t h e  e n d p o in t  re c e iv e s  th e  S H U T D O W N  p r im i t iv e  f ro m  th e  U L P  i t  e n te r s  

t h e  S H U T D O W N J P E N D I N G  s t a t e .  O n c e  in  th i s  s t a t e  t h e  e n d p o in t  w ill n o  lo n g e r  

a c c e p t  u s e r  d a t a  f r o m  t h e  U L P . A n y  d a t a  t h a t  h a d  b e e n  p a s s e d  d o w n  f ro m  t h e  U L P  

p r io r  to  th e  S H U T D O W N  p r im itiv e ,  a n d  is c u r r e n t ly  w a i t in g  to  b e  t r a n s m i t t e d ,  is t e r m e d  

p e n d in g  d a t a .  O u t s t a n d in g  d a t a  re fe rs  to  a n y  d a t a  t h a t  h a s  b e e n  t r a n s m i t t e d  to  t h e  

p e e r  e n d p o in t  b u t  h a s  n o t  b e e n  a c k n o w le d g e d  y e t .

H a v in g  re c e iv e d  t h e  S H U T D O W N  p r im i t iv e ,  t h e  S C T P  e n d p o in t  w ill t r a n s m i t  a n y  

p e n d in g  d a t a  a n d  w a i t  fo r  a c k n o w le d g e m e n ts  fo r  a ll o u t s t a n d in g  d a t a  b e fo re  t r a n s m i t ­
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t in g  t h e  S H U T D O W N  c o n tro l  c h u n k  to  t h e  p e e r  e n d p o in t .  A f te r  i t  h a s  t r a n s m i t t e d  th i s  

c o n t ro l  c h u n k , t h e  e n d p o in t  s t a r t s  a  s h u td o w n  t im e r  a n d  m o v e s  t h e  a s s o c ia t io n  in to  th e  

S H U T D O W N .S E N T  s t a t e .  T h is  p ro c e s s  is  i l l u s t r a t e d  b y  t h e  S t a t e  d ia g r a m  s h o w n  in  

F ig . 2 .8 .

COMPLETE 

delete TCB

F ig u r e  2 .8 : S C T P  A s s o c ia t io n  T e r m in a t io n  S ta t e  D ia g r a m

T h e  S H U T D O W N  c h u n k  c o n ta in s  t h e  c h u n k  h e a d e r  a n d  t h e  c u m u la t iv e  T S N  fo r  t h e  

a s s o c ia t io n  . T h e  p e e r  e n d p o in t  u se s  th i s  to  a c k n o w le d g e  a n y  o u t s t a n d in g  d a t a  c h u n k s  

i t  h a s  t r a n s m i t t e d .  O n c e  t h e  S H U T D O W N  c h u n k  is s e n t  a n y  d a t a  c h u n k s  a r r iv in g  f ro m  

t h e  p e e r  e n d p o in t  p r o m p t  th e  lo c a l e n d p o in t  to  r e s p o n d  w i th  a  S H U T D O W N  c h u n k  

c o n ta in in g  a n  u p d a te d  c u m u la t iv e  T S N . B e fo re  s e n d in g  th i s  u p d a te d  S H U T D O W N  c h u n k , 

t h e  lo c a l  e n d p o in t  c le a r s  a n y  e r r o r  c o u n te r  o n  t h e  a s s o c ia t io n  a n d  r e s t a r t s  t h e  s h u td o w n
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t im e r .  I f  t h e  s h u td o w n  t im e r  e x p ire s , t h e  e n d p o in t  s h o u ld :

1. R e t r a n s m i t  t h e  S H U T D O W N  c h u n k  w ith  t h e  c u m u la t iv e  T S N  ( th is  m a y  b e  d if fe re n t  

f ro m  t h e  o n e  in c lu d e d  in  t h e  p re v io u s  S H U T D O W N  c h u n k ) . I f  t h e  e n d p o in t  is 

m u l t ih o m e d  t h e  S C T P  s p e c if ic a t io n  s t ip u la t e s  t h a t  t h e  S H U T D O W N  c h u n k  s h o u ld  

b e  t r a n s m i t t e d  t o  o n e  o f  t h e  o th e r  d e s t in a t io n  a d d re s s e s  ( if  p o s s ib le ) .

2. I n c r e m e n t  th e  e r r o r  c o u n te r  fo r  t h e  a s s o c ia t io n  a n d  t h e  e r ro r  c o u n te r  fo r th e  

d e s t in a t io n  a d d re s s .  I f  t h e  d e s t in a t io n  e r r o r  c o u n te r  e x c e e d s  a  p r e s e t  m a x im u m  

s e t  t h e  d e s t in a t io n  a d d re s s  a,s i n a c t i v e .  I f  t h e  a s s o c ia t io n  e r ro r  c o u n te r  e x c e e d s  

s o m e  p r e s e t  th r e s h o ld  th e n  r e p o r t  t h e  p e e r  a s  u n r e a c h a b le  t o  t h e  U L P , a n d  m o v e  

t h e  a s s o c ia t io n  in to  t h e  C L O S E D  s t a te .

I f  t h e  e n d p o in t  re c e iv e s  a  S H U T D O W N -A C K  in  r e s p o n s e  to  th e  S H U T D O W N  i t  s e n t ,  

t h e n  t h e  e n d p o in t  s to p s  t h e  s h u td o w n  t im e r ,  t r a n s m i t s  a  S H U T D O W N -C O M P L E T E  c h u n k , 

a n d  m o v e s  t h e  a s s o c ia t io n  in to  t h e  C L O S E D  s t a te .

T h e  a b o v e  d e s c r ip t io n  d e ta i le d  t h e  g ra c e fu l  s h u td o w n  p r o c e d u r e  f ro m  th e  p e r s p e c ­

t iv e  o f  t h e  e n d p o in t  t h a t  i n i t i a t e d  th e  s h u td o w n . T h e  fo llo w in g  d e s c r ib e s  g ra c e fu l  

s h u td o w n  f ro m  t h e  p e r s p e c t iv e  o f  t h e  p e e r  e n d p o in t .  U p o n  r e c e p t io n  o f  a  S H U T D O W N  

c h u n k  a n  e n d p o in t  m o v e s  th e  a s s o c ia t io n  in to  t h e  S H U T D O W N _ R E C E IV E D  s t a t e ,  a s  

s h o w n  in  F ig . 2 .8 . I t  s to p s  a c c e p t in g  d a t a  f ro m  i t s  U L P . I t  c o n t in u e s  t r a n s m i t t i n g  

a n y  p e n d in g  d a t a ,  a n d  w a i t in g  fo r  a c k n o w le d g e m e n t  o f  a n y  o u t s t a n d in g  d a t a .  O n c e  a ll  

d a t a  h a s  b e e n  a c k n o w le d g e d  th e  e n d p o in t  t r a n s m i t s  a  S H U T D O W N -A C K  c h u n k , s t a r t s  a  

s h u td o w n  t im e r ,  a n d  m o v es t h e  a s s o c ia t io n  in to  t h e  S H U T D O W N _ A C K _ S E N T  s ta te .  

T h e  p r o c e d u r e  fo r  h a n d l in g  th e  e x p i r a t io n  o f  t h e  s h u td o w n  t im e r  in  th i s  c a se  is  s im i la r  

t o  t h e  p r o c e d u r e  d e s c r ib e d  fo r  t h e  S H U T D O W N  c h u n k . T h a t  is, s h o u ld  t h e  s h u td o w n  

t im e r  e x p ire ,  t h e  e n d p o in t  s h o u ld :

1. R e t r a n s m i t  t h e  S H U T D O W N -A C K  c h u n k . A s  s t a t e d  p re v io u s ly  t h e  S C T P  s p e c ­

i f ic a t io n  s t ip u la t e s  t h a t  th e  r e t r a n s m is s io n  s h o u ld  b e  to  a  d if fe re n t  d e s t in a t io n
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a d d re s s  if  t h e  e n d p o in t  is m u l t ih o m e d .

2. I n c r e m e n t  a n  e r r o r  c o u n te r  fo r  th e  a s s o c ia t io n  a n d  o n e  fo r  th e  d e s t in a t io n  a d d re s s .  

I f  t h e  d e s t in a t io n  e r r o r  c o u n te r  e x c e e d s  a  p r e s e t  th r e s h o ld ,  m a r k  t h e  d e s t in a t io n  

a d d re s s  a s  in a c t iv e . I f  t h e  a s s o c ia t io n  e r r o r  c o u n te r  e x c e e d s  a  p r e s e t  m a x im u m , 

in fo rm  t h e  U L P  t h a t  t h e  e n d p o in t  is u n r e a c h a b le  a n d  m o v e  t h e  a s s o c ia t io n  in to  

t h e  C L O S E D  s t a te .

I f  t h e  e n d p o in t  re c e iv e s  a  S H U T D O W N -C O M P L E T E  c h u n k  w h i ls t  in  th e  

S H U T D O W N _ A C K J 3 E N T  s t a t e ,  i t  s h o u ld  s to p  t h e  s h u td o w n  t im e r  a n d  m o v e  th e  a s ­

s o c ia t io n  in to  t h e  C L O S E D  s t a t e .  T h is  c o m p le te s  t h e  g ra c e fu l  s h u td o w n  p ro c e d u r e .

2 .4 .2  A b o r t iv e  S h u t d o w n

T h e  a b o r t iv e  s h u td o w n  is  a  m e a n s  o f  in fo rm in g  a  p e e r  e n d p o in t  t h a t  t h e  a s s o c ia t io n  

n e e d s  t o  b e  t e r m in a te d .  I t  is u n r e l ia b le  a n d  is u s e d  in  t h e  s i t u a t io n  w h e re  a n  a p p l ic a t io n  

fa ils , c a u s in g  a n  a b o r t iv e  c lo se  o f t h e  s o c k e t, o r  w h e n  a n  IN IT  c h u n k  c o n ta in s  in v a lid  

m a n d a t o r y  p a r a m e te r s .

T o  t e r m in a t e  t h e  a s s o c ia t io n  b y  m e a n s  o f  t h e  a b o r t iv e  s h u td o w n , t h e  e n d p o in t  

t r a n s m i t s  a n  A B O R T  c h u n k , w h ic h  m a y  c o n ta in  e r r o r  c o d e s . T h e s e  o p t io n a l  c o d e s  

c o n ta in  in f o r m a t io n  a b o u t  w h y  th e  e n d p o in t  is a b o r t i n g  th e  a s s o c ia t io n .  O n c e  th e  

e n d p o in t  t r a n s m i t s  t h e  A B O R T  c h u n k , i t  m o v e s  t h e  a s s o c ia t io n  in to  t h e  C L O S E D  s ta te .  

T h is  c a n  b e  s e e n  in  t h e  S t a t e  d ia g r a m  s h o w n  in  F ig . 2 .8 . U p o n  re c e p t io n  o f  a n  A B O R T  

c h u n k , a n  e n d p o in t  f i r s t  v e r if ie s  t h a t  t h e  A B O R T  b e lo n g s  t o  a  c u r r e n t  a s s o c ia t io n .  T o  

v e r ify  t h e  A B O R T , t h e  e n d p o in t  f i r s t  ch e c k s t h a t  i t  h a s  a n  a s s o c ia t io n  c o r r e s p o n d in g  

to  t h e  o n e  in d ic a te d  b y  th e  A B O R T . N e x t  i t  e x t r a c t s  t h e  v e r if ic a t io n  t a g  c o n ta in e d  in  

t h e  S C T P  c o m m o n  h e a d e r  o f  t h e  S C T P  p a c k e t  t h a t  d e l iv e re d  t h e  A B O R T  c h u n k . I t  

c o m p a re s  t h i s  t o  a  v a l id  v e r if ic a t io n  ta g .  I f  t h e  tw o  m a tc h  th e n  th e  A B O R T  is v a lid . 

T h e  e n d p o in t  t h e n  m o v es th e  a s s o c ia t io n  in to  t h e  C L O S E D  s t a t e .  I f  e i th e r  o f  t h e
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a b o v e  c r i t e r i a  is  n o t  m e t ,  t h e  A B O R T  c h u n k  is  n o t  v a l id  a n d  is  s i l e n t l y  d i s c a r d e d  b y  t h e  

e n d p o i n t .

2 .5  S C T P  A s s o c i a t i o n  M o n i t o r i n g

W h e n  a n  a s s o c ia t io n  is  b e in g  e s ta b l is h e d ,  t h e  tw o  e n d p o in ts  in v o lv e d  in fo rm  e a c h  o th e r  

o f  t h e  I P  a d d re s s e s  th e y  c a n  b e  re a c h e d  by. T h e s e  d e s t in a t io n  I P  a d d re s s e s  a r e  e x ­

c h a n g e d  in  t h e  IN IT  a n d  IN IT -A C K  c h u n k s . I n  t h e  c a s e  o f  m u l t ih o m e d  e n d p o in ts ,  a  s e t  

o f  I P  a d d re s s e s  d e f in e d  fo r  t h e  e n d p o in t  is c o n v e y e d  t o  i t s  p e e r .

W h e n  i ts  p e e r  is m u l t ih o m e d , a n  S C T P  e n d p o in t  w ill c h o o s e  o n e  o f  th e  p e e r ’s d e s t i ­

n a t i o n  a d d re s s e s  a s  t h e  p r im a r y  d e s t in a t io n  a d d re s s .  A ll  o f  t h e  p e e r ’s  o th e r  d e s t in a t io n  

a d d re s s e s  a r e  t e r m e d  s e c o n d a r y  a n d  a re  u s e d  to  p ro v id e  p a t h  r e d u n d a n c y .  U n d e r  n o r ­

m a l  o p e r a t io n ,  a ll  d a t a  to  b e  s e n t  to  th e  p e e r  is  t r a n s m i t t e d  to  t h e  p r im a r y  a d d re s s .  

T h e  s e c o n d a r y  a d d re s s e s  w ill n o t  re c e iv e  u s e r  d a t a  u n le s s  a  p ro b le m  o c c u rs  w ith  th e  

p r im a ry .

A  d e s t i n a t i o n  a d d re s s  is c o n s id e re d  id le  if i t  h a s  n o t  b e e n  c o m m u n ic a te d  w ith  d u r in g  

a n  in te rv a l  k n o w n  a s  t h e  h e a r t b e a t  p e r io d .  T h is  in te rv a l  is a  c o n f ig u ra b le  v a lu e , b u t  

is  u s u a l ly  s e t  to  b e  30  s e c o n d s . C o m m u n ic a t io n  c o n s is ts  o f  t r a n s m i t t i n g  a  c h u n k  c a p a ­

b le  o f  u p d a t i n g  th e  R T T  fo r  th e  d e s t in a t io n  a d d re s s ,  t o  th e  id le  d e s t in a t io n  a d d re s s .  

C h u n k s  c a p a b le  o f  u p d a t i n g  a  d e s t in a t io n  a d d r e s s ’s R T T  a re  IN IT , C O O K IE -E C H O , t h e  

f i r s t - t r a n s m is s io n  DATA, a n d  H E A R T B E A T  c h u n k s . T h e  IN IT  a n d  C O O K IE -E C H O  c h u n k s  

a r e  o n ly  t r a n s m i t t e d  o n c e  d u r in g  th e  l i f e t im e  o f  a n  a s s o c ia t io n ,  u n d e r  n o r m a l  w o rk in g  

c o n d it io n s .  A s  DATA c h u n k s  a r e  o n ly  t r a n s m i t t e d  to  th e  p r im a r y  d e s t in a t io n  a d d re s s  

o f  t h e  p e e r  e n d p o in t ,  t h e  H E A R T B E A T  c h u n k  is  u s e d  t o  u p d a t e  th e  R T T  o f  a ll  se c ­

o n d a r y  d e s t in a t io n  a d d re s s e s .  T h is  c h u n k  is t r a n s m i t t e d  to  a n  in d iv id u a l  d e s t in a t io n  

a d d re s s  p e r io d ic a lly .  U p o n  r e c e p t io n  o f  a  H E A R T B E A T  c h u n k , t h e  re c e iv e r  im m e d ia te ly  

g e n e r a te s  a  H E A R T B E A T -A C K  c h u n k , c o p ie s  t h e  c h u n k  d a t a  f ro m  t h e  H E A R T B E A T  to
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t h e  c h u n k  d a t a  f ie ld  o f t h e  IIE A R T B E A T -A C K . T h e  H E A R T B E A T  c h u n k  d a t a  c o n ta in s  

a  t im e s ta m p  in  T L V  fo rm a t .  T h is  IIE A R T B E A T -A C K  is t h e n  p la c e d  w i th in  a n  S C T P  

p a c k e t  a n d  t r a n s m i t t e d  b a c k  to  t h e  p e e r  e n d p o in t .  A c c o rd in g  t o  [12], t h e  H E A R T B E A T - 

A C K  is t r a n s m i t t e d  b a c k  to  th e  d e s t in a t io n  a d d re s s  t h a t  t h e  H E A R T B E A T  o r ig in a te d  

fro m , i.e . t h e  d e s t in a t io n  a d d re s s  c o n ta in e d  111 t h e  s o u rc e  I P  a d d re s s  fie ld  o f  th e  I P  

p a c k e t  t h a t  c o n ta in e d  t h e  H E A R T B E A T  c h u n k .

T h e  t im e s ta m p  c o n ta in e d  in  th e  IIE A R T B E A T -A C K , t h a t  w as  c o p ie d  f ro m  th e  re c e iv e d  

H E A R T B E A T  c h u n k , is  u s e d  t o  c a lc u la te  th e  R T T  fo r  t h e  d e s t in a t io n  a d d re s s .  T h is  

h e a r t  b e a t in g  p ro c e s s  is r e p e a te d  fo r e a c h  o f  t h e  o th e r  s e c o n d a r y  d e s t in a t io n  a d d re s s e s  

in  t u r n .  T h e  R T T  o f  th e  p r im a r y  a d d re s s  is  u s u a l ly  u p d a te d  u s in g  DATA c h u n k s .

T h e  h e a r t b e a t i n g  p ro c e s s  is a lso  u se d  to  d e te r m in e  w h e th e r  a  d e s t in a t io n  a d d r e s s  

h a s  b e c o m e  u n a v a i la b le .  S u c h  d e s t in a t io n  a d d re s s e s  a r e  t e r m e d  in a c tiv e . T h e  p r o c e d u r e  

fo r  d e te c t in g  a n  in a c t iv e  d e s t in a t io n  a d d re s s  is a n  in te g r a l  p a r t  in  th e  c u r r e n t  h a n d o v e r  

s c h e m e  im p le m e n te d  in  S C T P . A s su c h , a  fu ll e x p la n a t io n  o f  th e  p ro c e d u r e ,  in c lu d in g  

t h e  e v e n tu a l  h a n d o v e r  to  o n e  o f  th e  s e c o n d a r y  a d d re s s e s ,  is d e ta i le d  in  S e c t io n  4 .1

T h e  in a b i l i ty  o f  t h e  c u r r e n t  t r a n s p o r t  la y e r  p ro to c o ls ,  T C P  a n d  U D P , to  p ro v id e  

s u p p o r t  fo r  t e le p h o n y  s ig n a l l in g  o v e r I P  n e tw o rk s , le d  t h e  I E T F  to  d e v e lo p  a n  a l t e r n a ­

t iv e  s o lu t io n ,  e n t i t l e d  S C T P . O r ig in a l ly  d e s ig n e d  fo r  th e  so le  p u r p o s e  o f  t r a n s p o r t i n g  

te le p h o n y  s ig n a llin g , th e  s c o p e  o f  S C T P  w as  e x p a n d e d  to  i n c o r p o r a te  t r a n s p o r t a t i o n  

o f  o th e r  t r a f f ic  w i th  s im i la r  r e q u i r e m e n ts  to  t e le p h o n y  s ig n a llin g . T h is  e x p a n s io n  led  

to  t h e  s t a n d a r i z a t io n  o f  S C T P  a s  t h e  t h i r d  g e n e ra l  p u r p o s e  t r a n s p o r t  la y e r  p ro to c o l ,  

a lo n g s id e  th e  m o re  e s ta b l is h e d  T C P  a n d  U D P .

S C T P  is m e s s a g e  b a s e d  lik e  U D P  b u t  c o n ta in s  c o n g e s t io n  c o n t ro l  s c h e m e s  t h a t  

a r e  b a s e d  011 t h e  s c h e m e s  u s e d  in  T C P .  S C T P  p ro v id e s  a  r e l ia b le  c o n n e c t io n -o r ie n te d  

s e rv ic e  t o  a p p l ic a t io n s  r u n n in g  011 to p  o f  i t .  I t  h a s  b e e n  d e s ig n e d  to  o v e rc o m e  so m e  o f  th e  

l im i ta t io n s  o f  T C P  a n d  U D P , s u c h  a s  h e a d -o f - l in e  b lo c k in g  a n d  t h e  la c k  o f  c o n g e s t io n
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c o n tro l .  T h e  f e a tu r e s  o f  S C T P  th e re fo re ,  c a n  b e  v ie w e d  a s  e n h a n c e m e n ts  o v e r th o s e  o f 

T C P  a n d  U D P .
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C h a p te r  3  

H a n d o v e r  a n d  I P  M o b i l i t y

T h e  p o p u la r i ty  o f  ce ll p h o n e s  in  t h e  1 9 9 0s, a n d  t h e  a b i l i ty  t o  c o m m u n ic a te  r e g a rd le s s  

o f  lo c a t io n ,  h a s  led  t o  a  d e s ire  a m o n g  c u r r e n t  u s e rs  to  a c c e ss  s e rv ic e s  t h a t  w e re  p r e ­

v io u s ly  e x c lu s iv e  to  th e  w ire d  d o m a in . T h e  in t r o d u c t io n  o f  I P - b a s e d  w ire le s s  a c c e s s  

n e tw o rk s , s u c h  a s  W L A N , h a s  m i t ig a te d  th e  d e p lo y m e n t  o f  th e s e  s e rv ic e s  to  w ire le ss  

u se rs . H o w ev e r, o n e  o f  th e  c h a r a c te r is t i c s  o f  c e l lu la r  n e tw o rk s  is t h e  a b i l i ty  to  r e m a in  in  

c o m m u n ic a t io n  w h ils t  t r a v e r s in g  ce ll b o u n d a r ie s ,  a  p r a c t i c e  c a lle d  ro a m in g .  C e n t r a l  to  

r o a m in g  is t h e  c o n c e p t  o f  h a n d o v e r .  I n  t h e  c o n te x t  o f  G S M , h a n d o v e r  a llo w s  fo r a  te le ­

p h o n e  c a ll  in  p ro g r e s s  t o  b e  t r a n s f e r r e d  f ro m  t h e  c u r r e n t  s e rv in g  b a s e s ta t io n  t o  a  m o re  

a p p r o p r i a t e  b a s e s t a t io n  a s  t h e  c a lle r  m o v es w i th  m in im a l  d is r u p t io n  to  th e  ca ll . P r o v id ­

in g  th i s  a b il i ty ,  t e r m e d  h o s t  m o b il i ty , t o  I P - b a s e d  w ire le s s  u s e rs  h a s  b e e n  th e  m a n d a t e  

o f  M o b ile  IP . R e c e n tly ,  i t  h a s  b e e n  p ro p o s e d  t h a t  S IP , w ith  m in o r  m o d if ic a t io n s , c o u ld  

a ls o  a c c o m m o d a te  h o s t  m o b ili ty .

3 .1  G S M  O v e r v ie w

D u e  t o  t h e  h ig h  c o s ts  o f  s u b s c r ib e r  e q u ip m e n t ,  a n d  th e  la c k  o f  in t e r o p e r a b i l i ty  b e tw e e n  

E u r o p e ’s  a l r e a d y  e s ta b l is h e d  a n a lo g  c e l lu la r  n e tw o rk s ,  t h e  C o n fe re n c e  o f  E u r o p e a n  P o s ts  

a n d  T e le c o m m u n ic a t io n s  ( C E P T )  c r e a te d  t h e  G S M  c o m m it te e .  T h e  c o m m it te e  w as

26



L

g iv e n  t h e  t a s k  o f  d e v e lo p in g  a  p a n - E u r o p e a n  c e l lu la r  s y s te m  t h a t  w o u ld  o p e r a te  in  th e  

9 0 0 M H z  b a n d .

O n e  o f t h e  f i r s t  d e c is io n s  m a d e  b y  t h e  c o m m it te e  w a s  t h a t  t h e  n e w  s y s te m  w o u ld  

b e  d ig i ta l  i n s t e a d  o f  a n a lo g . H a v in g  e s ta b l is h e d  th i s  c r i te r io n ,  t h e  c o m m it te e  b e g a n  

e n t e r t a in in g  p ro p o s a ls  fo r  th i s  n e w  d ig i ta l  s y s te m . E a c h  o f  t h e  n in e  p ro p o s a ls  s u b m i t t e d  

[16] w e re  a s se s se d  a g a in s t  t h e  fo llo w in g  [17]:

•  s p e c t r u m  e ffic ie n cy

•  m o b ile  c o s t

•  b a s e  s t a t i o n  c o s t

•  s u b je c t iv e  v o ice  q u a l i ty

•  h a n d - p o r t a b le  f e a s ib i l i ty

•  c o -e x is te n c e  w ith  c u r r e n t  s y s te m s

•  t h e  a b i l i ty  to  s u p p o r t  n e w  se rv ic e s

T h e  f in a l c a n d id a te  c h o se n , a  p r o p o s a l  b y  E L A B  o f N o rw a y  [18], w as  a  T im e  D iv is io n  

M u l t ip le  A c c e ss  (T D M A )  s y s te m , w ith  a  c a r r ie r  s p a c in g  o f  2 0 0 k H z , a n d  e m p lo y in g  a  

G a u s s ia n  M in im u m  S h if t  K e y in g  (G M S K ) m o d u la t io n  sc h e m e .

3 .1 .1  C e llu la r  S y s t e m s

L ik e  t h e  a n a lo g  s y s te m s  t h a t  i t  s u p e r s e d e d ,  G S M  w as  d e s ig n e d  t o  u t i l iz e  a  c e l lu la r  

s t r u c tu r e .  S y s te m s  u s in g  th i s  s t r u c tu r e  a r e  c o m p o s e d  o f  c e lls  w h e re  a  ce ll is d e f in e d  

a s  t h e  c o v e ra g e  o f o n e  t r a n s m i t t e r ,  c a lle d  a  B a s e  T ra n s c e iv e r  S ta t io n  (B T S ) .  A  s in g le  

ce ll  is i l l u s t r a t e d  in  F ig . 3 .1 . T h o u g h  th e  a c tu a l  b o u n d a r y  o f  a  ce ll is i r r e g u la r  in  

s h a p e ,  i t  is o f te n  s h o w n  a s  a  h e x a g o n  fo r  e a s e  o f  d e s ig n  [19]. O n e  o f  t h e  a d v a n ta g e s  o f  

c e l lu la r  s y s te m s  is  t h e  f e a tu r e  o f f r e q u e n c y  re u se . T h is  f e a tu r e  a llo w s  c h a n n e ls  t h a t  a r e
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used in on e cell to  b e reused in o ther cells. T h is  reuse o f  th e  lim ited  frequency band  

increases th e capacity  o f  th e sy stem . In th e  case o f G SM , frequency reuse increases th e  

num ber o f sim ultan eou s vo ice  ca lls th a t a  netw ork can  su p p ort. H owever, th e  reusing  

o f frequencies is con tin gent on  th e  d istan ce b etw een coch ann el cells. T h ese  cells cau se  

coch ann el interference th a t can  lim it th e  perform ance o f  th e system .

C ellular p lanners need to  d ev ise  a  reuse p attern  th a t w ill incur m inim al coch ann el 

interference in an y cell in a  particular cluster. A typ ica l seven  cell rep etition  pattern  

is sh ow n  in F ig. 3 .2 . O ther rep etition  p attern s m ay a lso  b e  used [20]. T h ere are other  

factors th a t affect th e  interference levels w ith in  a  cell, e .g . adjacen t channel interference. 

See (18, 20] for m ore inform ation.
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3 .1 .2  T h e  G S M  S y s t e m

G S M  o p e r a t e s  in  b o th  t h e  9 0 0 M H z  a n d  1 8 0 0 M H z  w a v e b a n d s . W i t h i n  t h e  9 0 0 M H z  

w a v e b a n d , tw o  2 5 M H z -w id e  f r e q u e n c y  b a n d s  h a v e  b e e n  a l lo c a te d  to  G S M . T h e  f ir s t  

o f  th e s e  b a n d s  is  b e tw e e n  8 9 0  a n d  9 1 5 M H z  a n d  is c a lle d  th e  u p l in k  in  G S M  t e r m i ­

n o lo g y . U p l in k  c o m m u n ic a t io n s  a re  f ro m  th e  M o b ile  S ta t io n  (M S ) t o  t h e  B T S . T h e  

o th e r  2 5 M H z -w id e  f re q u e n c y  b a n d  is th e  d o w n lin k  a n d  o c c u p ie s  th e  s p e c t r u m  f ro m  

9 3 5 -9 6 0 M H z . D o w n lin k  c o m m u n ic a t io n s  a r e  f ro m  t h e  B T S  to  t h e  M S . T h e  u p l in k  a n d  

d o w n lin k  f r e q u e n c ie s  fo r b o th  t h e  9 0 0  a n d  1 8 0 0 M H z  b a n d s  a r e  s h o w n  in  T a b le  3 .1 .

9 0 0 M H z 1 8 0 0 M H z

U p l in k  F re q u e n c ie s 8 9 0 -9 1 5  M H z 1 8 0 5 - 1 8 8 0 M H z

D o w n lin k  F re q u e n c ie s 9 3 5 -9 6 0  M H z 1 71 0 - 1 78 5 M H z

T a b le  3 .1: U p l in k  a n d  d o w n lin k  f re q u e n c y  b a n d s  fo r G S M

G S M  u se s a  c o m b in a t io n  o f F re q u e n c y  D iv is io n  M u l t ip le  A cc e ss  (F D M A ) a n d  T D M A  

t o  d iv id e  u p  th e s e  b a n d s .  U n d e r  th i s  sc h e m e , e a c h  o f  t h e  2 5 M H z  f re q u e n c y  b a n d s  a llo ­

c a te d  to  G S M  is d iv id e d  in to  124 f re q u e n c y  c h a n n e ls ,  e a c h  w ith  a  s e p a r a t io n  o f  2 0 0 K H z  

b e tw e e n  th e m . E a c h  o f  th e s e  c h a n n e ls  is f u r t h e r  d iv id e d  in  t im e  u s in g  T D M A . A  G S M  

s u b s c r ib e r  t r a n s m i t s  in  p e r io d ic  b u r s t s  c a lle d  t im e s lo ts .  A  t im e s lo t  is 0 .5 7 7 m s  in  d u r a ­

t io n .  E ig h t  t im e s lo t s  c o n s t i tu t e  a  T D M A  fra m e .

E a c h  T D M A  f r a m e  is  a s s ig n e d  a  f r a m e  n u m b e r .  T h is  f r a m e  n u m b e r  w ra p s  a r o u n d  

e v e ry  3 h  2 8 m  5 3 .7 6 s . T h is  p e r io d  is re fe r r e d  to  a s  a  h y p e r f r a m e . T h e  h y p e r f r a m e  is 

c o m p o s e d  o f 2 0 4 8  s u p e r f r a m e s .  E a c h  s u p e r f r a m e  is  i ts e l f  c o m p o s e d  o f 51 2 6 - m u l t i f r a m e s  

o r  26 5 1 -m u lt i f r a m e s .  T h e  2 6 - m u l t i f r a m e  is c o m p o s e d  o f  26 T D M A  fra m e s , e a c h  o f  

1 2 0 m s d u r a t io n .  T h e s e  f ra m e s  c o n ta in  T ra ff ic  C h a n n e ls  (T C H s )  a sw e ll a s  t h e  a s s o c ia te d  

c o n t ro l  c h a n n e ls .  T C H s  c a r r y  s p e e c h  o r  u s e r  d a t a  u p  to  9 .6 k b p s . C o n tro l  c h a n n e ls  a r e  

u s e d  fo r  n e tw o rk  m a n a g e m e n t  a n d  c h a n n e l  m a in te n a n c e  ta s k s .  S o m e  o f  t h e  c o m m o n  

c o n tro l  c h a n n e ls  a r e  l is te d  in  T a b le  3 .2 . T h e  5 1 - m u l t i f r a m e  is c o m p o s e d  51 T D M A  

fra m e s , e a c h  o f  2 3 5 .8 m s  d u r a t io n .  E a c h  o f  th e s e  f r a m e s  c o n ta in  o n ly  s ig n a l l in g  d a t a .
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C h a n n e l D e s c r ip t io n

B r o a d c a s t  C o n t r o l  C h a n n e l B C C H P ro v id e s  th e  M S  w i th  t h e  

p a r a m e te r s  i t  n e e d s  t o  id e n ti fy  

a n d  a c c e ss  t h e  n e tw o rk

S y n c h ro n o u s  C h a n n e l S C H G iv e s  M S  t h e  t r a in i n g  s e q u e n c e  

n e e d e d  to  d e m o d u la t e  B T S  

t r a n s m is s io n s

S ta n d - a lo n e  D e d ic a te d  C o n tro l  

C h a n n e l

S D C C H U s e d  to  s e tu p  c a lls

F re q u e n c y  C o r r e c t io n  C h a n n e l F C C H S u p p lie s  th e  M S  w i th  th e  

f r e q u e n c y  o f  t h e  s y s te m  to  

s y n c h ro n iz e  w ith  t h e  n e tw o rk

F a s t  A s s o c ia te d  C o n tro l  C h a n n e l F A C C H U s e d  in  h a n d o v e r

S lo w  A s s o c ia te d  C o n t ro l  C h a n n e l S A C C H C a r r ie s  m e a s u re m e n t  p a r a m ­

e te r s  n e e d e d  to  m a in ta in  l in k  

b e tw e e n  M S  a n d  B T S

P a g in g  C h a n n e l P C H U se d  t o  a le r t  a  M S  to  a n  in c o m ­

in g  c a ll

T a b le  3 .2 : G S M  C o n tr o l  C h a n n e ls

T h e  G S M  s y s te m  c o n s is ts  o f  t h r e e  s e p a r a t e  s e c t io n s , a s  s e e n  in  F ig  3 .3 . T h e  f i r s t  

o f  th e s e  s e c t io n  is t h e  M o b ile  S ta t io n .

M o b ile  S t a t io n

T h e  M S  c o m p r is e s  o f  t h e  T e rm in a l  E q u ip m e n t  ( th e  h a n d s e t ) ,  a n d  t h e  S u b s c r ib e r  Id e n ­

t i t y  M o d u le  (S IM ) c a rd .  T h e  S IM  c a rd  c o n ta in s ,  a m o n g s t  o th e r  in f o r m a tio n ,  a n  I n ­

t e r n a t io n a l  M o b ile  S u b s c r ib e r  I d e n t i ty  ( IM S I)  n u m b e r  a n d  a  s e c re t  a u th e n t i c a t io n  k e y  

T h e s e  s e c u r i ty  m e a s u re s  a llo w  a  s u b s c r ib e r  to  b e  v a l id a te d  o n to  a  n e tw o rk , a n d  is  a  

p r e v e n ta t iv e  m e a s u re  a g a in s t  c e l lp h o n e  c lo n in g . T h e  S IM  c a rd  m a y  a ls o  b e  p r o te c te d  

b y  a  P e r s o n a l  I d e n t i ty  N u m b e r  ( P IN )  to  e n s u r e  n o  u n a u th o r iz e d  a c c e s s  c a n  o c c u r .

30



Figure 3.3: G SM  S ystem

B a s e  S t a t i o n  S u b s y s te m

T h e B ase  S ta tio n  S u b system  (B S S ) is com p osed  o f one B a se  S tation  C ontroller (B SC ) 

and  on e or m ore B T S . T h e  B T S  com m u nicates w ith  th e  M S over th e  Um interface. T h is  

interface is  a lso called  th e  air interface or th e radio link. T h e  B T S  com m u nicates w ith  

th e  B S C  over th e  interface. T h e  B S C  con trols th e radio resources (radio chan nel 

setu p , frequency h op ping, handover) for all th e  B T S s it  is  respon sib le  for. T h e  B SS  

provides th e  cond uit b etw een  th e  M S and  th e  M obile services S w itching C entre (M SC ).

N e tw o r k  S u b s y s t e m

T h e netw ork su b sy stem  provides th e  sw itch in g  ca p ab ility  o f th e  netw ork, sim ilar to  

a  sw itch in g n od e in  th e P u b lic  S w itch ed  T elephony N etw ork (P S T N ), or In tegrated  

Services D ig ita l N etw ork  (IS D N ). A d d ition a lly  it  h as all th e  fu n ction ality  required to  

accom m od ate a  m ob ile  subscriber. T h is  in clu des registration , au th en tication , loca tio n

u p d atin g , handover, and ca ll rou tin g  to  a  roam ing subscriber. T h e  central en tity  in  th e

v

netw ork su b system  is  th e  M SC . O n e  o f th e  M S C ’s  ta sk s invo lves providing an  interface  

to  th e  fixed netw orks (P S T N , IS D N ), allow ing a  m ob ile  subscriber to  ca ll a  person on  

a fixed line, an d  v ice  versa.

T h e  sign allin g  b etw een  th e  fu nction al en tit ie s in  th e  netw ork su b sy stem  uses th e
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S S 7 . S S 7  is a ls o  u s e d  in  t h e  P S T N , a n d  fo r t r u n k  s ig n a l l in g  in  IS D N .

C a ll  r o u t in g  a n d  t h e  a b i l i ty  to  ro a m , c e n t r a l  c o n c e p ts  in  a  m o b ile  n e tw o rk , a re  p ro ­

v id e d  b y  t h e  H o m e  L o c a t io n  R e g is te r  (H L R )  a n d  t h e  V is i to r  L o c a t io n  R e g is te r  (V L R )  

in  c o n ju n c t io n  w ith  t h e  M S C . T h e  H L R  is a  d a t a b a s e  t h a t  c o n ta in s  a ll  a d m in i s t r a t iv e  

in f o r m a t io n  b e lo n g in g  to  a  s u b s c r ib e r  in  a  G S M  n e tw o rk . A m o n g s t  th i s  in f o r m a t io n  is 

th e  c u r r e n t  lo c a t io n  o f  th e  s u b s c r ib e r .  T h is  is ty p ic a l ly  t h e  S S 7  s ig n a l l in g  a d d re s s  o f  

t h e  V L R  s e rv ic in g  th e  a r e a  t h a t  th e  s u b s c r ib e r  is  c u r r e n t ly  lo c a te d  in . T h e r e  is o n e  

H L R  p e r  G S M  n e tw o rk , th o u g h  i t  m a y  b e  a  d i s t r i b u t e d  d a ta b a s e .  T h e  V L R  c o n ta in s  

a  s u b s e t  o f  t h e  s u b s c r ib e r  in f o r m a t io n  c o n ta in e d  in  t h e  H L R . T h is  in f o r m a t io n  is u se d  

to  p ro v id e  c a ll  c o n t ro l  a n d  a c c e ss  to  t h e  s u b s c r ib e d  s e rv ic e s  fo r e a c h  m o b ile  l o c a te d  in  

th e  V L R :s s e rv ic e  a re a . T h e  V L R  is u s u a l ly  c o - lo c a te d  w ith  th e  M S C . T h is  s im p lif ie s  

th e  s ig n a l l in g  b e tw e e n  t h e  tw o  e n t i t ie s .

T h e  o th e r  tw o  r e g is te r s  a re  u se d  fo r s e c u r i ty  a n d  a u th e n t i c a t io n  p u r p o s e s .  T h e  

E q u ip m e n t  I d e n t i ty  R e g is te r  (E I R )  c o n ta in s  a  l is t  o f  a ll v a lid  s u b s c r ib e r  e q u ip m e n t  o n  

th e  n e tw o r k 1. T h e  A u th e n t i c a t io n  C e n t r e  (A u C )  is a  d a t a b a s e  t h a t  c o n ta in s  a  c o p y  

o f  t h e  s e c re t  a u t h e n t i c a t io n  k ey  s to r e d  o n  t h e  s u b s c r ib e r s  S IM  c a rd .  T h is  is u s e d  to  

v a l id a te  a  s u b s c r ib e r  o n to  th e  n e tw o rk .

3 .1 .3  G S M  H a n d o v e r

In  G S M , h a n d o v e r  c a n  b e  d e s c r ib e d  a s  th e  p ro c e s s  o f  s w itc h in g  a  c a l l  f ro m  o n e  ce ll to  

a n o th e r  ce ll w i th o u t  in t e r r u p t i n g  th e  c a ll  in  p ro g re s s .  T h e  re a s o n s  to  p e r f o r m  h a n d o v e r  

c o u ld  in v o lv e :

1. T h e  q u a l i ty  o f  th e  r a d io  l in k  b e tw e e n  t h e  M S  a n d  th e  s e rv in g  B T S  h a s  d e c re a s e d  

d u e  to  in c re a s e d  in te r fe re n c e  in  t h e  cell

2. T h e  c a ll in  p ro g re s s  is c a u s in g  in te r f e r e n c e  to  o th e r  u s e rs  in  th e  cell

^ a c h  M S  h a n d s e l;  is  id e n t i f i e d  b y  i t s  i n t e r n a t i o n a l  M o b i le  E q u i p m e n t  I d e n t i t y  ( I M E I )  n u m b e r .
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3. T h e  s u b s c r ib e r  is m o v in g  o u t  o f  r a n g e  o f  i ts  s e rv in g  B T S

4. T h e  e ffe c ts  o f  m u l t i p a th  fa d in g  h a s  r e d u c e d  t h e  q u a l i ty  o f th e  c a ll

In  t h e  c a se  o f  p o in t  4 , p e r f o r m in g  h a n d o v e r  to  a  d if fe re n t  c h a n n e l  o n  a n o th e r  f re ­

q u e n c y  in  t h e  s a m e  ce ll c o u ld  a l le v ia te  th e  p ro b le m . T h is  is k n o w n  a s  In t r a - c e l l  h a n ­

d o v e r .

T h e  p o s s ib le  ty p e s  o f  h a n d o v e r  in c lu d e :

•  I n t r a - c e l l  h a n d o v e r

•  H a n d o v e r  b e tw e e n  ce lls  c o n tro l le d  b y  t h e  s a m e  B S C

•  H a n d o v e r  b e tw e e n  ce lls  c o n tro l le d  b y  d if fe re n t  B S C s , b u t  t h e  s a m e  M S C

•  H a n d o v e r  b e tw e e n  ce lls  c o n t ro l le d  b y  d if fe re n t  M S C s

In  o r d e r  to  i l l u s t r a t e  th e  h a n d o v e r  p r o c e d u r e  in  G S M , o n ly  h a n d o v e r  b e tw e e n  ce lls

c o n tro l le d  b y  th e  s a m e  B S C  w ill b e  d e s c r ib e d .

I n ,o r d e r  t o  d e te r m in e  if a  h a n d o v e r  s h o u ld  o c c u r ,  a n d  to  w h ic h  B T S , s e v e ra l  m e a ­

s u r e m e n ts  n e e d  t o  b e  g a th e r e d  [18]. T h e s e  m e a s u r e m e n ts  a r e  p e r fo rm e d  b y  b o t h  th e  

M S  a n d  th e  B T S . T h e  d e c is io n  t o  p e r fo rm  a  h a n d o v e r  is a ls o  b a s e d  o n  o th e r  n e tw o rk  

c h a r a c te r is t i c s ,  s u c h  a s  n e tw o rk  lo a d .

T h e  m e a s u r e m e n ts  g a th e r e d  b y  th e  M S in c lu d e :

•  T h e  d o w n lin k  re c e iv e  lev e l f ro m  th e  s e rv in g  B T S

•  T h e  q u a l i ty ,  o r  B i t  E r r o r  R a te  (B E R ) ,  o f  th e  d o w n lin k  s ig n a l

•  T h e  d o w n lin k  re c e iv e  lev e ls  f ro m  n e ig h b o u r in g  B T S s

T h e  m e a s u r e m e n ts  o b ta in e d  b y  th e  s e rv in g  B T S  in c lu d e :

•  T h e  u p l in k  re c e iv e  lev el f ro m  th e  M S
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•  T h e  B E R  o f  t h e  u p l in k  s ig n a l

•  T h e  d is ta n c e  b e tw e e n  th e  M S  a n d  th e  B T S , b a s e d  o n  t h e  a d a p t iv e  t im in g  a d v a n c e  

p a r a m e te r

•  T h e  in te r fe re n c e  lev el in  u n a l lo c a te d  t im e s lo ts

O n c e  th e s e  m e a s u r e m e n ts  h a v e  b e e n  d e te r m in e d ,  a  d e c is io n  o n  w h e th e r  to  p e r f o r m  

h a n d o v e r  o r  n o t  is  m a d e . I n  t h e  c a se  w h e re  h a n d o v e r  is to  o c c u r  t h e  B T S  to  h a n d o v e r  

t o  h a s  a l r e a d y  b e e n  re s o lv e d  b a s e d  o n  th e  re c e iv e  lev e ls  o f n e ig h b o u r in g  B T S s  g a th e r e d  

b y  t h e  M S.

A d o p t in g  th e  n a m in g  c o n v e n t io n  u s e d  in  [21] th i s  n e w  B T S , B T S -n e w , is r e q u e s te d  

b y  t h e  B S C  to  re s e rv e  a  c h a n n e l  fo r  th e  im m in e n t  h a n d o v e r .  T h e  B S C  m a k e s  th i s  

r e q u e s t  b y  i s s u in g  a n  “R S M  C h a n n e l  A c t iv a t io n ” m e s s a g e  to  B T S -n e w  [19]. B T S -n e w  

re s e rv e s  t h e  c h a n n e l ,  if  a v a ila b le ,  a n d  r e tu r n s  a n  :1R S M  C h a n n e l  A c t iv a t io n  A c k n o w l ­

e d g e ” m e s s a g e . T h e  B S C  th e n  s e n d s  a n  “R I L 3 - R R  H a n d o v e r  C o m m a n d ” to  th e  M S 

o n  t h e  F A A C H  v ia  th e  B T S . B T S -o ld , t h a t  is c u r r e n t ly  s e rv in g  th e  M S. T h is  m e s s a g e  

a s s ig n s  th e  n e w  c h a n n e l  a n d  c o n ta in s  in f o r m a t io n  r e g a r d in g  th e  n e w  c h a n n e l ’s c h a r a c ­

t e r i s t i c s ,  w h a t  p o w e r lev e l to  u se . a n d  w h e th e r  a s y n c h ro n o u s  o r  s y n c h ro n o u s  h a n d o v e r  

is t o  b e  u se d . T h e  m e s s a g e  a lso  a s s ig n s  a  n e w  S A C C H . O n c e  t h e  M S  h a s  re c e iv e d  th i s  

m e s s a g e , i t  r e le a s e s  th e  o ld  c h a n n e l  a n d  tu n e s  t o  t h e  n e w  c h a n n e l .

I f  s y n c h ro n o u s  h a n d o v e r  is u se d , th e  M S  t r a n s m i t s  fo u r  “R I L 3 - R R  H a n d o v e r  A c c e ss” 

m e s s a g e s  t o  B T S -n e w  o v e r t h e  F A A C H . B T S -n e w , u p o n  re c e p t io n  o f  th e s e  m e s s a g e s  

a c t iv a te s  th e  c h a n n e l  in  b o th  d ir e c t io n s ,  a n d  m a y  s e n d  a n  “R S M  H a n d o v e r  D e te c t io n ” 

m e s s a g e  to  th e  B S C .

In  t h e  c a s e  w h e re  t h e  h a n d o v e r  is a s y n c h ro n o u s ,  i.e . B T S - o ld  a n d  B T S -n e w  a re  

n o t  s y n c h ro n iz e d ,  th e  M S  s e n d s  a  c o n t in u o u s  s t r e a m  o f  “R I L 3 - R R  H a n d o v e r  A c c e ss” 

m e s s a g e s  to  B T S - n e w  u n t i l  i t  re c e iv e s  a n  “R I L 3 - R R  P h y s ic a l  I n f o r m a t io n ” m e ssa g e . 

T h is  m e s sa g e  c o n ta in s  th e  t im in g  a d v a n c e  to  ap p ly .
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O n c e  th e  t im in g  is su e s  h a v e  b e e n  re so lv e d , t h e  M S  t r a n s m i t s  a n  “R I L 3 - R R  H a n d o v e r  

C o m p le te ” m e s s a g e  to  th e  B S C  o v e r th e  n e w  F A A C H . T h is  p r o c e d u r e  c a n  b e  se e n  in  

F ig . 3 .4 .

MS BTS-old

RIL3-RR Handover Comman

BSC BTS-new

RSM Channel Activation

RSM Channel Activation Ack îowledge

L3-RR Handover Access

RSM Handover Detection

L3-RR Handover Access

RIL3

RIL3-RR Handover Complet i

RR Physical Information

SABM frame 
4---------

UA frame

Synchronous

Handover

Asynchronous

Handover

F ig u r e  3 .4: R e p r o d u c e d  f ro m  [19]. H a n d o v e r  b e tw e e n  ce lls  c o n tro l le d  b y  th e  s a m e  B S C  

3 .1 .4  G e n e r a l  P a c k e t  R a d io  S e r v ic e  ( G P R S )

T h e  in c re a s e d  in te r e s t  a m o n g  m o b ile  s u b s c r ib e r s  fo r  s e rv ic e s  s im ila r  to  th o s e  o f  p a c k e t-  

s w itc h e d  n e tw o rk s  le d  to  th e  d e p lo y m e n t  o f s u c h  s e rv ic e s  w ith in  n e tw o rk s  s u c h  a s  G S M . 

T h e  d a t a  r a t e s  th e s e  2 nd  G e n e r a t io n ,  o r  2 G , n e tw o rk s  o ffe r is l im ite d  w h e n  c o m p a re d  to  

w ire d  n e tw o rk s . T o  a d d re s s  th is  d e f ic ie n c y  d e v e lo p m e n t  b e g a n  o n  h ig h e r  r a t e ,  n e x t  g e n -  

e r a t io n  n e tw o rk s  s u c h  a s  U M T S . T h e s e  n e tw o rk s , t i t l e d  3 G , o r  th i r d  g e n e r a t io n  s y s te m s , 

r e q u i r e  a  n ew  a c c e ss  i n f r a s t r u c tu r e  to  b e  in  p la c e  b e fo re  th e y  c a n  b e  d e p lo y e d . T h e  

p r o h ib i t iv e  c o s t  o f  th i s  i n f r a s t r u c t u r e  h a s  d e la y e d  t h e  d e p lo y m e n t  o f  3 G  s y s te m s . I n  t h e  

in te r im ,  s o lu t io n s  s u c h  a s  G P R S  h a v e  b e e n  d e v e lo p e d . T h e s e  s o lu t io n s ,  t e r m e d  2 .5 G ,
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a re  e s s e n tia l ly  o v e r la y  n e tw o rk s , d e p lo y e d  t o  e n h a n c e  t h e  d a t a  p ro v is io n in g  c a p a b i l i ty  

o f 2 G  n e tw o rk s  b e fo re  3 G  n e tw o rk s  a re  ro l le d  o u t .

G P R S  p ro v id e s  a  p a c k e t  o r ie n te d  d a t a  s e rv ic e  to  c i r c u i t - s w i tc h e d  G S M  n e tw o rk s , 

a llo w in g  G S M  s u b s c r ib e r s  a c c e ss  to  s e rv ic e s  t h a t  w e re  p re v io u s ly  th e  e x c lu s iv e  d o m a in  

o f  d a t a  n e tw o rk s  s u c h  a s  I P  ( I n te r n e t ) .  T h e  d a t a  r a t e s  o ffe re d  b y  G P R S  r a n g e  f ro m  

9 .6 k b p s  t o  1 1 4 K b p s . G P R S  fu n c t io n a l i ty  c a n  b e  a d d e d  to  e x is t in g  G S M  n e tw o rk s  

t h r o u g h  t h e  i n t r o d u c t io n  o f  tw o  s u p p o r t in g  n o d e s ,  t h e  S e rv in g  G P R S  S u p p o r t  N o d e  

(S G S N ) , a n d  t h e  G a te w a y  G P R S  S u p p o r t  N o d e  (G G S N ) .  T h e  S G S N  t r a n s l a t e s  tra f f ic  

b e tw e e n  t h e  I P  a n d  ra d io  n e tw o rk  p ro to c o ls .  I t  a ls o  t r a c k s  t h e  m o v e m e n t o f  th e  u s e r  so  

a s  to  d e te r m in e  w h e re  t o  d e liv e r  in c o m in g  p a c k e ts  to . T h e  G G S N  is t h e  g a te w a y  t h a t  

c o n n e c ts  th e  G P R S  n e tw o rk  to  o th e r  n e tw o rk s  s u c h  a s  t h e  I n t e r n e t .

T h e  h ig h e r  d a t a  r a t e s  o f  G P R S  a re  a c h ie v e d  b y  r e s e rv in g  o n e  o r  m o re  t im e s lo ts  

w h e n  a  s u b s c r ib e r  h a s  d a t a  to  s e n d . T h e s e  re s o u rc e s  a r e  re le a s e d  w h e n  t h e  d a t a  h a s  

b e e n  t r a n s m i t t e d .  T h is  is in  c o n t r a s t  t o  c i r c u i t - s w i tc h e d  G S M , w h e re  a  t im e s lo t  is 

a s s ig n e d  t o  a  s u b s c r ib e r  fo r  th e  d u r a t i o n  o f  t h e  ca ll . T h is  p ro v id e s  m o re  e ffic ie n t u s e  o f 

t h e  s c a rc e  r a d io  re s o u rc e s .  A s  t im e s lo ts  a r e  o n ly  r e s e rv e d  w h e n  a  s u b s c r ib e r  h a s  d a t a  

t o  s e n d , m a n y  s u b s c r ib e r s  c a n  u t i l iz e  th e  s a m e  t im e s lo t s  p ro v id e d  th e y  d o n ’t  a ll  w ish  

t o  t r a n s m i t  a t  t h e  s a m e  t im e . T h is  fo rm s  th e  b a s is  fo r  G P R S ’s “a lw a y s  o n ” se rv ic e .

3 .2  W L A N  O v e r v ie w

D a t a  s e rv ic e s  p ro v id e d  b y  2 G  a n d  2 .5 G  s y s te m s  a r e  q u i te  l im ite d  in  b a n d w id th  th e y  

o ffe r. T h i r d  g e n e r a t io n  (3 G ) c e llu la r  s y s te m s , s u c h  a s  U M T S , p ro v id e  h ig h e r  d a t a  

r a t e s  t h a n  c u r r e n t  s y s te m s , s u c h  a s  G S M  a n d  G P R S . T h e s e  3 G  s y s te m s  fo rm  th e  

b a c k b o n e  o f  a n  e m e rg in g  w ire le s s  a c c e ss  i n f r a s t r u c tu r e .  T h is  i n f r a s t r u c tu r e  is c o m p o s e d  

o f  w id e - ra n g e , lo w - ra te  m o b ile  s y s te m s  s u c h  a s  U M T S  a n d  h ig h e r  b a n d w id th ,  s h o r t  

r a n g e  a c c e ss  te c h n o lo g ie s . A m o n g  th e  l a t t e r  is  I E E E  8 0 2 .1 1 , t h e  s t a n d a r d  fo r  W L A N s .
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I E E E  8 0 2 .1 1  o p e r a te s  in  t h e  I n d u s t r i a l ,  S c ie n tif ic , a n d  M e d ic a l  (IS M ) t r a n s m is s io n  

b a n d .  T h e  s t a n d a r d  h a s  s e v e ra l  h ig h  s p e e d  v a r ia n ts ,  t h e  m o s t  p o p u la r  o f  w h ic h  is 

I E E E  8 0 2 .1 1 b , k n o w n  c o m m e rc ia l ly  a s  W iF i ,  w h ic h  s u p p o r t s  t r a n s m is s io n  r a t e s  u p  to  

1 1 M b p s . I t s  p o p u la r i ty  c a n  b e  a t t r i b u t e d  to  th e s e  h ig h  t r a n s m is s io n  r a te s ,  t h e  r e la t iv e  

lo w  c o s t  a n d  e a s e  o f  in s t a l la t io n  o f  W iF i  h a r d w a r e ,  a n d  th e  in c re a s in g  p r o l i f e r a t io n  

o f  “h o t s p o t s ’5. H o t s p o t s  a r e  W iF i  c o v e ra g e  a r e a s ,  a n d  a r e  c u r r e n t ly  b e in g  d e p lo y e d  in  

p o p u la r  c o n s u m e r  a r e a s  s u c h  a s  co ffee s h o p s , f a s t  fo o d  r e s t a u r a n t s ,  a i r p o r t s ,  a n d  h o te ls .

8 0 2 .1 1  s u p p o r t s  tw o  m o d e s  o f  o p e r a t io n .  T h e  f i r s t  o f  th e s e  tw o  m o d e s ,  D is t r ib u te d  

C o o r d in a t io n  F u n c t io n  (D C F )  d o e s  n o t  e m p lo y  a n y  c e n t r a l  c o n tro l .  T h e  se c o n d  m o d e , 

c a lle d  P o in t  C o o r d in a t io n  F u n c t io n  ( P C F )  u se s  t h e  b a s e  s t a t i o n  to  c o o r d in a te  a ll  a c ­

t i v i ty  in  t h e  ce ll.

3 .2 .1  D i s t r ib u t e d  C o o r d in a t io n  F u n c t io n

T h e  m e d iu m  a c c e ss  m e c h a n is m  u s e d  in  E th e r n e t  L o c a l  A r e a  N e tw o rk s  (L A N s )  is e n t i ­

t l e d  C a r r i e r  S e n se  M u l t ip le  A c c e ss  w ith  C o llis io n  D e te c t io n  ( C S M A /C D ) .  U n d e r  th i s  

s c h e m e , a  s t a t i o n  t h a t  h a s  b e g u n  t r a n s m i t t i n g  d a t a  c o n t in u a l ly  m o n i to r s  th e  m e d iu m  

t o  d e te r m in e  if a  c o llis io n  h a s  o c c u r re d ,  a n d  if a  c o ll is io n  is d e te c te d ,  s to p s  t r a n s m i t t i n g  

d a t a  a n d  w a i t s  a  r a n d o m  b a c k -o ff  p e r io d .  H o w ev e r, t h e  h a l f - d u p le x  ra d io  t r a n s c e iv e r s  

u s e d  in  W L A N  e q u ip m e n t  c a n n o t  s im u lta n e o u s ly  t r a n s m i t  d a t a  a n d  l is te n  fo r  c o ll is io n s  

o n  a  s in g le  f re q u e n c y . D u e  to  th i s  l im i t a t io n  o f  t h e  W L A N  t r a n s c e iv e r s ,  c o u p le d  w ith  

t h e  h id d e n  s t a t i o n  a n d  e x p o s e d  s t a t i o n  p ro b le m s  (s ee  S e c t io n  3 .2 .4 ) , m e a n  t h a t  8 0 2 .1 1  

c a n  n o t  u se  C S M A /C D  a s  E t h e r n e t  d o e s . T h is  led  to  t h e  d e v e lo p m e n t  o f  8 0 2 .1 1 ’s  o w n  

m e d iu m  a c c e ss  m e th o d ,  e n t i t l e d  C a r r ie r  S e n se  M u l t ip le  A c c e ss  w ith  C o llis io n  A v o id ­

a n c e  ( C S M A /C A ) .  T h is  m e c h a n is m  is a  v a r ia t io n  o f  t h e  C S M A /C D  m e c h a n is m  u se d  

in  E th e r n e t .

D C F  e m p lo y s  C S M A /C A  a s  i ts  m e d iu m  a c c e ss  m e th o d .  T w o  m e th o d s  o f  o p e r a t io n  

a r e  s u p p o r te d  b y  D C F . T h e  f ir s t  o f  th e s e  is t h e  s im p le s t  c a se  w h e re b y  a  s t a t i o n  u p o n
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s e n s in g  th e  m e d iu m  to  b e  id le , b e g in s  t r a n s m i t t i n g  a n  e n t i r e  f r a m e  o f  d a t a .  I f  t h e  

c h a n n e l  is b u s y  t h e  s t a t i o n  d e fe r s  i ts  t r a n s m is s io n  to  a  l a t e r  t im e .  I f  a  c o ll is io n  o c c u rs ,  

t h e  c o ll id in g  s t a t i o n s  w a i t  a  r a n d o m  b a c k o ff  p e r io d  b e fo re  t r a n s m i t t i n g  a g a in . T h is  

b a c k o ff  p e r io d  is d e te r m in e d  u s in g  t h e  E t h e r n e t  b in a r y  e x p o n e n t ia l  b a c k o ff  a lg o r i th m  

[22 ].

T h e  s e c o n d  m e th o d  o f  o p e r a t io n  in v o lv es b o t h  p h y s ic a l  c h a n n e l  s e n s in g , a s  in  th e  

f i r s t  m e th o d ,  a n d  v i r tu a l  c h a n n e l  se n s in g . A  s t a t i o n  w is h in g  t o  t r a n s m i t  f i r s t  s e n se s  th e  

c h a n n e l  t o  d e te r m in e  if i t  is id le . I f  so , i t  w a i ts  a  r a n d o m  b a c k o ff  p e r io d  b e fo re  s e n s in g  

t h e  m e d iu m  a g a in . T h is  is to  m in im iz e  th e  c h a n c e  o f  c o ll id in g  w ith  a n o th e r  s t a t i o n  w h o  

a ls o  h a s  d a t a  to  t r a n s m i t  a n d  h a s  s e n s e d  t h e  c h a n n e l  to  b e  id le . I f  t h e  c h a n n e l  is s t i l l  

id le  a f te r  t h e  s e c o n d  ch e c k , th e n  th e  s t a t i o n  w is h in g  to  t r a n s m i t  s e n d s  a  s h o r t  c o n t ro l  

f r a m e , a  R e q u e s t  T o  S e n d  (R T S ) , to  th e  d e s t i n a t i o n  s t a t i o n  t h a t  i t  w is h e s  to  t r a n s m i t  

i t s  d a t a  to . I f  t h e  d e s t in a t io n  s t a t i o n  is w ill in g  to  re c e iv e  t h e  d a t a ,  i t  r e s p o n d s  w ith  t h e  

C le a r  T o  S e n d  (C T S )  c o n t ro l  f r a m e . U p o n  re c e p t io n  o f  th e  C T S  th e  f ir s t  s t a t i o n  b e g in s  

t o  t r a n s m i t  i ts  d a t a .  T h e  d e s t in a t io n  s t a t i o n  a c k n o w le d g e s  r e c e ip t  o f  th e  d a t a  w i th  a n  

A C K  c o n tro l  f ra m e . T h is  is s e n t  o n c e  t h e  d a t a  f r a m e  is re c e iv e d  a n d  free  f ro m  e r ro rs .  

I n  t h e  c a se  w h e re  t h e  f r a m e  h a s  b e e n  c o r r u p te d ,  t h e  d e s t in a t io n  s t a t i o n  w ill t r a n s m i t  a  

N A K  c o n tro l  f r a m e  b a c k  to  t h e  d a t a  s e n d e r  in fo rm in g  i t  o f  th e  c o r r u p t io n  o f  t h e  f ra m e .

A ll o th e r  s t a t i o n s  in  th e  ce ll, u p o n  re c e iv in g  e i th e r  t h e  R T S  o r  C T S  (o r  b o t h ) ,  a r e  

in fo rm e d  o f  th e  im p e n d in g  t r a n s m is s io n .  T h e y  d e fe r  f ro m  a t t e m p t i n g  to  t r a n s m i t  a n y  

o f  t h e i r  d a t a  u n t i l  t h e  im p e n d in g  t r a n s m is s io n  is c o m p le te d .  I n f o r m a t io n  c o n ta in e d  in  

t h e  R T S  a n d  C T S  a llo w  e a c h  o f  th e  o th e r  s t a t i o n s  to  e s t im a te  h o w  lo n g  th e  im p e n d in g  

t r a n s m is s io n  w ill la s t .  T h is  v a lu e  is s to r e d  in  a  N e tw o rk  A llo c a t io n  V e c to r  (N A V ) a t  

e a c h  o f  th e  s ta t io n s .

E m p lo y in g  e i th e r  o f  th e s e  m e th o d s  d o e s  n o t  m a k e  8 0 2 .1 1  in  a n y  w ay  re l ia b le .  I n  

f a c t  d u e  to  t h e  n a t u r e  o f  r a d io  t r a n s m is s io n ,  a n d  t h e  n o is e  in h e r e n t  in  th i s  fo rm  o f  

c o m m u n ic a t io n ,  8 0 2 .1 1  is e v e n  m o re  u n r e l ia b le  t h a n  E th e r n e t .  H o w ev e r, b y  e m p lo y in g
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t h e  a b o v e  m e th o d s  t h e  c h a n c e s  o f  c o llis io n s  o c c u r in g  a r e  re d u c e d .

3 .2 .2  P o in t  C o o r d in a t io n  F u n c t io n

In  c o n t r a s t  to  D C F ’s la c k  o f  c e n t r a l  c o n tro l ,  a l l  t r a n s m is s io n s  in  P C F  m o d e  a r e  c o n ­

t r o l le d  b y  t h e  b a s e  s t a t i o n .  S ta t io n s  a r e  p o lle d  p e r io d ic a l ly  to  d e te r m in e  if  th e y  h a v e  

d a t a  t o  s e n d . C e n t r a l  to  th i s  s c h e m e  is t h e  id e a  o f  t h e  b e a c o n  f ra m e . T h is  is a  c o n ­

t r o l  f r a m e  t h a t  is b r o a d c a s t  b y  th e  b a s e  s t a t i o n  1 0 -1 0 0  t im e s  a  s e c o n d . T h e  b e a c o n  

f r a m e  c o n ta in s  s y s te m  in f o r m a t io n  s u c h  a s  c lo c k  s y n c h r o n iz a t io n .  T h e  8 0 2 .1 1  s t a n d a r d  

sp e c if ie s  t h e  p o l l in g  m e c h a n is m  (b e a c o n  f ra m e )  h o w e v e r, i t  d o e s  n o t  s p e c ify  p o l l in g  fre ­

q u e n c y , p o l l in g  o rd e r ,  o r  w h e th e r  e q u a l  s e rv ic e  to  a ll  s t a t i o n s  n e e d s  to  b e  g u a r a n te e d .

3 .2 .3  C o e x i s t e n c e

I t  is p o s s ib le  to  m ix  b o t h  m o d e s  o f 8 0 2 .1 1  in  a  s in g le  ce ll. T h a t  is D C F  a n d  P C F  c a n  

c o e x is t .  T h e  8 0 2 .1 1  s t a n d a r d  m a k e s  p ro v is io n s  to  a c c o m m o d a te  th is .  A f te r  a  f r a m e  

h a s  b e e n  s e n t  a  p e r io d  o f  d e a d  t im e  is r e q u i r e d  b e fo re  a  s t a t i o n  c a n  t r a n s m i t  a  f r a m e . 

W i t h in  th i s  p e r io d ,  fo u r  d if fe re n t  t im e  in te rv a ls  a re  sp e c if ie d , a s  s h o w n  in  F ig . 3 .5 . E a c h  

t im e  in te rv a l  is d e f in e d  fo r  a  sp e c if ic  p u rp o s e .  T h e  s h o r t e s t  o f  th e s e  in te rv a ls  is t h e  S h o r t

P I F S  1

DIFS J

A C K

E I F S  ^

Time >

F ig u r e  3 .5: 8 0 2 .1 1  I n te r f r a m e  S p a c in g

I n te r F r a m e  S p a c in g  (S IF S ) . I t  is u se d  to  g iv e  tw o  s t a t io n s ,  a l r e a d y  in  c o m m u n ic a t io n  

w ith  e a c h  o th e r ,  a n  !‘a d v a n ta g e ’: o v e r t h e  o th e r  s t a t i o n s  in  th e  ce ll. T h is  a d v a n ta g e  c a n  

in v o lv e  l e t t i n g  th e  re c e iv e r  t r a n s m i t  a  C T S  in  re s p o n s e  to  a  R T S , l e t t in g  t h e  re c e iv e r
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send an  A C K  to  a  d a ta  fram e, and le ttin g  th e sender o f a  fragm ent b u rst1 send the  

n ex t fragm ent w ith ou t h aving to  send an  R TS first.

T h ere is exa c tly  on e s ta tio n  p erm itted  to  transm it after  a  S1FS interval. I f  it  d oes  

n o t avail o f  its  op p ortu n ity  and a  P C F  InterFram e S pacing (P IF S ) interval e la p ses th en  

th e  base sta tio n  m ay sen d  a  beacon fram e or a  p o ll fram e. T h e  P IF S  provides a  m ean s 

for le ttin g  a  sta tio n  send in g a  fragm ent sequ en ce to  finish sen d in g  its  d a ta  w ith o u t other  

sta tio n s intervening. It is  a lso  a  m ean s by w hich th e  base sta tio n  can seize  con tro l o f  

th e channel after  a  sta tio n  has finished transm ission  w ith ou t having to  co n ten d  w ith  

th e  other sta tio n s  in th e  cell.

A fter th e  n ext interval, D C F  InterFVame S p acing  (D IF S ), h as elapsed, if  th e  base  

s ta tio n  h as n oth in g  it  w ishes to  broadcast, th en  th e  channel is considered id le  in  th e  

D C F  sen se, i.e . sta t io n s can  a ttem p t to  seize  control o f  th e  channel u sing C S M A /C A .

T h e  final interval, th e E xtend ed  InterFram e S p acing  (E IFS ) is  used by a  s ta t io n  to  

report a  bad or unknown fram e it has ju st  received. It  is  given th e  low est p riority so  

a s n ot to  interfere w ith  an ex is tin g  com m u nication  b etw een tw o sta tio n s .

3.2.4 H idden/Exposed Station Problem

Station A Station B Station C Station D
M---------------------------------

Range of Station C

Figure 3.6: H id d en /E xp osed  S ta tion  Problem

In F ig . 3 .6 , S ta tion  A and S ta tio n  B  are w ith in  range o f  on e another an d  so  can  

p oten tia lly  interfere w ith  each other. S ta tio n  C  can a lso  p oten tia lly  interfere w ith  

S ta tio n  B  and S ta tio n  D  b u t n o t S ta tion  A , as  it  is  o u t o f  S ta tion  C ’s  range.

*802.11 a llo w s  fo r  d a t a  f ra m e s  to  b e  d iv id e d  in to  in d iv id u a lly  n u m b e r e d  f ra g m e n t  b lo c k s  t o  c o u n ­

t e r a c t  n o isy  r a d io  c h a n n e ls . A  c o lle c t io n  o f  f r a g m e n ts  is  t e r m e d  a  f r a g m e n t  b u r s t .
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A s S ta t io n  A  is n o t  w ith in  th e  t r a n s m is s io n  r a n g e  o f  S ta t io n  C  a n y  t r a n s m is s io n  

f ro m  S ta t io n  A  to  S ta t io n  B  w ill n o t  b e  d e t e c te d  b y  S ta t io n  C . S ta t io n  C  w ill th e n  

d e te r m in e  (fa lse ly )  t h a t  t h e  c h a n n e l  is  id le  a n d  w ill b e g in  t r a n s m i t t i n g  t o  S ta t io n  B . 

A t  S ta t io n  B , t h e  t r a n s m is s io n  f ro m  S ta t io n  C  w ill in te r f e r e  w ith  t h e  t r a n s m is s io n  f ro m  

S ta t io n  A . T h is  is t e r m e d  th e  h id d e n  s t a t i o n  p ro b le m .

T h e  in v e rs e  o f  th i s  p ro b le m  is te r m e d  th e  e x p o s e d  s t a t i o n  p ro b le m . I n  th i s  s c e n a r io , 

S ta t io n  B  u p o n  s e n s in g  th e  c h a n n e l  to  b e  id le  b e g in s  t r a n s m i t t i n g  to  S ta t io n  A . S ta t io n  

C , u p o n  s e n s in g  th e  c h a n n e l ,  d e te r m in e s  t h a t  S ta t io n  B  is t r a n s m i t t i n g  a n d  d e fe rs  

i ts  t r a n s m is s io n  to  S ta t io n  D . H o w ev e r, S ta t io n  C ’s t r a n s m is s io n  w o u ld  o n ly  c a u s e  

in te r fe re n c e  in  th e  re g io n  b e tw e e n  S ta t io n s  B  a n d  C , w h ic h  a r e  n o t  t h e  in te n d e d  re c e iv e rs  

o f  a n y  c u r r e n t  t r a n s m is s io n s .

3 .3  M o b i l e  I P

T h e  I n t e r n e t  is c o m p r is e d  o f  in te rn e tw o r k s  c o n n e c te d  to g e th e r  v ia  a  c o re  b a c k b o n e  n e t ­

w o rk . E a c h  o f  th e s e  in te r n e tw o r k s  is m a n a g e d  in d e p e n d a n t  o f  t h e  o th e r  in te rn e tw o r k s ,  

a n d  a s  su c h  is t e r m e d  a n  A u to n o m o u s  S y s te m  (A S ) . E a c h  A S  c o n ta in s  in te r io r  g a te w a y s  

fo r  r o u t in g  o f  p a c k e ts  b e tw e e n  h o s t s  lo c a te d  w i th in  th e  s a m e  A S . a n d  e x te r io r  g a te w a y s  

to  r o u te  p a c k e ts  a c ro s s  th e  b a c k b o n e  n e tw o rk  to  h o s t s  lo c a te d  in  o th e r  in te rn e tw o rk s .

T y p ic a l ly  in  a n  I P  n e tw o rk , h o s t  c o m p u te r s  a r e  id e n ti f ie d  b y  th e i r  I P  a d d re s s e s .  

T h e s e  a d d re s s e s  a r e  c o m p o s e d  o f  a  n e tw o rk  ID  a n d  a  h o s t  ID . I P  p a c k e ts  d e s t in e d  fo r  

a  h o s t  in  a  p a r t i c u l a r  A S  a r e  r o u te d  u s in g  th e  n e tw o rk  ID  p a r t  o f  th e  a d d re s s ,  t h r o u g h  

in te rv e n in g  e x te r io r  g a te w a y s , t o  th e  e x te r io r  g a te w a y  o n  th e  h o s t ’s  h o m e  n e tw o rk . 

F ro m  h e re  th e  I P  p a c k e ts  a r e  r o u te d  to  a n  in te r io r  g a te w a y  w h ic h  lo c a te s  th e  p h y s ic a l  

m a c h in e  t h a t  c o r r e s p o n d s  to  th e  h o s t  ID  p a r t  o f  t h e  I P  a d d re s s  u s in g  a  s o lu t io n  s u c h  

a s  A d d re s s  R e s o lu t io n  P r o to c o l  (A R P )  [23]. I t  t h e n  fo rw a rd s  t h e  p a c k e ts  o n  t o  th i s  

m a c h in e .
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T h is  r o u t in g  s c h e m e  re d u c e s  th e  s ize  o f t h e  r o u t in g  t a b le s  a t  t h e  e x te r io r  a n d  in te r io r  

g a te w a y s , a n d  th u s  t h e  l a te n c y  in  f in d in g  t h e  c o r r e s p o n d in g  r o u te ,  a s  e a c h  g a te w a y  o n ly  

n e e d s  to  lo o k u p  h o w  to  r e a c h  t h e  n e tw o rk  s p e c if ie d  b y  t h e  n e tw o rk  ID  in  i t s  r o u t in g  

ta b le s  to  d e l iv e r  p a c k e ts  t o  a ll  h o s t s  o n  t h a t  n e tw o rk . T h e  r o u t in g  ta b le s  fo r  in te r io r  

g a te w a y s  a re  u p d a te d  p e r io d ic a l ly  u s in g  a il  in te r io r  g a te w a y  p ro to c o l ,  s u c h  a s  R o u t in g  

I n f o r m a t io n  P r o to c o l  ( R I P )  o r  O p e n  S h o r te s t  P a t h  F i r s t  ( O S P F ) .  S im ila r ly , t h e  e x te r io r  

g a te w a y s  r o u t in g  ta b le s  a r e  u p d a t e d  p e r io d ic a l ly  u s in g  a n  e x te r io r  g a te w a y  p ro to c o l ,  

su c h  a s  B o r d e r  G a te w a y  P r o to c o l  ( B G P ) .

T h is  s c h e m e  w o rk s  w ell fo r  s t a t i c  h o s ts .  H o w ev e r, w i th  t h e  in c re a s in g  a d o p t io n  

o f  w ire le s s  c o m p u t in g  d e v ic e s , t h e r e  h a s  b e e n  a  g ro w in g  d e s ir e  a m o n g  u s e rs  t o  a c ce ss  

t h e  s e rv ic e s  o f  w ire d  n e tw o rk s  w h ile  o n  th e  m o v e . T h is  h a s  led  t o  a  p r o b le m  w ith  

r e g a r d s  r o u t in g .  I f  a  h o s t  w e re  to  m o v e  o u t  o f  i t s  h o m e  n e tw o rk  t o  a  n e w  n e tw o rk  t h e n  

I P  p a c k e ts  d e s t in e d  fo r  i t  w o u ld  s t i l l  b e  r o u te d  to  t h e  h o m e  n e tw o rk  a n d  c o u ld  n o t  b e  

d e l iv e re d  to  t h e  h o s t .  A  s o lu t io n  w o u ld  b e  t o  is su e  t h e  M o b ile  H o s t  (M H ) w i th  a  n e w  IP  

a d d re s s  u p o n  e n te r in g  th e  n e w  n e tw o rk , a llo w in g  p a c k e ts  to  b e  r o u te d  to  th i s  n e tw o rk  

in s te a d  o f  t h e  p re v io u s  o n e . H o w ev e r, th is  w o u ld  r e q u i r e  in f o r m in g  la r g e  n u m b e r s  o f  

p e o p le ,  p r o g r a m s  a n d  d a ta b a s e s  o f t h e  I P  a d d re s s  c h a n g e . T h is  is n o t  f e a s ib le  o n  a  

n e tw o rk  th e  s iz e  o f t h e  I n t e r n e t .

T h e  I E T F  s e t  u p  a  w o rk in g  g ro u p  t o  a d d re s s  t h e  p ro b le m  o f  m o b il i ty  in  I P  n e tw o rk s . 

T h e  w o rk in g  g r o u p ’s m a n d a t e  in c lu d e d :

1. M o b ile  H o s t ’s h o m e  a d d re s s  m u s t  b e  p o r t a b le  (i.e . u s e d  a n y w h e re )

2. T h e  s o lu t io n  s h o u ld  in v o lv e  m a k in g  n o  c h a n g e s  to  t h e  fix ed  h o s ts

3. T h e  s o lu t io n  s h o u ld  in v o lv e  m a k in g  n o  c h a n g e s  t o  r o u te r s  a n d  r o u t in g  t a b le s

4. N o  d e to u r s  fo r  p a c k e ts  d e s t in e d  fo r m o b ile  h o s ts

5. T h e r e  s h o u ld  b e  n o  o v e rh e a d  in c u r r e d  fo r  a  m o b ile  h o s t  o n  i ts  h o m e  n e tw o rk .

42



T h e  so lu tion  th e w orking group d ev ised  w as en titled  IP  M ob ility  S up port for IP v4  

[24], T h is so lu tion  is  know n m ore com m on ly  as M ob ile  IP. It introduces tw o  new  

netw ork en tities. T h e  first o f  th ese  is th e  H om e A gen t (H A ). T h is is a  router th a t  

resides in  th e  M obile H ost's  h om e netw ork. It  in tercep ts p ackets d estin ed  for th e  M H  

w h en  th e  M H  is on  an other network. It  forwards th ese  packets to  th e  M H a t th e  

n ew  network. It also inform s an y C orresponding N o d es  (C N s), h o sts  th a t w ish  to  

com m u nicate  w ith  th e  M H , o f  th e  n ew  lo catio n  of th e M H. T h e  second agen t is th e  

Foreign A gen t (FA ). T h is  is  a  router lo ca ted  in  th e  netw ork th a t th e  M H h a s m oved to . 

It inform s th e  H A  o f an  address, th e  C are-of A d d ress (C oA ), th a t it  can  u se to  reach  

th e  M H w hile it  is  p resent in  th e  foreign network. F ig . 3 .7  show s th e  co m p on en ts o f  a  

M obile IP  system .

M obile H ost

F igure 3.7: M obile IP  C om p on ents 

3.3.1 How M obi le I P works

W hen a  M ob ile  H ost enters a  foreign netw ork, it  listen s for advertisem ents b ein g  broad ­

cast by th e  FA . If it  d oes n ot receive any advertisem en ts th e  M H  m ay b road cast a  

m essage inquiring if  th ere are any FA s present. O nce a  FA h as b een  foun d, th e  M H
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w ill r e g is te r  w ith  i t .  A f te r  r e g i s t r a t io n  h a s  t a k e n  p la c e ,  t h e  F A  c o n ta c t s  t h e  H A  a n d  

in fo rm s  i t  o f a  C o A  t h a t  t h e  H A  m a y  u se  to  c o n ta c t  t h e  M H  w h ile  i t  re s id e s  o n  th e  

H A ’s n e tw o rk . T h e  C o A  is u s u a l ly  th e  I P  a d d re s s  o f  t h e  F o re ig n  A g e n t.

W h e n  a  C N  w ish e s  t o  c o m m u n ic a te  w ith  a  M o b ile  H o s t  i t  t r a n s m i t s  p a c k e ts  a s  

n o r m a l .  I t s  p a c k e ts  a re  r o u te d ,  a c c o rd in g  t o  n o r m a l  I P  r o u t in g  p r a c t ic e s ,  t o  t h e  M H ’s 

h o m e  n e tw o rk . H e re  t h e  p a c k e ts  a r e  in te r c e p te d  b y  t h e  H A . T h e  H A  e n c a p s u la te s  t h e  

p a c k e ts  a n d  tu n n e ls  t h e m  to  th e  C o A . U p o n  r e c e p t io n  o f  t h e  p a c k e ts  f ro m  t h e  H A  t h e  

F A  d e c a p s u la te s  t h e  p a c k e ts  a n d  d e liv e rs  th e  o r ig in a l  p a c k e ts  t o  th e  M H . S u b s e q u e n t ly  

th e  H A  in fo rm s  th e  C N  o f  th e  M H ’s C o A  so  t h a t  i t  m a y  r o u te  a n y  s u b s e q u e n t  p a c k e ts  

d ir e c t ly  t o  t h e  fo re ig n  n e tw o rk .

B e fo re  th e  M H  le a v e s t h e  fo re ig n  n e tw o rk  i t  d e - r e g is te r s  w ith  t h e  F A . A  p ro b le m  

e x is ts  if  a  M H  d o e s  n o t  p e r f o r m  th i s  d e - r e g is t r a t io n .  T h e  p ro b le m  is s im ila r  t o  t h e  

o r ig in a l  p ro b le m  o f r o u t in g  to  a  h o s t  t h a t  n o  lo n g e r  r e s id e s  o n  a  p a r t i c u l a r  n e tw o rk . 

I f  t h e  M H  le a v e s t h e  fo re ig n  n e tw o rk  w i th o u t  d e - r e g is te r in g  th e  F A  w ill  b e  u n a b le  

to  d e l iv e r  a n y  p a c k e ts  t h a t  w e re  d e s t in e d  fo r  t h e  M H . T h e  w o rk in g  g r o u p  d e v is e d  a  

s o lu t io n  t o  th i s  p ro b le m . T h e i r  s o lu t io n  in v o lv e s  m a k in g  r e g is t r a t i o n  v a lid  o n ly  fo r  a  

c e r ta in  p e r io d  o f t im e . A f te r  th i s  p e r io d  if  t h e  r e g i s t r a t i o n  is n o t  r e f re s h e d , i t  t im e s  o u t  

a n d  t h e  e n t r y  fo r  th e  M H  is c le a re d  f ro m  t h e  F A ’s r o u t in g  ta b le .

W h ile  M o b ile  I P  p ro v id e s  a  m e a n s  fo r  I P  n e tw o rk s  to  s u p p o r t  u s e r  m o b il i ty , th e r e  

a re  s o m e  d is a d v a n ta g e s  w ith  im p le m e n t in g  th e  s o lu t io n  [2]. T h e s e  in c lu d e :

•  T h e r e  is a  h ig h  h a n d o v e r  d e la y  a s s o c ia te d  w ith  M o b ile  IP . A  M o b ile  H o s t  m u s t  

d e te r m in e  a  n e w  C o A  a n d  r e g is te r  w ith  i ts  H A  b e fo re  th e  H A  c a n  fo rw a rd  t h e  

p a c k e ts  to  t h e  M H  [25].

•  W h e n  a  M H  m o v es f ro m  o n e  n e tw o rk  to  a n o th e r ,  i t  m u s t  r e g is te r  i t s  n e w  C o A  

w ith  th e  H A . H o w ev e r, in  th e  t im e  i t  ta k e s  fo r  th e  M H  to  p e r fo rm  th i s  r e g i s t r a t io n  

w i th  t h e  H A , p a c k e ts  s e n t  to  th e  M H  w ill b e  lo s t ,  a s  t h e  M H  is n o  lo n g e r  a t  i t s  

o ld  C o A  a n d  th e  H A  d o e s  n o t  y e t  k n o w  th e  M H ’s n e w  C o A  [26]
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•  In  th e  b a s e  s p e c if ic a t io n  o f M o b ile  IP , a  lo t  o f r e s o u rc e s  a r e  w a s t e d  d u e  to  t h e  

tu n n e l in g  in v o lv e d  in  t r a n s m i t t i n g  p a c k e ts  f ro m  th e  H A  to  t h e  M H , v ia  t h e  F A . A s 

t h e  n u m b e r  o f  M o b ile  H o s ts  in c re a s e s ,  t h e  lo a d  o n  t h e  a g e n ts  w ill  a ls o  in c re a s e . 

T h is  c o u ld  le a d  t o  fa i lu re  o f  a n  a g e n t ,  w h ic h  c o u ld  r e s u l t  in  m a n y  M H s n o t  

re c e iv in g  fo rw a rd e d  p a c k e ts  [25].

•  M o b ile  I P  d o e s  n o t  w o rk  w ell w h e n  th e  H A  is b e h in d  a  f ire w a ll, o r  w h e n  th e  fo re ig n  

n e tw o rk  e m p lo y s  in g re s s  f i l te r in g  [7]. T h e r e  a re  s o lu t io n s  to  th e s e  p ro b le m s , s u c h  

a s  f ire w a ll  t r a v e r s a l  [27] a n d  re v e rs e  tu n n e l l in g ,  w h e re  th e  H A ’s  I P  a d d r e s s  is u s e d  

a s  t h e  e x i t  p o in t  o f  th e  tu n n e l  [2].

3 .3 .2  C e llu la r  I P

C e llu la r  I P  [28] a im s  to  re d u c e  th e  e ffe c t o f s o m e  o f  th e s e  d is a d v a n ta g e s ,  n a m e ly  t h e  

h ig h  h a n d o v e r  l a te n c y  a n d  t h e  e x cess iv e  t ra f f ic  g e n e r a te d  b y  t h e  tu n n e l l in g  o f  p a c k e ts .  

I t  p ro p o s e s  to  d o  th i s  b y  d iv id in g  u s e r  m o b il i ty  in to  lo c a l - a r e a  a n d  w id e -a r e a  m o b il i ty . 

M o b ile  I P  c a n  f a c i l i t a te  w id e -a re a  m o b il i ty , a lso  k n o w n  a s  m a c ro -m o b il i ty .  C e llu la r  

I P  m a n a g e s  t h e  lo c a l - a r e a  m o b ility , o r  m ic ro -m o b il i ty .  U n d e r  th i s  sc h e m e , C e llu la r  

I P  h a n d le s  a ll  h a n d o v e r s  w ith in  a  c e r ta in  w ire le s s  a c c e s s  n e tw o rk . I f  t h e  M H  m o v es  

o u t  o f  th e  c u r r e n t  a c ce ss  n e tw o rk  in to  a  d if fe re n t  w ire le s s  a c c e ss  n e tw o rk , e .g  t h e  M H  

m o v es in to  t h e  c o v e ra g e  o f  a  w ire le s s  n e tw o rk  c o n t ro l le d  b y  a  d if fe re n t  W IS P , M o b ile  I P  

h a n d le s  th e  h a n d o v e r  to  th i s  n e w  n e tw o rk . T h is  s o lu t io n  h a s  th e  a d v a n ta g e  o f  r e d u c in g  

t h e  lo a d  o n  t h e  b o t h  t h e  H A  a n d  t h e  F A . T h is  w ill b e  o f b e n e f i t  a s  th e  n u m b e r  o f m o b ile  

u s e r s  in c re a se s .

R o u te  m a p p in g s  a r e  u s e d  to  d e l iv e r  p a c k e ts  to  a  m o b ile  h o s t  in  a  C e llu la r  I P  s y s te m . 

N o  n o d e  in  a  C e llu la r  I P  n e tw o rk  h a s  a  fu ll d e f in i t io n  o f  t h e  to p o lo g y  o f  t h e  n e tw o rk . 

E a c h  n o d e  m e re ly  fo rw a rd s  a ll  p a c k e ts  d e s t in e d  fo r  a  p a r t i c u l a r  M H  o n  t o  t h e  n e x t  

n o d e  a lo n g  t h e  p a th .  R o u te  m a p p in g s  a r e  u p d a te d  b y  p a c k e ts  e m a n a t in g  f ro m  th e  M H
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to w a r d s  t h e  G a te w a y  R o u t e r 1 . A ll n o d e s  a lo n g  th e  p a t h  u p d a t e  th e i r  r o u t in g  c a c h e s  

u p o n  r e c e p t io n  o f  t h e  p a c k e ts .  I n  o rd e r  to  re d u c e  t h e  o v e rh e a d  r e q u i r e d  t o  lo c a te  a  M H , 

a n d  so  a s  n o t  t o  o v e r lo a d  th e  n e tw o rk , tw o  c a c h e s  a r e  m a in ta in e d  a t  e a c h  n o d e . T h e  

R o u t in g  C a c h e  is u s e d  t o  m o n i to r  th e  p o s i t io n  o f  a c t iv e  M H s. Id le  M H s  a re  lo c a te d  

u s in g  th e  P a g in g  C a c h e  m a in ta in e d  b y  e a c h  n o d e .

L ik e  M o b ile  IP , t h e r e  a r e  d ra w b a c k s  to  e m p lo y in g  C e l lu la r  IP . T h r o u g h  t h e  s e p a r a ­

t i o n  o f  w id e -a r e a  a n d  lo c a l - a r e a  m o b il i ty  C e llu la r  I P  re d u c e s  t h e  lo a d  o n  t h e  H A  a n d  

F A , a n d  a lso  d e c re a s e s  t h e  a m o u n t  o f  t r a f f ic  t h a t  n e e d s  to  b e  t r a n s m i t t e d  b e tw e e n  t h e  

e n t i t ie s .  H o w ev e r, C e l lu la r  I P  s t i l l  re lie s  o n  M o b ile  I P  fo r  m o v e m e n t  b e tw e e n  d if fe r ­

e n t  w ire le s s  a c c e ss  n e tw o rk s , th u s  a ll  t h e  p ro b le m s  a s s o c ia te d  w ith  M o b ile  I P  a r e  a ls o  

a s s o c ia te d  w ith  C e llu la r  I P  ( t r i a n g u la r  ro u t in g ,  h ig h  h a n d o v e r  l a te n c y  b e tw e e n  fo re ig n  

n e tw o rk s )  th o u g h  th e s e  p ro b le m s  a r e  r e d u c e d  c o m p a re d  to  e m p lo y in g  M o b ile  I P  e x c lu ­

s ive ly . T h e  u s e fu ln e s s  o f C e llu la r  I P  is a lso  l im ite d  b y  t h e  s ize  o f  t h e  w ire le ss  a c c e s s  

n e tw o rk  t h a t  i t  is e m p lo y e d  in . S m a ll  a c c e ss  n e tw o rk s  w ill r e q u ire  f r e q u e n t  M o b ile  IP -  

a s s is te d  h a n d o v e rs .  L a rg e  w ire le s s  a c c e ss  n e tw o rk s  w ill r e q u ire  la rg e r  c a c h e s , a n d  m o re  

f r e q u e n t  p a g in g  to  m a in ta in  th e s e  c a ch e s .

3 .4  S I P  O v e r v ie w

M o b ile  I P  p ro v id e s  a  m e a n s  fo r  a  m o b ile  h o s t  t o  r e m a in  c o n n e c te d  t o  s u b s c r ib e d  se rv ic e s  

w h ils t  ro a m in g .  T h e s e  s e rv ic e s  m a y  c o n s is t  o f  m u l t im e d ia  t r a f f ic  w h ic h  h a v e  s t r i c t  r e a l ­

t im e  c o n s t r a in t s  w h ic h  a r e  u n k n o w n  t o  th e  n e tw o rk  la y e r , t h e  la y e r  a t  w h ic h  M o b ile  I P  

re s id e s . S IP , a n  a p p l ic a t io n  la y e r  p ro to c o l ,  c o u ld  p ro v id e  a  m e a n s  o f  r o u te  o p t im iz a t io n ,  

w h ic h  c o u ld  im p ro v e  t h e  p e r fo rm a n c e  o f th e s e  r e a l - t im e  se rv ic e s .

S IP , a s  d e i in e d  in  [29]. w as  d e s ig n e d  to  a llo w  v o ice  c a lls  t o  b e  c o n d u c te d  o v e r I P  

n e tw o rk s , s u c h  a s  th e  I n te r n e t .  T h e  t r a n s m is s io n  o f  v o ice  p a c k e ts  o v e r t h e  I n t e r n e t ,  a  

p ro c e s s  k n o w n  a s  V o ice  o v e r I n t e r n e t  P r o to c o l  (V o IP ) ,  w as  t h e  a lm o s t  e x c lu s iv e  d o m a in

lfr h e  G a t e w a y  R o u t e r  c a n  b e  c o - lo c a t e d  w i t h  t h e  F A  o f  M o b i le  I P
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o f t h e  I T U ’s H .3 2 3  p ro to c o l .  H o w ev e r, t h e  H .3 2 3  p ro to c o l  s u i te  w as  c o n s id e r e d  b y  so m e  

p e o p le  in  t h e  I n t e r n e t  c o m m u n i ty  to  b e  a  c o m p le x  a n d  in f le x ib le  p r o d u c t  [22]. A s th e

H .3 2 3  p ro to c o l  is m o re  o f  a n  “u m b r e l la ” s t a n d a r d ,  i n c o r p o r a t in g  m a n y  ta s k - s p e c if ic  

p ro to c o ls ,  s u p p o r t  o f  n e w e r  s e rv ic e s  w o u ld  r e q u i r e  a  r e v is io n  o f  th e  s u i te  to  b e  d e v e lo p e d  

a n d  d e p lo y e d . I t  w as  th i s  g ro w in g  d is s a t i s f a c t io n  w ith  H .3 2 3 ’s in f le x ib i l i ty  t h a t  led  th e  

I E T F  to  a p p r o a c h  th e  is s u e  o f  V o IP  in  a  m o re  m o d u la r  w ay. T h e  r e s u l t  o f  th i s  a p p r o a c h  

w a s  S IP .

S IP  is a  s in g le  m o d u le  t h a t  in te rw o rk s  w ith  a l r e a d y  e s ta b l is h e d  p ro to c o ls .  O n e  o f  i ts  

d e s ig n  m a n d a te s  w as  to  re u s e  e x is t in g  p ro to c o ls  w h e re v e r  p o s s ib le . A s  s u c h  S IP  is o n ly  

re s p o n s ib le  fo r  t h e  s e t t in g  u p , m a n a g e m e n t ,  a n d  t e r m i n a t io n  o f  se ss io n s . S IP  d o e s  n o t  

k n o w  t h e  d e ta i l s  o f  th e  se ss io n . T h is  is le f t  to  t h e  p ro to c o l  h a n d l in g  th e  d a t a  t r a n s f e r  

fo r  th e  se s s io n  (e .g  R T P  [30]).

S IP  is te x t - b a s e d .  I t  is m o d e l le d  o n  H T T P  [31] a n d  r e p r e s e n t s  te le p h o n e  n u m b e r s  a s  

U R Is , e .g . s ip :a lic e @ e x a m p le .c o m . In  th i s  e x a m p le , t h e  S IP  u s e r  a lic e  is lo c a te d  a t  t h e  

d o m a in  s p e c if ie d  b y  th e  D N S  n a m e  e x a m p le .c o m .  S IP  U R Is  c a n  a ls o  b e  c o m p o s e d  o f  

I P v 4  a d d re s s e s ,  I P v 6  a d d re s s e s ,  o r  a c tu a l  te le p h o n e  n u m b e r s .  S IP  m e ssa g e s , d e s c r ib e d  

b y  S e ss io n  D e s c r ip t io n  P r o to c o l  (S D P ) ,  c o n ta in  a  S IP  m e th o d  o n  th e  f i r s t  l in e  a n d  

a d d i t io n a l  p a r a m e te r s ,  s u c h  a s  t h e  e n d p o in t ’s  m u l t im e d ia  c a p a b i l i t ie s  a n d  s u p p o r t e d  

f o r m a t  ty p e s .  T h e  s ix  m e th o d s  d e f in e d  in  [29] a re  s h o w n  in  T a b le  3 .3 .

M e th o d D e s c r ip t io n

I N V I T E R e q u e s t  se s s io n  i n i t i a t io n

A C K C o n f i rm a t io n  o f  s e s s io n  in i t i a t io n

B Y E R e q u e s t  se s s io n  t e r m i n a t io n

O P T I O N S I n q u ir e  a b o u t  a  h o s t ’s c a p a b i l i t i e s

C A N C E L C a n c e l  p e n d in g  re q u e s t

R E G I S T E R U p d a te  a  r e d i r e c t io n  s e rv e r  a b o u t  a  u s e r ’s  (n e w ) lo c a t io n

IN F O S e n t  m id -s e s s io n . D o e s  n o t  a l t e r  se s s io n  s t a t e

T a b le  3 .3: S IP  M e th o d s

T h e  re p lie s  f ro m  S IP  s e rv e rs  a re  c o d e d  r e s p o n s e  m e ssa g e s . T h e  c o d e s  u s e d  b y  S IP
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are o f th e  sam e ty p e  as th ose u sed by H T T P  (e .g  500 - Internal Server Error). T h e  

cod es and  th eir  m ean in gs are g iven in T able 3 .4  [22],

C od e M eaning E xam p le

Ix x In form ation 180 - r inging

2x x Success 200 - o k

3 x x R edirection 301 -  m oved

4 x x C lient Error 404  - n o t found

5x x Server Error 500 - in tern al server error

6 x x G lob al Error 600  - b u sy everyw here

T able  3.4: SIP  R esp onse C od es

3.4.1 SIP System

A  S IP  sy stem  is com p osed  o f S IP  U ser A gen ts, S IP  P roxy  Server, SIP  R edirect Server, 

and S IP  R egistrar Server. A  S IP  sy stem  is  illu strated  in  F ig . 3.8.

F igure 3.8: S IP  S ystem

e U ser A gent (U A )

T h ese are c lien ts  (U A C ) and  servers (U A S ). A  U A C  issues requests to  a  U A S . 

T h e U A S replies w ith  cod ed  response m essages.

•  P ro xy  Server

T h ese  accept session  req uests from  U A  and  query th e  S IP  R egistrar to  lo ca te  th e  

recipient U A . T h e  proxy server th en  forwards th e  request on  to  th e  recip ient U A .
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•  R e d i r e c t  S e rv e r

T h e s e  a llo w  S IP  P ro x y  S e rv e rs  to  d ir e c t  S IP  r e q u e s ts  to  o th e r  d o m a in s .

•  R e g i s t r a r  S e rv e r

T h e s e  a r e  d a ta b a s e s  c o n ta in in g  lo c a t io n  o f  a ll  U A s  in  a  d o m a in .

S IP  a llo w s  c lie n ts  to  n e g o t i a te  th e  s e rv ic e s  th e y  w ish  t h e  se s s io n  t o  h a v e . S IP  a ls o  

p ro v id e s  c a ll  m a n a g e m e n t  f a c il i t ie s  s u c h  a s  a d d in g ,  d ro p p in g ,  o r  t r a n s f e r r in g  c a ll in g  

p a r t i e s .  S IP  c a n  b e  u se d  to  c h a n g e  a  s e s s io n ’s f e a tu r e s  w h ile  th e  se s s io n  is o n g o in g . A ll  

o th e r  fu n c t io n a l i ty  is p ro v id e d  b y  o th e r  p ro to c o ls .

3 .4 .2  S I P  D e v ic e  M o b i l i t y

M o b ile  I P  a llo w s fo r  t h e  c h a n g e  o f  I P  a d d re s s  d u e  t o  h o s t  m o b il i ty  to  b e  h id d e n  f ro m  

h ig h e r  p ro to c o l  la y e rs . T h is  t r a n s p a r e n t  m o b il i ty  p r e v e n ts  a c t iv e  T C P  c o n n e c t io n s  

f ro m  fa i l in g  a s  t h e  m o b ile  h o s t  m o v e s  f ro m  n e tw o rk  to  n e tw o rk . S e rv ic e s  w ith  r e a l- t im e  

c o n s t r a in t s  m o re  c o m m o n ly  u se  R T P  w ith  U D P , in s te a d  o f  T C P ,  a s  t h e  u n d e r ly in g  

t r a n s p o r t  la y e r  p ro to c o l .  W i th in  th e  c o n te x t  o f  w ire le s s  n e tw o rk s , th e  f a c to r s  a f fe c t in g  

t h e  Q o S  o f th i s  ty p e  o f  tra f f ic  in c lu d e  fa s t  h a n d o f f ,  lo w  l a te n c y  a n d  h ig h  b a n d w id th  

u t i l iz a t io n .  T h e  p ro b le m s  a s s o c ia te d  w ith  M o b ile  IP , n a m e ly  in e ff ic ie n t r o u t in g ,  h ig h  

h a n d o f f  d e la y , a n d  t h a t  a n  a g e n t  m u s t  b e  p r e s e n t  in  t h e  n e tw o rk  b e in g  v is i te d  b y  th e  

m o b ile  h o s t  [2], a re  n o t  c o n d u c iv e  to  m o b ile  u s e r s  e m p lo y in g  th e s e  se rv ic e s .

T o  o v e rc o m e  th e s e  d is a d v a n ta g e s ,  [32] p ro p o s e s  to  in t r o d u c e  a  m o b i l i t y  a w a r e n e s s  

in to  t h e  a p p l ic a t io n  la y e r , u s in g  S IP  a s  t h e  a p p l ic a t io n  la y e r  p ro to c o l .  S IP  a l r e a d y  

s u p p o r t s  p e r s o n a l  m o b il i ty  [29]. A  U A  re g is te r s  w i th  th e  R e g i s t r a r  s e rv e r  e a c h  t im e  i t  

o b ta in s  a  n e w  I P  a d d re s s .  T h e  R e g i s t r a r  s e rv e r  w ill r e t u r n  a n  I P  a d d re s s  fo r  a  p a r t i c u l a r  

u s e r n a m e  w h e n  r e q u e s te d .  T h is  f e a tu r e  o f  S I P  p ro v id e s  a  m e a n s  o f c o n ta c t in g  a  u s e r  

r e g a rd le s s  o f  th e i r  n e tw o rk  lo c a t io n .

T h e  c h a n g e s  p ro p o s e d  in  [33] w o u ld  a llo w  S IP  to  a c c o m m o d a te  d e v ic e  m o b il i ty  a lso .
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T h e tw o m eth od s u sed to  provide th is  m ob ility  are th ird  ca ll party con trol, an d  th e  

R EFER, m ech an ism . T h e  first o f  th ese , th ird  party call control [34], allow s a  U A  to  

transfer a  currently estab lish ed  session  to  a  n ew  d ev ice. T h is  p rocess is as follows: In

F igure 3.9: SIP  S ession  Transfer

Fig. 3 .9  bob@ hom e is currently com m u nicating  w ith  aiice@ work. bob@ hom e w ishes to  

transfer th e session  to  h is second  d ev ice, bob@ office To accom plish  th is bob@ hom e 

sends an IN V IT E  to  bob@ office con ta in in g a  d escription  o f  all th e  sess ion ’s  characteris ­

tics. bob@ hom e also sen d s alice@ work th e  session  d escrip tion  generated  by bob@ office. 

alice& w ork transfers session  tran sm ission  to  bob@ otfice, in stead  o f bob@ hom e. T h is  

approach h a s th e  d isad van tage o f requiring th e contin ual presence o f bob@ hom e so  th a t  

it  m ay  b e  con tacted  to  change or term in ate th e  session.

T h e  second  m eth od  invo lves u sin g th e  R E F E R  m ech an ism  [35]. C onsider th e  sce ­

n ario described previously, w here bob@ hom e w ishes to  transfer th e  session  to  bob@ office 

(F ig. 3 .9 ). U sin g  th is  m eth od , bob@ hom e sends alice@ work th e  R E F E R  request, in ­

stru ctin g  a liceS w ork  to  con tact bob@ office. alice@ work th en  n eg otia tes a  session  w ith  

bob(<Doffice u sin g a  regular IN V IT E  request. T h is m eth od  d ocs n ot require th e presence  

o f  bob@ hom e once th e  sess ion  h as b een estab lish ed  w ith  bob@ office.

T here are som e disadvan tages w ith  using S IP  to  h an dle user m obility. A s w ith  

M obile IP, th e  S IP  d ev ice  m ob ility  so lu tion  m u st ob ta in  a  to p olog ica lly  correct IP  

address u p on  enterin g th e  n ew  netw ork dom ain. T h is  n ew  IP  address is  norm ally  

su p plied  by a  D H C P  server lo ca ted  in  th e  n ew  netw ork. H owever, th ere is  a  la ten cy

50



in v o lv e d  in  u s in g  D H C P  t o  o b ta in  a n  I P  a d d re s s .  A c c o rd in g  to  [36] th i s  d e la y  c a n  b e  

b e tw e e n  10 a n d  30  s e c o n d s . A s  t h e  e n v is a g e d  d e v ic e  m o b il i ty  s t r a t e g y  fo r  S IP  d o e s n ’t  

e m p lo y  s o f t  h a n d o v e r  th i s  D H C P - in c u r r e d  l a te n c y  c o u ld  h a v e  d ir e  c o n s e q u e n c e s  to  a  

m u l t im e d ia  a p p l ic a t io n  w ith  s t r i c t  r e a l - t im e  c o n s t r a in t s .  I t  h a s  b e e n  p ro p o s e d  b y  [37] 

t h a t  th i s  l a te n c y  c a n  b e  r e d u c e d  b y  e m p lo y in g  a n  e x p e r im e n ta l  s c h e m e  e n t i t l e d  D y n a m ic  

R a p id  C o n f ig u r a t io n  P r o to c o l  (D R .C P ).

T h e  S IP  d e v ic e  m o b il i ty  s c h e m e  p ro v id e s  a  s c h e m e  w h e re b y  m u l t im e d ia  se s s io n s  

c a n  b e  c o n t in u e d  a ,cross d e v ic e  in te r c h a n g e  a n d  n e tw o rk  t r a v e r s a l .  H o w ev e r, t h e  e m ­

p lo y m e n t  o f  th i s  s o lu t io n  w ill s e v e r  a n y  e x is t in g  T C P  c o n n e c t io n s  o n c e  h a n d o v e r  h a s  

b e e n  p e r fo rm e d . I n t e g r a t in g  t h e  S IP  s c h e m e  w i th  M o b ile  I P  w o u ld  p ro v id e  a  m e a n s  to  

p e r f o r m  m o b ile  a w a re  h a n d o v e r  a n d  s t i l l  m a in ta in  e x is t in g  T C P  c o n n e c t io n s ,  h o w e v e r , 

th i s  s o lu t io n  w o u ld  r e q u i r e  e x te n s iv e  c h a n g e s  to  b o t h  t h e  p ro to c o l  s ta c k  a t  t h e  c lie n t  

a n d  t h e  in t r o d u c t io n  o f  s e v e ra l  n e w  e n t i t i e s  in to  c u r r e n t ly  e x is t in g  n e tw o rk s .

3 .4 .3  O th e r  S o lu t io n s  fo r  I P  M o b i l i t y

T h e  s o lu t io n s  d e s c r ib e d  to  a c c o m m o d a te  u s e r  m o b i l i ty  in  I P  n e tw o rk s , n a m e ly  M o b ile  

I P  a n d  d e v ic e  m o b il i ty  in  S IP . a r e  n o t  t h e  o n ly  o n e s  t h a t  e x is t .  T w o  f u r t h e r  s o lu t io n s  

t h a t  c a n  f a c i l i t a te  I P  m o b il i ty  in c lu d e  M ig r a te  a n d  H o s t  I d e n t i ty  P a y lo a d  ( H IP ) .

M ig r a te  [38] in v o lv e s  s h if t in g  a n  e x is t in g  T C P  c o n n e c t io n  f ro m  o n e  I P  a d d re s s  to  

a n o th e r  b y  u s in g  a  m o d if ie d  T C P  S Y N  m e s s a g e  a n d  s u b s e q u e n t  T C P  A C K  m e ssa g e . 

M ig r a te  p ro p o s e s  t h a t  t h e  h o s tn a m e  o f  a  p a r t i c u l a r  M o b ile  H o s t  r e m a in  s t a t i c  a n d  i t s  

I P  a d d re s s  c h a n g e  a s  i t  m o v e s  f ro m  n e tw o rk  to  n e tw o rk . E a c h  t im e  a  n e w  I P  a d d re s s  is 

o b ta in e d  t h e  M o b ile  H o s t  in fo rm s  th e  D N S  [39] w ith in  i ts  h o m e  d o m a in  o f  t h e  c h a n g e . 

N ew  I P  a d d re s s e s  a r e  s u p p l ie d  b y  th e  D H C P  [40]

H IP  [41] in v o lv es s e p a r a t in g  th e  h o s tn a m e  f ro m  t h e  I P  a d d re s s .  H IP  p ro p o s e s  a  

g lo b a l ly  u n iq u e  id e n ti f ie r  fo r  a n y  h o s t  w i th  a n  IP  s ta c k .  T h is  n a m e  is c r y p to g r a p h ic  

b y  d e s ig n  a n d  c a n  b e  u se d  to  a u th e n t i c a t e  t r a n s a c t io n s .  F u r th e r m o r e  H IP  p ro p o s e s  to
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in te r p o s e  a  p ro to c o l  la y e r  b e tw e e n  th e  n e tw o rk  ( I P )  la y e r  a n d  t h e  t r a n s p o r t  la y e r . T h is  

w ill e ffe c tiv e ly  d e c o u p le  t r a n s p o r t  c o n n e c t io n s  f ro m  I P  a d d re s s e s .

A  f u r th e r  e x p la n a t io n  o f  e a c h  o f  th e s e  m o b ile  s o lu t io n s  a n d  a  c o m p a r is o n  w ith  

M o b ile  I P  c a n  b e  fo u n d  a t  [42].

T h e  h a n d o v e r  c a p a b i l i ty  o f G S M , w h ic h  is c e n t r a l  t o  p ro v id in g  m o b il i ty  to  G S M  

s u b s c r ib e r s ,  is  h a n d le d  h ie ra rc h ic a l ly ,  i.e . d e p e n d in g  o n  t h e  m o b ile  s u b s c r ib e r ’s lo c a t io n  

t h e  h a n d o v e r  p r o c e d u r e  is c o n t ro l le d  b y  th e  c u r r e n t ly - s e r v in g  B S C , t h e  t a r g e t  B S C , th e  

M S C , e tc .  T h is  s t r u c t u r a l  h a n d o v e r  is n o t  p o s s ib le  w i th in  I P  n e tw o rk s . M o b il i ty  w ith in  

I P  n e tw o rk s  is c u r r e n t ly  t h e  d o m a in  o f  M o b ile  IP . H o w ev e r, t h e r e  a re  d is a d v a n ta g e s  

t o  e m p lo y in g  M o b ile  IP . T h e s e  d is a d v a n ta g e s  in c lu d e  h ig h  h a n d o v e r  l a te n c y  a n d  t h e  

p ro b le m  o f  t r i a n g u la r  ro u t in g .  T h e  d e la y s  in c u r r e d  b y  M o b ile  I P  c a n  b e  d e t r i m e n ta l  to  

m u l t im e d ia  tra ff ic . T o  o v e rc o m e  th e s e  d ra w b a c k s , i t  h a s  b e e n  p ro p o s e d  t h a t  S IP  c o u ld  

b e  u se d  to  p ro v id e  m o b il i ty  to  m u l t im e d ia  e n a b le d  d e v ic e s . T h e  S IP  a p p r o a c h  a lso  

h a s  i ts  d ra w b a c k s , n a m e ly  n o  s u p p o r t  fo r  e x is t in g  T C P  c o n n e c t io n s  w h e n  p e r fo rm in g  

h a n d o v e r ,  a n d  h ig h  l a te n c y  in  o b ta in in g  a  n e w  I P  a d d re s s  (v ia  D H C P )  u p o n  e n te r in g  

a  n e w  n e tw o rk  d o m a in .
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C h a p t e r  4

P r o p o s e d  H a n d o v e r  S c h e m e

O n e  o f  th e  f e a tu r e s  o f  S C T P , i ts  m u l t ih o m in g  a b ility , a llo w s a n  e n d p o in t  to  e x p lo i t  m o re  

t h a n  o n e  o f  t h e  I P  a d d re s s e s  i t  h a s  a v a i la b le  to  i t  w h e n  e s ta b l i s h in g  a n  a s s o c ia t io n .  T h is  

fu n c t io n a li ty ,  w h ic h  is n o t  p r e s e n t  in  T C P  o r  U D P , w a s  d e s ig n e d  in to  S C T P  to  p ro v id e  

p a t h  r e d u n d a n c y  t o  t e le p h o n y  a p p l ic a t io n s .  I t  h a s  b e e n  p ro p o s e d  t h a t  S C T P  rn u lt ih o m -  

in g  c o u ld  b e  u s e d  to  f a c i l i t a te  m o b il i ty  a t  t h e  t r a n s p o r t  la y e r , p ro v id in g  a  m e c h a n is m  to  

h a n d le  h a n d o v e r  w i th in  a  s in g le  t r a n s p o r t  c o n n e c t io n .  H o w ev e r, t h e  c u r r e n t  h a n d o v e r  

s c h e m e  in  S C T P  is b a s e d  o n  a  s t a t i c ,  w ire lin e  m o d e l  o f  c o m m u n ic a t io n s .  H a n d o v e r  is 

o n ly  p e r fo rm e d  in  th e  e v e n t  t h a t  th e  p r im a r y  p a t h  o f  t h e  a s s o c ia t io n  fa ils . T h e  t im e  

t a k e n  fo r  h a n d o v e r  to  o c c u r  w o u ld  p r o h ib i t  t h e  m e c h a n is m  b e in g  d e p lo y e d  in  a  w ire ­

le s s  c o n te x t .  A  m o re  “w ire le s s  f r ie n d ly "  h a n d o v e r  s c h e m e  is n e e d e d  if S C T P  is t o  b e  

d e p lo y e d  w i th in  w ire le ss  n e tw o rk s .

4 .1  C u r r e n t  S C T P  H a n d o v e r  S c h e m e

I n  S C T P , fo r  r e l ia b le  c o m m u n ic a t io n s  to  e x is t  b e tw e e n  tw o  m u l t ih o m e d  e n d p o in ts ,  e a c h  

e n d p o in t  m u s t  b e  a w a re  o f  th e  s t a tu s  o f  e a c h  o f  i ts  p e e r ’s d e s t in a t io n  a d d re s s e s .  I f  a  

p ro b le m  s h o u ld  o c c u r  a lo n g  t h e  p r im a r y  p a t h  o f  t h e  a s s o c ia t io n ,  a n  e n d p o in t  n e e d s  to  

b e  a b le  to  d e t e c t  th i s  a n d  r e s p o n d  a p p r o p r ia te ly .  T h e  r e s p o n s ib i l i ty  fo r  d e te c t in g  a n d
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r e s p o n d in g  to  p ro b le m s  lie s  w ith  S C T P ’s f a u l t  d e t e c t io n  a n d  m a n a g e m e n t  s c h em e . In  

th e  e v e n t  t h a t  th i s  s c h e m e  d e te r m in e s  t h e  p e e r ’s p r im a r y  d e s t in a t io n  a d d re s s  is  u n r e a c h ­

a b le , h a n d o v e r  t o  o n e  o f  t h e  s e c o n d a r y  d e s t in a t io n  a d d re s s e s  n e e d s  to  b e  p e r fo rm e d .

4 .1 .1  S C T P  F a u lt  D e t e c t i o n

In  a n  S C T P  a s s o c ia t io n  b e tw e e n  tw o  m u l t ih o m e d  e n d p o in ts  a ll  d a t a  t r a n s f e r r e d  b e ­

tw e e n  t h e  e n d p o in ts  is t r a n s m i t t e d  a lo n g  t h e  p r im a r y  p a th .  T h e  p r im a r y  p a t h  is th e  

c o m m u n ic a t io n s  l in k  b e tw e e n  t h e  p r im a r y  d e s t i n a t i o n  a d d re s s e s  o f t h e  e n d p o in ts .  A ll  

t h e  e n d p o in ts  o th e r  d e s t in a t io n  a d d re s s e s  a re  m a rk e d  a s  s e c o n d a r y  a d d re s s e s .  T h e y  a r e  

u s e d  in  th e  e v e n t  t h a t  a  f a u l t  o c c u rs  a lo n g  t h e  p r im a r y  p a th ,  m a k in g  th e  p e e r ’s d e s t i ­

n a t i o n  a d d re s s  t e m p o r a r i ly  u n a v a i la b le .  T h is  p ro v id e s  th e  p a t h  r e d u n d a n c y  n e e d e d  b y  

h ig h  a v a i la b i l i ty  s y s te m s .

H o w ev e r, fo r  th i s  h ig h  a v a i la b i l i ty  to  su c c e e d , a n  e n d p o in t  m u s t  b e  a w a re  o f  t h e  

s t a t u s  o f  a ll o f  i t s  p e e r ’s  d e s t in a t io n  a d d re s s e s .  A s  s u c h  a n  e n d p o in t  m a in ta in s  a  s t a t e ,  

a  R T T , a  R e t r a n s m is s io n  T im e - O u t  (R T O )  d e te r m in e d  f ro m  th e  R T T , a n d  a n  e r ro r  

c o u n te r  fo r e a c h  d e s t in a t io n  a d d re s s  o f  i ts  p e e r  e n d p o in t .  T h e  s t a t e  o f  a  d e s t i n a t i o n  

a d d re s s  is  e i th e r  a c t i v e ,  w h e re  t h e  a d d re s s  is re a c h a b le ,  o r  i n a c t i v e  w h e re  a n  e n d p o in t  

c a n  n o  lo n g e r  re a c h  th e  d e s t in a t io n  a d d re s s .  T h is  m a y  b e  d u e  to  t r a n s ie n t  n e tw o rk  

c o n d i t io n s ,  s u c h  a s  c o n g e s t io n , o r  d u e  to  s o m e  h a r d w a r e  f a u l t  a lo n g  th e  c o m m u n ic a t io n s  

p a t h  to  t h e  d e s t i n a t i o n  a d d re s s .

I n  o r d e r  to  m a in ta in  t h e  s t a t u s  o f  i t s  p e e r ’s  d e s t i n a t i o n  a d d re s s e s ,  a n  e n d p o in t  

p e r io d ic a l ly  p o lls  e a c h  o f  t h e  d e s t in a t io n  a d d re s s e s .  T h is  p o l l in g  is p e r fo rm e d  u s in g  

S C T P ’s h e a r t b e a t  m e c h a n is m , w h ic h  is as  fo llow s:

1. U p o n  s e n s in g  t h a t  o n e  o f  i t s  p e e r ’s d e s t in a t io n  a d d re s s e s  h a s  b e c o m e  i d l e , t h e  

e n d p o in t  g e n e r a te s  a  H E A R T B E A T  c h u n k . A  d e s t in a t io n  a d d re s s  is  c o n s id e r e d  id le  

if  i t  h a s  n o t  b e e n  p o lle d  w ith in  a n  in te rv a l  k n o w n  a s  th e  h e a r t b e a t  p e r io d .  T h is  

h e a r t b e a t  p e r io d  is a n  im p le m e n ta t io n  s e t  p a r a m e te r  a n d  is u s u a l ly  s e t  to  b e  30
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se c o n d s .

2. W i th i n  t h e  H e a r tb e a t  S e n d e r  S p e c if ic  I n f o r m a t io n  fie ld  o f  t h e  H E A R T B E A T  c h u n k ,  

t h e  e n d p o in t  p la c e s  a  t im e s ta m p  in  lo c a l  t im e ,  a n d  t h e  d e s t in a t io n  a d d re s s  t h a t  

th e  c h u n k  is  to  b e  s e n t  to .

3. T h e  e n d p o in t  t r a n s m i t s  t h e  H E A R T B E A T  c h u n k  to  t h e  id le  d e s t in a t io n  a d d re s s  

a n d  s t a r t s  a  h e a r t b e a t  t im e r .

4. U p o n  r e c e p t io n  o f  t h e  p a c k e t  c o n ta in in g  t h e  H E A R T B E A T  c h u n k , t h e  p e e r  e n d p o in t  

g e n e ra te s  a  H E A R T B E A T -A C K  c h u n k .

5. T h e  p e e r  e n d p o in t  c o p ie s  th e  H e a r t b e a t  S e n d e r  S p e c if ic  I n f o r m a t io n  p a r a m e t e r  

f ro m  th e  H E A R T B E A T  in to  t h e  H E A R T B E A T -A C K  c h u n k . T h is  H E A R T B E A T -A C K  

is t h e n  t r a n s m i t t e d  t o  t h e  d e s t in a t io n  a d d r e s s  c o n ta in e d  in  th e  s o u rc e  f ie ld  o f  t h e  

I P  p a c k e t  t h a t  c o n ta in e d  th e  H E A R T B E A T  c h u n k .

6. U p o n  r e c e p t io n  o f  th e  H E A R T B E A T -A C K , t h e  e n d p o in t  s to p s  th e  h e a r t b e a t  t im e r ,  

a n d  c le a r s  t h e  e r ro r  c o u n te r  fo r  t h e  d e s t in a t io n  a d d re s s ,  a n d  th e  e r r o r  c o u n te r  fo r  

t h e  a s s o c ia t io n .  T h e  d e s t in a t io n  a d d re s s  is  m a rk e d  a s  a c tiv e .

I f  t h e  h e a r t b e a t  t im e r  e x p ire s , t h e  e r r o r  c o u n te r  fo r  t h e  d e s t in a t io n  a d d re s s  is in ­

c r e a s e d  in c re m e n ta l ly .  I f  t h e  e r ro r  c o u n te r  e x c e e d s  t h e  th r e s h o ld  P a th .  M a x .  R e t r a n s  

t h e  d e s t in a t io n  a d d re s s  is m a rk e d  a s  in a c t iv e  a n d  r e p o r te d  to  th e  u p p e r  la y e r . T h e  

a s s o c ia t io n  e r ro r  c o u n te r  is a ls o  in c re a s e d  u p o n  e x p i r a t io n  o f  t h e  h e a r t b e a t  t im e r .  I f  

t h e  a s s o c ia t io n  e r ro r  c o u n te r  e x c e e d s  t h e  t h r e s h o ld  A s s o c i a t i o n .M a x .R e t r a n s  t h e n  th e  

a s s o c ia t io n  is m o v e d  in to  th e  C L O S E D  s t a t e ,  a n d  t h e  u p p e r  la y e r  is  in fo rm e d  o f  t h e  

u n r e a c h a b le  s t a t e  o f  th e  p e e r  e n d p o in t .

T h e  h e a r t b e a t  m e c h a n is m  o u t l in e d  a b o v e  is  u s e d  to  d e te r m in e  th e  s t a t e  o f  a  d e s ­

t i n a t i o n  a d d re s s  t h a t  h a s  b e c o m e  id le . T h is  m e c h a n is m  fo rm s  a  p a r t  o f  S C T P ’s f a u l t
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d e te c t io n  s t r a te g y .  T h e  f a u l t  d e te c t io n  a lg o r i th m  u s e d  b y  S C T P  to  d e te r m in e  a  d e s t i ­

n a t io n  a d d r e s s ’ r e a c h a b le  s t a t e  is  d e s c r ib e d  a s  fo llo w s:

1. U p o n  a s s o c ia t io n  e s ta b l i s h m e n t ,  s e t  a ll  e r r o r  c o u n te r s  t o  b e  z e ro , a n d  s e t  s t a t e  o f  

a ll  d e s t in a t io n  a d d re s s e s  t o  b e  a c tiv e .

2. W h e n e v e r  a  t im e r  e x p ire s  o n  a  DATA t r a n s m is s io n  t h a t  w as s e n t  t o  a  d e s t in a ­

t io n  a d d re s s  in  th e  a c tiv e  s t a t e ,  in c r e m e n t  t h e  e r r o r  c o u n te r  fo r  t h a t  d e s t i n a t i o n  

a d d re s s .  I f  t h e  e r ro r  c o u n te r  e x c e e d s  P a t h . M a x .R e t r a n s ,  m a r k  th e  d e s t in a t io n  a d ­

d re s s  a s  in a c t iv e  a n d  in fo rm  th e  u p p e r  la y e r . A lso  in c r e m e n t  t h e  a s s o c ia t io n  e r r o r  

c o u n te r .  I f  t h e  a s s o c ia t io n  e r ro r  c o u n te r  e x c e e d s  A s s o c i a t i o n .M a x .R e t r a n s  th e n  

m o v e  t h e  a s s o c ia t io n  in to  th e  C L O S E D  s t a t e  a n d  in fo rm  th e  u p p e r  la y e r  t h a t  t h e  

p e e r  e n d p o in t  h a s  b e c o m e  u n r e a c h a b le .

3. W h e n e v e r  a  H E A R T B E A T  c h u n k  is s e n t  to  a n  id le  d e s t in a t io n  a d d re s s ,  in c re ­

m e n t  th e  e r r o r  c o u n te r  fo r t h a t  d e s t in a t io n  a d d re s s .  I f  t h e  e r ro r  c o u n te r  e x ­

c e e d s  P a th .  M a x .R e t r a n s ,  m a r k  t h e  d e s t in a t io n  a d d re s s  a s  in a c t iv e  a n d  in fo rm  t h e  

u p p e r  lay e r . A lso  in c r e m e n t  t h e  a s s o c ia t io n  e r r o r  c o u n te r .  I f  t h e  a s s o c ia t io n  e r ­

r o r  c o u n te r  e x c e e d s  A s s o c i a t i o n .M a x .R e t r a n s  t h e n  m o v e  th e  a s s o c ia t io n  in to  th e  

C L O S E D  s t a t e  a n d  in fo rm  th e  u p p e r  la y e r  t h a t  t h e  p e e r  e n d p o in t  h a s  b e c o m e  

u n r e a c h a b le .

4. U p o n  re c e p t io n  o f  a  SA C K  c h u n k  a c k n o w le d g in g  DATA s e n t  p re v io u s ly  to  a  d e s ­

t i n a t i o n  a d d re s s ,  t h e  e r r o r  c o u n te r  fo r  t h a t  d e s t in a t io n  a d d re s s  is c le a re d . I f  t h e  

d e s t in a t io n  a d d re s s  is n o t  a l r e a d y  s e t  to  a c tiv e , i t  is m a rk e d  a s  su c h .

5. U p o n  re c e p t io n  o f  a  I-IE A R T B E A T-A C K  in  re s p o n s e  to  a  H E A R T B E A T  c h u n k  s e n t  

p r e v io u s ly  t o  a  d e s t in a t io n  a d d re s s  t h a t  w as c o n s id e re d  id le , t h e  e r ro r  c o u n te r  fo r 

t h e  d e s t in a t io n  a d d re s s  is c le a re d . T h e  d e s t in a t io n  a d d re s s  is m a rk e d  a s  a c tiv e .

T h e  e r r o r  t h r e s h o ld s ,  P a t h .M a x .R e t r a n s  a n d  A s s o c i a t i o n .M a x .R e t r a n s ,  a r e  c o n fig ­

u r a b le  p a r a m e te r s  a n d  a re  in d e p e n d e n t  o f  e a c h  o th e r .  H o w ev e r s o m e  c a re  m u s t  b e  ta k e n
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w h en  se ttin g  th ese  va lues as careless configuration  can  lead  to  th e  associa tion  entering  

th e  dorm ant sta te . In  th is  s ta te  it  is p ossib le  for a ll d estin atio n  addresses o f  an  end p oin t 

to  b ecom e in active and y e t th e  assoc ia tio n  w ill s t il l be in  th e E ST A B L ISH E D  state , 

even  th ou gh  no d a ta  m ay b e tra n sm itted . Further exp lan a tio n  o f  th e  S C T P ’s  dorm ant 

sta te  can  b e found in  [6].

4.1.2 SCTP’s Current Handover Procedure

Currently handover in  S C T P  is  sa id  to  b e failure-centric. U sin g th e m eth od s d escrib ed  

in  S ection  4 .1 .1 , d a ta  w ill on ly  b e tran sm itted  to  on e o f th e  secondary d estin atio n  

addresses if  th e  original prim ary address b ecom es in active. Som e failure a lon g  th e  p ath  

b etw een  th e  tw o  prim ary d estin atio n  addresses h a s to  occur. T h e  p rocess o f  m arking  

th e  prim ary d estin ation  address as in active and  perform ing handover to  on e o f th e  

secon dary d estin atio n  addresses is  d eta iled  below .

F igu re 4.1: A n S C T P  A ssoc ia tion  to  illu strate  S C T P  handover

To illu strate  handover in  S C T P , consider th e  setu p  show n in  F ig . 4 .1 . T h e  prim ary  

d estin ation  address for each en d p oin t is se t by its  peer a t  assoc ia tio n  estab lishm en t. 

T h e p ath  b etw een th ese  prim ary d estin ation  addresses is term ed th e prim ary p a th  and  

is  d en oted  as P a th  P  in F ig . 4 .1 . U nder norm al operation  a ll d a ta  tra n sm itted  b etw een  

th e  en d p oin ts w ill travel a lo n g  P a th  P.

In order to  clearly illu strate  th e  current handover sch em e in  S C T P, a  sim plified  

transm ission  schem e b etw een  th e  en d p oin ts is  assum ed. U nder th is  schem e E n d p oin t A  

on ly  h a s d a ta  to  send. E n dp oin t B  ju s t  acknow ledges th e  d a ta  it  receives from  E n dp oin t 

A.
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Endpoint A Endpoint B

F ig u r e  4 .2 : D e te c t in g  fa i lu re  o f  t h e  P r im a r y  P a t h

A t s o m e  t im e  d u r in g  t h e  l if e t im e  o f  t h e  a s s o c ia t io n ,  P a t h  P  fa ils . T h e  f a i lu r e  o f  

P a t h  P  m e a n s  t h a t  t h e  d a t a  E n d p o in t  A  t r a n s m i t s ,  a t  t im e  T 0 in  F ig . 4 .2 , w ill n o t  

re a c h  E n d p o in t  B . T h is  w ill r e s u l t  in  a  t im e o u t  a t  E n d p o in t  A . O n c e  th i s  t im e o u t  h a s  

o c c u r r e d ,  E n d p o in t  A  w ill in c re m e n t  a n  e r ro r  c o u n te r  fo r  t h e  d e s t in a t io n  a d d re s s .  T h is  

is sh o w n  a s  d e c  in  F ig . 4 .2 . T h e  e r ro r  c o u n te r  fo r  t h e  a s s o c ia t io n ,  a e c  in  F ig . 4 .2 , 

is a ls o  in c re a s e d . T h e  r e t r a n s m is s io n  t im e r ,  R T O , fo r  t h e  d e s t in a t io n  a d d re s s  is t h e n  

d o u b le d  a n d  t h e  d a t a  is r e t r a n s m i t t e d  a lo n g  t h e  s e c o n d a r y  P a t h  S. T h e  n e x t  t im e  t h a t  

E n d p o in t  A  h a s  d a t a  t o  s e n d  to  E n d p o in t  B  i t  w ill t r a n s m i t  t h e  d a t a  a g a in  a lo n g  

P a t h  P . T h is  w ill r e s u l t  in  a n o th e r  t im e o u t  o n  t h e  a c k n o w le d g e m e n t  f ro m  E n d p o in t  A ’s 

p e r s p e c t iv e .  H o w ev e r, a s  t h e  R T O  l ia s  b e e n  d o u b le d  a f te r  t h e  p re v io u s  t im e o u t ,  i t  w ill 

ta k e  tw ic e  t h e  o r ig in a l  R T O  b e fo re  t h e  e r ro r  c o u n te r s  a r e  in c re a s e d . O n c e  b o t h  e r r o r  

c o u n te r s  h a v e  b e e n  in c re a s e d ,  t h e  R T O  t in ie r  fo r  th e  d e s t in a t io n  a d d re s s  is d o u b le d  o n c e  

a g a in ,  m a k in g  i t  fo u r  t im e s  i ts  o r ig in a l  v a lu e . T h e  d a t a  is  r e t r a n s m i t t e d  a lo n g  P a t h



S. T h is  c o n t in u e s  u n t i l  a n  a c k n o w le d g e m e n t  a r r iv e s  a lo n g  P a t h  P  ( in  w h ic h  c a se  a ll  

e r r o r  c o u n te r s  a re  r e s e t )  o r  t h e  r e t r a n s m i t  l im it ,  P a t h .M a x . R e t r a n s ,  is r e a c h e d . O n c e  

th i s  p a r a m e t e r  is re a c h e d  th e  d e s t in a t io n  a d d re s s  is m a rk e d  a s  in a c t iv e ,  a n d  a  n e w  

d e s t in a t io n  a d d re s s  is s e t  to  b e  t h e  p r im a r y  a d d re s s .  T h is  p ro c e s s  is r e fe r r e d  to  a s  

h a n d o v e r .  T h e  n e w  p r im a r y  d e s t in a t io n  a d d r e s s  is o n ly  s e t  te m p o r a r i ly .  T h e  p o l l in g  

o f  a ll  d e s t in a t io n  a d d re s s e s  c o n t in u e s  a n d  if t h e  o r ig in a l  p r im a r y  d e s t in a t io n  a d d re s s  

b e c o m e s  a c t iv e  a g a in ,  S C T P  w ill h a n d  b a c k  to  i t .

I t  c a n  b e  se e n  t h a t  th e  s e t t i n g  o f  P a th .  M a x .  R e t r a n s  is o f  v i t a l  im p o r ta n c e  w h e n  

d e c id in g  w h e n  h a n d o v e r  s h o u ld  o c c u r . I f  P a t h . M a x . R e t m n s  is s e t  to  t o o  h ig h  a  v a lu e , 

i t  w ill t a k e  a  lo n g  t im e  b e fo re  h a n d o v e r  is p e r fo rm e d . T h is  is  u n a c c e p ta b le  to  a p ­

p l ic a t io n s  t h a t  h a v e  s t r i c t  r e a l- t im e  r e q u i r e m e n ts .  I f  P a t h .M a x .R e t r a n s  is s e t  t o o  low  

t h e n  t h e  d e s t in a t io n  a d d re s s  m a y  b e  m a rk e d  in a c t iv e  w h e n  t h a t  m a y  n o t  b e  t h e  c a se , 

e .g . a c k n o w le d g e m e n ts  w e re  d e la y e d  d u e  to  t e m p o r a r y  n e tw o rk  c o n g e s tio n . T h e r e f o r e  

a  c o m p ro m is e  m u s t  b e  re a c h e d  w h e n  d e c id in g  w h a t  v a lu e  P a th .  M a x .R e t r a n s  s h o u ld  b e  

s e t  to .  T h e  re fe re n c e  im p le m e n ta t io n  o f  S C T P , s u p p l ie d  w ith  [6], s e ts  t h i s  p a r a m e t e r  

t o  4 . T h is  w o u ld  se e m  a  r e a s o n a b le  t r a d e -o f f .

B y  th e  t im e  t h a t  th i s  v a lu e  o f  P a th .  M a x .  R e t r a n s  is re a c h e d  a n d  th e  o r ig in a l  p r im a r y  

d e s t in a t io n  a d d re s s  is m a rk e d  in a c t iv e , t h e  R T O  fo r  P a t h  P  w ill h a v e  r e a c h e d  e ig h t  t im e s  

i t s  o r ig in a l  v a lu e . T h is  c a n  b e  se e n  in  F ig . 4 .2 . T h e  t o t a l  a m o u n t  o f  t im e ,  F t b e fo re  a  

( f a ile d )  d e s t in a t io n  a d d re s s  is m a rk e d  a s  in a c t iv e  is g iv e n  b y :

F t =  R T O  +  2 x  R T O  +  4 x  R T O  +  8 x  R T O  (4 .1 )

I f  th e  in i t i a l  v a lu e  o f t h e  R T O  is  1 s e c o n d 1 t h e n  a c c o rd in g  to  E q . 4 .1  i t  w ill  t a k e  15 

s e c o n d s  b e fo re  t h e  f a i lu r e  o f  P a t h  P  is d e te c te d  a n d  h a n d o v e r  to  o n e  o f  t h e  s e c o n d a r y  

p a th s ,  P a t h  S in  F ig . 4 .1 , o c c u rs .  T h is  is u n a c c e p ta b le  in  t h e  c a se  o f  r e a l  t im e  a p p l i ­

c a t io n s ,  e .g . V o IP . I t  s h o u ld  b e  n o te d  t h a t  if  P a t h .M a x .R e t r a n s  w a s  s e t  t o  five , t h e n  i t

lrT h e  r e f e r e n c e  i m p l e m e n t a t i o n  o f  S C T P  lo w e r  b o u n d s  t h i s  c a l c u l a t i o n  t o  b e  1 s e c o n d .
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w o u ld  ta k e  31 s e c o n d s 2 b e fo re  t h e  ( fa ile d )  p r im a r y  d e s t in a t io n  a d d r e s s  w as  m a rk e d  a s  

in a c t iv e  a n d  h a n d o v e r  t o  o n e  o f t h e  s e c o n d a r y  d e s t i n a t i o n  a d d re s s e s  o c c u r re d .

4 .2  N e w  H a n d o v e r  S c h e m e  f o r  S C T P

I n  a  m u l t ih o m e d  a s s o c ia t io n ,  e a c h  e n d p o in t  m u s t  m a in ta in  in f o r m a t io n  r e g a r d in g  th e  

s t a t u s  o f  e a c h  o f  t h e  d e s t in a t io n  a d d re s s e s  o f  i t s  p e e r  e n d p o in t .  T h e  e n d p o in t  o b ta in s  

t h i s  s t a t u s  in f o r m a t io n  th r o u g h  t h e  u se  o f  tw o  s p e c ia l  c o n t ro l  c h u n k s , t h e  H E A R T B E A T  

c h u n k  a n d  i t s  re s p o n s e  c h u n k  t h e  H E A R T B E A T - A C K .  T h e s e  c h u n k s  a r e  s e n t  p e r io d ic a l ly  

b y  a n  e n d p o in t  to  p o ll  a ll  d e s t in a t io n  a d d re s s e s  in  t h e  a s s o c ia t io n .  T h e  s t a t u s  o f  t h e  

p r im a r y  d e s t in a t io n  a d d re s s  is u s u a l ly  o b ta in e d  u s in g  D A T A  c h u n k s , h o w e v e r, if  n o  d a t a  

h a s  b e e n  t r a n s f e r r e d  b e tw e e n  t h e  e n d p o in ts  fo r  a  s ig n if ic a n t  p e r io d  t h e n  th e  H E A R T B E A T  

a n d  H E A R T B E A T - A C K  c h u n k s  a re  u s e d  t o  u p d a t e  i ts  s t a tu s .

T h e  S C T P  s p e c if ic a t io n  [12] a ls o  p ro v id e s  f u n c t io n a l i ty  fo r  u s e rs  to  i n i t i a t e  th e  

h e a r t b e a t i n g  o f  a n y  o f  t h e  d e s t in a t io n  a d d re s s e s  in  th e  c u r r e n t  a s s o c ia t io n .  S C T P  c a n  

d if f e r e n t ia te  b e tw e e n  “u s e r ” H E A R T B E A T S ,  a n d  “s y s te m ” H E A R T B E A T S .  U s e r  H E A R T ­

B E A T S  a re  s e n t  b y  th e  u s e r  as  p a r t  o f  th i s  o n - d e rn a n d  h e a r t b e a t i n g  m e c h a n is m , w h ile  

s y s te m  H E A R T B E A T S  h a v e  b e e n  s c h e d u le d  p re v io u s ly  in  o rd e r  t o  u p d a t e  s t a t u s  a n d  

R T T  m e a s u r e m e n ts  fo r  a  p a r t i c u l a r  d e s t in a t io n  a d d re s s .  T h e  b e h a v io u r  o f  b o t h  ty p e s  

is t h e  s a m e , p a r t i c u la r ly  t h e  im m e d ia te  r e s p o n s e  o f t h e  p e e r  h o s t  w i th  a  H E A R T B E A T -  

A C K .  T h e s e  u s e r  H E A R T B E A T S  fo rm  th e  b a s is  u p o n  w h ic h  t h e  p ro p o s e d  d e la y - c e n t r ic  

h a n d o v e r  s c h e m e  is b u i l t .

T h e  h a n d o v e r  s c h e m e  b e in g  p ro p o s e d  in  th i s  d i s s e r ta t io n  is b a s e d  o n  th e  sc h e m e  

d e v e lo p e d  in  [43]. C e n t r a l  t o  t h e  p ro p o s e d  s c h e m e  is t h e  p r in c ip le  t h a t  t h e  p a t h  w i th  

th e  l e a s t  a m o u n t  o f  d e la y  (ie  s m a l le s t  R T T )  s h o u ld  b e  t h e  p r im a r y  p a th .  T h e  R T T  w as

2If Path .M ax.R et'funs  w a s  s e t  t o  5 ,

#  =  1 +  2 +  4 +  8 +  1 6  =  3 1
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c h o s e n  a s  i t  is w ell k n o w n  t h a t  i t  is o n e  o f t h e  f a c to r s  u p o n  w h ic h  t h e  t h r o u g h p u t  o f  a  

T C P  c o n n e c t io n  is d e p e n d e n t  [44]. A s  S C T P  w as d e s ig n e d  to  u se  v e ry  s im i la r  c o n g e s t io n  

c o n t ro l  s c h e m e s  a s  T C P  i t  c a n  b e  in f e r re d  t h a t  S C T P ’s t h r o u g h p u t  is s im ila r  to  T C P ’s. 

T h e r e  is s t i l l  r e s e a rc h  b e in g  c a r r ie d  o u t  in  th i s  a r e a  [45].

I t  s h o u ld  b e  n o te d  t h a t  th e r e  a re  o th e r  f a c to r s  t h a t  a f fe c t th e  Q o S  o f  m u l t im e d ia  

tra f f ic ,  eg  j i t t e r ,  p a t h  lo ss , e tc . ,  a n d  t h a t  d e la y  is n o t  t h e  o n ly  f a c to r  in  a n d  o f  i ts e lf . 

H o w ev e r, t h e  s c h e m e  p ro p o s e s  a  s im p lif ie d , y e t  f u n c t io n a l ,  im p le m e n ta t io n  o f a  h a n d o v e r  

s c h e m e  u s in g  d e la y  a s  i t s  h a n d o v e r  c r i te r io n .  A  m o re  c o m p le x  s c h e m e  c o u ld  p o s s ib ly  

im p le m e n t  s o m e  fo rm  o f  p a t h  p r io r i t i z in g  b a s e d  o n  s e v e ra l  f a c to r s ,  in c lu d in g , b u t  n o t  

l im ite d  to ,  d e la y , j i t t e r ,  c o s t, e tc . T h e  p ro p o s e d  s c h e m e  d e te r m in e s  w h ic h  p a t h  h a s  

t h e  le a s t  d e la y  b y  h e a r t b e a t i n g  a ll  t h e  d e s t in a t io n  a d d re s s e s  o f  t h e  a s s o c ia t io n  a n d  

c o m p u t in g  t h e  c o r r e s p o n d in g  R T T s  u s in g  t h e  t im e s ta m p s  c o n ta in e d  in  th e  H E A R T B E A T -  

A C K  c h u n k s . I t  t h e n  c o m p a re s  a ll  t h e  r e c e n t ly  c o m p u te d  R T T s  a n d  d e te r m in e s  th e  

s m a l le s t  o n e . I t  s e ts  t h e  d e s t in a t io n  a d d re s s  t h a t  c o r r e s p o n d s  to  th i s  R T T  to  b e  th e  

p r im a r y  p a th .

4 .3  R e f e r e n c e  I m p l e m e n t a t i o n  C o d e

T h e  re fe re n c e  g u id e  to  S C T P  [6] is a c c o m p a n ie d  b y  a  u s e r  s p a c e  im p le m e n ta t io n  o f  

t h e  n e w  p ro to c o l .  T h is  im p le m e n ta t io n  is o p e n  s o u rc e . T h e  c o d e  is w r i t t e n  in  th e  C  

p ro g r a m m in g  la n g u a g e  a n d  w ill c o m p ile  o n  a n y  U N IX -lik e  o p e r a t in g  s y s te m  (L in u x , 

F re e B S D , N e t  B S D , L y n x  O /S ,  S o la r is ) .

T o  i l l u s t r a t e  th e  o r g a n iz a t io n  o f  t h e  re fe re n c e  c o d e , t h e  d e ta i l s  o f  e s ta b l is h in g  a n  

a s s o c ia t io n  a r e  d e s c r ib e d  w ith  re fe re n c e  m a d e  t o  t h e  r e le v a n t  f u n c t io n s  t h a t  a r e  u se d . 

F o r  in f o r m a t io n  o n  a n y  o f  S C T P ’s o th e r  fu n c t io n s ,  s u c h  a s  a s s o c ia t io n  t e r m in a t io n ,  see

[6]. T h e  re fe re n c e  im p le m e n ta t io n  c o d e  is a ls o  w ell c o m m e n te d .
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4 .3 .1  A s s o c i a t io n  S e t u p

T h e  p ro c e s s  o f  e s ta b l i s h in g  a n  a s s o c ia t io n  b e tw e e n  tw o  S C T P  e n d p o in ts  w as  d e s c r ib e d  

in  S e c t io n  2 .3 , a n d  in v o lv e s  a  fo u r  w ay  m e s s a g e  e x c h a n g e . A n  e n d p o in t ,  u n d e r  t h e  in ­

s t r u c t i o n  o f  i t s  U L P , w ill b e g in  th i s  e x c h a n g e  b y  t r a n s m i t t i n g  t h e  f i r s t  o f  th e s e  m e ssa g e s , 

t h e  I N I T  c h u n k . A n  a s s o c ia t io n  m a y  a lso  b e  e s ta b l is h e d ,  if  a n  e n d p o in t  re c e iv e s  a  v a l id  

I N I T  c h u n k  f ro m  a  p e e r  e n d p o in t .  A s  th i s  s e c t io n  a im s  to  i l l u s t r a t e  t h e  f u n c t io n a l i ty  

o f  t h e  re fe re n c e  im p le m e n ta t io n  c o d e , o n ly  t h e  fo rm e r  o f  th e s e  e s ta b l i s h m e n t  s c e n a r io s  

w ill b e  d e s c r ib e d ,  i.e . t h e  e n d p o in t  b e in g  d e s c r ib e d  is t h e  s e n d e r  o f  th e  I N I T  c h u n k .

S e n d in g  t h e  I N I T

T h e  u s e r  f i r s t  s e ts  t h e  p e e r  d e s t in a t io n  a d d re s s  a n d  p o r t  n u m b e r ,  v ia  t h e  s e t h o s t  a n d  

s e t p o r t  u p p e r  la y e r  c o m m a n d s .  N e x t  t h e  u s e r  w ill  is s u e  t h e  a s so c  c o m m a n d  to  b e g in  

e s ta b l is h in g  t h e  a s s o c ia t io n .  T h is  u p p e r  la y e r  c o m m a n d  is a  w r a p p e r  to  t h e  s c t p A S ­

S O C I A T E D  c o m m a n d . A n  a s s o c ia t io n  m a y  a ls o  b e  e s ta b l i s h e d  b y  th e  u s e r  c a l l in g  th e  

u p p e r  la y e r  c o m m a n d  s e n d  w ith  c o r r e c t  a r g u m e n ts .  T h e  s e n d  c o m m a n d  is a  w r a p p e r  

t o  t h e  s c t p S E N D ( )  c o m m a n d .

In  t h e  f i r s t  o f  th e s e  s c e n a r io s ,  a f te r  th e  s c t p A S S O C I A T E ( )  f u n c t io n  is c a lle d , i t  

w ill c a ll  S C T P s t a r t I n i t ( ) .  T h is  m o d u le  a l lo c a te s  a n  a s s o c ia t io n  T ra n s m is s io n  C o n tro l  

B lo c k  (T C B )  w ith  a  c a ll  to  S C T P  a l o e A s s o c i a t i o n  () . I t  t h e n  g e n e r a te s  a n d  t r a n s m i t s  th e  

I N I T  (b y  c a ll in g  th e  S C T P s e n d I n i t i a t e ( )  f u n c t io n ) .  N e x t  i t  s e ts  u p  t h e  T C B ’s in t e r n a l  

s t a t e ,  a n d  s t a r t s  a  t im e r  fo r  t h e  I N I T  c h u n k  v ia  a  c a ll  to  t i r n e r W o r k ( ) .  F in a l ly  i t  r e tu r n s  

th e  n e w ly  c r e a te d  a s s o c ia t io n .

I f  t h e  U L P  c a lls  th e  s c t p S E N D ( )  i n s te a d  o f  s c t p A S S O C I A T E Q ,  t h e  p ro c e s s  o f  a llo ­

c a t in g  t h e  T C B  a n d  t r a n s m i t t i n g  th e  I N I T  c h u n k  is  t h e  s a m e  a s  a b o v e . H o w ev e r, b e fo re  

th i s  p ro c e s s  b e g in s ,  a  ch e c k  is m a d e  t h a t  t h e  d a t a  to  b e  s e n t  o n c e  t h e  a s s o c ia t io n  is 

e s ta b l is h e d ,  is b e in g  t r a n s m i t t e d  o n  S t r e a m  0. S t r e a m  0 is t h e  o n ly  s t r e a m  g u a r a n te e d  

to  b e  p r e s e n t  o n c e  t h e  a s s o c ia t io n  is e s ta b l is h e d .  I f  t h e  U L P  is t r y in g  to  t r a n s m i t  to
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a n y  s t r e a m  o th e r  t h a n  S t r e a m  0, s c t p S E N D ( )  w ill r e t u r n  a n  e r ro r .  I f  t h e  U L P  is t r a n s ­

m i t t i n g  o n  S t r e a m  0, a  c a ll  to  s e n d T o S t r e a r n O f )  is m a d e . T h is  fu n c t io n  w ill t r y  to  fin d  

t h e  a s s o c ia t io n ,  v ia  t h e  S C T P f i . n d A s s o c i a t i o n ( )  f u n c t io n .  I f  t h e  a s s o c ia t io n  is n o t  fo u n d  

t h e n  S C T P s t a r t I n i t ( )  is c a lle d  a n d  th e  p ro c e s s  is  t h e  s a m e  a s  d e s c r ib e d  a b o v e  fo r  t h e  

s c t p A S S O C I A T E ( )  case .

T h e  u s e r  d a t a  t h a t  s c t p S E N D Q  w as c a lle d  w ith  is  q u e u e d  b y  t h e  a s s o c ia t io n  T C B  re ­

t u r n e d  b y  S C T P s t a r t l n i t Q .  T h is  e n s u re s  t h a t  th e  d a t a  is p ig g y b a c k e d  w ith  t h e  C O O K I E -  

E C H O ,  w h ic h  is t r a n s m i t t e d  a f te r  a  v a lid  I N I T - A C K  h a s  b e e n  s u c c e ss fu lly  re c e iv e d .

R e c e iv in g  t h e  I N I T - A C K

A f te r  t h e  I N I T  h a s  b e e n  t r a n s m i t t e d ,  th e  e n d p o in t  w ill b e  in  t h e  C O O K I E ,W A I T  s t a te .  

I n  th i s  s t a t e  o n e  o f  tw o  th in g s  w ill h a p p e n .  E i th e r  th e  t im e r  i t  s t a r t e d  a f te r  s e n d in g  th e  

I N I T  c h u n k  w ill e x p ire ,  o r  th e  e n d p o in t  w ill re c e iv e  a n  I N I T - A C K  f ro m  i ts  p e e r .  In  t h e  c a se  

o f t im e r  e x p i r a t io n ,  t h e  s c t p t i m e r E x p i r e s ( )  f u n c t io n  is c a lle d . T h is  fu n c t io n  d e te r m in e s  

w h a t  t y p e  o f  t in ie r  h a s  e x p ir e d  a n d  s u b s e q u e n t ly  c a lls  t h e  r e le v a n t  f u n c t io n  to  h a n d le  

th is .  In  t h i s  in s ta n c e  i t  is  a n  I N I T  t im e r  t h a t  h a s  e x p i r e d  so  S C T P h a n d l e I n i t T i m e r U p ( )  

is  c a lle d . S C T P h a n d l e l n i t T i m e r U p Q  ch e c k s if  t h e  m a x im u m  n u m b e r  o f  r e t r a n s m is s io n s  

h a s  b e e n  re a c h e d . I f  i t  h a s  b e e n  re a c h e d  t h e n  t h e  a s s o c ia t io n  T C B  is re m o v e d  (b y  a  

c a ll  to  t h e  S C T P f r e e A s s o c i a t i o n ( )  f u n c t io n )  a n d  th e  U L P  is in fo rm e d  o f  t h e  s i tu a t io n .

I f  t h e  m a x im u m  n u m b e r  o f r e t r a n s m is s io n s  h a s  n o t  b e e n  re a c h e d , t h e n  S C T P h a n -  

d l e l n i t T i m e r U p Q  c a lls  S C T P s e n d l n i t i a t e Q  a g a in .  T h is  w ill r e t r a n s m i t  a n o th e r  I N I T  

c h u n k  to  t h e  p e e r .  A s  b e fo re , a f te r  th e  I N I T  h a s  b e e n  s e n t  a  t im e r  is  s t a r t e d .  T h e  

e n d p o in t  r e m a in s  in  t h e  C O  O K I E  JW A IT  s t a t e ,  w a i t in g  fo r  a n  I N I T - A C K  f ro m  i t s  p e e r ,  

o r  t h e  I N I T  t im e r  to  e x p ire .

I f  t h e  e n d p o in t  d o e s  re c e iv e  a n  I N I T - A C K  i t  w ill b e  r e a d  b y  t h e  s c t p f d E v e n t ( )  fu n c ­

t io n .  T h is  fu n c t io n  t h e n  c a lls  S C T P p r o c e s s I n b o u n d Q  w h ic h  p ro c e s s e s  a ll  in c o m in g  

S C T P  p a c k e ts .  T h is  is th e  n o r m a l  p r o c e d u r e  fo r  re c e iv in g  S C T P  p a c k e ts .  O n c e
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d e te c te d  b y  s c t p f d E v e n t Q ,  S C T P p r o c e s s I n b o u n d ( )  is c a lle d . T h is  fu n c t io n  t h e n  c a lls  

S C T P J i o , n d l e C o n t r o l P  o r t i o n Q  to  h a n d le  a n y  c o n t ro l  c h u n k s  lo c a te d  in  t h e  p a c k e t .  A s  

c o n t ro l  c h u n k s  a re  a lw a y s  p la c e d  a t  t h e  b e g in n in g  o f  S C T P  p a c k e ts ,  

S C T P - h a n d l e C o n t r o l P o r t i o n ( )  w ill c o n t in u e  p ro c e s s in g  c h u n k s  u n t i l  o n e  o f  t h e  fo llo w in g  

o c c u rs :

1. i t  r e a c h e s  t h e  e n d  o f  t h e  S C T P  p a c k e t

2. i t  e n c o u n te r s  a  c h u n k  t h a t  is r e q u i r e d  t o  b e  t r a n s m i t t e d  in  i t s  o w n  p a c k e t  (e .g .

IN IT , IN IT -A C K , H E A R T B E A T , e t c . )

3. i t  e n c o u n t e r s  a  D ATA c h u n k

I n  th i s  c a se  th e  S C T P  p a c k e t  s h o u ld  o n ly  c o n ta in  t h e  IN IT -A C K  c h u n k . I f  a n y  

o th e r  c h u n k s  h a v e  b e e n  p la c e d  in  t h e  p a c k e t  w ith  t h e  IN IT -A C K  th e y  w ill b e  ig n o re d  

a c c o rd in g  to  2 a b o v e . O n c e  th e  S C T P J i a n d l e C o n t r o l P o r t i o n ( )  e n c o u n te r s  t h e  IN IT - 

A C K  i t  w ill c a ll  S C T P J i a n d l e I n i t i a t e A c k ( ) .  T h e  S C T P J i a n d l e I n i t i a t e A c k ( )  f u n c t io n  

w ill t h e n  t r y  to  f in d  t h e  a s s o c ia t io n  t h e  IN IT -A C K  b e lo n g s  to ,  if i t  w a s  n o t  f o u n d  b y  

S C T P - h a n d l e C o n t r o l P o r t i o n ( )  p re v io u s ly . I t  d o e s  th i s  b y  c a ll in g  S C T P s p e c i a l F i n d A s -  

s o c i a t i o n ( ) .  T h is  f u n c t io n  lo o k s  in s id e  th e  IN IT -A C K  to  t r y  t o  d e te r m in e  w h a t  a s s o c ia ­

t i o n  th e  IN IT -A C K  is a  p a r t  o f.3

S C T P s p e c i a l F i n d A s s o c i a t i o n ( )  p e r fo rm s  a n  a s s o c ia t io n  lo o k u p  b a s e d  o n  e a c h  d e s t i ­

n a t io n  a d d re s s  i t  f in d s  in  t h e  IN IT -A C K . I f  n o  a s s o c ia t io n  is f o u n d  t h e  f u n c t io n  r e tu r n s  

a  N U L L . I f  a n  a s s o c ia t io n  is fo u n d , a  s e r ie s  o f c h e c k s  o n  th e  p a c k e t  a re  p e r fo rm e d  

n e x t .  T h e s e  ch e c k s in v o lv e  v a l id a t in g  th e  V e r if ic a t io n  T a g , c h e c k in g  t h e  p e e r ’s I n i t i a l  

T a g  is n o t  z e ro , m a k in g  s u re  th e  p e e r  h a s  m e t  t h e  m in im u m  a j r w n d  r e q u i r e m e n t ,  t h a t  

t h e r e  is  a t  l e a s t  o n e  s t r e a m  a llo w e d  b y  th e  p e e r ’s M a x im u m  In b o u n d  S t r e a m s  (M IS ) 

v a lu e , a n d  v e r ify in g  t h a t  t h e  e n d p o in t  is in  t h e  c o r r e c t  s t a t e  t o  re c e iv e  a n  IN IT -A C K  ( th e

3 I t  s h o u ld  b e  n o t e d  t h a t  n e i th e r  e n d p o i n t  is in  t h e  E S T A B L I S P I E D  s t a t e  a t  t h i s  s t a g e  a n d  t h e  

a s s o c i a t i o n  is  n o t  fu l ly  s e t u p .  T h e  a s s o c i a t i o n  t h a t  t h e s e  f u n c t io n s  a r e  t r y i n g  t o  l o c a t e  is  t h e  o n e  

c u r r e n t l y  b e in g  e s t a b l i s h e d .



C O O K I E - W A I T  s t a t e ) .  I f  a ll  th e s e  c h e c k s  a r e  c o r r e c t ,  t h e n  t h e  I N I T - A C K  is  a d o p te d .  

S C T P a d o p t T h i s I n i t A c k ( )  p e r fo rm s  th i s  a d o p t io n ,  a n d  u p d a te s  t h e  a s s o c ia t io n  T C B  

v a lu e s  w ith  th o s e  fo u n d  i n  t h e  I N I T - A C K .  O n e  o f t h e  f ir s t  t h in g s  S C T P a d o p t T h i s I n i -  

t A c k ( )  d o e s  w h e n  c a lle d  i s  to  e x t r a c t  th e  C o o k ie  f ro m  th e  I N I T - A C K .  T h is  C o o k ie  is 

t h e n  p la c e d  in  a  s p e c ia l  c o o k ie  p o in te r .  T h is  c a n  b e  a c c e s se d  b y  S  C T P  s e n d  A n y  W e -  

C a n ( )  w h e n  S C T P p r o c e s s I n b o u n d ( )  r e tu r n s .  S  C T P  s e n d  A n y  W e C a n Q  w ill t r a n s m i t  t h e  

C o o k ie , in  a  C O O K I E - E C H O  c h u n k , b a c k  to  th e  p e e r  e n d p o in t .  S C T P a d o p t T h i s I n i t A c k ( )  

c a lls  S C T P a d o p t T h i s I n i t Q  to  b u i ld  a ll  a p p r o p r i a t e  s t r u c tu r e s  w ith in  t h e  a s s o c ia t io n  

T C B .

S e n d in g  t h e  C O O K I E - E C H O

A s s t a t e d  p re v io u s ly  th e  C o o k ie  is e x t r a c t e d  f ro m  th e  I N I T - A C K  so  i t  m a y  b e  p la c e d  in  

a  C O O K I E - E C H O  c h u n k  o n c e  t h e  p ro c e s s in g  o f  th e  I N I T - A C K  h a s  c o m p le te d .  O n c e  t h e  

C O O K I E - E C H O  is t r a n s m i t t e d  th e  e n d p o in t  s t a r t s  a  t im e r ,  v ia  a  c a ll  to  t i m e r W o r k ( ) . 

I f  th i s  t im e r  e x p ire s  , t h e  p r o c e d u r e  for h a n d l in g  i t s  e x p i r a t io n  is s im ila r  to  th e  p r o ­

c e d u re  fo r  h a n d l in g  th e  in i t  t im e r  e x p i r a t io n  d e s c r ib e d  p re v io u s ly , w i th  th e  e x c e p t io n  

o f  S C T P h a n d l e C o o k i e T i r r i e r U p O  b e in g  c a lle d  in  p la c e  o f  S C T P h a n d l e I n i t T i r n e r U p ( ) .  

S C T P h a n d l e C o o k i e T i r n e r U p O  in c re m e n ts  t h e  o v e ra l l  e r r o r  c o u n te r ,  ch e c k s t o  se e  if  t h e  

m a x im u m  r e t r a n s m is s io n  th r e s h o ld  h a s  b e e n  e x c e e d e d . I f  i t  h a s ,  t h e n  th e  U L P  is n o t i ­

f ied  a n d  t h e  a s s o c ia t io n  is  re m o v e d . I f  t h e  m a x im u m  r e t r a n s m is s io n  th r e s h o ld  h a s  n o t  

b e e n  e x c e e d e d , t h e n  S C T P s e n d R e t r a n s m i t s Q  is c a lle d  to  r e t r a n s m i t  t h e  C O O K I E - E C H O .  

T h e  C O O K I E - E C H O  is r e t r a n s m i t t e d  in  a  p a c k e t  o n  i t s  o w n . I t  w as  a  d e s ig n  d e c is io n  n o t  

to  r e t r a n s m i t  a n y  u s e r  d a t a  t h a t  m a y  h a v e  b e e n  p ig g y b a c k e d  o n  t h e  p re v io u s  C O O K I E -  

E C H O  t r a n s m is s io n .
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R e c e i v i n g  t h e  C O O K I E - A C K

I f  t h e  e n d p o in t  re c e iv e s  th e  C O O K I E - A C K ,  i t  w ill b e  r e a d  in  th e  s a m e  w ay  a s  t h e  I N I T -  

A C K ,  le a d in g  to  th e  p a c k e t  b e in g  p ro c e s s e d  b y  t h e  S C T P J i a n d l e C o n t r o l P o r t i o n ( )  fu n c ­

t io n .  O n c e  t h e  S C T P  p a c k e t ’s V e r if ic a t io n  T a g  h a s  b e e n  v a l id a te d  a n d  th e  C O O K I E - A C K  

p ro c e s s e d  t h e  a s s o c ia t io n  is m o v e d  in to  t h e  E S T A B L IS H E D  s t a t e  a n d  th e  U L P  is n o ­

t if ie d . T h e  a s s o c ia t io n  is n o w  c o m p le te ly  s e t  u p  a n d  t h e  t r a n s f e r  o f  u s e r  d a t a  c a n  

b e g in .

4 .4  P r o p o s e d  H a n d o v e r  S c h e m e  

I m p l e m e n t a t i o n

C e n t r a l  t o  t h e  p r o p o s e d  h a n d o v e r  a lg o r i th m  o u t l in e d  in  S e c t io n  4 .2 , is  t h e  a b i l i ty  to  

p e r f o r m  o n - d e m a n d  h e a r t b e a t i n g .  T h a t  is, t h e  a p p l ic a t io n  la y e r  c a n  t r a n s m i t  a  H E A R T ­

B E A T  to  a n y  d e s t in a t io n  a d d re s s  in  t h e  c u r r e n t  a s s o c ia t io n  a t  in te rv a ls  o th e r  t h a n  t h a t  

s p e c if ie d  b y  th e  h e a r t b e a t  p e r io d .

T h e  re fe re n c e  im p le m e n ta t io n  o f  S C T P , s u p p l ie d  w i th  [6], a llo w s fo r o n - d e m a n d  

h e a r t b e a t i n g  b y  d if f e r e n t ia t in g  b e tw e e n  “s y s te m ” H E A R T B E A T S  a n d  “u s e r ” H E A R T ­

B E A T S ,  o r m o re  p re c is e ly  th e  im p le m e n ta t io n  c a n  d is t in g u is h  b e tw e e n  a  r e s p o n s e  to  

a  H E A R T B E A T  t r a n s m i t t e d  a f te r  a  h e a r t b e a t  p e r io d  h a s  e x p ire d ,  a n d  t h e  H E A R T B E A T -  

A C K  in  re s p o n s e  to  a  H E A R T B E A T  s e n t  u n d e r  i n s t r u c t io n  o f  th e  U L P . T h e  p ro p o s e d  

s c h e m e  in c o r p o r a te s  th i s  d if f e r e n t ia t in g  a b i l i ty  o f  t h e  re fe re n c e  im p le m e n ta t io n  in  p ro ­

v id in g  .a m o re  e ffic ie n t h a n d o v e r  m e c h a n is m .

A s w ell a s  t h e  a d d i t io n  o f  s e v e ra l  n e w  fu n c t io n s  o n e  o f  th e  re fe re n c e  im p le m e n ta ­

t i o n ’s c u r r e n t  fu n c t io n s  h a d  to  b e  a l te r e d .  In  t h e  s t a n d a r d  re fe re n c e  im p le m e n ta t io n  

c o d e , o n c e  a  I - I E A R T B E A T - A C K  h a s  b e e n  d e te c te d  b y  s c t p f d E v e n t Q , a n d  p ro c e s s e d  b y  

S C T P p r o c e s s I n b o u n d Q  a n d  S C T P J i a n d I e C o n t i v I P o r t i o n ( ) , i t  is p a s s e d  to  t h e  f u n c t io n  

S C T P P r o c H B R e s p ( ) .  T h is  f u n c t io n  t h e n  d e te r m in e s  if t h e  I - I E A R T B E A T - A C K  is in  re -
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s p o n s e  to  a  u s e r  H E A R T B E A T  o r a  s y s te m  H E A R T B E A T .  I n  t h e  fo rm e r  c a se , t h e  U L P  

is  n o t i f ie d  a n d  t h e  H E A R T B E A T  p ro c e s s in g  c o n t in u e s  a s  n o r m a l ,  u p d a t i n g  th e  R T O  fo r 

t h e  d e s t in a t io n  a d d re s s  b a s e d  o n  t h e  t im e s ta m p  c o n ta in e d  in  t h e  H E A R T B E A T - A C K .

I n  o rd e r  to  f a c i l i t a te  t h e  c o r r e c t  o p e r a t io n  o f  th e  p ro p o s e d  h a n d o v e r  s c h e m e  i t  w as 

n e c e s s a ry  t o  a d j u s t  t h e  h a n d l in g  o f  u s e r  H E A R T B E A T S  so  t h a t  t h e  p ro p o s e d  f u n c t io n ­

a l i ty  w ill b e  u s e d . T h is  w as a c h ie v e d  b y  m a k in g  a  s m a l l  m o d if ic a t io n  to  th e  S C T P - 

P r o c H B R e s p ( )  fu n c t io n .  I n s t e a d  o f  s im p ly  in fo rm in g  t h e  U L P  t h a t  a  u s e r  H E A R T B E A T  

h a s  a r r iv e d ,  th e  c o d e  w as  m o d if ie d  to  c a ll  a  f u n c t io n ,  a n d y R T T Q  a s  p a r t  o f  t h e  p ro p o s e d  

h a n d o v e r  sc h em e .

T h e  n e w  h a n d o v e r  p ro c e s s  is s t a r t e d  f ro m  w i th in  t h e  u s e r  in te r fa c e . T h is  is a  

p r o g r a m  t h a t  a c ts  a s  a  U L P . I t  a llo w s a  u s e r , a m o n g s t  o th e r  th in g s ,  to  s p e c ify  th e  p e e r  

d e s t in a t io n  a d d re s s  t o  w h ic h  t h e  I N I T  c h u n k  s h o u ld  b e  s e n t.  T h is  is t h e n  s e t  a s  th e  

in i t ia l  p r im a r y  d e s t in a t io n  a d d re s s .  T h e  h e a r t  b e a t in g  b e g in s  w h e n  th e  u s e r  c a lls  t h e  

a s s o c  c o m m a n d  w i th in  t h e  u s e r  in te r fa c e . T h is  c o m m a n d  b e g in s  t h e  n o r m a l  a s s o c ia t io n  

p ro c e d u r e ,  a s  d e s c r ib e d  in  S e c t io n  4 .3 .1 , a n d  t h e n  c a lls  t h e  a n d y s e n d H B ( )  a n d  a  u s e r  

H E A R T B E A T  is s e n t .  T h e  p e e r  e n d p o in t  w ill  r e s p o n d  w ith  a  H E A R T B E A T - A C K .

O n c e  i t  h a s  b e e n  d e te r m in e d  t h a t  t h e  H E A R T B E A T - A C K  t h a t  h a s  b e e n  re c e iv e d  is  in  

re s p o n s e  to  a  u s e r  H E A R T B E A T ,  a n d y R T T Q  is c a lle d  w i th  t h e  t im e s ta m p ,  e x t r a c t e d  f ro m  

t h e  H E A R T B E A T - A C K ,  a n d  a  re fe re n c e  to  t h e  d e s t i n a t i o n  a d d r e s s  t h e  H E A R T B E A T - A C K  

w as t r a n s m i t t e d  fro m . T h e  a n d y R T T Q  f u n c t io n  f i r s t  d e te r m in e s  h o w  m a n y  d e s t in a t io n  

a d d re s s e s  th e r e  a re  in  t h e  a s s o c ia t io n .  N e x t  i t  c a lc u la te s  t h e  R T T  fo r t h e  d e s t i n a t i o n  

a d d re s s  t h a t  t h e  H E A R T B E A T - A C K  w as re c e iv e d  fro m , v ia  a  c a ll  t o  a n d y C A L C R T T Q , 

p a s s in g  to  i t  t h e  t im e s ta m p  c o n ta in e d  w ith in  t h e  H E A R T B E A T - A C K .  T h is  R T T  v a lu e  is 

s to r e d  in  a n  in te g e r  a r ra y . T h e  a r r a y  is d e f in e d  u s in g  t h e  s t a t i c  k e y w o rd  so  t h a t  th e  

R T T  v a lu e  w ill n o t  b e  lo s t  w h e n  a n d y R T T Q  r e tu r n s .

O n c e  th e  R T T  h a s  b e e n  c a lc u la te d  th e  a n d y R T T Q  f u n c t io n  n e x t  ch e c k s if  a ll  d e s ­

t i n a t i o n  a d d re s s e s  in  th e  a s s o c ia t io n  h a v e  b e e n  h e a r t b e a t e d .  I f  th e y  h a v e  n o t  th e n  a
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H E A R T B E A T  is s e n t  to  th e  n e x t  d e s t in a t io n  a d d re s s  b y  c a l l in g  a n d y s e n d H B ( )  w i th  th e  

in d e x  to  t h e  r e le v a n t  d e s t in a t io n  a d d re s s .  I f  a ll  d e s t in a t io n  a d d re s s e s  h a v e  b e e n  p o lle d  

th e n  a  h a n d o v e r  d e c is io n  is to  b e  m a d e . T h is  is a c c o m p lis h e d  b y  f i r s t  d e te r m in in g  t h e  

s m a l le s t  o f  t h e  c a lc u la te d  R T T s ,  u s in g  a  s im p le  f o r  lo o p . O n c e  th i s  h a s  b e e n  fo u n d , 

t h e  c o r r e s p o n d in g  d e s t in a t io n  a d d re s s  is c o m p a re d  to  t h e  c u r r e n t  p r im a r y  d e s t i n a t i o n  

a d d re s s ,  o b ta in e d  b y  c a l l in g  s c t p G E T P R I M A R Y Q ,  to  d e te r m in e  if  t h e  c u r r e n t  p r im a r y  

p a t h  is t h e  o n e  w ith  t h e  s m a l le s t  R T T . I f  th i s  is t h e  c a se  n o  h a n d o v e r  n e e d s  t o  o c c u r ,  

a n d  a n d , y R T T ( )  r e tu r n s .  I f  t h e  d e s t in a t io n  a d d re s s  a s s o c ia te d  w i th  t h e  s m a l le s t  R T T  

is n o t  t h e  c u r r e n t  p r im a r y  d e s t in a t io n  a d d re s s  t h e n  i t  is s e t  to  b e  t h e  n e w  p r im a r y  

d e s t in a t io n  a d d re s s  v ia  a  c a ll  t o  s c t p S E T P R I M A R Y f ) .  F in a lly ,  a  t im e r  is in v o k e d  to  

b e g in  t h e  h e a r t  b e a t in g  p ro c e s s  a g a in  1 se c o n d  la te r .

T h e  c u r r e n t  h a n d o v e r  s c h e m e  e m p lo y e d  b y  S C T P  p ro v id e s  a  m e c h a n is m  fo r  m u l-  

t ih o m e d  e n d p o in ts  to  c o n t in u e  c o m m u n ic a t in g  e v e n  in  t h e  p re s e n c e  o f  p r im a r y  p a t h  

fa i lu re .  T h is  f e a tu r e  o f  S C T P  is n o t  a v a i la b le  in  e i th e r  T C P  o r  U D P , a n d  p ro v id e s  p a t h  

r e d u n d a n c y  to  a p p l ic a t io n s  a v a ilin g  o f i t.  T h e  a lg o r i th m  u s e d  to  d e te c t  th e  f a i lu re  o f  t h e  

p r im a r y  p a t h  h a s  b e e n  d e s ig n e d  to  b e  d e p lo y e d  w i th in  a  w ire d  e n v i ro n m e n t .  A s  s u c h , 

t h e  h a n d o v e r  m e c h a n is m  u s e d  in  S C T P  w h ils t  b e in g  f u n c t io n a l  is q u i te  c o n s e rv a tiv e , 

t a k in g  o f t h e  o rd e r  o f  f if te e n  se c o n d s  to  h a n d o v e r  o n c e  t h e  p r im a r y  p a t h  h a s  fa ile d .

T h e  d e la y  in  p e r f o r m in g  h a n d o v e r  im p o s e d  b y  th e  c u r r e n t  h a n d o v e r  s c h e m e  w o u ld  

l im it  i t s  e ffe c tiv e n e ss  w h e n  d e p lo y e d  w i th in  a  w ire le s s  e n v i ro n m e n t  s u c h  a s  W L A N . F o r  

S C T P  a p p l ic a t io n s  t h a t  a r e  to  b e  im p le m e n te d  w i th in  s u c h  n e tw o rk s , a  n e w  s t r a t e g y  

fo r  p e r fo rm in g  h a n d o v e r  is n e e d e d . T h e  h a n d o v e r  s c h e m e  p ro p o s e d  b y  th i s  d i s s e r ta t io n  

in v o lv e s  m o re  f r e q u e n t  p o l l in g  o f  t h e  d e s t in a t io n  a d d re s s e s  in  th e  a s s o c ia t io n  to  g a th e r  

in f o r m a t io n  r e g a r d in g  R T T s  to  e a c h  o f  th e s e  d e s t i n a t i o n  a d d re s s e s .  H a v in g  g a th e r e d  a ll 

th e s e  R T T s  th e  s c h e m e  p e r fo rm s  h a n d o v e r  t o  t h e  d e s t in a t io n  a d d re s s  w ith  th e  s m a l le s t  

R T T .  T h is  p ro p o s e d  sc h e m e  d o e s  n o t  in c u r  t h e  fo u r  t im e o u t  p e n a l ty  a s s o c ia te d  w ith
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t h e  c u r r e n t  h a n d o v e r  s c h e m e  in  S C T P .



C h a p t e r  5

S im u la t io n

I n  o rd e r  t o  e v a lu a te  t h e  h a n d o v e r  s c h e m e  p ro p o s e d  b y  th i s  d is s e r ta t io n ,  th e  sc h e m e  

w as  im p le m e n te d  w i th in  th e  s im u la t io n  e n v i ro n m e n t .  W i th in  th i s  c o n te x t ,  t h e  s t a t e d  

a d v a n ta g e  o f  r e d u c e d  h a n d o v e r  l a te n c y  w as in v e s t ig a te d .  T h e  to o l  c h o s e n  t o  p e r fo rm  

th i s  e v a lu a t io n  w as  t h e  N e tw o rk  S im u la to r ,  n s-2 . T h is  to o l  w as d e s ig n e d  t o  sp e c if ic a l ly  

s im u la te  n e tw o rk in g  s c e n a r io s .  I t s  m o d u la r  d e s ig n  a llo w s  fo r  th e  i n t r o d u c t io n  o f  n e w  

p ro to c o ls ,  su c h  as  S C T P .

T h e  p ro p o s e d  s c h e m e  w as  in i t ia l ly  e v a lu a te d  in  i s o la t io n .  A n  a s s o c ia t io n  w as  e s ­

t a b l i s h e d  b e tw e e n  tw o  m u l t ih o m e d  S C T P  e n d p o in ts .  T h e  d e la y  o n  o n e  o f  t h e  l in k s  

b e tw e e n  t h e  e n d p o in ts  w as  v a r ie d  a n d  t h e  b e h a v io u r  o f  t h e  t ra f f ic  t r a n s f e r r e d  b e tw e e n  

t h e  e n d p o in ts  w as o b s e rv e d . T h e  s c h e m e  w as  n e x t  e v a lu a te d  w ith in  th e  p re s e n c e  o f 

c o m p e t in g  b a c k g r o u n d  tra f f ic . T h e  e ffe c t o f  t h e  c o n te n t io n  d e la y  o n  th e  S C T P  p a c k e ts  

d u e  to  t h e  b a c k g r o u n d  t r a f f ic  w a s  e x a m in e d .

5 .1  n s - 2  O v e r v ie w

U s in g  t h e  R E A L  s im u la to r  a s  a  b a s is ,  th e  d e v e lo p m e n t  o f  t h e  n s  s im u la to r  b e g a n  in  

1 98 9 , a n d  p ro g re s s e d  t h r o u g h  t o  th e  c u r r e n t  v e r s io n  (V e rs io n  2) th a n k s  t o  a  D A R P A  

re s e a rc h  in i t ia t iv e ,  a n d  th e  c o n t r ib u t io n s  o f  fe llo w  n s -2  u se rs , n s -2  is a  d is c r e te  e v e n t
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s im u la to r .  I t  p ro v id e s  s u p p o r t  fo r  v a r io u s  n e tw o rk in g  te c h n o lo g ie s ,  s u c h  a s  v a r io u s  

f l a v o u r s  o f  T C P  (R e n o , T a h o e ,  S A C K ) [11], U D P , a n d  n u m e r o u s  u n ic a s t  a n d  m u l t ic a s t  

r o u t in g  p ro to c o ls .  T h e  s c o p e  o f  n s-2  r a n g e s  f ro m  th e  p ro v is io n  o f  a  t e s tb e d  fo r  th e  

e v a lu a t io n  o f  a d a p t iv e  s t r e a m in g  sc h e m e s  fo r  V id e o  O n  D e m a n d  (V O D ) [46] to  th e  

e x a m in a t io n  o f  Q o S  s t r a t e g ie s  in  I E E E  8 0 2 .1 1  w ire le s s  s y s te m s  [47].

n s -2  w a s  d e s ig n e d  t o  b e  o b je c t - o r ie n te d .  I t  w a s  w r i t t e n  in  b o t h  C + +  a n d  O T c l .  T w o  

la n g u a g e s  wTe re  c h o s e n  d u e  to  s p e e d  a n d  c o n f ig u r a b i l i ty  c o n s t r a in t s .  T h e  c o d e  w r i t t e n  

in  C + +  c o m p r is e d  th e  p ro to c o l  im p le m e n ta t io n s ,  s u c h  a s  t h e  c la s s  d e f in i t io n  fo r  T C P ,  

U D P , e tc .  C + +  w as  c h o se n  a s  i t  w as  m o re  e ffic ie n t a t  m a n ip u la t in g  b y te s ,  a n d  r u n n in g  

a lg o r i th m s  o v e r la rg e  s e ts  o f  d a t a .  I t  a ls o  p r o v id e d  f a s te r  e x e c u t io n  t im e  c o m p a re d  to  

O T c l.  H o w ev e r, c h a n g e s  m a d e  t o  t h e  C + +  c o n f ig u r a t io n  r e q u i r e d  r e c o m p i la t io n  o f  t h e  

c o d e . T h is  g r e a t ly  in c re a s e d  t h e  t im e  t a k e n  t o  r u n  s im u la t io n s ,  e s p e c ia l ly  w h e re  o n ly  

a  s m a l l  n u m b e r  o f  p a r a m e te r s  n e e d e d  to  b e  c h a n g e d  f ro m  o n e  s im u la t io n  r u n  to  t h e  

n e x t .  F o r  th i s  p u r p o s e  t h e  s im u la t io n  s c r ip ts  w ere  w r i t t e n  in  O T c l. O T c l ,  t h e  o b je c t -  

o r ie n te d  v e r s io n  o f t h e  T o o l C o m m a n d  L a n g u a g e ,  T e l ,  w a s  s lo w e r in  e x e c u t io n  t h a n  

C + + .  H o w ev e r, s c r ip ts  w r i t t e n  in  O T c l  c o u ld  b e  re c o n f ig u re d  q u ic k ly  w i th o u t  n e e d in g  

to  b e  re c o m p ile d .

D u e  t o  b e in g  im p le m e n te d  in  tw o  la n g u a g e s , t h e  c o n c e p t  o f  lin k a g e  w as c e n t r a l  to  n s -

2. L in k a g e  p r o v id e d  a  d i r e c t  c o r r e s p o n d e n c e  b e tw e e n  C + +  c la sse s  a n d  c la sse s  d e f in e d  

w i th in  t h e  O T c l  e n v i ro n m e n t .  V a r ia b le s  d e c la r e d  in  C + +  c la s s e s  c o u ld  b e  a c c e sse d  

f ro m  O T c l  s c r ip ts  b y  m e a n s  o f  a  b in d in g  f u n c t io n .  T h is  a llo w e d  fo r  O T c l  s c r ip ts  to  s e t  

o b je c t  p a r a m e te r s ,  s u c h  a s  t h e  n u m b e r  o f  s t r e a m s  t h a t  a n  S C T P  e n d p o in t  a d v e r t is e s  

w h e n  t r y in g  to  e s ta b l i s h  a n  a s s o c ia t io n .
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5 .2  S C T P  M o d u le  f o r  n s - 2

T h e  S C T P  c o d e  u s e d  in  n s-2  w as  d e v e lo p e d  b y  t h e  P r o to c o l  E n g in e e r in g  L a b o r a to r y  

a t  t h e  U n iv e r s i ty  o f  D e la w a re . I t  w as im p le m e n te d  in  t h e  fo rm  o f  a n  n s -2  m o d u le 1. 

T h is  m o d u le  c o n ta in e d  m o s t  o f  t h e  f u n c t io n a l i ty  o f  S C T P  a s  d e f in e d  in  [12]. T h is*  

in c lu d e d  t h e  a b i l i ty  to  e s ta b l i s h  a n  a s s o c ia t io n  b y  m e a n s  o f  t h e  fo u r  w ay  h a n d s h a k in g  

m e c h a n is m , th o u g h  n o  C o o k ie  w as  g e n e r a te d .  T h e  f u n c t io n a l i ty  t h e  m o d u le  p ro v id e d  

a ls o  in c lu d e d  th e  t r a n s m is s io n  a n d  a c k n o w le d g e m e n t  o f  D A T A  c h u n k s , a n d  s u p p o r t  fo r 

m u l t ih o m e d  e n d p o in ts .  S C T P ’s m u l t i s t r e a m in g  c o n c e p t  w as  a lso  s u p p o r t e d  v ia  t h e  

p ro v is io n  o f S t r e a m  Id e n t i f ie r s  a n d  S S N s. E n d p o in t  f a i lu r e  m a y  a lso  b e  d e te c te d  b y  t h e  

m o d u le .  T h e  m o d u le  a lso  s u p p o r t e d  h e a r t  b e a t in g ,  th o u g h  i t  d id n ’t  s u p p o r t  o n - d e m a n d  

h e a r tb e a t i n g .  T h is  fu n c t io n a l i ty  w as  a d d e d  in  o rd e r  to  e v a lu a te  t h e  p ro p o s e d  h a n d o v e r  

s c h e m e  th r o u g h  s im u la t io n .

T h e  S C T P  m o d u le  fo r n s -2  a lso  p ro v id e d  a  s a m p le  a p p l ic a t io n .  T h is  a p p l ic a t io n  

e x p lo i te d  s o m e  o f  t h e  S C T P  m o d u le ’s f e a tu r e s ,  s u c h  a s  m u l t ih o m in g .  T h e  s a m p le  a p ­

p l i c a t io n  w a s  m o d if ie d  to  s u i t  t h e  n e e d s  o f th e  s im u la t io n  m o d e ls  u s e d  in  th e  e v a lu a t io n  

o f  t h e  p ro p o s e d  h a n d o v e r  sc h em e .

M u c h  o f  t h e  r e s e a rc h  in to  S C T P  w as c o n d u c te d  th r o u g h  s im u la t io n ,  u t i l iz in g  n s -2  

a n d  t h e  S C T P  m o d u le  d e v e lo p e d  b y  t h e  U n iv e r s i ty  o f  D e la w a re . S ig n if ic a n t  re s e a rc h  

h a s  b e e n  c o n d u c te d  in  th e  a r e a  o f  im p le m e n t in g  S IP  u s in g  S C T P  a s  th e  u n d e r ly in g  

t r a n s p o r t  la y e r  [48, 4 9 , 50]. O th e r  a r e a s  o f S C T P  re s e a rc h  in c lu d e  u s in g  n s -2  to  e x p la in  

th e  m u l t i s t r e a m in g  f e a tu r e  o f  S C T P  [51] a n d  t h e  d e v e lo p m e n t  o f  a  s c h e m e  fo r p r io r i t iz in g  

s t r e a m s  w i th in  a n  S C T P  a s s o c ia t io n  [15]. T h e  e ffe c ts  o f S C T P ’s c o n g e s t io n  c o n t ro l  o n  

t r a f f ic  t r a n s m i t t e d  o v e r s a t e l l i t e  l in k s  [52], a n d  in  a  m u l t i - h o p  w ire le s s  e n v i ro n m e n t  [53] 

w e re  a lso  d e te r m in e d  u s in g  t h e  n s-2  s im u la to r .

T h e  s c h e m e  o u t l in e d  in  [54] d e s c r ib e d  h o w  to  p e r f o r m  h a n d o v e r  f ro m  a  U M T S  c o n ­

n e c t io n  to  a  W L A N  c o n n e c t io n .  I t  o u t l in e d  t h e  a r c h i t e c tu r e  t h a t  s h o u ld  b e  u s e d  in

■ '•available f r o m  h t t p  : / / p e l . c i s  . u d e l . e d u /
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w h at th e  schem e term ed M ob ile  S C T P  (M -S G T P ). C entral to  th is  sch em e w as th e  

exp lo ita tion  o f S C T P ’s  m u ltihom ing  feature coup led  w ith  th e  D yn am ic A d dress R e ­

configuration  (D A R ) ex ten sion  defined in  [55] (see S ec tio n  7 .1 .1 ). T h e  schem e n egated  

th e  n eed for a  so lu tion  su ch  a s  M obile IP, and  avo id ed  th e  triangular rou tin g  problem  

associa ted  w ith  such a  so lu tion . T h e  sch em e d id  n ot specify  th e  criteria u p on  w hich  

th e handover w as b ased , m erely th a t handover occurred on ce th e  presence o f a  W L A N  

cell w as d etected .

5 .3  A  S im p le  M o d e l

In  order to  eva lu ate  th e  p roposed handover sch em e it  w as necessary to  m ake m od i ­

f ica tion s to  th e iis-2 S C T P  m od u le th a t w as d evelop ed  by th e  P ro to co l E ngineerin g  

L aboratory. T h e  m od ification s in clu ded th e  ad d itio n  o f an  on-dem an d h ea rtb ea tin g  

p rocess, and th e  in trod uction  o f “user HEARTBEATS” . T h ese ad justm ents were teste d  

u sin g  th e m od el show n in  F ig . 5 .1 . In  th e m od el, a  m u ltih om ed  en dp oin t w as repre ­

sen ted  by a  core n od e (N od es 0  an d  3  in  F ig . 5 .1 ) and  several interface n od es (N od es 1 

and 2 and N od es 4  and  5).

F igure 5.1: S C T P  m u ltihom ed  sim u lation  m od el
à



O nce th e  assoc ia tio n  b etw een th e  two m u ltihom ed  n od es w as estab lish ed , th e  p e ­

r iod ic  h eartb ea tin g  p rocess w as in itia ted . A fter  4  secon ds sim ulation  t im e  th e  delay  

on  P a th  1, th e  in itia l prim ary p ath , w as increased  from  its  in itia l level o f  15m s to  a  

d elay o f  50m s for a  d uration o f  3  secon ds, a fter  w h ich it  returned to  it s  p reviou s d elay  

le v e l T h e  d elay on  P a th  2, th e  secon dary p ath , w as se t to  b e a  co n stan t 30m s for th e  

d u ration  o f  th e  sim ulation . T h ese delay p attern s can  b e seen  in  F ig . 5 ,2 . F ig . 5 .3  show s  

a  trace o f th e  S C T P  p ackets (T S N s) exch anged  b etw een  th e  tw o  end p oin ts during th e  

sim u lation . C orrelating th is  trace w ith  th e  d elays show n  in  F ig . 5 .2 , it  can  b e seen  

th a t  th e  on -dem an d h ea rtb eatin g  p rocess is  fu nction in g  as prescribed by th e  handover  

sch em e b ein g proposed.

U p on  closer exam in ation  o f  b o th  F ig . 5.2 and  F ig . 5 .3 , there appears to  b e a  sligh t 

lag  betw een  th e  p a th  d elay on  th e  in itia l prim ary p ath  increasing and S C T P  perform ing  

handover. T h is lag  is  ap p roxim ately 1 secon d. T h e  reason for th e lag  is d ue to  th e  

n atu re o f  th e  h eartb ea tin g  p rocess, as each  d estin atio n  address is p o lled  periodica lly , 

n o t continuously, so  th a t changes in  netw ork con dition s tak e tim e to  b e d eterm ined  and  

processed.

F igure 5.2: D e la ys  im p lem en ted  in  sim ple S C T P  h andover m od el
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F igure 5.3: T S N  trace o f  sim p le S C T P  handover m od el

5 .4  F u r th e r  S im u la tio n  S c e n a r io s

5.4.1 SCTP and TCP

T h e  m od el described in  S ection  5.3 exam ined th e  perform ance o f th e p roposed handover  

schem e in  th e  p resence o f  flu ctu atin g  p a th  delays. T h is  sim ple m od el w as d ev ised  to  

d eterm ine th a t th e  handover sch em e w as fu n ction in g  correctly before m ore com p lex  

scenarios were sim ulated.

©  ®

F igure 5.4: N etw ork T opology

T h e  first o f  th ese  scenarios invo lved ob servin g th e  effect th a t a  co m p etin g  T C P  flow
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h a d  o n  t h e  d e la y  e x p e r ie n c e d  b y  S C T P  p a c k e ts  o v e r a  s h a r e d  lin k . T h e  p re v io u s  m o d e l  

w as  a l t e r e d  to  a c c o m m o d a te  t h e  i n t r o d u c t io n  o f  tw o  T C P  n o d e s  a n d  t h e  s h a r e d  lin k . 

T h is  is s h o w n  in  F ig . 5 .4 . N o d e  8 g e n e r a te d  F T P  t r a f f ic  w h ic h  i t  t r a n s m i t t e d  t o  N o d e  

9 v i a  t h e  l in k  b e tw e e n  N o d e s  6 a n d  7. T h e  T C P  tr a f f ic  u s e d  w as  F T P  t ra f f ic  w ith  a  

p a c k e t  s ize  o f  1 00 0 b y te s .  T h e  S C T P  tra f f ic  p a t t e r n  e m p lo y e d  w as  s im i la r  to  t h a t  u s e d  

in  [56].

E a c h  l in k  h a d  a  b a n d w id t h  o f  1 0 M b  a n d  a n  a s s o c ia te d  d e la y  o f  1 0 m s e x c e p t  t h e  

l in k  b e tw e e n  N o d e s  1 a n d  4 a n d  t h e  l in k  b e tw e e n  N o d e s  6 a n d  7. T h e  l in k  b e tw e e n  

N o d e s  1 a n d  4 w as  t h e  in i t ia l  s e c o n d a r y  p a t h ,  a n d  h a d  a  b a n d w id th  o f  1 0 M b  a n d  a n  

a s s o c ia te d  d e la y  o f 9 0 rn s. T h e  b a n d w id th  o f  th e  l in k  b e tw e e n  N o d e s  6 a n d  7 w a s  0 .7 M b , 

t h e  b o t t le n e c k  lin k , w i th  a n  a s s o c ia te d  d e la y  o f  6 0 m s. T h e  in i t ia l  p r im a r y  p a th ,  P a t h  

1, w as b e tw e e n  N o d e s  2 a n d  5, in c o r p o r a t in g  th e  b o t t le n e c k  lin k .

T h e  S C T P  a s s o c ia t io n  w as e s ta b l is h e d  a f te r  1 s e c o n d  a n d  t h e  h e a r t b e a t i n g  p ro c e s s  

w a s  s t a r t e d  a f te r  1 .5  s e c o n d s . T h e  T C P  tra f f ic  w as  in t r o d u c e d  3 s e c o n d s  in to  t h e  

s im u la t io n  r u n  a n d  w as  m a in ta in e d  fo r  a  d u r a t i o n  o f  4 s e c o n d s . T h e  d e la y s  r e c o rd e d  

fo r  e a c h  p a t h  a r e  s h o w n  in  F ig . 5 .5 .

I t  c a n  b e  s e e n  in  F ig . 5 .5  t h a t  t h e  T C P  t r a f f ic  c a u s e d  a n  in c re a s e  in  t h e  r o u n d

t r i p  d e la y  e x p e r ie n c e d  b y  S C T P  p a c k e ts  t r a v e l l in g  a lo n g  t h e  b o t t le n e c k  lin k . T h is

in c re a s e d  d e la y , m e a s u r e d  a t  4 .6  se c o n d s  e x c e e d e d  t h e  r o u n d  t r i p  d e la y  e x p e r ie n c e d

b y  t h e  H E A R T B E A T  p a c k e ts  o n  t h e  s e c o n d a r y  p a t h ,  P a t h  2 . H a n d o v e r  to  P a t h  2 w a s  

p e r fo rm e d  a t  th i s  p o in t .  T h is  is in d ic a te d  in  t h e  S C T P  p a c k e t  t r a c e  s h o w n  in  F ig . 5 .6 . 

O n c e  t h e  T C P - in d u c e d  c o n g e s t io n  h a d  p a s s e d ,  a f t e r  7 .3  s e c o n d s , t h e  m e a s u r e d  r o u n d  

t r i p  d e la y  o f  P a t h  1 w as lo w er t h a n  t h a t  o f  P a t h  2 a n d  h a n d o v e r  w as  p e r fo rm e d  o n c e  

a g a in ,  th i s  t im e  b a c k  to  P a t h  1. T h is  is a ls o  in d ic a te d  in  F ig . 5 .6 .
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Figure 5.5: D elays exp erienced by S C T P  HEARTBEATS in  th e  presence o f  T C P  traffic

F igure 5.6: T S N  trace o f  S C T P  DATA chunks (T C P  background traffic)

5.4.2 SCTP and UDP

T h is  scenario involved observing how  con stan t b itra te  U D P  traffic affected  th e  d elays  

exp erienced b y S C T P  packets over a  shared link. T h e  top olo gy  used w as th e sam e as  

show n in F ig. 5 .4 . T h e  U D P  traffic w as C B R  typ e  w ith  a packet size  o f  1000 B ytes  

and a  transm ission  rate  o f  6 8 0 k b /s  and w as transferred from  N od e  8  to  N od e  9  v ia  th e  

b ottlen eck  link. T h e  various link b an d w id th s and associa ted  d elays w ere th e  sam e as 

th ose  for th e  T C P  scenario.
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T h e S C T P  assoc ia tio n  w as estab lish ed  after 1 secon d. T h e  h ea rtb ea tin g  p rocess w as  

sta rted  after  1.5 secon ds. N o d e  8  b egan  tra n sm ittin g  U D P  traffic a fter  3 secon ds for a  

du ration  o f  4  secon ds. T h e  d elays recorded b y  th e  S C T P  HEARTBEATS are illu strated  

in  F ig . 5.7 . T h e  d elay on P a th  1 b egan  to  in crease after  3 .2  seconds. T h is  w as d u e  to  

th e  in trod uction  o f  th e  U D P  traffic. A fter  4 .6  secon ds th e  round trip  delay experienced  

by S C T P  p ackets o n  P a th  1 had exceeded th e  round trip  delay o f  P a th  2. H andover to  

P a th  2 w as perform ed at th is  p oint. T h is  is  illu strated  in  th e  S C T P  packet trace show n  

in  F ig . 5 .8 . O nce th e  con g estion  incurred as a  result o f  th e  U D P  traffic h ad  p assed , a t  

7.3 secon ds in  F ig . 5 .7 , handover back to  P a th  1 w as perform ed. T h is  is also show n  in  

th e  T S N  trace  o f  F ig . 5.8 .

F igure 5.7: D elays exp erien ced  by S C T P  H EARTBEATS in  th e  p resence o f  U D P  traffic
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F igure 5.8: T S N  trace o f  S C T P  DATA chunks (U D P  background traffic)

5 .5  S u m m a r y

T h e proposed handover schem e, designed to  address th e  deficiencies o f  th e  current 

handover strategy  em ployed in S C T P , w as eva lu ated  w ithin  a  sim ulation  environm ent. 

T h e network sim ulator, n s-2 , w as selected  as  a  m od u le  th a t con ta ined  m ost o f  th e  

S C T P  fu n ction ality  described in [12] had already been d evelop ed . T h is  m od u le  pro ­

v ided  m echanism s for estab lish in g  and m onitoring an  associa tion , however, it  d id  not 

provide su p p ort for on -d em an d  h eartbeating. T h is p rocess is  central to  th e  proposed  

handover sch em e an d  had to  b e d evelop ed  so  th a t th e  proposed  schem e cou ld  b e im ple ­

m ented. T h e  result o f  in trodu cing  th is fu n ction ality  to  th e  ex ist in g  S C T P  sim ulation  

cod e h as b een exam in ed  throu gh  th e  use o f a  sim ple m od el consistin g  o f tw o  m u lti ­

hom ed S C T P  end p oin ts. T h ese  en d p oin ts were con n ected  by two links. T o d eterm ine  

th a t th e  on-dem an d h ea rtb eatin g , and th u s th e  proposed  handover schem e, w as func ­

t ion in g  correctly  th e  d elay on  on e o f  th e links w as increased and th e  behaviour o f  th e  

associa tion  w as observed. A s ex p ec ted  handover w as perform ed from  th e  link where  

d elay had been increased to  th e  second  link w here delay had n o t been a ltered . T h e  

d elay o f  th e  first link w as returned to  its  original d elay value and th e  associa tion  was 

observed to  perform  handover once aga in , back to  th e  first link, d em on stratin g  th a t the  

p roposed  sch em e w as indeed fu n ction in g  correctly.
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N e x t  t h e  e ffe c ts  c o m p e t in g  t r a f f ic  h a d  o n  t h e  d e la y s  r e c o r d e d  b y  t h e  p ro p o s e d  sc h e m e  

w a s  m o d e lle d . F i r s t ,  a  T C P  flow  w as  in t r o d u c e d .  T h is  flow  s h a r e d  a  c o m m o n  l in k  

w i th  t h e  S C T P  tra f f ic . I t  w as  o b s e rv e d  t h a t  a s  t h e  T C P  t ra f f ic  w as  t r a n s f e r r e d  a c ro s s  

t h e  s h a r e d  lin k , t h e  d e la y  e x p e r ie n c e d  b y  S C T P  H E A R T B E A T S  a lo n g  th e  s a m e  l in k  

in c re a s e d . T h is ,  o b v io u s ly , w as  to  b e  e x p e c te d .  T h e  in c re a s e  in  t h e  d e la y  e x p e r ie n c e d  

b y  t h e  S C T P  p a c k e ts  c a u s e d  h a n d o v e r  t o  b e  p e r f o r m e d  f ro m  th i s  c o n g e s te d  l in k  to  t h e  

s e c o n d a r y  p a t h  o f fix ed  d e la y . O n c e  t h e  T C P  t ra f f ic  h a d  f in is h e d  b e in g  t r a n s m i t t e d  

h a n d o v e r  w as  o n c e  a g a in  p e r fo rm e d . T h is  t im e  b a c k  to  t h e  o r ig in a l ,  s h a r e d  lin k . A  

s im i la r  a p p r o a c h  w as  ta k e n  t o  e x a m in e  t h e  e ffe c ts  o f  U D P  tra f f ic  o n  t h e  r o u n d  t r i p  

d e la y  re c o r d e d  b y  th e  S C T P  H E A R T B E A T S .  In  th i s  s c e n a r io  t h e  d e la y  b e g a n  in c re a s in g  

m o re  q u ic k ly  t h a n  in  t h e  s c e n a r io  in v o lv in g  T C P  tra f f ic . T h is  w as  t o  b e  e x p e c te d  a s  t h e  

U D P  tra f f ic  w a s  c o n s t a n t  b i t  r a t e  a n d  t h e  T C P  c o n n e c t io n  b e g a n  in  “slo w  s t a r t ” p h a s e . 

H a n d o v e r  w as p e r fo rm e d  w h e n  t h e  d e la y  o n  t h e  s h a r e d  l in k  in c re a s e d  a b o v e  t h e  d e la y  

o n  t h e  s e c o n d a r y  p a th ,  d u e  to  th e  p re s e n c e  o f  th e  U D P  tra f f ic . O n c e  th e  U D P  tra f f ic  

h a d  a b a te d ,  h a n d o v e r  w as  o n c e  a g a in  p e r f o r m e d  b a c k  to  t h e  o r ig in a l  p a t h ,  t h e  s h a r e d  

lin k . B o th  o f  th e s e  s c e n a r io s  i l l u s t r a t e  t h a t  th e  p ro p o s e d  h a n d o v e r  s c h e m e  fu n c t io n e d  

c o r re c tly , p e r fo rm in g  h a n d o v e r  in  t h e  p re s e n c e  o f  h ig h  r o u n d  t r i p  d e la y , a n d  h a n d in g  

b a c k  o n c e  th e  c o n g e s t io n  t h a t  in d u c e d  t h e  o r ig in a l  h a n d o v e r  h a d  p a s s e d .
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C h a p t e r  6

E x p e r im e n t a l  R e s u l t s

T h e  S C T P  h a n d o v e r  s c h e m e  p ro p o s e d  b y  t h i s  d i s s e r ta t io n  w as  in i t ia l ly  e v a lu a te d  w i th in  

a  s im u la t io n  e n v i ro n m e n t .  T h e  n s-2  s im u la to r  w as u s e d  to  e v a lu a te  th e  e ffic acy  o f  t h e  

p ro p o s e d  s c h e m e . H o w ev e r, t h e  s im u la t io n  e n v i r o n m e n t  is  a  s o m e w h a t  a r t i f ic ia l  c o n te x t  

in  w h ic h  to  e v a lu a te  m o d if ic a t io n s  to  a  n e tw o rk  p ro to c o l  s u c h  a s  S C T P . T h e  n e x t  s ta g e  

in  t h e  e v a lu a t io n  o f  th e  p ro p o s e d  h a n d o v e r  s c h e m e , th e re fo re ,  w as to  o b s e rv e  h o w  th e  

sc h e m e  b e h a v e d  w h e n  d e p lo y e d  w i th in  a  “r e a r  e n v i ro n m e n t .

6 .1  N e t w o r k  E m u l a t i o n

T h e  f ir s t  s te p  w as  t o  d e p lo y  t h e  s c h e m e  w i th in  a  “c o n t r o l le d 3’ r e a l  n e tw o rk . T h is  t e r m  

is s o m e w h a t  c o n t r a d ic to r y ,  a s  a  r e a l  n e tw o rk  e n v i r o n m e n t  is p r a c t ic a l ly  im p o s s ib le  to  

c o n tro l .  In  o rd e r  to  a c h ie v e  so m e  lev e l o f  c o n t ro l  t h e  N IS T  N e t  e m u la t io n  to o l  w as e m ­

p lo y e d . F o llo w in g  o n  f ro m  e m u la t io n  t h e  p r o p o s e d  s c h e m e ’s b e h a v io u r  w as  d e te r m in e d  

w i th in  a  w ire le ss  c o n te x t .  In  th i s  in s ta n c e ,  a n  S C T P  a s s o c ia t io n  w as  e s ta b l is h e d  a c ro s s  

tw o  W L A N  ce lls , a n d  th e  a m o u n t  o f b a c k g r o u n d  t r a f f ic  in  o n e  ce ll w as in c re a s e d . T h is  

h a d  t h e  e ffe c t o f  in c re a s in g  th e  c o n g e s t io n , a n d  s u b s e q u e n t ly  t h e  d e la y , e x p e r ie n c e d  b y  

t h e  S C T P  p a .c k e ts  in  t h a t  ce ll a n d  c a u s e d  th e  p ro p o s e d  s c h e m e  to  p e r f o r m  h a n d o v e r .  

F in a l ly  th e  e ffec t o f  m o b il i ty  o f  o n e  e n d p o in t  o n  th e  p r o p o s e d  h a n d o v e r  s c h e m e  is e x a m ­
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in e d . I n  p a r t i c u l a r  h o w  t h e  p r o p o s e d  h a n d o v e r  s c h e m e  c o n t e n d s  w i t h  l o s t  H E A R T B E A T S 

o n  t h e  p r i m a r y  p a t h .

6 .1 .1  N I S T  N e t  O v e r v ie w

D u e  to  th e  c o s t  a s s o c ia te d  w ith  d e p lo y in g  s e rv ic e s  w i th in  a n  e n v i ro n m e n t  s u c h  a s  th e  

I n t e r n e t ,  s e rv ic e  p ro v id e r s  n e e d e d  a  g u a r a n te e  t h a t  t h e  s e rv ic e s  w h e n  d e p lo y e d  w o u ld  

f u n c t io n  a s  e n v is io n e d . I n  o rd e r  to  a c c o m p lis h  t h i s  e x te n s iv e  t e s t in g  w as  n e c e s s a ry  p r io r  

to  d e p lo y m e n t.  H o w ev e r, s e rv ic e s  d e s ig n e d  t o  b e  d e p lo y e d  a c ro s s  t h e  I n t e r n e t  w e re  

c o m p le x  in  d e s ig n . T h e i r  b e h a v io u r  c o u ld  n o t  b e  e x t r a p o l a t e d  f ro m  a n  e x a m in a t io n  o f  

t h e i r  c o d e b a s e . F a c to r s  s u c h  a s  h o w  th e  s e rv ic e  w o u ld  c o o p e r a te  w ith  a l r e a d y  d e p lo y e d  

s e rv ic e s , h o w  t h e  s e rv ic e  w o u ld  r e a c t  to  v a ry in g  n e tw o rk  c o n d i t io n s ,  s u c h  a s  c o n g e s t io n  

a n d  b a n d w i d th  l im i ta t io n s ,  n e e d e d  to  b e  a s se s se d . O n ly  a n  a p p r o x im a t io n  o f  t h e  e ffec t 

th e s e  f a c to r s ,  as  w ell a s  t h e  e ffe c ts  o f  j i t t e r ,  d e la y , a n d  lo ss , h a d  o n  t h e  Q o S  o f  th e  

s e rv ic e  c o u ld  b e  d e te r m in e d  f ro m  s im u la t io n .

T h e  N IS T  N e t  to o l1 w as  d e v e lo p e d  to  p ro v id e  a n  e n v i ro n m e n t  t h a t  c o u ld  e m u la te  

t h e  c h a r a c te r is t i c s  o f  a  “liv e ” n e tw o rk . N IS T  N e t ’s d e s ig n e r s  te r m e d  th i s  e n v i ro n ­

m e n t  “s e m i- s y n th e t ic ” a s  i t  p ro v id e d  re a l-w o r ld  n e tw o rk  c h a r a c te r is t i c s  w h ic h  w e re  

u s e r - c o n t ro l le d  a n d  w e re  e a s ily  r e p ro d u c e d .  N IS T  N e t  c a n  b e  in s ta l le d  o n  a n y  P C  r u n ­

n in g  t h e  G N U /L in u x  o p e r a t in g  s y s te m . I t  is im p le m e n te d  a s  a  k e rn e l  m o d u le 2 a n d  a  

u s e r  in te r fa c e . T h is  u s e r  in te r f a c e  is p ro v id e d  a s  b o t h  a  G r a p h ic a l  U se r  I n te r f a c e  (G U I)  

a n d  a  c o m m a n d  lin e  in te r fa c e . T h e  l a t t e r  is m o re  u se fu l w h e n  s e t t in g  N IS T  N e t  e n t r ie s  

v ia  s h e ll  s c r ip ts .  T h e  N IS T  N e t  G U I  is s h o w n  in  F ig . 6 .1 .

N IS T  N e t  o p e r a te s  o n  p a c k e ts  a t  t h e  I P  la y e r  a c c o rd in g  t o  u s e r -s p e c if ie d  n e tw o rk  

c h a r a c te r is t i c s .  T h e  s e t  o f  c h a r a c te r is t i c s  t h a t  t h e  N IS T  N e t  u s e r  h a s  a v a ila b le  fo r m a ­

n ip u la t io n  in c lu d e  p a c k e t  d e la y , j i t t e r ,  r a n d o m  a n d  c o n g e s t io n - d e p e n d a n t  p a c k e t  d ro p -

a v a i l a b l e  f r o m  N a t io n a l  I n s t i t u t e  o f  S t a n d a r d s  a n d  T e c h n o lo g y  ( N I S T ) ,  h t t p : / / s n a d . n c s l . n i s t . 

g o v / i t g / n i s t n e t /

2 T h e  N I S T  N e t  m o d u le  w ill  o n ly  w o r k  w i th  L in u x  k e r n e l  2 .0 .x  a n d  a b o v e
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N I S T  N et  1
Source De»t Delay (m s) D e!i lgm«(nu) Bandwidth

1 "  II.................................. _ _ 1
1 0 X X X f | ( 0.000 I I 0

1 II-  ........ 1 0.000 I [ 0.000 ] I 0

1 ¡1....................... 1 0.000 ]| 0.000 || 0

i: ■ if .... ■ i 1 0.000 11 0.000 11 0

i ir ...............i 1 0.000 || 0.000 || 0

[..........  . n r  - -  — ; I 0.000 || 0.000 0

i " i i  . "."i j| 0 000 || 0.000 l l  0

i = j i .. — III 0.000 II 0.000 l l  0

|  Emulator to Off J Update ReadCurrent |  DumpScttings j  AddHow J  String

Figure 6.1: N IS T  N et G raph ica l User Interface

ping, b an dw idth  lim itation s, packet reordering, and packet d u plication . T h e  netw ork  

characteristics specified  b y th e  user are stored  in  N IS T  N et em ulator entries. T h ese  

entries are com posed  o f  th ree parts:

1. a  se t o f  sp ecification s th n t arc u sed to  m atch  p ackets th a t correspond to  th is  

particular entry (e .g  S ou rce /D estin a tio n  IP  address)

2. a  se t o f  specification s th a t are to  b e app lied  to  m atch ed  packets (e .g . a  d elay o f  

300m s)

3. a  se t o f  s ta tis tic s  regarding packets th a t  have b een  m atch ed  aga in st a  particular  

entry

Each em ulator entry is com p letely  sep arate  from all o th er entries. N IS T  N et can  

sup p ort th ou san d s o f th ese  entries. Entries can  be added or changed m anually, or  v ia  

sh ell scrip ts, during th e  course o f  N IS T  N e t op eration 3.

3T h e  o p e r a t io n  o f  N IS T  N e t  is  d is c u s s e d  in  f u r th e r  d e ta i l  in  “N I S T  N e t  - A  L in u x -b a s e d  N e tw o rk  

E m u la t io n  T o o l" ,  a v a i la b le  f ro m  h t t p : / / s n a d . n c s l . n i 8 t . g o v / i t g / n i 8 t n e t / n l s t n e t . p d f
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6.1.2 N IST N et Resul ts

T h e testb ed  show n in  F ig . 6 .2  w as u sed  to  ev a lu ate  th e  p roposed  S C T P  handover 

schem e. T h e  te s tb e d  con sisted  o f tw o  m u ltihom ed  S C T P  end p oin ts conn ected  th rou gh  

a  P C  running th e  N IS T  N et em ulation  to o l. O n e of th e  S C T P  end p oin ts, E n dp oin t A , 

w as m odified  to  inclu de th e  fu n ction ality  described in  th e  proposed schem e. E n dp oin t B  

w as unchanged. T h e  d elays th a t were im plem en ted  in  N IS T  N et are show n in  F ig . 6 .3 .

Endpoint A NIST Net Endpoint B

F igure 6.2: N IS T  N et tes tb e d

2 0 0

Prim ary P a th  --------

S e co n d a ry  P a th  -------

15 0 • -

I
I
S ioo - *

5 0

n ------------------- 1------------------- 1—— — ______ i~ ------------------1_ _ _ _ __ _ _ _ __ _ _ i____________

0  1 0  2 0  3 0  4 0  5 0  6 0

■ nmefr)

F igure 6.3: D elay s im plem ented  in  N IS T  N et

A fter 20 secon ds th e  delay exp erien ced  b y packets travelling on  th e  in itia l prim ary  

p a th  ( “P rim ary  P a th ” in  F ig . 6 .3 ) w as increased  to  200m s. T h is level o f  d elay  on  th e  

in itia l prim ary p a th  w as su sta in ed  for a  further 20 secon ds before decreasing to  its  

form er value o f  50m s. T h e  effect th is  increase in  p a th  delay h ad  on  th e S C T P  traffic 

b ein g tran sm itted  from  E n dp oin t A  to  E n dp oin t B  can  be seen in th e  trace o f T S N s  

show n in  F ig . 6.4.
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Figure 6.4: S C T P  T S N  tra ce u sin g  N IS T  N et

It can be seen from F ig . 6 .4  th a t handover occu rs from th e  in itia l prim ary p ath  to  

th e o th er p ath o f  th e assoc ia tio n  ( “Secondary P a th ” in Fig. 6 .3 ) after ap proxim ately 32  

seconds. It can  also b e seen th a t handover occu rs on ce aga in , back to  th e  in itia l prim ary  

p ath , after  ap proxim ately 50  secon ds. T h e  reason th a t there is a  12 second  lag  betw een  

th e change in p ath d elay and th e  first handover occurring is th a t th e handover decision  

is n ot based on ju st on e se t  o f  m easurem ents. Several se ts  o f  R T T s are gath ered , and  

from  th ese an  average R T T  for each p ath is determ ined. It  is  th ese  average values th a t  

are used as  th e  basis o f  th e  handover decision . T h e  lag w as large in th is case  b ecau se a  

handover decision had been m ade ju st prior to  th e  prim ary p ath  delay increasing. T h e  

ex p lan ation  is sim ilar for th e  lag in h an ding back to  th e  in itia l prim ary p ath  a fter  50  

seconds. T h e  d elays recorded by th e  HEARTBEATS can b e seen in F ig . 6 .5 .
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Figure 6 .5 : D elay s recorded by HEARTBEATS

6 .2  W L A N  R e s u l t s

6.2.1 Effects of  Congestion

F igure 6.6: W L A N  E quipm ent S etup

T h e  setu p  u sed to  eva lu ate  th e  proposed  handover schem e is sh ow n  in F ig . 6 .6 . T h e  

setu p  included two m u ltih om ed S C T P  en d p oin ts running th e  G N U /L in u x  op eratin g  

sy stem . T h e  im plem en tation  o f  S C T P  in sta lled  on  each end p oin t w as th e  reference  

im p lem en tation  o f  S C T P  available from (Gj. M od ification s w ere m ade to  th e  im p lem en ­
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t a t i o n  in s ta l le d  o n  E n d p o in t  A  to  a c c o m m o d a te  t h e  p r o p o s e d  h a n d o v e r  sc h e m e . T h e  

a s s o c ia t io n  b e tw e e n  t h e  tw o  e n d p o in ts  in c o r p o r a te d  t h e  l in k s  t h r o u g h  b o t h  C e ll  1 a n d  

C e ll  2. T h e  in i t ia l  p r im a r y  p a th ,  P a t h  1, w as s e t  to  b e  t h e  p a t h  t h r o u g h  C e ll  1. T h e  

s e c o n d a r y  p a t h ,  P a t h  2. w a s  t h e  p a t h  th r o u g h  C e ll  2.

A s  t h e  p ro p o s e d  s c h e m e  w as to  b e  t e s te d  w i th in  a  w ire le ss  e n v i ro n m e n t ,  su c h  a s  

W L A N , s o m e  m o d if ic a t io n s  w e re  m a d e  to  t h e  s c h e m e  t o  a d d re s s  th e  d e f ic ie n c ie s  o f  

s u c h  a n  e n v i ro n m e n t .  T h e s e  d e f ic ie n c ie s  in c lu d e  s p o r a d ic  d e la y  sp ik e s , a n d  th e  “p in g -  

p o n g ” p ro b le m . In  o rd e r  to  re d u c e  th e  e ffe c t d e la y  s p ik e s  h a d  o n  h a n d o v e r ,  a n  a v e ra g e  

o f  t h e  d e la y  m e a s u r e m e n ts  w as u se d  w h e n  m a k in g  th e  h a n d o v e r  d e c is io n , a s  m e n t io n e d  

in  S e c t io n  6 .1 .2 . T h e  a v e ra g e  d e la y  m e a s u r e m e n t  w a s  d e te r m in e d  f ro m  th r e e  v a lu e s  

o f  r o u n d  t r i p  d e la y  fo r  e a c h  p a th .  T h e  v a lu e  o f  t h r e e  w as  c h o s e n  a s  a  t r a d e - o f f  b e ­

tw e e n  m in im iz in g  th e  e ffec t o f d e la y  sp ik e s  a n d  n o t  in t r o d u c in g  to o  g r e a t  a  l a te n c y  in  

p e r fo rm in g  t h e  a c tu a l  h a n d o v e r .

W i t h in  c e l lu la r  n e tw o rk s ,  t h e r e  e x is ts  th e  p ro b le m  o f  ex c e ss iv e  h a n d o f fs  w h e n  a  u s e r  

is l o c a te d  b e tw e e n  th e  b o u n d a r ie s  o f  tw o  ce lls . T h e  c o n t in u a l  h a n d in g  o ff b e tw e e n  th e  

tw o  b a s e s ta t io n s  is k n o w n  a s  t h e  i:p in g - p o n g ” e ffec t. A s  e a c h  h a n d o f f  in c u r s  a n  a m o u n t  

o f n e tw o rk  o v e rh e a d , th is  p ro b le m  re s u l t s  in  in e ff ic ie n t u se  o f n e tw o rk  re s o u rc e s . T h e  

i n t r o d u c t io n  o f a  h y s te re s is  m a rg in  re d u c e s  th e  e ffe c ts  o f  t h e  p in g -p o n g  p ro b le m  o n  t h e  

h a n d o v e r  d e c is io n . A  h y s te re s is  m a r g in  o f  2 0 m s  w a s  c h o se n  fo r t h e  p ro p o s e d  h a n d o v e r  

s c h e m e . A g a in  th i s  w as  a  t r a d e - o f f  b e tw e e n  th e  a c c u ra c y  o f  t h e  h a n d o v e r  a n d  th e  s p e e d  

a t  w h ic h  i t  w as p e r fo rm e d .

T h e  s e tu p  a lso  in c lu d e d  s e v e ra l  w ire le s s  s t a t i o n s  (B G  1 - 5 in  F ig . 6 .6 )  u se d  t o  g e n ­

e r a t e  b a c k g r o u n d  tra ff ic . T h e  i n t r o d u c t io n  o f m o re  t ra f f ic  in to  a  W L A N  ce ll in c re a s e d  

t h e  c o n g e s t io n  lev e l in  t h a t  cell. T h is  c o n g e s tio n  r e s u l te d  in  m o re  c o llis io n s  o c c u r r in g ,  

a n d  h a d  t h e  e ffec t o f in c re a s in g  t h e  d e la y  e x p e r ie n c e d  b y  p a c k e ts  in  t h a t  p a r t i c u l a r  cell. 

W h e n  th i s  o c c u r r e d  th e  p ro p o s e d  sc h e m e  p e r fo rm e d  h a n d o v e r  f ro m  t h e  p a t h  t h r o u g h  

t h e  c o n g e s te d  n e tw o rk  to  th e  s e c o n d a r y  p a th ,  t h r o u g h  C e ll  2 w h ic h  w as  less  c o n g e s te d .
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T h e S C T P  assoc ia tio n  w as estab lish ed  and traffic w as tran sm itted  for a  d uration  

o f 60 seconds. T h e  se tu p  u tilized  th e  sam e sim plified  tran sm ission  schem e as w as  

em ployed in  S ection  5 .4  an d  S ection  6 .1 .2 , n am ely  th a t E ndp oint B  had no d a ta  to  send  

and on ly  tra n sm itted  acknow ledgem ents o f  th e  d a ta  th a t it  received from E n d p o in t A . 

T h e S C T P  traffic u sed w as d esigned to  em ulate  vo ice  traffic according to  th e  G .723.1

[57] recom m endation. A ccording to  th is  recom m end ation an  80 b yte  m essage w as sent 

every 20 m illisecond s [56]. T h e  background traffic con sisted  o f  1500 b yte  U D P  packets, 

gen erated  by th e  Ip erf package4.

T im e ts )

F igure 6.7: D e la ys  R ecorded W ith  3  B ackground S ta tion s (80 b ytes)

B ackground traffic w as in trodu ced  20 secon ds after th e  associa tion  had b een estab ­

lished. Initially , 3 background traffic sources were used. However, th is  d id  n ot incur  

sufficient con gestion  to  ind uce handover o f th e  S C T P  associa tio n . T h e  delays recorded  

due to  3 sta t io n s gen eratin g  background traffic are show n in  F ig . 6 .7 . It can  b e seen  

from  th is  graph th a t th e  difference in  delay b etw een  th e tw o  p ath s never exceed ed  th e  

im p lem ented  hysteresis m argin  o f  20m s, and  therefore handover never occurred.

T h e  exp erim ent w as repeated  w ith  4  background sta tio n s  gen eratin g traffic. T h e  

delays exp erienced by S C T P  for th is  scenario  w ere recorded and can b e  seen in F ig. 6 .8 .

4available from h t t p : / / d a s t . n la n r .n e t /P r o j  e c t s / I p e r f  /
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Figure 6.8: D elays R ecorded W ith  4 B ackground S ta tio n s (80  bytes)

From  th is graph it  can b e observed th a t th e  d elay on  th e in itial prim ary p ath , th e  p ath  

throu gh C ell 1, exceeded th e d elay on  th e  secon dary p a th  by m ore th an  th e  hysteresis 

m argin, and as result o f  th is handover w as perform ed to  th e  p a th  through C ell 2 . O nce  

th e background sta tio n s  finish tra n sm ittin g  th e  d elay  in C ell 1 returned to  th e  level 

o f an  u ncongested  cell, sim ilar to  Cell 2 . H owever, sin ce  a  hysteresis m argin had been  

im p lem ented , handover did n o t occur from C ell 2 back to  C ell 1. T h e  handover from  

C ell 1 to  C ell 2 , d u e to  th e  presence o f  background U D P  traffic is illustrated  in F ig . 6 .9 .

F igure 6.9: W L A N  H andover W ith  4  B ack grou nd  S tatio n s (80 bytes)
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T h e  exp erim en t w as rep eated  on ce  aga in , w ith  th e num ber o f background sta t io n s  

increased  to  5 . T h e  resu lts w ere sim ilar to  th o se for 4 background sta tio n s . T h e  recorded  

d elays are show n in F ig . 6 .1 0  and th e  handover is illu strated  in F ig. 6 .11 .

F igure 6.10: D elays R ecorded W ith  5  B ackground S ta tio n s (80 b ytes)

Tta-to»

F ig u re  6 .1 1 : W L A N  H a n d over W ith  5  B a ck g ro u n d  S ta t io n s  (8 0  b y te s)
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T h e S C T P  packet size  w as increased  to  480 bytes. T h is  represented th e  average  

packet si7,e o f  W W W  traffic over a  G P R S /U M T S  con n ection  [58, 59]. T h e  ab ove  

exp erim en ts were rep eated . A s in  th e  previou s tests , th e con gestion  in troduced d ue to  

3 background sta tio n s w as n o t enough  to  cause handover to  occur. T h is can b e seen  

in  F ig . 6 .12 . T h e  num ber o f background sta tio n s w as on ce again increased to  4  and  

th e  experim ent repeated . T h e  delays recorded by th e  handover schem e can  b e seen in  

F ig. 6 .13. From  th ese  it  can  b e  seen th a t th e  delay on  th e  p ath  throu gh C ell 1 increased  

above th e  d elay in  C ell 2 a t  26 secon ds. C orrelating th is  w ith  th e  S C T P  packet trace  

show n in  F ig . 6 .14 , it  can b e seen th a t a t app roxim ately  th is  tim e handover to  P a th  2 

occurs. D u e  to  th e in clusion  o f  a  hysteresis m argin handover w as n o t perform ed back  

to  P ath  1 w h en  th e  con gestion  h ad  p assed . T h e  exp erim ent w as rep eated  on ce aga in  

w ith  5 background sta tio n s . T h e  d elays for th is scenario are show n in Fig- 6 .15 and th e  

handover is illu strated  in  F ig . 6 .16 .

Tlme(a)

F igure 6.12: D elay s R ecorded W ith  3  B ackground S tatio n s (480 b ytes)
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Figure 6.13: D elay s R ecorded W ith 4 B ack grou nd  S ta tio n s (480 bytes)

F igure 6.14: W L A N  H andover W ith  4 B ackground S ta tion s (480 bytes)
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Figure 6.15: D elays R ecorded W ith  5  Background S ta tio n s (480 b ytes)

Figure 6.16: W L A N  H andover W ith  5 B ackground S ta tio n s (480 bytes)
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A s d escrib ed  in S ection  6 .1 .2 , there w as a  lag  b etw een d etectin g  th a t a  cell had  

b ecom e con g ested , as seen in th e  graphs o f recorded d elays, and responding to  th is  

con gestion  by perform ing handover, as seen in th e  handover graphs. T h is  lag w as d ue to  

several factors, th e  m ost sign ifican t o f  w hich w as th e  use o f  an  average o f th e  d elay  values  

for each p ath  in m aking th e  handover d ecision . T h e  average p ath delay w as chosen as  

a  m ean s o f  u iiniiiii'/iiig th e effect delay sp ikes had on handover. M aking a  handover  

decision  based on  on e se t  o f  m easurem ents, w hich could  in clud e a  delay sp ike, could  

result in  m any unnecessary handovers w hich w ould incur h igh  handover overhead. A s  

th e proposed handover sch em e perform s seam less handover, th e  perform ance decrease  

did n o t result in lo6t packets.

6 .2 .2  E f f e c t s  o f  M o b i l i t y

F igure 6.17: W L A N  E quipm ent S etu p  for M ob ility  T ests

T h e se tu p  show n in F ig. 6 .17  w as used to  eva lu ate  th e  effects o f  m ob ility  on  th e  

proposed handover schem e. T h e  se tu p  included tw o m ultihom ed S C T P  en dp oin ts, 

E n d p oin t A (m ob ile) and E n dp oin t B  (fixed). E n dp oin t A w as located  in itia lly  in  a 

region w here th e  coverage o f  th e  A P s  overlapped. Each cell con ta ined  th ree w ireless
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sta tio n s  u sed  to  generate background traffic.

A ll background sta t io n s were se t to  transm it th e sam e am ount o f  traffic, providing  

com parable levels o f  con gestion  in each  cell. E n d p oin t A m oved from th e  coverage  

o f  C ell 2  tow ards A P I  in C ell 1. T h e  R T T s recorded d uring th is transition  failed to  

increase to  a  sufficient level to  induce handover. T h ese  delays are show n in F ig. 6 .18.

F igure 6.18: W L A N  P ath  D e la ys  D u e T o  M ob ility  O f E n dp oin t A

A s c a n  b e  se e n  in  F ig . 6 .18 m o v e m e n t w ith in  a  W L A N  c e ll d id  n o t c a u se  a  sig n ifica n t  

in crea se  in  th e  d e la y  e x p e r ie n c e d  b y  traffic  w ith in  th e  ce ll. F u rth erm o re , a s  sh o w n  in

[60], th e  p a th  d e la y  in  a  W L A N  c e ll o n ly  in crea ses  d ra m a tic a lly  o n c e  th e  b ord er  o f  

th e  ce ll  h a s  b een  reach ed . In  th e  c a s e  o f  th e  p rim ary  p a th  o f  a n  a sso c ia t io n  th is  w ill  

resu lt in  th e  lo ss  o f  d a ta  p ack ets . T h e  d a ta  w ill b e  re tr a n sm itte d  o n  th e  seco n d a ry  p a th  

h ow ever, th e re  is  an  in cu rred  la ten c y  a sso c ia te d  w ith  r e tr a n sm issio n . T h e  h an d o ver  

sc h e m e  b e in g  p ro p o se d  in  th is  d is se r ta t io n  a im s  t o  m in im iz e  th is  la te n c y  b y  p er fo rm in g  

h an d o ver im m e d ia te ly  u p o n  th e  d e te c t io n  o f  a  m iss in g  HEARTBEAT-ACK o n  th e  p rim a ry  

p a th . M issin g  HEARTBEAT-ACKs o n  th e  se c o n d a r y  p a th s  a re  d e te c te d  u s in g  cu rren t  

S C T P  m e th o d s , a s  d esc r ib e d  in  [12]. T h is  sc h e m e  o n ly  in cu rs th e  la te n c y  d u e  to  o n e
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t im e o u t ,  t h e  t im e o u t  t o  d e t e c t  t h e  m is s in g  H EA R TBEA T-A C K  o n  t h e  p r im a r y  p a th .

T h e se tu p  u sed  to  exam in e th e  effects o f  packet loss on  th e  prim ary p ath is show n  

in  F ig. 6 .17. T h e  w ireless s ta tio n s  were se t as before, to  gen erate  com parable levels of 

con gestion  w ithin  each cell. T h e  trace o f T S N s ob ta in ed  can be seen in F ig . 6 .20 . A s  

can b e seen in F ig. 6 .20 , handover w as perform ed after  ap proxim ately 30  seconds. T h is  

correlates w ith  F ig. 6 .1 9  w hich sh ow s w hen th e H EA R TBEA T w as lost on  th e  prim ary  

p ath .5

I*™*» )

Figure 6.19: W L A N  P a th  D elay s A s E n d p oin t A M oves O u t O f C overage O f A P 2

A s illustrated  in F ig . 6 .20  th e  handover th a t perform ed w as n o t as seam less as th e  

handovers perform ed d ue to  con gestion  effects. T h e  reason for th is  w as d ue to  th e  

packet loss and tim eo u t needed to  induce handover to  th e  secondary path.

5A s th e r e  a r e  o n ly  tw o  p a t h s  in  t h e  a s s o c ia t io n  o n c e  t h e  H E A R T B E A T  is  lo s t  o n  t h e  p r im a r y  p a th  

th e  h e a r t  b e a t in g  p ro c e s s  is  p o s tp o n e d  u n t i l  th e  p r im a r y  d e s t in a t io n  a d d r e s s  is r e a c h a b le  a g a in .  T h is  

d o e s  n o t  o c c u r  d u r in g  t h e  e x p e r im e n t .
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Figure 6.20: W L A N  H andover T S N  TYace A s E n dp oin t A  M oves O u t O f C overage O f  

A P 2

6 .3  S u m m a r y

T h e proposed  handover schem e w as im p lem ented u sing th e  reference im p lem entation  

o f  S C T P  as  a  base. T h e  proposed  sch em e w as tested  w ith in  th e  confines o f  an em ulated  

environ m en t using th e N IST  N et package. T h is to o l provided a  gu ide to  th e kind o f  

b ehaviour th a t could  b e ex p ec ted  w hen d ep loyin g th e  sch em e w ith in  a  wired environ ­

m ent. It a lso  allow ed for tro u b lesh ootin g  o f th e im plem ented  code. O nce it  had been  

estab lish ed  th a t th e  schem e w as fu n ction in g  as en v isaged , it w as n ext deployed in a  

w ireless access network. IE E E  80 2 .11b  W L A N  w as chosen as  th e  w ireless netw ork to  

u se d u e to  th e  popu larity o f  th e  m ediu m  and th e  ava ilability o f  sufficient hardware. T h e  

results o f  d eploying th e sch em e w ith in  such an environm ent show ed th a t a  thresh old  o f  

4 background sta tio n s  w as required to  increase th e con gestion  w ith in  a  W L A N  cell to  a  

level w here th e  schem e would perform  handover. It w as also  discovered th a t th e  delay  

exp erienced in an  uncongested cell on ly  increased w hen th e cell boundary w as reached.

T h e  evalu ation  o f  th e  handover schem e proposed by th is d issertation  show ed th a t
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a l th o u g h  i t  is o f  l im ite d  a c c u ra c y , i t  d o e s  p ro v id e  t h e  a b i l i ty  to  p e r fo rm  v e r t ic a l  h a n d o v e r  

f ro m  a  c o n g e s te d  l in k  t o  a  le ss  c o n g e s te d  lin k . T h is  s im p le  s c h e m e  o ffe rs  th e  b e n e f i t  o f 

a v o id in g  ex c e ss iv e  t im e o u ts  b e fo re  p e r fo rm in g  h a n d o v e r ,  a s  is t h e  c a se  w ith  t h e  c u r r e n t  

S C T P  h a n d o v e r  s c h em e . T h e  sc h e m e  c a n  a ls o  p e r f o r m  h a n d o v e r  d u e  to  p a c k e t  lo ss  o n  

t h e  p r im a r y  p a th .  W h i le  th i s  a lso  h a s  th e  b e n e f i t  o f  m in im iz in g  t h e  n u m b e r  o f  t im e o u ts  

n e e d e d  to  in d u c e  h a n d o v e r ,  i t  d o e s  n o t  p e r f o r m  h a n d o v e r  c o m p le te ly  se a m les s ly .

T h e  r e s u l ts  o f  S e c t io n  6 .2  w e re  o b ta in e d  b y  p e r f o r m in g  h a n d o v e r  w i th in  a  h o m o g e ­

n e o u s  W L A N  d o m a in .  I n  a  h e te ro g e n e o u s  w ire le s s  e n v i r o n m e n t  i t  is m o re  lik e ly  t h a t  

h a n d o v e r  w ill b e  p e r fo rm e d  f ro m  n e tw o rk s  o f  v a s t ly  d if fe re n t  r o u n d  t r i p  d e la y s , e .g . 

f ro m  a  G P R S  c o n n e c t io n  to  a  W L A N  lin k  [61]. I n  th i s  c o n te x t ,  t h e  p ro p o s e d  sc h e m e  

c o u ld  p e r f o r m  h a n d o v e r  to  th e  h ig h e r  b a n d w id th  W L A N  c o n n e c t io n  fo r  t h e  d u r a t i o n  

o f  t h e  u s e r ’s re s id e n c e  in  th e  W L A N  ce ll a n d  h a n d  b a c k  to  th e  G P R S  c o n n e c t io n  w h e n  

t h e  u s e r  h a d  r e a c h e d  th e  c o v e ra g e  l im it  o f  t h e  W L A N  b a s e s ta t io n  (A c c e ss  P o in t ) .
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C h a p t e r  7

F u r th e r  W o r k  a n d  C o n c lu s io n s

7 .1  F u r t h e r  W o r k

T h e  l im i ta t io n s  o f  M o b ile  IP  s u c h  a s  lo n g  h a n d o v e r  d e la y s  a n d  a d d i t io n a l  c o m p le x i ty  in  

t h e  fo rm  o f  A g e n ts  h a s  led  to  a  d e s ire  to  p e r f o r m  h a n d o v e r  h ig h e r  u p  th e  p r o to c o l  s ta c k . 

T h e  f i r s t  la y e r  a b o v e  M o b ile  I P  is t h e  t r a n s p o r t  la y e r , t h e  f i r s t  e n d - to - e n d  la y e r  in  t h e  

s ta c k ,  i t  is a ls o  th e  la y e r  a t  w h ic h  S C T P  re s id e s . C u r r e n t  re s e a rc h  in  S C T P  in v o lv e s  

in v e s t ig a t in g  w h e th e r  i t s  m u l t ih o m in g  f e a tu r e  c o u ld  p ro v id e  a  s o lu t io n  fo r p e r fo rm in g  

h a n d o v e r .  I t  h a s  b e e n  s h o w n  u s in g  th e  s im p le  m e c h a n is m  p ro p o s e d  b y  th i s  d i s s e r ta t io n  

t h a t  S C T P  c a n  f a c i l i t a te  h a n d o v e r .  H o w ev e r , th i s  h a n d o v e r  a b i l i ty  o f  S C T P  is l im ite d  

to  t h e  d e s t in a t io n  a d d re s s e s  n e g o t i a te d  b y  t h e  e n d p o in ts  a t  a s s o c ia t io n  e s ta b l is h m e n t .  

T h is  m e a n s  t h a t  th e  m o b il i ty  o f  t h e  u s e r  w o u ld  n e e d  t o  b e  k n o w n  in  a d v a n c e  so  t h a t  

a n  a d d re s s  fo r  e a c h  n e tw o rk  t h a t  t h e  u s e r  w ill v is i t  c a n  b e  in c lu d e d  in  th e  fo u r-w a y  

m e s s a g e  e x c h a n g e  a t  t h e  e s ta b l i s h m e n t  o f  t h e  a s s o c ia t io n .  T h is  is o f te n  n o t  fe a s ib le . 

T h e  d e s ig n e rs  o f  S C T P  h a v e  p ro p o s e d  th e  D A R  e x te n s io n  to  S C T P . T h is  e x te n s io n , 

th o u g h  s t i l l  a t  I n t e r n e t  D r a f t  s ta g e ,  p ro v id e s  a  m e c h a n is m  b y  w h ic h  a d d re s s e s  a c q u ir e d  

b y  a n  e n d p o in t  a f te r  t h e  a s s o c ia t io n  h a s  b e e n  s e tu p  c a n  b e  a d d e d  to  t h e  a s s o c ia t io n  

w i th o u t  r e q u i r in g  a  r e s t a r t  o f  th e  a s s o c ia t io n .  T h is  e x te n s io n ,  c o u p le d  w ith  t h e  lo c a t io n
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m a n a g e m e n t  c a p a b i l i t ie s  o f  S IP . w o u ld  p ro v id e  a  m o b il i ty  s o lu t io n  fo r I P - b a s e d  h o s ts  

t h a t  w o u ld  n e g a te  th e  n e e d  fo r M o b ile  IP .

7 .1 .1  S C T P  D y n a m ic  A d d r e s s  R e c o n f ig u r a t io n  

E x t e n s io n

I t  is b e l ie v e d  t h a t  th e  D A R  e x te n s io n  [55] c o u ld  b e  u s e d  to  p ro v id e  s u p p o r t  fo r  h o s t  

m o b i l i ty  u s in g  S C T P  [2]. U s in g  S C T P  to  s u p p o r t  IP  m o b il i ty  w o u ld  n e g a te  th e  n e e d  

fo r  a  c o m p le x  s o lu t io n  lik e  M o b ile  IP , a n d  t h e  a d d i t io n a l  o v e rh e a d  t h a t  t h e  M o b ile  I P  

s o lu t io n  in c lu d e s  (h ig h  h a n d o v e r  la te n c y , i n t r o d u c t io n  o f  n e tw o rk  a g e n ts ,  e tc .)

T h e  D A R  e x te n s io n  d e f in e s  tw o  n e w  c h u n k  ty p e s ,  s ix  n e w  p a r a m e te r  ty p e s ,  a n d  

s e v e ra l  n e w  e r ro r  c a u se s . T h e  tw o  n e w  c h u n k  ty p e s  a r e  l is te d  in  T a b le  7 .1 . T h e  A S C O N F  

c h u n k  is u se d  b y  a n  e n d p o in t  r e q u e s t in g  a n y  o f  t h e  f e a tu r e s  d e s c r ib e d  b y  th e  e x te n s io n .  

I t s  s t r u c tu r e  is  s im ila r  to  t h e  c h u n k s  d e s c r ib e d  in  S e c t io n  2 .2 .1 . T h e  n e w  f e a tu r e s ,  s u c h  

a s  t h e  a d d i t i o n  o f  a  n e w  LP a d d re s s  to  a n  e s ta b l i s h e d  a s s o c ia t io n ,  o r  s e t t i n g  a n  a l t e r n a te  

a d d re s s  a s  t h e  p r im a r y  d e s t in a t io n  a d d re s s  fo r  t h e  a s s o c ia t io n ,  a r e  d e f in e d  in  th e  s ix  

n e w  p a r a m e te r  ty p e s .

T h e  A S C O N F - A C K  c h u n k  is s e n t  in  re s p o n s e  to  A S C O N F  c h u n k s . T h e  A S C O N F - A C K  

c h u n k  c o n ta in s  a  p a r a m e te r  re s p o n s e  o r  a n  e r r o r  c o d e , in fo rm in g  t h e  r e q u e s t in g  e n d p o in t  

o f  t h e  s t a t u s  o f  t h e  r e q u e s t  i t  h a s  m a d e .

C h u n k  T y p e C h u n k  N a m e D e s c r ip t io n

O x C l A S C O N F A d d re s s  C o n f ig u r a t io n  C h a n g e  C h u n k

0 x 8 0 A S C O N F - A C K A d d re s s  C o n f ig u r a t io n  A c k n o w le d g e m e n t

T a b le  7 .1 : S C T P  C h u n k  T y p e s

C o m b in in g  th e  p ro p o s e d  h a n d o v e r  s c h e m e  w ith  t h e  fu n c t io n a l i ty  p ro v id e d  b y  th e  

D A R  e x te n s io n  w o u ld  e n a b le  S C T P  to  fu lly  s u p p o r t  u s e r  m o b i l i ty  w i th o u t  e m p lo y in g  a  

s o lu t io n  s u c h  a s  M o b ile  IP . T h e  “m o b ile -a w a re ” S C T P  w o u ld  a ls o  o ffer th e  a d v a n ta g e  

o f  f a c i l i t a t in g  s e a m le s s  h a n d o v e r .  T h is  is a  p ro c e s s  o f  e s ta b l is h in g  a  n e w  c o n n e c t io n
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b e fo re  b r e a k in g  th e  c u r r e n t  c o n n e c t io n ,  r e s u l t in g  in  le s s  p a c k e t  lo ss  d u e  to  h a n d o v e r .  

T h e  m o b il i ty  s c h e m e  u s in g  S IP  d o e s  n o t  c u r r e n t ly  o ffe r th i s  f u n c t io n a li ty .

7 .1 .2  P r im a r y  P a t h  F a ilu r e

T h e  c u r r e n t  S C T P  h a n d o v e r  s c h e m e , a s  d e s c r ib e d  in  [6], p e r fo rm s  h a n d o v e r  o n ly  a f t e r  a  

n u m b e r  o f  t im e o u ts  h a v e  o c c u r r e d  o n  th e  p r im a r y  p a th .  T h e  h a n d o v e r  s c h e m e  p ro p o s e d  

b y  t h i s  d i s s e r ta t io n  a im s  to  m i t ig a te  th e s e  t im e o u ts  b y  p e r fo rm in g  h a n d o v e r  b a s e d  o n  

R T T  m e a s u r e m e n ts  m a d e  o n  e a c h  p a t h  in  a n  a s s o c ia t io n .  T h e s e  m e a s u r e m e n ts  a r e  

g a th e r e d  p e r io d ic a l ly  u s in g  S C T P ’s H E A R T B E A T  c h u n k s . H o w ev e r, t h e  s c h e m e  c a n  o n ly  

m a k e  a  h a n d o v e r  d e c is io n  o n c e  a ll  p a t h  d e la y s  h a v e  b e e n  g a th e r e d .  I f  a  H E A R T B E A T  o r  

H E A R T B E A T - A C K  c h u n k  is lo s t  o n  a  p a r t i c u l a r  p a t h ,  t h e n  n o  R T T  c a n  b e  o b ta in e d  fo r 

t h a t  p a th .  T h e  e a s ie s t  s o lu t io n  t o  th i s  p ro b le m  is to  s im p ly  e x c lu d e  th e  c o r r e s p o n d in g  

d e s t in a t io n  a d d re s s  f ro m  t h e  h a n d o v e r  d e c is io n , a n d  c o n t in u e  b y  s e n d in g  a  H E A R T B E A T  

to  t h e  n e x t  d e s t in a t io n  a d d re s s  in  th e  a s s o c ia t io n .  H o w ev e r, t h e  q u e s t io n  o f  w h a t  s h o u ld  

o c c u r  in  t h e  e v e n t  o f  p r im a r y  p a t h  fa i lu re  n e e d s  t o  b e  e x p lo re d . T h e  p ro p o s e d  h a n d o v e r  

s c h e m e  c u r r e n t ly  u se s  a  t im e r  to  d e te c t  a n y  lo ss  o f  H E A R T B E A T  c h u n k s  o n  t h e  p r im a r y  

p a t h  a n d  p e r fo rm  h a n d o v e r  t o  t h e  s e c o n d a r y  p a t h  o n c e  t h e  lo ss  h a s  b e e n  d e te c te d .  

T h is  m e th o d  h a s  th e  a d v a n ta g e  o f o n ly  in c u r r in g  a  d e la y  o f  o n e  t im e o u t ,  h o w e v e r, 

th i s  t im e o u t  v a lu e  w o u ld  r e q u i r e  f u r th e r  t u n i n g  t o  m a k e  t h e  h a n d o v e r  a s  s e a m le s s  a s  

p o s s ib le .

A  s e c o n d  s o lu t io n  to  th e  p ro b le m  o f  s u d d e n  fa i lu re  o f  th e  p r im a r y  p a t h  is to  u se  

D A T A  c h u n k s  to  u p d a te  th e  R T T  o f  t h e  p r im a r y  p a th .  C u r r e n t ly  th i s  is h o w  S C T P  

u p d a te s  th e  p r im a r y  p a t h  R T T , a n d  s u b s e q u e n t  R T O . H a n d o v e r  c o u ld  b e  p e r fo rm e d  

d u e  t o  s e v e ra l  D A T A  r e t r a n s m is s io n s  in s te a d  o f  a  t im e o u t .  T h is  c o u ld  p ro v id e  a  m o re  

s e a m le s s  h a n d o v e r  t h a n  th e  c u r r e n t  im p le m e n ta t io n  o f  t h e  p ro p o s e d  s c h e m e . B o th  o f  

th e s e  s o lu t io n s  a lso  h a v e  d ra w b a c k s  a s s o c ia te d  w ith  th e m , e .g . n e e d le s s  h a n d o v e r  d u e  to  

a  la rg e  d e la y  .sp ik e  c a u s in g  a  n u m b e r  o f t im e o u ts  a t  t h e  s e n d in g  e n d p o in t .  T h e s e  d e la y
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sp ik e s  a re  a  c o m m o n  o c c u r r e n c e  in  W L A N  n e tw o rk s . A s s e s s in g  fu lly  th e  im p lic a t io n s  

o f  e a c h  o f  th e s e  a n d  o th e r  s c e n a r io s  a n d  d e te r m in in g  t h e  c o r r e c t  s t r a t e g y  t o  e m p lo y  w ill 

r e q u i r e  f u r t h e r  re s e a rc h .

7 .2  C o n c lu s io n s

T h e  in c re a s in g  d e m a n d  o f m o b ile  u s e rs  fo r  a c ce ss  to  s e rv ic e s  fo rm e r ly  e x c lu s iv e  to  w ire d  

n e tw o rk s  h a s  led  to  th e  i n t r o d u c t io n  o f  th e s e  s e rv ic e s  w i th in  a  w ire le s s  e n v iro n m e n t .  

H o w ev e r, t h e  c h a r a c te r is t i c s  o f  s u c h  e n v i ro n m e n ts  a re  n o t  id e n t ic a l  t o  th e i r  w ire d  c o u n ­

t e r p a r t s  a n d  is su e s  s u c h  a s  h o s t  m o b il i ty  n e e d  t o  b e  a d d re s s e d .  H o s t  m o b i l i ty  r e q u ire s  

t h a t  a  h o s t  r e m a in  c o n n e c te d  to  a ll  s e rv ic e s  t h a t  i t  is  c u r r e n t ly  s u b s c r ib e d  to  w h ils t  

b e in g  a llo w e d  to  m o v e  fre e ly  b e tw e e n  ce lls  o f t h e  s a m e  n e tw o rk , o r  e v e n  b e tw e e n  o th e r  

n e tw o rk s .

T h is  in t r o d u c e s  t h e  c o n c e p t  o f  h a n d o v e r .  T r a d i t io n a l ly  h a n d o v e r  w as  b e tw e e n  ce lls  

o n  t h e  s a m e  n e tw o rk  a n d ,  a s  s u c h , w as  c o n tro l le d  b y  th e  n e tw o rk  its e lf ,  e .g . G S M . 

H o w ev e r , t h e  e m e rg in g  m o b ile  e n v i ro n m e n ts  a re  h e te ro g e n e o u s ,  w i th  s e v e ra l  c o m p e t in g  

a c c e s s  te c h n o lo g ie s  p ro v id in g  a  r a n g e  o f b a n d w i d th  a n d  c o v e ra g e . T h e  h o s t  c h o o se s  

w h ic h  w ire le s s  n e tw o rk  to  u se  o n  th e  b a s is  o f  th e  d e m a n d s  o f  t h e  a p p l ic a t io n  t h a t  i t  

w is h e s  t o  ru n .  T h e  p ro c e s s  o f  p e r fo rm in g  h a n d o v e r  f ro m  o n e  w ire le ss  a c c e s s  n e tw o rk  to  

a  d if fe re n t  a c c e ss  n e tw o rk  is t e r m e d  v e r t ic a l  h a n d o v e r ,  a n d  is c e n t r a l  t o  h o s t  m o b i l i ty  

w i th in  a  h e te ro g e n e o u s  w ire le s s  e n v iro n m e n t .

M o b i l i ty  o f I P - b a s e d  h o s ts  is p ro v id e d  t h r o u g h  t h e  u se  o f  M o b ile  IP . H o w ev e r, M o ­

b ile  I P  is n o t  a n  e ffic ie n t s o lu t io n  t o  I P - b a s e d  h o s t  m o b ility . I t  h a s  b e e n  p ro p o s e d  t h a t  

S C T P  c o u ld  p ro v id e  a  s o lu t io n  to  I P - b a s e d  h o s t s  in  a  m o b ile  e n v i ro n m e n t .  T h e  m u l t i ­

h o m in g  f e a tu r e  o f S C T P  a llo w s a n  e n d p o in t  to  c o n n e c t  t h r o u g h  s e v e ra l  n e tw o rk s  w h e n  

e s ta b l i s h in g  a n  a s s o c ia t io n .  H o w ev e r, t h e  p ro c e s s  o f  h a n d o v e r  in  S C T P  c u r r e n t ly  is 

o n ly  p e r fo rm e d  o n  a  fa i lu re  b a s is . S w itc h in g  d a t a  t r a n s m is s io n  to  o n e  o f  t h e  o th e r ,  sec -
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o n d a ry , d e s t i n a t i o n  a d d re s s e s  is o n ly  p e r fo rm e d  w h e n  t h e  c u r r e n t  p r im a r y  d e s t in a t io n  

a d d re s s  is fo u n d  to  b e  u n r e a c h a b le .  T h e  p ro c e s s  o f  d e te r m in in g  t h a t  t h e  c u r r e n t  p r im a r y  

d e s t in a t io n  a d d re s s  in v o lv e s  e x p e r ie n c in g  a  n u m b e r  o f  t im e o u ts .  T h e s e  t im e o u ts  h a v e  

a s s o c ia te d  d e la y s  r e s u l t in g  in  a  la rg e  la te n c y  b e tw e e n  w h e n  t h e  p r im a r y  d e s t in a t io n  

a d d r e s s  fa ils  a n d  w h e n  h a n d o v e r  to  o n e  o f  t h e  s e c o n d a r y  p a t h s  is  p e r fo rm e d .

T h is  d i s s e r ta t i o n  h a s  o u t l in e d  t h e  d is a d v a n ta g e s  o f t h i s  f a i lu r e -o r ie n te d  s c h e m e  a n d  

p ro p o s e d  a  n e w  d e l a y -c e n tr ic  s c h e m e  t h a t  u se s t h e  r o u n d  t r i p  d e la y  to  e a c h  d e s t in a t io n  

a d d r e s s  a s  t h e  c r i te r io n  u p o n  w h ic h  t o  m a k e  t h e  h a n d o v e r  d e c is io n . T h is  n e w  sc h e m e  

e m p lo y s  a  m o re  a g g re s s iv e  p o l l in g  s t r a t e g y  in  o r d e r  to  d e te r m in e  th e s e  r o u n d  t r i p  

d e la y s , a n d  p e r fo rm s  h a n d o v e r  b a s e d  o n  th e s e  d e la y s . T h is  s c h em e , th o u g h  s im p le  in  

n a tu r e ,  h a s  b e e n  s h o w n  to  o ffe r a  m o re  e ffic ie n t m e th o d  o f  h a n d o v e r  t h a n  t h e  c u r r e n t ly  

im p le m e n te d  m e c h a n is m , n a m e ly  b y  a v o id in g  th e  e x c e ss iv e  t im e o u ts  a s s o c ia te d  w i th  

t h e  c u r r e n t  s c h em e . B o th  th e  r e s u l t s  o f  s im u la t io n  a n d  e m u la t io n  v e r ify  t h i s  a s s e r t io n .

I t  is b e l ie v e d  t h a t  c o u p lin g  th is  s im p lif ie d  s c h e m e  w i th  th e  f u n c t io n a l i ty  o f  d y n a m ­

ic a lly  a d d in g  d e s t in a t io n  a d d re s s e s  c o u ld  a c c o m m o d a te  I P - b a s e d  h o s t  m o b i l i ty  a t  t h e  

t r a n s p o r t  la y e r , n e g a t in g  th e  n e e d  fo r a  c o m p le x  s o lu t io n  s u c h  a s  M o b ile  IP .
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A c r o n y m s

A R P  A d d re s s  R e s o lu t io n  P r o to c o l  

A S  A u to n o m o u s  S y s te m  

A u C  A u th e n t i c a t i o n  C e n tr e  

B E R  B it  E r r o r  R a te  

B G P  B o r d e r  G a te w a y  P r o to c o l  

B S C  B a s e  S ta t io n  C o n tro l le r  

B S S  B a s e  S ta t io n  S u b s y s te m  

B T S  B a s e  T ra n s c e iv e r  S ta t io n  

C B R  C o n s t a n t  B i t  R a te

C E P T  C o n fe re n c e  o f  E u r o p e a n  P o s t s  a n d  T e le c o m m u n ic a tio n s  

C N  C o r r e s p o n d in g  N o d e  

C o A  C a re -o f  A d d re s s

C S M A /C D  C a r r ie r  S en se  M u l t ip le  A cc e ss  w i th  C o ll is io n  D e te c t io n  

C S M A / C A  C a r r ie r  S en se  M u l t ip le  A c c e ss  w i th  C o ll is io n  A v o id a n c e  

C T S  C le a r  T o  S en d

D A R  D y n a m ic  A d d re s s  R e c o n f ig u ra t io n

D C F  D is t r i b u t e d  C o o r d in a t io n  F u n c t io n

D D o S  D is t r i b u t e d  D e n ia l  o f  S e rv ic e

D H C P  D y n a m ic  H o s t  C o n f ig u r a t io n  P r o to c o l
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D N S  D o m a in  N a m e  S y s te m  

D o S  D e n ia l  o f  S e rv ic e

D R C P  D y n a m ic  R a p id  C o n f ig u r a t io n  P r o to c o l  

E I R  E q u ip m e n t  I d e n t i ty  R e g is te r  

F A  F o re ig n  A g e n t

F D M A  F re q u e n c y  D iv is io n  M u l t ip le  A cc e ss

F T P  F ile  T ra n s f e r  P r o to c o l

G G S N  G a te w a y  G P R S  S u p p o r t  N o d e

G M S K  G a u s s ia n  M in im u m  S h if t  K e y in g

G P R S  G e n e ra l  P a c k e t  R a d io  S e rv ic e

G S M  G lo b a l  S y s te m  fo r M o b ile  C o m m u n ic a t io n s

G U I  G r a p h ic a l  U s e r  In te r f a c e

H A  H o m e  A g e n t

H I P  H o s t  I d e n t i ty  P a y lo a d

H L R  H o m e  L o c a t io n  R e g is te r

H T T P  H y p e r  T e x t  T ra n s f e r  P r o to c o l

I A N A  I n t e r n e t  A s s ig n e d  N u m b e r s  A u th o r i ty

I E E E  I n s t i t u t e  o f  E le c t r ic a l  a n d  E le c t ro n ic s  E n g in e e r s

I E S G  I n t e r n e t  E n g in e e r in g  S te e r in g  G ro u p

I E T F  I n t e r n e t  E n g in e e r in g  T a s k  F o rc e



I M E I  I n t e r n a t io n a l  M o b ile  E q u ip m e n t  I d e n t i ty  

I M S I  I n te r n a t io n a l  M o b ile  S u b s c r ib e r  I d e n t i ty  

I P  I n t e r n e t  P r o to c o l  

I P v 6  I n t e r n e t  P r o to c o l  v e r s io n  6 

I S D N  I n t e g r a t e d  S e rv ic e s  D ig i ta l  N e tw o rk  

I S M  I n d u s t r i a l ,  S c ie n tif ic , a n d  M e d ic a l 

I T U  I n te r n a t io n a l  T e le c o m m u n ic a tio n s  U n io n  

L A N  L o c a l  A r e a  N e tw o rk  

M - S C T P  M o b ile  S C T P

M D T P  M u lt i - n e tw o rk  D a ta g r a m  T ra n s m is s io n  P r o to c o l  

M H  M o b ile  H o s t  

M I S  M a x im u m  In b o u n d  S tr e a m s  

M S  M o b ile  S ta t io n

M S C  M o b ile  s e rv ic e s  S w itc h in g  C e n tr e  

M T U  M a x im u m  T ra n s m is s io n  U n i t  

N A V  N e tw o rk  A llo c a t io n  V e c to r  

N I C  N e tw o rk  In te r f a c e  C a r d  

O S I  O p e n  S y s te m s  I n t e r c o n n e c t io n  

O S P F  O p e n  S h o r t e s t  P a t h  F i r s t  

P C  P e r s o n a l  C o m p u te r



P C F  P o in t  C o o r d in a t io n  F u n c t io n

P D A  P e r s o n a l  D ig i ta l  A s s i s ta n t

P I N  P e r s o n a l  I d e n t i ty  N u m b e r

P S T N  P u b l ic  S w itc h e d  T e le p h o n y  N e tw o rk

Q o S  Q u a l i ty  o f  S e rv ic e

R F C  R e q u e s t  fo r  C o m m e n t

R I P  R o u t in g  I n f o r m a t io n  P r o to c o l

R T P  R e a l  T im e  P r o to c o l

R T O  R e tr a n s m is s io n  T im e - O u t

R T S  R e q u e s t  T o  S e n d

R T T  R o u n d  T r ip  T im e

S A C K  S e le c tiv e  A c k n o w le d g e m e n t

S C T P  S tr e a m  C o n tro l  T ra n s m is s io n  P r o to c o l

S D P  S ess io n  D e s c r ip t io n  P r o to c o l

S G S N  S e rv in g  G P R S  S u p p o r t  N o d e  ■

S I G T R A N  S ig n a l l in g  T r a n s p o r t

S I M  S u b s c r ib e r  I d e n t i ty  M o d u le

S I P  S e ss io n  I n i t i a t i o n  P r o to c o l

S S 7  S ig n a l l in g  S y s te m  N u m b e r  7

S S N  S tr e a m  S e q u e n c e  N u m b e r



T A D  T r a n s p o r t  A re a  D i r e c to r a te

T C B  T ra n s m is s io n  C o n tr o l  B lo c k

T C H  T ra ff ic  C h a n n e l

T C P  T r a n s m is s io n  C o n tr o l  P r o to c o l

T D M A  T im e  D iv is io n  M u l t ip le  A cc ess

T L Y  T im e -L e n g t l i -V a lu e

T S N  T ra n s m is s io n  S e q u e n c e  N u m b e r

U A  U se r  A g e n t

U D P  U se r D a t a g r a m  P r o to c o l

U L P  U p p e r  L a y e r  P r o to c o l

U M T S  U n iv e r s a l  M o b ile  T e le p h o n y  S y s te m

U R I  U n iv e rs a l  R e s o u rc e  Id e n t i f ie r

V L R  V is i to r  L o c a t io n  R e g is te r

V O D  V id e o  O n  D e m a n d

V o I P  V o ice  o v e r I n t e r n e t  P r o to c o l

W I S P  W i r e l e s s  I n t e r n e t  S e r v ic e  P r o v i d e r

W L A N  W ire le s s  L o c a l  A r e a  N e tw o rk

W W W  W o rld  W id e  W e b
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