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Abstract. Role-based Access Control (RBAC) is de facto standard for
access control in Process-aware Information Systems (PAIS); it grants
authorization to users based on roles (i.e. sets of permissions). So far,
research has centered on the design and run time aspects of RBAC. An
evaluation and verification of a RBAC system (e.g., to evaluate ex post
which users acting in which roles were authorized to execute permissions)
is still missing. In this paper, we propose delta analysis of RBAC models
which compares a prescriptive RBAC model (i.e. how users are expected
to work) with a RBAC model (i.e. how users have actually worked) de-
rived from event logs. To do that, we transform RBAC models to graphs
and analyze them for structural similarities and differences. Differences
can indicate security violations such as unauthorized access. For future
work, we plan to investigate semantic differences between RBAC models.
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1 Introduction

Process-aware Information Systems (PAIS) support the automated execution
of tasks in business processes (cf. [23]). Authorization and access control are
key challenges when it comes to security in PAIS (cf. [4, 14]). Role-based access
control (RBAC) models (e.g., [11]) are the de facto standard for access control
in PAIS. RBAC uses the concept of roles to restrict access; a role consists of
a set of permissions, i.e. authorizations to do certain actions such as executing
tasks in a business process. For example, only users having the role Doctor are
allowed to execute task retrievePatientRecords to get patient records.
Furthermore, process mining techniques extract and examine process-related
information from (process) event logs [1]. Process mining can be used for delta
analysis by comparing the discovered process model (i.e. the actual process repre-
sented by a process model obtained through process mining) with a prescriptive
process model [2] (i.e. how the process model is expected to work). Furthermore,
organizational mining techniques extract and derive organizational structures
with organizational models (e.g., [19]). These techniques can be suitable to de-
rive RBAC models from event logs (further called current-state RBAC models)
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[15]. Current-state RBAC models reflect the operational reality; they provide
information on which users acting in which roles have actually executed which
tasks. Hence, these access snapshots can be used for analysis and evaluation.

This paper investigates delta analysis of RBAC models which compares a
prescriptive RBAC model with a current-state RBAC model and analyzes and
evaluates the models for structural similarities and differences. Therefore, we
transform RBAC models into labeled graphs (cmp. [13]) and compare them with
e.g., the graph edit distance (cf. [12,9]). With delta analysis, we hope to discover
differences between the prescriptive and the current-state RBAC models. These
deviations can indicate e.g., security and compliance violations or an outdated
configuration of the RBAC model. Furthermore, a case study shows that the
evaluation of a snapshot of RBAC models can be complex and can only be
performed by domain experts.

The remainder of this paper is structured as follows. Section 2 outlines delta
analysis of RBAC models by comparing the structure of RBAC models. Fur-
thermore, structural differences of RBAC models are evaluated in a case study
in Section 3. Section 4 reviews related work and Section 5 concludes the paper.

2 Delta Analysis of Role-based Access Control Models

Delta analysis aims to discover differences between descriptive/prescriptive and
discovered (current-state) RBAC models as shown in Figure 1. Current-state
RBAC models contain which users in which roles have actually invoked which
permissions i.e. reflect operational reality. Hence, these access snapshots can be
used for an ex post analysis and evaluation of RBAC implementations. As shown
in Figure 1, delta analysis uses this operational knowledge and compares the ex-
isting original, conceptual (prescriptive) models with reality to detect violations
such as unauthorized access.

Delta analysis of RBAC models contains of three steps: (1) obtain prescriptive
and discovered RBAC models, (2) compare RBAC models for e.g., structural
similarities and differences and (3) analyze and evaluate differences to detect
violations. In the following sections, we will define basic concepts and outline
the structural matching of RBAC models.

2.1 Preliminaries

In this paper, we specify an RBAC model based on the NIST standard RBAC
model defined in [11] and its administrative operations (further called edit op-
erations). Specifically, our approach uses the following edit operations of [11]:
addUser, deleteUser, addRole, deleteRole, addPermission, deletePermission, as-
signUser, deassignUser, grantPermission, revokePermission, addInheritance and
deletelnheritance. A RBAC model contains a set users, roles and permissions
(PRMS) and three relations exist: users can be assigned to roles (UA), per-
missions can be assigned to roles (PA) and roles can be associated with roles
(RH) i.e. an inheritance relation exists between roles. To compare the structure
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Fig. 1. Delta Analysis Overview (adapted from [2])

of RBAC models we transform RBAC models into labeled graphs. Therefore,
we will give a definition of a directed acyclic graph (DAG) and describe the
graph-transformed RBAC model.

An labeled DAG is denoted as G = (N, E, «, 8) where N is a set of nodes, E
(E C N x N) is a set of edges, « is a node labeling function; oo : N — Ly, and 8
is a labeling function for edges: 8 : E — Lg. Let (n,m) € E be an edge, (n,m) is
incident from node n and enters node m. The number of edges entering a node is
called in-degree (id), and the out-degree (od) signifies the number of edges leaving
a node. There exist no isolated nodes in G; Vn € N : id(n)+od(n) > 0. The label
representation p(G) of G is given by p(G) = {L,C, \} where L = {a(n)|n € N}
and C = {(a(n),a(m))|(n,m) € E} and A\ : C — Lg with M a(n),a(m)) =
B(n,m) for all (n,m) € E.

Let a graph-transformed RBAC model be G = (N, E,«,3). Then, N =
{USERSUROLESUPRMS} is a set of nodes and E = {UAUPAURH} is
a set of edges. The labeling functions are identically defined as in the DAG.

2.2 Structural Matching of RBAC Models

We can identify three (use) cases of the comparison of RBAC models. In the
first case, the current-state RBAC model equals the predictive RBAC model as
shown in Figure 2 (A) and (B). This case is probably the rarest case. It seems
likely that this case may only happen if a predictive model has been newly
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Fig. 2. Examples for a (A) Prescriptive RBAC Model and Current-State RBAC Models
(B), (C) and (D)

implemented or recently adapted. Delta analysis can be used to verify the latest
RBAC implementation.

Furthermore, the current-state RBAC model is a subgraph of the predictive
model in the second case (cmp. Figure 2 (A) and (C)). Current-state RBAC
models reflect the operational reality; they do not reflect a full state i.e. certain
users, roles, and permissions are not included because they are not listed in event
logs. For example, certain permissions are defined in RBAC models such as that
a president has permission to launch nuclear weapons. However, the president
might have the permission but he or she might not exercise it often. Hence, the
current-state model is still valid and certain permissions are not included.

In the third case, the current-state RBAC model differs from the predictive
RBAC model as shown in Figure 2 (A) and (D) e.g., new users, permissions
or roles are included. For example, the role structure in RBAC depends on
the applied technique such as role mining (e.g., finding a minimal descriptive
set of roles [20]) or organizational mining (cmp., [15]). In order to minimize
deviations in role structure, we recommend to use the same mining algorithm
for the current-state RBAC model as the predictive model.

Based on these cases, we evaluated inexact graph matching techniques (e.g.,
[6,8]). We assume that RBAC models use unique labels i.e. users, roles and
permissions have unique IDs. Given this structural requirement and based on an
extensive literature review, graph matching techniques for graphs with unique
node labels as specified in [9] are the most suitable for this domain. In fact, the
problems graph isomorphism, subgraph isomorphism, the maximum common
subgraph (cf. [7]) and the graph edit distance as specified in [9] can cover all
three cases:

Let a graph-transformed RBAC model be P = {Ny, F1, a1, 81}, another
graph-transformed RBAC model be S = {Na, F3, oo, f2} and their label repre-
sentations be p(P) = {L1,C1, A1} and p(S) = {L2, Ca, A2 }.

— Graph isomorphism between P and S is a bijective mapping f : N1 — No
such that a1 (n) = aa(f(n)), Yn € P and B1(n,m) = B2(f(n), f(m)),V(n,m) €
E;. Graph S is isomorphic to graph P if p(P) = p(S) i.e. Ly = Ly, C; = Cs
and /\1 = )\2.



— Subgraph isomorphism between P and S is an injective mapping f : N1 —
Ns if there exists a subgraph S C P. Graph S is subgraph isomorphic to
graph P if L2 Q Ll, CQ g Cl and )\2 g )\1.

— Let G be a graph with p(G) = {L,C,A\} such that L = L1 N Ly, C =
{(n,m)|(n,m) € C1 N Cs} and A;(n,m) = Aa(n,m) and A(n,m) = A1(n,m)
for all (n,m) € C. Then, the maximum common subgraph of P and S is G.

— The graph edit distance d(P,S) measures the minimal number of graph
edit operations necessary to transform one graph P into another graph S.
Please note that we consider the RBAC edit operations outlined in Section
2.1 as graph edit operations. The graph edit distance between P and S

is d(P,S) = |La| + |La| = 2|Ly N Ls| + [C1] + [Cal = 2|Co| + |Cp| where
Co = {(n,m)|(n,m) € C1 N C2} where \1(n,m) = A2(n,m) and
Cy = {(n,m)|(n,m) € C; N Cy} where Ay (n, m) # Aa(n,m).

All problems are deployed and tested in a prototypical implementation. Using
unique node labels, the computational complexity for all problems is O(n?).

3 Case Study

Figure 3 displays a graph representation of a (A) predictive and a (B) current-
state RBAC model. As can be seen from the figures, the predictive RBAC model
differs from the current-state model. The distance of both models is measured
by the graph edit distance (d(A, B) = 14). The edit operations necessary to
transform model (A) to (B) are shown in Figure 3.

Differences in the structure of the two RBAC models in Figure 3 can indicate
violations. For example, user u7 is included in the predictive model (A) but is
not shown in the current-state model (B). This could signify that u7 was not
active during that time (e.g., on vacation) or that he or she is not a user any
more (e.g., retired). However, it seems that u5 who was assigned to role r3 in
(A) has r4 in (B). This could indicate that u5 changed roles (e.g., promotion) or
that he or she violated permissions (e.g., acquired unauthorized access to access
rights). In the case of ub, delegations of roles in RBAC or tasks in business
processes can cause these deviations.

Furthermore, the models in Figure 3 differ in the role hierarchy. For example,
role r6 is created in (B) and inherits permissions of r3 and r2. Interestingly,
the inclusion of ré adds only an additional role layer but does not change the
semantics (e.g., user u6 can still perform the same set of permissions). In (A),
ul is assigned to the roles r1 and r3. These assignments are not included in (B)
as r1 inherits permissions of r3 (e.g., reduced by the mining algorithm).

It can be seen from the case study that the evaluation of structural differ-
ences is complex. Deviations can be caused of the underlying mining technique
(e.g., additional role r6), security violations (e.g., ub), inactivity or absence (e.g.,
u7) and misconfiguration (e.g., outdated assignments). Given these multifaceted
causes, the evaluation has to be performed or monitored by experts with domain
knowledge. Due to the large size of RBAC systems with thousands of roles (cf.
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deassignUser(u1,r3)
deassignUser(u5,r3)
deassignUser(u6,r2)
deassignUser(u6,r3)
deassignUser(u7,r4)
deleteUser(u7)
revokePermission(r3,p10)
deletePermission(p10)
addRole(r6)
assignUser(u6,ré)
assignUser(u5,r4)
addInheritance(r6,r2)
addInheritance(r6,r3)
addInheritance(r1,r3)

(B) Current-State RBAC Model

Fig. 3. Graph Representation of a Graph-based (a) Prescriptive RBAC Model and a
(b) Current-State RBAC Model

[18]) an automated evaluation is preferred and can be cumbersome. By compar-
ing a section of a RBAC model or by analyzing the RBAC model of a certain
business process can reduce the size of the models.

4 Related Work

In recent years, many extensions of the NIST RBAC model [11] have been pro-
posed to include aspects of PAIS. For example, the W-RBAC model [21] extends
the NIST model for cases and organizational units. Further examples integrate
process changes or structural and operational aspects in an RBAC model (e.g.,
[22,17,16]).

A graph-based formalism in [13] specifies static and dynamic consistency
conditions in graphs. Moreover, graph optimization for role engineering is shown
in (e.g., [24]). In this paper, we use graphs to compare the structure of RBAC
models. A comparison of RBAC models proposed in [5] aims to migrate an
existing RBAC model into a desired model (a designated state). The goal of
delta analysis is to compare both RBAC models to analyze differences to detect
security violations.

In business processes, current research provides similarity metrics for e.g.,
structural or label matching of processes (e.g., [10]). However, in this paper
we center on RBAC models which have different structural requirements such



as role hierarchies or unique node labels. The suitability of process mining for
security audits such as evaluating authorization constraints is shown in [3]. In
fact, the evaluation is performed manually and with respect to roles. As the
event logs provide only user and task information, the analysis is cumbersome
and an organizational model is needed. Delta analysis already considers the
organizational model (e.g., roles) and enables an automated evaluation.

5 Conclusion

This paper described delta analysis of RBAC models which compares a prescrip-
tive RBAC model with a current-state RBAC model. This approach aims to
identify security violations such as unauthorized access. In this paper, we trans-
form RBAC models into labeled graphs and analyze and compare the structure
of RBAC models to identify differences which can indicate security violations.
Furthermore, we show in a case study that the comparison of RBAC models
can be complex and can only be performed by domain experts. For future work,
we plan to include and examine semantic distance measures to compare RBAC
models. As structure of RBAC models is an aspect, we want to examine seman-
tic differences of RBAC models such as the impact on users having more or less
access.
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