
❉❡❧t❛ ❆♥❛❧②s✐s ♦❢

❘♦❧❡✲❇❛s❡❞ ❆❝❝❡ss ❈♦♥tr♦❧ ▼♦❞❡❧s

▼❛r✐❛ ▲❡✐t♥❡r

❯♥✐✈❡rs✐t② ♦❢ ❱✐❡♥♥❛✱ ❆✉str✐❛
❋❛❝✉❧t② ♦❢ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡
♠❛r✐❛✳❧❡✐t♥❡r❅✉♥✐✈✐❡✳❛❝✳❛t

❆❜str❛❝t✳ ❘♦❧❡✲❜❛s❡❞ ❆❝❝❡ss ❈♦♥tr♦❧ ✭❘❇❆❈✮ ✐s ❞❡ ❢❛❝t♦ st❛♥❞❛r❞ ❢♦r
❛❝❝❡ss ❝♦♥tr♦❧ ✐♥ Pr♦❝❡ss✲❛✇❛r❡ ■♥❢♦r♠❛t✐♦♥ ❙②st❡♠s ✭P❆■❙✮❀ ✐t ❣r❛♥ts
❛✉t❤♦r✐③❛t✐♦♥ t♦ ✉s❡rs ❜❛s❡❞ ♦♥ r♦❧❡s ✭✐✳❡✳ s❡ts ♦❢ ♣❡r♠✐ss✐♦♥s✮✳ ❙♦ ❢❛r✱
r❡s❡❛r❝❤ ❤❛s ❝❡♥t❡r❡❞ ♦♥ t❤❡ ❞❡s✐❣♥ ❛♥❞ r✉♥ t✐♠❡ ❛s♣❡❝ts ♦❢ ❘❇❆❈✳ ❆♥
❡✈❛❧✉❛t✐♦♥ ❛♥❞ ✈❡r✐✜❝❛t✐♦♥ ♦❢ ❛ ❘❇❆❈ s②st❡♠ ✭❡✳❣✳✱ t♦ ❡✈❛❧✉❛t❡ ❡① ♣♦st
✇❤✐❝❤ ✉s❡rs ❛❝t✐♥❣ ✐♥ ✇❤✐❝❤ r♦❧❡s ✇❡r❡ ❛✉t❤♦r✐③❡❞ t♦ ❡①❡❝✉t❡ ♣❡r♠✐ss✐♦♥s✮
✐s st✐❧❧ ♠✐ss✐♥❣✳ ■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ♣r♦♣♦s❡ ❞❡❧t❛ ❛♥❛❧②s✐s ♦❢ ❘❇❆❈ ♠♦❞❡❧s
✇❤✐❝❤ ❝♦♠♣❛r❡s ❛ ♣r❡s❝r✐♣t✐✈❡ ❘❇❆❈ ♠♦❞❡❧ ✭✐✳❡✳ ❤♦✇ ✉s❡rs ❛r❡ ❡①♣❡❝t❡❞
t♦ ✇♦r❦✮ ✇✐t❤ ❛ ❘❇❆❈ ♠♦❞❡❧ ✭✐✳❡✳ ❤♦✇ ✉s❡rs ❤❛✈❡ ❛❝t✉❛❧❧② ✇♦r❦❡❞✮ ❞❡✲
r✐✈❡❞ ❢r♦♠ ❡✈❡♥t ❧♦❣s✳ ❚♦ ❞♦ t❤❛t✱ ✇❡ tr❛♥s❢♦r♠ ❘❇❆❈ ♠♦❞❡❧s t♦ ❣r❛♣❤s
❛♥❞ ❛♥❛❧②③❡ t❤❡♠ ❢♦r str✉❝t✉r❛❧ s✐♠✐❧❛r✐t✐❡s ❛♥❞ ❞✐✛❡r❡♥❝❡s✳ ❉✐✛❡r❡♥❝❡s
❝❛♥ ✐♥❞✐❝❛t❡ s❡❝✉r✐t② ✈✐♦❧❛t✐♦♥s s✉❝❤ ❛s ✉♥❛✉t❤♦r✐③❡❞ ❛❝❝❡ss✳ ❋♦r ❢✉t✉r❡
✇♦r❦✱ ✇❡ ♣❧❛♥ t♦ ✐♥✈❡st✐❣❛t❡ s❡♠❛♥t✐❝ ❞✐✛❡r❡♥❝❡s ❜❡t✇❡❡♥ ❘❇❆❈ ♠♦❞❡❧s✳

❑❡②✇♦r❞s✿ ❆❝❝❡ss ❈♦♥tr♦❧✱ ❉❡❧t❛ ❆♥❛❧②s✐s✱ ❖r❣❛♥✐③❛t✐♦♥❛❧ ▼✐♥✐♥❣✱ ❘❇❆❈✱
❙❡❝✉r✐t②

✶ ■♥tr♦❞✉❝t✐♦♥

Pr♦❝❡ss✲❛✇❛r❡ ■♥❢♦r♠❛t✐♦♥ ❙②st❡♠s ✭P❆■❙✮ s✉♣♣♦rt t❤❡ ❛✉t♦♠❛t❡❞ ❡①❡❝✉t✐♦♥
♦❢ t❛s❦s ✐♥ ❜✉s✐♥❡ss ♣r♦❝❡ss❡s ✭❝❢✳ ❬✷✸❪✮✳ ❆✉t❤♦r✐③❛t✐♦♥ ❛♥❞ ❛❝❝❡ss ❝♦♥tr♦❧ ❛r❡
❦❡② ❝❤❛❧❧❡♥❣❡s ✇❤❡♥ ✐t ❝♦♠❡s t♦ s❡❝✉r✐t② ✐♥ P❆■❙ ✭❝❢✳ ❬✹✱ ✶✹❪✮✳ ❘♦❧❡✲❜❛s❡❞ ❛❝❝❡ss
❝♦♥tr♦❧ ✭❘❇❆❈✮ ♠♦❞❡❧s ✭❡✳❣✳✱ ❬✶✶❪✮ ❛r❡ t❤❡ ❞❡ ❢❛❝t♦ st❛♥❞❛r❞ ❢♦r ❛❝❝❡ss ❝♦♥tr♦❧
✐♥ P❆■❙✳ ❘❇❆❈ ✉s❡s t❤❡ ❝♦♥❝❡♣t ♦❢ r♦❧❡s t♦ r❡str✐❝t ❛❝❝❡ss❀ ❛ r♦❧❡ ❝♦♥s✐sts ♦❢
❛ s❡t ♦❢ ♣❡r♠✐ss✐♦♥s✱ ✐✳❡✳ ❛✉t❤♦r✐③❛t✐♦♥s t♦ ❞♦ ❝❡rt❛✐♥ ❛❝t✐♦♥s s✉❝❤ ❛s ❡①❡❝✉t✐♥❣
t❛s❦s ✐♥ ❛ ❜✉s✐♥❡ss ♣r♦❝❡ss✳ ❋♦r ❡①❛♠♣❧❡✱ ♦♥❧② ✉s❡rs ❤❛✈✐♥❣ t❤❡ r♦❧❡ ❉♦❝t♦r ❛r❡
❛❧❧♦✇❡❞ t♦ ❡①❡❝✉t❡ t❛s❦ r❡tr✐❡✈❡P❛t✐❡♥t❘❡❝♦r❞s t♦ ❣❡t ♣❛t✐❡♥t r❡❝♦r❞s✳

❋✉rt❤❡r♠♦r❡✱ ♣r♦❝❡ss ♠✐♥✐♥❣ t❡❝❤♥✐q✉❡s ❡①tr❛❝t ❛♥❞ ❡①❛♠✐♥❡ ♣r♦❝❡ss✲r❡❧❛t❡❞
✐♥❢♦r♠❛t✐♦♥ ❢r♦♠ ✭♣r♦❝❡ss✮ ❡✈❡♥t ❧♦❣s ❬✶❪✳ Pr♦❝❡ss ♠✐♥✐♥❣ ❝❛♥ ❜❡ ✉s❡❞ ❢♦r ❞❡❧t❛
❛♥❛❧②s✐s ❜② ❝♦♠♣❛r✐♥❣ t❤❡ ❞✐s❝♦✈❡r❡❞ ♣r♦❝❡ss ♠♦❞❡❧ ✭✐✳❡✳ t❤❡ ❛❝t✉❛❧ ♣r♦❝❡ss r❡♣r❡✲
s❡♥t❡❞ ❜② ❛ ♣r♦❝❡ss ♠♦❞❡❧ ♦❜t❛✐♥❡❞ t❤r♦✉❣❤ ♣r♦❝❡ss ♠✐♥✐♥❣✮ ✇✐t❤ ❛ ♣r❡s❝r✐♣t✐✈❡
♣r♦❝❡ss ♠♦❞❡❧ ❬✷❪ ✭✐✳❡✳ ❤♦✇ t❤❡ ♣r♦❝❡ss ♠♦❞❡❧ ✐s ❡①♣❡❝t❡❞ t♦ ✇♦r❦✮✳ ❋✉rt❤❡r♠♦r❡✱
♦r❣❛♥✐③❛t✐♦♥❛❧ ♠✐♥✐♥❣ t❡❝❤♥✐q✉❡s ❡①tr❛❝t ❛♥❞ ❞❡r✐✈❡ ♦r❣❛♥✐③❛t✐♦♥❛❧ str✉❝t✉r❡s
✇✐t❤ ♦r❣❛♥✐③❛t✐♦♥❛❧ ♠♦❞❡❧s ✭❡✳❣✳✱ ❬✶✾❪✮✳ ❚❤❡s❡ t❡❝❤♥✐q✉❡s ❝❛♥ ❜❡ s✉✐t❛❜❧❡ t♦ ❞❡✲
r✐✈❡ ❘❇❆❈ ♠♦❞❡❧s ❢r♦♠ ❡✈❡♥t ❧♦❣s ✭❢✉rt❤❡r ❝❛❧❧❡❞ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧s✮
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❬✶✺❪✳ ❈✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧s r❡✢❡❝t t❤❡ ♦♣❡r❛t✐♦♥❛❧ r❡❛❧✐t②❀ t❤❡② ♣r♦✈✐❞❡
✐♥❢♦r♠❛t✐♦♥ ♦♥ ✇❤✐❝❤ ✉s❡rs ❛❝t✐♥❣ ✐♥ ✇❤✐❝❤ r♦❧❡s ❤❛✈❡ ❛❝t✉❛❧❧② ❡①❡❝✉t❡❞ ✇❤✐❝❤
t❛s❦s✳ ❍❡♥❝❡✱ t❤❡s❡ ❛❝❝❡ss s♥❛♣s❤♦ts ❝❛♥ ❜❡ ✉s❡❞ ❢♦r ❛♥❛❧②s✐s ❛♥❞ ❡✈❛❧✉❛t✐♦♥✳

❚❤✐s ♣❛♣❡r ✐♥✈❡st✐❣❛t❡s ❞❡❧t❛ ❛♥❛❧②s✐s ♦❢ ❘❇❆❈ ♠♦❞❡❧s ✇❤✐❝❤ ❝♦♠♣❛r❡s ❛
♣r❡s❝r✐♣t✐✈❡ ❘❇❆❈ ♠♦❞❡❧ ✇✐t❤ ❛ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧ ❛♥❞ ❛♥❛❧②③❡s ❛♥❞
❡✈❛❧✉❛t❡s t❤❡ ♠♦❞❡❧s ❢♦r str✉❝t✉r❛❧ s✐♠✐❧❛r✐t✐❡s ❛♥❞ ❞✐✛❡r❡♥❝❡s✳ ❚❤❡r❡❢♦r❡✱ ✇❡
tr❛♥s❢♦r♠ ❘❇❆❈ ♠♦❞❡❧s ✐♥t♦ ❧❛❜❡❧❡❞ ❣r❛♣❤s ✭❝♠♣✳ ❬✶✸❪✮ ❛♥❞ ❝♦♠♣❛r❡ t❤❡♠ ✇✐t❤
❡✳❣✳✱ t❤❡ ❣r❛♣❤ ❡❞✐t ❞✐st❛♥❝❡ ✭❝❢✳ ❬✶✷✱ ✾❪✮✳ ❲✐t❤ ❞❡❧t❛ ❛♥❛❧②s✐s✱ ✇❡ ❤♦♣❡ t♦ ❞✐s❝♦✈❡r
❞✐✛❡r❡♥❝❡s ❜❡t✇❡❡♥ t❤❡ ♣r❡s❝r✐♣t✐✈❡ ❛♥❞ t❤❡ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧s✳ ❚❤❡s❡
❞❡✈✐❛t✐♦♥s ❝❛♥ ✐♥❞✐❝❛t❡ ❡✳❣✳✱ s❡❝✉r✐t② ❛♥❞ ❝♦♠♣❧✐❛♥❝❡ ✈✐♦❧❛t✐♦♥s ♦r ❛♥ ♦✉t❞❛t❡❞
❝♦♥✜❣✉r❛t✐♦♥ ♦❢ t❤❡ ❘❇❆❈ ♠♦❞❡❧✳ ❋✉rt❤❡r♠♦r❡✱ ❛ ❝❛s❡ st✉❞② s❤♦✇s t❤❛t t❤❡
❡✈❛❧✉❛t✐♦♥ ♦❢ ❛ s♥❛♣s❤♦t ♦❢ ❘❇❆❈ ♠♦❞❡❧s ❝❛♥ ❜❡ ❝♦♠♣❧❡① ❛♥❞ ❝❛♥ ♦♥❧② ❜❡
♣❡r❢♦r♠❡❞ ❜② ❞♦♠❛✐♥ ❡①♣❡rts✳

❚❤❡ r❡♠❛✐♥❞❡r ♦❢ t❤✐s ♣❛♣❡r ✐s str✉❝t✉r❡❞ ❛s ❢♦❧❧♦✇s✳ ❙❡❝t✐♦♥ ✷ ♦✉t❧✐♥❡s ❞❡❧t❛
❛♥❛❧②s✐s ♦❢ ❘❇❆❈ ♠♦❞❡❧s ❜② ❝♦♠♣❛r✐♥❣ t❤❡ str✉❝t✉r❡ ♦❢ ❘❇❆❈ ♠♦❞❡❧s✳ ❋✉r✲
t❤❡r♠♦r❡✱ str✉❝t✉r❛❧ ❞✐✛❡r❡♥❝❡s ♦❢ ❘❇❆❈ ♠♦❞❡❧s ❛r❡ ❡✈❛❧✉❛t❡❞ ✐♥ ❛ ❝❛s❡ st✉❞②
✐♥ ❙❡❝t✐♦♥ ✸✳ ❙❡❝t✐♦♥ ✹ r❡✈✐❡✇s r❡❧❛t❡❞ ✇♦r❦ ❛♥❞ ❙❡❝t✐♦♥ ✺ ❝♦♥❝❧✉❞❡s t❤❡ ♣❛♣❡r✳

✷ ❉❡❧t❛ ❆♥❛❧②s✐s ♦❢ ❘♦❧❡✲❜❛s❡❞ ❆❝❝❡ss ❈♦♥tr♦❧ ▼♦❞❡❧s

❉❡❧t❛ ❛♥❛❧②s✐s ❛✐♠s t♦ ❞✐s❝♦✈❡r ❞✐✛❡r❡♥❝❡s ❜❡t✇❡❡♥ ❞❡s❝r✐♣t✐✈❡✴♣r❡s❝r✐♣t✐✈❡ ❛♥❞
❞✐s❝♦✈❡r❡❞ ✭❝✉rr❡♥t✲st❛t❡✮ ❘❇❆❈ ♠♦❞❡❧s ❛s s❤♦✇♥ ✐♥ ❋✐❣✉r❡ ✶✳ ❈✉rr❡♥t✲st❛t❡
❘❇❆❈ ♠♦❞❡❧s ❝♦♥t❛✐♥ ✇❤✐❝❤ ✉s❡rs ✐♥ ✇❤✐❝❤ r♦❧❡s ❤❛✈❡ ❛❝t✉❛❧❧② ✐♥✈♦❦❡❞ ✇❤✐❝❤
♣❡r♠✐ss✐♦♥s ✐✳❡✳ r❡✢❡❝t ♦♣❡r❛t✐♦♥❛❧ r❡❛❧✐t②✳ ❍❡♥❝❡✱ t❤❡s❡ ❛❝❝❡ss s♥❛♣s❤♦ts ❝❛♥ ❜❡
✉s❡❞ ❢♦r ❛♥ ❡① ♣♦st ❛♥❛❧②s✐s ❛♥❞ ❡✈❛❧✉❛t✐♦♥ ♦❢ ❘❇❆❈ ✐♠♣❧❡♠❡♥t❛t✐♦♥s✳ ❆s s❤♦✇♥
✐♥ ❋✐❣✉r❡ ✶✱ ❞❡❧t❛ ❛♥❛❧②s✐s ✉s❡s t❤✐s ♦♣❡r❛t✐♦♥❛❧ ❦♥♦✇❧❡❞❣❡ ❛♥❞ ❝♦♠♣❛r❡s t❤❡ ❡①✲
✐st✐♥❣ ♦r✐❣✐♥❛❧✱ ❝♦♥❝❡♣t✉❛❧ ✭♣r❡s❝r✐♣t✐✈❡✮ ♠♦❞❡❧s ✇✐t❤ r❡❛❧✐t② t♦ ❞❡t❡❝t ✈✐♦❧❛t✐♦♥s
s✉❝❤ ❛s ✉♥❛✉t❤♦r✐③❡❞ ❛❝❝❡ss✳

❉❡❧t❛ ❛♥❛❧②s✐s ♦❢ ❘❇❆❈♠♦❞❡❧s ❝♦♥t❛✐♥s ♦❢ t❤r❡❡ st❡♣s✿ ✭✶✮ ♦❜t❛✐♥ ♣r❡s❝r✐♣t✐✈❡
❛♥❞ ❞✐s❝♦✈❡r❡❞ ❘❇❆❈ ♠♦❞❡❧s✱ ✭✷✮ ❝♦♠♣❛r❡ ❘❇❆❈ ♠♦❞❡❧s ❢♦r ❡✳❣✳✱ str✉❝t✉r❛❧
s✐♠✐❧❛r✐t✐❡s ❛♥❞ ❞✐✛❡r❡♥❝❡s ❛♥❞ ✭✸✮ ❛♥❛❧②③❡ ❛♥❞ ❡✈❛❧✉❛t❡ ❞✐✛❡r❡♥❝❡s t♦ ❞❡t❡❝t
✈✐♦❧❛t✐♦♥s✳ ■♥ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡❝t✐♦♥s✱ ✇❡ ✇✐❧❧ ❞❡✜♥❡ ❜❛s✐❝ ❝♦♥❝❡♣ts ❛♥❞ ♦✉t❧✐♥❡
t❤❡ str✉❝t✉r❛❧ ♠❛t❝❤✐♥❣ ♦❢ ❘❇❆❈ ♠♦❞❡❧s✳

✷✳✶ Pr❡❧✐♠✐♥❛r✐❡s

■♥ t❤✐s ♣❛♣❡r✱ ✇❡ s♣❡❝✐❢② ❛♥ ❘❇❆❈ ♠♦❞❡❧ ❜❛s❡❞ ♦♥ t❤❡ ◆■❙❚ st❛♥❞❛r❞ ❘❇❆❈
♠♦❞❡❧ ❞❡✜♥❡❞ ✐♥ ❬✶✶❪ ❛♥❞ ✐ts ❛❞♠✐♥✐str❛t✐✈❡ ♦♣❡r❛t✐♦♥s ✭❢✉rt❤❡r ❝❛❧❧❡❞ ❡❞✐t ♦♣✲
❡r❛t✐♦♥s✮✳ ❙♣❡❝✐✜❝❛❧❧②✱ ♦✉r ❛♣♣r♦❛❝❤ ✉s❡s t❤❡ ❢♦❧❧♦✇✐♥❣ ❡❞✐t ♦♣❡r❛t✐♦♥s ♦❢ ❬✶✶❪✿
❛❞❞❯s❡r✱ ❞❡❧❡t❡❯s❡r✱ ❛❞❞❘♦❧❡✱ ❞❡❧❡t❡❘♦❧❡✱ ❛❞❞P❡r♠✐ss✐♦♥✱ ❞❡❧❡t❡P❡r♠✐ss✐♦♥✱ ❛s✲
s✐❣♥❯s❡r✱ ❞❡❛ss✐❣♥❯s❡r✱ ❣r❛♥tP❡r♠✐ss✐♦♥✱ r❡✈♦❦❡P❡r♠✐ss✐♦♥✱ ❛❞❞■♥❤❡r✐t❛♥❝❡ ❛♥❞
❞❡❧❡t❡■♥❤❡r✐t❛♥❝❡✳ ❆ ❘❇❆❈ ♠♦❞❡❧ ❝♦♥t❛✐♥s ❛ s❡t ✉s❡rs✱ r♦❧❡s ❛♥❞ ♣❡r♠✐ss✐♦♥s
✭PRMS✮ ❛♥❞ t❤r❡❡ r❡❧❛t✐♦♥s ❡①✐st✿ ✉s❡rs ❝❛♥ ❜❡ ❛ss✐❣♥❡❞ t♦ r♦❧❡s ✭UA✮✱ ♣❡r✲
♠✐ss✐♦♥s ❝❛♥ ❜❡ ❛ss✐❣♥❡❞ t♦ r♦❧❡s ✭PA✮ ❛♥❞ r♦❧❡s ❝❛♥ ❜❡ ❛ss♦❝✐❛t❡❞ ✇✐t❤ r♦❧❡s
✭RH✮ ✐✳❡✳ ❛♥ ✐♥❤❡r✐t❛♥❝❡ r❡❧❛t✐♦♥ ❡①✐sts ❜❡t✇❡❡♥ r♦❧❡s✳ ❚♦ ❝♦♠♣❛r❡ t❤❡ str✉❝t✉r❡



Descriptive/
prescriptive

process models

Discovered
process models

Event 
logs

Descriptive/
prescriptive 

RBAC 
models

Discovered/
current-state
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❋✐❣✳ ✶✳ ❉❡❧t❛ ❆♥❛❧②s✐s ❖✈❡r✈✐❡✇ ✭❛❞❛♣t❡❞ ❢r♦♠ ❬✷❪✮

♦❢ ❘❇❆❈ ♠♦❞❡❧s ✇❡ tr❛♥s❢♦r♠ ❘❇❆❈ ♠♦❞❡❧s ✐♥t♦ ❧❛❜❡❧❡❞ ❣r❛♣❤s✳ ❚❤❡r❡❢♦r❡✱
✇❡ ✇✐❧❧ ❣✐✈❡ ❛ ❞❡✜♥✐t✐♦♥ ♦❢ ❛ ❞✐r❡❝t❡❞ ❛❝②❝❧✐❝ ❣r❛♣❤ ✭❉❆●✮ ❛♥❞ ❞❡s❝r✐❜❡ t❤❡
❣r❛♣❤✲tr❛♥s❢♦r♠❡❞ ❘❇❆❈ ♠♦❞❡❧✳

❆♥ ❧❛❜❡❧❡❞ ❉❆● ✐s ❞❡♥♦t❡❞ ❛s G = (N,E, α, β) ✇❤❡r❡ N ✐s ❛ s❡t ♦❢ ♥♦❞❡s✱ E
✭E ⊆ N ×N✮ ✐s ❛ s❡t ♦❢ ❡❞❣❡s✱ α ✐s ❛ ♥♦❞❡ ❧❛❜❡❧✐♥❣ ❢✉♥❝t✐♦♥❀ α : N → LN ✱ ❛♥❞ β

✐s ❛ ❧❛❜❡❧✐♥❣ ❢✉♥❝t✐♦♥ ❢♦r ❡❞❣❡s✿ β : E → LE ✳ ▲❡t (n,m) ∈ E ❜❡ ❛♥ ❡❞❣❡✱ (n,m) ✐s
✐♥❝✐❞❡♥t ❢r♦♠ ♥♦❞❡ n ❛♥❞ ❡♥t❡rs ♥♦❞❡ m✳ ❚❤❡ ♥✉♠❜❡r ♦❢ ❡❞❣❡s ❡♥t❡r✐♥❣ ❛ ♥♦❞❡ ✐s
❝❛❧❧❡❞ ✐♥✲❞❡❣r❡❡ ✭id✮✱ ❛♥❞ t❤❡ ♦✉t✲❞❡❣r❡❡ ✭od✮ s✐❣♥✐✜❡s t❤❡ ♥✉♠❜❡r ♦❢ ❡❞❣❡s ❧❡❛✈✐♥❣
❛ ♥♦❞❡✳ ❚❤❡r❡ ❡①✐st ♥♦ ✐s♦❧❛t❡❞ ♥♦❞❡s ✐♥ G❀ ∀n ∈ N : id(n)+od(n) > 0✳ ❚❤❡ ❧❛❜❡❧
r❡♣r❡s❡♥t❛t✐♦♥ ρ(G) ♦❢ G ✐s ❣✐✈❡♥ ❜② ρ(G) = {L,C, λ} ✇❤❡r❡ L = {α(n)|n ∈ N}
❛♥❞ C = {(α(n), α(m))|(n,m) ∈ E} ❛♥❞ λ : C → LE ✇✐t❤ λ(α(n), α(m)) =
β(n,m) ❢♦r ❛❧❧ (n,m) ∈ E✳

▲❡t ❛ ❣r❛♣❤✲tr❛♥s❢♦r♠❡❞ ❘❇❆❈ ♠♦❞❡❧ ❜❡ G = (N,E, α, β)✳ ❚❤❡♥✱ N =
{USERS ∪ROLES ∪ PRMS} ✐s ❛ s❡t ♦❢ ♥♦❞❡s ❛♥❞ E = {UA ∪ PA ∪RH} ✐s
❛ s❡t ♦❢ ❡❞❣❡s✳ ❚❤❡ ❧❛❜❡❧✐♥❣ ❢✉♥❝t✐♦♥s ❛r❡ ✐❞❡♥t✐❝❛❧❧② ❞❡✜♥❡❞ ❛s ✐♥ t❤❡ ❉❆●✳

✷✳✷ ❙tr✉❝t✉r❛❧ ▼❛t❝❤✐♥❣ ♦❢ ❘❇❆❈ ▼♦❞❡❧s

❲❡ ❝❛♥ ✐❞❡♥t✐❢② t❤r❡❡ ✭✉s❡✮ ❝❛s❡s ♦❢ t❤❡ ❝♦♠♣❛r✐s♦♥ ♦❢ ❘❇❆❈ ♠♦❞❡❧s✳ ■♥ t❤❡
✜rst ❝❛s❡✱ t❤❡ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧ ❡q✉❛❧s t❤❡ ♣r❡❞✐❝t✐✈❡ ❘❇❆❈ ♠♦❞❡❧ ❛s
s❤♦✇♥ ✐♥ ❋✐❣✉r❡ ✷ ✭❆✮ ❛♥❞ ✭❇✮✳ ❚❤✐s ❝❛s❡ ✐s ♣r♦❜❛❜❧② t❤❡ r❛r❡st ❝❛s❡✳ ■t s❡❡♠s
❧✐❦❡❧② t❤❛t t❤✐s ❝❛s❡ ♠❛② ♦♥❧② ❤❛♣♣❡♥ ✐❢ ❛ ♣r❡❞✐❝t✐✈❡ ♠♦❞❡❧ ❤❛s ❜❡❡♥ ♥❡✇❧②



r1

p1 p2

u1 u2

r1

p1 p2

u1 u2

r1

p1

u1 u2

r1

p1 p3

u1 u3
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❋✐❣✳ ✷✳ ❊①❛♠♣❧❡s ❢♦r ❛ ✭❆✮ Pr❡s❝r✐♣t✐✈❡ ❘❇❆❈▼♦❞❡❧ ❛♥❞ ❈✉rr❡♥t✲❙t❛t❡ ❘❇❆❈▼♦❞❡❧s
✭❇✮✱ ✭❈✮ ❛♥❞ ✭❉✮

✐♠♣❧❡♠❡♥t❡❞ ♦r r❡❝❡♥t❧② ❛❞❛♣t❡❞✳ ❉❡❧t❛ ❛♥❛❧②s✐s ❝❛♥ ❜❡ ✉s❡❞ t♦ ✈❡r✐❢② t❤❡ ❧❛t❡st
❘❇❆❈ ✐♠♣❧❡♠❡♥t❛t✐♦♥✳

❋✉rt❤❡r♠♦r❡✱ t❤❡ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧ ✐s ❛ s✉❜❣r❛♣❤ ♦❢ t❤❡ ♣r❡❞✐❝t✐✈❡
♠♦❞❡❧ ✐♥ t❤❡ s❡❝♦♥❞ ❝❛s❡ ✭❝♠♣✳ ❋✐❣✉r❡ ✷ ✭❆✮ ❛♥❞ ✭❈✮✮✳ ❈✉rr❡♥t✲st❛t❡ ❘❇❆❈
♠♦❞❡❧s r❡✢❡❝t t❤❡ ♦♣❡r❛t✐♦♥❛❧ r❡❛❧✐t②❀ t❤❡② ❞♦ ♥♦t r❡✢❡❝t ❛ ❢✉❧❧ st❛t❡ ✐✳❡✳ ❝❡rt❛✐♥
✉s❡rs✱ r♦❧❡s✱ ❛♥❞ ♣❡r♠✐ss✐♦♥s ❛r❡ ♥♦t ✐♥❝❧✉❞❡❞ ❜❡❝❛✉s❡ t❤❡② ❛r❡ ♥♦t ❧✐st❡❞ ✐♥ ❡✈❡♥t
❧♦❣s✳ ❋♦r ❡①❛♠♣❧❡✱ ❝❡rt❛✐♥ ♣❡r♠✐ss✐♦♥s ❛r❡ ❞❡✜♥❡❞ ✐♥ ❘❇❆❈ ♠♦❞❡❧s s✉❝❤ ❛s t❤❛t
❛ ♣r❡s✐❞❡♥t ❤❛s ♣❡r♠✐ss✐♦♥ t♦ ❧❛✉♥❝❤ ♥✉❝❧❡❛r ✇❡❛♣♦♥s✳ ❍♦✇❡✈❡r✱ t❤❡ ♣r❡s✐❞❡♥t
♠✐❣❤t ❤❛✈❡ t❤❡ ♣❡r♠✐ss✐♦♥ ❜✉t ❤❡ ♦r s❤❡ ♠✐❣❤t ♥♦t ❡①❡r❝✐s❡ ✐t ♦❢t❡♥✳ ❍❡♥❝❡✱ t❤❡
❝✉rr❡♥t✲st❛t❡ ♠♦❞❡❧ ✐s st✐❧❧ ✈❛❧✐❞ ❛♥❞ ❝❡rt❛✐♥ ♣❡r♠✐ss✐♦♥s ❛r❡ ♥♦t ✐♥❝❧✉❞❡❞✳

■♥ t❤❡ t❤✐r❞ ❝❛s❡✱ t❤❡ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧ ❞✐✛❡rs ❢r♦♠ t❤❡ ♣r❡❞✐❝t✐✈❡
❘❇❆❈ ♠♦❞❡❧ ❛s s❤♦✇♥ ✐♥ ❋✐❣✉r❡ ✷ ✭❆✮ ❛♥❞ ✭❉✮ ❡✳❣✳✱ ♥❡✇ ✉s❡rs✱ ♣❡r♠✐ss✐♦♥s
♦r r♦❧❡s ❛r❡ ✐♥❝❧✉❞❡❞✳ ❋♦r ❡①❛♠♣❧❡✱ t❤❡ r♦❧❡ str✉❝t✉r❡ ✐♥ ❘❇❆❈ ❞❡♣❡♥❞s ♦♥
t❤❡ ❛♣♣❧✐❡❞ t❡❝❤♥✐q✉❡ s✉❝❤ ❛s r♦❧❡ ♠✐♥✐♥❣ ✭❡✳❣✳✱ ✜♥❞✐♥❣ ❛ ♠✐♥✐♠❛❧ ❞❡s❝r✐♣t✐✈❡
s❡t ♦❢ r♦❧❡s ❬✷✵❪✮ ♦r ♦r❣❛♥✐③❛t✐♦♥❛❧ ♠✐♥✐♥❣ ✭❝♠♣✳✱ ❬✶✺❪✮✳ ■♥ ♦r❞❡r t♦ ♠✐♥✐♠✐③❡
❞❡✈✐❛t✐♦♥s ✐♥ r♦❧❡ str✉❝t✉r❡✱ ✇❡ r❡❝♦♠♠❡♥❞ t♦ ✉s❡ t❤❡ s❛♠❡ ♠✐♥✐♥❣ ❛❧❣♦r✐t❤♠
❢♦r t❤❡ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧ ❛s t❤❡ ♣r❡❞✐❝t✐✈❡ ♠♦❞❡❧✳

❇❛s❡❞ ♦♥ t❤❡s❡ ❝❛s❡s✱ ✇❡ ❡✈❛❧✉❛t❡❞ ✐♥❡①❛❝t ❣r❛♣❤ ♠❛t❝❤✐♥❣ t❡❝❤♥✐q✉❡s ✭❡✳❣✳✱
❬✻✱ ✽❪✮✳ ❲❡ ❛ss✉♠❡ t❤❛t ❘❇❆❈ ♠♦❞❡❧s ✉s❡ ✉♥✐q✉❡ ❧❛❜❡❧s ✐✳❡✳ ✉s❡rs✱ r♦❧❡s ❛♥❞
♣❡r♠✐ss✐♦♥s ❤❛✈❡ ✉♥✐q✉❡ ■❉s✳ ●✐✈❡♥ t❤✐s str✉❝t✉r❛❧ r❡q✉✐r❡♠❡♥t ❛♥❞ ❜❛s❡❞ ♦♥ ❛♥
❡①t❡♥s✐✈❡ ❧✐t❡r❛t✉r❡ r❡✈✐❡✇✱ ❣r❛♣❤ ♠❛t❝❤✐♥❣ t❡❝❤♥✐q✉❡s ❢♦r ❣r❛♣❤s ✇✐t❤ ✉♥✐q✉❡
♥♦❞❡ ❧❛❜❡❧s ❛s s♣❡❝✐✜❡❞ ✐♥ ❬✾❪ ❛r❡ t❤❡ ♠♦st s✉✐t❛❜❧❡ ❢♦r t❤✐s ❞♦♠❛✐♥✳ ■♥ ❢❛❝t✱ t❤❡
♣r♦❜❧❡♠s ❣r❛♣❤ ✐s♦♠♦r♣❤✐s♠✱ s✉❜❣r❛♣❤ ✐s♦♠♦r♣❤✐s♠✱ t❤❡ ♠❛①✐♠✉♠ ❝♦♠♠♦♥
s✉❜❣r❛♣❤ ✭❝❢✳ ❬✼❪✮ ❛♥❞ t❤❡ ❣r❛♣❤ ❡❞✐t ❞✐st❛♥❝❡ ❛s s♣❡❝✐✜❡❞ ✐♥ ❬✾❪ ❝❛♥ ❝♦✈❡r ❛❧❧
t❤r❡❡ ❝❛s❡s✿

▲❡t ❛ ❣r❛♣❤✲tr❛♥s❢♦r♠❡❞ ❘❇❆❈ ♠♦❞❡❧ ❜❡ P = {N1, E1, α1, β1}✱ ❛♥♦t❤❡r
❣r❛♣❤✲tr❛♥s❢♦r♠❡❞ ❘❇❆❈ ♠♦❞❡❧ ❜❡ S = {N2, E2, α2, β2} ❛♥❞ t❤❡✐r ❧❛❜❡❧ r❡♣r❡✲
s❡♥t❛t✐♦♥s ❜❡ ρ(P ) = {L1, C1, λ1} ❛♥❞ ρ(S) = {L2, C2, λ2}✳

✕ ●r❛♣❤ ✐s♦♠♦r♣❤✐s♠ ❜❡t✇❡❡♥ P ❛♥❞ S ✐s ❛ ❜✐❥❡❝t✐✈❡ ♠❛♣♣✐♥❣ f : N1 → N2

s✉❝❤ t❤❛t α1(n) = α2(f(n))✱ ∀n ∈ P ❛♥❞ β1(n,m) = β2(f(n), f(m)), ∀(n,m) ∈
E1✳ ●r❛♣❤ S ✐s ✐s♦♠♦r♣❤✐❝ t♦ ❣r❛♣❤ P ✐❢ ρ(P ) = ρ(S) ✐✳❡✳ L1 = L2✱ C1 = C2

❛♥❞ λ1 = λ2✳



✕ ❙✉❜❣r❛♣❤ ✐s♦♠♦r♣❤✐s♠ ❜❡t✇❡❡♥ P ❛♥❞ S ✐s ❛♥ ✐♥❥❡❝t✐✈❡ ♠❛♣♣✐♥❣ f : N1 →
N2 ✐❢ t❤❡r❡ ❡①✐sts ❛ s✉❜❣r❛♣❤ S ⊆ P ✳ ●r❛♣❤ S ✐s s✉❜❣r❛♣❤ ✐s♦♠♦r♣❤✐❝ t♦
❣r❛♣❤ P ✐❢ L2 ⊆ L1✱ C2 ⊆ C1 ❛♥❞ λ2 ⊆ λ1✳

✕ ▲❡t G ❜❡ ❛ ❣r❛♣❤ ✇✐t❤ ρ(G) = {L,C, λ} s✉❝❤ t❤❛t L = L1 ∩ L2✱ C =
{(n,m)|(n,m) ∈ C1 ∩ C2} ❛♥❞ λ1(n,m) = λ2(n,m) ❛♥❞ λ(n,m) = λ1(n,m)
❢♦r ❛❧❧ (n,m) ∈ C✳ ❚❤❡♥✱ t❤❡ ♠❛①✐♠✉♠ ❝♦♠♠♦♥ s✉❜❣r❛♣❤ ♦❢ P ❛♥❞ S ✐s G✳

✕ ❚❤❡ ❣r❛♣❤ ❡❞✐t ❞✐st❛♥❝❡ d(P, S) ♠❡❛s✉r❡s t❤❡ ♠✐♥✐♠❛❧ ♥✉♠❜❡r ♦❢ ❣r❛♣❤
❡❞✐t ♦♣❡r❛t✐♦♥s ♥❡❝❡ss❛r② t♦ tr❛♥s❢♦r♠ ♦♥❡ ❣r❛♣❤ P ✐♥t♦ ❛♥♦t❤❡r ❣r❛♣❤ S✳
P❧❡❛s❡ ♥♦t❡ t❤❛t ✇❡ ❝♦♥s✐❞❡r t❤❡ ❘❇❆❈ ❡❞✐t ♦♣❡r❛t✐♦♥s ♦✉t❧✐♥❡❞ ✐♥ ❙❡❝t✐♦♥
✷✳✶ ❛s ❣r❛♣❤ ❡❞✐t ♦♣❡r❛t✐♦♥s✳ ❚❤❡ ❣r❛♣❤ ❡❞✐t ❞✐st❛♥❝❡ ❜❡t✇❡❡♥ P ❛♥❞ S

✐s d(P, S) = |L1| + |L2| − 2 |L1 ∩ L2| + |C1| + |C2| − 2 |C0| +
∣

∣

∣
C

′

0

∣

∣

∣
✇❤❡r❡

C0 = {(n,m)|(n,m) ∈ C1 ∩ C2} ✇❤❡r❡ λ1(n,m) = λ2(n,m) ❛♥❞
C

′

0
= {(n,m)|(n,m) ∈ C1 ∩ C2} ✇❤❡r❡ λ1(n,m) 6= λ2(n,m)✳

❆❧❧ ♣r♦❜❧❡♠s ❛r❡ ❞❡♣❧♦②❡❞ ❛♥❞ t❡st❡❞ ✐♥ ❛ ♣r♦t♦t②♣✐❝❛❧ ✐♠♣❧❡♠❡♥t❛t✐♦♥✳ ❯s✐♥❣
✉♥✐q✉❡ ♥♦❞❡ ❧❛❜❡❧s✱ t❤❡ ❝♦♠♣✉t❛t✐♦♥❛❧ ❝♦♠♣❧❡①✐t② ❢♦r ❛❧❧ ♣r♦❜❧❡♠s ✐s O(n2)✳

✸ ❈❛s❡ ❙t✉❞②

❋✐❣✉r❡ ✸ ❞✐s♣❧❛②s ❛ ❣r❛♣❤ r❡♣r❡s❡♥t❛t✐♦♥ ♦❢ ❛ ✭❆✮ ♣r❡❞✐❝t✐✈❡ ❛♥❞ ❛ ✭❇✮ ❝✉rr❡♥t✲
st❛t❡ ❘❇❆❈ ♠♦❞❡❧✳ ❆s ❝❛♥ ❜❡ s❡❡♥ ❢r♦♠ t❤❡ ✜❣✉r❡s✱ t❤❡ ♣r❡❞✐❝t✐✈❡ ❘❇❆❈ ♠♦❞❡❧
❞✐✛❡rs ❢r♦♠ t❤❡ ❝✉rr❡♥t✲st❛t❡ ♠♦❞❡❧✳ ❚❤❡ ❞✐st❛♥❝❡ ♦❢ ❜♦t❤ ♠♦❞❡❧s ✐s ♠❡❛s✉r❡❞
❜② t❤❡ ❣r❛♣❤ ❡❞✐t ❞✐st❛♥❝❡ ✭d(A,B) = 14✮✳ ❚❤❡ ❡❞✐t ♦♣❡r❛t✐♦♥s ♥❡❝❡ss❛r② t♦
tr❛♥s❢♦r♠ ♠♦❞❡❧ ✭❆✮ t♦ ✭❇✮ ❛r❡ s❤♦✇♥ ✐♥ ❋✐❣✉r❡ ✸✳

❉✐✛❡r❡♥❝❡s ✐♥ t❤❡ str✉❝t✉r❡ ♦❢ t❤❡ t✇♦ ❘❇❆❈ ♠♦❞❡❧s ✐♥ ❋✐❣✉r❡ ✸ ❝❛♥ ✐♥❞✐❝❛t❡
✈✐♦❧❛t✐♦♥s✳ ❋♦r ❡①❛♠♣❧❡✱ ✉s❡r ✉✼ ✐s ✐♥❝❧✉❞❡❞ ✐♥ t❤❡ ♣r❡❞✐❝t✐✈❡ ♠♦❞❡❧ ✭❆✮ ❜✉t ✐s
♥♦t s❤♦✇♥ ✐♥ t❤❡ ❝✉rr❡♥t✲st❛t❡ ♠♦❞❡❧ ✭❇✮✳ ❚❤✐s ❝♦✉❧❞ s✐❣♥✐❢② t❤❛t ✉✼ ✇❛s ♥♦t
❛❝t✐✈❡ ❞✉r✐♥❣ t❤❛t t✐♠❡ ✭❡✳❣✳✱ ♦♥ ✈❛❝❛t✐♦♥✮ ♦r t❤❛t ❤❡ ♦r s❤❡ ✐s ♥♦t ❛ ✉s❡r ❛♥②
♠♦r❡ ✭❡✳❣✳✱ r❡t✐r❡❞✮✳ ❍♦✇❡✈❡r✱ ✐t s❡❡♠s t❤❛t ✉✺ ✇❤♦ ✇❛s ❛ss✐❣♥❡❞ t♦ r♦❧❡ r✸ ✐♥
✭❆✮ ❤❛s r✹ ✐♥ ✭❇✮✳ ❚❤✐s ❝♦✉❧❞ ✐♥❞✐❝❛t❡ t❤❛t ✉✺ ❝❤❛♥❣❡❞ r♦❧❡s ✭❡✳❣✳✱ ♣r♦♠♦t✐♦♥✮ ♦r
t❤❛t ❤❡ ♦r s❤❡ ✈✐♦❧❛t❡❞ ♣❡r♠✐ss✐♦♥s ✭❡✳❣✳✱ ❛❝q✉✐r❡❞ ✉♥❛✉t❤♦r✐③❡❞ ❛❝❝❡ss t♦ ❛❝❝❡ss
r✐❣❤ts✮✳ ■♥ t❤❡ ❝❛s❡ ♦❢ ✉✺✱ ❞❡❧❡❣❛t✐♦♥s ♦❢ r♦❧❡s ✐♥ ❘❇❆❈ ♦r t❛s❦s ✐♥ ❜✉s✐♥❡ss
♣r♦❝❡ss❡s ❝❛♥ ❝❛✉s❡ t❤❡s❡ ❞❡✈✐❛t✐♦♥s✳

❋✉rt❤❡r♠♦r❡✱ t❤❡ ♠♦❞❡❧s ✐♥ ❋✐❣✉r❡ ✸ ❞✐✛❡r ✐♥ t❤❡ r♦❧❡ ❤✐❡r❛r❝❤②✳ ❋♦r ❡①❛♠♣❧❡✱
r♦❧❡ r✻ ✐s ❝r❡❛t❡❞ ✐♥ ✭❇✮ ❛♥❞ ✐♥❤❡r✐ts ♣❡r♠✐ss✐♦♥s ♦❢ r✸ ❛♥❞ r✷✳ ■♥t❡r❡st✐♥❣❧②✱
t❤❡ ✐♥❝❧✉s✐♦♥ ♦❢ r✻ ❛❞❞s ♦♥❧② ❛♥ ❛❞❞✐t✐♦♥❛❧ r♦❧❡ ❧❛②❡r ❜✉t ❞♦❡s ♥♦t ❝❤❛♥❣❡ t❤❡
s❡♠❛♥t✐❝s ✭❡✳❣✳✱ ✉s❡r ✉✻ ❝❛♥ st✐❧❧ ♣❡r❢♦r♠ t❤❡ s❛♠❡ s❡t ♦❢ ♣❡r♠✐ss✐♦♥s✮✳ ■♥ ✭❆✮✱
✉✶ ✐s ❛ss✐❣♥❡❞ t♦ t❤❡ r♦❧❡s r✶ ❛♥❞ r✸✳ ❚❤❡s❡ ❛ss✐❣♥♠❡♥ts ❛r❡ ♥♦t ✐♥❝❧✉❞❡❞ ✐♥ ✭❇✮
❛s r✶ ✐♥❤❡r✐ts ♣❡r♠✐ss✐♦♥s ♦❢ r✸ ✭❡✳❣✳✱ r❡❞✉❝❡❞ ❜② t❤❡ ♠✐♥✐♥❣ ❛❧❣♦r✐t❤♠✮✳

■t ❝❛♥ ❜❡ s❡❡♥ ❢r♦♠ t❤❡ ❝❛s❡ st✉❞② t❤❛t t❤❡ ❡✈❛❧✉❛t✐♦♥ ♦❢ str✉❝t✉r❛❧ ❞✐✛❡r✲
❡♥❝❡s ✐s ❝♦♠♣❧❡①✳ ❉❡✈✐❛t✐♦♥s ❝❛♥ ❜❡ ❝❛✉s❡❞ ♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ♠✐♥✐♥❣ t❡❝❤♥✐q✉❡
✭❡✳❣✳✱ ❛❞❞✐t✐♦♥❛❧ r♦❧❡ r✻✮✱ s❡❝✉r✐t② ✈✐♦❧❛t✐♦♥s ✭❡✳❣✳✱ ✉✺✮✱ ✐♥❛❝t✐✈✐t② ♦r ❛❜s❡♥❝❡ ✭❡✳❣✳✱
✉✼✮ ❛♥❞ ♠✐s❝♦♥✜❣✉r❛t✐♦♥ ✭❡✳❣✳✱ ♦✉t❞❛t❡❞ ❛ss✐❣♥♠❡♥ts✮✳ ●✐✈❡♥ t❤❡s❡ ♠✉❧t✐❢❛❝❡t❡❞
❝❛✉s❡s✱ t❤❡ ❡✈❛❧✉❛t✐♦♥ ❤❛s t♦ ❜❡ ♣❡r❢♦r♠❡❞ ♦r ♠♦♥✐t♦r❡❞ ❜② ❡①♣❡rts ✇✐t❤ ❞♦♠❛✐♥
❦♥♦✇❧❡❞❣❡✳ ❉✉❡ t♦ t❤❡ ❧❛r❣❡ s✐③❡ ♦❢ ❘❇❆❈ s②st❡♠s ✇✐t❤ t❤♦✉s❛♥❞s ♦❢ r♦❧❡s ✭❝❢✳
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(A) Predictive RBAC Model
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(B) Current-State RBAC Model

Edit Operations

deassignUser(u1,r3)
deassignUser(u5,r3)
deassignUser(u6,r2)
deassignUser(u6,r3)
deassignUser(u7,r4)
deleteUser(u7)
revokePermission(r3,p10)
deletePermission(p10)
addRole(r6)
assignUser(u6,r6)
assignUser(u5,r4)
addInheritance(r6,r2)
addInheritance(r6,r3)
addInheritance(r1,r3)
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✭❜✮ ❈✉rr❡♥t✲❙t❛t❡ ❘❇❆❈ ▼♦❞❡❧

❬✶✽❪✮ ❛♥ ❛✉t♦♠❛t❡❞ ❡✈❛❧✉❛t✐♦♥ ✐s ♣r❡❢❡rr❡❞ ❛♥❞ ❝❛♥ ❜❡ ❝✉♠❜❡rs♦♠❡✳ ❇② ❝♦♠♣❛r✲
✐♥❣ ❛ s❡❝t✐♦♥ ♦❢ ❛ ❘❇❆❈ ♠♦❞❡❧ ♦r ❜② ❛♥❛❧②③✐♥❣ t❤❡ ❘❇❆❈ ♠♦❞❡❧ ♦❢ ❛ ❝❡rt❛✐♥
❜✉s✐♥❡ss ♣r♦❝❡ss ❝❛♥ r❡❞✉❝❡ t❤❡ s✐③❡ ♦❢ t❤❡ ♠♦❞❡❧s✳

✹ ❘❡❧❛t❡❞ ❲♦r❦

■♥ r❡❝❡♥t ②❡❛rs✱ ♠❛♥② ❡①t❡♥s✐♦♥s ♦❢ t❤❡ ◆■❙❚ ❘❇❆❈ ♠♦❞❡❧ ❬✶✶❪ ❤❛✈❡ ❜❡❡♥ ♣r♦✲
♣♦s❡❞ t♦ ✐♥❝❧✉❞❡ ❛s♣❡❝ts ♦❢ P❆■❙✳ ❋♦r ❡①❛♠♣❧❡✱ t❤❡ ❲✲❘❇❆❈ ♠♦❞❡❧ ❬✷✶❪ ❡①t❡♥❞s
t❤❡ ◆■❙❚ ♠♦❞❡❧ ❢♦r ❝❛s❡s ❛♥❞ ♦r❣❛♥✐③❛t✐♦♥❛❧ ✉♥✐ts✳ ❋✉rt❤❡r ❡①❛♠♣❧❡s ✐♥t❡❣r❛t❡
♣r♦❝❡ss ❝❤❛♥❣❡s ♦r str✉❝t✉r❛❧ ❛♥❞ ♦♣❡r❛t✐♦♥❛❧ ❛s♣❡❝ts ✐♥ ❛♥ ❘❇❆❈ ♠♦❞❡❧ ✭❡✳❣✳✱
❬✷✷✱ ✶✼✱ ✶✻❪✮✳

❆ ❣r❛♣❤✲❜❛s❡❞ ❢♦r♠❛❧✐s♠ ✐♥ ❬✶✸❪ s♣❡❝✐✜❡s st❛t✐❝ ❛♥❞ ❞②♥❛♠✐❝ ❝♦♥s✐st❡♥❝②
❝♦♥❞✐t✐♦♥s ✐♥ ❣r❛♣❤s✳ ▼♦r❡♦✈❡r✱ ❣r❛♣❤ ♦♣t✐♠✐③❛t✐♦♥ ❢♦r r♦❧❡ ❡♥❣✐♥❡❡r✐♥❣ ✐s s❤♦✇♥
✐♥ ✭❡✳❣✳✱ ❬✷✹❪✮✳ ■♥ t❤✐s ♣❛♣❡r✱ ✇❡ ✉s❡ ❣r❛♣❤s t♦ ❝♦♠♣❛r❡ t❤❡ str✉❝t✉r❡ ♦❢ ❘❇❆❈
♠♦❞❡❧s✳ ❆ ❝♦♠♣❛r✐s♦♥ ♦❢ ❘❇❆❈ ♠♦❞❡❧s ♣r♦♣♦s❡❞ ✐♥ ❬✺❪ ❛✐♠s t♦ ♠✐❣r❛t❡ ❛♥
❡①✐st✐♥❣ ❘❇❆❈ ♠♦❞❡❧ ✐♥t♦ ❛ ❞❡s✐r❡❞ ♠♦❞❡❧ ✭❛ ❞❡s✐❣♥❛t❡❞ st❛t❡✮✳ ❚❤❡ ❣♦❛❧ ♦❢
❞❡❧t❛ ❛♥❛❧②s✐s ✐s t♦ ❝♦♠♣❛r❡ ❜♦t❤ ❘❇❆❈ ♠♦❞❡❧s t♦ ❛♥❛❧②③❡ ❞✐✛❡r❡♥❝❡s t♦ ❞❡t❡❝t
s❡❝✉r✐t② ✈✐♦❧❛t✐♦♥s✳

■♥ ❜✉s✐♥❡ss ♣r♦❝❡ss❡s✱ ❝✉rr❡♥t r❡s❡❛r❝❤ ♣r♦✈✐❞❡s s✐♠✐❧❛r✐t② ♠❡tr✐❝s ❢♦r ❡✳❣✳✱
str✉❝t✉r❛❧ ♦r ❧❛❜❡❧ ♠❛t❝❤✐♥❣ ♦❢ ♣r♦❝❡ss❡s ✭❡✳❣✳✱ ❬✶✵❪✮✳ ❍♦✇❡✈❡r✱ ✐♥ t❤✐s ♣❛♣❡r
✇❡ ❝❡♥t❡r ♦♥ ❘❇❆❈ ♠♦❞❡❧s ✇❤✐❝❤ ❤❛✈❡ ❞✐✛❡r❡♥t str✉❝t✉r❛❧ r❡q✉✐r❡♠❡♥ts s✉❝❤



❛s r♦❧❡ ❤✐❡r❛r❝❤✐❡s ♦r ✉♥✐q✉❡ ♥♦❞❡ ❧❛❜❡❧s✳ ❚❤❡ s✉✐t❛❜✐❧✐t② ♦❢ ♣r♦❝❡ss ♠✐♥✐♥❣ ❢♦r
s❡❝✉r✐t② ❛✉❞✐ts s✉❝❤ ❛s ❡✈❛❧✉❛t✐♥❣ ❛✉t❤♦r✐③❛t✐♦♥ ❝♦♥str❛✐♥ts ✐s s❤♦✇♥ ✐♥ ❬✸❪✳ ■♥
❢❛❝t✱ t❤❡ ❡✈❛❧✉❛t✐♦♥ ✐s ♣❡r❢♦r♠❡❞ ♠❛♥✉❛❧❧② ❛♥❞ ✇✐t❤ r❡s♣❡❝t t♦ r♦❧❡s✳ ❆s t❤❡
❡✈❡♥t ❧♦❣s ♣r♦✈✐❞❡ ♦♥❧② ✉s❡r ❛♥❞ t❛s❦ ✐♥❢♦r♠❛t✐♦♥✱ t❤❡ ❛♥❛❧②s✐s ✐s ❝✉♠❜❡rs♦♠❡
❛♥❞ ❛♥ ♦r❣❛♥✐③❛t✐♦♥❛❧ ♠♦❞❡❧ ✐s ♥❡❡❞❡❞✳ ❉❡❧t❛ ❛♥❛❧②s✐s ❛❧r❡❛❞② ❝♦♥s✐❞❡rs t❤❡
♦r❣❛♥✐③❛t✐♦♥❛❧ ♠♦❞❡❧ ✭❡✳❣✳✱ r♦❧❡s✮ ❛♥❞ ❡♥❛❜❧❡s ❛♥ ❛✉t♦♠❛t❡❞ ❡✈❛❧✉❛t✐♦♥✳
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❚❤✐s ♣❛♣❡r ❞❡s❝r✐❜❡❞ ❞❡❧t❛ ❛♥❛❧②s✐s ♦❢ ❘❇❆❈ ♠♦❞❡❧s ✇❤✐❝❤ ❝♦♠♣❛r❡s ❛ ♣r❡s❝r✐♣✲
t✐✈❡ ❘❇❆❈ ♠♦❞❡❧ ✇✐t❤ ❛ ❝✉rr❡♥t✲st❛t❡ ❘❇❆❈ ♠♦❞❡❧✳ ❚❤✐s ❛♣♣r♦❛❝❤ ❛✐♠s t♦
✐❞❡♥t✐❢② s❡❝✉r✐t② ✈✐♦❧❛t✐♦♥s s✉❝❤ ❛s ✉♥❛✉t❤♦r✐③❡❞ ❛❝❝❡ss✳ ■♥ t❤✐s ♣❛♣❡r✱ ✇❡ tr❛♥s✲
❢♦r♠ ❘❇❆❈ ♠♦❞❡❧s ✐♥t♦ ❧❛❜❡❧❡❞ ❣r❛♣❤s ❛♥❞ ❛♥❛❧②③❡ ❛♥❞ ❝♦♠♣❛r❡ t❤❡ str✉❝t✉r❡
♦❢ ❘❇❆❈ ♠♦❞❡❧s t♦ ✐❞❡♥t✐❢② ❞✐✛❡r❡♥❝❡s ✇❤✐❝❤ ❝❛♥ ✐♥❞✐❝❛t❡ s❡❝✉r✐t② ✈✐♦❧❛t✐♦♥s✳
❋✉rt❤❡r♠♦r❡✱ ✇❡ s❤♦✇ ✐♥ ❛ ❝❛s❡ st✉❞② t❤❛t t❤❡ ❝♦♠♣❛r✐s♦♥ ♦❢ ❘❇❆❈ ♠♦❞❡❧s
❝❛♥ ❜❡ ❝♦♠♣❧❡① ❛♥❞ ❝❛♥ ♦♥❧② ❜❡ ♣❡r❢♦r♠❡❞ ❜② ❞♦♠❛✐♥ ❡①♣❡rts✳ ❋♦r ❢✉t✉r❡ ✇♦r❦✱
✇❡ ♣❧❛♥ t♦ ✐♥❝❧✉❞❡ ❛♥❞ ❡①❛♠✐♥❡ s❡♠❛♥t✐❝ ❞✐st❛♥❝❡ ♠❡❛s✉r❡s t♦ ❝♦♠♣❛r❡ ❘❇❆❈
♠♦❞❡❧s✳ ❆s str✉❝t✉r❡ ♦❢ ❘❇❆❈ ♠♦❞❡❧s ✐s ❛♥ ❛s♣❡❝t✱ ✇❡ ✇❛♥t t♦ ❡①❛♠✐♥❡ s❡♠❛♥✲
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