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Abstract 
An Image would yield better impact in convincing someone of 
something rather than pure description by words. Digital images 
are widely used in various fields like medical imaging, 
journalism, scientific manipulations and digital forensics. 
However, images are not reliable as it may be. Digital images can 
be easily tampered with image editing tools. One of the major 
problems in image forensics is determining if a particular image 
is authentic or not. Digital image forensic is an emerging field of 
image processing area. Copy-move forgery is one type of image 
forgery in digital image forensic where various methods have 
been proposed in the field to detect the forgery. In this paper a 
technique is presented to detect Copy-Move Forgery based on 
SURF and KD-Tree for multidimensional data matching. We 
demonstrate our method with high resolution images affected by 
copy-move forgery. 
Keywords: Image forensic, Copy-move forgery, SURF, KD-tree 

1. Introduction   

Nowadays, digital images are widely used in our society. 
From newspapers to the tabloid magazines, scientific 
journals, physicians in medical field, fashion industries, 
court rooms and other outlets heavily depend on digital 
images. Information integrity is fundamental in many 
fields. Historically we had confidence in the integrity of 
imagery; today’s digital technology has begun to erode this 
trust. Even though tampering with photograph is not new, 
during the past few years, doctored images are appearing 
with growing frequency and sophistication. This is mainly 
due to the availability of low-cost hardware and photo 
editing software which makes it easy to manipulate and 
alter digital images without leaving any obvious trace.  For 
an example recently, (September 2010) Egypt’s state-run 
newspaper, Al-Ahram, published the altered photo (Fig. 1) 
of Egyptian President Mubarak walking with Israeli, US, 
Palestinian and Jordanian leaders during the latest  Middle 
East peace talk 

 
               (a) Original photo                   (b) Altered photo 
 
Fig 1: (a) Original photo shows President Mubarak is 
walking behind the other leaders (b) Altered photo shows 
President Mubarak leading the group. 
 
With the emergence of digital forensics over the past few 
years, trust in the field of digital imagery has been 
restored. Forgery detection aims to tell whether the digital 
image content is authentic without image forgery 
operations. Till now, several methods have been proposed 
to detect forgeries. Basically, the digital image forgery 
detection methods are classified into Active Digital Image 
Forensics and Passive Digital Image Forensics or Blind 
Digital Image Forensics [1]. Unlike the active method such 
as digital watermarking and digital signature (Fig. 2(a)), 
the passive approach does not rely on pre-embedded 
information (Fig. 2(b)).  
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Fig. 2(a): Active forgery detection scheme 
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Fig. 2(b): Passive forgery detection scheme 
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Over the past five years have seen a g rowth on passive 
digital image tampering detection, which could be 
categorized at three levels [2]: 
 

1) Low Level: Statistical characteristics of digital 
image pixels or DCT coefficients are used to 
detect the tampering. 

 
2) Middle Level: Methods at this level  use simple 

semantic information to detect the trace of 
tampering 

 
3) High Level i.e., semantic level:  S ometimes 

tampering is done with an intention to change the 
meaning of image content it originally conveyed, 
which becomes very difficult for computer to use 
semantic information to detect forgery. For  
example, it does not make sense to have an image 
in which Barrack Obama shaking hands with 
Osama Bin Laden.  

 
1.1 Copy-Move Forgery  

 
Copy-move forgery, as depicted in Fig. 3, is one type of 
forgery, in which one part of the image itself is copied and 
pasted into another part of the same image to conceal a 
person or an object in the scene.  
 

 
 

(a)                                        (b) 
 

Fig 3: An example of image forgery. (a) the original image 
with one name board on the left side of the railway  track.   
(b) forged image with two name boards. 
 
Since, the copied part come from the same image in copy-
move forgery, the colour palette, noise components, 
lighting, and most other properties will be compatible with 
the rest of the image; it becomes harder for human eye to 
detect. On the basis of our preliminary study [3] a 
methodology based on SURF is proposed to detect copy 
move forgery in digital images with high resolution. Large 
images are considered in our work because there is an 
overall higher number of feature vectors, and thus there is 
considerably a higher chance of matching wrong blocks. 
The proposed method has also been tested against rotation 

in selected angle, scaling and images distorted by adding a 
Gaussian noise.  
 
The rest of the paper is structured as follows: Section 2 
presents related work regarding copy-move forgery 
detection and it reviews the SURF technique in Section 3. 
Section 4 presents the proposed method with experimental 
results on forgery detection in Section 5 and conclusion is 
finally drawn in Section 6. 
 
2. Review of Literature 

 
During the past five years several researchers have 
developed different techniques to detect copy-move 
forgery. The copy-move forgery introduces a co rrelation 
between the original image region and the pasted region. 
This form of forgery could be detected by direct method by 
exhaustive search [4]. This approach is simple and 
effective for small-sized image and computationally 
complex and even impractical for image of bigger size. To 
make the computation quicker, Fridrich et. al [5] proposed 
an approach in which the image is segmented into 
overlapping small blocks and lexicographically sorted the 
image blocks to check whether adjacent blocks are similar 
or not. To reduce dimension DCT block representation,  
A.C. Popescu  et . al. [6] applied PCA (Principle 
Component Analysis) and the detection consumed less 
time.  G .Li.et. al. [7] introduced a sorted neighbourhood 
approach based on DWT (Discrete Wavelet 
Transformation) and SVD (singular Value 
Decomposition). These algorithms based on block-
matching and are computationally complex. Some 
algorithms are weak to locate the copy-move region after-
copying manipulations, such as lossy compression, 
blurring or combination of these operations. 
 
E.S.Gopi et. al [8] proposed a method to identify the 
region of digital forgery in uncompressed TIFF images, 
GIF and JPEG images with minimal compression by 
exploiting property of correlation by using Auto Regessive 
coefficients and Artificial Neural Network(ANN). 
Recently, Seung_Jin Ryu et. al [9] proposed a method  
using Zernike moments, which was weak against scaling 
and other type tampering based on affine transform. Hwei-
Jen Lin et. al.[10], applied radix sort  to improve the time 
complexity. Their method does not deal with rotation in 
arbitrary angles.  B.Mahdian et. al. [11] proposed an 
approach based on blur moments invariants which has a 
problem with uniform areas in the image.  Scale Invariant 
Features Transform (SIFT), which is invariant to 
illumination, scaling, rotation etc was applied by H.Huang 
et. al [12] to detect duplication region.  
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Recently, Xu Bo. et. at. [13] proposed a method to identify 
duplication region using SURF. In their approach the 
keypoints matching is done by matching between two 
subsets of the keypoints set of the test images. As shown in 
Fig. 4 the operations performed on the images are small 
region of copy area. 
 

 
 
Fig 4. Test images used by Xu Bo et. at. in their 
experiments with small size of copied area. Top row shows 
the original images and the tampered images in the  middle 
row followed  by the output images in the last row with 
copied and pasted regions highlighted in blue colour.  
 
3. Review of SURF algorithm 

 
The task of finding point correspondence between two 
images of an object or same scene is part of many 
computer vision applications. Recently Herbert Bay et. al. 
proposed fast detectors and descriptors, called SURF 
(Speeded Up Robust Features) [14]. SURF’s detector and 
descriptor is said to be faster and at same time robust to 
noise, detection displacements and geometric and 
photometric deformations.  
 
A wide variety of detectors and descriptors such as SIFT, 
PCA-SIFT, GLOH have been proposed in the literature. 
Also, detailed comparisons and evaluation on detectors 
and descriptors have been performed [15,16]. SURF is 
claimed to be comparable to or even better than other 

detectors and descriptors [17 ]. SURF is explained in the 
following section. 
 
3.1 Pre-processing 

 
Normally, interest points which are detected under 
illumination change in an image. Therefore, the first step is 
to convert the colour image into a g ray scale image. 
Moreover, gray scale image are simple to enhance and 
interpret.  
 
3.2 Interest point detection 
 
After the image is transformed into gray scale, the next 
task is to localise the interest points. The SURF detector is 
based on integral image and Hessian matrix 
approximation.  
 
3.2.1 Integral image 
 
The performance of SURF algorithm is much attributed to 
the use of an intermediate image representation known as 
the “Integral Image”. The integral image, denoted   
at a point (   for an input image , is calculated 
by the sum of the values between the point and origin(Fig. 
6(a)). Formally integral image could be defined by the 
formula  
             ∑    (1) 
                           ≤  
                          ≤  
 
The integral image can be computed recursively by using 
the following pair of recurrences:  
 
               (2) 
 
              (3) 
               
Using integral image, it ta kes three additions and four 
memory access to calculate the sum of the intensities over 
any upright, rectangular area. The sum of pixel intensities, 
for a rectangle bounded by vertices A, B, C and D (Fig. 
5(b)) is calculated by ∑ =  
 
                                                     
 
  y                                        y      
 
 
 
 
                  (a)           (b) 
 
3.2.2. Hessian matrix-based interest point 

 
                

 

        
            ∑ 
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The SURF feature detector is based on the Hessian matrix 
because of its good performance in accuracy. The Hessian 
matrix is defined as H(x, σ) for a given point 𝒙 = (𝑥, 𝑦) in 
an image as follows: 
 

                       (4) 

 
where Lxx (x,σ) is the convolution of the Gaussian second 
order derivative   g( with the image I in point x  a nd 
similarly for  Lxy (x,σ) and Lyy (x,σ).  These derivatives are 
called as Laplacian of Gaussians.  
 
Working from this the determinant of the Hessian for each 
pixel in the image is calculated and the values are used to 
find interest point. SURF approximates Gaussian second 
order derivatives with box filters. These approximate 
Gaussian second order derivates can be evaluated at very 
low computational cost by using the integral image.  The 
box filter masks with different sizes are used to convolve 
all intensity values at different scale layers in the integral 
image. The Difference of Gaussians (DoG) approximations 
are obtained by subtracting the filtered image from each 
other. The SURF uses 9 x 9 box filters (Fig. 6(a) and 6(b)) 
as the initial scale layer which is equivalent to Gaussian 
derivates with  σ  =1.2 and represent the lowest scale for 
computing the blob response maps and denoted as  
Dxx , Dyy    and  Dxy . The second order Gaussian partial 
derivatives with the box filters in  direction and 

direction are shown in Fig 7 (a) and 7(b) respectively. 
 

               
                    (a)                                       (b)   
 
Fig 7: (a) Left: Gaussian second order partial derivatives in 
y-direction    ( b) Left: Gaussian second order partial 
derivatives in xy-direction Right: Approximation of using 
box filter Right: Approximation of using box filter 
 
The following formula is used in SURF for an accurate 
approximation for the Hessian determinant.  
 
det (Happrox) = xx yy xy)2   (5) 
 
where w ≈ 0.9, which assures energy conservation of the 
approximation. 

After the approximation of the DoG is determined, the next 
process is to construct functions that can be used to select 
extrema points. 
 
3.2.3. Interest point Descriptors   
 
The SURF descriptor is extracted from an image in two 
steps : the first step is assigning   an orientation based on 
the information of a ci rcular region around the detected 
interest points. The orientation is computed using Haar-
wavelet responses in both x and y direction.  O nce the 
Haar-wavelet responses are computed, they are weighted 
with a Gaussian with σ = 2.5s centered at the interest 
points. In a next step the dominant orientation is estimated 
by summing the horizontal and vertical wavelet responses 
within a rotating wedge which covering an angle of π/3 in 
the wavelet response space. The resulting maximum is then 
chosen to describe the orientation of the interest point 
descriptor. 
 
In a second step, the region is split up regularly into 
smaller square sub-regions and a f ew simple features at 
regularly spaced sample points are computed for each sub-
region. The horizontal and vertical wavelet responses are 
summed up over each sub-region to form a first set of 
entries to the feature vector. The responses of the Haar-
wavelets are weighted with a G aussian centered at the 
interest point in order to increase robustness to geometric 
deformations and the wavelet responses in horizontal dRxR 
and vertical Directions dRyR are summed up over each sub-
region.  Furthermore, the absolute values ׀dRyR׀ and  ׀dRyR ׀are 
summed in order to obtain information about the polarity 
of the image intensity changes. Therefore each sub-region 
has a four-dimensional descriptor vector  

 
               V = (  )                         (6) 
 
where 𝑑𝑥 denotes the horizontal wavelet response and 𝑑𝑦 
the vertical response. 
 
4. Proposed method 

 
The proposed system is based on SURF algorithm to 
extract features along with KD-tree is used to identify the 
duplicated region. In copy-move forgery the copied part 
has basically the same appearance of the original one; 
therefore, keypoints extracted in the forged region will be 
quite similar to original ones. The matching among SURF 
features can be adopted for the task of determining 
possible tampering. A simple schematization of the 
proposed system is shown is Fig. 4. The first step consists 
of SURF feature extraction. The second step is devoted to 
keypoint matching followed by verification step filters 
matching pair that follows a common pattern.    
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Fig 4. Overview of the proposed system 
 
4.1 Descriptors matching     
 
In our system to identify the duplication region the KD-
tree [18] algorithm is used for key points matching. In 
most of the copy-move forgery detection algorithms, 
lexicographic sorting are used, which is said to be too 
sensitive to the transformations and yields a lower false 
positive rate compared to KD-Tree which produces 
reliable results and a lower false negative rates.[ 19 ] The 
KD-tree is commonly used structure for searching for 
nearest neighbours. The KD tree pre-processes data into a 
data structure allowing us to make efficient range queries. 
It is a binary tree that stores points of a k-dimensional 
space in the leaves. In each interval point, the tree divides 
the k-dimensional space into two parts with (k-1) 
dimensional hyper plane. Suppose a KD-tree consists of N 
feature vectors, it requires O(N log2 N) operations to be 
constructed and O(log2 N) to be searched.  
 
Given a test image, a set of keypoints X = { x1, ........,xn} 
with their corresponding SURF descriptors {f1, ......, f n} is 
extracted. A matching operation is performed in the SURF 
space among fi vectors of each keypoint to identify similar 
local patches in the test image. The best candidate match 
for each keypoint xi is found by identifying its nearest 
neighbour from all the keypoint with minimum Euclidean 
distance in SURF space. The KD-tree is used for searching 
nearest neighbours with a threshold Th . 
 
5. The Experimental Results 
 
The proposed method has been implemented using Matlab 
7.6 a computer of CPU 2.20 GHz with memory of 3 GB. 
The SURF algorithm is used to detect the key points and 
get the descriptors. In the experiment the extended 
descriptor mode is used to get the 128-d SURF descriptors 
and KD-tree algorithm is used for key points matching. 
The images have been selected from the dataset proposed 
by Christlein. et. at.[19].  Large images which have a 
relatively high resolution of more than 3000 x 2400 pixels 
are considered for our test since an overall higher number 
of feature vectors exits, and thus there is a co nsiderably 
higher probability of matching wrong block. The 
duplicated regions in the tampered image also significantly 
vary in size and texture.  
 

  

  
Fig 8. The original image Beachwood (upper left) is shown in 
the in the top row.. The Beachwood (3264 x 2448 pixels) is 
forged with green patch to conceal a building is shown in the 
(upper right) in the top row. The forged image after 
extracting SURF keypoints (bottom left) in the second row.  
The detction result is shown in (bottom right) in the second 
row. 
 
 

  

 
 

Fig.9. The test image Acropolis (3872 x 2592 pi xels) has 
many copied regions with different size  which is marked 
with ellipse.The original image is shown in the (upper left) 
in the top row. The tampered image is shown in the (upper 
right) in the top row. The forged image after extracting 
SURF keypoints (bottom left) in the second row.  The 
detection result is shown in (bottom right) in the second 
row. 
 
The proposed detection method detects the duplication 
region after SURF keypoints which are extracted from the 
images, and their descriptors are matched with a threshold 
Th (often fixed as 0.045). We found that when the 

Input Image 

Feature Extraction 
         (SURF) 
 

Matching Verification 

Duplicated regions 
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threshold was increased there were more  m atch points 
which also resulted in more false match points. It is 
interesting to note that the number of false matches are 
higher for Acropolis compared to Beachwood for the same 
threshold value beacuse the image resolution of Acropolis 
is higher than the Beachwood.  
 
The proposed methodology has also been tested in terms of 
detection performance from robustness point of view; in 
particular, the impact of rotation, scaling and noise 
addition on Beachwood has been investigated. More 
detected results over tampered images with post processing 
rotation; scaling and noise are shown in Figs. 10 – 12.  
 
To deal with rotation, we considered rotations through 
different angles. Fig 10 shows the comparsion between the 
rotation angle 30 degree clockwise and 30 degree 
anticlockwise of the tampered region.  

 
Fig 10. Copied region rotated in angle 30 degree clockwise 
(upper left) and the detected result (upper right) and the 
tampered region is rotated 30 degree anticlockwise 
(bottom left) and the detected result (bottom right).  
The proposed methodology has also been tested on images 
that are distorted by adding Gaussian noise  to  the 
duplicated region and detected result are shown in Fig. 11 
 

  (a) (b) 
Fig. 11. Detected result with Gaussian Noise 

 (a) SNR=10db (b) SNR=20db. 
 

  (a) (b) 
 

                  
Fig 12.  Detected results for the tampered image 
Beachwood with scaling factor. (a) scaling with 90% (b) 
scaling with 115%.  
 
The experimental results also show that the proposed 
system reliably detects tampered region post processing 
with sufficient number of matched keypoints. However, the 
number of matched keypoint is comparatively less for a 
threshold Th, after different attacks such as rotation, 
scaling and noise applied to the image with copy-move 
forgery. 
 
6. Conclusion and Future Work 
 
We have proposed an automatic and robust copy-move 
forgery detection method based on SURF, which detects 
duplication region with different size. Experimental result 
shows that the proposed method can detect copy-move 
forgery with minimum false match for images with high 
resolution. However, a few small copied regions were not 
successfully detected. As part of our future work, we will 
continue to examine copy-move forgery to identify 
tampered region boundary and reduce the false match rate.  
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