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ABSTRACT
Radio Frequency Fingerprinting (RFF) is a technique,
which hasbeenusedto identify wirelessdevices. It es-
sentially involvesthe detectionof the transientsignaland
the extractionof the fingerprint. The detectionphase,in
our opinion,is themostchallengingyet crucialpartof the
RFF process.Currentapproaches,namelyThresholdand
BayesianStepChangeDetector, whichuseamplitudechar-
acteristicsof signalsfor transientdetection,performpoorly
with certaintypesof signals.This paperpresentsa new al-
gorithmthatexploits thephasecharacteristicsfor detection
purposes.ValidationusingBluetoothsignalshasresulted
in a successrateof approximately85-90percent.We an-
ticipatethatthehigherdetectionratewill resultin a higher
classificationrateandthussupportvariousdevice autheti-
cationschemesin thewirelessdomain.

KEY WORDS
Radio Frequency Fingerprint, transientdetection,signal
phase,wirelessdevices,identification,Blue Tooth.

1 Introduction

RFF is a technology initially designedto capture the
uniquecharacteristicsof theradiofrequency energy of the
transceiver, for the purposeof identifying cell phonesand
otherdevices. Nevertheless,the underlyingprinciple ap-
pliesequallyto all wirelessdevices.

The extendedRFF process,including the identifica-
tion of devices,consistsof four key phases.Thefirst phase
involvestheextractionof features(e.g.amplitude,phaseor
frequency information)from thedigital signal. Thesefea-
turesaresubsequentlyusedto detectthe startof the tran-
sient(seeFig. 1,

�����
plot) in the secondphase.Oncethe

endof thetransienthasbeenestimated,typically in anex-
perimentalmanner, the fingerprint (featuresrepresenting
the transient)is obtained. Finally, the transceiver of the
deviceis identifiedbasedontheclassificationof thefinger-
print.

Of the four key phasesin the RFF process,the de-
tectionphase,which is primarily concernedwith the start
of thetransient,is perhapsthemostsignificant.Inaccurate
detectionwill adverselyaffect thefingerprintingphaseand
thuswill result in a possiblemisclassification.Therefore,
this paperprimarily focuseson the detectionof the start

of the transient. Two key approaches,which exploit the
time-domaincharacteristicsof the signal(e.g. amplitude)
in orderto accomplishthis task,aretheThreshold[1] and
BayesianStepChangeDetector[2] [3]. Both approaches
arebasedon thepremisethat theamplitudecharacteristics
of the channelnoiseand transientdiffer. Furthermore,it
is assumedthatthereis anabruptchangeat thestartof the
transient.Although,thisholdstruefor mostsignals,it does
not work well with signalswherethe transitionbetween
noiseandtransientoccursmoregradually. As a result,the
detectionof the transientcanbe delayed.In addition,the
performanceof the BayesianStepChangeDetectormay
not beadequatefor certainapplications.
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Figure1. BluetoothSignal-EricssonROK101008/21.

In order to accommodatea vast majority of signals
with varyingtransitionalcharacteristicsandto do soasef-
ficiently as possible,a new detectionalgorithm hasbeen
developed.It makesuseof thephasecharacteristicsof the
signal (features)and the fact that the slopeof the phase,
associatedwith thetransient,is linear. Sinceit doesnotde-
pendon the amplitudecharacteristicsof thesignal,which
aremoresusceptibleto noiseandinterference,it represents
a morerobustsolution.

Results of experimentationusing Bluetooth (open
specificationwhich enablesshort-rangewirelessvoiceand
datacommunications)[4] signalsindicatea successrate
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(estimatedstartof transientis within 100-200samplesof
theactualstartingpoint) of approximately85-90percent.

The remainingsectionsof the paperwill provide a
brief overview of the two key approaches,the new detec-
tion algorithmandthe resultsof the experiments.Section
2 will presenta brief summaryof the two key approaches
within thecontext of theextendedRFF process,while the
new detectionalgorithmwill bepresentedin Section3. The
validationof the algorithmwill be describedin Section4
followedby theconclusionin Section5.

2 Related Work

Thissectionprovidesabrief overview of theextendedRFF
processanddiscussesthedetectionalgorithms,usedby the
ThresholdandBayesianStepChangeDetectorapproaches,
at theappropriatephases.

Before proceedingto the discussionof the four
phases,it may prove beneficial to establishsomeback-
grounddetails regarding the representationof signalsin
RFF.

Although signals with only real componentshave
beenusedin RFF in the past,the useof complex signals
providesonekey advantage.Sincetheamplitudeandphase
information of the digital signal is adequatelypreserved,
theuseof suchinformationcouldenhanceboth thedetec-
tion andclassificationphaseof theRFF process)[5]. The
instantaneousamplitudeandphasecanbecalculatedasfol-
lows: ���	��
��� ��������
�����������
����� (1)

� ����
� �!�#"%$'&(� �)����
�*����
 � (2)

where �+�	��
 and �)�	��
 representthe in-phaseandquadrature
componentsof thecomplex signal).

Step 1: Extract Features from Signal
The objective of the first phaseis to extract the fea-

turesfrom thesignalusinginformationfrom thetime(am-
plitude)or frequency domain(frequency or phase).These
featureswill beusedto detectthestartof thetransient.

In order to addressthe non-stationaryproperty(sig-
nal characteristicsarea function of time) of the signal,a
sliding rectangularwindow is usedto extract the features
from successive portionsof the signal. Thesefeaturesare
storedin avectorof length ��,-
 . Thus,giventhetotalnum-
ber of samplesin the signal �/.0
 , window size �	12
 , and
sliding factor(no. of samplesto advancethewindow) �435
 ,
thelengthof theresultingvectoris definedasfollows:,6�87 .:9;13 < �>= (3)

An indirect benefit of using a smaller vector with
length , , insteadof thetotalnumber��.0
 of samplesin the
signal,is the reductionin processingtime associatedwith

thedetectionphase.

Threshold Detection Approach
It is well known that the Euclideandimensionsof a

point, line andplanecanbe representedby integervalues
of 0, 1 and2. However, fractionalquantitiescanalsobe
usedto accommodatesuch objectsas signals. Whereas
fractalsrefer to objectsthat aresimilar to eachother, the
fractal dimensioncanbe regardedasthe irregularity of a
fractal)[6].

In thisapproach,thefeatureto beextractedis thevari-
ancedimension(varianceof the amplitude),which is cal-
culatedasfollows for successiveportionsof thesignal:? �	��
@�BAB�>=C9;D (4)

whereE representstheEuclideandimensionandhasbeen
assignedavalueof onefor thisapplication.This forcesthe
valueof the variancedimension(

? �	��
 ) to fall between1
(highly correlatedportionof thesignal)and2 (uncorrelated
whitenoise).It alsoimpliesthatthevalueof H, referredto
astheHurstexponent,will bewithin therangeof [0-1]. H
is in turn obtainedfromDE�GFIHIJK%L�MON =� P�Q5R � ST��U)�4VXW K%L 
��P�Q5R �/VY��
 (5)

where VY� is the time incrementand VYW K%L representsthe
differencebetweentwo samplesthat areseparatedby the
valueof the time increment.As thevarianceis a function
of thetime incrementandis relatedto it accordingtoST�#U)� VXW K%L ��Z\[ VY��[ �^] (6)

thelog functionis usedto determinethevalueof H.
Since it is given that the varianceof the noiseand

the transientportion of the signal differ sufficiently, the
start of the transientshould be locatedat the transition
point. Hence,the variancedimensionsshouldmirror the
correspondingtransitionpoint.

Bayesian Step Change Detector
Unlike the Thresholdprocess,the fractal dimension

is calculatedfor successive portions of the signal using
Higuchi’s method) [7]. First, subsetsof samplese.g.W���=5
+_^W�� � 
+_a`�`�`+_^W���.b
 ) of the original signalarecreated
accordingto :

Wc�	d;_feg
ih�W���dj
i_�W���d;�Xek
+_�`I`I`l_^W��	d;�m� .n9bde ��oCeg
 (7)

whered and e areintegersindicatingtheinitial time(sam-
ple) and the interval time (numberof samples),respec-
tively.

Thus,for example,setting ep�rq , .s�t=5u�u and dE�=�_ � _fq will resultin thefollowing 3 subsets:
X(1,3); X(1), X(4), ..., X(100),
X(2,3); X(2), X(5), ..., X(98),
X(3,3); X(3), X(6), ..., X(99).



Second,thelengthof thecurve for eachof thesubset
( W��	d;_feg
 ) is calculatedusingthefollowing :,vY�/eg
�wx yTz{}|�~�����*� & [ ���	dn���!eg
�9b���	d��B�	��9c=(
�eg
a[ �� .�9c=�/� $ v� �	e

� �
��� e

(8)
The term, .�9�= � �l�/.�9>d�
 � e#�-o�e representsthe

normalisationfactorof thecurve length.
Finally, the averagevalue � ,}�/ek
�� , of the e sets

of , v �/eg
 , is plottedagainste on a log-log scalefollowed
by the application of the least-squareprocedure. This
producesa straightline, of which the sloperepresentsthe
fractaldimension.Theuseof thefractaldimensionserves
thesamepurposeasthevariancefractaldimensionusedin
theThresholdapproach.

Step 2: Detect Start of Transient
As previously discussed,detectingthe start of the

transientis basedon the assumption,that the characteris-
tics of the channelnoiseand the transientareadequately
different.Detectionis typically carriedout by considering
eachelementin thefeaturevector(obtainedfrom phase1)
in sequenceandattemptingto locatethepoint wherethere
is an abrupt changebetweentwo consecutive elements.
This point shouldtheoreticallycorrespondto the section
of the original signal where the start of the transientis
located,seeFig. 1,

�����
plot.

Threshold Detection Approach
Oncethe variancefractal dimensionshave beende-

terminedandstoredin thefeaturevector(referredto asthe
fractal trajectory),the startof the transientis detectedac-
cordingto [ ? �	��
�9b�[����	��o���
'��� (9)

where
? ����
 is thevariancedimensionand � is thethreshold

thathasbeenestablishedexperimentally. In addition,� and� representthe meanandstandarddeviation of the noise
portion( �%��=�_ � _�`a`�`+_^� ��  ) of theoriginal signal.

Thealgorithmcalculatesthedifferencebetweeneach
fractaldimension(elementin thefractaltrajectory)andthe
meanvalueuntil theconditionin Equation9 is met.Given
that the meanvaluehasbeencalculatedbasedon a repre-
sentative portionof thenoisesamples,theabsolutediffer-
encebetweenthevariancedimensionandthemeanwould
not satisfy Equation9, if the variancedimensionsrepre-
sentthe noiseportion of the signal. However, at the start
of the transient,wherethevariancedimensionis expected
to be significantly lower or higher thanthe noiseportion,
the absolutedifferencewould be greaterthan the sum of
thestandarddeviation anda percentageof themean.Once
thedetectionhasbeentriggered,thecorrespondinglocation
within the signalcanbe determinedbasedon theparame-
tersof thewindow andsliding factor.

In termsof performance,this detectionalgorithmof
order " , workswell for signalswith anabruptchangeat the
startof thetransient.However, establishinganappropriate
thresholdcanprove challenging.Moreover, thealgorithm
doesnot take into accountany abruptspikesafter thefirst
( � ��  ) samples,but within thechannelnoiseportionof the
signal.This resultsin aninaccuratedetectionof thestartof
thetransient.

A variationof this approach,which makesuseof the
amplitude(Equation1) from complex signal,for detecting
thestartof thetransientcanbefoundin) [8].

Bayesian Step Change Detector
Unlike the previous approach,the detectionof the

start of the transientis accomplishedusing the following
posterioriprobability densityfunction of a BayesianStep
ChangeDetector.¡��!¢adb£�[ ¤#
�¥

&¦ v2§ � $ v©¨� ª �« � & ¤ �« 9 &v �4ª v« � & ¤ « 
 � 9�� &� $ v 
i��ª �« � v©¬ & ¤ « 
 � � |�~ ��
(10)

The parametersof the function have the following
definition: ¤ representsthe fractal dimension, . is the
numberof elementsin the fractal trajectoryand d repre-
sentsa potentialchangepoint (start of transient). In ad-
dition, while the term -(N-2)/2 is usedto accentuatethe
differencein variance,thenumerator= �g d®��.�9bd�
 pro-
videsaweightingfunctionin orderto placemoreemphasis
on themiddleelementsof thefractaltrajectory.

For eachfractal dimensionat point d in the fractal
trajectory, thisfunctioncalculatesthevarianceof thefractal
dimensionsfor thesequence�l=�_�`a`�`i_^dm� and � d0�¯=�_a`�`a`i_^.j� .
Thelargerthedifferencein variancebetweenthesetwo se-
quences,the larger the value of the probabilisticdensity
function. Sincethefractaldimensionsaretypically higher
for thenoiseportionof thesignalthanthetransient,weex-
pectthatthedifferencein variancebetweentwo sequences
wouldbethehighestat thestartof thetransient.

The q�° � plot in Fig. 2 illustratestheuseof thefractal
trajectory(sliding factorsetto onesample)in detectingthe
startof the transient(highestvalueof theprobabilityden-
sity function). With this particularsignal,thedifferencein
varianceis moregradualat thestartof the transient.Con-
sequently, the detectionis delayedby 500 samples(from
3500to 4000),seeFig. 2,

�����
plot.

In comparisonto the Thresholddetectionalgorithm,
theBayesianStepChangeDetectoris lessefficientwith an
orderof " � . Although, it couldbeconsideredmoreeffec-
tive thanthe thresholdmechanism,it doesnot performas
well with signals,which exhibit similar characteristicsas
the waveform depictedin Fig. 2, =(± L plot. The key ad-
vantage,nevertheless,is that it couldbeappliedto various
typesof signalswithout having prior knowledgeof their
specificcharacteristics.
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Figure2. BluetoothSignal-3Com3CRWB6096.

Theuseof otherdimensions,suchasinformationand
correlationfor transientdetection,is exploredin) [9].

Step 3: Extract Fingerprint
After having isolatedthetransient(usingthestartand

end points) from the signal, the fractal dimensionis ob-
tainedonceagain(possiblyusingdifferentparameterse.g.
window size)for eachsegmentof thetransient.Theresult-
ing vectoris thenusedasafingerprint.

While in most cases, the method of extraction
is basedon the conceptof fractal dimension,wavelet-
basedextractionhasalsobeenexploredby [ [10] [11] [12]].

Step 4: Classify Fingerprint
Althoughvarioustechniquessuchastheparallelana-

log network areavailablefor patternclassification(e.g.fin-
gerprint),theuseof probabilisticneuralnetwork (PNN) is
by far thepreferredapproach)[13]. In general,thefinger-
printsfrom asubsetof thesignalsareusedto trainthePNN,
while theremainingsignalsaresubsequentlyfingerprinted
andclassifiedashaving originatedfrom agiventransceiver.

3 Transient Detection Using Phase Charac-
teristics

After having implementedandanalyzedboth approaches,
theneedto enhancethedetectionprocessbecameapparent.
Thus, a decisionwas madeto explore the feasibility of
usingphaseand/orfrequency characteristicsof the signal
in order to develop an algorithm,which is both effective
andefficient.

Step 1: Extract Features from Signal
Unlikethepreviousapproaches,wherebythefeatures

werederivedfrom theamplitudecharacteristicsof thesig-

nal,thisapproachmakesuseof phasecharacteristicsto rep-
resentthefeaturesof thesignal.

Using the characteristicsof the signal phasehas a
numberof advantagesover thoseassociatedwith the am-
plitude. First, asthephaseof a signalis lesssusceptibleto
noiseandinterference,it doesnot exhibit thesamedegree
of fluctuations. Second,the slopeof the phasebecomes
linear at the startof the transient.This shouldrenderthe
task of establishinga threshold more manageableand
thus permit us to leverageon the principle of threshold
detection. Finally, the linearity of the slopeshouldalso
renderthe detectionalgorithm more effective, especially,
whenprocessingsignalswith a lessabruptchangeat the
startof thetransient,seeFig. 3, =5± L plot.

Thefractaltrajectoryis createdasfollows:
The instantaneousphaseof thesignal,calculatedus-

ingEquation2, isunwrappedin orderto removethediscon-
tinuitiesthatresultatmultiplesof 2² radians.Theresulting
vector, referredto asunwrapped, hasthesamelength . as
thatof theoriginal signal.

Theabsolutevalueof eachelementin theunwrapped
vector, absUnwrappedor ( ³ S ), is thenobtainedin orderto
simplify thedetectionprocess.

In order to magnify the variationbetweenthe noise
and transientportion of the signal, the varianceof the
phase(features)is calculatedfor eachsuccessive portion
of the ³ S . A non-overlappingwindow of size 3 is usedfor
this purpose.The featuresarethenstoredin a temporary
vector ���2ST
 of length . � 3 .�´Sµ�	�!
�>SX�#U�� ³ S¶��¤��b=5
i_ ³ Sm��¤�� � 
i_�`�`a`i_ ³ Sp� R 
^
 (11)

where, �©�·=�_ � _�`a`�`i_f. � 3 , R �t�Co03 , ¤�� R 9�3 and ST�#U
representsthevarianceof thephase.

Finally, using the �2S , the differencebetweenthe
phasevarianceis obtainedin order to createthe fractal
trajectory( ¸ � ), seeFig. 3, q ° � plot.

Step 2: Detect Start of Transient
The successfuldetectionof the transientis basedon

the fact that the slopeof the phasebecomesandremains
linear from thestartof thetransient.Therefore,thecorre-
spondingdifferencein phasevariance(in thefractaltrajec-
tory) shouldhave a valueof zero,at the startof the tran-
sient,seeFig. 3, q�° � plot, valueof 68.

The detectionof the transientis carriedout usinga
2-stepprocessasfollows: Eachelementin the ¸ � is com-
paredto a thresholduntil thevalueof theelement,aswell
as the valuesof the next 4 elements,meetthe following
condition:

¸ �X�	�!
i_ ¸ �X���¹� =(
+_�`I`I`l_ ¸ �X�	�º�   
-» ¼ (12)

At this point, thestartof thetransientcanusuallybe
identifiedwithin 100samplesof theactualstartingpoint.
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Figure3. BluetoothSignal-3Com3CRWB6096.

In addition, the starting point of the transientcan
be rendered more accurate (compensationfor phase
transition). A temporaryvector, which holds the sum of
the amplitudes( ½ S ) for eachsuccessive portion of the
signal,is usedfor this purpose.If thefollowing condition[ ½ Sp����
�9 ½ Sm�	��9�=5
a[�»¾ug` � ¼Yo ¸ �Y�	�!
 (13)

is met,thenthestartpoint,denotedby ¸ �X�	�!
 , is decreased
by 1. It is also feasibleto testmore thanoneelementin
orderto achieve greateraccuracy. However, it may prove
challengingwith signalsthat are characterisedby ampli-
tude,which increasesslowly at thetransitionpoint.

Figure3,
�����

plot illustratestheapplicationof thede-
tection algorithm to a Bluetoothsignal from an Ericsson
transceiver. This signal is identical to the onedepictedin
Fig. 2, =5± L plot.

4 Validation

This section provides details of the infrastructureused
to capture signals from Bluetooth wireless PC cards,
Bluetooth test radios and 802.11) [14] wireless LAN
adapters.

Infrastructure
Thebasebandsignals(2400-2483.5MHz) werecap-

turedusinganOmni (3 dBi) antenna.Using theRohde&
SchwarzRFgeneratorwith theoutputlevelsetto +3dBand
theWatkinsJohnsonMIG mixer, anIF signal(5-105MHz)
wasproduced.ThissignalwasthenfilteredusingMiniCir-
cuits BBLP-156LPF with ¸�¿�À ( 90 MHz. The filtered
signal,in turn,wassampledat 500MHz usingtheLeCroy
9354L digital oscilloscope(8 bit ADC - analogto digital
converter).Resultingsampleswereconvertedfrom binary
to asciiformatandstoredoncompactdiscsfor futureanal-
ysis.

Figure4. SuccessRateof TransientDetection.

In terms of Bluetooth transceivers, three different
modelswere used: 3Com Model 3CRWB6096 (4 units),
Ericsson Model ROK101008/21(4 units), Test Radios
Model3CW1057-E(2 units)for atotalof (10)transceivers.
Onehundredsignalswerecapturedper transceiver result-
ing in a test baseof 1000signals. In addition, the same
numberof signalsper transceiver werecapturedusingthe
BreezenetPro.11SeriesModel SA-PCR(2).

All subsequentprocessingandexperimentationwere
carriedout usingMatlabsoftwareandassociatedtoolse.g.
the Neural Network toolbox. As we are currently in the
processof testing signals from 802.11 transceivers, the
following resultsarebasedon Bluetoothsignalsonly.

Results
With an orderof n, the successrate (estimatedstart

of transientis within 100-200samplesof theactualstarting
point) of thealgorithmis approximately85-90%.In com-
parisonto our implementationof theBayesianstepchange
detector(approx.80-85%),thenew algorithmseemsto be
moresuitedto thecharacteristicsof Bluetoothsignals.Al-
thoughtheThresholddetectionalgorithmwasalsoimple-
mented,testingproved to be very time consumingas the
thresholdvaluehadto bechangedfrequently, to accommo-
dateall Bluetoothsignals. Hence,the experimentswere
discontinued.

Figure4 presentsthesuccessrateof thedetectional-
gorithm.

While the overall successrate is 89.5%,the success
ratefor eachmodel is asfollows: 3Com(91%), Ericsson
(84.5%),TestRadio(96.5%). In comparison,the classifi-
cationtechniquesproposedin [10] and[12] haveresultedin
successratesof 95%and100%respectively. Furthermore,
in theareaof cellularsecurity, RFFhasbeeninstrumental
in reducingcloningfraud[15] by approximately95%,thus
supportingthe feasibility of achieving high classification
anddetectionrates.

During theprocessof testing,somegeneralobserva-
tionsweremade.



Transceivers usedby 3Com cardsand the Test Ra-
dios,wereveryconsistentandsowerethephasevarianceof
the noiseandtransientportionof the signal. On theother
hand, those from Ericsson transceivers exhibited much
morevariation,resultingin a lower successrate. We sus-
pectthat the higherdegreeof variationwascausedby the
minor imprecisionof theinfrastructureandmaynot reflect
thetruecharacteristicsof thetransceivers.

Thefrequency hoppingbehaviour of the transceivers
wasclearlynoticeable,althoughit did notaffect theperfor-
manceof thedetectionalgorithm.

As the accuracy of the detectionalgorithm is based
on the phasecharacteristics(not amplitude)of the signal,
it is logical to assumethat thealgorithmcanbeappliedto
signalsfrom otherwirelessdevices in addition to 802.11
transceivers.

5 Conclusion

The Thresholdand BayesianStep ChangeDetectorap-
proaches,which utilise theamplitudecharacteristicsof the
signal, can be employed to detect the start of the tran-
sient. However, a detectionalgorithm that exploits the
phasecharacteristicsof the signal,canprovide betterper-
formanceby accommodatingsignalswherethe transition,
betweennoiseandtransient,occursmoregradually. It is
particularlybeneficialwhenprocessingsignalsassociated
with someBluetoothtransceivers.Thehighersuccessrate
of 85-90is attributableto two key factors. First, the sus-
ceptibility of the signalphaseto noiseandinterferenceis
minimal. Second,the slopeof the phasebecomesandre-
mainslinear from the startof the transientportion of the
signal.

Whilepreliminaryresultsarepromising,thedetection
algorithm mustbe enhancedin order to achieve a higher
successrateandto accommodatesignalsfrom otherwire-
lessdevices. Benefitsaccruedfrom this exercisewill no
doubtplay a vital role in thenext phase,theclassification
of transceivers.

Finally, thesuccessrateof classification(authentica-
tion), in turn,will supportvarioustypesof applicationsin-
cludingdevice to devicecommunication(e.g.hiddencom-
puting), accesscontrol via accesspoints(802.11)and in-
ventorycontrol.
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