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The development of computer technolo-
gy has determined the vector for the expan-
sion of services based on the Internet and
“G” technologies. The main requirements
Jor modern services in the banking sector
are security and reliability. At the same
time, security is considered not only as
ensuring the confidentiality and integrity
of transactions, but also their authenticity.
Howeuver, in the post-quantum period, US
NIST specialists question the durability of
modern means of providing basic security
services based on symmetric and asymmet-
ric cryptography algorithms. The increase
in computing resources allows attackers to
use modern threats in combination. Thus,
there is a need to search for new and/or
modify known algorithms for generating
MAC (message authentication codes). In
addition, the growth of services increases
the amount of information that needs to be
authenticated. Among the well-known hash
algorithms, the hash functions of univer-
sal hashing are distinguished, which allow
initially determining the number of colli-
sions and their uniform distribution over
the entire set of hash codes. Possibilities of
modifying the cascade hashing algorithm
UMAC (message authentication code based
on universal hashing, universal MAC)
based on the use of McEliece crypto-code
construction on algebrogeometric (elliptic
codes (EC), modified elliptic codes (MEC)
and damaged codes (DC). This approach
allows preserving the uniqueness property,
in contrast to the classical UMAC scheme
based on a block symmetric cipher (AES).
The presented algorithms for evaluating the
properties of universality and strict univer-
sality of hash codes make it possible to eval-
uate the security of the proposed hashing
constructs based on universal hash func-
tions, taking into account the preservation
of the universality property
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1. Introduction

net technologies and X “G” —LTE (Long-Term Evolution)

The development of the banking sector in the last decade
has made it possible to significantly expand the range of its
services based on the use of computing resources of Inter-

technologies.

These changes contribute to the development of the
digital economy, and in particular, electronic banking [1, 2].
However, this is accompanied by an increase in the number



and diversity of cyber threats. In [3—5], the results of the anal-
ysis of cyber threats to automated banking systems (ABS)
of banking sector organizations (BSO) over the past three

years are presented (Fig. 1).

2. Literature review and problem statement

With the growth of computing resources and modern
technologies for increasing data volumes, an integrated

task arises to ensure not only securi-
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Fig. 1. Trends in the focus of cyber-attacks on the financial sector:

DDOS — Distributed Denial of Service; SuperScan — powerful TCP port scanner;
Death&Destruction — deadly & devastating mail bomber, a program for organizing
spam on a mail server; W2RK — Windows 2000 Resource Kit — Windows
Administrator Toolkit; SEO — Search Engine Optimization — a set of measures to
increase the visibility of a site in search engines for targeted search queries;

loT — Internet of Things

The above graph shows that in 2017-2019, the extent
of damage from implemented attacks in the financial sector
was significantly influenced by such methods of implement-
ed attacks as phishing (2017 — 16 %, 2018 — 49 %, 2019 —
80 %) and malicious software (2017 — 48 %, 2018 — 58 %,
2019 — 85 %). From the point of view of the main vectors of
modern attacks on ABS, the analysis carried out indicates
their integration with the methods of social engineering.
This leads to the appearance of the properties of hybridity
and synergism in the already known threats [3—5].

The presented statistics show that the number of threats
associated with the service of authenticity is growing steadily.
Therefore, it is important to recognize scientific research fo-
cused on the formation of new approaches that provide an au-
thenticity service in the face of the rapid growth of computing
resources and modern threats based on a full-scale quantum
computer, based on the development of a modified UMAC al-
gorithm with McEliece crypto-code constructions (as a pad).

their practical use is the possibility of
finding elements of masking matrices
(the private key of each user of the sys-
tem) based on the Sidelnikov’s attack
[9] and significant energy costs for
practical implementation over a finite
(computational) field of dimension
GF (2'9-2'3) (Galois field). As known,
a finite field is a finite set that defines arbitrary operations
called addition, multiplication, subtraction and division.

In [10-15], the possibilities of full-scale quantum com-
puters are considered, which provide the problem of break-
ing symmetric and asymmetric cryptography algorithms in
polynomial time. Thus, the implementation of an attack on a
quantum computer practically casts doubt on the stability of
hashing algorithms based on block-symmetric ciphers in the
CBC (Cipher Block Chaining) and CFB (Cipher Feedback
Mode) modes.

The analysis of the possibilities of cryptanalysis in
[16] confirms that based on the Shor and Grover quantum
algorithms and a full-scale quantum computer, symmetric
and asymmetric cryptography algorithms are susceptible to
breaking in polynomial time.

The works [17, 18] consider the possibility of construct-
ing a cascade UM AC algorithm based on the use of MASH-1
and MASH-2 keyless algorithms (MASH — Modular Arith-



metic Secure Hash) as the formation of a pseudo-random
pad on the third layer. However, the results presented by
the authors indicate that the MASH-1 algorithm does not
provide the required stability and versatility parameters
and cannot be used in a modified (improved) algorithm.
The MASH-2 algorithm provides the required level of cryp-
tographic strength and retains the property of universality
of the generated hash code in the improved UMAC, but
does not provide its use in online mode, due to significant
computing resources. In [19], the possibility of forming hash
functions based on the use of cyclic algebraic geometric
noise-resistant codes is considered. However, their use in
the UMAC algorithm has not been considered, and research
on their practical implementation has not been carried out.
This approach provides versatility and allows the use of
crypto-code constructs as a pseudo-random pad in a cascade
hashing algorithm. In [7, 10, 20], hybrid crypto-code con-
structions (HCC) are considered based on the synthesis of
the classical McEliece and Niederreiter schemes. However,
the use of two schemes increases not only the capacitive
costs for its practical implementation, but also reduces the
efficiency of crypto-transformations, which is essential for
use in the formation of the MAC code. In [21], the authors
consider the use of Reed-Solomon cyclic codes, but they do
not study the resistance of such a crypto-code structure to
the Sidelnikov's attack, which does not allow using CCC as
a “guarantor” of the hash code strength. In [22], the pos-
sibility of using the Niederreiter crypto-code construction
in post-quantum cryptography is considered; however, this
scheme uses two algorithms (equilibrium coding and McE-
liece’s schemes), which complicates the formation of the
pseudo-pad and practical implementation. In [23, 24], the se-
curity of universal hash functions is considered. The authors
confirm that the use of universal hashing does not allow the
formation of hack-resistant hash codes unambiguously, and
suggest using additional encryption to ensure the strength
of the hash code. This approach increases the computational
costs of their online implementation. The work [25] propos-
es the use of a new multicast authentication scheme based
on a symmetric algorithm. However, in the post-quantum
period, this algorithm can be cracked, and the use of a mod-
ified cascade hashing algorithm will provide the required
level of security and efficiency. The possibilities of forming
a hash code based on the UMAC algorithm, proposed
in [7, 10, 17-25], provide the property of universality, how-
ever, this requires significant energy costs for their practical
implementation and does not ensure the use of the algorithm
in the online mode of digest generation. The formation of a
modified UMAC algorithm based on crypto-code construc-
tions will provide a solution to the authentication problem in
post-quantum cryptography, the required level of efficiency
(online hash code generation) with the further growth of in-
formation data arrays, and a decrease in energy consumption
during their practical implementation.

3. The aim and objectives of the study

The aim of the study is to develop a modified UMAC al-
gorithm based on crypto-code constructions and algorithms
for assessing the strength of the hash code.

To achieve the aim, the following objectives are set:

— to consider the requirements for algorithms of univer-
sal and strictly universal classes of hash functions;

—to analyze the construction of the cascade UMAC
algorithm, taking into account the provision of universality;

— to develop algorithms for the modified UMAC algo-
rithm based on the McEliece crypto-code construction on
algebraic geometric and damaged codes;

—to develop algorithms for assessing the strength of
hash codes of the modified UMAC algorithm based on eval-
uating the criteria for universality and strict universality of
the classes of hash functions.

4. Basic requirements for algorithms of universal and
strictly universal classes of hash functions

Universal classes of hash functions were first proposed
in [26]. The basic properties of universality and strict uni-
versality of classes of hash functions were studied in [27-29].

The idea of universal hashing is to define such a set of
elements of a finite set H of hash functions #: A — B, |A| =a,
|B| =b (A - the set of outgoing messages; B — the set of MAC
codes; |[A| — number of outgoing messages; |B| — the number
of possible states of MAC codes; a — outgoing message; b —
the state of MAC codes), so that random selection of the func-
tion ~ e H would provide a low probability of collision, i. e. for
any different inputs xy and x,, the probability that A(x()=
=h(x,) (probability of collision) cannot exceed some prede-
termined value (fixed precision) &:

P, =P(h(x,)=h(x,))<e,

col —

wherein the collision probability can be calculated as

_ 3, (x1,x2)

col |H| ’
where &, (x,,x,) — the number of hash functions in H, at
which the values xy, x9€A, x1#x5 cause a collision, i.e.
/’l(X1):h(XQ).
The works [18, 30] give definitions of universal hashing:
1. Assuming that 0<g<1. H is an g-universal hash class
(abbreviated e-U(H, A, B)), if for two different elements
X1, X9€A there is no more than (JH|xg) functions f€H such
that A(x)=h(xy),if 8, (x,,x,) < 8|H| for all xq, x9€A, x, #x,.
2. Assuming that 0<e<1. H is an g-strictly universal hash
class (abbreviated e-~SU(H, A, B)) if the following conditions
are met:
— for each x1€B, and for each y€B,

|{heH:h(xi):y1}|:|H|/|B|;
— for each x1, x9€A, and x1#x; for each y, y2€B,
|{heH:h(x1)=y1,h(x2)=y2}|S£|H|.

The definition of a universal class of hash functions is
equivalent to the definition of the MAC algorithm, in which
the number of different rules for generating a hash code (the
number of keys), in which there is a collision for two arbi-
trary input sequences, is limited. The number of such keys
cannot exceed the value (PW ><|H|), where P.o — collision
probability, |[H| — the number of all rules (keys).

The universal class of hash functions satisfies such se-
curity conditions as resistance to a preimage, to another
preimage, and to collision [29].



Authentication schemes that are equivalent to the uni-
versal classes of hash functions have not been put into
practice due to their low resistance to intrusion threats.
Consequently, in the definition of a universal class of hash
functions, there is no condition that determines its resis-
tance to differential analysis.

The ideas of universal authentication were developed
in the theory of unconditional authentication using strictly
universal hashing [18, 31]. So, in [19], a definition of a strict-
ly universal class of hash functions is given, which is equiv-
alent to the definition of such an algorithm for generating
data integrity and authenticity control codes, under which
the following rules will be fulfilled.

1. The number of MAC generation rules (number of
keys), under which the value of the data integrity and au-
thenticity control code does not change for an arbitrary
input sequence, is limited. The number of such keys cannot
exceed the value |H| /|B.

2. The number of rules for generating the data integrity
and authenticity control code (the number of keys), under
which the corresponding MAC values do not change for two
arbitrary input sequences, is limited. The number of such
keys cannot exceed the value P, x|H]|.

The probability of collision of data integrity and au-
thenticity control codes in a scheme with strictly universal
hashing is defined as P,,<e.

The conditions of strictly universal classes of hash
functions are more “stringent” in comparison with the
requirements of universal classes. Authentication schemes
equivalent to strictly universal classes have a number of
advantages, which are determined by the exact value of the
collision probability, aversion to frequency and differential
analysis, etc. However, the construction of such schemes
is very problematic. Practical schemes are known that are
equivalent to strictly universal classes, which have a signif-
icant drawback — a large amount of key data exceeding the
amount of information.

Thus, to assess the strength of hash codes obtained on
the basis of universal classes of hash functions, it is prac-
tically enough to evaluate the fulfillment of the criteria of
universality and strict universality. In addition, knowing
the number of collisions and even distribution of hash codes
over the entire set allows using collision data as
identifiers for large amounts of data and reducing
the time to find the information needed.

i Message ;

functions and provides provable security of the generated
MAC [33-42]. At the same time, the security of the algo-
rithm is justified by the strength of the AES block symmet-
ric cipher (BSC) used in the UMAC scheme in the CBC
mode (plain text block chaining) when forming the pad for
the third layer of the UHASH-16 or UHASH-32 function
(UHASH is a universal hash function, with a fixed hash
code of 16 and 32 bits, respectively).

In [36], the construction of multilayer hashing functions
by the example of the UMAC algorithm is presented as a
symbiosis of multi-stage key universal hashing and the use of
a symmetric block cipher to form the so-called pseudo-ran-
dom pad. The use of universal hashing in the multilayer
construction of UMAC allows ensuring the equiprobability
of the formation of hash images for the entire set of key data
used, on which the proof of the security of the algorithm is
based [17, 18, 25, 37, 41—44]. The use of the AES encryp-
tion algorithm provides high cryptographic strength of the
UMAC scheme [33-37, 45].

The UMAC message authentication code generation
scheme uses a multi-level universal hashing construction
Hash(K,M,Taglen) and pseudo-random pad generation pro-
cedure Pad. The use of universal hashing makes it possible
to ensure the equiprobability of the formation of hash images
for the entire set of key data used, on which the proof of the
algorithm’s security is based [45]. The UHash function com-
presses a message made up of three different layers:

— compression: the first layer uses the fast hash family
NH to compress the message to a specified ratio;

— fixed length hash: the second layer uses the RP hash
family, not as fast as NH, but generates a fixed length output
using a fixed length key;

— strengthen and fold: the third layer uses the IP hash
family, which reduces the length of its input to a more ap-
propriate size.

Fig. 2 shows the general principle of the algorithm for
generating the MAC code using the class of universal hash
functions UMAC-16 and UMAC-32.

On the first layer L1 of the Hash function, the NH hash
function is used, the result of which is the division of the
message into blocks of 1,024 bytes. In this case, messages are
received 128 times less than the input (Fig. 3).

Hash 64,
128 bit

5. Analysis of the construction of the cascade
UMAC algorithm, taking into account the
universality

L1 Hash Function
(NH Hash)

L2 Hash Function|
(RP Hash)

Fixed
16 byte hash code

L3 Hash Function|
(IP Hash)

Unlimited
by length hash

For remote electronic interaction, it is im-
portant to ensure the process of object recog-
nition by the presented parameters (indicators) and the
associated authentication process. This problem is most
acute in access control systems and authentication and
verification systems for message transmission [32-40].
Information hashing is an effective mechanism for con-
trolling the integrity and authenticity of information in
modern telecommunication networks [33—36]. Today manip-
ulation detection codes (MDC) for data integrity control, and
message authentication codes (MAC) are used [34, 40—-45].
The UMAC message authentication code was proposed
in [35]. The algorithm is based on families of universal hash

Fig. 2. Scheme of the universal class UHASH

After block A is formed, the received data are transferred
to the second layer L2 of the Hash function (Fig. 4): A — in-
put message, L2-Key — key, ADD — concatenation mod 32,
MOD p64 — operation of calculating the remainder of divi-
sion by a 64-bit long prime number, MULT — multiplexer,
FF —data, Reset — reset, SEL — select operation, ZERO PAD —
zero vector, B — output block, Compare 264-232 — comparison
operation, K2 mod p, K mod p — operations with keys.

This layer uses RP. The universal RP family of hash
functions is based on polynomial computation. A string of n
words with a length of n bits can be viewed as a polynomial



of degree n in the range, where each word in the string serves
as a coefficient. To calculate the hash, it is necessary to cal-
culate the polynomial for an arbitrarily chosen point (key).

HASH

Fig. 3. Scheme of the first layer L1 of the Hash function: M — input
message, L1-Key — key, ADD 32(64) — concatenation mod 32,
Shift Register — shift register, MUL 32 — multiplication by module
32, FF — data, Load ff — data download, reset_L1 key — key reset,

len_M — message length, A — output block

The purpose of the third layer is to transform the input

vector B with a length of 16 bytes into a string equal to
4 bytes.

The formation of the pseudo-random pad with a cryp-
tographically strong algorithm of the AES symmetric
block cipher ensures the cryptographic strength of the
UMAC algorithm at the level of the applied cryptoalgo-
rithm [14]. This UMAC generation scheme has poten-
tially high efficiency rates, which is ensured by overlay-
ing pseudo-random pads Pad=Hash(K, Nonce, Taglen)
on the generated hash codes Y=Hash(K, M, Taglen).
The overlay procedure is equivalent to the bitwise
addition operation. This approach is the classic imple-
mentation method for the UMAC algorithm.

The considered multi-layer construction in the
formation of UMAC has potentially high efficiency
rates. But after overlaying pseudo-random pads on
the last layer, the UMAC formation algorithm loses
the “universality” property of hashing and its collision
properties are significantly deteriorated. This is due to
the use of block symmetric encryption, which does not
guarantee the preservation of the universality proper-
ty of the resulting MAC code [18, 19, 32].

The purpose of this layer is to trans- o .
form the result obtained on the first layer
using the POLY polynomial function. If
the length of the input vector is longer I

than 1,024 bits, then the polynomial func-
tion uses additional parameters to form
the remainder.

The third layer L3 of the Hash func-
tion uses the IP function (Fig. 5).

The layer with the generic IP hash
family reduces the length of its input,
since the RP hash layer generates outputs
that are much larger than the expected
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HASH

probability of error. It is based on the
processing of internal data in the range of
values (multiplying the input words with
keywords and composing the results). The
probability of an error from the previous
layer has passed to this one and remains.

Fig. 5. Scheme of the third layer L3 of the Hash function: B — input message,
L3-Key — key, ADD — concatenation, MOD — operation for calculating
the remainder of the division, MUL — multiplication, FF — data, Reset — reset,
SEL — selection operation, Enable Mod — a command that allows

performing MOD, C — output block
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Fig. 4. Scheme of the second layer L2 of the Hash function



To ensure an increase not only in the

cryptographic strength of message encryp-
tion algorithms for transmission over com-

POLY-hash

Universal hashing|
based on modular
transformations

CW-hash MAC

munication channels, but also to preserve

universality, in [19,32] it is proposed to

17 1T

use the universal hashing based on modular
transformations. The provision of high cryp-

Multilayer MAC generation scheme using universal hashing and modular transformations

of provable security

tographic stability of transmitted messages

1T T

occurs due to the impossibility of decrypting
these messages during computing time. But
this method is stable only with existing

High collisional properties, high speed,
cryptographically weak

High collision properties, processing large
data arrays

computing power, and with the advent of

high-performance quantum computers, the

Universal hashing methods

1 r

sl
| S
‘ ’ Modular transformations

risk of breaking it will increase.
In [19], the application of universal hash-

ing based on modular transformations us-
ing the RSA algorithm (Rivest, Shamir,

NH universal hashing scheme

MASH-2

Adleman), which is based on elliptic curves
and the computational complexity of the

Polynomial universal hashing
scheme

large-number factorization problem, is con-

sidered. At the final stage of hashing, this

Carter-Wegman universal hashing
scheme

approach provides processing of strictly uni-
versal hashing by a cryptographically strong
function based on modular transformations
using loop functions

f(xiYHi—l)z (‘Xi e9[1’;71)6 mOd(N)
and/or

f(x,H )= (OL"*M"1 )mod(p).

In this case, the bulk of information data is processed by
the first layers of universal hashing. And the pseudo-random
pa is processed by a cryptographically strong strictly uni-
versal hashing function based on modular transformations
using the RSA algorithm. However, this approach does not
ensure the efficiency of crypto-transformations, and its
strength in post-quantum cryptography does not meet the
requirements.

In [32], an improved method for generating data integ-
rity and authenticity control codes is proposed based on
the use of the UMAC algorithm. The first two layers are
high-speed, but cryptographically weak universal hashing
schemes, the last layer is proposed to be implemented using
the developed secure (cryptographically strong) strictly uni-
versal hashing scheme based on modular transformations.

Generation of message authentication codes using key
hashing, built on the basis of the keyless MASH-2 algorithm
with variable initialization vectors, in certain cases allows
building universal and strictly universal classes of hash
functions. However, this condition is not satisfied for all
values of the initial parameters (primes p and g).

Formally, the proposed scheme for the cascade generation
of data integrity and authenticity control codes using modu-
lar transformations is shown in Fig. 6. This approach makes
it possible to ensure the universality and stability of hash
codes, but is practically not applicable in the online mode
of hash code generation due to the low speed of forming the
pseudo-random pad based on the keyless MASH-2 algorithm.

Thus, to eliminate the revealed drawback, it is proposed
to use crypto-code constructions on algebraic geometric and
damaged codes as a mechanism for forming the pseudo pad
for the third layer of the UMAC cascade hashing algorithm.

Fig. 6. Scheme of cascading generation of data integrity and authenticity
control codes using the MASH-2 keyless hashing algorithm

The main approaches to ensuring the reduction of energy
costs for the practical implementation of CCC on EC, MEC,
DC are considered in [14, 46, 47]. This approach allows
forming a modified UMAC algorithm depending on the
requirements and computational capabilities.

6. Development of algorithms for modified UMAC based
on McEliece CCC on EC, MEC and DC

In [14, 47-50], algorithms for constructing McEliece
CCC on EC (MEC), DC, which can be used to form the
pseudo-random pad, are considered.

So to build the pad on McEliece CCC on EC, the follow-
ing algorithm is used:

— Step 1. Entering the information to be encoded (use
the plain text of the message). Entering the public key G£;

— Step 2. Encoding information with an elliptic code.
Formation of a code word cx of the elliptic code given by the
matrix G£° (forming the first part of the pad);

— Step 3. Formation of the error vector e, whose weight
does not exceed < t — correcting ability of elliptic code (for-
mation of the second part of the pad);

— Step 4. Formation of the codogram (pad) ¢y =c, +e.

Thus, the code generated on EC is the pad that is used
on the third layer of the modified UMAC algorithm on
McEliece CCC. This approach ensures the preservation
of the universality property of the obtained hash code and
the required level of efficiency. However, it requires sig-
nificant energy costs to ensure the required level of dura-
bility (it is necessary to build a CCC over GF(2'°-2'3). To
reduce energy costs, it is proposed to use McEliece CCC
on MEC, which allows reducing energy costs (building
CCC over GF(26-28) and provide the required level of
durability.

In [51] (Fig. 7) and in [14] (Fig. 8), algorithms for form-
ing the pad for generating a hash code in a modified UMAC
algorithm on McEliece CCC with shortened or lengthened
MEC:s are presented.
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Cx= Gy *ite

!

Forming codegram
Cx*=Cx-1V

End

false

Stage 1. Set code parameters

requiredProbability — defined probability of
block distortion;

n - total number of symbols in code (code
length);

k — number of information symbols;

d — minimal distance of code combinations by
Hemming;

g — curve genus;

degF — the degree of generating function;
degCurve — curve degree.

Stage 2. Forming private and public keys of
asymmetric cryptosystem, entering information
package

X — non-degenerate matrix kxk over GF(q);

P — permutational matrix nxn over GF(g);

D — diagonal matrix nxn over GF(q);

G"“ — check matrix rxn of elliptic code over
GF(q);

a; — coefficients set of curve polynomial a;...a;
1V — initialization vector, IV=|h|=1/2k-reducing
elements.

Stage 3. Forming session key and codegram

vector e forms randomly,equiprobably and
independently from another secret texts;

communication channel receives code without
zero elements of initialization vector (shortening
operation)

Fig. 7. Algorithm of forming a codogram in a modified McEliece CCC with a shortened modified code (MEC)



requiredProbability

Step 1. Setting code parameters

requiredProbability — given block

i distortion probability,
Favlse n — total number of characters in
the cod de length
—»  degF++ a =degF * degCurve, e code (co cene )’.
k — number of information
k=n—-a+g-1
symbols,
T T d —minimum distance of code
True combinations according to
True Tru Hamming,
Fals g —kind of curve,
% degF —generator function degree,
d=a—(g<<1)+2 degCurve — degree of curve.
Nrue
Fal se— True
p = computeErrorProbability(probability)

False

degF, k, d

X, P, D, G*, 1V

'

Gi = XxG" xPxD

'

Information vector input
i,public key input G£¢

|

Formation of the error

Stage 2. Formation of private and
public keys of an asymmetric
cryptosystem, input of an
information message

X —non-degenerate kxk matrix on GF(q),

P — permutation n xn Matrix on GF(q),

D — diagonal nxn Matrix on GF(gq),

G- generating kxn elliptic code matrix over
GF(g),a; —the set of coefficients of a curve
polynomial a; ... ag,

IV — initialization vector, IV=|h| =%k —
reduction elements

h,— extension symbols, || =%k

Stage 3. Formation of a session key
and a codogram (backing)

vector e is generated randomly,
equiprobably and independently of

vector e
Her
True
Y

other closed texts

Formation of a code word
_ ~EC -
cy, =Gy Xi+te

The UMAC algorithm receives a
codeword with non-zero elements

'

of information symbols inserted in

Formation of a codogram

cy=cy +]V(hr)

place of the zero elements of the
initialization vector (lengthening
operation)

End

Fig. 8. Algorithm of forming a codogram in a modified McEliece CCC with an extended modified code (MEC)




The results of the study showed that the application of
this approach in practice contributes both to an increase in
the cryptographic strength of the generation of an authen-
tication code and raises the issue of the speed of operations
related to this process.

To construct crypto-code constructions based on modi-
fied (shortened or extended) cyclic codes on elliptic curves,
the parameters presented in Table 1 are used. Table 2 shows
the parameters of asymmetric cryptosystems on the corre-
sponding CCC.

Table 1
Main (n, k, d) parameters of MEC

Parameters shortened MEC elongated MEC

(n, k, d) param-

eters of the code | n=2\g+q+1-x, {[n=2Jg+gq+1-x+x,,

EES;;&?E‘?EE? k>a—x, d>n—a, k>o—x+xq, d>n—o,
X P! a=3xdegFk+d>n a=3xdegF

(n, k, d) param-

eters of the code | n=2\/g+g+1-x,

n=2\/3+q+1—x+x1,

In [14,49-51], practical algorithms for constructing a
modified UMAC algorithm on CCC with MEC are considered.

The proposed approach will make it possible to form the
pseudo-random pad with a further reduction in computing
resources by reducing the computational field of elliptic
curves based on damage (reduction or lengthening of the
code sequence).

The process of confirming the integrity of information
during transmission from the sending to the receiving side
on the basis of checking the verification of codograms and
hash codes using the McEliece CCC on MEC is schemati-
cally shown in Fig. 9.

The use of the UMAC algorithm on the proposed
crypto-code constructions will make it possible to detect
modifications of the plain text when transmitted through
an open channel. When developing a mathematical model
for the formation of a hash code in the UMAC algorithm,
a pseudo-random sequence is used, which ensures the
cryptographic strength of this hash code. The algorithm of
forming the pad is the McEliece crypto-code construction
on MEC.

built through the Eon—a. doo Application of modification changes to elliptic codes allows
mapping ijype a=3xdeg I hadon | 20 d20,0=3xdegF | reducing the load on computing resources and leads to an in-
PXP crease in the efficiency of generating MAC codes in real time.
Table 2
Main parameters of modified cryptosystems based on McEliece CCC on MEC
Parameters Shortened MEC Elongated MEC

Secret key dimension

L. :xx[log2(2 q+q+1)1

e, =(x—x1)><log2(2 q+q+1)

Information vector dimension

l=(o—x)Xm

l=(a—x+x)Xm

Cryptogram dimension

IS:(Z q+q+1—x)><m

ZS=(2\/§+q+1—x+x1)><m

Relative encoding rate

R=(a-x)/(2 q+q+1—x)

R=(—x+x1)/(2\/5+q+1—x+x1)

Secret key EC
K={aya,....a¢} Vae GF(q)

key formation

x', P!, D!

e
IV,=EC-h; IV, IV,=EC-h,
(shortened) (elongated)

N~ XN N =~

Private key G, X, P, D

‘ S:H.Xe’

s

N~ N~ N7

y -~ cx’=e’+ex
UMAC Publickey . l ‘
Gy =X x GE x pix D C
UHASH-hash [ < Z < > Cz:peati(:n
Y,=Hash;(K.;,M) Kui key formation ox ~ =
=2 i EG; UMAC
POLY-hash K cx=1x GX i+e prve—
Y,=Hash;»(Ki,,Y1)) — H- as] ‘ ‘
<~ Kis @ Y ' ;=Hash'[(K'L;,M)
Carter-Wegman-hash Tag=Hash(K,M,Taglen) NP
Yrs=Hashy3(Ki31,Ki32,Y12) @ PDF(K,Nonce, Taglen) POLY-hash
SNz Y ,=Hash'[o(K'15,Y "1 1)
Tag R <h7h
= arter-Wegman-has|
) YU@Tag e, IMIYI > Y Ls=Hash'13(K'131,K 132, Y " 12)
Comparison -
Y=Y ¢ Y'=Y"1;6D Tag

Fig. 9. Scheme of message transmission from the sender to the recipient and checking the integrity of the message received
by comparing codograms and hash codes using McEliece CCC on MEC



In [50], it was proposed to use the McEliece crypto-code
construction using damaged codes as a mechanism for
forming the pseudo-random pad of the third UMAC layer.
The main ideas of damaged cryptography are proposed
in [52, 53]. This approach allows the use of a hybrid CCC
(HCCC) construction with multichannel cryptography and

provides the maximum substrate formation rate with the
required level of security. In addition, it allows reducing
energy costs (construction of the HCCC over GF (24726)
while maintaining the required level of hash code strength.
Fig. 10, 11 show an algorithm for using McEliece HCCC to
form the pad.

Start Step 1. Setting code
| parameters
requiredProbab
ility
degf 1:01’ requiredProbability — given block
P _{ - distortion probability,
n — total number of characters in the
— degF++ a=degF * degCurve, || code (code length),
k=n-a+g— 1 k — number of information symbols,

d — minimum distance of code

Tmen‘ue @
F

alsel

combinations according to Hamming,
g — kind of curve,
degF — generator function degree,

T e d=a—(g<<l)+2

degCurve — degree of curve.

False l
|

True

p = computeErrorProbability(probability)

p > requiredProbabili

False
|

/ degF, k, d
:

/ r=d,n
{

Generating a random order of alphabet
characters from 0 till (2") -1

!

Determining replacement character values

J)=n-|CE)|, if [CO)|>r
!

Formation of flag f(x) and
remainder C(x) by

substitution of symbols M;

Formation of defective text CF'T and damage
by CHD Concatenation of
received flags f(x); and residue C(x);

Stage 2. Damage

according to the replacement table ||M/||> |+

Al + [ICE| Y

Svmbol Residue | Residue Flag
Y | length Cx) ftx)
S | r 0 01
Sz ' r 07‘-1 Ji 071-r-1 Ji
S2r+1 I r+1 0r+l 0n—r—2]
S w2 "2 01
Szn_l, 2r+] . n—1 0n-1 Ji
Sy S n—1 I 1
S2n7 2r+ ; r or On -r
S2n . ” Ir On-r
n — total number of characters in
the code (code length),

d — minimum distance of code
combinations according to
Hamming, f{x) — flag,

C(x) —residue

Fig. 10. Formation of the pad based on McEliece HCCC with damaged codes



Stage 3. Formation of private and public keys of an
asymmetric cryptosystem, input of an information

/ X, P, D, G*, Iv

l

G =XxG"“xPxD

Information vector input
i,public key input G§C

)

Formation of the error

message

X —non-degenerate kxk matrix on GF(q),

P — permutation n xn matrix on GF(q),

D — diagonal nxn matrix on GF(g),

G"“— generating kxn elliptic code matrix on
GF(q),a; — the set of coefficients of a curve
polynomial a; ... as,

IV — initialization vector, IV=|h| =%k —
reduction elements

vector e

False

True
|

Stage 4. Generation of session key
and codogram

Formation of a code word

_ EC ., -
c, =Gy Xi+e

vector e is generated randomly,
equiprobably and independently of

]

other closed texts

Formation of a codogram

cy=cy =1V

The UMAC algorithm receives a
codeword with no zero elements of the
initialization vector (truncation

End

operation)

Fig. 11. Formation of the pad based on McEliece HCCC with damaged codes

The proposed approach will make it possible to form the
pseudo-random pad with a further reduction in computing
resources by reducing the computational field of elliptic
curves based on damage (reduction or lengthening of the
code sequence).

7. Development of algorithms for assessing the strength

of hash codes of the modified UMAC algorithm based on

evaluating criteria of universality and strict universality
of hash function classes

The proposed algorithms for assessing the strength of
hash codes of the modified UMAC algorithm (statistical
study of collisional properties of the generated elements % (x))
are based on empirical assessment of the maximum number
of keys (hashing rules) for which:

1) for arbitrary x1, x9€A, x1#x3, equality holds:

h(x1)=h(x2); €))
2) for arbitrary x1€A and y,€B equality holds:
h(xi)=ys; (2)

3) for arbitrary xy, x9€A, x1#x5 and yq, y2€B equali-
ties hold:

h(x1) =y, h(x2)=ya. (3)

The assessment according to the first criterion corre-
sponds to checking the fulfillment of the condition for the
universal class of hash functions, the assessment according
to the second and third criterion corresponds to the condi-
tions for the strictly universal class of hash functions.

To estimate the above equalities, the following notation
is introduced [54]:

n,(xc,20,)=[{he H:h(x) = h(x,)}],

xX,x, €A, x,#x,,

n,(xpp)=|{he H:h(x)=y,}|, x,c A y,€B;

n (2,25, 9,) = [{ e H:h(x,) =y, h(x,) =, |,
X, X, €A, X, 2 Xy,

Yy, €B.

The first indicator ny(x,29) characterizes the number of
hashing rules (MAC formation rules), under which for the
given xq, x9€A, x1#x3, equality (1) holds, i.e. the number
of keys for which there is a collision (MAC match) for two
input sequences xy and x.



The second indicator ny(xy,y1) characterizes the number
of hashing rules (MAC formation rules), under which for
the given x €A, y1€B equality (2) holds, i. e., the number of
keys, for which the hash code value (MAC) y; for the input
sequence x7does not change.

The third indicator nz(xy,x0,y1,y2) characterizes the
number of hashing rules (MAC formation rules). For given
X, %, €A, X, 2%, Y, Y, € B, equality (3) holds, i. e., the num-
ber of keys for which for two input sequences x and xs their
corresponding hash values (MAC) y; and v, do not change.

Since the number of keys must not exceed their corre-
sponding values P, |H| |H|/|B| and P, ~|H|, the max-
imum number of such keys for each of the considered set of
elements is of interest.

To conduct research, it is necessary to determine the
maximums of these values, and then compare the results
with the number ( o |H|) (for the first criterion), with

the number (|H|/|B|) (for the second criterion) and the

number (P, ( o |H|) (for the third criterion).

Thus, as statistical indicators for assessing collision
properties, use [54]:

— mathematical expectations m(ny), m(ns) and m(n3) of
maxima of the number of hashing rules (M AC formation rules)
at which equalities (1), (2) and (3) are satisfied, respectively;

— dispersion D(ny), D(ny) and D(ns), characterizing
the dispersion of the values of the number of hashing rules
(MAC formation rules), at which equalities (1), (2) and (3)
are satisfied, with respect to their mathematical expecta-
tions m(ny), m(ny) and m(ns), respectively.

The assessment of collisional properties according to the
given criteria of universality and strict universality is carried
out in the average statistical sense. So, when setting up an
experiment, a limited set of elements x1, x2€A, x1#x5 and their
corresponding hash images (MAC) y1, y2€B is used, consider-
ing the relevant results as a sample from the general population.

The natural estimate 7 for the mathematical expecta-
tion m of a random variable X is the arithmetic mean of its
observed values X; (or statistical mean) [19]:

N

1
i=—3 X
m NZ

i=1

where N — number of implementations of a random vari-
able X.

The estimate of the variance D of a random variable X
is determined by the expression:

1 N

D= X -m).
N_1i:1( 1 m)

By virtue of the central limit theorem of probability
theory for large values of the number of implementations N,
the arithmetic mean will have a distribution close to normal,
with a mathematical expectation [19]:

and standard deviation

G[m]:ﬁ,

where ¢ — standard deviation of the estimated parameter.

Moreover, the probability that the estimate m deviates
from its mathematical expectation by less than ¢ (confidence
level) is equal to [19]:

€
P(|m— = 20| — |, 4
(|m m|<8) (6[771]] 4)
where @ (x) — Laplace function, defined by the expression:

()

H{ Zdt 5)

When conducting experimental studies of collision prop-
erties, it was proposed to use the methods of statistical test-
ing of hypotheses and mathematical statistics [18, 19]:

1. From the general population of a random variable X, a
sample is formed as follows:

— for the average estimate of the mathematical expec-
tation m(ny) and variance D(ny), the maximum 7(xq, x3) is
used as a random variable for which the equality Z(x1)=h(x2)
holds, hence the sample of size N: Xi, Xs,..., Xy will be
formed by selecting N sets, each of which contains M pairs
of elements x, xo€EA, x1#x- and estimated as 74(xy, x»), 1. €.
the total volume of formed pairs of elements x{,09€A, x1#x5
will be NM,

—for the average estimate of m(ny) and D(n,), the
maximum 75(x1,y1) is used as a random variable for which
the equality yi=h(x;) holds, hence the sample of size N:
X1, X, ..., Xy will be formed by selecting N sets, each of
which contains M pairs of elements x1€A, y1€B and estimat-
ed as ny(x1,y1). The total volume of formed pairs of elements
x1€A, y1€B, will be NM,

— for the average estimate of m(n3) and D(n3), the maxi-
mum 7n3(x1, X3, Y1, ¥2) is used as a random variable for which
the equalities y1=A(x1) and yy=h(xy) hold, hence the sample
of size N: Xj, Xo, ..., Xy will be formed by selecting N sets,
each of which contains M quadruples of elements xy, x9€A,
X1#X9, Y1,y2€B and estimated as n3(x1,x9,y1,2), the total
volume of formed quadruples will be NM.

2. In experimental studies of the collisional properties of
hashing, the arithmetic mean 7(n,) of observed maximum
values n; and variance D(n,), i=1,2,3. are estimated.

3. The reliability of the average estimates obtained is
substantiated as follows. The accuracy ¢ is recorded and
the values of the Laplace function are calculated, which, in
accordance with the confidence probability, will give the
corresponding confidence probabilities:

Plpto)-min)<e)-20{ )
ofta]- {2

»1=1,2,3.

When the problem is inversely stated, i.e., for a fixed
confidence level Py for a sample size of N, the confidence
interval is determined as follows:

771(711.)—1‘p ~G[7h(ni)]< m(nl.)< 771(717.)+tp -G[r?z(n,.)],

i=123,

Il
o

where ¢, — the root of the equation 2<I>(tp)



The algorithm for checking hash codes for compliance
with the rules of the universal class of hash functions is
shown in Fig. 12.

1, K, i=M, j=N

Generating hash codes
(Hy) by K, Forall I,

o>

True

False

Collision
compytation

Lj= L +1

-1

j=|l
Selecting the
maxi umvilue

ML

‘max;

Determining the central
meaning of collisions

MLy, )

r M(Lmax, ): ixi xD;
i=1

Calculation of deviations
from the collision center|

value D(L D(L

‘max;

)= (x— M (x))

‘max;

End

Fig. 12. Algorithm for checking hash codes for compliance
with the requirements of a universal class of hash functions

The implementation of the algorithm can be described by
the following steps.

Step 1. Forming input messages.

Step 2. Forming keys.

Step 3. Forming hash codes Hj; for each input message /;
using keys K.

Step 4. Performing a sequential comparison of the ob-
tained hash codes Hj; by the same key Kj on all incoming
messages among themselves on the basis of the following
condition: if the hash values match (Hj=Hjj+1), which indi-
cates the occurrence of a collision (L), then 1 is added to the
collision counter:

N
L :_21Lj_1 +1,
=

where Liy — the previous value of the collision counter on
the j-th key.

Step 5. Within one message on all keys we choose the
maximum value of collisions L, .

Step 6. Calculating the arithmetic mean or central value
of the maximum number of collisions by finding their math-

ematical expectation M (L ):

‘max;

M
M(anx,): Y xxp.
i=1

Step 7. Calculating the value of the scatter of the max-
imum values of collisions around their central value by

finding the variance (D(Lmax, )) on the maximum number of
collisions:

D(L,, )=M(x-M(x))".

The algorithm for checking hash codes for compliance
with the requirements of a strictly universal class of hash
functions according to the first criterion is shown in Fig. 13.

input message

(ernd)

Hash code generation
(Hyang) for all [ nq

l
I, K, i=M, j=N

I
Generating hash codes (H;)
by K forall I,

|4
<%

False

True
Collision calculation

N
L=>1L_+1
J=1
I
Choosing the
maximum value

(L

max;
Determining the central meaning
of collisions

(Mgmﬁ

M
[ M(Lmax,)=2x[ xpi
i=1

Calculating deviations from the
center value collisions

(o(z...)

End

Fig. 13. Algorithm for checking hash codes for compliance
with the requirements of a strictly universal class of hash
functions according to the first criterion

The implementation of the algorithm can be described by
the following steps:

Step 1. Forming one random incoming message lqnq.

Step 2. Forming a hash code H,uq of the random mes-
sage Liana.

Step 3. Forming incoming messages.

Step 4. Forming keys.

Step 5. Forming hash codes Hj; for each incoming mes-
sage I;using keys K.

Step 6. Performing a sequential comparison of the ob-
tained hash codes Hj by the same key Kj on all incoming
messages with a hash code H,y,q of the random message 1,44
on the basis of the following condition:

—if the hash values match (H;j=H,anq4), which indicates
the occurrence of a collision (Z;), then 1 is added to the col-
lision counter:



N
L].:E;LH+1.
p=

Step 7. Within one message for all keys, select the maxi-
mum value of the collision L__ .

Step 8. Calculating the arithmetic mean or central value
of the maximum number of collisions by finding their math-

ematical expectation M (me ):

M
M(Lmax’ ) X, X p;.

i=1

Step 9. Calculating the value of the scatter of the max-
imum values of collisions around their central value by
finding the variance (D(L on the maximum number
of collisions:

‘max;

D(L,,, )=M(x-M(x))".

The algorithm for checking hash codes for compliance
with the requirements of a strictly universal class of hash
functions according to the second criterion is shown
in Fig. 14.

The implementation of the algorithm can be described by
the following steps:

Step 1. Forming two different random incoming messag-
€s ]rand1 and Imnd2~

Step 2. Forming hash codes Hyuuq1 and Hygpq0 for each of
the messages I,4nq1 and Lgpao.

Step 3. Forming incoming messages.

Step 4. Forming keys.

Step 5. Forming hash codes Hjj for each incoming mes-
sage [; using keys K;.

Step 6. Performing a sequential comparison of the ob-
tained hash codes H,qnq1 and H,g,q9 by the same key Kjfor all
incoming messages with hash codes of two random messages:

—if the hash values match (Hj=H,qna1 or Hyj=Hyana2),
which indicates the occurrence of a collision (Z;), then 1 is
added to the collision counter:

N
L=L_+1

J=1

Step 7. Within one message for all keys, selecting the
maximum value of the collision L __ .

Step 8. Calculating the arithmetic mean or central value
of the maximum number of collisions by finding their math-

ematical expectation M (me )

M
1\4(Lmaxx ) = 2 xi X pi'
i=1
Step 9. Calculating the value of the scatter of the maxi-
mum values of collisions around their central value by finding

the variance (D(Lm,dxi )) by the maximum number of collisions:
D(L,,, )=M(x-M(x))".

Thus, the proposed algorithm allows evaluating not
only the fulfillment of the criteria of universality and strict
universality of the obtained MAC code, but also the level of
stability.

Input messages (L,
L)

Hash-codes generation (H, 4.,
Hmndz) for L, Liana:

I, K, i=M, j=N

Hash-codes generation
(H;) by K;forall I,

<

Hy=H, a1

<
[

Collisions calculstion

Choosing maximum
value ( L. )

Determination of the

M
central meaning collisions — M(L , ): _ _
e i)

Calculating deviations
from the center value

collisions (D(Lmax, ])

End

Fig. 14. Algorithm for checking hash codes for compliance
with the requirements of a strictly universal class of hash
functions according to the second criterion

8. Discussion of the results of the practical
implementation of the modified UMAC on CCC

To ensure the validity of the proposed approach, consider
a practical example of the implementation of the modified
UMAC cascade algorithm on CCC with EC, MEC and DC.

To model the implementation of the modified UMAC
algorithm on algebrogeometric (EC, MEC) and damaged
codes based on McElliese CCC (HCCC), the following in-
put data are used:

— data block length (bytes) — 32;

— secret key length — 32 bytes;

— transmitted plain text I array length — 3bytes;

— pseudo-random key sequence length (number of sub-
keys) —1,027;

— transmitted plaintext (k-bit information vector over
GKg) - 11;

— secret error vector e=00000200 (session key);

— masking matrix (user private key — KR);

— non-degenerate kxk matrix — X;

— nXn permutation matrix P;

— diagonal matrix D;

— generating matrix G;



The generating matrix (user public key — KU;)) — Gi€,
G¢, depending on the McEliece CCC (HCCC).

The conversion of the codogram values according to the
MV2 algorithm is given in Table 3.

Table 3

Conversion of the codogram values according to
the MVZ2algorithm

Binary representation | Remainder | Remainder Flag
of the symbol length C(x) F(x)

000 2 00 1

001 2 01 1

010 2 10 1

011 2 11 1

100 2 00 0

101 2 01 0

110 2 10 0

11 2 11 0

Next is the formation of a hash code on the basis of the
modified UMAC algorithm with various mechanisms of form-
ing the pseudo pad on the basis of CCC with EC, MEC, DC.

1. Creating a hash code based on the UMAC algorithm.

Step 1. Forming the first layer.

The value of the first-level hash function UHASH-hash
Y,,, is calculated by the formula:

Y,,, = Hash,, (KLWI)-

For the formation of K,,; it is presented as a sequence of
keys from four-byte blocks:

K., =K, H K, ” ||Kn1’

where || — concatenation (connection) of the lines corre-
sponding to subkeys.
The amount of data of the subkey:

= 1’032 =335=~33=>i=12..,33.

Since T, = Index"i , then for the first level Index=1, =>T=K;:

K1;=00000001 000000001, K9;=00000001 000000010,
K3=00000001 000000011, K4;=00000001 000000100,
K51=00000001 000000101, Kg;=00000001 000000110,
K71=00000001 000000111, Kg;=00000001 000001000,
Ko=00000001 000001001, Ky10;=00000001 00001010,
K111=00000001 00001011, K12;-00000001 00001100,
Ki31=00000001 00001101, K14;=00000001 00001110,
Ki5:-00000001 00001111, K46;=00000001 00010000,
Ki71=00000001 00010001, K15-00000001 00010010,
Ki91=00000001 00010011, K99;=00000001 00010100,
K511=00000001 00010101, K95;=00000001 00010110,
K»31=00000001 00010111, K94=00000001 00011000,
K»51=00000001 00011001, K26=00000001 00011010,
K»71=00000001 00011011, K95;=00000001 00011100,
Ky91=00000001 00011101, K30;=00000001 00011110,
K31;1=00000001 00011111, K39;=00000001 00100000,
K33=00000001 00100001.

Based on the length M of the input message, the number
of blocks is equal to T=1, so, the number of subkeys at this
level is the same, therefore,

K,,,; =T, =0000000100000001.

The hash function values of this layer are calculated by
the following formula:

Y, =(I+K,,;)mod32=
=(0100110+10000001)mod 32=111.

Step 2. Forming the second layer.

Because the length M is less than 1024 bytes, this level
of hashing will not be performed, and we will perform calcu-
lations using the third-level hash code.

Step 3. Forming the third layer.

The number of subkeys for K, :

64 x4
n=

=8=>i=1,2,3,4,5,6,7,8.
32

Therefore, for the formation of K, it can be presented
as a sequence of keys of eight four-byte blocks:

KL31I = Kl[ H KZI ” KSI ” KAI H KSI ” KGI ” K7I H KS]'
For the third level Index =3, =>T;=K:

K1;=00000011 00000001, K»;=00000011 00000010,
K51=00000011 00000010, K9;=00000011 00000010,
K31=00000011 00000011, K4;=00000011 00000100,
K5=00000011 00000101, Kgr=00000011 00000110,
K7:=00000011 00000111, Kg;=00000011 00001000.

The number of subkeys for K., :

n=%=0.5z1=>i=1.
32

For the formation of K, it can be presented as a key
sequence of 1 four-byte subblock:

K=Ky
For the third level Index=4, =>T,=K|;:
K1;=00000100 00000001.

The value of the hash function of the third layer is calcu-
lated by the following formula:

Y, = ((YM, rnod(236 - 5))m0d 232)X0rYL321 =

= ((((I +K,,)mod 32)mod (2% - 5)) mod 232)XOI‘YL32,,

Yig =
=((11mod(2" - 5))mod 2" x0r00000100 00000001 =
=10000000010.

II. Forming key data of modified McEliece crypto-code
constructions with EC, MEC, DC [7, 8, 19, 37].



Step 1. The public key for McEliece CCC on EC is
formed by the expression:

G =XxG xPxD.

The public key for McEliece CCC on MEC is formed by
the expression:

GYF =X xG* xPxD.

The public key for McEliece HCCC on DC is formed by
the expression:

GIMFC = X x GM*“ x Px D.

The result of the formation of the public key is the gener-
ating matrix of the algebrogeometric code:

G)E(C:G)“{EC:G;IMEC:F 130111 0].

02222032

Step 2. The cryptogram (codegram) formed from the
information message I is a vector of length n, which is calcu-
lated by the following formula:

— for McEliece CCC on EC:

Cy=IxGE ®e.

— for McEliece CCC on MEC:

C.=IxGM @e.

— for McEliece HCCC on DC:

C, =IxG™C @,

The result of the generated vector is the following value:

Cy =23023322.

Step 3. Forming the initialization vector IV=00100000,
which determines the location of the code sequence reduc-
tion/extension symbols:

— for shortened MEC — C. = 2323322

— for elongated MEC — C. =23123322.

Step 4. Forming damage and damaged code, through
damage based on the MV2 codeword algorithm:

— source text (word):

— for shortening —

C. =2323322,,=010011 000010011011 010 010,.

Step 5. Transmitting damage (flag) by one of the chan-
nels to the recipient and sending of the damaged code (re-
mainder) by another channel to the recipient:

— for shortened MEC:

—sending damage to the channel —

C.=010011 000010011011 010 010, = 45818,;

—sending the damaged code to the channel — F(x)=
=111111119=2551¢;

— for elongated MEC:

—sending damage to the channel —

C.=010011 000010011011 010 010, = 2495337 ;

—sending the damaged code to the channel — F(x)=
=1111111115=5114.

II1. Forming the pseudo-random pad is carried out on the
basis of the proposed modified McEliece crypto-code con-
structions with EC, MEC, DC:

Pad = PDF (K, Nonce,Taglen) =
= PDF(0106,8,4)=1101010.

IV. Hash code generation:

Tag =UMAC(K,I,Nonce,Taglen)=

= Hash(K,I,Taglen)®

®PDF (K, Nonce,Taglen)=Y,,,, ® Pad =
=10000000010®1101010=10001101100.

Y=Y,,, ®Tag.

Y =10000000010@
©10001101100=1101110=110,,,

VI. DSA-based wverification (Digital Signature Algo-
rithm).

When using the modified UMAC algorithm with McE-
liece CCC (HCCC) in the DSA standard, the sender uses a
private key (KR;), the recipient uses the public key KU; to
verify the digital signature.

The proposed approach provides the required level of
efficiency of hash code generation (online) taking into ac-
count the growth of computing resources and the amount
of data transmitted. Table 4 shows the results of studies of
energy costs for the practical implementation of the pro-
posed algorithms for forming the pad based on the use of
McEliece CCC (HCCC) on algebrogeometric (EC, MEC)
and damaged codes.

Table 4

Dependence of the software implementation of McEliece CCC (HCCC) on the field strength (number of group operations)

Cryptosystems 20 26 27 28 29 210
CCCon EC 10018042 18048068 32847145 47489784 63215578 82467897
CCC on shortened MEC 10007947 17787431 28595014 44079433 61974253 79554764
CCC on elongated MEC 11156138 18561228 33210708 48297112 65171690 84051337
HCCC on shortened MEC 7900315 14892945 25565274 42279183 58963778 76564173
HCCC on elongated MEC 7905257 14682411 25595014 42116327 58468143 75474764




Analysis of Table 4 confirms the theoretical calculations
of the reduction of costs for the practical implementation of
McEliece CCC (HCCC) on EC (MEC), DC while main-
taining the required indicators of the hash code stability in
the modified UMAC algorithm. Table 5 presents the results
of studies of the statistical properties of the proposed meth-
ods based on the NIST STS 822 package, which confirm the
stability of the proposed McEliece CCC (HCCC) on EC
(MEC), DC [55].

Table 5
Results of statistical security study
Number of tests | Number of tests | Number of tests
Cryptosys- in which more | in which more | in which less
YPLosys than 99 % of than 96 % of than 96 % of
tems
the sequences | the sequences | the sequences
were tested were tested were tested
McEliece o o o
CCC on EC 149 (78.83 %) 189 (100 %) 0 (0 %)
MckEliece
MCCCon o o o
shortened 151 (79.89 %) 189 (100 %) 0 (0 %)
MEC
McEliece
MCCCon o o o
clongated 152 (80.42 %) 189 (100 %) 0(0%)
MEC
HCCC on
clongated | 153 (80.95%) | 189 (100 %) 0(0%)
MEC
HCCC on
shortened | 155(82%) | 189 (100 %) 0(0%)
MEC

Thus, the presented results confirm the possibility of
implementing this approach to the formation of a modified
cascade hashing algorithm using crypto-code constructs as
a mechanism to ensure the required level of stability in the
post-quantum period. In this case, the use of a particular
design depends on the computing power and /or platform on
the basis of which the software is developed.

A further area of research is the practical confirmation
of statistical estimates of the properties of universality and

strict universality of the modified UMAC algorithm with
the formation of the pad on the McEliece CCC (HCCC).

9. Conclusions

1.In the context of increasing computing resources,
expanding the scope of the digital economy and e-banking
services, one of the conditions for providing security services
is the search for new and /or modification of known methods.
The growth and integration of modern threats, their hybrid-
ity and synergy require the introduction of strict criteria
for special mechanisms to ensure authenticity. Among the
known algorithms for generating MAC codes, universal
hash functions occupy a special place. However, their use
without additional hash code encryption does not provide
the required level of robustness.

2. Analysis of the formation of hash codes based on the
cascading application of universal hash functions showed
that the use of a block symmetric AES algorithm as a mech-
anism of pseudo-random pad in the UMAC algorithm does
not allow “preserving” the universality of the hash code. And
the improvement of the mechanism based on modular arith-
metic (MASH-2 algorithm) does not meet the requirements
for the efficiency of transformations. Thus, it is proposed to
use one of the promising areas — crypto-code constructions
based on algebrogeometric and damaged codes.

3. Modifications of construction of the cascade hashing
algorithm on the basis of using CCC on EC, MEC, DC are
proposed. This approach allows “preserving” the versatility
and all the advantages of this class of hash functions, as well
as provides the required parameters for efficiency and dura-
bility in the conditions of post-quantum cryptography and
the emergence of a full-scale quantum computer.

4. The proposed algorithms for assessing the resilience of
hash codes of the modified UMAC algorithm on McEliece
crypto-code constructions with EC, MEC, DC allow not
only assessing the fulfillment of universality and strict
universality criteria, but also provide assessments of hash
code resilience to modern threats. The proposed algorithms
for the statistical study of collision properties generated by
MAC codes are based on an empirical estimate of the maxi-
mum number of keys (hashing rules).
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