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Technological progress in the past half century has greatly increased our ability to

collect, store, and transmit vast quantities of information, giving rise to the term “big

data.” This term refers to very large data sets that can be analyzed to identify

patterns, trends, and associations. In medicinedincluding diabetes care and

researchdbig data come from three main sources: electronic medical records

(EMRs), surveys and registries, and randomized controlled trials (RCTs). These

systems have evolved in different ways, each with strengths and limitations. EMRs

continuously accumulate information about patients and make it readily accessible

but are limited by missing data or data that are not quality assured. Because EMRs

vary in structure and management, comparisons of data between health systems

may be difficult. Registries and surveys provide data that are consistently collected

andrepresentativeofbroadpopulationsbutare limited inscopeandmaybeupdated

only intermittently. RCT databases excel in the specificity, completeness, and

accuracy of their data, but rarely include a fully representative sample of the

general population. Also, they are costly to build and seldommaintained after a trial’s

end. To consider these issues, and thechallengesandopportunities theypresent, the

editors of Diabetes Care convened a group of experts in management of diabetes-

related data on 21 June 2018, in conjunction with the American Diabetes Asso-

ciation’s 78th Scientific Sessions in Orlando, FL. This article summarizes the discussion

and conclusions of that forum, offering a vision of benefits that might be realized

from prospectively designed and unified data-management systems to support the

collective needs of clinical, surveillance, and research activities related to diabetes.

Within the span of their professional careers, older physicians and investigators have

experienced a revolution in the management of data. In the 1960s, we wrote chart

notes andprescriptions by hand, poredover large volumes in libraries, recordednotes

from these tomes on 3- by 5-inch notecards, computed means and standard

deviations on mechanical calculators, and composed manuscripts for publication

on typewriters. Digital technologies ushered in a paradigm change for all of these

practices. Large, slow mainframe computers were developed in that decade and,

concurrently, defense and academic groups established electronic communication

networks. These innovations were followed in the 1970s by smaller, yet more

powerful, computers and, in the 1980s, by personal computers and expanded

networks. Now we have the Internet, the World Wide Web, and “cloud” storage

capabilities, all ofwhich can be accessed anywhere and at any timeby individualswith

smartphones and other small electronic devices. Our ability to collect, store, analyze,

and transmit data has increased remarkably, giving rise to the collective term “big

data”: extremely large data sets that can be analyzed to identify patterns, trends, and
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associations. It is now, at least in prin-

ciple, possible tomanagehugequantities

of data over decades of time and among

regions globally.

These tools fordatamanagementhave

long been recognized as relevant to our

efforts to improve health care (1), and

certainly this applies to clinical care and

research in the field of diabetes. Some

notable examples deserve mention.

Henry J. Kaiser, a prominent defense

contractor, developed health systems

for employees at his shipyards in the

1940s. The Kaiser systems applied busi-

ness principles to health care, including

early adoption of electronic medical re-

cords (EMRs) (2). TheU.S. Department of

Veterans Affairs created an electronic

database for its geographically dispersed

medical systems in the 1980s (3). Pop-

ulation-based medical registries have

been established in the U.K. (4) and

other countries. In the U.S., the National

Health and Nutrition Examination Survey

(NHANES) began in 1971, and data col-

lection continues to the present time (5).

Likewise, the first large, randomized trials

testing interventions for diabetes were

facilitated by digital data management.

TheUKProspectiveDiabetes Study (UKPDS)

was launched in 1977 (6), and enrollment

in the Diabetes Control and Complica-

tions Trial (DCCT) began in 1983 (7).

Despite the strong influence of digital

technology on these projects, the sys-

tems used for clinical care, epidemiologic

surveillance, and interventional trials

have grown and evolved in quite differ-

ent ways. Their purposes and designs

differ considerably, and collected data

are not easily compared among systems.

To consider these issues, and both the

challenges and opportunities presented

by them, Diabetes Care convened a group

of experts in the field of diabetes digital

technology on 21 June 2018. Here, we

report a summary of the discussion and

conclusions of that forum. Thediscussion

was divided into the three categories of

data-management systems briefly de-

scribed in Table 1.

ELECTRONIC MEDICAL RECORDS:

ENORMOUS POTENTIAL BUT

LIMITATIONS

Ancient Egyptian physicians recorded

their patients’ medical information on

papyri (8), and until recently, handwrit-

ten records continued to be the norm.

However, as digital technology devel-

oped, it was quickly applied to medical

records. Some health systems intro-

duced electronic data management in

the 1960s, with the focus initially on

scheduling and billing. Over time, elec-

tronicmedical record (EMR) systems have

expanded to other aspects of patient care

and, in the past decade, a growing number

of health care organizations have largely

abandoned paper-based records.

The potential of EMRs to make patient-

related information more accessible is

enormous. In 1863, Florence Nightingale

complained that, “In attempting to arrive

at the truth, I have applied everywhere

for information, but in scarcely an in-

stance have I been able to obtain hospital

records fit for any purposes of compar-

ison” (9). Recent studies have demon-

strated that use of EMRs can improve

preventive health services, decrease

medication errors, and facilitate popula-

tion health management (10–13). In the

case of diabetes, analyses of data from

EMRs have been shown, in appropriate

settings, to help improve success in con-

trolling glycemia, lipids, and blood pres-

sure and to reduce the frequency of

emergency department visits and non-

elective hospitalizations (14–16).

At the organizational level, review of

EMR data allows for the assessment

of clinical visit scheduling and reim-

bursement, attendance and wait times,

medication prescription and dispensa-

tion, and tracking of variously defined

measures of quality of care. For pro-

viders, EMRs allow immediate access to

patients’ clinical histories, physical

and laboratory findings, and other

care-related information. Providers po-

tentially can access clinical information

independent of where they or their

patients may be at a given time. The

importance of this ability was illustrated

by the experience after Hurricane Katrina

struck New Orleans and nearby areas in

2005. Clinicians who had EMR access

could provide information and advice

and fill prescriptions for their patients

who were widely dispersed across the

country, whereas those without EMRs

lost contact with patients and perma-

nently lost their paper records to storm

and flood damage. Electronic records

allow many different users to access

medical information simultaneously

and eliminate the costs of creating

and delivering hard copies of records

to each clinician. Virtually instantaneous

remote access by on-call clinicians, in-

cluding those in emergency departments

anddistant institutions, can assist in timely

provision of care. For the care of those

withdiabetes, use of EMRs facilitates track-

ing of relevant clinical data over time, in-

cluding weight, blood pressure, A1C, lipid

measurements, and medications for

control of various risk factors. Because

a team of providersdincluding physi-

cians and advanced practice providers,

diabetes educators, nutritionists, and

othersdis typically involved in care for

people with diabetes, EMRs assist in

coordinating multidisciplinary care.

There are also potential limitations to

the use of EMRs. Both isolated and

systematic unintended consequences

have been reported (17–21). Workloads

of clinical providers may be increased and

their morale impaired by the need to

Table 1—Typical features of current systems for managing medical data

Feature EMRs

Public surveys and

registries RCTs

Financial support Health system Government Government, industry, or voluntary health

organization

Governance System administrators Government employees Academic partnership with sponsor

Population included Enrolled in public or commercial

system

National or regional Selected for study, may be international

Time of data collection Continuous Periodic Specific interval

EMRs, electronic medical records; RCTs, randomized controlled trials.
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enter orders for tests, prescriptions, and

consultationsdtasks previously per-

formed by other health care personnel.

Because of the need to review prior

encounters and enter current data in

the examining room, both clinicians

and patients have sometimes com-

plained about EMRs interfering with

communication during visits (22,23). Al-

though much energy is devoted to op-

timizing the use of EMRs in managing the

logistical aspects of care (e.g., scheduling,

billing, and process-based quality assess-

ment), medical information needed for

personalized management of complex

conditions such as diabetes may be

less easily collected, recorded, and visu-

alized. Whereas the consistency and

accuracy of entries concerning financial

or operational matters are routinely

checked by specialized personnel within

health systems, similar quality control is

rarely attempted for clinical entries. The

result is variability and inconsistency in

capturing even the most crucial medical

information in many cases. A notable

example is the difficulty of tracking in-

sulin doses prescribed, as well as those

actually takendespeciallywhenpatients

are actively self-managing their glycemic

control.Another is the lackof consistency

in distinguishing between type 1 (auto-

immune-mediated) diabetes, type 2 di-

abetes, and less common forms of

diabetes in EMRs.

Electronic record systems come in a

bewildering variety of configurations,

and they frequently evolve over time.

Therefore, careful implementation pro-

cedures, including user training, are cru-

cial to their success. Although broad

principles of EMR design are well estab-

lished (24,25), they are not universally

followed. As a result, many systems

suffer from discrepancies between soft-

ware design, user needs, and clinical

workflow, sometimes leading tonegative

perceptions of their value and reliability

(Fig. 1) (26–29). Alignment of EMRs with

the activities and concerns of medical

providers can be improved, but in many

cases this is not occurring. Business-

related aspects of EMR use can also

pose barriers. For example, EMR system

vendors may have contractual hold-

harmless clauses that limit their account-

ability for harm or inconvenience related

to defects and malfunction. It may be

unclear who is responsible for mainte-

nance of services, and difficulties may

not be reliably reported. Governmental

oversight of the quality of EMR products

and services is limited (30–33).

There is considerable potential for the

use of data collected routinely in EMRs

for epidemiological surveillance or pro-

spectively designed medical research

(34,35). Some large health systems

with long-standing databases have pub-

lished useful epidemiologic reports of

their experience. Notable examples rel-

evant to diabetes include early reports of

clinical inertia in advancing pharmaco-

therapy of diabetes (36,37) and clinical

features associatedwithhypoglycemia in

clinical practice (38). However, there are

limitations to such use of data collected

in EMRs under current circumstances.

These include missing or unreliable data,

collected without consistent definitions

or quality control, and uncertain gener-

alizability when data originate from a

single institution. These problems could

be addressed and some attempts have

beenmade, although the success of such

efforts depends on allocation of addi-

tional resources and support by health

system administrators (39–42).

SURVEYS AND REGISTRIES:

MONITORING POPULATION-WIDE

TRENDS

Public health surveillance for chronic

diseases has also been greatly facilitated

by electronic data-management sys-

tems. Surveillance can be defined as

quantitative monitoring of population-

level incidence (risk) and prevalence

(frequency) of disease and of provision

of preventive care, with attention to

variations according to personal charac-

teristics, time, and location (43,44). Pe-

riodic surveys can identify emerging risk

factors, new health problems and co-

morbid conditions, gaps in care, and

adverse events of treatment. Surveil-

lance aims to identify subpopulations

that are most at risk for a given disease

or most likely to benefit from interven-

tion. Data grouped according to specific

characteristics of individuals may be de-

scribed as a registry, which can be sys-

tematically updated to provide targeted

surveillance of individuals sharing this

characteristic.

Such information provides timely guid-

ance for short-term decisions by policy

makers, health plan administrators, clini-

cians, and the public. It also permits

more in-depth etiological analyses, cost-

effectiveness determinations, andhealth

impact modeling, all relevant to long-term

decisions. When combined with related

disciplines (e.g., clinical epidemiology,

health services and policy research,

health economics, and program man-

agement evaluations), population sur-

veillance forms the basis for public

health strategies and resourceallocation.

Population-level surveillance for dia-

betes is undergoing a rapid transforma-

tion due to new health-related data

Figure 1—A conceptualmodel of differences between how electronic medical records are designed

(Designermodel), functionality desired by the users (Usermodel), and how they are actually utilized

(Activity model). Reprinted from Zhang J, Walji MF. TURF: toward a unified framework of EHR

usability. J Biomed Inform 2011;44:1056–1067, with permission from Elsevier (29).
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sources and also computing and analytic

approaches to large data sets (45). Di-

abetes surveillance in countries such as

theU.S., Canada, Europe, Australia, Israel,

and some Asian countries originated

mainly from public survey– and direct

registry–based systems. In some settings,

it is now extending to include health

system–based electronic registries link-

ing EMR data, hospital and ambulatory

services, laboratory and pharmacy data,

and, most recently, various non-health-

related data sources (46,47).

Surveillance Through Public Systems

Nationally representative surveys in the

U.S. that include assessment of diabetes

prevalence have existed for more than

50 years (Fig. 2), beginning with the

National Health Survey in the 1960s.

Next came the National Health Interview

Survey (NHIS), the first National Health

and Nutrition Examination Survey

(NHANES I) in the 1970s, NHANES II in

the 1970s and 1980s, NHANES III in 1988–

1994, and continuous NHANES surveys

from 1999 to the present (48–51). These

are coordinated by the Centers for Dis-

ease Control and Prevention’s National

Center for Health Statistics.

A suite of other health care surveysd

including the National Ambulatory

Medical Care Survey (52), Medical Ex-

penditurePanel Surveys fromhealth care

settings (53), and the National Hospital

Discharge Survey (later supplanted by

the National Inpatient Sample [NIS]

[54])dcollects data at the level of hos-

pitals rather than individuals. Since

1993 the Behavior Risk Factor Sur-

veillance System (BRFSS) has provided

population-based surveys conducted at

the state level (46). These surveys are

complemented by registries for selected

conditions suchas theUnitedStatesRenal

Data System for end-stage renal disease

(55), or for special problems and pop-

ulations (e.g., the prevalence of type 1 vs.

type 2 diabetes in children in the SEARCH

for Diabetes in Youth study) (56). Similar

evolution of surveillance has occurred in

other countries as well. For example, the

National Diabetes Audit in the U.K. is one

of the largest annual clinical audits in the

world. It integrates data from both pri-

mary and secondary care sources, with

providers legally required to supply the

data from their clinical practices (57).

Most of these surveys are designed to

obtain repeatedcross-sectional, complex

samples with analytic weighting so that

the estimates derived are representative

of the noninstitutionalized population,

including people without health insur-

ance. NHANES is the most comprehen-

sive survey in the U.S., consisting of a

questionnaire, physical exam, and labo-

ratory examinations every 2 years. It is

the primary source for tracking total

prevalence of diabetes, prediabetes,

and undiagnosed diabetes, as well as

selected risk factors and complications,

including peripheral arterial disease, ret-

inopathy, and chronic kidney disease

(58–61). NHIS includes the single largest

sample of the U.S. population and is the

primary source of self-reported inci-

dence of diagnosed diabetes. It serves

as the key platform for supplemental

surveys of issues ranging from health

care access to preventive care (62,63).

NIS is the main source of data for hos-

pitalizations and procedures and is used

to estimate and track the incidence of

cardiovascular disease, stroke, and am-

putation (64). BRFSS has been crucial in

providing state-level and,with assistance

of small-area statistical modeling,

county-level prevalence and incidence

rates of diabetes and prevalence of obe-

sity and physical inactivity (65). Several

surveys, including NHIS and NHANES,

also have linkage to the National Death

Index. This is an important association

that allows mortality rates to be esti-

mated for consecutive cohorts (66). Col-

lectively, the publicly available surveys

permit researchers and policy makers to

monitor a broad range of metrics such

as behavioral and biochemical risk fac-

tors, preventive behaviors, receipt of

preventive care, risk factor manage-

ment, diabetes-related complications,

disability, and mortality (Fig. 2) (43).

However, these public surveys have

some fundamental limitations. First, they

are largely cross-sectional data sets.

Apart from the mortality linkage, the

lack of longitudinal data limits assess-

ment of changes in risk and care and the

ability to examine the effectiveness of

treatments or the etiology of conditions

in individuals. Second, the ability to

examine geographic variation in risk,

care, or outcomes is limited in most

surveys. Thus, their utility for directly

targeting interventions to areas of great-

est need in regions below the national

level is impaired. While BRFSS has been

useful for estimation of state- and

county-level prevalenceofdiabetes, obe-

sity, and physical inactivity, there are

limitations of its design and data collec-

tion that allow incidence rates to be

tracked reliably only at the national level

(46,62,63,65). Third, although they are

designed and weighted to be represen-

tative of noninstitutionalized popula-

tions, steadily declining response rates

are a growing threat to validity. Finally,

despite improvements in the timeliness

of collection and disclosure of data,

periodic surveys do not always allow

real-time assessment of emerging prob-

lems. Also, incorporating new elements

into the surveys requires administrative

review and approval, which can be a

lengthy process.

Surveillance Within Health Systems

As noted earlier, integrated health sys-

tems in theU.S. and elsewhere haveused

EMRs and other systematically collected

data for surveillance, development of
Figure 2—Overviewof diabetes-relatedmetricsmonitored in the U.S. via publicly available survey

data throughout the natural history of the disease. Adapted from Desai et al. (43).
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registries, and evaluation of care within

their populations. Direct clinical data in

such systems can be linked to pharmacy

and laboratory information, allowing

broader assessment of processes and

outcomes (67,68). This experience has

set the stage for linkage of previously

existing public surveys and registries to

data derived from direct patient contact

within private systems. This trend has

been paralleled by conceptually similar

population-wide registries in countries

with single-payer health systems, includ-

ing Sweden, Finland, Denmark, and the

U.K. (47,57,69–71). Combining these reg-

istries has the advantage of allowing

estimation of levels of care, risk-factor

management, and rates of outcomes,

taking a broader perspective than is

possible within a single database. Such

analyses can lead to revaluation of med-

ical practice methods, medication use,

and the cost-effectiveness of specific

interventions within each system.

Development of EMR-based registries

by privatelymanaged health systems has

also provided an opportunity for large

multi–health system aggregators such as

IBM MarketScan Research, DARTNet,

Optum, the Centers for Medicare &

Medicaid Services, and others. Their da-

tabases contain information on billing

claims for various services, pharmacy

records, and laboratory data on large

segments of the population. This infor-

mation can be linked to other factors at

the health plan level or to external in-

formation on geographic location and

socioeconomic patterns. Thus, they

can broaden the population included

beyond that of individual health systems.

However, these aggregating systems re-

quire substantial financial resources and

can have other limitations. Although

individual-level longitudinal analyses are

possible with such systems, they can be

complicated by the flow of individuals in

and out of health plans, requiring careful

distinction between cross-sections and

cohorts. Aggregated health-system data

also may lack routinely collected infor-

mation on health behaviors and any

information on the historically and

geographically variable proportion of the

U.S. population that is uninsured. Fi-

nally, as with databases within individual

health systems, the completeness and

reliability of aggregated data sets varies

widely and poses significant problems of

interpretation.

CLINICAL TRIAL DATABASES:

OPTIMIZED COLLECTION AND

ANALYSIS FOR SPECIFIC

QUESTIONS

Complete and accurate quantitative

data are required for success in all dis-

ciplines involved in scientific research.

Clinical research can generally be classi-

fied as either observational or experi-

mental. Observational research relies on

data generated by people, clinics, insti-

tutions, health systems, or devices that

are obtained, often passively, from sour-

ces such as an EMR system. Any variety

of exposures, differences, or changes

can be analyzed to identify relationships

between the topic of investigation and

various outcomes. Examples of topics

for study include the uptake of a new

drug, a change in health policy, an in-

crease or decrease in access to health

care providers, genetic characteristics,

or increasing duration of disease or sur-

veillance. Clinical assessments that

can be related to such topics include

weight or blood pressure, laboratory

tests (e.g., A1C), health systemutilization

(e.g., emergency room visits), symptom-

atic events (e.g., hypoglycemia), and

medical outcomes (e.g., myocardial in-

farction). All kinds of information col-

lected during routine medical care might

be used for observational research, and

data are increasingly stored in easily

accessible digital forms to facilitate their

analysis.

Although observational research

can identify relationships, whether any

relationship is caused by the exposure

or by something else linked to the ex-

posure (i.e., a confounding variable) is

more difficult to discern. Although so-

phisticated statistical techniques can

account for potential confounding vari-

ables, they can only account for those that

are both known to be possible confound-

ers and available in the database. Be-

cause any relationship may reflect the

effect of an unknown number of con-

founding factors, both measured and

unmeasured, a causal effect suggested

from observational analysis should be

viewed as hypothesis-generating rather

than definitive evidence. The only excep-

tion would be relationships that are

extremely strong, such as the effect of

smoking on the risk of lung cancer or the

ability of insulin to prevent death in

patients with type 1 diabetes.

Observational studies are no substi-

tute for randomized controlled trials

(RCTs) in establishing efficacy (72). The

RCT is the gold standard for detecting

modest but clinically important effects

of a treatment or intervention. Indeed, a

large number of RCTs conducted in the

past 25 years (73) have provided crucial

insights into the management of diabe-

tes and have identified novel life-saving

therapies. In an RCT, the administration

of the exposure versus the comparator is

randomly determined for two or more

groups, and the effect of one versus

alternate exposures (comparators) is

then measured. The randomization pro-

cess reduces confounding by construct-

ing treatment groups that are, on

average, expected to be similar except

for the extent of the exposure being

studied. Thus, any difference in out-

comes is attributable to the exposure

and not something else, with a level of

confidence that depends on the rigor

with which the study is designed and

conducted. Many different exposures

can be tested in RCTs, including drugs,

devices, monitoring procedures (e.g.,

continuous glucose monitoring [CGM]),

treatment algorithms, and adminis-

trative policies. Whereas the unit of

randomization is typically an individual,

groups or clusters of individuals can also

be randomly assigned, with different

clusters being randomly allocated to

different exposures.

Although the methodological strengths

of randomization are profound, random-

ization alone is not sufficient. Other

requirementsmustbemet (Fig. 3). First, a

clearly formulated and ethical research

question or hypothesis must be articu-

lated as part of a carefully designed

protocol. This should be reviewed by

impartial experts to ensure that the

question is important and that the re-

search plan is ethical and feasible.

Second, sufficient numbers of partici-

pants must be enrolled within a short

enough period of time to ensure that the

allocated groups are well matched and

that the trial will be finished quickly

enough to be relevant. Third, systems

should be in place to ensure that people

who are allocated to the exposure being

tested actually adhere to or receive it.

The lower the level of adherence, the

smaller the difference between the al-

located groups will be, so that a trial with

low adherence may fail to detect very
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important effects of the exposure.

Fourth, follow-up of study outcomes

must be as close to 100% as possible

to avoid the possibility that those who

are not followed in each of the treatment

groups may differ in important ways from

those who are followed. Otherwise,

these differences may confound the ran-

domization and limit the confidence of

conclusions about the effect of the ex-

posure on the outcome. As illustrated in

Table 2, most large-scale, randomized

cardiovascular outcomes trials in diabe-

tes have achieved follow-up rates for vital

status approaching 100% (74–86). Fifth,

systems need to be in place to ensure

that outcomes of interest occurring

during follow-up are reliably collected

and analyzed. This is accomplished for

very high percentages of participants in

trials such as those shown in Table 2.

Finally, the results should be analyzed

according to the originally allocated ex-

posure (i.e., through an intention-to-

treat approach) regardless of adherence

to the exposure.

RCTs have additional strengths. First, if

two or more interventions work in very

different ways, they can be tested at the

same time in a large enough RCT. For

example, in a 2-by-2 factorial design all

participants in the study population are

randomized to one intervention being

tested or to its comparator and also to

another intervention being tested or to

its comparator. Such designs have been

extremely successful and have seldom

been undermined by unanticipated in-

teractions between the therapies. Sec-

ond, the database fromanRCT can also

be used for observational research. In-

deed, any analyses done on the data that

are not related to the comparison of

the randomized treatment groups are es-

sentially observational analyses through

which associations can be explored.

Third, substudies that rely upon collec-

tion of additional data (e.g., blood tests,

images, or physiological measures) can

also be built into trials to help determine

themechanism of action of the exposure

(e.g., the effects of a new drug).

Becauseaccuracyandcompletenessof

data are centrally important to RCTs,

procedures have been devised to ensure

that the data collected are of the highest

quality. Digital technology has been es-

sential to this effort. Most RCTs have

been done by specialized groups within

specialized infrastructures erected to

monitor and support the work of each

trial (i.e., a coordinating center, a steer-

ing committee, multiple clinical sites, an

event adjudication committee, and a

data and safety monitoring board).

Such infrastructures are complex and

expensive, especially when there are

many study participants who are

Figure 3—Six crucial components that ensure the robustness of a randomized controlled trial.

Table 2—Ascertainment of vital status in recent diabetes outcomes trials

Trial acronym (drug studied) Patients randomized (n) Median follow-up (years) Vital status known (%)

ORIGIN (glargine & omega-3 fatty acid) (74) 12,537 6.2 99.0

SAVOR-TIMI 53 (saxagliptin) (75) 16,492 2.1 99.1

EXAMINE (alogliptin) (76) 5,308 1.5 99.5

TECOS (sitagliptin) (77) 14,671 3.0 97.5

EMPA-REG OUTCOME (empagliflozin) (78) 7,020 3.1 99.2

ELIXA (lixisenatide) (79) 6,068 2.1 99.0

LEADER (liraglutide) (80) 9,340 3.8 96.8

SUSTAIN-6 (semaglutide) (81) 3,297 2.1 99.6

CANVAS Program (canagliflozin) (82) 10,142 2.4 99.6

EXSCEL (exenatide) (83) 14,752 3.2 98.8

ACE (acarbose) (84) 6,522 5.0 94.4

HARMONY Outcomes (albiglutide) (85) 9,463 1.6 99.4

DECLARE-TIMI 58 (dapagliflozin) (86) 17,160 4.2 99.5

ACE, Acarbose Cardiovascular Evaluation; CANVAS, Canagliflozin Cardiovascular Assessment Study; DECLARE-TIMI 58, Dapagliflozin Effect on

Cardiovascular Events; ELIXA, Evaluation of Lixisenatide in Acute Coronary Syndrome; EMPA-REG OUTCOME, BI 10773 (Empagliflozin) Cardiovascular

Outcome Event Trial in Type 2 DiabetesMellitus Patients; EXAMINE, Examination of Cardiovascular Outcomes with Alogliptin versus Standard of Care;

EXSCEL, Exenatide Study of Cardiovascular Event Lowering; HARMONY Outcomes, A Long Term, Randomized, Double-blind, Placebo-Controlled

Study to Determine the Effect of Albiglutide, When Added to Standard Blood Glucose Lowering Therapies, onMajor Cardiovascular Events in Patients

With Type 2 Diabetes Mellitus; LEADER, Liraglutide Effect and Action in Diabetes: Evaluation of Cardiovascular Outcome Results; ORIGIN, Outcome

Reduction With Initial Glargine Intervention; SAVOR-TIMI 53, Saxagliptin Assessment of Vascular Outcomes Recorded in Patients with Diabetes

Mellitus–Thrombolysis in Myocardial Infarction 53; TECOS, Trial Evaluating Cardiovascular Outcomes With Sitagliptin; SUSTAIN-6, Trial to Evaluate

Cardiovascular and Other Long-term Outcomes With Semaglutide in Subjects With Type 2 Diabetes.
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geographically dispersed. The personnel

and procedures assembled for large RCTs

are capable of collecting and rapidly pro-

cessingmassive amounts of meticulously

collected data. For example, the ORIGIN

(Outcome Reduction With Initial Glar-

gine Intervention) trial gathered data for

more than 6 years concerning more than

12,500 participants in 40 countries (74).

Each trial’s infrastructure is usually dis-

banded on completion of the trial.

Databases ofwell-conducted RCTs con-

tain the highest-quality data, both to

answer the primary question that promp-

ted the study and to generate additional

hypotheses from observational analyses.

There are, however, some limitations to

these data sets. They are usually focused

on a very specific question that is ad-

dressed by measuring a specific primary

outcome of interest and may not include

observations or measurements that are

relevant to some other questions. Fur-

thermore, thepopulationstudieddwhich

has been selected for being both able and

willing to participatedmay not be com-

pletely representative of the general pop-

ulation. Efforts are commonly made to

analyze thedata in suchawayas toassess

generalizability of the conclusions of the

RCT,butquestionsoften remain (87). The

rapid growth of both EMRs and large

public and private registries has the

potential to address these problems.

Specifically, such databases may facili-

tate enrollment of suitable study pop-

ulations for randomized trials and also

assist in tracking various measures of

outcome (88).

OPPORTUNITIES FOR IMPROVING

MEDICAL DATA MANAGEMENT

Although there are substantial variations

between databases within each cate-

gory, those derived from EMRs, those

created from surveys and registries, and

those created for RCTs or prospective

observational trials generally differ in

their strengths and limitations. Some

of their characteristics are summarized

in Table 3.

Information in EMRs deals with large

groups of individual patients, includes a

comprehensive rangeof clinicalmaterial,

is collected continuously, and is intended

to be stored indefinitely. However, ex-

cept in the case of certain countrywide

health systems that provide care for all

citizens, the population included in an

EMR may not be fully representative of

the general population. Interpretation of

observations is generally limited by lack

of consistency and accuracy in data en-

tries. One important reason for this

difficulty is that data are typically entered

by many individual providers with little

support or monitoring by administrative

personnel. Further, the structure of

EMRs differs widely among health sys-

tems and, thus, pooling or comparison of

data from different systems is difficult.

Registries or surveys can include data

that are consistently collected and often

representative of a whole population.

However, surveillance data sets may

not be reliable in all cases (e.g., when

collected by self-report), usually focus on

one or a few categories of data, and may

be updated only intermittently. When

repeated cross-sectional information is

collected, longitudinal observation of

individuals may not be possible.

Databasescreatedspecifically for large

clinical trials excel in the specificity,

completeness, and accuracy of the

data collected. However, they rarely

include a fully representative sample

of the patient population and may

contain a relatively limited range of ob-

servations. They are also costly to build

and maintain, and often are not main-

tained after completion of the trial.

An Evolving Approach: Distributed

Data Networks

To some degree, the limitations of these

severalmodels for collecting andman-

aging data can be overcome by devel-

opment of comprehensive, distributed,

multicenter data networks. Such “hub-

and-spoke”models for linking individual

databases differ from traditional multi-

center studies or surveillance systems (in

which all data are held centrally) in that

individual data are maintained at their

source, with analyses conducted periph-

erally using centrally coordinated com-

mon data models and analytic routines.

Aggregate results standardized by the

common data models and pre-

established covariate adjustment can

then be returned to the coordinating

center for final analyses. Typically,

such models have been used for com-

parative effectiveness studies of phar-

macological options, bariatric surgery,

and adverse events of drugs, but less

often for surveillance of variation in risk,

care, or outcomes of diabetes or for

postmarketing drug surveillance pro-

grams (89–91). There are also opportu-

nities for wider integration across care

providers, including linkage of clinic EMRs

with pharmacies to allow better monitor-

ing of therapy adherence, and for auto-

mated acquisition of data from personal

devices such as glucose monitors, insulin

pumps and pens, exercise trackers, and

health and fitness apps. One early exam-

ple of regional EMR linkage for assess-

mentofdiabeteswas theDARTS(Diabetes

Audit and Research in Tayside, Scotland)

study, which linked EMRs within a Scottish

community to create a diabetes registry

(92). More recently, groups of clinical

investigators, such as the Blood Pressure

Lowering Treatment Trialists’ Collabora-

tion and the Cholesterol Treatment Tria-

lists’ Collaboration, have formed for the

purpose of aggregating individual data

Table 3—Attributes of current and potential future systems for managing medical data

Attributes EMRs

Public surveys

and registries RCTs

Retrospectively aggregated

data sets

Prospectively integrated

data systems

Representative 11 111 1 11 111

Consistent 1 111 111 11 111

Accurate 1 1 111 1 111

Comprehensive 111 1 1 1 111

Up-to-date 111 1 111 1 111

1, 11, or 111 refer to the relative strength of each attribute, with 111 denoting the strongest. EMRs, electronic medical records; RCTs,

randomized controlled trials.
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from large trials (93,94). The possibility

of expanding the range of data collection

and analysis through such networks is

obvious, but the quality of data can still

be limited by inconsistencies and inac-

curacies in clinical observations and data

entry, and even aggregated data may not

fully represent the general population.

A Potential Solution: Unified Data-

Management Systems

In an ideal world, prospectively designed

and unified data-management systems

could support clinical, surveillance, and

research activities all together in a way

that circumvents many of the limitations

of current systems while drawing on the

strengths of each. An integrated system

would, in theory, allow substantial sav-

ings in costs of design, development,

operation, and maintenance, and these

costs could be shared among multiple

stakeholders.

Specifically, EMRs could be improved

by incorporating the more stringent

monitoring of data integrity, including

automated validation of quantitative

clinical and laboratory entries, which is

typically used in trial-management sys-

tems. Population-wide surveillance of

drug safety, rates of various adverse

outcomes, regional differences in pat-

terns of care, and other public health

concerns could be based on improved

and structured data collection during

routine health care. Additionally, testing

of new therapeutic agents, devices, or

regimens could be embedded within

existing health systems, using prospec-

tively designed protocols for randomized

or nonrandomized treatment choices

and assessment of outcomes. Such an

approach would facilitate enrollment of

more representative and larger patient

cohorts at lower cost. Patient follow-up

and therapeutic adherence likely would

be better if research studies were per-

formed in a familiar usual-care setting.

Additional benefits of conductingRCTs

or prospective observational studies us-

ing an EMR-based system would include

the ability to follow patients passively

long after themore structured initial part

of the study. Long-termdeven lifetimed

individual follow-up could more fully

capture the risks and benefits of the

interventions evaluated and identify po-

tential “legacy effects” persisting after

completion of an active intervention.

Beyond the opportunities related to

individual trials and data cohorts, wide-

spread implementation of unified data-

management systems would facilitate

routine analysis of pooled individual pa-

tient data, allowing greater representa-

tion of the whole population than is

possiblewith currentmeta-analytic tech-

niques. Access to such rich and long-term

phenotypic information might also facil-

itate use of biobank and genetic data

to identify new biomarkers and their

relationships to disease outcomes and

to existing and future therapies. Such

unified big-data systems could provide

a unique platform for testing, validat-

ing, and refining new analytic techniques

such as artificial intelligence technolo-

gies, potentially leading to new diag-

nostic (95) and interventional tactics.

SUMMARY: MOVING TOWARD

INTEGRATED SYSTEMS FOR

MANAGING MEDICAL DATA

As noted above, networks that draw on

varied sources are already accumulating

experience with large, long-term aggre-

gated data sets. For example, data col-

lected over several decades in multiple

population-based registries in both Nor-

way and Sweden have been analyzed

with the aimof improving regional health

practices. These efforts have led to re-

cent reports of marked and apparently

continuing reduction of end-stage renal

disease in type 1 diabetes during the

period of surveillance (96,97). Also, a

5-year population-based intervention

program in Hong Kong, based on struc-

tured EMR surveillance and decision-

making by designated personnel trained

in diabetes management, prospectively

demonstrated large concurrent reduc-

tions of deaths, hospitalizations, and

costs for patients with type 2 diabetes

(98,99). Thus, movement toward inte-

gration of various kinds of health-related

data is already underway.

As suggested by the examples above,

the scale of the systems involved may be

relevant to the success of integrated data

management. Sweden, Norway, and

Hong Kong all have populations in the

5- to 10-million range, and all have

comprehensive publicly supervised

health systems providing services to

nearly all citizens. Fortunately, at present

the computational power of electronic

systems should not be a limiting factor in

pursuing the goal of integrated data

management for diabetes. However,

the organizational and practical barriers

to implementing integrated programs

maybedaunting over a larger geographic

range and larger population than were

demonstrated in these examples.

Several specific requirements appear

to be necessary for implementing such

systems in any setting. One is agreement

on the definitions of key terms and goals

in the management of diabetes, as for

othermedical conditions. Some progress

has beenmade on this front for diabetes,

as evidenced by consensus statements

regarding glycemic measurements, gly-

cemic targets, and hypoglycemia promp-

ted by the recent development of CGM

devices (100–102). Similarly, growing

agreement on the properties and best

uses of various glucose-lowering thera-

pies is apparent in recent consensus

statementsbyprofessional organizations

(103,104). However, much remains to be

done. Unified data systems will require

national and international standardiza-

tion of nomenclature and the incorpo-

ration of data dictionaries that can be

used to encode diagnoses, procedures,

drugs, and clinical outcomes. This may

require building on established systems

such as the Systematized Nomenclature

of Medicine (SNOMED), International

Classification of Diseases (ICD), and

World Health Organization (WHO) clas-

sifications. Where required, mapping

tools might be developed to allow trans-

lation of data sets among disparate coding

systems. This is already being done by

the National Library of Medicine, which

maps the ICD-9 Clinical Modification,

ICD-10 Clinical Modification, ICD-10 Pro-

cedure Coding System, and other classi-

fication systems to SNOMED, with the

goal of establishing a universal taxon-

omy.

Additional difficulties are posed by

proprietary concerns of competing

health systems, hardware and software

manufacturers, and data-management

groups. Sharing of data and agreement

on standardization of systems among

businesses that are competing in the

same markets may pose a significant

barrier. In addition, security of protected

health information must be ensured, and

procedures to accomplish it must be

agreed upon by various stakeholders.

However, there is precedent for re-

solving difficulties such as these. Stan-

dardization of electronic systems,
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definitions, procedures, and regulations

allowed for the development of interna-

tional telephone service in the last cen-

tury, and more recently the mechanics of

the Internet and the World Wide Web.

There seems no reason to believe that

greater integration of data-management

systems to facilitate diabetes care, sur-

veillance, and research cannot be attained,

given the potential for simultaneously im-

proving medical outcomes and reducing

overall costs.

In summary, integrated and improved

management of big data has the poten-

tial to open a brave new world for di-

abetes care and research. Already we

see successful proof-of-concept efforts,

but further progress depends on over-

coming logistical, administrative, and

ethical obstacles to linking currently sep-

arate data-based activities.
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