
Di�erential Cryptanalysis ofthe full 16-round DESEli BihamComputer Science DepartmentTechnion - Israel Institute of TechnologyHaifa 32000, IsraelAdi ShamirDepartment of Applied Mathematics and Computer ScienceThe Weizmann Institute of ScienceRehovot 76100, IsraelAbstractIn this paper we develop the �rst known attack which is capable of breakingthe full 16 round DES in less than the 255 complexity of exhaustive search.The data analysis phase computes the key by analyzing about 236 ciphertextsin 237 time. The 236 usable ciphertexts are obtained during the data collectionphase from a larger pool of 247 chosen plaintexts by a simple bit repetitioncriteria which discards more than 99.9% of the ciphertexts as soon as they aregenerated. While earlier versions of di�erential attacks were based on hugecounter arrays, the new attack requires negligible memory and can be carriedout in parallel on up to 233 disconnected processors with linear speedup. Inaddition, the new attack can be carried out even if the analyzed ciphertexts arederived from up to 233 di�erent keys due to frequent key changes during thedata collection phase. The attack can be carried out incrementally with anynumber of available ciphertexts, and its probability of success grows linearlywith this number (e.g., when 229 usable ciphertexts are generated from a smallerpool of 240 plaintexts, the analysis time decreases to 230 and the probability ofsuccess is about 1%).1 IntroductionThe Data Encryption Standard (DES) is the best known and most widely used cryp-tosystem for civilian applications. It consists of 16 rounds of substitution and per-mutation operations, carried out under the control of a 56 bit key (see [6] for furtherT
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details). It was adopted as a US national standard in the mid 70's, and had beenextensively analyzed for over 15 years. However, no attack which is faster than ex-haustive search (whose complexity is 255 due to a simple complementation propertythat halves the number of searched keys) has ever been reported in the open literature.The lack of progress in the cryptanalysis of the full DES led many researchers toanalyse simpli�ed variants of DES, and in particular variants of DES with fewer than16 rounds. Chaum and Evertse[4] described an attack on reduced variants of DES,whose complexity is 254 for the six-round variant. They showed that their attackis not applicable to variants with eight or more rounds. Davies[5] devised a knownplaintext attack whose application to DES reduced to eight rounds analyzes 240 knownplaintexts and has time complexity 240. This attack is not applicable to the full 16-round DES since it has to analyze more than the 264 possible plaintexts. The mostsuccessful attack on reduced variants of DES was the method we called di�erentialcryptanalysis [1], which could break variants of DES with up to 15 rounds faster thanvia exhaustive search. However, for the full 16-round DES the complexity of theattack was 258, which was slower than exhaustive search. Similar attacks were usedto cryptanalyze a large number of DES-like cryptosystems and hash functions [2,3].In this paper we �nally break through the 16-round barrier. We develop an im-proved version of di�erential cryptanalysis which can break the full 16-round DESin 237 time and negligible space by analyzing 236 ciphertexts obtained from a largerpool of 247 chosen plaintexts. An interesting feature of the new attack is that it canbe applied with the same complexity and success probability even if the key is fre-quently changed and thus the collected ciphertexts are derived from many di�erentkeys. The attack can be carried out incrementally, and one of the keys can be com-puted in real time while it is still valid. This is particularly important in attacks onbank authentication schemes, in which the opponent needs only one opportunity toforge a multi-million dollar wire transfer, but has to act quickly before the next keychangeover invalidates his message.2 The New AttackThe reader is assumed to be familiar with the general concept of di�erential crypt-analysis, and in particular with the de�nitions and notations introduced in [1]. Asusual, we ignore the initial permutation IP and �nal permutation IP�1 of DES, sincethey have no e�ect on our analysis.The old attack on the 15-round variant of DES was based on the following two-
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round iterative characteristic:
P = ( ; 0) = 19 60 00 00 00 00 00 00xA0 = 0 a0 = 0 alwaysB0 = 0 b0 =  = with probability about 123419 60 00 00x
T = (0;  ) = 00 00 00 00 19 60 00 00xF

FThe 13-round characteristic results from iterating this characteristic six and a halftimes and it's probability is about 2�47:2. The attack used this characteristic inrounds 1 to 13, followed by a 2R-attack on rounds 14 to 15. Any pair of plaintextswhich gives rise to the intermediate XORs speci�ed by this characteristic is calleda right pair. The attack tries many pairs of plaintexts, and eliminates any pairwhich is obviously wrong due to its known input and output values. However, sincethe cryptanalyst cannot actually determine the intermediate values, the eliminationprocess is imperfect and leaves behind a mixture of right and wrong pairs.In earlier versions of di�erential cryptanalysis, each surviving pair suggested sev-eral possible values for certain key bits. Right pairs always suggest the correct valuefor these key bits (along with several wrong values), while wrong pairs suggest randomvalues. When su�ciently many right pairs are analyzed, the correct value (signal)overcomes the random values (noise) by becoming the most frequently suggestedvalue. The actual algorithm is to keep a separate counter for the number of timeseach value is suggested, and to output the index of the counter with the maximal�nal value. This approach requires a huge memory (with up to 242 counters in theattack on the 15-round variant of DES), and has a negligible probability of successwhen the number of analyzed pairs is reduced below the threshold implied by thesignal to noise ratio.In the new version of di�erential cryptanalysis, we work somewhat harder on eachpair, and suggest a list of complete 56-bit keys rather than possible values for asubset of key bits. As a result, we can immediately test each suggested key via trialencryption, without using any counters. These tests can be carried out in parallelon disconnected processors with very small local memories, and the algorithm isguaranteed to discover the correct key as soon as the �rst right pair is encountered.Since the processing of di�erent pairs are unrelated, they can be generated by di�erentkeys at di�erent times due to frequent key changes, and the discovery of a key canT
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be announced in real time while it is still valid (e.g., in order to forge authenticatorsfor banking messages).The key to success in such an attack is to use a high probability characteristic,which makes it possible to consider fewer wrong pairs before the �rst occurrence ofa right pair. The probability of the characteristic used in the attack on the 15-roundvariant of DES is about � 1234�6 = 2�47:2. The obvious way to extend the attack to 16rounds is to use the above iterative characteristic one more time, but this reduces theprobability of the characteristic from 2�47:2 to 2�55:1, which makes the attack slowerthan exhaustive search. Our new attack adds the extra round without reducing theprobability at all.The assumed evolution of XORs of corresponding values during the encryptionof a right pair of plaintexts in the new 16-round attack are summarized in Figure 1,which consists of the old 15-round attack on rounds 2 to 16, preceded by a newround 1.Our goal is to generate without loss of probability pairs of plaintexts whose XORedoutputs after the �rst round are the required XORed inputs ( ; 0) into the 13-roundcharacteristic of rounds 2 to 14. Let P be an arbitrary 64-bit plaintext, and letv0; : : : ; v4095 be the 212 32-bit constants which consist of all the possible values at the12 bit positions which are XORed with the 12 output bits of S1, S2 and S3 afterthe �rst round, and 0 elsewhere. We now de�ne a structure which consists of 213plaintexts:Pi = P � (vi; 0) �Pi = (P � (vi; 0))� (0;  ) for 0 � i < 212Ti = DES(Pi;K) �Ti = DES( �Pi;K)The plaintext pairs we are interested in are all the pairs Pi, �Pj with 0 � i; j < 212.There are 224 such plaintext pairs, and their XOR is always of the form (vk;  ), whereeach vk occurs exactly 212 times. Since the actual processing of the left half of P andof the left half of P XORed with  in the �rst round under the actual key createsa XORed value after the �rst round which can be non-zero only at the outputs ofS1, S2 and S3, this XORed value is one of the vk. As a result, for exactly 212 ofthe plaintext pairs, the output XOR of the �rst F -function is exactly cancelled byXORing it with the left half of the plaintext XOR, and thus the output XOR of the�rst round (after swapping the left and right halves) is the desired input XOR ( ; 0)into the iterative characteristic. Therefore, each structure has a probability of about212 � 2�47:2 = 2�35:2 to contain a right pair.The problem in this approach is that we do not know the actual value of vk, whichcancels the output XOR of the �rst F -function, and thus we do not know on which212 plaintext pairs to concentrate. Trying all the 224 possible pairs takes too long, butwe can use their cross-product structure to isolate the right pairs among them in just212 time. In any right pair, the output XOR after 16 rounds should be zero at theoutputs of the �ve S-boxes S4, : : : , S8 (i.e., , at 20 bit positions). We can thus sortT
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P 0 = (L0; R0) = (v;  )A0 = v a0 =  One additional roundB0 = 0 b0 = 00  = The 13-round19 60 00 00x0 0 characteristic with0  probability 2�47:20 0G0 = h0 = r0 g0 =  Two rounds forH 0 = g0 � l0 = h0 = r0 the 2R-attackl0 �  T 0 = (l0; r0)

F

F

F

F

F

F

F

FFigure 1. The extension of the attack to 16 rounds.T
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(or hash) the two groups of 212 ciphertexts Ti, �Tj by these 20 bit positions, and detectall the repeated occurrences of values among the 224 ciphertext pairs in about 212time. Any pair of plaintexts which fails this test has a non-zero ciphertext XOR atthose 20 bit positions, and thus cannot be a right pair by de�nition. Since each one ofthe 224 possible pairs passes this test with probability 2�20, we expect about 24 = 16pairs to survive. By testing additional S boxes in the �rst, �fteenth, and sixteenthrounds and eliminating all the pairs whose XOR values are indicated as impossiblein the pairs XOR distribution tables of the various S boxes, we can discard about92.55% of these surviving pairs1 leaving only 16 � 0:0745 = 1:19 pairs per structureas the expected output of the data collection phase. All these additional tests canbe implemented by a few table lookup operations into small precomputed tables, andtheir time complexity is much smaller than the time required to perform one trialencryption during an exhaustive search. Note that this �ltering process removes onlywrong pairs but not all of them and thus the input of the data analysis phase is stilla mixture of right and wrong pairs.The data analysis phase of previous di�erential cryptanalytic attacks used hugearrays of up to 242 counters to �nd the most popular values of certain key bits. Thenew variant of di�erential attack described in this paper uses only negligible space.We want to count on all the key bits simultaneously but cannot a�ord the huge arrayof 256 counters. Instead, we immediately try each suggested value of the key. Akey value is suggested when it can create the output XOR values of the last roundas well as the expected output XOR of the �rst round and the �fteenth round forthe particular plaintext pairs and ciphertext pairs. In the �rst round and in the�fteenth round the input XORs of S4 and S5, : : : , S8 are always zero. Due to thekey scheduling algorithm, all the 28 bits of the left key register are used as inputs tothe S boxes S1, S2 and S3 in the �rst and the �fteenth rounds and S1, : : : , S4 in thesixteenth round. Only 24 bits of the right key register are used in the sixteenth round.Thus, 28 + 24 = 52 key bits enter these S boxes. 2�320:88 of the choices of the 52-bitvalues remain by comparing the output XOR of the last round to its expected valueand discarding the ones whose values are not possible and 2�121416 � 1316 � 1516 of the remainingones remain by comparing the output XOR of the three S boxes in the �rst roundto its expected value. A similar fraction of the remaining 52-bit values remain byanalyzing the three S boxes in the �fteenth round. Each analyzed pair suggestsabout 252 � 2�320:88 � 2�121416 � 1316 � 1516 � 2�121416 � 1316 � 1516 = 0:84 values for these 52 bits of the key, and eachone of them corresponds to 16 possible values of the full 56-bit key. Therefore, eachstructure suggests about 1:19 � 0:84 � 16 = 16 choices for the whole key. By peeling uptwo additional rounds we can verify each such key by performing about one quarterof a DES encryption (i.e., executing two rounds for each one of the two members ofthe pair), leaving only about 2�12 of the choices of the key. This �ltering costs about1A fraction of about �1416 � 1316 � 1516�2 � 0:88 = 0:0745 of these pairs remain and thus a fraction ofabout 0.9255 of them are discarded. The input XOR values of the S boxes in the �rst and the�fteenth rounds of right pairs are known and �xed, and thus we use the fraction of non-zero entriesof the corresponding lines in the pairs XOR distribution tables whose values are 1416 , 1316 and 1516 ,rather than the fraction of the non-zero entries in the whole tables, which is approximated by 0.8.T
ec

hn
io

n 
- 

C
om

pu
te

r 
Sc

ie
nc

e 
D

ep
ar

tm
en

t -
 T

ec
hn

ic
al

 R
ep

or
t  

C
S0

70
8 

- 
19

91



K16Left Key Register Right Key RegisterS1 S2 S3 S4 X S5 S6 S7 S8 XK1 S1 2 1 1 2S2 2 1 2 1S3 2 3 1S4 2 3 1X 1 3S5 1 2 2 1S6 3 2 1S7 2 2 2S8 2 3 1X 1 2 1Table 1. The number of common bits entering the S boxes in the �rst round (K1)and in the sixteenth round (K16).16 � 14 = 4 equivalent DES operations. Each remaining choice of the 56-bit key isveri�ed via trial encryption of one of the plaintexts and comparing the result to thecorresponding ciphertext. If the test succeeds, there is a very high probability thatthis key is the right key. Note that the signal to noise ratio of this counting schemeis S=N = 252�2�47:21:19=212�0:84 = 216:8.This data analysis can be carried out e�ciently by carefully choosing the orderin which we test the various key bits. We �rst enumerate all the possible values ofthe six key bits of S4Kh, and eliminate any value which does not give rise to theexpected XOR of the four output bits from this S box. This leaves four out of the64 possibilities in average. Table 1 shows the number of common bits entering the Sboxes in the �rst round and in the sixteenth round. The notation X denotes the bitswhich are not used in the speci�c subkey. We see that three of the bits of S4Kh areshared with S3Ka. We complete the three missing bits of S3Ka in all possible ways,and reduce the average number of possibilities to two. Two bits of S1Kh are sharedwith S3Ka. By completing the four missing bits of S1Kh and then the two missingbits of S2Ka we can reduce the average number of possibilities to about half. Aftercompleting the 13 remaining bits of the left key register in a similar way, the averagenumber of values suggested for this half of the key is one.To compute bits from the right key register, we �rst extract actual S box bits fromtheir assumed XORed values. In the �fteenth round we know the input XORs andthe output XORs of S1, S2 and S3. We can thus generate about 4{5 candidate inputsfor each one of these S boxes, and deduce the corresponding bits in g by XORing withthe known bits of the left key register. In a similar way, we can calculate the outputsof the S boxes S1, S2, S3 and S4 in the sixteenth round, XOR these bits of H withthe known bits of the left half of the ciphertext l and get 16 bits of g, from whichtwo bits enter S1, two bits enter S2 and three bits enter S3 in the �fteenth round.T
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By comparing these bit values to the candidate inputs of the S boxes we end up withabout one candidate input for S1, one for S2, and only about half of the trials wouldresult with a candidate input for S3. We can now deduce all the bits of g which enterthese three S boxes and deduce the corresponding bits of H by H = g � l. Two ofthese bits are outputs of S5, two bits are outputs of S6, three are outputs of S7 andone is output of S8. For each of these four S boxes we know the input XOR and theoutput XOR, and can deduce about 4{5 possible inputs. Since we also know actualoutput bits, the number of possible inputs is reduced to about one for S5 and S6,two for S8, but only half of the trials would result with a candidate for S7. We candeduce 24 out of the 28 bits of the right key register by XORing the 24 computedbits at the inputs of these four S boxes with the expanded value of the known righthalf of the ciphertext.We can now summarize the performance of the new attack in the following way.Each structure contains a right pair with probability 2�35:2. The data collection phaseencrypts a pool of about 235 structures, which contain about 235 � 213 = 248 chosenplaintexts, from which about 235 � 1:19 = 235:25 pairs (236:25 ciphertexts) remain ascandidate inputs to the data analysis phase. The probability that at least one ofthem is a right pair is about 58%, and the analysis of any right pair is guaranteedto lead to the correct key. The time complexity of this data analysis phase is about235 � 4 = 237 equivalent DES operations.In order to further reduce the number of chosen plaintexts, we can use the quartetmethod of [1]. Since the basic collection of plaintexts in the new attack is a structurerather than a pair, we create metastructures which contain 214 chosen plaintexts,built from two structures which correspond to the standard iterative characteristicand from two structures which correspond to the following iterative characteristic:
yP = ( y; 0) = 1B 60 00 00 00 00 00 00xA0 = 0 a0 = 0 alwaysB0 = 0 b0 =  y = with probability about 12341B 60 00 00x
yT = (0;  y) = 00 00 00 00 1B 60 00 00xF

FThis characteristic has the same probability as the previous one. With these metas-tructures, we can obtain four times as many pairs from twice as many plaintexts, andthus reduce the number of chosen plaintexts encrypted in the data collection phaseT
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Rounds Chosen Analyzed Complexity Best PreviousPlaintexts Plaintexts of Analysis Time Space8 214 4 29 216 2249 224 2 232 226 23010 224 214 215 235 �11 231 2 232 236 �12 231 221 221 243 �13 239 2 232 244 23014 239 229 229 251 �15 247 27 237 252 24216 247 236 237 258 �Table 2. Summary of the new memoryless results on DES.from 248 to 247.The general form of the new attack can be summarized in the following way: Givena characteristic with probability p and signal to noise ratio S=N for a cryptosystemwith k key bits, we can apply a memoryless attack which encrypts 2p chosen plaintextsin the data collection phase and has complexity of 2kS=N trial encryptions during thedata analysis phase. The number of chosen plaintexts can be reduced to 1p by usingappropriate metastructures, and the e�ective time complexity can be reduced by afactor of f � 1 if a tested key can be discarded by carrying out only a fraction fof the rounds. Therefore, memoryless attacks can be mounted whenever p > 21�kand S=N > 1. The memoryless attacks require fewer chosen plaintexts compared tothe corresponding counting schemes, but if the signal to noise ratio is too low or ifthe number of the key bits on which we count is small, the time complexity of thedata analysis phase may be higher than the corresponding complexity of the countingscheme.In the attack described in this paper, p = 2�47:2, k = 56, f = 14 and S=N = 216:8.Therefore, the number of chosen plaintexts is 2p = 248:2 which can be reduced to1p = 247:2 by using metastructures, and the complexity of the data analysis phase is237:2 equivalent DES operations.The performance of the new attack for various numbers of rounds is summarizedin Table 2. Variants with an even number of rounds n have a characteristic withprobability p = � 1234�(n�4)=2, require p�1 chosen plaintexts, and analyze p�1 � 2�10:75plaintexts in time complexity p�1�2�10. The known plaintext variant of the new attackneeds about 231:5 � p�0:5 known plaintexts (using the symmetry of the cryptosystemwhich makes it possible to double the number of known encryptions by reversing theroles of the plaintexts and the ciphertexts). Variants with an odd number of rounds nhave a characteristic with probability p = � 1234�(n�3)=2, require p�1 chosen plaintexts,and analyze p�1 � 2�40:2 plaintexts in time complexity p�1 � 2�10. For such odd valuesT
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of n, if p > 2�40:2 then the number of analyzed plaintexts is two and the complexityof the data analysis phase is 232. However, using about four times as many chosenplaintexts, we can use the clique algorithm (described in [1]) and reduce the timecomplexity of the data analysis phase to less than a second on a personal computer.The known plaintext attacks need about 232 � p�0:5 known plaintexts (in this case thesymmetry does not help). The application of the known plaintext attack to eightrounds needs a pool of 238:5 known plaintexts. The application to 12 rounds needsa pool of 247:2 known plaintexts. The application to 15 rounds needs a pool of 255:6known plaintexts and the application to the full 16-round DES needs a pool of 255:1known plaintexts. This is slightly worse than the 255 complexity of exhaustive search(which in the case of a known plaintext attack requires about 233 plaintexts in orderto generate a complementary pair via the birthday paradox).This speci�c attack is not directly applicable to plaintexts consisting solely ofASCII characters since such plaintexts cannot give rise to the desired XOR di�erences.By using several other iterative characteristics we can attack the full 16-round DESwith a pool of about 249 chosen ASCII plaintexts (out of the 256 possible ASCIIplaintexts).References[1] Eli Biham, Adi Shamir, Di�erential Cryptanalysis of DES-like Cryptosystems,Journal of Cryptology, Vol. 4, No. 1, pp. 3{72, 1991. The extended abstractappears in Lecture Notes in Computer Science, Advances in Cryptology,proceedings of CRYPTO'90, pp. 2{21, 1990.[2] Eli Biham, Adi Shamir, Di�erential Cryptanalysis of FEAL and N-Hash,technical report CS91-17, Department of Applied Mathematics and ComputerScience, TheWeizmann Institute of Science, 1991. The extended abstract appearsin Lecture Notes in Computer Science, Advances in Cryptology, proceedings ofEUROCRYPT'91, pp. 1{16, 1991.[3] Eli Biham, Adi Shamir, Di�erential Cryptanalysis of Snefru, Khafre, REDOC-II, LOKI and Lucifer, technical report CS91-18, Department of AppliedMathematics and Computer Science, The Weizmann Institute of Science, 1991.The extended abstract appears in Lecture Notes in Computer Science, Advancesin Cryptology, proceedings of CRYPTO'91, pp. 156{171, 1991.[4] David Chaum, Jan-Hendrik Evertse, Cryptanalysis of DES with a reducednumber of rounds, Sequences of linear factors in block ciphers, Lecture Notesin Computer Science, Advances in Cryptology, proceedings of CRYPTO'85,pp. 192{211, 1985.[5] D. W. Davies, Investigation of a Potential Weakness in the DES Algorithm,1987, private communication.T
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[6] National Bureau of Standards, Data Encryption Standard, U.S. Department ofCommerce, FIPS pub. 46, January 1977.
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