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Digital Communication Using
Chaotic-Pulse-Position Modulation

Nikolai F. Rulkov, Mikhail M. Sushchik, Lev S. Tsimring, and Alexander R. Volkovskii

Abstract—Utilization of chaotic signals for covert communi- Since the chaotic signal is nonperiodic, it cannot be stored
cations remains a very promising practical application. Multiple in the receiver as a reference in order to achieve coherent de-
studies indicate that the major shortcoming of recently proposed tgction of the transmitted signal. To overcome this problem, in
chaos-based communication schemes is their susceptibility to .
noise and distortions in communication channels. In this paper, some of th_e proposed lcommunllcatlon schemes, the unmodu-
we review a new approach to communication with chaotic signals, lated chaotic waveform is transmitted along with the modulated
which demonstrates good performance in the presence of channel signal (transmitted reference scheme) either using a separate
distortions. This communication scheme is based upon chaotic channel or using time division [3]. Thus, a reliable detection can
signals in the form of pulse trains where intervals between the g gchieved at the expense of at least 3 dB of the signal-to-noise
pulses are determined by chaotic dynamics of a pulse generator. . . .

The pulse train with chaotic inter-pulse intervals is used as a ratio. In an_Other "_ipproaCh’ a chaotic referencg IS regenerfated
carrier. Binary information is modulated onto this carrier by  at the receiver using the phenomenon of chaotic synchroniza-
the pulse position modulation method, such that each pulse is tion [4]. This provides the key to recovery of information that is
either left unchanged or delayed by a certain time, depending modulated onto a chaotic carrier [5]. A number of chaos-based
on whether “0” or "1" is transmitted. By synchronizing the  qyart communication schemes have been suggested [6], but
receiver to the chaotic-pulse train we can anticipate the timing o . . .
of pulses corresponding to “0” and “1” and thus can decode the most of t.hem are very sensmvg to_dlstortlons and noise [7], [8].
transmitted information. Based on the results of theoretical and Phase distortions caused by filtering, are also very detrimental
experimental studies we discuss the basic design principles for the for the quality of chaos synchronization. This limits the use
chaotic-pulse generator, its synchronization, and the performance of filtering for noise reduction in chaos-based communications
of the chaotic-pulse communication scheme in the presence of ijizing chaos synchronization. In [9], we proposed a way to
channel noise and filtering. We also discuss the possibilities of . e . . .
multiuser communication using CPPM and its advantages over avoid this dlfflcu.lty by using C.haotlcally timed pulse sequenpes
standard communication techniques. rather than continuous chaotic waveforms. Each pulse has iden-
tical shape, but the time delay between them varies chaotically.
Since the information about the state of the chaotic system is
containecentirelyin the timing between pulses, the distortions
that affect the pulse shape will not significantly influence the
. INTRODUCTION ability of the chaotic-pulse generators to synchronize. There-

XPLOITING chaotic signals in communications has refore, synchronizing chaotic-impulse generators can be utilized
E ceived significant attention in recent years [1]. The maij communication schemes for realistic channels and at the same
premise in these studies is that broad-band signals generdt&§ allow the use of filters for noise reduction. The informa-
by simple deterministic systems with chaotic dynamics can p#n can be encoded in the pulse train by alteration of time posi-
tentially replace pseudo-random carrier signals widely usedtjan of pulses with respect to chaotic carrier. This is the essence
modern spread-spectrum communication systems (see for @the chaotic-pulse position modulation (CPPM) system [12].
ample, [2]). These pseudo-random sequences are generate¥/Bgn the receiver is synchronized with the transmitter, it can
complex digital signal processors, and yet they are periodic dé@tect the delay between the expected and actual pulse arrival
to the digital nature of the processor. In contrast, even a sim@if@€, and thus decode the information. This proposed system
nonlinear circuit with very few off-the-shelf electronic compoPelongs to the general class of ultrawide bandwidth wireless
nents is capable of generating a very complex set of chaotic sigmmunication systems. These systems received significant at-
nals. The simplicity of chaos generators and the rich structdgation recently [10] because they offer very promising alter-
of chaotic signals are the two most attractive features of det8ative communication possibilities, especially in severe multi-

ministic chaos that have caused a significant interest in possiBRN environments or where they have to co-exist with a large
utilization of chaos in communication. number of other wireless systems. Chaotically varying spacing

between narrow pulses enhances the spectral characteristics of
the system by removing any periodicity from the transmitted
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based on chaotic-pulse trains with different method of informa-

tion encoding, have been studied in [11].

The paper is organized as follows. Section Il gives a detailed
overview of the CPPM system. In Section Il we describe our
implementation of the CPPM system and present the results |
of the experimental performance analysis in communication
through a model channel with noise, filtering, and attenuation. "“OQ“‘
We also consider the limitations in its performance caused by

parameter mismatch between transmitter and receiver. Theo
retical and experimental studies of the CPPM performance in

noisy environment are described in Section IV. In Section V Pulse Output
we discuss implementation and characteristics of a low-power Generator |1

Binary
Data Source
wireless CPPM communication system. Section VI describes a

modification of the CPPM which improves the performance dfig- 1.  Block diagram of the chaotic-pulse modulator.
CPPM in multiuser environment.

aotic clock

h

C

If the nonlinear functionf'( ), and parameteisandrm in the re-

Il. CPPM ceiver are the same as in the transmitter, then the encoded infor-
In this section, we describe the CPPM. Consider a chaotl®ation,S,,, can be easily recovered. When the nonlinear func-
pulse generator which produces chaotic-pulse signal tions are not matched with sufficient precision, a large decoding

error results. Therefore, an unauthorized receiver who has no in-

formation on the dynamical system producing chaotic pulses in

v) = Z w(t —1;) @ the transmitter, cannot determine whether a particular received
=0 pulse was delayed or not with respect to its original (chaotic)

wherew(t — ;) represents the waveform of a pulse generatd@sition, and thus whethe, was “0” or “1". _
attimet; = to+3 _o T, andT,, is the time interval between Since the chaotic map of the decoder in the authorized re-
nth and(n — 1)th pulses. We assume that the sequence of tRg!vVer i_s matcheq to the map of the_e_ncoder inthe correqunding
time intervals{}, represents iterations of a chaotic process. FBRNSMitter, the time of the next arriving pulse can be predicted.
simplicity we will consider the case where chaos is produced gg,tms case the input of the synchronized receiver can be blocked
a one-dimensional maj, = F(T,_,), whereF'() is a non- UP 10 the moment of time when the next pulse is expected. The
linear function. Some studies on such chaotic-pulse generat#fa€ intervals when the input to a particular receiver is blocked
can be found in [9], [13]. can be utilized by other users, thus providing a multiplexing
The information is encoded within the chaotic-pulse sign&frategy. Such selectivity based on the synchronization between
by using additional delays in the generated inter-pulse interva3€ transmitter and the receiver can substantially improve the

T,,. As a result, the generated pulse sequence is given by a m&formance of the system by reducing the probability of false
map of the form triggering of the decoder by channel noise.

In a noise-free environment, the arrival time of chaotic pulses
T, = F(T,_1) +d+mS, (2) can be easily registered by the threshold detector. However, in a
noisy environment, the receiver can mistake a large noise fluc-
wheres,, is the information-bearing signal. Here, we will contuation for a incoming pulse, and detect the wrong informa-
sider only the case of binary information, and therefdfg, tion bit. Furthermore, this false pulse can destroy chaotic syn-
equals to zero or one. The parametercharacterizes the am-chronization, and thus prompt a sequence of errors until the re-
plitude of modulation. The parametéis a constant time delay ceiver resynchronizes with the transmitter. In fact, one of the
which is needed for practical implementation of our modulaticdvantages of using chaotic-pulse generators is that the system
and demodulation method. The role of this parameter will beacquires synchronization automatically, without any specific
specified later. In the design of the chaotic-pulse generator, ti@nd-shaking” protocol. The decoder only needs to detect two
nonlinear function?'( ), and parameterandm are selected to correct consecutive pulses in order to re-establish synchroniza-
guarantee chaotic behavior of the map. tion. We studied the bit-error performance in a noisy environ-
The modulated chaotic-pulse sigridlt) = > 72 w(t — ment both theoretically and experimentally. The results of these
to — Ei:o T,.), whereT;, is generated by (2), is the trans-studies are presented below in Section IV.
mitted signal. The duration of each puls€t) in the pulse train
is assumed to be much shorter than the minimal value of the lll. CPPM IMPLEMENTATION
inter-pulse intervalsy;,,. To detect information at the receiver
end, the decoder is triggered by the received pulGés). The A. CPPM Modulator
consecutive time interval, _; and7,, are measured and the The implementation of the chaotic-pulse modulator used in
information signal is recovered from the chaotic iteratidfys Our experiments is illustrated in Fig. 1. The integrator produces
with the formula alinearly increasing voltag#;(¢) = 3~1(¢ — ¢,,), atits output.
At the comparator this voltage is compared with the threshold
Sp =T, — F(Th—1) — d)/m. (3) voltage produced at the output of the nonlinear converier).

oo



wherel,, = t,_1 —t,, ands,, is the binary information signal.
In the experimental setup the shape of the nonlinear functi

1438 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: FUNDAMENTAL THEORY AND APPLICATIONS, VOL. 48, NO. 12, DECEMBER 2001
The threshold leveF(V,,) is formed by a nonlinear conver-
sion of voltageV,, = V/(t,,) which was acquired and saved OUTPUT
from the previous iteration using sample and hold (S&H) cir-
cuits. When voltag&’(t) reaches this threshold level, the com- _
parator triggers the pulse generator I. It happens at the momen !
of timet, ., = t, + BF(V,). The generated pulse (chaotic-
clock signal) causes the data generator to update the transmitte
information bit. Depending on the information bit transmitted,
Sr+1, the delay modulator delays the pulse produced by the
pulse generator by the timkt+ m.S,,+1. Therefore, the delayed Window
pulse is generated at the moment of titpg, = ¢, +8L(V,,)+ select
d + mS,+1. Through the sample and hold circuit (S&H) this INPUT/Modulated impulse signal
pulse first resets the threshold to the new iteration value of the
chaotic map/ (t,+1) — F(V(¢,+1)), and then resets the inte-Fig. 2. Block diagram of the chaotic-pulse demodulator.
grator output to zerdy (¢t) = 0. The dynamics of the threshold
value is determined by the shape nonlinear func#idn. The precise, they are triggered when the input sigriéd)from the
spacing between theth and(n 4 1)th pulses is proportional to channel exceeds certain input threshold. The time difference be-
the threshold valu®,,, which is generated according to the mapween the anticipated location of the pulse without modulation,
the1 = tn + BF(V,), and the actual arrival timg,; trans-
Thy1 = BF(B'T,) +d+mSpqa (4) Jates into the difference between the threshold vafif&,),
generated by the nonlinear function and the voltdg€,,+1)
at the integrator at the moment when the input signél) ex-
i ) i RBeds the input threshold. For each received pulse, the difference
was built to have the following form: V(tn+1) — F(V;,) is computed and used for deciding whether
oz, if 2 < 5V or not the pulse was delayed. If this difference is less than the
Flr) =af(x) = {a(lOV — 1), ifz>5V. (®)  reference valug(d + m/2), the detected data bf, , is “0",
otherwise it is “1”.
The selection of the nonlinearity in the form of piecewise-linear Another important part of the receiver is the window select
function helps to ensure the robust regimes of chaos generatigsick. Once the receiver correctly observes two consecutive

for rather broad ranges of parameters of the CPPM. pulses, it can predict the earliest moment of time when it can
The position-modulated pulses(t — t;) are shaped in the receive the next pulse. This means that we can block the input
pulse generator Il. These pulses form the output sigifa) = to the demodulator circuit until shortly before such a moment.
> 2o w(t —t;), which is transmitted to the receiver. This is done by the window select block. In the experiment this
circuit opens the receiver input at the tityg | = ¢, +5F(V5,)
B. CPPM Demodulator by window control pulses generated by the comparator (see

When the demodulator is synchronized to the pulse positiGig. 2). The input stays open until the decoder is triggered by
modulator, in order to decode a single bit of transmittede first pulse received. Using such windowing greatly reduces
information the demodulator must simply determine wheth##e chance of the receiver being triggered by noise, interference,
or not a pulse from the transmitter was delayed relative to i@ pulses belonging to other users.
anticipated position. If the ideal synchronization is established, ) o
but the signal is corrupted by noise, the optimal detectidn Parameters Mismatch Limitations
scheme operates as follows. Integrate the signal over the pulsh is known that because the synchronization-based chaotic-
duration inside the windows where pulses corresponding to “t¢dmmunication schemes rely on the identity of synchronous
and “0” are expected to occur. The decision on whether “1” @haotic oscillations, they are susceptible to negative effects of
“0” is received is made based upon whether the integral oyearameters mismatches. Here, we evaluate how precisely the pa-
“1"-window is larger or smaller than that over “0”-window.rameters of our modulator and demodulator have to be tuned in
The performance of this scheme is known to be 3 dB worseder to ensure errorless communication over a distortion-free
than the BPSK system. Although in the case of perfect sychannel.
chronization this detection scheme is ideal, according to ourSince the information detection in our case is based on the
numerical simulations, its performance quickly degrades whereasurements of time delays, it is important that the modulator
synchronization errors due to the channel noise are taken iated the demodulator can maintain synchronous time reference
account. For this reason and for the sake of design simpliciipints. The reference point in the modulator is the front edge
we use a different approach to detection. The demodulatifithe chaotic-clock pulse (CCP). The reference point in the de-
scheme is illustrated in Fig. 2. modulator is the front edge of the window control pulse. Ide-

In the receiver, the integrator, S&H circuits, and the norally, if the parameters of the modulator and the demodulator
linear function block generating the threshold values are resetre exactly the same and the systems were synchronized, then
or triggered by the pulse received from the transmitter rathieoth reference points would be always at the timgs, =
than by the pulse from the internal feedback loop. To be motg + 8L(V,,), and the received pulse would be delayed by the



RULKOV et al: DIGITAL COMMUNICATION USING CHAOTIC-PULSE-POSITION MODULATION 1439

w.formation Sig

Recovered Signal

Fig. 4. Diagram of the experiment.

where indicesD and M stand for demodulator and modulator,
respectively. As was discussed, in order to achieve errorless de-
tection, two conditions should be satisfied for all time intervals

in the chaotic-pulse train produced by the modulator. These con-
ditions are the synchronization conditiof\,, }inax < d, and

the detection conditiof| A, | }max < m/2. As an example we
consider the simplest case where all parameters of the systems
are the same except for the mismatch of the paramaeiethe
nonlinear function converter, see (5). Using (5) and (6) the ex-
pression for the separation time can be rewritten in the form

An = (OéD — Oé]w)ﬁf(ﬁ_lTn_l). (7)

It is easy to show that the largest possible value of the nonlin-
Fig. 3. Histograms of the fluctuations of the received pulse positions wiﬁ\amy OUtpUtf( )’ which can appear in the chaotic iterations of

respect to the receiver reference point: noise-free channel (top) and channel #ft@ map, equals to 5 V. Note that in the chaotic regime only pos-
WGN E; /N, ~ 18 dB (bottom). itive values off( ) are realized. Therefore, if conditions

time d for S,41 = 0 andd + m for S,.; = 1. In this case, Alap —an) <d/5V and 2B|ap — an| < m/5V (8)

setting the bit separator at the dekay m/2 would guarantee tisfied and there i ise in the ch | then inf
errorless detection in a noise-free environment. are sausfied and there IS no noise In the channe, then in‘arma-

In an analog implementation of a chaotic-pulse positiottiwon can be recovered from the chaotic-pulse train without er-

modulator/demodulator system, the parameters of the circditds:
are never exactly the same. Therefore, the time posiuﬂ@

and tiﬁD) of the reference points in the modulator and the
demodulator chaotically fluctuate with respect to each other.In our experiment (Fig. 4) we used a computer with a data ac-
Due to these fluctuations, the position of the received pulsgyisition board as the data source, triggered by the chaotic clock
t, =+¢M 4 g1 S, is shifted from the arrival time predictedfrom the transmitter. We also used the computer to record the

n

in the demodulatont,’n(D) +d+5S,. The errors are caused by thepulse displacement from the demodulator subtractor for every
following two factors. First, when the amplitude of fluctuationgeceived pulse. This value was used to decode the information
of the position shift is larger tham/2, some delays for “0”s for the bit-error rate (BER) analysis. The model channel circuit
and “1”s overlap and cannot be separated. Second, when ¢Rasisted of WGN generator and a bandpass filter with the pass
fluctuations are such that a pulse arrives before the demodi@nd 1 kHz—500 kHz. The pulse duration was 500 ns. The dis-
lator opens the receiver inpit, < #."’), the demodulator tance between the pulses varied chaotically betwegmslznd
Skips the pu|se, loses Synchronization and cannot recover %J/S. This ChaOtiC-pulse train carried the information flow with
information until it re-synchronizes. In our experimental setuipe average bit rate- 60 kb/s. The amplitude of pulse position
the parameters,; p were tuned to be as close as possible, agodulationyn, was 2u:S. The spectra of the transmitter output,
the nonlinear converters were built using 1% components. TR@ise and the signal at the receiver are shown in Fig. 5.
fluctuations of the positions of the received pulses with respect¥Ve characterize the performance of our system by studying
to the window control pulse were studied experimentalf€ dependence of the BER on the ratio of energy per one trans-
by measuring time delay histograms. Fig. 3 presents typicgitted bit to the spectral density of nois&; /No. This de-
histograms measured for the case of noise-free channel and®pdence is shown in Fig. 7, where it is compared to the per-
the channel with noise whefi, /N, ~ 18 dB. formance of more traditional communication schemes, BPSK,
Assuming that systems were synchronized up to(the- PPM, and noncoherent FSK.

1)th pulse in the train, the difference between the reference time/Ve can obtain a rough analytical estimate of the CPPM BER
positions equals performance of our detection scheme in the case of rectangular

pulse shape. In order to do so, let us consider a simplified model
of our detection method. In the detector the signal that is a sum
= BpFp (Bp' Tn-1) — BuFum (By; Tn-1) (6) ofthetransmitted pulse signal and WGN is low-pass filtered and

IV. CPPM FERFORMANCEEVALUATION

A, =) — gD



1440 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: FUNDAMENTAL THEORY AND APPLICATIONS, VOL. 48, NO. 12, DECEMBER 2001

I 13| - R
oo

|
¥ T
1

v
. \\ i I: | L
® ‘I - 0 Pt—k—t— 0-window 1-window ;
- ! 0 ARRRNNAARN RECANNNRRERENNAREI OGS
aw L 1 L ] 2L , ] 0 T 2T

1 10 100 kHz 2000 0.00 0.08 ms °©

@) Fig. 6. lllustration of the detection scheme.

T In our model detection scheme, the threshold element is

“© set off when the output from one of the bins is larger than

® I l b A J the threshold. If the threshold is crossed where a pulse corre-
r’__ L

sponding to “0” is expected, a “0” is detected, otherwise a “1”
. is detected by default.
. Let us introduce a few more notations. Létbe the pulse
o L L — 2 _ ] amplitude H—the threshold value, anefF—the noise variance
' ° * kHz o ** ms °° gt the filter output.

(b) Let us first evaluate the error probability when “1” is trans-
mitted, /% | ;. This probability can be found frol, |, +Fy |1 =
1, where P |1, the probability to correctly detect “1” can be
easily found. It is the probability that the filter outpyt, from
anybin in the “0” does not exceed the threshold. Using the sta-
tistical independence of the measurements for each window in
the case of white noise, we can write

dBVrms
ni
LT

) T/7
Y 0 100 KHz " a0 ™ o ms 010 Pl |1 = sz(yz < H) = [p(y < H)]T/T
© =

r T/T
dBVrms . \ _ 1 H 72 p /
| ; ~ | Lo e
s 1 H Tl
“ I H =|=(1+4er <—>>}
-“‘ o _2< V202

1 1 T/7
-100 —_ - _b
w . ‘ = :2' =13 <1+erf <h”No>>]

. 1 [ 0o kHz 2000 0.00 0.0s ms o10
%) Here, we introduced the relative threshold valkies H/A,

. Y .
Fig. 5. Spectra and waveforms of signals in the channel: (a) Transmitttg]re. energy per bitks, = A%r, and the spectral power density of

— 9.2
output. (b) Filtered transmitter output. (c) Filtered noise. (d) The receivdd0IS€,No = 20°7.

signal. The probability to detect “0” when “1” is transmitted is then
is applied to athreshold element. Let us assume that the low pass T/7
filter can be approximated by the running average filter: Pojp=1-P | =1- [1 <1 + erf <h /@))
2 No
1 t
vt = [ e
T Jt—r

) ) . . The error probability in the case when “0” is transmitted can
Let the windows corresponding to “1” and “0" have the samge found similarly. The error occurs when the output from all
duration,T’, see Fig. 6. We shall assume that the receiver maigins in the “0” window remains lower than the threshold, in spite

tains synchronization at all times, so that every “0™-pulse i the transmitted signal is nonzero within one of them
within the “0”-window, 0 < ¢t < 7', and every “1”"-pulse is

within “1” window, T" < ¢ < 2T. Let us divide the interval
where “0"-pulse is expected into bins of duratibfyf, wheref P 1 " z2 d
is the filter cut-off frequency. We shall assume tifiat 1/7, 7 o=\ Voroz | P Toz |

being the pulse duration, and that when a pulse arrives, it is con- . H (o AY?
T —
" [ V2mo? /—oo P <_ 20? ) dﬂ?]

T/7—1

tained entirely within one bin. We shall sample the outg}
from the filter once at the end of every bin.
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Fig. 8. Block diagram of the ultrawide band transmitter used in the wireless
CPPM communication system.
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Fig. 7. Error probabilities of ideal BPSK, noncoherent FSK, and ideal PPM . 1
systems compared to the performance of the CPPM system.
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L2 V2 . . . . ,
)} Fig. 9. Block diagram of the receiver used in the wireless CPPM system.

T/ro1 V. WIRELESSIMPLEMENTATION OF CPPM

We have implemented and tested a low-power prototype of
the wireless digital communication link using the chaotic-pulse
modulator and demodulator described above. The circuit dia-

. grams of the transmitter and receiver units, which were added
to the CPPM modulator and demodulator blocks to provide the
wireless link, are shown in Figs. 8 and 9.

DO | =

_ )
(re(oE)
< [%erfc <(1 - h)\/%)

The overall error probability is the combination Bf |, and _ _
Py 1: BER = p1Py|1 + (1 — p1) P10 Wherep; is the char- A. Transmitter and Receiver
acteristic of the data stream which is the ratio of “1"s in it. I The transmitter contains the generator of a pair of symmetric
our experiment botp; andh were equal td /2. In this case the short pulses (SPG) and the symmetric exciter for the two-pole

o2
1 1 ¢ H-A
X 5 + er W
E,

expression for the BER can be written in a shorter form antenna, see Fig. 8. SPG is triggered by a TTL pulse (500 ns)
1 Je from the output of the CPPM modulator (see Fig. 1) and gen-

BER == (1—erf <_> erates a short pulse (20 ns measured at a half of the ampli-
< tude). This short pulse is applied to the symmetric exciter that

tive pulse. The second output produces a high-voltage negative
pulse. These two outputs are applied to the corresponding poles
wheree = E, /Ny of the antenna.

Fig. 7 shows the BER performance of the CPPM as measured he block diagram of the receiver is presented in Fig. 9. The
in the experiment, estimated analytically and computed in n@lectromagnetic pulses received by the two-pole antenna (Antl
merical simulations witth = 0.5,p; = 0.5 and7/r = 10. and Ant2) are applied to the differential amplifier whose output
The difference of approximately 1 dB between the analytici then amplified in the two-stage amplifier (Amp) and sent to
and numerical curves can be largely attributed to burst erréhe symmetric detector circuit. The output of the symmetric de-
arising from the loss of synchronization, which is not taken inf@ctor is then amplified by the second differential amplifier to
account in our model. The slightly better than expected perf@enerate enough voltage for triggering of pulse generator (PG)
mance of the experimental system at high levels of noise cahich produces the TTL pulse of the duration about 500 ns.
be explained by the observed in our setup significant deviatiohBe TTL pulse is then applied to the CPPM demodulator block
of the noise distribution from the Gaussian at high noise amp$ibown in Fig. 2.
tudes. The quicker than expected degradation of performance at o ) )
low levels of noise is primarily due to the small mismatch of thB- SPectral Characteristics of Transmitted CPPM Signals
parameters in the transmitter and the receiver. Still, considering/NVe tested our prototype wireless CPPM system in indoor
the crudeness of the analytical model and the experimental dikperiments with separation between transmitter and receiver of
ficulties, all three plots agree reasonably well. up to 15 m and were able to achieve a stable regime of error-free

o <1 <1 e <\/g>>>T/T—1> has two outputs. The first output produces a high-voltage posi-
- er —_—
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Fig. 11. Spectra of the CPPM signal measured at the distance 1 m (top) and CENTER €8.88 Hiiz VoW 4 xite SPAN 4888 kilz

10 m (bottom) from the CPPM transmitting antenna. Er _co.5 dbe $ATTEN 10 dB

PEAK
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communication. In these experiments we also studied spectral s
characteristics of the chaotic-pulse signal radiated by the wire-

less CPPM. Power-spectral density (PSD) was measured with

HP 8590A Portable RF Spectrum Analyzer using two-pole re- un 8
ceiving antenna. The results of the measurements are presented coRr [
in Figs. 10 and 11. The PSD of the signal received by the RF B e
spectrum analyzer, when CPPM transmitter is turned off, i Nt RS an 1 i UBH 1 KHz SPASHr ee vec
shown in Fig. 10. The spectrum was measured in the range %f 13. The spectrum of a transmission of a pulse train with pseudo-random
frequencies from 1 MHz to 200 MHz with the video band\/\lldﬂﬂulse timing (the same as in the Fig. 12), but measured at a finer frequency
filter of 3 MHz. The same measurements were done when tfeolution (top). A typical spectrum of a CPPM transmission measured with the
CPPM transmitter was turned on. The amplitude of the pul§gme resolution (bottom).

measured across the poles of the transmitting antenna is about

130 V. Duration of the pulse is about 30 nsec. Fig. 11 preserigry to detect and intercept the transmission. This approach has
measured PDS of the received RF signal at two distances fr@gd intrinsic shortcomings.

the transmitting antenna (1 and 10 m). As one can see, alreadyirst, the pseudorandom sequences eventually repeat, and
at 10 m the signal PSD is at the level or below the backgrousdcond, the digital character of the generation algorithm intro-
RF noise. This shows a potential for using CPPM systems diyces into the signal features associated with the corresponding

REF LEVEL
-56.5 dBm

applications requiring low probability of detection. quantization. These two points are illustrated in Fig. 12, where
. we show the spectrum of a pseudo-random pulse sequence
C. CPPM and Low Probability of Detect transmitted by the same method as in the CPPM transmission.

Here, we use the results of the experimental analysis of fBhe transmitted signal consisted of a periodically repeated
diated pulse signals to illustrate the advantages of CPPM ogeiquence of 128 pulses with the timing determined by the rising
more conventional communications schemes in the area of ledges of a pseudo-random sequence of the length of 511 bits.
probability of detection. The existing communication schemesin Fig. 12 (top panel) one can clearly see the periodicity due
rely on digitally generated pseudo-random sequences to elittithe quantization in the pseudo-random timing sequence, with
nate from transmitted signals the features that allow an adv#re chip rate- 5.4 MHz. The peaks in Fig. 13 (top panel) are due
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to the periodic repetition of the pseudo-random sequence, wii
the characteristic frequeney10.5 kHz. Either of these features "’MP'ICPP ":‘1 o
can be exploited in order to detect such transmission. Forcor [ A4 Ideal synchronization
parison, in the Fig. 13 (bottom panel) we see the spectrum ( 1o ,/./‘/.
a chaotic-pulse train, with the same frequency resolution as | F o
Fig. 13 (top panel). CPPM avoids both sources of periodicit ;. 4 i
present in the pseudo-random pulse train transmission, and, / —
expected, its spectrum does not show the corresponding peal% 10* 3

More complicated methodls used for detection of W 2
pseudo-random pulse transmissions can be applied in order ,/ /e
discover chaotic-pulse transmission. These methods howev | /)
become much more efficient, if one can recover a time refer 10
ence, which in the case of CPPM transmission is more difficult ./

) 10 ;
VI. MULTIUSER EXTENSION OFCPPM 0 4 8 12 16

Direct application of CPPM in a multiuser environment leads No. of users
to a significant performance degradation. If multiple transmit- i ) )

. . . Fig. 14. BER as a function of the number of users in a multipulse CPPM
ters are operatlng_at the same time, a receiver can c_apture p e. Circles correspond to the MP-CPPM, and triangles to the case of line
from other transmitters which would occasionally fit into the resorresponds to the standard (periodic) PPM scheme.
ception windows of the receiver, thus creating errors in the bit
detection, and moreover, causing synchronization breakdowtiee difference between these graphs is approximately 25% in
To reduce the probability of these events, we propose to sentéans of the number of users.
fixed group of pulses instead of a single pulse. The structure of

the pulse train should be unique for a given user, and the trans- VII. CONCLUSION
mission time for the train as before is determined by the ChaOt'CDiscussing chaos-based communication systems, one may

map. The _detect|on of fche pulse train arrival |s_agh|eved b}’ ,t%tice a potential disadvantage common to all such schemes uti-
matched filter (correlation detector), thus providing selectivity,jng synchronization. Most traditional schemes are based on
and processing gain. The output of the correlator is then pigsriogic signals and systems where the carrier is generated by a
cessed in the receiver in the same way as a single pulse is Rfigiple system. All such systems are characterized by zero Kol-
cessed in the original scheme Fig. 2. mogorov-Sinai entropyixs [15]: in these systems without any
We tested this scheme in numerical simulations with up to 28ut the average rate of nonredundant information generation is
users. The pulse train patterns were chosen to minimize the mgero. Chaotic systems have positivgs and continuously gen-
imum cross-correlation between different pulse trains. Chaotieate information. In the ideal environment, in order to perfectly
intervals between the pulse trains were generated by the teyrichronize two chaotic systems, one must transmit an amount
map with the slope 1.3. Then at the transmitter, the pulse traihinformation per unit time that is equal to or larger thags
was produced either at timE, — é or 7;, 4 &, depending on [15]. Although our detection method allows some tolerance in
the value (0 or 1, respectively) of bt, being transmitted. Un- the synchronization precision, the need to transmit extra infor-
like the single-pulse CPPM, the detection scheme is basedrgation to maintain the synchronization results in an additional
the position of the maximum output of the correlator within &hift of the actual CPPM performance curve relative to the case
certain window with respect to the nominal (determined by tryéhen .ideal synchroni;atipn is assumed. Since the numerical gnd
chaotic clock) positioff,,. If the pulse train arrival time is closer €XPerimental curves in Fig. 7 pass rather close to the analytical
to T, — & than toT}, + &, bit 0 is registered, and otherwise bitcU"Ve that assumes synchronization, the degradation caused by

1 s registered. We also employed adjustable window size di212ero Kolmogorov-Sinai entropy does not seem to be signif-

pending on the magnitude of the output from the matched filté :’:mt.

so when the signal is weak (synchronization is lost), the windowAlthough CPPM performs slightly worse than BPSK, non-
9 y ' %herent FSK and ideal PPM, we should emphasize that:1) this

becomes large in order to re-establish synchronization. Fig. \(/iwde band system provides low probability of intercept and low

Sh(_)WS the BER as a_funcnon of the number of users for_50-pu |%bability of detection; 2) improves the privacy adding little
fcralns. As was mentlohed above, the per.forr.nance of this syst Muit complexity: 3) to our knowledge, this system performs
is degraded by occasional de-synchronization events. For cQ@zentionally well compared to most other chaos-based covert
parison, a corresponding plot for ideally synchronized chaos @$smmunication schemes [7]; 4) there exist a multiplexing
cillator at the receiver and transmitter, is shown. As can be segftategy described above that can be used with CPPM (see also
[16], [17]) (v) compared to other impulse systems, CPPM does
not rely on a periodic clock, and thus can eliminate any trace
1we should point out that such simple and apparent scheme as observir&:eberiodicity from the spectrum of the transmitted signal. All
pulse sequence on an oscilloscope is not very efficient in noisy environment .
with band-pass filtering due to antennas. Many (or all, if there is no transmﬂ]iS mak?S QPPM attractive for development of chaos-based
sion) pulses will appear due to noise. communications.
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