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Abstract With more than 93% of the world’s data being computer generated [23], digital
forensics offers significant opportunities and challenges. This paper discusses the
operational and legal issues related to digital evidence. In addition, it highlights
current needs and future research opportunities.
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1. Introduction

Digital forensics played a crucial role in the investigations of the 9-11 ter-
rorists, the Enron, WorldCom and Martha Stewart scandals, and the DC sniper
attacks. In the sniper case, electronic data extracted from a GPS device in the
suspects’ automobile provided information about their route across the country.
Three unsolved murders along this route, in Louisiana, Alabama and Georgia,
which involved weapons of the same caliber as the DC attacks, were connected
to the sniper suspects via ballistics and fingerprint evidence. Indeed, due to
network convergence and the ubiquity of embedded systems and devices, prac-
tically every crime — not just white-collar crime — has a digital forensic com-
ponent [9,15,21]. Laptops, cell phones and PDAs seized from drug dealers
and other violent criminals often yield vital evidence [15,21]. Meanwhile,
electronic evidence is playing an increasingly important role in civil litigation.
This paper discusses the operational and legal issues related to digital evidence.
In addition, it highlights current needs and future research opportunities.

2. Operational Issues

Computers and other electronic devices invariably contain information rel-
evant to investigations. This is the electronic analog of Locard’s forensic prin-
ciple of “exchange,” where “every contact leaves a trace” [10]. This section
discusses the nature of digital evidence and the forensic process, i.e., the ex-
traction and analysis of digital evidence.
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2.1. Digital Evidence

A crime scene contains observable evidence, e.g., blood, which has probative
value. However, forensic science has developed techniques, e.g., DNA analysis,
that yield information that is not physically observable. Computers, hard drives
and flash memory cards are patent (observable) evidence that contain latent
information, e.g., files, application metadata, file system debris and operating
system debris. Extracting and analyzing latent evidence requires specialized
tools and techniques. Moreover, the “forensic specialists” who perform these
activities must be well trained and capable of providing expert testimony [18].

The Scientific Working Group on Digital Evidence (SWGDE) has defined
digital evidence as: “information of probative value stored or transmitted in
digital form” [6]. This definition is now widely accepted by other groups, e.g.,
the International Organization on Computer Evidence and the G-8 High Tech
Crime Subcommittee.

2.2, Digital Forensics

Various terms, e.g., computer forensics, cyber forensics, media analysis and
network forensics, are used to refer to the process of acquiring, preserving, ex-
amining, analyzing and presenting digital evidence. We prefer “digital evidence
forensics,” or simply, “digital forensics.”

2.2.1 Acquisition. In the acquisition step, electronic devices at the scene
are gathered, marked for identification and entered into an evidence control
system. When evidence resides on devices that cannot — for legal or practical
reasons — be physically collected, e.g., a hospital network containing “live”
medical data, it is necessary to create a physical duplicate of the evidence. Dy-
namic evidence, e.g., network packets in transit, must be captured and recorded
on physical media, both accurately and reliably.

222 Preservation.  The preservation step requires the “original” piece
of digital evidence to be maintained so that the opposing counsel and the court
may be assured that it is both reliable and unaltered [12]. Failure to do so may
result in the inadmissibility of evidence. Consequently, forensic examinations
are almost always conducted on duplicate media [11].

Thus, preservation has two components: physical preservation of the original
and the creation of duplicate media for forensic examination. The former is
accomplished via “chain of custody” procedures; the latter by creating either a
forensically accurate duplicate or a demonstrably accurate representation of the
original. The latter process is often referred to as creating a “forensic image”
or a “bit-stream copy.”
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223 Examination. Modern computers and data storage devices have
huge, ever increasing capacities, making it extremely difficult to identify in-
formation of probative value. Examination is the process whereby evidence is
subjected to review for its source, origin, and manner of creation, alteration or
destruction.

The first step is to document all aspects of the evidence, e.g., physical and
logical characteristics, active and deleted file structures, metadata and data
contained in unallocated areas. This documentation process assures that both
inculpatory and exculpatory information is preserved. Next, the actual exam-
ination may begin. Since examinations are usually conducted to support legal
proceedings, the nature and specifics of the evidence that would be probative is
unique to each examination [20]. Therefore, it is important to define a plan of
action and to select forensic software tools based on the goals of an examination.

Numerous forensic tools, including many of dubious quality, are available.
Sometimes software not designed for forensic use is pressed into service, but this
may raise legal challenges to the evidence or, even worse, render the evidence
useless. Collectively, tools seek to include data as potentially probative or to
exclude data that would not be probative. Obviously, the more restrictive the
filter, the less data there will be to sift through, but it is also more likely that
probative information will be missed. The ability to construct a process that
invokes the fewest and most appropriate tools in the most efficient way is the
artistic part of forensic examination. As storage volume and network bandwidth
grow exponentially, it will be increasingly difficult to create tools and processes
that are both efficient and accurate.

224 Analysis.  Analysis involves the review of evidence for its content,
probative value and usefulness to the investigative or legal objectives. Thus,
analysis goes beyond the technical aspects of the original evidence and its
constituent parts. While examination attempts to produce information that is
potentially probative, it is not until the evidence is evaluated in the context
of all of the other evidence that its value can be established. Data recovered
from the original evidence may support other information known in the case,
it may contradict other information in the case, it may be new information, or
it may prove to be non-pertinent. To make these determinations as accurately
as possible, it is necessary to have a clear understanding of the investigative
process and detailed knowledge of all the investigative material.

225 Presentation.  The output of forensic examination and analysis
comprises the data files extracted from the forensic copy of the original evi-
dence and a report documenting the forensic process, pertinent metadata and
conclusions. Obviously, the presentation must be complete, concise and clear.
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3. Legal Constraints

This section discusses U.S. laws governing the acquisition and use of digital
evidence in criminal, civil and intelligence investigations.

3.1. Criminal Investigations

U.S. federal law relating to the acquisition of digital evidence by law en-
forcement agencies is governed by the Fourth Amendment and statutory pri-
vacy laws codified in the Wiretap Statute (18 U.S.C. Sections 2510-22), the
Electronic Communications Privacy Act (ECPA) of 1986 (18 U.S.C. Sections
2701-02) and the Pen/Trap Statute (18 U.S.C. Sections 3121-27) [22,27].

The Fourth Amendment limits the ability of government agents to obtain
evidence without a warrant. A warrantless search does not violate the Fourth
Amendment if: (i) the agents’ conduct does not violate an individual’s “rea-
sonable expectation of privacy,” or (ii) the search falls within an exception to
the warrant requirement [5,27,28]. Therefore, agents must consider if a search
violates the expectation of privacy. Even if a search does violate this expec-
tation, it may still be reasonable if it falls within an exception to the warrant
requirement [27].

Determining what constitutes a reasonable expectation of privacy is difficult
in cases involving computers. To assist federal investigators, the U.S. Justice
Department recommends that agents treat a computer as a closed container
(e.g., a file cabinet) [27]. The Fourth Amendment prohibits law enforcement
agents from accessing and viewing computer information without a warrant if
they would be prohibited from opening a closed container and examining its
contents in the same situation [27]. However, courts have reached differing
conclusions on whether or not individual computer files should be treated as
separate closed containers.

Warrantless searches that violate a reasonable expectation of privacy comply
with the Fourth Amendment if they fall within an established exception to the
warrant requirement. For example, agents may conduct a search without a
warrant if an individual with authority has consented to the search, if there
is an expectation that the evidence will be destroyed, or if the evidence is in
plain view [16,27]. Other exceptions occur during searches incident to a lawful
arrest, inventory searches and border searches [27].

Because courts may or may not apply an exception, it is advisable to obtain a
warrant before searching and seizing evidence. As with any search pursuant to
a warrant, law enforcement agents must establish probable cause, and describe
the place to be searched and the items to be seized [27]. However, because com-
puter files may be encrypted, misleadingly labeled, stored in unusual formats
or commingled with innocuous files, agents cannot simply establish probable
cause, describe the files they need, and then go and retrieve the data. Instead,
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they must understand the technical limits of different search techniques, plan
the search carefully and then draft the warrant in a manner that authorizes them
to take the steps necessary to obtain the evidence.

Agents should obtain multiple warrants if they have reason to believe that
a network search will retrieve data stored in multiple locations. Also, agents
should obtain a second warrant to search a computer seized pursuant to a valid
warrant if the property targeted by the search is different from that specified in
the first warrant.

The incidental seizure of certain materials may implicate the Privacy Protec-
tion Act (PPA) or the ECPA [27]. Under the PPA, law enforcement agents must
take special steps when planning a search that may result in the seizure of First
Amendment materials (e.g., materials posted on the web). The ECPA regulates
how agents can obtain the contents of electronic communications stored by
third-party service providers. To minimize liability under these statutes, agents
should attempt to determine in advance the type of information that may be
stored on the computer systems to be searched [27].

Law enforcement agents can conduct “no-knock™ warrants if they suspect
that announcing their presence would lead to the destruction of evidence [27].
Courts may also authorize “sneak-and-peek” warrants, which do not require
agents to notify the person whose premises are searched. The USA PATRIOT
Actamended 18 U.S.C. Section 3103a to allow a court to grant a delay of notice
associated with the execution of a search warrant if it believes that providing
immediate notification will have adverse effects [26]. However, warrants issued
under the amended statute still prohibit the seizure of electronic information
unless specifically authorized by a court.

In addition to physically seizing computers, agents frequently perform elec-
tronic surveillance. In these situations, it is important for agents to act in accord
with the Wiretap Statute and the Pen/Trap Statute. The Wiretap Statute (Title
III) governs real-time electronic surveillance in federal criminal investigations
[7,24]. Title III broadly prohibits the interception of oral, wire and electronic
communications. However, Title III contains dozens of exceptions and agents
must be familiar with them before performing surveillance. The Pen/Trap
Statute governs the use of pen registers and trap and trace devices [27]. The
statute authorizes a government attorney to apply for a court order authorizing
the installation of a pen register and/or trap and trace device when the informa-
tion sought is relevant to an investigation. As modified by the USA PATRIOT
Act, it now applies to communications on computer networks in addition to
telephone communications and gives nationwide effect to pen/trap orders [26].

In addition to the applicable federal laws, state laws must also be considered.
In particular, many states have laws regarding privacy, especially with regard
to stored electronic information. Unfortunately, laws vary considerably from
state to state, and a detailed discussion is beyond the scope of this paper. It is



398 DATA AND APPLICATIONS SECURITY XVII

important to note that when there is conflict, federal laws supercede state laws.
However, in some instances, state laws are more specific and are, therefore,
applicable.

3.2. Civil Investigations

Private corporations investigating their own employees may not adhere to
most of the legal constraints discussed above. Frequently, private corporations
require employees to sign computer use policies that include stipulations regard-
ing the monitoring of computer activities. In these cases, employees typically
resign their privacy rights.

The Fourth Amendment also does not apply to searches conducted by private
parties who are not acting as agents of the government [27]. Therefore, no
violation of the Fourth Amendment occurs when a private individual acting
on his own accord conducts a search and makes the results available to law
enforcement. However, law enforcement agents must limit themselves to the
scope of the private search. Otherwise, the agents may violate the Fourth
Amendment and any evidence gathered may be suppressed.

3.3. Intelligence Investigations

Searching, seizing or otherwise obtaining digital evidence in intelligence
investigations can raise difficult questions of both law and policy. For example,
the bounds of the Fourth Amendment are less clear than they are for ordinary
criminal investigations [27]. Furthermore, the Foreign Intelligence Surveillance
Act (FISA) creates a secret court and a legal regime for counterintelligence
surveillance inside the United States [25]. When operating outside the United
States, agents must be aware of the many laws in other nations that may affect an
investigation. The U.S. Department of Justice Computer Crime and Intellectual
Property Section (CCIPS) provides guidance on these matters.

4. Current Needs and Research Issues

This section discusses some of the significant areas of opportunity for re-
search in digital forensics.

4.1. Data Storage and Analysis

The amount of data generated and stored in our daily activities is increasing
rapidly. A recent University of California at Berkeley study estimated that
almost 800 megabytes of data are produced annually for each person in the
world; moreover, the per person figure is growing at about 30% per year [2,17].
In this environment, forensic investigators are faced with massive amounts of
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evidence on digital media and networks. Single cases involving more than one
hundred terabytes of data have already been encountered.

Storage area networks (SANs) are an attractive solution [3]. These high-
speed special-purpose networks interconnect various data storage devices with
massive data servers. SANs permit data from multiple cases to be loaded
on networks and accessed, possibly remotely, by investigators. They allow
for both physical and logical separation of forensic case files; this prevents
evidence from being compromised, as with blood evidence in the well-known
0.J. Simpson case. The increased storage capacity and scalability of SANs
supports efficient information access, maximized hardware utilization, freedom
from vendor dependence and the automation of forensic processes. SANs may
also help solve current problems with long-term data storage by providing data
redundancy (via RAID) and integrity. Promising research avenues include
SAN architectures for large-scale, distributed operations, workflow modeling
and analysis, validation and verification of SAN implementations, and the study
of the legal ramifications of SAN use.

Another strategy for dealing with massive case files is to apply novel infor-
mation manipulation techniques that can home in on pertinent data both rapidly
and reliably. The main information manipulation techniques are data reduction
and data mining. Data reduction methods involving known file filters and hash
sets are currently used by forensic investigators, but these are limited in both
scope and performance. Data mining employs a combination of machine learn-
ing, statistical analysis and modeling techniques to extract relevant information
from large data sets. Data mining techniques are just beginning to find appli-
cations in digital forensic investigations, and numerous research opportunities
exist in this area.

4.2. Specialized Devices

Digital investigations have largely concentrated on computers and networks.
However, the ubiquity of hand-held electronic devices and new network appli-
ances requires research on extracting digital evidence from non-traditional, and
possibly damaged, equipment. Examples include fax machines, cell phones,
smart cards, GPS navigational aids, digital cameras and various consumer elec-
tronics devices.

Fax machines store phone numbers of senders and recipients; upscale ma-
chines often maintain the actual faxed pages in memory. Cell phones store
substantial amounts of data: dialed, received and missed calls as well as con-
tact lists, photographs and MMS files. Information stored in smart cards (and
not-so-smart cards) may include toll road access data, ostensibly anonymous
prepaid phone cards and supermarket purchases. GPS devices store detailed
path information that has been extracted and used successfully in criminal and
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terrorism investigations. Digital cameras store data in memory chips, which
are just as amenable to forensic techniques as traditional computer media, i.e.,
deleted files are not really deleted and slack space (between end-of-file and
end-of-sector) will contain data. Like digital cameras, a multitude of other con-
sumer electronics devices, such as MP3 players and camcorders, have digital
memories and may contain useful information.

Embedded devices are an emerging trend. For example, automobiles now
incorporate devices that store operational data, e.g., speed, brake status and
throttle position, that may be relevant to investigations. The recent fatality
accidentinvestigation involving U.S. Rep. WilliamJanklow (R-SD) exemplifies
the use of digital evidence extracted from embedded devices in an automobile
(1].
Research efforts should seek to identify electronic devices that may contain
digital evidence and develop tools and techniques for extracting the evidence. In
addition, it is necessary to develop best practices that meet the legal requirements
for evidence admissibility.

4.3. Network Forensics

Forensic investigations involving networks languish for practical, jurisdic-
tional and political reasons. Network administrators have no incentive to retain
data that may be relevant to investigations outside their networks. This prob-
lem is even greater in situations where network nodes are located in foreign
countries, especially non-friendly nations or those with different legal systems.

A potential solution is to develop and implement techniques that would make
anonymity and pseudoanonymity harder to achieve on global networks like the
Internet; this would limit the need for cooperation of foreign parties. IPsec
[13], for example, would have resulted in increased sender authentication, but
the pressure for its implementation has dissipated due to the popularity of NAT,
which removes the urgency for new IP addresses [4], and SSL, which removes
the urgency for a broadly accepted means to encrypt select traffic [8].

Clearly, it is difficult to solve the cultural, economic, political and jurisdic-
tional problems that stifle network forensic investigations. However, it may be
easier to develop technologies that ride on current IPv4 — and future IPv6 —
networks, which could assist in tracing attacks across global networks. These
technologies could then be proposed to cognizant organizations, e.g., IETF and
IEEE, for possible codification as standards.

Peer-to-peer networks [19] and grid computing [14] are two emerging re-
search areas in network forensics. Peer-to-peer applications create transient
Internet-based networks, which are increasingly used to trade copyrighted and
other illegal materials. Grid computing networks, on the other hand, utilize
transient pools of computing nodes to perform tasks, each node contributing
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cycles to the collaborative effort. Special techniques and tools must be devel-
oped to deal with the scale, jurisdictional and dynamic participation issues in
these two types of networks.

44. Forensic Tools and Processes

Forensic tools have advanced considerably during the past few years. Nev-
ertheless, the development of highly efficient software that can be utilized on
a variety of platforms on a wide range of target systems in a modular fashion
could narrow the gap between demand and functionality.

It is equally important to study the forensic process to determine how to con-
duct examinations most efficiently. Experienced examiners are very efficient,
but no efforts have been undertaken to analyze and model their approaches with
a view to automating the forensic examination process.

Regardless of the tools and techniques used, it is imperative to ensure the
efficiency and effectiveness of forensic examinations. Furthermore, as data,
media, forensic tools and investigations become more complex, it is increasingly
difficult to demonstrate the “truth” of a forensic examination. To address this
issue, research is needed in several directions, including software engineering
approaches for trusted forensic software, automated processes and tools, and
the validation of software as it applies to a particular platform, data set and
forensic procedure.

4.5. Legal Considerations

To ensure that digital evidence will withstand judicial scrutiny, it is neces-
sary to research the reliability and legality of forensic tools, techniques and
procedures.

As court proceedings increasingly incorporate digital evidence, judges, juries
and attorneys are more likely to test the merit of digital forensic tools and
methodologies. In the United States, judicial evaluations of digital evidence —
as with other forensic disciplines — will apply the Frye, Daubert and Kumho
Tire tests [18]. Under these doctrines, the reliability of the proffered evidence
must be demonstrated. This demands comprehensive validation and verification
studies of digital forensic tools, techniques and procedures. Unfortunately, with
the massive, dynamic electronic landscape, the digital forensics community has
had limited success in developing timely and efficient means for validation, let
alone verification.

Research on the privacy implications of digital forensic tools and procedures
is critical. Even if tools and procedures are reliable and verifiable, investigators
cannot wantonly seize digital devices and extract evidence. Electronic devices
may store information protected by various privacy laws. Violating privacy laws
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at any stage during the digital forensic process not only renders the collected
evidence useless, but also exposes the investigator to civil action.

5. Conclusions

Sophisticated tools and procedures are sorely needed to acquire, preserve, ex-
amine, analyze and present digital evidence in a dynamic electronic landscape.
But it is equally important that the tools and procedures be used properly and
legally. Digital forensics is indeed a wide open area for research. Its tech-
nical, operational and legal dimensions pose myriad challenges and research
opportunities.
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