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Digital Health Innovation: Exploring Adoption of

COVID-19 Digital Contact Tracing Apps
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Abstract—With the outbreak of COVID-19, contact tracing is
becoming a used intervention to control the spread of this highly
infectious disease. This article explores an individual’s intention to
adopt COVID-19 digital contact tracing (DCT) apps. A conceptual
framework developed for this article combines the procedural
fairness theory, dual calculus theory, protection motivation theory,
theory of planned behavior, and Hofstede’s cultural dimension the-
ory. The study adopts a quantitative approach collecting data from
714 respondents using a random sampling technique. The proposed
model is tested using structural equation modeling. Empirical re-
sults found that the perceived effectiveness of privacy policy nega-
tively influenced privacy concerns, whereas perceived vulnerability
had a positive influence. Expected personal and community-related
outcomes of sharing information positively influenced attitudes
toward DCT apps, while privacy concerns had a negative effect. The
intention to adopt DCT apps were positively influenced by attitude,
subjective norms, and privacy self-efficacy. This article is the first to
empirically test the adoption of DCT apps of the COVID-19 pan-
demic and contributes both theoretically and practically toward
understanding factors influencing its widespread adoption.

Index Terms—Adoption intention, COVID-19, digital contact
tracing (DCT), information disclosure, privacy.

I. INTRODUCTION

O
N JANUARY 30, 2020, the World Health Organisation

declared a public health emergency of international con-

cern with the outbreak of coronavirus disease 2019 (COVID-19).

COVID-19 is an infectious disease that is caused by the novel

coronavirus SARS-COV-2. Contact tracing and case isolation

are the commonly used interventions to control the spread of

this highly infectious disease [1], [2].

Contact tracing involves identifying and informing individu-

als who have come in contact with a COVID-19 positive patient.

Manual procedures for contact tracing are not efficient enough

to control the spread of the virus. Globally governments have
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resorted to technology to provide an innovative solution to

this problem [3]. Therefore, with smartphone usage becoming

ubiquitous, there is an opportunity to leverage this technology

for digital contact tracing (DCT). DCT would allow for an

almost instantaneous alert to be sent to close contacts of the

diagnosed patients to self-isolate. This system would utilize

location data obtained through Bluetooth from smartphones to

trace individuals and their interactions [4]. Despite this method

having the potential to reduce the inefficiency of manual contact

tracing, it has given rise to significant privacy concerns. For the

successful implementation of DCT apps, a higher “transmission

rate” than COVID-19 is required for DCT apps to assist in

fighting this pandemic.

The topic of privacy had gained significant popularity with

practitioners and researchers [5]–[8]. Privacy decision making

was found to be a rational process of weighing the costs and

benefits [9], [10]. However, studies are producing contradictory

findings relating to privacy and information disclosure. Barth

and De Jong [11] found the decision-making process to be

irrational with individuals giving minimal to no consideration

to privacy risk factors. This highlights the contextual nature of

privacy decision making [12] and suggests the requirement for

further studies in different contexts [13], [14].

Studies have shown significant differences in individuals’

perceptions in different countries when evaluating the costs

and benefits relating to privacy [9]. Gutierrez et al. [9] argued

that personality traits and culture influence the individuals in

the USA to be more attracted to rewards. However, in Europe,

intrusiveness is a critical factor when considering privacy and

information disclosure. Similarly, Pentina et al. [15] found that

technological infrastructure and the environment influence the

technology adoption rate in both China and the USA. The USA

is currently lagging on the rollout of contact tracing applications.

Albama, North Carolina, North Dakota, South Dakota, and Utah

have all released contact tracing applications as each state had

been left to develop their own. The USA’s patchwork approach

makes the effective deployment of an application particularly

challenging [16].

A review of the privacy literature highlights that minimal

studies have been undertaken to date in developing countries.

This article is the first to consider the privacy and information

sharing dilemma in Fiji. Fiji is an island country located in

the South Pacific. The two major islands of the country are

Viti Levu and Vanua Levu. The capital city of Suva is located

on the island of Viti Levu [17]. The country has a population

of approximately 750 000 [18]. Despite Fiji being the most
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developed country in the South Pacific, it differs from other

developed countries in terms of their economy, cultural and

technological infrastructure, and legal environment [19].

This article offers important managerial insights. First, it is

beneficial to app developers and those in-charge of its successful

implementation in realizing issues influencing the adoption of

DCT apps. Second, this article assists app developers in their

efforts to develop DCT apps that individuals are more likely

to adopt. Third, this article offers insights for government de-

partments charged with the implementation of DCT apps to

formulate strategies that would be most effective in reducing

an individual’s concerns toward these apps. This can be in

terms of helping individuals realize the personal and community

benefits of adopting DCT apps. Fourth, as individuals are more

likely to adopt technology that conform to their values, this

article highlights the importance of cultural factors in DCT app

adoption. As countries and individuals differ in terms of cultural

dimensions such as individualism/collectivism and uncertainty

avoidance, empirical evidence from this article provides novel

insights into the influence of culture on their perceptions of DCT

apps during the COVID-19 crisis. Such enhanced understanding

would enable app developers and those charged with its imple-

mentation to tailor DCT apps more effectively to potential users.

II. LITERATURE REVIEW AND THEORETICAL BACKGROUND

A. Digital Contact Tracing

Information disclosure is defined as individuals revealing

personal information voluntarily and intentionally to others [20].

Amidst the COVID-19 pandemic, information disclosure by

individuals can help automate the contact tracing efforts. Several

different countries have various methods and apps for contact

tracing. For example, in March 2020, Singapore developed

and implemented an app called TraceTogether. The app uses

Bluetooth technology to collect information regarding users who

have been in close proximity to one another. This information is

used by the health ministry to track and contact all individuals

who have come in contact with a COVID-19 patient. However,

the country has seen a low uptake of this application by citizens

[21]. Australia launched its DCT software named COVIDSafe,

in late April 2020. The app allows smartphones to perform a

“digital handshake” when it comes within five feet of another

device and notifies users if they have come into contact with a

diagnosed person for more than 15 minutes. A similar app was

expected to be launched by New Zealand in early May 2020. The

country is relying on the citizens’ voluntary adoption of this app.

Privacy Foundation Chair, Gehan Gunasekara, has stated that

trust in the government’s commitment toward data protection is

vital to ensure the successful adoption of this app [22]. France

has also launched a location tracing app called StopCovid in

June. This app uses Bluetooth technology to track users who

have been in close contact for more than 15 minutes. The French

app uploads the collected data on centralized government servers

[23]. A similar app called Corona-Warn-App has been launched

in Germany. The app does not log the location of individuals and

also recognizes other users of the app in close proximity [24].

This was done to reduce the privacy concerns of individuals.

In June, Fiji launched a DCT app called CareFiji [25]. The

technology giants Apple and Google have formed an alliance to

develop a similar app that would be part of the mobile-phones

operating systems by mid-May 2020. This will be a significant

step in DCT efforts as together both companies own about 99%

of the smartphone market share. Thus, it can be seen that the

governments of several countries have identified the potential

for DCT apps in the fight with COVID-19. As such, this article

provides initial empirical evidence regarding individual’s factors

influencing their privacy concerns and intention to adopt DCT

apps.

B. Dual Calculus Perspectives

The privacy calculus theory has been used extensively to

investigate concerns relating to privacy [10]. According to this

theory, individuals are more likely to disclose personal infor-

mation if the risk-benefit analysis is favorable [26]. However,

there are certain limitations of this theory. First, the risk-benefit

assessment of information disclosure is contextual [27]. Second,

this theory ignores the antecedents of privacy concerns. To

address these gaps, Li [28] proposed a dual calculus model. The

dual calculus model assumes that the risk calculus influences the

privacy calculus, which impacts on information disclosure. The

risk calculus is based on balancing the expected risk and coping

effectiveness of individuals [10]. The coping mechanisms reduce

privacy concerns while the expected risk increases [28].

Therefore, based on the risk calculus theory, this article con-

siders perceived severity and perceived vulnerability as threats to

information disclosure in DCT apps, while privacy self-efficacy

would be used to measure coping effectiveness. Based on the

privacy calculus theory, the benefits of DCT apps would be

expected personal outcomes of sharing information and potential

community-related outcomes of sharing information while the

risk would be the privacy concerns of adopting DCT apps.

C. Theory of Planned Behavior (TPB)

According to the TPB, an individual’s intention to adopt DCT

apps is driven by their attitude, perceived behavioral control

(PBC), and subjective norms. Attitude is defined as an individ-

ual’s overall assessment of the intended behavior that is formed

based on their evaluations and perceived outcomes [29]. In this

article, attitudes toward contact tracing apps are influenced by

expected personal outcomes of sharing information, expected

community-related outcomes of sharing information, and pri-

vacy concerns. Subjective norms are an individual’s perception

of significant others’ beliefs or socially imposed normative

pressure that leads them to act [29]. Here, the subjective norms is

an individual’s significant other belief regarding adopting DCT

apps. PBC is defined as an individual’s controllability of behav-

ior based on experiences from the past. Privacy self-efficacy is

the most relevant factor for PBC in this article.

D. Hofstede’s Cultural Theory

Culture concerns shared societal perceptions, beliefs, and

values. The information systems literature highlights culture at
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TABLE I
ESPOUSED NATIONAL CULTURAL DIMENSION DEFINITIONS

various levels, such as national, organizational, group, and indi-

vidual [19]. The societal norms and practices have a profound

impact on societal acceptance and adoption of technology [19],

[30]. This article explores the cultural dimensions at an individ-

ual level to moderate the impact between information privacy

concerns and attitude toward DCT apps using the dimensions

of culture proposed by Hofstede [31]. According to Hofstede

[32], national culture scores should not be used to understand

an individual’s behavior [32]. National cultural dimensions

are exhibited through an individuals’ espoused cultural values

[33]. This article adopts two dimensions of culture proposed

by Hofstede, namely collectivism and uncertainty avoidance

(see Table 1). These are the two most applied and relevant

dimensions of culture to understand technology adoption [19].

III. CONCEPTUAL FRAMEWORK AND HYPOTHESES

DEVELOPMENT

From the review of literature and theories, it was evident that

due to the differences in emphasis of these theories, a study

incorporating multiple theories could lead to a more holistic

understanding of this phenomenon. Therefore, by combining

procedural fairness theory, dual calculus theory, protection mo-

tivation theory, theory of planned behavior, and Hofstede’s

cultural dimension theory, a comprehensive model is proposed

that enables a deeper understanding of privacy concerns at a time

when the world is faced with a global pandemic.

A. Perceived Effectiveness of Privacy Policy

Extant literature on privacy states that personal information

shared by individuals can be collected by institutions or orga-

nizations if individuals have given consent [34], [35]. For an

organization to extract and use an individual’s data, the organi-

zation must have a privacy policy that highlights the use of data

and how the information will be safeguarded [36]. Individuals

who are willing to use the services must agree to the terms and

conditions of the privacy policy and provide consent to use their

personal information.

The perceived effectiveness of privacy policy is an individ-

ual’s understanding of a set of written statements obtainable

during user registration, which highlights an organization’s or

developer’s intention to use the personal information extracted

and how this data will be safeguarded [37]. In a mobile phone

application context, Zhao et al. [38] elucidated that privacy

policy explains to the users how their data will be used by the

business. The privacy policy only becomes effective when the

users of the product or service believe in the commitment of the

organization to protect their information [36]. According to a

study on the motivation to self-disclose personal information in

mobile applications, the privacy policy is an effective strategy

to address privacy concerns due to the existence of a negative

relationship between the two constructs [39]. This indicates that

individuals are more likely to share their personal information

if they feel the information is protected and will not be misused

[40]. Therefore, it is hypothesized that

H1: Perceived effectiveness of privacy policy negatively influences

privacy concerns relating to DCT apps.

B. Perceived Effectiveness of Industry Self-Regulation

Another type of institutional privacy assurance is the per-

ceived effectiveness of self-regulation. This refers to the seal

issued by independent certifying agencies like TRUSTe and

VeriSign to developers and organizations [37]. The display of

such seals encourages individuals to register for products and

services with the assurance that the information they provide

will not be misused. For mobile applications, it becomes the

responsibility of the developers to safeguard the personal infor-

mation provided by the users [41]. The independent certifying

agencies will then monitor whether the developers are abiding

by the industry regulations [37]. This reduces the information

privacy concerns of users. Gong et al. [39] confirmed that

the perceived effectiveness of industry self-regulation lowers

privacy concerns in disclosing personal information on mobile

applications. Consequently, users of these applications are more

likely to disclose personal information as they trust and believe in

the industry’s self-regulation [40]. In the context of the contact

tracing application, users will have lower information privacy

concerns if the industry self-regulation of the application is

perceived to be effective. Therefore, it is hypothesized that

H2: Perceived effectiveness of industry self-regulation negatively

influences privacy concerns relating to DCT apps.

C. Perceived Severity

Perceived severity is defined as the negative consequences

perceived by individuals as a result of security threats [42]. Such

threats elicit behaviors that protect privacy concerns. Individuals
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concerned about information security take the necessary pre-

cautions to safeguard their data. Such actions are driven by the

perceived negative consequences and impact of losing personal

or private data [43]. These concerns are magnified for mobile

phone users due to the interconnectedness of individuals, things,

and objects. Wang et al. [13] found in the context of disclosure

of personal information through mobile phone applications, that

individuals with high perceived severity are less likely to disclose

personal information as they perceive there is a high risk of

their data to be misused. Moreover, according to Mohamed and

Ahmad [43], a person who perceives that losing information

will result in severe consequences is more concerned regarding

sharing information on social networking sites. A further study

on the privacy concerns of sharing health information in online

health communities stated the deep concern of privacy relating

to the sharing of health information being influenced by a high

degree of perceived severity of the information being misused

[10]. Privacy concerns have become greater for some individuals

due to the increase in negative activities such as identity theft

and internet fraud [44]. Thus, in the context of the contact trac-

ing application, individuals who perceive that the information

gathered from this mobile phone application will be misused,

are more concerned about the privacy of their personal health

information. Therefore, it can be hypothesized that

H3: Perceived severity positively influences privacy concerns relat-

ing to DCT apps.

D. Perceived Vulnerability

Perceived vulnerability is an individual’s evaluation of pos-

sibly encountering a threat [45]. An individual’s perception

of the negative consequences of sharing personal information

is described as vulnerability. The vulnerability of individuals

increases when they perceive that disclosure of personal infor-

mation will lead to potential threats such as abuse or misuse

of information [46]. Dinev and Hart [46] study on antecedents

and privacy concerns of sharing information on the internet

highlighted a positive relationship between perceived vulnera-

bility and privacy concern. Additionally, Mohamed and Ahmad

[43] carried out a study in Malaysia that confirmed perceived

vulnerability as an antecedent of privacy concerns in sharing

information on social networking sites. Whilst, Zhang et al.

[10] stated that users of online health communities are concerned

regarding disclosing personal health information if they perceive

that there is a risk of losing personal information. Thus, this

article postulates that individuals who perceive information pri-

vacy threats by sharing personal information through the contact

tracing application are more concerned regarding information

privacy. Hence, the following hypothesis is proposed.

H4: Perceived vulnerability positively influences privacy concerns

relating to DCT apps.

E. Perceived Privacy Self-Efficacy

Self-efficacy is a key contract of the social cognitive theory

as it evaluates an individual’s ability to organize and perform

actions that will enable them to achieve the desired performance

[47], [48]. This solely depends on the individual’s self-judgment

of their ability to perform an activity. In the context of pri-

vacy concerns, privacy self-efficacy is an individual’s judgment

and confidence of oneself to manage privacy issues [28] and

safeguard personal information or data [49]. More knowledge

or information regarding a specific activity (high self-efficacy)

leads to fewer privacy concerns as individuals become confident

in dealing with privacy issues. Youn [50] study on online pri-

vacy concerns and protection behavior demonstrated a negative

relationship between privacy self-efficacy and online privacy

concerns in young adolescents. Yao et al. [51] on online privacy

user concerns confirmed that the more knowledge individuals

acquire regarding internet usage and fluency, the less concerned

they will be regarding privacy when sharing information on

virtual platforms. A further study conducted on health infor-

mation disclosure in online health communities highlighted that

individuals with internet skills and medical knowledge are less

concerned about privacy when sharing personal health informa-

tion [10]. In the context of the adoption of a contact tracing

application, it is suggested that the more application knowledge

people have, the less likely they will be concerned regarding

privacy when sharing personal health information. Therefore,

the following hypothesis is suggested

H5: Perceived privacy self-efficacy negatively influences privacy

concerns relating to DCT apps.

F. Expected Personal Outcomes

The expected personal outcome is an individual’s judgment of

the personal benefits gained from sharing personal information

with the general public [52]. Chung [53] explained the expected

personal outcome as a way of sharing personal information

to assist others. In return, feelings of self-satisfaction and the

importance of assisting the greater community are common

self-benefits attained from sharing personal information. Ad-

ditionally, Atkinson et al. [54] found that individuals with poor

health conditions tend to disclose personal information on virtual

health communities to seek social support from others in the

communities. Therefore, the intention of these individuals to

disclose personal information is for self-benefit purposes. How-

ever, it depends on an individual’s attitude toward disclosure of

personal information to benefit oneself. As this article focuses

on the contact tracing application, individuals with the intention

to self-benefit are likely to have a positive attitude toward the

application. The individuals will want to know if they have had

an encounter with someone who has been tested positive for

COVID-19. Thus, the hypothesis is as follows

H6: Expected personal outcomes of sharing information positively

influences attitude towards DCT apps.

G. Expected Community-Related Outcomes

Another construct explored in the privacy calculus model is

the expected community-related outcome of sharing personal

information. This construct explains that the community will

benefit from the shared personal information [55]. In the virtual

environment, seeking and providing social support will only be
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possible when individuals share their personal information and

experiences to make a meaningful impact in the broader com-

munity [56]. In the context of this article, it is expected that in-

dividuals use the contact tracing application to assist the greater

community and prevent the spread of COVID-19. Individuals

with a high level of emotional attachment to communities are

likely to provide emotional support and assist communities

to combat issues [55]. Nevertheless, the intention to use this

application to benefit the community depends on an individual’s

attitude toward the contact tracing application itself and how

comfortable one is to share personal information regarding their

health and location. Individuals who are focused on helping the

community to trace contacts of a patient tested positive are likely

to have a positive attitude toward this application. Therefore, this

article posits the following hypothesis

H7: Expected community-related outcomes of sharing information

positively influences attitude toward DCT apps.

H. Privacy Concerns

Privacy concerns are prevalent when it comes to the sharing

of personal information. It is the concern felt by an individual

to share their personal information in a public forum [37].

The virtual world has raised several privacy concerns on data

collection and control over data [35]. Extant literature notes that

individuals are less likely to share personal information on online

platforms as they are concerned about information privacy [57].

Privacy concerns are one of the various behavioral beliefs of

attitude toward disclosure of personal information. Therefore,

the more one is worried regarding sharing personal information

due to privacy concerns, the more negative their attitude be-

comes toward adopting a technology that will extract personal

information. A study on online privacy protection found that the

negative attitudes towards data collection was due to information

privacy concerns of individuals [50]. Ketelaar and van Balen

[58] stated on phone-embedded tracking that a negative attitude

was a result of high information privacy concerns of users. In

the context of this article, users will develop a negative attitude

toward the extraction of personal information by the contact

tracing application as they are concerned about their personal

information being misused. Hence, this article postulates the

following hypothesis

H8: Privacy concerns negatively influence attitude towards DCT

apps.

I. Cultural Moderators

Hofstede [31] espoused culture theory defines collectivism

is the degree to which an individual values the interest of a

community rather than oneself. In a collectivist culture, the

integration of people in groups leads to interdependence and

sacrifice as they are not self-oriented. The strong sense of com-

munity in a collectivist society results in decisions and actions

that would succeed in the community [31], [59], [60]. A privacy

study on Hofstede’s culture theory found that collectivists have

a higher rate of acceptance of sharing personal information as

these individuals value societal welfare [61]. This is because

collectivists are less concerned about information privacy and

want the community to benefit from the sharing of informa-

tion. As such, this article suggests that collectivists will boost

the effectiveness of contract tracing application as collectivists

are less concerned about information privacy, thus, a positive

attitude toward sharing personal information. Hence, it can be

hypothesized

H9a: The relationship between privacy concerns and attitude is

weaker in cultures that are high in collectivism.

Uncertainty avoidance refers to an individual in the society

who is reluctant to engage in risk-taking behaviors [31]. When

exposed to an ambiguous situation, the members of a risk-averse

society feel anxious. Societies with high uncertainty avoidance

consider ambiguity as a threat and follow regulations to safe-

guard themselves from the unknown [62]. High uncertainty

avoidance is common in highly structured societies [63]. Ac-

cording to Cao and Everard [64], information privacy becomes

more of a concern in high uncertainty avoidance societies. An-

other privacy-related research confirmed that greater informa-

tion privacy concerns are a result of uncertainty avoidance [20].

These studies indicate the people living in such societies will be

reluctant to disclose personal information. These individuals are

less likely to develop a positive attitude and adopt the contact

tracing application. As this application will be new and require

personal information, risk-averse individuals will not consider

installing this application. Therefore, it is hypothesized that

H9b: The relationship between privacy concerns and attitude is

stronger in cultures with low uncertainty avoidance.

J. Attitude

According to TPB, attitude and subjective norms are two

antecedent factors that influence behavioral intention [65]. At-

titude is an overall evaluation of an individual’s behavior [66].

Attitude toward disclosing personal information is formed from

the behavioral beliefs, which includes the perceived benefit and

privacy concerns [28]. The virtual environment is receiving

significant attention in terms of privacy concerns relating to

the sharing of personal information. A study on information

sharing decisions on social networking sites confirmed a positive

relationship between attitudes toward sharing information and

the intention to share information on social networking sites

[67]. Furthermore, a study on privacy concerns with electronic

health records stated that an individual’s attitude toward elec-

tronic health systems would influence the likelihood of adopting

this technology [68]. Another study on online privacy and be-

havior toward information disclosure stated that the behavioral

intention to disclose information on an online platform is influ-

enced by the attitude toward individuals’ information disclosure

[28]. This article suggests that attitudes toward sharing personal

information like one’s location and whom they have met will

positively influence the behavioral intention of an individual to

adapt to the contact tracing application. Based on the studies and

theoretical premises, it is hypothesized

H10: Attitude positively influences DCT app adoption.
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TABLE II
DEMOGRAPHIC PROFILE

K. Subjective Norms

Subjective norm is the social normative pressures perceived

by individuals, which affects their intention to perform an action

and engage in a behavior. Existing privacy literature has not paid

sufficent attention to subjective norms in an online context. The

need to conform to friends, colleagues, and family with regards

to information disclosure influences an individual’s intention

to share personal information. Dai and Palvi [69] conducted a

cross-cultural study in the USA and China on mobile commerce

adoption, which confirmed that subjective norm influences peo-

ple’s intention to adopt mobile commerce in China. This is due to

the collectivistic culture in China. Similarly, another study on on-

line information privacy concerns suggests that individuals’ sub-

jective norms for disclosure influence their behavioral intention

to disclose personal information [28]. Considering that contact

tracing application users will be sharing personal information

with the developers, the following hypothesis is suggested:

H11: Subjective norms positively influences DCT app adoption.

L. Privacy Self-Efficacy

Since the conceptualization of self-efficacy, it has typically

been used to explain the behaviors of individuals in the virtual

world [70], [71]. Existing literature on information privacy high-

lights that self-efficacy shows a relationship that influences the

behavioral intention of individuals [72], [73]. The likelihood of

an individual to perform a task increases with high self-efficacy.

According to Keith et al. [74], higher self-efficacy is crucial

to understand the importance of technology use. Similarly, a

study on digital traces of mobile phones confirmed that privacy

self-efficacy positively influences the behavioral intention to

use protective settings [75]. Consistent with the privacy and

information-related literature, this article argues that privacy

self-efficacy can assist in determining the DCT adoption inten-

tion. That is, individuals need to believe in their ability to protect

their information privacy before intending to adopt the contact

tracing application.

H12: Privacy self-efficacy positively influences DCT app adoption.

IV. RESEARCH METHOD

A. Participants and Procedure

Before conducting the full survey, a pilot test was conducted

with ten Ph.D. students at the University of the South Pacific.

Based on the results of this test, minor changes were made to

the phrasing of the items. Following this, the full survey was

conducted on Facebook. Facebook is the most popular social

networking site in Fiji [18]. The largest social group related to

COVID-19 on Facebook is called “Fiji CoronaVirus Awareness

Community” with 36 642 members. A list of all members was

extracted from the group. From this list, 2000 members were

randomly selected. An invitation email was sent to these mem-

bers containing the link to the questionnaire. From this, a total of

714 responses were collected. Table II depicts the demographic

profile of the respondents.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

SHARMA et al.: DIGITAL HEALTH INNOVATION: EXPLORING ADOPTION OF COVID-19 DIGITAL CONTACT TRACING APPS 7

Fig. 1. Conceptual framework.

B. Measures

The scales used to measure items were validated by prior

studies. They were appropriately modified to the context of this

study. A seven point Likert scale was used for this article as

it is more reliable in capturing the perceptions of respondents

[76]. Appendix A lists the measurement items for this article

and the studies from which they were adopted. From the data

that was collected, reliability, and validity (both convergent and

discriminant validity) were confirmed. The table in Appendix B

shows that the reliability and validity conditions were met. The

descriptive analysis of the measures is presented in Table III.

Table IV also confirms the confirmatory factor analysis results

for the constructs used in this survey.

An examination of common method bias (CMB) was per-

formed using a common latent factor. Results showed no signif-

icant changes to the loadings with the addition of this factor to the

model. An empirical test of this showed that the common method

variance was 30.25%. This was less than the 50% recommended

threshold by Podsakoff et al. [77], showing that CMB does not

impact the validity of the results. Results from the confirmatory

factor analysis [x² (1146)= 2362.631 (p< 0.001), x²/df= 2.062,

CFI= 0.921; GFI= 0.834 TLI= 0.913; RMSEA= 0.041] were

within the suggested criteria.

V. RESULTS

The hypothesis formulated in this article were tested against

the empirical data (see Fig. 1 and Fig. 2). First, the direct effects

were tested. Perceived effectiveness of privacy control (PEPP)

(β = –0.216, P < 0.01) was found to have a negative influ-

ence of information privacy concerns (IPC), while perceived

vulnerability (PVN) (β = 0.514, P < 0.001) were noted to have

a positive effect of IPC. EPOS (β = 0.548, P < 0.001), and

expected community-related outcomes of sharing (ECRPS) (β

= 0.157, P < 0.001) were found to positively influence attitude

(ATT), while IPC (β = –0.165, P < 0.001) was identified to

have a negative influence on ATT. ATT (β = 0.536, P < 0.001),

SUB (β = 0.327, P < 0.001), and privacy self efficacy (PSE) (β

= 0.103, P < 0.01) were found to have a positive influence on

adoption intention (ADI).

Second, the tests for moderators (H9a and H9b) came up with

the following findings. Quasi-moderator constructs of COL and

UA were found to have a positive influence on ADI. COL was

found to dampen the negative relationship between IPC and ATT.

Therefore, H1, H4, H5, H6, H7, H8, H9a, H10, H11, and H12

were supported, while H2, H3, and H9b were rejected. Fig. 3

depicts the results for H9a. Fig. 4 presents the structural model

results.
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Fig. 2. Moderation results (H9a).

Fig. 3. Structural model results.
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TABLE III
DESCRIPTIVE ANALYSIS OF THE MEASURES

VI. DISCUSSION

Looking at the explanatory power (R²) of the model, 44%

variance was explained by IPC, while 37% of variance was

explained by ATT. The R² value of ADI was 0.51. All values

apart from IPC exceeded the recommended values of 40% by

Straub et al. [78]. According to Chin et al. [79], this can still be

classified as moderate. Empirical results from this article support

the negative relationship between perceived effectiveness of

privacy policy and its influence on privacy concerns relating

to DCT apps. This implies that individuals are more open to

sharing their personal information when they are informed of its

use and feel that this information will be protected. This result is

consistent with Gong et al. [39], which highlighted that privacy

policy addressed an individual’s privacy concerns.

Perceived effectiveness of industry self-regulation was not

found to influence privacy concerns relating to DCT apps sig-

nificantly. This highlights that seals by independent certifying

agencies like TRUSTe and VeriSign did not assure individuals

about the misuse of their personal information. This result was

not consistent with the findings by Wang and Herrando [40] and

Gong et al. [39]. This is potentially due to digital tracing apps

being typically controlled by the government and independent

certifying agencies are not involved. Perceived severity was

not found to influence privacy concerns relating to DCT apps

significantly. This implies that for information collected by

location tracing apps, individuals perceive that misuse of their

information would not have served consequences. This result

contradicts the findings by Zhang et al. [10] and Wang et al. [13].

This could be because the respondents of this article are from a

developing country where they are not aware of the severity of

the impact of personal information misuse.

Results from this article confirmed the positive relationship

between perceived vulnerability and privacy concerns relating to

DCT apps. This shows that respondents demonstrate awareness

regarding the possible threats involved in disclosing personal

information. This result is consistent with the findings by Dinev

and Hart [46] and Zhang et al. [10]. Empirical results from this

article confirmed that perceived privacy self-efficacy negatively

influences privacy concerns relating to DCT. This implies that

individuals are confident in their ability to manage privacy

issues and safeguard their personal information with location

tracing applications. This is consistent with Li [28] and Zhang

et al. [10]. The positive relationship between expected personal

outcomes of sharing information positively influences attitude

toward DCT apps. This implies that individuals are more likely

to share their personal information using DCT apps as it yields

them personal benefits. Similar results were found by Chung

[53] who argued that individuals share personal information

when there is a likelihood of a personal outcome. These findings

are consistent with the results by Atkinson et al. [54] who found

that individuals with poor health conditions tend to disclose

personal information on virtual health communities to seek

social support from others in the communities.

Results from this article also confirmed that expected

community-related outcomes of sharing information positively

influence attitude toward DCT apps. This result highlights

that individuals are willing to share personal information on
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TABLE IV
CONFIRMATORY FACTOR ANALYSIS RESULTS FOR REFINED MEASUREMENT ITEMS
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DCT apps due to the benefit it derives for the community. This

can be in terms of identifying victims who could have been

in contact with a COVID-19 positive individual. This finding

is consistent with the results found by Kordzadeh et al. [55]

and Wickramasinghe et al. [56]. Empirical results from this

study have confirmed that privacy concerns negatively influence

attitude toward DCT apps. This shows that individuals are less

likely to share personal information on DCT apps when they are

concerned about information privacy. This is consistent with

the findings of Ketelaar and van Balen [58] on phone-embedded

tracking.

Results from this article found that the relationship between

privacy concerns and attitude is weaker in cultures that are

high in collectivism. This demonstrates that the strong sense

of community in a collectivist society results in decisions and

actions that would benefit the community. As such, individuals

have a more positive attitude toward DCT apps. A similar finding

was noted by Li et al. [61]. The relationship between privacy

concerns and attitude is stronger in cultures with low uncertainty

avoidance was not found significant in this study. This article was

not consistent with findings by Cao and Everard [80] and Lowry

et al. [20]. Studies have primarily shown that societies with high

uncertainty avoidance consider ambiguity as a threat and follow

regulations to safeguard themselves from the unknown [62].

The inconsistent results can be because of the high degree of

threat posed by the COVID-19 virus. This could have caused

individuals to pay less emphasis on privacy concerns and more

on the benefits that could be derived from the adoption of DCT

apps.

Empirical results have confirmed the positive influence of

attitude on DCT app adoption. This highlights a positive attitude

toward DCT apps can result in their increased likelihood of

adopting this technology. A similar finding was derived from

Li [28]. Subjective norm were also found to positively influence

DCT app adoption by this article. This shows that social pres-

sures perceived by individuals affect their intention to adopt. Li

[28] study on online information privacy concerns also found

that individuals’ subjective norms influence their behavioral

intention to disclose personal information. The findings of this

article confirm that privacy self-efficacy positively influences

DCT app adoption. This shows that an individual’s confidence in

their ability to manage privacy issues and safeguard personal in-

formation increases their willingness to adopt DCT applications.

They would feel that their knowledge of mobile phones would

ensure that their privacy is protected, and they would be able to

delete the application when the COVID-19 pandemic is over.

A. Theoretical Contribution

This article is the first to combine procedural fairness theory,

dual calculus theory, protection motivation theory, theory of

planned behavior, Hofstede’s cultural dimension theory to test an

individual’s intention to adopt DCT apps empirically. Due to the

differences in emphasis of these theories, a study incorporating

multiple theories could lead to a more holistic understanding

of the phenomenon [28], [81]. The resulting model provides

a comprehensive understanding of privacy concerns in a time

when the world is faced with a global pandemic. This article

takes into account both the antecedents to privacy concerns,

which remain an underresearched area in the literature [10], and

the consequences of privacy concerns that lead to the adoption

of DCT apps. Furthermore, this is one of the first studies to

contribute in this regard.

Contradictory findings have resulted from studies relating to

privacy and information disclosure. While individuals are en-

gaged in rational decision making when it comes to weighing the

cost and benefits of disclosing information [9], [10], other stud-

ies have derived irrational decision making where individuals

have given little to no regard to the risk of disclosures [11]. The

findings of this article highlight the contextual nature of privacy-

related decision making and provide the first empirical evidence

regarding individuals’ decision making during the COVID-19

pandemic. This research has also contributed theoretically to

understanding information disclosure and privacy dilemma in

the context of developing countries where research is limited.

Such contextual differences are essential to understand infor-

mation systems behavior as developing countries like Fiji differ

in terms of economic, cultural, and technological infrastructure,

and legal environment [19]. Studies have highlighted the impor-

tance of culture and personality traits in influencing individuals’

privacy concerns [9]. This article was able to contribute to this

understanding by incorporating cultural dimensions of collec-

tivism and uncertainty avoidance to test privacy concerns and

attitudes towards DCT apps. Thus, this article responds to calls of

researchers to incorporate cultural values to further understand

privacy concerns. Theory building literature has highlighted the

importance of testing models and instruments in different coun-

try contexts to effectively understand the role of context and its

influence on theories [82]–[84]. This article has provided novel

empirical evidence from a developing country perspective that

provides an improved understanding of how decision making in

technology acceptance is influenced by factors such as economy,

cultural, technological infrastructure, and the legal environment.

This will help to understand the difference in adoption of DCT

apps in different countries globally.

B. Implications for Practice

This article has multiple practical implications that would

effectively assist policymakers in DCT development in vari-

ous countries and cultures. Results demonstrate that perceived

effectiveness of privacy policy negatively influences privacy

concerns. Therefore, the privacy statement regarding the DCT

app needs to be transparent and informative. It should stipulate

exactly when the collected data will be accessed and how it

will be used. Results from this article have shown that this will

reduce privacy concerns for individuals. The second dimension

of procedural fairness theory about industry self-regulation was

not found to be significant. This could imply that individu-

als’ privacy concerns are not influenced by seals issued by

independent certifying agencies like TRUSTe and VeriSign to

developers and organizations. This could be because, in this
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case, the government, rather than a private organization or app

developers, have access to personal data.

Looking at the influence of threat appraisals on privacy con-

cerns, only perceived vulnerability was found to be significant.

This implies that individuals perceived that their information

collected by DCT apps is likely to be misused. However, as

a result, it demonstrates that perceived severity was not found

significant; this could imply that individuals do not perceive

the negative concerns of severity to be an issue. As such, app

developers could decrease privacy concerns by ensuring that

DCT apps keep data stored on individuals’ phones rather than

the cloud and only access data if an individual is found to be

infected by COVID-19.

The findings of this article highlight that both expected per-

sonal outcome and expected community outcomes positively

influences attitude toward DCT apps. However, upon closer

inspection of the results, it is apparent that the benefit of personal

outcomes is far more substantial than community outcomes. This

implies the need for governments that are looking to implement

DCT apps to highlight both the personal and community benefits

of adopting this app. The results of this article have illustrated

privacy concerns regarding DCT apps. This highlights the re-

quirement to consider the antecedences giving rise to privacy

concerns. App developers and those charged with its successful

implementation should appreciate that privacy concerns are the

only barrier that needs to be addressed to automate contact

tracing efforts. Therefore, every effort needs to be made to reduce

this concern to increase the adoption rate.

Cultural differences play an essential part in privacy and

information disclosure concerns. This has been confirmed by

the results of this article. It has been found that with cultures

that are high in collectivism, there is a decreased impact of

privacy concerns on attitude toward DCT apps. This implies that

implementation of DCT apps would be faced with less resistance

in collectivist countries like Brazil, China, India, Japan, Korea,

and those in the Pacific when compared to countries with a more

individualistic culture like in the USA, Europe, and Australia.

The results of this article have shown that attitude is a sig-

nificant predictor of DCT app adoption intention. This implies

the need for app developers and implementors to form a favor-

able attitude toward these apps to increase adoption intention.

The antecedents of perceived personal and community-related

outcomes, together with privacy concerns, could highlight the

factors that need to be considered when developing a favorable

attitude. Subjective norms were also found to influence adop-

tion intention toward DCT apps. This shows the importance

of word-of-mouth in encouraging adoption intention. Privacy

self-efficacy was also found to influence adoption intention for

DCT apps positively. This result highlights the importance of

individuals believing in their ability to protect their information

privacy before intending to adopt this app. Therefore, the app

developers and implementors need to inform potential users of

how privacy will be protected as well as for instructions on

uninstalling the app when this pandemic has passed.

VII. CONCLUSION, LIMITATIONS, AND DIRECTIONS FOR

FUTURE RESEARCH

This article recognized certain limitations that provide the

basis for future research. First, the ultimate dependent variable

is the adoption intention of COVID-19 applications. Behav-

ioral intention does not always lead to actual behavior [85].

It is recommended that a combination of pretest and posttest

measures be employed in future studies. Second, data collection

was conducted on Facebook. Despite random sampling being

employed, not all individuals with mobile phones are on Face-

book. Future studies can use other methods of data collection.

Third, the respondents were mostly young. Future studies could

benefit from analysis COVID-19 contact tracing application

adoption intention with different age groups. Finally, despite

a comprehensive model being developed to understand contact

tracing application adoption intention, the R² value indicates

that future research needs to consider other factors to increase

the predictive power of the model. To conclude, the imposition

of such technology should only be justified as necessary in the

circumstances like pandemics for the protection of public health.

DCT apps should be one of the tools, among other preventive

and detective measures such as decontamination, hygiene, and

social distancing against the fight with COVID-19.

APPENDIX A
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