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Abstract

Hypothesis Testing (HT) is one of the central topics of study in statistics. Tradi-
tionally, it is assumed that the data on which the hypothesis test is to be performed is
available unaltered to the decision maker or detector that performs the hypothesis test.
However, this is seldom observed in practice, and often the data is observed remotely,
and needs to be communicated to the detector over a noisy communication channel,
such as a wired or a wireless communication network. The performance of a hypothesis
test obviously depends on how accurately the observed data is communicated to the
detector, i.e., less distortion of the data implies better performance. However, in many
situations less distortion also implies reduced privacy (security) for the observer as
there is the threat of leaking sensitive information to the detector (external eavesdrop-
per). The privacy (security) threat is increasingly becoming an important concern due

to the availability of affordable large scale computing resources.

In this dissertation, we study HT in a distributed setting, in which the data is
observed at a remote node, referred to as observer, and communicated over a noisy
channel to the detector, which has access to its own correlated side-information. Con-
sidering a hypothesis test on the joint distribution of the observer’s data and detector’s
side information, we first study the optimal trade-off between the type I and type I1
error-exponents, i.e., the trade-off between the asymptotic exponential rate of decay
of the type I and type II error probabilities with respect to the number of observed
data samples, and establish single-letter inner bounds on this trade-off. Of special
interest is the asymmetric case of characterizing the optimal type II error-exponent for
a fixed non-zero constraint on the type I error probability, for which we obtain exact
single-letter characterization in some special cases. We also investigate the aspects of
data privacy in the above setting with a rate-limited noiseless channel by exploring
the trade-off between rate, type Il error-exponent and privacy. Finally, considering
an eavesdropper with access to correlated side-information, we study the trade-off be-
tween rate, type II error-exponent and security when the detector and eavesdropper

are connected to the observer via a noisy broadcast channel.
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Chapter 1

Introduction

Given data samples, hypothesis testing (HT) deals with the problem of ascertaining
the true assumption or hypothesis about the data from among a set of hypotheses.
Such tests have traditionally assumed the availability of the data at a single place, for
example, in the case of a statistician performing the test on empirical data available
from an experiment. Among the various statistical problems encountered in science,
the problem of ascertaining the true probability distribution of the data arises quite
frequently. Given n samples of data X", drawn independent and identically distributed
(i.i.d.) from alphabet X" according to distribution Px or @ x, the problem of identifying
the true underlying distribution is a binary HT problem with the null and alternate

hypothesis given by

n
Hy: X™ ~ Pxn := HPX, (1.1)
=1
n
and Hy : X" ~ Qx» = [[ Qx, (1.2)
=1

respectively. Let H and H denote the r.v.’s corresponding to the true hypothesis and
the decision of the HT, respectively, with support H=%H:= {0,1}. The detector that
performs the HT is specified by a decision rule (possibly stochastic) g™ : X" H
with output H , where 0 and 1 denotes the decision Hy and Hi, respectively. There
are two kinds of errors possible in this test, namely, the error that the detector decides
in favour of Hy given that the true distribution is Px and the error that the detector
decides in favour of Hy given that the true distribution is Qx. The first kind of error is
known in the literature as the type I error, while the second one is known as the type

II error. Denoting an arbitrary stochastic decision rule that specifies ¢(™ by Pm X

12
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the type I and type II error probabilities can be written' as

™ () = Py(1) = D" Pxa(a™) Pyyya(lla”),

zneX™

and

B(n) (g(”)> =Qyz(0) := Z Qxn(z") Pan(O\a:n),

TheXxmn
respectively. Obviously, there is a trade-off between the type I and type II error
probabilities. For e € [0, 1], let

B (¢) = {min B <g(”)> s.t. al®) (g(")) < 6}, (1.3)

g(n)

denote the minimum type II error probability that can be achieved for a given con-
straint € on the type I error probability. The optimal performance in HT is first
characterized in the seminal paper of Neyman and Pearson [1], where the well-known
Neyman-Pearson (NP) test that achieves the optimal trade-off between the type I and
type II error probabilities was proposed. For a discrete alphabet X", the NP test is

given by

1 if log (SX"W) >0,

Pf[‘Xn(O‘xn) =\ Po if log (5);(:

0 if log (Sﬁ(ﬁ:)) )

for some 0 € R. For any € € [0, 1], there exists a NP test that achieves a type I-type II

error probability pair (e, ﬂ(”)(e)), for some unique 6 € R and py chosen such that

e= o (1o () 5 0) e P (10w (F550) =0) .

It is also well known that both the type I and type II error probabilities can be

simultaneously made to decay to zero exponentially as n tends to infinity [2], provided

We will consider discrete alphabets with finite support in this thesis unless specified otherwise.
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that Px # @Qx. Given this, the performance of HT can be analyzed in the following

regimes:

(i) Stein’s regime
The goal here is to characterize the optimal type II error-exponent for a given con-
straint € on the type I error probability?, i.e. to characterize lim inf,,_ _71 log (3™ (€))

for all € € [0,1].

(ii) Chernoff’s regime
The objective here is to characterize the maximum value of type II error-exponent
for a given constraint x on the type I error-exponent, i.e., maximize
lim inf,, 0 _71 log (B(”) (g("))) over ¢(™ such that @™ (¢(™) < e~ for sufficiently

large n.

In the Stein’s regime, the maximum value of the type II error-exponent is charac-

terized by the now ubiquitous Chernoff-Stein’s lemma [3] [4] as

lim = log(Ba(e)) = D(Px||Qx), (1.6)

n—oo n

where D(Px||Qx) is the Kullback-Leibler (KL) divergence between probability distri-

butions Px and )x defined as

Px(z
D(Px||Qx) : ;PX <QX(($))> ~ (1.7)
As is evident from (1.6), the optimal achievable type II error-exponent is independent
of €. This property is referred to as the strong converse for HT in the literature. On
the other hand, the optimal trade-off between the type I and type II error-exponents
is established in [5] and [2]. This trade-off can also be stated in terms of the Legendre-
Fenchel transform of the log-moment generating function (Log-MGF) of the random

variable (r.v.) log (gi(g())) [6, Theorem 15.1].

The situation however becomes much more complicated when the samples are not

directly accessible to the detector, e.g., post data compression or if the data is to be

2This is the more commonly used convention, but one may also consider the dual problem of
maximizing the type I error-exponent for a given constraint on the type II error probability.
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communicated from a remote node over a wireless network to the detector. With the
explosion of data generation and consumption in today’s world, data is often generated
at multiple nodes that are geographically separated. Even if the data is generated at a
single node, the sheer size of the data may necessitate distributed storage at different
locations. For example, consider the data flow in social networks today. Data is
generated by different users in a distributed manner, which is then stored for later
use in servers that may be geographically separated. Sensor networks provide another
example that involves distributed data generation. Data is gathered at multiple remote
sensors or nodes and transmitted over noisy links to another node for further processing.
Cloud computing and the Internet of things (IoT) are future emerging technological
applications that demand distributed storage and processing. Machine learning is yet
another example where distributed statistical inference plays a key role in a variety of
contexts like anomaly or fraud detection. In such distributed scenarios, the problem
of identifying the joint statistics of data leads naturally to the problem of distributed

HT over noisy channels, which is one of the central topics of study in this thesis.

While exchange of data among participants is necessary to perform distributed sta-
tistical inference, there are other inherent challenges associated with communicating
data over a public network. With adversarial cyber-attacks becoming frequent, the
protection of sensitive data is no longer a luxury but a necessity for corporate and
governmental institutions as well as individuals. There are basically two kinds of ad-
versarial attacks, passive and active. In the former, the adversary just eavesdrops
or taps onto public data exchanged between two parties and draws inferences about
the data. In the active mode, the adversary, in addition to eavesdropping, may also
potentially distort the signals in order to disrupt the communication or mislead the le-
gitimate receiver to draw incorrect inferences. Traditionally, secure communication in
the presence of a passive adversary is ensured by using cryptographic techniques whose
success rely on the limited computational power available to the adversary. In such
cryptographic techniques, the two legitimate parties involved in the communication are
assumed to have access to a private key or a random source from which both parties
can generate a common key, using which encryption and decryption is then done at

the sender and receiver, respectively. The security of the communication depends on
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the fact that it is computationally (almost) impossible for the adversary to decrypt
the messages without the key. Information theoretic security provides another notion
of measuring the robustness of communication that does not assume any limitation
on the computational power of the adversary. Here, as before, in order to have prov-
able security, the legitimate receiver must have access to some additional resource that
is not available to the adversary like a shared secret key, a better channel or better

side-information (correlated with the message) relative to the adversary.

While attacks from external third parties is a major challenge to be dealt with, at-
tacks threatening the privacy of the data are not necessarily carried out by third party
intruders or eavesdroppers. There are many cases in which the legitimate receiver of
the information is also a potential adversary. This is the case for personal informa-
tion collected by various companies or governmental agencies, that are being used for
purposes outside their initial intentions. For example, various financial transactions of
a consumer (through a bank, an online seller, etc.) can be used for advertising par-
ticular products, or health-related consumption information, from medical purchases
to unhealthy eating patterns, can be used by insurance companies for setting differen-
tial premiums. Similarly, posts on social media, or location information provided to a
mobile app can be exploited by employers to track activities of their employees. Data
privacy is increasingly becoming another dominant theme in today’s inter-connected

world.

In general, any disclosure of personal data to legitimate entities to receive some util-
ity in return, e.g., in the form of better services or increased social connectivity, come
at the expense of a possible loss of privacy, which may have unintended and poten-
tially adverse effects to users in the future. By revealing no information at all, perfect
privacy can be achieved; however, at the cost of zero utility. With the increasing com-
putational power of data mining and machine learning algorithms, companies are able
to store and process an increasing amount of data collected from individual consumers,
enabling them to provide increasingly personalized services, which are often attractive
to consumers, who may not be completely aware of the privacy implications. We of-
ten do not read the fine print before allowing apps or online services to collect, often

times, seemingly irrelevant information for the service they offer. Therefore, privacy
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and utility are increasingly becoming contradictory objectives.

It is essential to note at this point that the problem of privacy against legitimate
receivers of data is fundamentally different from that of information security. While
conventional cryptographic protocols are used to protect the information flow (between
a sender and a receiver) from a malicious adversary, the problem of privacy is due to
the very nature of this information flow. In other words, the legitimate receiver is
a potential adversary in the context of privacy, and in most cases the privacy leak-
age occurs through unintended parallel channels through statistical inference attacks.
Therefore, encryption of data is irrelevant in this context, since the concern of privacy

still exists once data is decrypted by the legitimate receiver.

The privacy problem arises in many applications. The basic idea behind most ex-
isting privacy-preserving mechanisms is to distort the original data prior to sharing
it. This distortion may be obtained by perturbing data, lowering data precision, ag-
gregating data, etc. The underlying idea in all these approaches is that the data is
distorted in such a way that while receiving certain amount of utility, the leakage of
private information is kept as low as possible. It is clear that the trade-off between
utility and privacy depends on the system at hand. While the metric of utility usually
accompanies the system model, there is no standard way of measuring data privacy in
the literature. As a result, there exists several metrics such as differential privacy, mu-
tual information leakage, total variation distance, average distortion, etc., to quantify
the leakage of privacy in the literature [7]. The choice of the privacy measure employed

depends on the application at hand and the kind of privacy guarantees required.

1.1 Objectives

In this dissertation, we first study a distributed HT problem over a noisy channel
from the point of view of type I and type II error-exponents trade-off. This system
model will be introduced in detail in Chapter 2. Herein, two separate nodes, one
referred to as the observer and the other as detector, each observe correlated data that
is i.i.d. across samples. The observer communicates its observations to the detector

over a noisy channel, in order that the detector perform a hypothesis test on the
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joint distribution of its own observations with that of the observer. This model is an
extension of the one sided compression model studied in the classic paper of Ahlswede
and Csiszar [4], where the rate-limited error-free channel is replaced by a noisy one.
Our aim is to obtain computable single-letter bounds on the trade-off between the two
error-exponents, and identify special cases where an optimal characterization exists.
Towards this, we first study a corner point of this trade-off that corresponds to the
asymmetric case of maximizing the type II error-exponent in the Stein’s regime (or
zero type I error-exponent), and later consider the general symmetric trade-off in the
Chernoft’s regime. We subsequently introduce an additional privacy constraint and
analyze the trade-off between the communication rate, type Il error-exponent and
privacy in the Stein’s regime for the case of a rate-limited noiseless channel. We
also consider a distributed HT problem in the presence of an eavesdropper with the
requirement that the observer’s data is kept as secure as possible from the eavesdropper,
and analyze the trade-off between the rate, error-exponent and security achieved in the

Stein’s regime.

1.2 Outline and Contributions

This dissertation is divided into six chapters. In the following, we outline the content

and results of each chapter, as well as the corresponding publications.

Chapter 2

In Chapter 2, we introduce the system model for distributed HT over a noisy channel
problem mentioned above, and obtain two lower bounds on the optimal type II error-
exponent in the Stein’s regime, one using a separation based scheme that performs
separate hypothesis testing and channel coding, and the other using a joint scheme
that uses hybrid coding for communication between the observer and the detector.
Optimal single-letter characterization of the type II error-exponent is established for
the special case of testing against conditional independence (TACI) of the observer’s

observations from those of the detector, given some additional side-information at
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the detector. The content of this chapter has been published or is under review for

publication in:

e Sreejith Sreekumar and Deniz Giindiiz, “Distributed hypothesis testing over dis-
crete memoryless channels”, arXiv:1802.07665 [cs.IT], Revised for IEEE Trans-

actions on Information Theory.

e Sreejith Sreekumar and Deniz Giindiiz, “Distributed hypothesis testing over
noisy channels”, IEEE International Symposium on Information Theory (ISIT),

Aachen, Germany, June 2017.

e Sreejith Sreekumar and Deniz Gilindiiz, “Hypothesis testing over a noisy chan-
nel”, IEEFE International Symposium on Information Theory (ISIT), Paris, France,
July 2019.

Chapter 3
In Chapter 3, we generalize the setting studied in Chapter 2 to that of the trade-off
between both the type I and type II error-exponents. The content of this chapter is

under review for possible publication in:

e Sreejith Sreekumar and Deniz Giindiiz, “Distributed hypothesis testing over a
noisy channel: Error-exponents trade-oft”, arXiv:1908.07521 [stat.OT], Submit-

ted to IEEE Transactions on Information Theory.

Chapter 4

In Chapter 4, we consider the distributed HT problem studied in Chapter 2 with
an additional privacy constraint. We focus on the case of a rate-limited noiseless
channel and obtain an inner bound on the trade-off between communication rate,
type II error-exponent and privacy in the Stein’s regime, and identify scenarios where
optimal single-letter characterizations can be established. The results in this chapter

have been published or is under review for publication in:
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e Sreejith Sreekumar, Asaf Cohen and Deniz Gundiiz, “Distributed hypothesis test-
ing under privacy constraints”, in IEEE Information Theory Workshop (ITW),
Guangzhou, China, November 2018.

e Sreejith Sreekumar, Asaf Cohen and Deniz Gilindiiz, “Privacy-aware distributed
hypothesis testing”, arXiw:1807.02764 [cs.IT], Submitted to IEEE Transactions

on Information Theory.

Chapter 5

In Chapter 5, we consider the same setting as in Chapter 2, but with an additional
eavesdropper, against whom the observer’s observations need to be protected. Consid-
ering a broadcast channel connecting the observer to the detector and eavesdropper,
the trade-off between rate, type Il error-exponent and security achieved is studied.

The results in this chapter have been partially published in:

e Sreejith Sreekumar and Deniz Giindiiz, “Testing against conditional indepen-
dence under security constraints”, in IEEFE International Symposium on Infor-

mation Theory (ISIT), Vail, USA, June 2018.

Chapter 6
Finally, in Chapter 6 we provide the conclusions of the research presented in this
dissertation, and discuss potential research directions that can be considered in the

future, as well as some open questions.



Chapter 2

Distributed HT over a Noisy

Channel: Stein’s regime

2.1 Overview

In this chapter, we study a distributed binary HT problem involving two parties, an
observer and a detector. The observer observes a discrete memoryless source and com-
municates its observations to the detector over a discrete memoryless channel (DMC).
The detector observes another discrete memoryless source correlated with that at the
observer, and performs a binary HT on the joint distribution of the two sources using
its own observations and the information received from the observer. The trade-off be-
tween the type I error probability and the type II error-exponent of the HT is explored.
Single-letter lower bounds on the optimal type II error-exponent are obtained by using
three different coding schemes, a separate HT and channel coding (SHTCC) scheme, a
local decision scheme, and a joint HT and channel coding (JHTCC) scheme based on
hybrid coding. Exact single-letter characterization of the same is established for the
special case of testing against conditional independence (TACI), and it is shown to be
achieved by the SHTCC scheme. To the best of our knowledge, the trade-off between
type I and type II error-exponents in distributed HT over a noisy channel, of which

the trade-off studied in this chapter is a corner point, has not been explored before.

2.2 Introduction

In modern communication networks like in sensor networks, cloud computing and

Internet of things (IoT), data is gathered at multiple remote nodes, referred to as

21
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Observer Detector

n
oo P e

f

Vk
FIGURE 2.1: Distributed HT over a DMC.

observers, and transmitted over noisy links to another node for further processing.
Often, there is some prior statistical knowledge available about the data, for example,
that the joint probability distribution of the data belongs to a certain prescribed set. In
such scenarios, it is of interest to identify the true underlying probability distribution,
and this naturally leads to the problem of distributed HT over noisy channels. The
simplest case of such a scenario is depicted in Fig. 2.1, where there is a single observer
and two possibilities for the joint distribution of the data. The observer observes k
i.i.d. data samples U*, and communicates its observation to the detector by n uses of
the DMC, characterized by the conditional distribution Py x. The detector performs a
binary hypothesis test on the joint distribution of the data (U*, V¥) to decide between
them, based on the channel outputs Y™ as well as its own observations V*. The null

and the alternate hypothesis of the hypothesis test are given! by

k
Hy: (U*,VF) ~ ] Pov, (2.1a)
=1
and
k
Hy - (U V) ~ ] Quv, (2.1b)
=1

respectively. Our goal is to characterize the optimal exponential rate of decay of
the type II error probability asymptotically, known as the type II error-exponent
(henceforth, also referred to as error-exponent) for a prescribed constraint on the type

I error probability for the above hypothesis test.

! Although a r.v. is specified together with its probability distribution, here, we abuse the notation
for ease of exposition, and denote the observations at the observer and detector under both the null and
alternate hypothesis by (U™, V"), with probability distribution [}, Pyv and []), Quv, respectively.
This terminology is used throughout the thesis, except in Chapter 3.
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2.3 Previous Work and Our Contributions

The study of distributed statistical inference under communication constraints was
conceived by Berger in [8]. In [8], and in the follow up literature summarized below,
communication from the observers to the detector are assumed to be over rate-limited
error-free channel. Some of the fundamental results in this setting for the case of
a single observer was established by Ahlswede and Csiszér in [4]. They obtained a
tight single-letter characterization of the optimal error-exponent for a special case
of HT known as testing against independence (TAI), in which, Quy = Py x Py.
Furthermore, the authors established a lower bound on the optimal error-exponent
for the general HT case, and proved a strong converse result, which states that the
optimal achievable error-exponent is independent of the constraint on the type I error
probability. A tighter lower bound for the general HT problem is established by Han [9],
which recovers the corresponding lower bound in [4]. Han also considered complete
data compression in a related setting where either U, or V', or both (also referred to as
two-sided compression setting) are compressed and communicated to the detector using
a message set of size two. It is shown that, asymptotically, the optimal error-exponent
achieved in these three settings are equal. In contrast, a single-letter characterization
of the optimal error-exponent for even the TAI with two-sided compression and general
rate constraints remains open till date. Shalaby et al. [10] extended the complete data
compression result of Han to show that the optimal error-exponent is not improved
even if the rate constraint is relaxed to that of zero-rate compression (sub-exponential
message set with respect to blocklength k). Shimokawa et al. [11] obtained a tighter
lower bound on the optimal error-exponent for general HT by considering quantization
and binning at the encoder along with a minimum empirical-entropy decoder. Rahman
and Wagner [12] studied the setting with multiple observers, in which, they showed
that for the case of a single-observer, the quantize-bin-test scheme achieves the optimal
error-exponent for testing against conditional independence (TACI), in which, V' =
(E,Z) and Quez = PuzPpgjz. Extensions of the distributed HT problem has also
been considered in several other interesting scenarios involving multiple detectors [13],
multiple observers [14], interactive HT [15,16], collaborative HT [17], HT with lossy

source reconstruction [18], HT over a multi-hop relay network [19], etc., in which, the
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authors obtain a single-letter characterization of the optimal error-exponent in some

special cases.

In contrast, HT in distributed settings that involve communication over noisy chan-
nels has not been considered until now. In noiseless rate-limited settings, the encoder
can reliably communicate its observation subject to a rate constraint. However, this
is no longer the case in noisy settings, which complicates the study of error-exponents
in HT. Since the capacity of the channel Py |x, denoted by C(Py|x), quantifies the
maximum rate of reliable communication over the channel, it is reasonable to expect
that it plays a role in the characterization of the optimal error-exponent similar to
the rate-constraint R in the noiseless setting. Another measure of the noisiness of
the channel is the so-called reliability function E(R, Py|x) [20], which is defined as
the maximum achievable exponential decay rate of the probability of error (asymp-
totically) with respect to the blocklength for message rate of R. It appears natural
that the reliability function plays a role in the characterization of the achievable error-
exponent for distributed HT over a noisy channel. Indeed, in Theorem 2.2 given below,
we provide a lower bound on the optimal error-exponent that depends on the expur-
gated erponent at rate R, E.(R, Py x), which is a lower bound on E(R, Pyx) [21].
However, surprisingly, it will turn out that the reliability function does not play a role
in the characterization of the error-exponent for TACI in the regime of vanishing type

I error probability constraint.

The goal of this chapter is to study the best attainable error-exponent for distributed
HT over a DMC with a single observer and obtain a computable characterization
of the same. Although a complete solution is not to be expected for this problem
(since even the corresponding noiseless case is still open), the aim is to provide an
achievable scheme for the general problem, and to identify special cases in which a
tight characterization can be obtained. In the sequel, we first introduce a separation
based scheme that performs independent hypothesis testing and channel coding, which
we refer to as the separate hypothesis testing and channel coding (SHTCC) scheme.
This scheme combines the Shimokawa-Han-Amari scheme [11], which is the best known
coding scheme till date for distributed HT over a rate-limited noiseless channel, with

the channel coding scheme that achieves the expurgated exponent [21] [20] of the
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channel along with the best channel coding error-exponent for a single special message.
The channel coding scheme is based on the Borade-Nakiboglu-Zheng unequal error-
protection scheme [22]. As we show later, the SHTCC scheme achieves the optimal

error-exponent for TACI.

Our second scheme is a zero-rate compression scheme referred to as the local decision
scheme, in which, the observer makes a tentative guess on the true hypothesis based
on its own observation, and communicates its one bit decision to the detector. It is
shown in [23] that the local decision scheme achieves the optimal error-exponent for
HT over a noisy channel, when the detector does not have access to side-information
VE. Although the above mentioned separation based schemes are attractive due to
their modular design, joint source channel coding (JSCC) schemes are known to out-
perform separation based schemes in several different contexts, for example, the error
exponent for reliable transmission of a source over a DMC [24], reliable transmission
of correlated sources over a multiple-access channel [25], etc., to name a few. While in
separation based schemes coding is usually performed by first quantizing the observed
source sequence to an index, and transmitting the channel codeword corresponding
to that index (independent of the source sequence), JSCC schemes allow the channel
codeword to be dependent on the source sequence, in addition to the quantization
index. Motivated by this, we propose a third scheme, referred to as the joint HT and
channel coding (JHTCC) scheme, based on hybrid coding [26] for the communication

between the observer and the detector.

The main contributions in this chapter can be summarized as follows.

(i) We propose three different coding schemes (namely, SHTCC, local decision and
JHTCC) for distributed HT over a DMC, and analyze the error-exponents achieved

by these schemes.

(ii) We obtain an exact single-letter characterization of the optimal error-exponent
for the special case of TACI with a vanishing type I error probability constraint,

and show that it is achievable by the SHTCC scheme.
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The rest of the chapter is organized as follows. In Section 2.4, we introduce the
notations, detailed system model and definitions. Following this, we introduce the
main results in Section 2.5 and 2.6. The achievable schemes are presented in Section
2.5 and the optimality results for special cases are discussed in Section 2.6. The proofs
of the results are presented immediately after the statement or in Appendix A. Finally,

Section 2.7 concludes the chapter.

2.4 Preliminaries

2.4.1 Notations

Random variables (r.v.’s) are denoted by capital letters (e.g., X), their realizations
by the corresponding lower case letters (e.g., x), and their support by calligraphic
letters (e.g., X). The cardinality of a finite set X is denoted by |X|. X —-Y — Z
denotes that X, Y and Z form a Markov chain. For m € Z*, X™ denotes the sequence
X1,...,Xp. Following the notation in [20], for a probability distribution Px onr.v. X,
TP, and Tjp | (or [7)”(}8) denote the set of sequences 2 € X™ of type ( or empirical
distribution) Px and the set of strongly ? Px-typical sequences, respectively. The
set of all possible types of sequences of length m with alphabet X" is denoted by 73",
and U,,cz+ Ty is denoted by Tx. Similar notations apply for pair’s and other larger
combinations of r.v.’s, e.g., Tp. ~ T/p

[Pxvyls’

theoretic quantities like Kullback-Leibler (KL) divergence between distributions Px

T2y, Txy, etc.. The standard information

and Qx, the entropy of X with distribution Pyx, the conditional entropy of X given
Y and the mutual information between X and Y with joint distribution Pxy, are
denoted by D(Px||Qx), Hp(X), Hp,, (X|Y) and Ip,, (X;Y), respectively. When
the distribution of the r.v.’s involved are clear from the context, the last three quantities
are denoted simply by H(X), H(X|Y) and I(X;Y), respectively. Given realizations

XM =zg"and Y™ = y™, H.(2™|y™) denotes the conditional empirical entropy defined

2The set of strongly Px-typical sequences, T(p, ;s is the set of sequences z™ € X™ such that
|2 3" 1(zi = @) — Px(z)| <6, Vo € X, and in addition no € X with Px(x) = 0 occurs in 2™,
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He(xmkl/m) = HPX{/(XD})? (2'2)

where Pgy denote the joint type of (2™,3™), and := represents equality by definition
(throughout this chapter). For a € R, [a] denotes the set of integers {1,2,..., [a]}.
All logarithms considered in this chapter are with respect to the base e. For any set G,
G°¢ denotes the set complement. ay, ﬁ b represents limy,_,, ar = b. Similar notations
are used for inequalities that hold asymptotically, e.g., , ax (Q b denotes limy_,o, ap, > .
P(E) denotes the probability of event £. For functions f; : A +— B and fo : B +— C,

f2 o fi denotes function composition. Finally, 1(-) denotes the indicator function, and

O(+) and o(-) denote the standard asymptotic notation.

2.4.2 Problem formulation

All the r.v.’s considered in this chapter are discrete with finite support. Unless
specified otherwise, we will denote the probability distribution of a r.v. Z under the null
and alternate hypothesis by Pz and Qz, respectively. Let k,n € Z* be arbitrary. As
shown in Fig. 2.1, the encoder (at the observer) observes U¥, and transmits codeword
X" = fln)(@Uk) where f=) : YF s X™ represents the encoding function (possibly
stochastic). Let 7 := 7 denote the bandwidth ratio. The channel output Y™ is given

by the probability law

n

Pynixn (y"|z") = H PY\X(l/j|$j)a (2.3)

j=1

i.e., the channels between the observers and the detector are independent of each other
and memoryless. Depending on the received symbols Y and its own observations V*,
the detector makes a decision between the two hypotheses Hy and H; given in (2.1).
Let H € {0,1} denote the actual hypothesis and H € {0,1} denote the output of the
hypothesis test, where 0 and 1 denote Hg and Hj, respectively, and A,y C V" X Yk

denote the acceptance region for Hy. Then, the decision rule gt#™ : Y x V* s {0, 1}



Chapter 2. Distributed HT over a Noisy Channel: Stein’s Regime 28

is given by

gtk (y",v"‘> =1-1 ((y",vk) S A(k,n)) .

Let

a (k, n, f(k’”),g(k’")) =1— Pyuyr (Agem)) »

and B (ka n, f(k?f’l)’ g(k,n)) = CZYWVIc (A(k,n)) )

denote the type I and type II error probabilities for the encoding function f (k) and

decision rule g™ respectively.

Definition 2.1. An error-exponent x is (7,¢€) achievable if there exists a sequence

k,ng)

of integers k, corresponding sequences of encoding function f( and decision rules

g(k’nk) SuCh that ng S Tk7 v k’

-1
3 3 - (kvnk) (kvnk) >
hkrggf k: log (ﬂ (k,nk,f . g )) > K, (2.4a)
and limsup « (kz,nk, f(k’"’“),g(k’”k)> <e. (2.4b)
k—o0

For (7,¢) € RT x [0,1], let
k(7,€) :=sup{r’ : K" is (7, €) achievable}. (2.5)

We are interested in obtaining a computable characterization of k(7 €).

As mentioned in Chapter 1, it is well known that the Neyman-Pearson (NP) test
gives the optimal trade-off between the type I and type II error probabilities, and hence,
also between the error-exponents in HT. It follows that the optimal error-exponent
for distributed HT over a DMC is achieved when the channel-input X" is generated
correlated with U* according to some optimal conditional distribution Pxnyx, and the
optimal NP test is performed on the data available (both received and observed) at the
detector. It can be shown similar to [4, Theorem 1] that the optimal error-exponent

for vanishing type I error probability constraint is characterized by the multi-letter
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expression given by

. 1
lim k(7,€) = sup %D (Pynyr||Qynyk) - (2.6)
=0 PXn|Uk epxn‘ukv

kn<tk

However, the above expression is intractable as it does not single-letterize in general.
Moreover, the encoder and the detector for such a scheme would be computationally
complex to implement from a practical viewpoint. Also, analysis of such a scheme
is prohibitively complex as it involves optimization over large dimensional probability
simplexes, when k£ and n are large. In the next section, we establish three different
single-letter lower bounds on k(7,¢€) by using the SHTCC, local decision and JHTCC
schemes, respectively. These schemes will be explained in detail in the sections below,
but we summarize them briefly here. The SHTCC scheme is a separation based scheme
that performs separate HT and channel coding. The local decision scheme is basically a
one bit scheme that performs a local HT at the observer based on U* and communicates
its decision to the detector, which makes the final decision based on the information
received from the observer and its own side-information. Finally, the JHTCC scheme
utilizes hybrid coding [26] for communication between the observer and the detector,

thus performing joint HT and channel coding.

2.5 Achievable schemes

In [11], Shimokawa et al. obtained a lower bound on the optimal error-exponent
for distributed HT over a rate-limited noiseless channel by using a coding scheme
that involves quantization and binning at the encoder. In this scheme, the type? of
the observed sequence U¥ = u* is transmitted by the encoder to the detector, which is
useful to improve the performance of the hypothesis test. In fact, in order to achieve the
error-exponent proposed in [11], it is sufficient to send a message indicating whether U*
is typical or not, rather than sending the exact type of U*. Although it is not possible
to get perfect reliability for messages transmitted over a noisy channel, intuitively, it is

desirable to protect the typicality information about the observed sequence as reliably

3Since the number of types is polynomial in the blocklength, these can be communicated error-free
at asymptotically zero-rate.
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as possible. Based on this intuition, we next propose the SHTCC scheme that performs
independent HT and channel coding and protects the message indicating whether U”

is typical or not, as reliably as possible.

2.5.1 SHTCC Scheme:

In the SHTCC scheme, the encoding and decoding functions are restricted to be
of the form fkn) — fc(k’n) o fs(k) and gkn) = ggk) o gék’n), respectively. The source
encoder f§k) :UF = M ={0,1,---, [eF]} generates an index M = fs(k)(Uk) and the
channel encoder fék’") : M — C = {X"(j), j €[0: [eFF]]} generates the channel-
input codeword X" = fc(k’n)(M). Note that the rate of this coding scheme is % = §

bits per channel use. The channel decoder gék’n) : V" = M maps the channel-output
Y™ into an index M = gﬁk’n) (Y™), and ggk) : M x V¥ s {0,1} outputs the result
of the HT as H = ggk) (M, V*). Note that fc(k’n) depends on U* only through the

output of fs(k)(U k) and g&k’n) depends on V* only through Y. Hence, the scheme is

modular in the sense that ( ék’”),gék’”)) can be designed independent of (fs(k),ggk)).
In other words, any good channel coding scheme may be used in conjunction with a
good compression scheme. If U¥ is not typical according to Py, fs(k) outputs a special
message, referred to as the error message, denoted by M = 0, to inform the detector
to declare H = 1. There is obviously a trade-off between the reliability of the error
message and the other messages in channel coding. The best known reliability for
protecting a single special message when the other messages M € [e"f] of rate R,
referred to as ordinary messages, are required to be communicated reliably is given by
the red-alert exponent in [22]. The red-alert exponent is defined as

En(R, Py|x) = ponax ZPS(S) D (Pys=s||Py|x=s) - (2.7)

I(X;Y|S)=R, €S
S—-X-Y
Borade et al.’s scheme uses an appropriately generated codebook along with a two-
stage decoding procedure. The first stage is a joint-typicality decoder to decide whether
X"™(0) is transmitted, while the second stage is a mazimum-likelihood decoder to decode
the ordinary message if the output of the first stage is not zero, i.e., M # 0. On the

other hand, it is well-known that if the rate of the messages is R, a channel coding
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error-exponent equal to E,(R, Py x) is achievable, where

Em(R7 PY|X)

= maxmax<{ —p R — p log ZP)((&U)PX(JYT) <Z \/PY|X(?J’$)PY|X(?J1')> p )

Px  p=1 =
z,T
(2.8)
is the expurgated exponent at rate R [21] [20]. Let
Em(Psx, Pyx) =Y _ Ps(s) D (Py|s—s||Py|xs) (2.9)

seS

where, S=X and S — X — Y, and
Ex(Ra PSX)PY|X)

= max { —p R—p log < > Ps(s)Px;s(xls) Py s(ils)

S,T,T

1
3 ¢Pyx<y|w>Pyx<y|@> } (2.10)
y

Although Borade et al.’s scheme is concerned only with the reliability of the special
message, it is not hard to see using the technique of random-coding that for a fixed
distribution Pgy, there exists a codebook C, and encoder and decoder as in Borade et
al.’s scheme, such that the rate is 0 < R < I(X;Y|S) and the special message achieves
a reliability equal to E,,(Psx, Py x ), while the ordinary messages achieve a reliability
equal to B, (R, Psx, Py|x). Note that E,,(Psx, Py|x) and E;(R, Psx, Py|x) denote
Borade et al.’s red-alert exponent and the expurgated exponent with fixed distribution
Psx, respectively, and that both are inter-dependent through Psx. Thus, varying
Psx provides a trade-off between the reliability for the ordinary messages and the
special message. We will use Borade et al.’s scheme for channel coding in the SHTCC
scheme, such that the error message and the other messages correspond to the special
and ordinary messages, respectively. The SHTCC scheme will be described in detail in
Appendix A.1. We next state a lower bound on the optimal error-exponent (7, €) that

is achieved by the SHTCC scheme. For brevity, we will use the shorter notations C,
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Em(Psx) and E;(R, Psx) instead of C(Py|x), Em(Psx, Py|x) and Ex(R, Psx, Py|x),

respectively.

Theorem 2.2. For 7 >0, k(7,€) > ks(7), ¥V € € (0,1], where

Ks(T)
(= sup  min {El(PI/VlU)a Es(Pyw v, Psx,7), E3(Pwu, Psx,T),
(Pwu,Psx,R)
€ B(r,Py|x)
Ey(Py v, PSX,T)},
where
B (T, PY|X)

(Pwv, Psx, R) : Puvwsxy (Pwu, Psx) = Puv Py uPsx Pyx,

S=x, Ip(U;W|V) < R < rIp(X;Y|S)

B (P = min D( Pz ,
i WlU) Pgow €T (Puw,Prw) ( UVWHQUVW)

Eo(Pw v, Psx, R)
PU\'/WG%H(I}DUW,PV) D(PgywllQuvw) + R
= —Ip(U; W|V),
007
E3(PW|U> Psx, R, 7-)
PU\'/WG%i(rIIDUW,Pv) D(Pf]f/WHQUVW) + R
_IP(U7 W‘V) + TE; (%)PSX) ’

Pgowe%gi(rlljUW,Pv) D(PUVI/T/HQUVW) + IP(V§ W)

+TE1‘ (g:PSX) ’
E4(PW|U>PSX7R77-)

D(Py||Qv)+ R—Ip(U;W|V) + TEp, (Psx),

D(Py||Qv) + Ip(V; W) + 7Em (Psx),

if Ip(U; W)

otherwise,

if Ip(U; W) > R,

otherwise,

if Ip(U; W)

otherwise,

> R,

> R,

(2.11)

(2.12)

(2.13)

(2.14)

(2.15)

(2.16)
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Quvw = QuvPwu,
Ti(Pow, Pyvw) == { Py € Tuvw : Pgyiy = Puw, Py = Pvw},
'TQ(PUw,Pv) = {PfJVW € Tuyw - PUW = Pyw, PV = Py, H(W‘f/) > HP(W|V)},

T3(Puw, Pv) == {Pgyw € Tuvw : Pgy = Pow, Py = Pr}.

The proof of Theorem 2.2 is given in Appendix A.1. Although the expression ks (7)
in Theorem 2.2 appears complicated, the terms E1(Pyr) to Es(Py |, Psx, R, T) can
be understood to correspond to distinct events that can possibly lead to a type 11
error. Note that Ey(Py ) and Ea2(Py |y, Psx, RR) are the same terms appearing in the
error-exponent achieved by the Shimokawa et al.’s scheme [11] for the noiseless chan-
nel setting, while E3(Py |y, Psx, R, 7) and Ey(Pyy, Psx, R, 7) are additional terms
introduced due to the noisiness of the channel. E3(Pyy, Psx, R, T) corresponds to the
event that UF is Py-typical, an error occurs at the channel decoder and the detector
decides H = 0, whereas Ey(Pw\u, Psx, R,7) is due to the event that U* is not Py-
typical, an error occurs at the channel decoder and the detector decides H = 0. Note
that, in general, F,,(Psx) can take the value of co and when this happens, the term

TE, (Psx) becomes undefined for 7 = 0. In this case, we define 7E,, (Psx) := 0.

Remark 2.3. In the SHTCC scheme, although we use Borade et al.’s scheme for
channel coding, that is concerned specifically with the protection of a special message
when the ordinary message rate is R, any other channel coding scheme with the same
rate can be employed. For instance, the ordinary message can be transmitted with an
error-exponent equal to the reliability function E(R, Py x) [20] of the channel Py|x
at rate R, while the special message achieves the maximum reliability possible subject
to this constraint. However, it should be noted that a computable characterization of
neither F(R, Py|x) (for all values of R) nor the associated best reliability achievable

for a single message is known in general.

2.5.2 Local Decision Scheme (Zero-Rate Compression Scheme)

The SHTCC scheme described above is a two stage scheme in which the observer

communicates a compressed version W* of UF using a channel code of rate g bits per
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channel use, where R < 7C, while the detector makes the decision on the hypothesis
using an estimate of W¥* and side-information V*. Now, suppose the observer makes
the decision about the hypothesis locally using U* and transmits its 1 bit decision to
the detector using a channel code for two messages, while the detector makes the final
decision based on its estimate of the 1 bit message and V*. The encoder f#m) = fc(k’") o
fs(k) and decoder g = ggk) o gé’“’”) are thus specified by maps fs(k) Uk {0,1},
fc(k’n) : {0,1} — &7, gﬁ’“’”) : V" — {0,1} and ggk) : {0,1} x V¥ > {0,1}. We refer
to this scheme as the local decision scheme. Observe that the rate of communication

over the channel for this scheme is R = % bits per channel use, which tends to zero

asymptotically.
We will next obtain a lower bound on (7, €) using the local decision scheme. Let

Bo := Po(Pu, Py, Quv) = Ilf)I}iP D(Py¢1|Quv), (2.17)
PUZPUI,J‘%.V:PV

and E; := Ec(Py|x) = D(Py|x=al|Py|x=b); (2.18)
where a and b denote channel input symbols that satisfy

(a,b) = argmax D(PY\X:xHPY|X:ac’)' (2.19)
(zx")EX XX

Note that [y denotes the optimal error-exponent for distributed HT over a noiseless

channel, when the communication rate-constraint is zero [9] [10]. We define

D(P, ifr =0,
volr) = (Pv]lQv) (2.20)

min (By, TE. + D(Py||Qv)), otherwise,

We have the following result.
Proposition 2.4. For 7 > 0, k(7,€) > rko(7), V € € (0,1].
Proof. Let k € Z" and n, = |7k]. For 7 = 0, Proposition 2.4 follows from Stein’s

lemma, [4] applied to i.i.d. sequence V* available at the detector. Assume 7 > 0. Fix

d > 0 (a small number). We define the functions fs(k) and f(gk’n’“) for the encoder f*-m)
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as follows:

0, if P €T, . |
f(k) (uk:) _ F [Puls (2.21)

1, otherwise,

and
a”, if fs(u¥) =0,
JlFm) (1)) = (2.22)
b"™, otherwise.
Here, a™* and "™ denote the codewords formed by repeating the symbols a and b from
the channel input alphabet X, which are defined in (2.19). Let the functions ggk) and

ggk’"’“) of the decision rule g") be defined by

e ng
g((:kmk)(y"k) — 0, if y™ € T[PY|x:a]6’

1, otherwise,

and

0, if i € TF, | and g™ (ym) =0,
g (vk,gék’"’“)(y"’“)> = vls
1, otherwise.

By the law of large numbers, the type I error probability tends to zero asymptotically,

since

: k k _ —
lim P(U* € T ) [H = 0) =1,

: k k _ —
klggoP(V € Tip,,|1H =0) =1,

3 n M — —
and kIL%OP(Y ke T[Py\x:a]5|H =0)=1.

A type II error occurs only under the following two events:

|2

& = {Uk ¢ T[]%U](S’ vhe T[]%v]& and Y™ € Tjp }

[PY|X:a]6

E1:={U" €Ty, VM €Tl and Y™ € T/

s’ [Py|x=als

It follows from the zero-rate compression result in [9] that for sufficiently large k,

P(&1|H = 1) < e HF=00) (2.23)



Chapter 2. Distributed HT over a Noisy Channel: Stein’s Regime 36

Also, for sufficiently large k, we can write

5 k k n mn k k
P(éH=1)<P(V*eTh  |[H=1)F (Y veth UM g T[PUB)
_ k k _ n mn nE _ 1n
=P(VF e T ,|H=1)P (Y CETRE XM = k)
< e~ k(D(Pv||Qv)=0(3)) , o—nk(E.—0(9)) (2.24)

Here, (2.24) follows from Lemma 2.2 and Lemma 2.6 in [20]. By the union bound, it
follows that

Bk, e, fE1), g0m)) <P(EH = 1) + P(&|H = 1),
from which it follows that,
k(T,€) > min (B, TE.) — O(0), ¥ e € (0,1).
The result follows since ¢ > 0 is arbitrary. O

The local decision scheme would be particularly useful when the communication
channel is very noisy, so that reliable communication is not possible at any positive
rate. In [23], it is shown that a local decision-like scheme achieves the optimal error-
exponent for HT over a DMC, i.e., when the detector has no side-information. More-
over, it is also proved that optimal error-exponent is not improved if the type I error
probability constraint is relaxed; and hence, strong converse holds. In the limiting case
of zero channel capacity, i.e., C (Py| x) = 0, it is intuitive to expect that communication
from the observer to the detector does not improve the achievable error-exponent for
distributed HT. In Appendix A.3, we show that this is indeed the case in a strong con-
verse sense, i.e., the optimal error-exponent depends only on the side-information V*,
and is given by D(Py||Qv ), for any constraint € € (0, 1) on the type I error probability.
This is in contrast to the zero-rate compression case considered in [9], where one bit
of communication between the observer and detector can achieve a strictly positive

error-exponent, in general.
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Remark 2.5. As D(Py||Qv) characterizes the optimal error-exponent when the chan-
nel has zero capacity, the error-exponent is zero when Py = Q. In fact, zero capacity
for a DMC implies a stronger condition that it is not possible to transmit even a single
bit reliably (asymptotically). Hence, Py = Qv along with C(Py|x) = 0 implies that
the minimum sum of type I and type II error probabilities achievable is equal to 1,
which is the same as that achievable by randomly making a decision on the hypothe-
ses. However, for a more general channel, e.g., a non-stationary memoryless channel
{TT1 Py;ix; 5, such that the maximum mutual information rate 1 377" | C(Py;x,),
is of the order © (%) bits, ©(y/n) bits can be transmitted at arbitrarily small proba-
bility of error (asymptotically). Hence, for such channels (and Py = Qv), it is possible

to drive the sum of type I and type II error probabilities arbitrarily close to zero even

though the capacity is zero.

The SHTCC and local decision schemes introduced above are schemes that perform
independent HT and channel coding, i.e., the channel encoder fc(k’n) neglects U given

the output M of source encoder fs(k), and ggk) neglects Y™ given the output of the

channel decoder gﬁk’n). The following scheme ameliorates these restrictions and uses

hybrid coding to perform joint HT and channel coding.

2.5.3 JHTCC Scheme

Hybrid coding is a form of JSCC introduced in [26] for the lossy transmission of
sources over noisy networks. As the name suggests, hybrid coding is a combination of
the digital and analog (uncoded) transmission schemes. For simplicity 4, we assume
that k = n (7 = 1). In hybrid coding, the source U" is first mapped to one of the
codewords W" within a compression codebook. Then, a symbol-by-symbol function
(deterministic) of the W™ and U™ is transmitted as the channel codeword X™. This

procedure is reversed at the decoder, in which, the decoder first attempts to obtain an

4For the case T # 1, as mentioned in [26], we can consider hybrid coding over super symbols U
and X", where k* and n* are some integers satisfying the constraint n* < 7k*. This amounts to
enlarging the source and side-information r.v.’s alphabets, and thus results in a harder optimization
problem over the conditional probability distributions Py ;x+ g and Pyn+ e+ gy given in Theorem
2.6. However, we omit its description since the technique is standard and only adds notational clutter.
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estimate W™ of " using the channel output Y and its own correlated side informa-
tion V™. Then, the reconstruction U™ of the source is obtained as a symbol-by-symbol
function of the reconstructed codeword, Y™ and V™. In this subsection, we propose a
lower bound on the optimal error-exponent that is achieved by a scheme that utilizes
hybrid coding for the communication between the observer and the detector, which
we refer to as the JHTCC scheme. Post estimation of ﬁ/”, the detector performs
the hypothesis test using ﬁ/", Y™ and V", instead of estimating U™ as is done in
JSCC problems. We will in fact consider a slightly generalized form of hybrid coding
in that the encoder and detector is allowed to perform “time-sharing” according to
a sequence S™ that is known a priori to both parties. Also, the input X" is allowed
to be generated according to an arbitrary memoryless stochastic function instead of
a deterministic function. The JHTCC scheme is described in detail in Appendix A.2.

Next, we state a lower bound on (7, €) that is achieved by the JHTCC scheme.

Theorem 2.6. x(1,¢) > kp, Ve (0,1], where

Fh = Sub min {E{(Ps, Py us: Pxjusw)s E2(Ps, P jus, Pxjusw);
€ bn

E5(Ps, Pyys: Pxjus, PX\USW)}’ (2.25)

b= (PS,PW|US,PX/‘US,PX|U5W> I (U;W|S) < Io(W;Y,V[S), X' =X,

By, =
Povswx xy (PS’ Py us, Pxruss PX|USW) := Pyv Ps Py ysPxusPxiusw Py x
B} (Ps. Pivs: Pxsiv) = min D (PoygyllQuvsiy )
Pyyswy €T (Pusw Pvswy)
(2.26)
12 (PS’PW‘US’PXWSW) = min D (PUVS*W{/HQUVSWY)
Povswy €T3 (Pusw Prswy)
+ (Wi V,YS) — I(U; W1S), (2.27)
By (Pg, Py vs: Pxryus: PX|USW) = D(Pysy||Qvsy) + Ip(W;V,Y|S)
—I5(U; W18S), (2.28)

Quvswx xy (Ps: Piwus, Pxius: Pxjusw) = Quv Ps Py jusPxusPxjuswPyix,
(2.29)
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Quvsx'xy(Ps, Pxus) == QuvPsPxys (X = X')Py|x,

o . ) )

T (Pysvr Prswy) == {Pry gy € Tuvswy : Pogw = Pusws Prgy = Prsivy b
(D ® o . D _ _ D

Ts(Pysivs Pyswy) == {Pyvaiy € Tuvswy : Pogiw = Pusw, Pysy = Prsys

HW|V,8,Y) > Hs(W|V,S,Y)}.

The proof of Theorem 2.6 is given in Appendix A.2. The different factors inside the
minimum in (2.25) can be intuitively understood to be related to the various events
that could possibly lead to a type 2 error. More specifically, let the event that the
encoder is unsuccessful in finding a codeword W™ in the quantization codebook that
is typical with U™ be referred to as the encoding error, and the event that a wrong
codeword TW" (unintended by the encoder) is reconstructed at the detector be referred
to as the decoding error. Then, E}(Ps, Py g, Pxjrsw) is related to the event that
neither the encoding nor the decoding error occurs, while E5(Ps, Pyyiys, Pxjysw) and
E3(Ps, Pyus, Pxijuss Pxjusw) are related to the events that only the decoding error
and both the encoding and decoding errors occur, respectively. From Theorem 2.2,

Theorem 2.6 and Proposition 2.4, we have the following corollary.

Corollary 2.7.
k(1,€) > max (kp, ko(1), ks(1)), Ve € (0,1], (2.30)

where kp, ko(1) and k(1) refer to the lower bound on the error-exponent achieved by
the JHTCC (Theorem 2.6), local decision (Proposition 2.4) and SHTCC (Theorem

2.2) schemes, respectively.

Thus far, we obtained lower bounds on the optimal error-exponent for distributed HT
over a DMC. However, obtaining tight computable outer bounds is a challenging open
problem, and consequently, an exact computable characterization of the optimal error-
exponent is unknown (even when the communication channel is noiseless). However,

as we show in the next section, the problem does admit single-letter characterization

for TACI.
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2.6 Optimality result for TACI

Recall that for TACI, V = (E, Z) and the joint distribution under the null and the
alternate hypotheses are given by Pygz and Qurz = Py 2Pz, respectively. Let

k(1) = lim k(7 €). (2.31)

e—0

We will drop the subscript P from information theoretic quantities like mutual infor-
mation, entropy, etc., as there is no ambiguity on the joint distribution involved, e.g.,

Ip(U; W) will be denoted by I(U;W). The following result holds.

Proposition 2.8. For TACI over a DMC Py x,

I(E;W|Z): 3W st. I(U;W[Z) < 7C(Pyx),
K(T) = sup , 7> 0. (2.32)
(Z,E)-U-W, W| < U|+1.

Proof. For the proof of achievability, we will show that ks(7) when specialized to TACI

recovers (2.32). Let p > 0 be a arbitrarily small positive number, and

B/ (T, PY‘X)

(Pwius Psx; Rm) : S =X, Pupzwsxy(Pw|u, Psx) = PuezPwuPsx Py|x,

IU;W|Z) < Ry, :=7I(X;Y]|S) — u < 7I(X;Y|S)
(2.33)

Note that B'(7, Py|x) € B(7, Py|x) since I(U; W|E, Z) < I(U; W|Z), which holds due
to the Markov chain (Z, E) — U — W. Now, consider (Py/i, Psx, Rm) € B'(T, Py|x).

Then, we have

Eq (P = min D( P+ z 26, || Pz Prr 7 Pry 7 P
1(Pviw) Py sy €T (Pow Pozw) (Py gzw | PzPu 1z PejzPwv)
> min D(Pzzi, || Pz Pri 7 P 2.34
" PypzweTi(Puw,Przw) ( EZWH 2Bz W|Z) ( )

=I(E;W|Z),
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where (2.34) follows from the log-sum inequality [20]. Also,

Ey (PW|U,PSX,Rm) >R, —I(U;W|E, Z)

> [(U;W|2) - (U W|E., Z) = I(E; W|Z),

P[]EZ"WG%i(HPUW:PEZ) D(PUEZWHPZPU|ZPE|ZPW\U) + R — I(U; WIE, Z)
R
+7E, <;n7 PSX)

> I(U;W|Z) - I(U;W|E, Z) = I(E; W|Z), (2.35)

U

min R
Po s €Ts(Pow Puz) PPy paw|P2Py 1 zPeizPww) + 1(E, Z; W) + TE, <Tm PSX>
> I(E;W|2), (2.36)

D(PE2||PE2) + R, — I(U; W|E, Z) +7FE, (PSX)
> [(U;W|2) — I(U; W|E, Z) = I(E;W|Z2), (2.37)

D(Pgz||Ppz) + I(E, Z; W) + TEp (Psx) = I(E; W|Z), (2.38)

where in (2.35)-(2.38), we used the non-negativity of KL-divergence, E,(-, ) and E,(-).
Thus, from (2.35)-(2.38), it follows that

E3(Pw, Psx, R, ) > 1(E;W|2), (2.39)

and Ey(Py i, Psx, R, 7) > 1(E;W|Z). (2.40)
Denoting B(7, Py|x) and B'(7, Py|x) by B and B, respectively, we obtain

K(T,€)

& o min {El(PWW)’ Es(Pw v, Psx, Rm), E3(Pwu, Psx, Rm, T),
(PW|U’PSX7Rm)€B

Ey(Pw v, Psx, Rm, T)}

> sup I(E;W|Z)

(Pw|U,PSX7Rm)€B

> sup I(E;W|Z) (2.41)

(Pwu,Psx ,Rm)eB’

= sup I(E;W|2), (2.42)
Py g I(WU|Z)<1C(Py | x )~ 1
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where (2.41) follows from the fact that B C B; and (2.42) follows by maximizing
over all Pgx and noting that sup I(X;Y|S) = C(Py|x). The proof of achievability
is complete by noting that ,upiso is arbitrary and I(E;W|Z) and I(U;W|Z) are
continuous functions of Py |y

Converse: For any sequence of encoding functions f(¥7) acceptance regions Ak

for Hy such that ng < 7k and

lim sup « (kz,nk, f(k’"’“),g(k’"’“)) =0, (2.43)

k—o0

we have similar to [4, Theorem 1 (b)], that

lim sup _?1 log (ﬁ <k‘, N, f(k'fflk), g(k,nk)))

k—00
_ 1
S lim sup ED (PY"k EkZk | ‘Qynk Ekzk) (244)
k—o00
1
= limsup —I(Y"; EF|Z") (2.45)
n—00 k
1
= H(E|Z) — liminf - H(E*|Y™, Z¥), (2.46)
k—oo k

where (2.45) follows since Qyni grzr = Pyni zk Prjze. Now, let T be a r.v. uniformly
distributed over [k] and independent of all the other r.v.’s (U*, EF ZF X" Y7%),
Define an auxiliary r.v. W := (Wp,T), where W; := (Y”k,Ei’l,ZFl,ZfH), i € [k].

Then, the last term can be single-letterized as follows.

k .
H(EFY™, ZF) =)~ X H(E;|E7 Y™, ZF)
k
= Zi:l H(E;| Z;, W)
= kH(E7|Z7,Wr,T)

— kH(E|Z,W). (2.47)
Substituting (2.47) in (2.46), we obtain

lim sup -1 log <ﬂ (k, ng, fl(k’"’“),g(k’"’f))> < I(E;W|Z). (2.48)
k—o0 k
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Next, note that the data processing inequality applied to the Markov chain (Z*, E¥) —
UF — X" — Y™ yields I(U*; Y™) < I(X™;Y™) which implies that

L(U*; ™) — I(U*; Z%) < 1(X"®; Y™), (2.49)

The R.H.S. of (2.49) can be upper bounded due to the memoryless nature of the

channel as

I(X™5Y™) < mima I(X;Y) = meC(Py ). (2.50)
while the left hand side (L.H.S.) can be simplified as follows.
I(U* Y™ — [(U*; ZF) = 1(U*; Y™ | Z2F) (2.51)

k .
- Z,_l I(Y™. U;| UL, ZF)
k

= Zizl I(y™, U=t 21 Zk Ui Z) (2.52)
k i i
= I Ut 2 Zk, BT U Z) (2.53)

k . .
ZZ@':1 (Y™, z* 1vZZC—|—l7EZ 1§Ui’Zi)

k
= IWisUilZ) = kI(Wr;Ur|Zr,T)
= kI(WT,T; UT’ZT) (254)

= kI(W;U|Z).

Here, (2.51) follows due to Z¥—U*—Y™; (2.52) follows since the sequences (U*, Z¥) are
memoryless; (2.53) follows since B~ — (Y™, U™, Zi=1 ZF | )—U; ; (2.54) follows from
the fact that T" is independent of all the other r.v.’s. Finally, note that (E, Z2)—-U —W
holds and that the cardinality bound on W follows by standard arguments based on
Caratheodory’s theorem. This completes the proof of the converse, and hence of the

proposition. O

As the above result shows, TACI is an instance of distributed HT over a DMC, in
which, the optimal error-exponent is equal to that achieved over a noiseless channel
of the same capacity. Hence, a noisy channel does not always degrade the achievable

error-exponent. Also, notice that a separation based coding scheme that performs
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independent HT and channel coding is sufficient to achieve the optimal error-exponent
for TACI. The investigation of a single-letter characterization of the optimal error-
exponent for TACI over a DMC is inspired from an analogous result for TACI over
a noiseless channel. It would be interesting to explore whether the noisiness of the
channel enables obtaining computable characterizations of the error-exponent for some

other special cases of the problem.

2.7 Conclusions

In this chapter, we have studied the error-exponent achievable in a distributed HT
problem over a DMC with side information available at the detector. We obtained
single-letter lower bounds on the optimal error-exponent for general HT, and exact
single-letter characterization for TACI. It is interesting to note from our results that
the reliability function of the channel does not play a role in the characterization of
the optimal error-exponent for TACI, and only the channel capacity matters. While
a strong converse holds for distributed HT over a rate-limited noiseless channel [4], it
remains an open question whether this property holds for noisy channels. As a first
step, it is shown in [23] that this is indeed the case for HT over a DMC with no side-
information. While we did not discuss the complexity of the schemes considered in this
chapter, it is an important factor that needs to be taken into account in any practical
implementation of these schemes. In this regard, it is evident that the local decision,

SHTCC and JHTCC schemes are in increasing order of complexity.



Chapter 3

Distributed HT over a Noisy

Channel: Chernoff’s regime

3.1 Overview

In this chapter, we study the trade-off between both the type I and type II error
exponents in the setting studied in Chapter 2. We will establish two inner bounds
on this trade-off. The first inner bound is obtained using a combination of a type-
based quantize-bin scheme and Borade et al.’s unequal error protection scheme, while
the second inner bound is established using a novel type-based hybrid coding scheme.
These bounds extend the achievability result of Han and Kobayashi obtained for the
special case of a rate-limited noiseless channel to a noisy channel. For the special case
of testing for the marginal distribution of the observer’s observations with no side-
information at the detector, we establish a single-letter characterization of the optimal
trade-off between the two error-exponents. Our results imply that a “separation”
holds in this case, in the sense that the optimal trade-off between the error-exponents

is achieved by a scheme that performs independent HT and channel coding.

3.2 Introduction

Consider the distributed HT setting depicted in Fig. 3.1, which corresponds to the
same system model in Chapter 2, but with a slightly different notation!. The k data
samples observed by the observer, denoted by «”, are communicated to the detector

over a noisy DMC Py x. Based on its own observations, denoted by v*. and the channel

!This is done to avoid notational clutter and simplify the statement of the results in this chapter.

45
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Observer Detector

xn yn
Mk f(k,n) @ g(k,n) HO /H]

f

Vk

F1cURrE 3.1: Distributed HT over a noisy channel.

output y", the detector performs the following hypothesis test on the joint probability

distribution that generated (u¥,v"):

k

Hy :HPUv(u,U), vV (u,v) eU XV, (3.1a)
i=1
k

H,y :HPUV(U,U), YV (u,v) €U X V. (3.1b)
i=1

Here, Pyy and Py denote the joint probability distribution? from which the data
is generated under the null and alternate hypothesis, respectively. Our goal is to
characterize the performance of the above hypothesis test as measured by the type I

and type II error exponents (see Definition 3.1 below).

3.3 Previous Work and Our Contributions

While the centralized setting in which all the data is available at a single location is
well understood, thanks to [1-3,5], the optimal characterization of the error-exponents
in distributed settings remain open except for some special cases. In the setting in Fig.
3.1 with a rate-limited noiseless channel, the trade-off between the communication
rate, type I and type II error-exponents is explored in [27], where the authors establish
an inner bound using a type-based quantization scheme. This problem is revisited
recently in [28], where an inner bound is obtained using the technique of structured
binning and analogy to the channel detection problem. The trade-off between the
error-exponents has also been explored from an information-geometric perspective in

the zero-rate compression scenario [29] [30], which provide further insights into the

ZNote that the notation in this chapter is different from the other chapters in this thesis, as we
study the trade-off between the error-exponents in the Chernoff regime as opposed to Stein’s regime.
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geometric properties of the optimal trade-off between the two error-exponents. While
the above works focus on the asymptotic performance in distributed HT, a NP like test
for zero-rate multiterminal HT is proposed in [31], which in addition to achieving the
optimal trade-off between the two exponents, also achieves the optimal second order

asymptotic performance among all symmetric (type-based) encoding schemes.

The main contributions in this chapter can be summarized as follows:

(i) In Theorem 3.7, we establish a single-letter characterization of the optimal trade-
off between the type I and type II error-exponents® for the special case where

k

the side-information v® is absent and the hypothesis test is on the marginal

distribution of u*, referred to henceforth as the non-distributed setting.

(ii) We obtain an inner bound (Theorem 3.9) on the trade-off between the error-
exponents in the distributed setting by using a SHTCC scheme that is a combi-
nation of a type-based quantize-bin strategy and unequal error-protection scheme
in [22]. This result recovers the inner bound obtained in [27] for the case of a
rate-limited noiseless channel, and the lower bound on the type II error-exponent

in the Stein’s regime, established in Theorem 2.2.

(iii) We obtain a second inner bound (Theorem 3.14) on the error-exponents trade-off
by using a JHTCC scheme that is based on hybrid coding. This bound is at least
as tight as that achieved by the SHTCC scheme in the Stein’s regime.

The problem studied here has been investigated recently in [32], where an inner bound
on the error-exponents is obtained using a combination of a type-based quantization
scheme and unequal error protection scheme of [33] with two special messages. Our
schemes differ from that in [32] in the following aspects: (i) In the SHTCC scheme,
the encoder employs binning subsequent to quantization and Borade et al.’s unequal
error protection with a single special message (in place of [33]); (ii) In the JHTCC
scheme, the encoder uses a hybrid coding scheme that transmits the channel codeword

generated as a function of the quantization codeword as well as the sequence u*.

3A corner point of this trade-off, namely the optimal T2EE for a fixed non-zero constraint on the
type I error probability, is established in [23].
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The rest of the chapter is organized as follows. The problem formulation and defi-
nitions are introduced in Section 3.3.2. The main results are presented in Section 3.4
and 3.5. The proofs of the results are presented immediately after their statement or

in Appendix B. Finally, Section 3.6 concludes the chapter.

3.3.1 Notations

The distribution of a r.v. X is denoted by Px. Sets are denoted by calligraphic
letters, e.g., the alphabet of a r.v. X is denoted by X. The cartesian product of
sets X and ) is denoted by X x Y. The n-fold cartesian product of a set X is
represented by X™. The set of probability distributions on X’ is denoted by Py. We
will extensively use the method of types [20]. Accordingly, the type (or empirical
distribution) of a sequence 2" € X™ is denoted by P,» or Py, where X denotes a
r.v. with distribution equal to the empirical distribution of z”. The type class of
Py, ie., the set of sequences of length n with type Pg is denoted by 7,(Pg) or
771(5( ). The set of all possible types of sequences of length n with alphabet X is
denoted by 7,(X). Similar notations will be used for pairs and larger combinations
of sequences, e.g., the joint type of (2",y") is denoted by Pynyn or Pgy, where XYy
is a r.v. with distribution Pynyn. By abuse of notation, Py € F, F C Py, will
also be denoted by X € F, e.g., Pg € To(X) by X € 7,(X). For a given z" €
Tn(P), the conditional type class of 2™ for a conditional type P};| 5, l.e., the set of
y" € Tn(Py) such that (z",y") € Tn(Pgy ), is denoted by %(P)?\X’ x™). The Shannon
entropy of X, the mutual information between X and Y, and the KL divergence
between X and X with same support X are denoted by H(X), I(X;Y) and D(X||X)
(or D(Px||Py)), respectively. The conditional divergence between two distributions
Py, |x, and Pg %, (defined on same alphabets) is denoted by D (PX1|X2 \ |PX1|X2 ’PX2>
or D (X1|X2||X1|X2|X2) where,

D (P, 1Py 5, P ) = D (X1 Xs] | X1 o | Xo)

= Z PX2 (x2)D <PX1\X2=J:2HPX1|X2:$2> :

T2EX>
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When X5 = X», the notation above is further simplified to D (PX1| XQHPXl\ X2> or
D (X1|X2||X1|X2). The set of r-divergent sequences from X is denoted by J;(X),

ie.,

T (X) =A{a" € X" : D(Pyn||Px) <r}.

The limiting inequalities limy_, o, ap = b, limy_,, a > b, etc. are denoted by ay, ﬂ
b, ag (? by, etc., respectively. Probabilistic events are denoted by calligraphic letters,
e.g., £, and its probability by P(£). The complement of £ is denoted by £°. Finally,
the indicator function is denoted by 1(-) and the standard asymptotic notations of

Big-o, Big-omega and Little-o are represented by O(-), (-) and o(-), respectively.

3.3.2 Problem formulation

All r.v.’s considered in this chapter are discrete with finite support unless specified
otherwise, and all logarithms are with respect to the natural base e. Let k,n € ZT.

k and transmits codeword z" = f#m) (4F),

The encoder observes source sequence u
where fm) : (ks X™ represents the encoding function (possibly stochastic) of the
observer. The channel output y" of the DMC Py |x given input 2" is generated accord-
ing to the probability law given in (2.3). Depending on the received symbols y" and
side-information v* observed at the detector, the detector makes a decision between the
two hypotheses Ho and Hy given in (3.1). Let Pyryk xnyn = Pyryr Pynjgr Pyn xn and
Poryrgnyn = PgryrPxnjgr Pyn xn denote the probability distribution of the source
sequence, side-information, channel input and channel output under the null and alter-
nate hypothesis, respectively, where Pxn ik (2"|u) = Pgn|gn (z™|uF) = P(fF) (uk) =
z") for all (uf, 2") € U* x X", and Pyngn 1= Pyn|xn. Let H € {0,1} denote the
actual hypothesis and H e {0,1} denote the output of the hypothesis test, where 0
and 1 denote Hy and Hj, respectively. Let Ay, C VE x Y™ denote the acceptance

region for Hy. Then, the decision rule g#™ : VE x Y™ s {0,1} is given by

g(k’”) (Uk,y"> =1-1 ((vk,y”) € Akm) .
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Let

« <k7 n, f(k,n)’g(k:,n)> =1- PV’“Y" (Akﬂl) ’

and 3 (kz, n, f(k’”),g(k’")) = Pyryn (Agn),

denote the type I and type II error probabilities for the encoding function f*™ and

(k,n)

decision rule g , respectively. The following definition formally states the error-

exponents trade-off we aim to characterize.

Definition 3.1. Let 7 € (0,00). An exponent pair (K., xg) is T-achievable if there
exists sequences of integers k and nj, corresponding sequence of encoding functions

f&nx) and decoding functions ¢(™), and kg € Z* such that

ng <1k, V k> ko, (3.2a)
a (k:nk Flome), g(k’”’“)> < e Ma k> ko, (3.2b)
1
1 1 — (kvnk) (k7nk) >
and hlglor;f k log (B (k,nk, f . g )) > Kg. (3.2¢)

Let

K(T,Kq) = sup{kg : (ka, kg) is T-achievable}.

For a fixed 7 € (0,00), we are interested in characterizing the boundary of the set of

all T-achievable (kq, k) tuples defined as

R :={(Ka, k(T, ka)) : ka € (0,00]}.

Towards this, we will first obtain a single-letter characterization of R in the non-
distributed setting. This characterization will be subsequently used to obtain an inner

bound on R in the distributed setting.
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3.4 HT: Error exponents trade-off

In the non-distributed setting, the hypothesis test in (3.1) specializes to the following

test:
k
Ho:[[Po(u), Vuel, (3.3a)
=1
k
Hy:[[Po(w), Yueu. (3.3b)
i=1

For brevity, we will denote the r.v. with distribution Py |x—, by Y, and the corre-

sponding probability distribution by Py, for all x € X. Let us define
Ko := ko(T, Pu, Py, Py|x) := min (D(Py||Py), TE.),

where,

Ec = EC(PY\X) = D(PYQHPYI))7 (34)
and (a,b) ;== argmax D(Py,||Py,). (3.5)
(z,2")eXxX

It follows by interchanging Py and Py in Theorem 2 [23] that, we may restrict the
range of ko within the interval (0, ko] since k(7, ko) = 0 for £, > ko. Hence, R can be

redefined as R = {(ka, K(T,Ka)) : ka € (0, K0]}.

In order to state our single-letter characterization of R, we need some concepts
regarding the log moment generating function (Log-MGF) of a r.v., which we briefly
review below. For a given function f : Z — R and a probability distribution Pz on Z,

the log-MGF of Z with respect to f, denoted by vz £(\) is given by
Vz,5(A) == ¥p, f(A) :=log (EPZ (e/\f(Z))) )
Let

V7 1(0) == Pp, ((0) :=sup O\ — bz f(N). (3.6)
ACR
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The following simple facts are straightforward to verify.
Lemma 3.1. [6, Theorem 13.2, Theorem 13.3]
(i) ¥z,£(0) = 0 and Y ;(0) = Ep,(f(Z)), where ¢ () denotes the derivative of
Yz £(X) with respect to \.
(it) Yz () is a strictly convex function in \.

(iti) ¥y ;(0) is strictly convez and strictly positive in 0 except ¢y (E(Z)) = 0.

We will assume? that
Assumption 3.2. Py < Py, Py < Py and Py x is such that Py, < Py, V (z,2') €

X x X.

When u* is observed directly at the detector, a single-letter characterization of the
optimal trade-off between the error-exponents is obtained in [2]. Below, we state an

equivalent form of this characterization that is given in [6].

Theorem 3.3. [6, Theorem 15.1] When u"* is observed directly at the detector, then
for the HT given in (3.3),

R = { (¥4, (0), 905, (0) —0) - 0 € (U, U)},

where, fyi : U — R is defined as

Ju(u) :=log <£SEZ;> , (3.7)

and Z(Py, Py) = ( — D(Py||Pg), D(Pg||Py)]. The decision rule that achieves the
exponent pair <¢[’}’fu (0),¢77.4,(0) — 6) is the NP test [1] given by

k
(k) (k) — op [ Folui)
9o (u*) =1 (;1 g (PU(U¢)> > ke) . (3.8)

4This technical condition ensures that for functions f and distributions P that we consider below,
Ppr(X) < oo, VA eER.
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To prove the main result, a strong converse result that follows from [6, Theorem
12.5] will turn out to be handy. We state it below for completeness. For the scenario
where u* is observed directly at the detector, let us denote the type I and type II
error probabilities achieved by a decision rule (possibly stochastic) g*) : t* — {0,1}
by o/(g*)) and 8’(g¥)), respectively. The following single-shot result provides a lower

bound on a weighted sum of the type I and type II error probabilities®.

Theorem 3.4. [6, Theorem 12.5] For any k € Z% and any decision rule 7" as
defined abowve,

_ _ Py (UF)
" (g*) "(g®) > P (log [ 222 <1 v 0
o (g )+%3 (9 >_ U’“(Og(PUk(Uk))_ ogy ), Vvy>0,

where, o/ (G*)) and B'(g*¥)) denote the type I and type II error probabilities for decision
rule g,

We will also require a slight generalization of Theorem 3.3 for the case when the
data samples are drawn from a product of finite non-identical distributions, i.e., the
samples are independent, but not necessarily identically distributed. For an arbitrary
given joint distribution Px,x, € P(X x X), let {(zf,2])},cz+ denote a given pair of

sequences such that
Pynon(x, ") ), Px,x,(z,2'), V (z,2") € X x X. (3.9)

Consider the following HT:

Hy:Y" ~ ][] Pray,- (3.10a)
=1

H:Y"~ [Py, (3.10b)
=1

For a given decision rule ¢ (y") =1 — 1 (Y™ € A,,) with acceptance region A, C J"

for Hy, let & (n,g("),:cg, a:’f) and 3 (n, g(”), xg, :ﬂf) denote the type I and type II error

®Note that a denotes the complement of the type I error probability in [6, Theorem 12.5], whereas
we use o to denote the type I error probability.
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probabilities, respectively, where

@ (n,g",af,2}) =1 - f[ Py, (Ay),

i=1

and f (n,g(”),xg, x’f) = HPYm (Ap).
i=1

Definition 3.5. For a given joint distribution Px,x, and a pair of infinite sequences
{(af,27) }nez+ such that (3.9) holds, an exponent pair (kq,kg) is achievable for the
HT in (3.10) if there exists a sequence of decision rules {g(™}, c+ and ng € Z* such

that
a (n,g("),:cg, x’f) < e ™a Y n>ng, (3.11a)

1 _
and lirginf - log (B (n,g(”), xﬁ,m?)) > Kg. (3.11b)

As will become evident later, the performance of the HT in (3.10) depends on

{(xf, 21)},ez+ only through Px,x,. Let

Re(Ka, Pxox,) == sup{rs : (Ka, kg) is achievable for HT in (3.10)}.

and RN(PXQXl) = {(KQ,RC(HQ,PXO)Q)) Ko € (O,KZ]}.

where &7, is the smallest number such that (), Px,x,) = 0. The following proposi-
tion provides a single-letter characterization of R (Px,x,), and will be used later for

obtaining a single-letter characterization of R in Theorem 3.7.

Proposition 3.6.

Rv(Pxyx,) = { (proxl (w;x()ﬁx()yxl (9)) , Epy (w;‘,XO,;LX()’Xl (0)) - 0) :

ZES I(PXUXUPYX)}7

where, for each (z,2') € X X X, hy . : Y+ R is given by

ﬁx,m/ (y) :=log <];}3'((§))) , (3.12)
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and
Z(Pxox1 Pyix) = (= D(Py, || Py, [Pxox,)s D(Py, || Py, [ Pxoxy)] s
D(PYXOHPYX1|PXOX1) = Z PXOXI(:UO7:C1)D(PY960||PY321)7
(z0,21)EX XX
D(Pyy, [|Pyy, |Pxox,) i= > Pxox,(zo,21)D(Py, || Py,,).

(r0,21)EXXX

The decision rule that achieves the exponent pair

<EPX0X1 <¢;X07,~1X07X1 (9)> » Epyyx, <¢;xoﬁx0,x1 (9)) - 9> is the NP test given by

géa),(y )=1 <Z log <Ph() >nb | . (3.13)
i=1 \Yi
Proof. The proof is given in Appendix B.1. O

The next theorem provides a single-letter characterization of k(7, k) and thereby

of R.

Theorem 3.7.

K(T, ko) = sup{Kg : (Ka, k) € R*}

where
R = U (6o(00, 01, Pxxs)s 100,01, Pxoxy)
Pxoxle (90,01) €
Pxxx I(Pu,Pg)xI(Px,x,,Py|x)
Go(0o, 01, Pxyx,) := min {w*UJM (60), TEpy x, <¢;X07,~LXO,X1 (91)>} :
(0o, 01, Px,ox,) :== min {wﬂ,fu(eo) —bo, T (proxl (¢;X07;LX07X1 (91)> - 91)},

where fyi and hy 4, (x,2') € X x X are defined in (3.7) and (3.12), respectively.

To provide some intuition about the terms appearing in (p(-) and ¢i(-) above, note
that ¥ ; (6o) and ¢ ; (6o) — 0o are the same as the terms that appear in Theorem

3.3 which characterizes the error-exponent trade-off when u* is directly available at the
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detector. On the other hand, the second term within the minimum in (o(-) and (i ()

are additional factors introduced due to the noisiness of the communication channel.

Proof of Theorem 3.7. Achievability: Fix Px,x, € Pxxx. Let ng = |7k], and z(*
and z]* be two arbitrary sequences from the set X™ such that (3.9) holds. Let
0o € Z(Py, Py) and 01 € Z(Px,x,, Py|x). The achievability scheme is as follows:

The encoder first locally performs the NP test gékg{ given in (3.8) on the observed
samples u¥ with 6 = 6, and outputs the channel input codeword f - (uk) according
to the following rule:

g e (k) ooy
f(k’nk)(uk) = Yoo if geo,lxl(u ) =0,

z1*,  otherwise.

Based on the observed samples y™*, the detector outputs the decision of the HT ac-

cording to the decision rule g(") = génka defined in (3.13). Let

Py x—p (Ui
A(nk) _ {y"’“ e Y Zl og <Y|X—Ill<y)> < nk91} . (3.14)

PY|X::L'01‘ (yl)

The type I error error probability can be upper bounded for sufficiently large k& (and

ng) as follows:

o (k g, f<k,nk>,g<nk>)
<P (990u = 1) Py (VA5

(g 5 (U = ) Y| X gk (3’"’“\«44(9?’“)>
1) R (y”k\A(”k)>

<P <g907

< o (¥4, (90)75) P (EPxoxl (Wyxo,hxo,xl wl)) 75) , (3.15)

where § > 0 is an arbitrary small, but fixed number. Similarly, the type II error

probability can be upper bounded as follows:

3 (k ng, fE) g<nk>)
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< P (g0 (0") = 0) Py xomeggn (A5) +P (ghr 0*) =1)
PY"k\X"k:x’fk (AE)TC))
<P (9&:7)1,{((7’“) = 0) + Pynk|Xnk:x711k (Agf’“)>

< e—k(qpafu(eo)—a) L™ (IEPXOXI (w;‘,xlﬁx()’Xl (91)) 75)

_ e—k’@ff,fu (90)—90—5) + e_nk (EPX0X1 (w;xo,ﬁxo,xl (91)) _91_5). (3.16)
It follows from (3.15) and (3.16), respectively, that,

likrgior;f —% log (a (k,nk, f(k’”’f),g("k)>)
2 min <1/’ik],fu (Bo), EPXOXl (wgk’xovﬁxo,xl (91))> -0

= (o(fo, 01, Pxyx,) — 9,

and

lim inf —% log (5 (k,nk, f(k’nk)7g(nk)>>

k—o0

> min (55, (00) — b0, Epy v, (v (02)) = 01) — &

Yxg:hxg, x4,

= Cl(eou 015 PX0X1) - 6

Since § is arbitrary, it follows by varying Px,x, € Pxxx, 0o € Z(Py, Py) and 6, €
Z(Pxox,, Py|x) that

K(T,Kq) > sup{kq : (Ka,kp) € R™}.

This completes the proof of achievability.
Conwverse: From the proof of the converse part of Theorem 3.3, it follows that for

90 (S I(PU, PU)7

RS U @) ¥, 00— bo). (3.17)
HOEI(PU,PU)
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k,ng)

Also, note that for any encoding function f( and decoding function ¢(™) with

decision region Ak) C Ymr we have

o (kg 7))

= 3 Pe(@h) S Pyt (@) Py o —gm (VF\AF)

uk e x"k €X'k

> Pyng =g (YNA™), (3.18)
for some zy* € X™ that depends on A" . Similarly,

B (kvnkvf(k’nk)ag(nk)) = Z PU(uk) Z PX”k|Uk:uk(xnk)PY"HX"k:z"k (A™)

uk ek "k EX

= PY"k|X”k:gz;”C (A™), (3.19)

for some z* € X™ (depends on A™). Let Py, x, denote the joint type of the sequences
(zg,z1). Note that the R.H.S. of (3.18) and (3.19) correspond to the type I and type
IT error probabilities of the HT given in (3.10) with n = ny, 2* = zj* and z7* = z*
. Then, it follows from the converse part of the proof of Lemma 3.6 that if for some

6, € I(Px, X1, Py x) and all sufficiently large n, it holds that,

o (k, N, f(k,nk)’g(nk)) < efnk (]EPX()Xl (d);ﬁ/xo,ﬁxo’xl (91)))’ (3.20)
then
i s —% tog (5 (koo S0, g) ) < 7 (Bpy (05, 0 (6)-61)).

(3.21)

From (3.20) and (3.21), we have

R C U U (TEPxoxl (¢1*DYX0 Fixg x, (91)> )

Pxox,€Pxxx 61€Z(Pxyx,,Py|x)
T (EPXoXl (L/};YXO ,ilXO,Xl (01)> B 01)) . (322)
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It follows from (3.17) and (3.22) that (ka, kg) € R only if there exists some Px,x, and
(6p,01) € I(PU,PU) X I(PXOXUPY|X) such that

Ko < min {q,z);;,fu(eo), TEpy, @;x(ﬁxgxl (91))} ,
and r5 < min {zp;;,fu(ao) — 0, T (EPXoxl (WXO,EXO,XI (91)) - 91)} :

from which it follows that x(7,kq) < sup{ks : (ka,kp) € R*}. This completes the

proof. O

Remark 3.8. The optimal T2EE for a fixed constraint on the type I error probability
can be recovered by taking limit 69 — —D(Py||Py) and 61 — —D(Pyy [Py, |Pxox,)-

In this case,

o (*D(PUHPU)a —D(Pyy, || Pyy, \PXOXJ?PXoXl) =0

and

G <_D(PUHPU)7 _D(PYXO HPYxl [Pxox1), PX0X1>

= min { D(Py||Py), D(Pyy, || Py, | Pxox,) } -
Maximizing the second argument over all possible Px,x, yields,

max  D(Pyy [|Pry, [Pxox,) = Ee. (3.23)

Pxyx,€Pxxx

Hence, lim,,_,0k(7T, ko) = ko, which is equal to the optimal T2EE established in
Theorem 2 [23]. Note that E. < oo under the assumption Py, << Py, V (z,2') €
X x X.

3.5 Distributed HT: Error-exponents trade-off

In [27, Theorem 1], Han and Kobayashi obtained an inner bound on R in the dis-

tributed setting, where the communication channel is rate-limited and noiseless. At

a high level, their coding scheme involved a type-based quantization of sequences uF,
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whose type P,x lies within a distance (in terms of KL divergence) equal to the desired
type I error-exponent x, from Py. The index of the codeword within the quantization
codebook is revealed to the detector which takes the decision on the hypothesis based
on the received index and side-information v*. On the other hand, it is well-known
from [11] that by performing binning subsequent to quantization and decoding using

k can help reduce the communication rate to the detector. This

the side-information v
enables better quantization of v* and higher error-exponent in channel coding. How-
ever, these benefits come at a cost, as binning introduces additional errors that affect
the type I and type II error probability. More specifically, a binning error occurs when

the detector decodes the incorrect quantization codeword from the correctly decoded

bin-index.

In this section, we will obtain inner bounds on R using a generalization of the
SHTCC and JHTCC schemes in Chapter 2. In this chapter, we will refer to these

generalized schemes also as SHTCC and JHTCC scheme, respectively.

3.5.1 SHTCC scheme:

The SHTCC scheme is a combination of a generalization of the Shimokawa-Han-
Amari (SHA) scheme [11] and the Borade-Nakiboglu-Zheng unequal error-protection

scheme [22]. More specifically, the scheme involves

(i) quantization and binning of sequences u* whose type P, is within a distance of
Ko (in terms of KL-divergence) from Py (instead of just the dominant type Py
as is done in the SHA scheme), and using the side-information v* to decode for

the quantization codeword from the (decoded) bin-index at the detector.

(ii) unequal error-protection channel coding scheme in [22] for protecting a special
message which informs the detector that P, is at a distance greater than rq,

from Py.

Before, we state the inner bound on R achieved by the SHTCC scheme, some definitions

are required. Let S denote a r.v. with support § = X, such that S — X — Y and
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Psxy = PSXPY\X- For z € X, we define

Py iy
rz(y) = log (M) : (3.24)
and
Enn(Psx.0) = 3 Ps(s)0h, . (6). (3.25)
SES

Let €2 denote the set of all continuous mappings from Py to Py, where W is an

arbitrary finite set. Let

L(Psx) =Y Ps(s)D (Py|s—l|Pyix=s) , (3.26)
sES
v(Psx) : Z Ps(s)D (Py|x=s||Py|s=s) (3.27)
SES
O(Psx) = (—0L(Psx),0u(Psx)), (3.28)
L(Ka,T)

(w, R, Psx,0) € A x RT x Psxy x O(Psx) : (g(ka,w) — p(ka,w) < R <

F1(X;Y|S), min <TEm(PSX79),TEz (R,PSX> ,Eb(/fa,w,R)> >k |
T

[I(Ha,w)

= {UVW : DOVW||UVW) < ko, Py = Pyyg = w(Py), V= U =W } :

(3.29)
R — (y(Fa,w) + plha,w) i 0 < R < (4(Ka,w),
Ey(K,w, R) == ! !
s} otherwise,

(q(Kq,w) :=  max_ I(f]; W),

Uw: 3V,

UVWEﬁ(Na,w)

plka,w) = min_ I(V;W),

VW 3o,

UVWeL(ka,w)

Ey(Ra,w) = min DUVW||UVW)

UVWEeT (Ka,w)
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__min  D({OVW|[UVW) + Ey(ka,w, R), if R < (y(ka,w),
Es(Kg,w, R) 1= { UVWET:(raw)

o0, otherwise,
Es(kq,w, R, Psx,T)

. ~min D(U‘?W"UVW)‘FEI)(K&,W’R)
UVWET3(ka,w)
+7E, (£, Psx) if R < (y(ka,w),

min DUOVWI||[UVW) + p(ka,w)
UVWET3(Ka,w)

+7FE, (g, PSX) , otherwise,

\

E4(/{a7w7 R7 PSX) 07 7—)

___min  D(V||V) + Ey(ra,w, R)
V:UVWEL(Ka,w)
+T(Em(PSXa6)_0)’ ifR<<q(HOuw>7

min  D(V||V) + p(ka,w)
V:UVWEL(Ka,w)

+7 (En(Psx,0) —0), otherwise,

where,
Py = Py o V- J—W,
UVW : Pgy, = Poyis Poyir = Py
Ti (K ) = ow = fow fvw vwo L
for some UVW € L (Ko, w)
UVW : Py = Pyyyyy Py =Py, HW|V) > HW|V
75(504;0!}) = ow — oW ( ‘ ) ( ‘ ) ’
for some UVW € [,(lia, w)

Uvw : Pf]W PUW’ Pf/ = PV

and T3(kq,w) := .
for some UVW € L(kq,w)

We have the following lower bound for k(7, Ky ).

Theorem 3.9. k(7,kq) > KX(T, Ka), where

Ke(T,Kq) := max min{El(Ha,w),EQ(I{O“OJ,R),Eg(lia,w,R,Psx,T),
(W7R7PSX76)
EL(Ka,T)
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Eu(kia,w, R, PSX,G,T)}. (3.30)

The proof of Theorem 3.9 is presented in Appendix B.2. As a corollary, Theorem
3.9 recovers the lower bound for (7, ko) obtained in [27] for the case of a rate-limited

noiseless channel by

1. setting E, (%PSX), E,.(Psx,0) and E,,(Psx,0) — 0 to oo, which holds when

the channel is noiseless.

2. maximizing over the set {(w, R, Psx,0) € Q x Rt x Psy x O(Psx) : {g(ka,w) <
R <7I(X;Y|S)} C L(Ka, T, Py|x) in (3.30).

Then, note that the terms Fy(kq,w, R), F3(ka,w, R, Psx,T) and F4(kq,w, R, Psx,0,T)
all equal oo, and thus the inner bound in Theorem 3.9 reduces to that given in [27, The-

orem 1].

Remark 3.10. Since the lower bound on k(T,kqs) in Theorem 3.9 is not necessar-
ily concave, a tighter bound can be obtained using the technique of “time-sharing”
similar to [27, Theorem 3]. We omit its description as it is cumbersome, although

straightforward.

The terms E1(-), Fa(-), E3(-) and E4(-) can be interpreted similarly to that done
for Theorem 2.2. More specifically, E;(-), which is identical to the lower bound on
the error-exponent obtained in [27, Theorem 1] for the noiseless channel setting, corre-
sponds to the event when there is no error in the encoding or decoding operation. On
the other hand, Fs(-) correponds to the factor introduced due to a binning error event.
Finally, E5(-) and E4(-) correspond to the factors introduced due to the erroneous
decoding of the ordinary message and the special message in Borade et al.’s unequal

error protection scheme (used for channel coding), respectively.

Specializing the lower bound in Theorem 3.9 to the case of TAI, we obtain the

following.
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Corollary 3.11. Let Pyy = PyPy. Then,

K(T, Ka) = max  min {E{(Ha,w),EQI(Iia,w,R,Psx,’r),Eg’(lﬂ?a,w,R,Psx,e,T)},

(w,R,Psx,e)e
L*(Ka,T)
where
(w,R, Psx,0) € Q x Rt x Psx X @(ng) : Cq(lﬁa,w) <R<
L (Ka,T) == R )
7I(X;Y]S), min (TEm(PSX,H),TEz (,PSX)> > Ka
T
Bl(kaw) = min [1(V: W)+ D(V|[V)],
VW:.UVWEeL(Kka,w)
R R
E%(h;a,w,R, Psx,7):=  min DV||V) + p(ka,w) + TE, (,PSX) ,
V:UVWEL(Ka,w) T
El(ko,w, Psx,0,7) := min =~ D(V||V) + p(ka,w) + 7 (Em(Psx,0) — ),

V:OVWEL (Ko ,w)

and £L(kq,w) is as defined in (3.29).

Proof. Note that £*(ka,7) C L(ka,7). Then, for any w € L*(kq,7) and any UVW €
7-1(’%6“ LU),

DUVW|[UVW) = D(UW||[UW) + D(V|IUW||V|UW)
= D(U||U) + D(V|UW||V)
> D(U||U) + D(V|IW||V) (3.31)
= D(U||U) + D(V|W||V) (3.32)
= D(U||U) + I(V; W) + D(V[|V),

where, in (3.31), we used the data processing (DPI) inequality for KL-divergence, and

n (3.32), we used the fact that for UVW € T;(ka,w), Py = Pyyiy and Py = Py,

for some UVW € L(kq,w). Minimizing over all UVW € L(kq,w) yields that

Ei(ka,w) = __ _min DUVW||UVW)
UVWET (Ka,w)

> min I(V,W) + D(VHV) = E{(f@a,w).
UVWeL(ka,w)
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Since (4(Kq,w) < R, we have that Fs(kq,w, R) = 00,

E3("<‘3a7w7 Ra PSXaT)

P R
= min  DOVWTVW) + plkasw) + 7E, <,Psx)
TVWETs (Ko w) T

N R
> min DVIV) + plkasw) + 7Ex <,PSX>
V:UVWEL(Ka,w) T

= Eé(ﬁa7w7 R7 PSX7 T)v
and

Ey(Ko,w, R, Psx,0,T)

= min  D(V|[V) + p(ka,w) + 7 (Em(Psx,6) — 6)
V:UVWEL(Ka,w)

>  min D(VI||IV) + p(ka,w) + 7 (Em(Psx,0) — 0)
V:UVWEL(Ka,w)

= E?{(KOM('W PSX7 077-)7

(3.33)

(3.34)

where, to obtain (3.33) and (3.34), we used DPI for KL-divergence. This completes

the proof.

Corollary 3.12.

lm k(T ka) = ks(T),
Ka—0

O]

where r4(7) is the lower bound on the type II error-exponent for a fixed type I error

probability constraint established in Theorem 2.2.

Proof. The result follows by noting that

~

L(0,w)

Cq(O,w)
p(0,w) = I(V; W),

{UVW, Pyy = w(Py), V-U-W},
1

(U; w),
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and the fact that F,,(Psx,0), F, (g,PSX) , Ep(Ka,w, R), and E,,(Psx,0) — 0 for 6 €

©(Psx), are all greater than or equal to zero. O

The optimal T2EE for testing against independence in the Stein’s regime (i.e. when

ko — 0) can be recovered from Corollary 3.11 by taking the limit x, — 0.

Corollary 3.13. Let Pgy = PyPy. Then,

lim Kk(T,ke) = max I(V;W).

Ka—0 wWw-U-V
Proof. Note that
L(0,w) :=={UVW : Pyjy =w(Py),V —U - W},

and

(w,R, PSX,H) e QxR x Psx X @(PSX) :
L£0,7) = (3.35)
I({U;W)<R<71I(X;Y]S), PW|U =w(Py)

Hence,

A

E{(0,w)> min  I(V;W)=I(V;W), (3.36)
UVWeL(Ow)

for some V' — U — W such that Py = w(Py). Also, we have

p(0,w) = I(V; W),
E}(0,w, R, Psx,7) > p(0,w), (3.37)

EX0,w, Psx,0,7) > p(0,w). (3.38)

From (3.36)-(3.38), the result follows. O
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3.5.2 JHTCC scheme

It is well known that joint source channel coding schemes outperforms separation
based coding schemes in the context of reliable communication over a noisy channel
[24-26]. Here, we obtain an inner bound on R using a generalization of the JHTCC

scheme in Chapter 2.

For simplicity, we will assume that k¥ = n, i.e., 7 = 1. Let Q' denote the set of all

continuous mappings from Py x Ps to Pyyrys, where W' is an arbitrary finite set. Let

Ly(Ka) = { (Ps,w'(+, Ps), Pxjusw, Pxus) € Ps x Q' X Pxpsw X Pajus

E{J(Havw/7P57PX\USW’) > Ha}a
Ly (K, Ps, Pxjrsw:)
UVVAV}A/S D(UVW?||UVW’Y|S) < Ray PSUVW’XY =

PsPyv PywusPxusw Pyix, Pwius = P pg = w'(Pg, Ps)

EI/J(KDHW/’ Ps, PX|USW’) = p/(KOMW/?PSv PX|USW’) - C(/](’iocvwly Ps),

C('I(Fca,w’,Ps) = . max I(U;W|S),
UWws: 3 VY,
 vWYs e
Eh(“a:W/:PS’Px|USW/)
P (Ka,w', Ps, Pxjysw) = . in I(Y,V; W|S),
VWYs: 30,
UVWYS €

Eh(ﬁa,wl:PS,waswf)

= min D(UVW?HUVW’Y!S) —I—El/)(/ia,wl,Ps,Px\USW/),
T3 (Kaw',Ps, Px yswr)

E3(ka,w', Ps, Pxjusw Pxus)

= min D(VY||[VY|S) + Ej(ka,w', Ps, Pxjusw),

VYSOVWYS €
Eh(f‘ia,wlvpstx|UsW/)

Psovw xy = PsPoyv PywnosPriosw Py 5
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Pyos = Pyps Pxjoswe := Pxjuswr, Pyix = Py|x,
Psgvxry = PsPyy PxnusPy x, Pyx = Pyix,

/ /
7-1(50“(,0 7P57PX|USW/)

P-

ivvs = Py

UVWYS : Pyys = Pryirss VWYSs’

for some UVWY S € Lj,(kq,w', Ps, Px\usw)

7-2/('%00("),7 Psg, PX|USW’)
UVWYS : Py = Poyirgs Poys = Poygy HW|V,Y,S) >
H(W|V,Y,S) for some UVWYS € ﬁh(ma,w’,Ps,PX|U5W/)
Then, we have the following result.

Theorem 3.14.

k(1, ko) > K} (Ka), where

. / ! / /
K (Ka) 1= max min {E1(Hmw )y E3(Ka,w', Ps, Pxjuswr),
(Psw',Px\usw-Pxius)
€ Lp(ka)

Eé(’%aawlvP57PX‘USW’7PX’|US)}'

The proof of Theorem 3.14 is given in Appendix B.3. It is easy to see that Theorem
3.14 recovers the lower bound on the type II error-exponent in the Stein’s regime

established in Theorem 2.6 as we show next.

Corollary 3.15.
li ¥ =
A i (Ka) =
where kj, is as given in Theorem 2.6.

Proof. The result follows by noting that

L£4,(0,&", P, Pxysw)
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UVW'YS : Psyvwxy := PsPuv Py usPxjusw Py x,
Pynys = w'(Py, Ps)
(0,0, Ps) == I(U; W'|S),
p(ov wlv Pg, PX\USW’) = I(Y’ Vi W,|S)a

L(0) :=A{(Ps,w'(-, Ps), Pxjysws Px/jus) € Ps x Q' X Pyjusw X Prus :

HU;W'|S) < I(Y, V; W'|9)},

and Ey(0,w', Ps, Pxjysw) := I(Y,V;W'|S) — I(U; W'|S).

3.6 Conclusions

In this chapter, we studied the trade-off between the exponents of the type I and type
II error probabilities for distributed HT over a noisy channel with side-information at
the detector. In the non-distributed setting, we obtained a single-letter characterization
of the optimal trade-off between the error-exponents. The direct part of the proof shows
that the optimal trade-off is achieved by a scheme, in which the observer performs an
appropriate NP test locally and communicates the decision of the test to the detector
using a suitable channel code, while the detector performs an appropriate NP test on
the channel output. This implies that “separation” holds, in the sense that, there
is no loss in optimality incurred by separating the tasks of HT and channel coding.
For the distributed setting, we obtained inner bounds on the error-exponents trade-off
using the SHTCC and JHTCC schemes. The latter bound is at least as good as the
former when the type I error-exponent is zero. Exploring whether joint schemes offer
strict advantage over separation based schemes is something worth investigating in the
future. It would also be interesting to explore the trade-off between the error-exponents
in a related setting, where the side-information also needs to be communicated to the

detector over a noisy communication channel.



Chapter 4

Privacy-aware Distributed HT

4.1 Overview

In this chapter, we consider the distributed HT problem studied in Chapter 2, but
with an additional privacy constraint. We focus on the case of a rate-limited noiseless
communication channel between the observer and the detector. Thus, while the goal
of the observer is to maximize the type II error-exponent of the test for a given type
I error probability constraint, it also wants to keep a private part of its observations
as oblivious to the detector as possible. Considering both equivocation and average
distortion as possible measures of privacy, the trade-off between the communication
rate from the observer to the detector, the type II error exponent, and privacy is stud-
ied. For the general HT problem, we establish single-letter inner bounds on both the
rate-error exponent-equivocation and rate-error exponent-distortion trade-offs. Subse-
quently, single-letter characterizations for both trade-offs are obtained (i) for TACI;
and (ii) when the communication rate constraint over the channel is zero. Finally,
we show by providing a counterexample that, the strong converse which holds for dis-
tributed HT without a privacy constraint, does not hold when a privacy constraint is
imposed. This implies that, in general, the rate-error exponent-equivocation and rate-
error exponent-distortion trade-offs are not independent of the type I error probability

constraint.

70
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4.2 Introduction

Data inference and privacy are often contradicting objectives. In many multi-agent
system, each agent/user reveals information about its data to a remote service, appli-
cation or authority, which in turn, provides certain utility to the users based on their
data. Many emerging networked systems can be thought of in this context, from social
networks to smart grids and communication networks. While obtaining the promised
utility is the main goal of the users, privacy of data that is shared is becoming increas-
ingly important. Thus, it is critical that users reveal only the information relevant
for obtaining the desired utility, while maximum possible privacy is retained for their

sensitive information.

In distributed learning applications, typically the goal is to learn the joint probabil-
ity distribution of data available at different locations. In such a scenario, the nodes
communicate their observations to the detector, which then applies HT on the under-
lying joint distribution of the data based on its own observations and those received
from other nodes. However, with the efficient data mining and machine learning algo-
rithms available today, the detector can illegitimately infer some unintended private
information from the data provided to it exclusively for HT purposes. Such threats are
becoming increasingly imminent as large amounts of seemingly irrelevant yet sensitive
data are collected from users, such as in medical research [34], social networks [35],
online shopping [36] and smart grids [37]. Therefore, there is an inherent trade-off

between the utility acquired by sharing data and the associated privacy leakage.

In this chapter, we consider the distributed HT problem studied in Chapter 2 for the
case of a rate-limited noiseless communication channel, but with an additional privacy
constraint. The detector performs a binary HT as given in (2.1). The performance
of the HT is measured by the type II error exponent (or error-exponent henceforth)
in the Stein’s regime. While the goal is to maximize the performance of the HT,
the observer also wants to maintain a certain level of privacy against the detector for
some latent private data that is correlated with its observations. We are interested in
characterizing the trade-off between the communication rate, error-exponent and the

amount of information leakage of private data.
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4.3 Previous Work and Our Contributions

Data privacy has been a hot topic of research in the past decade, spanning across
multiple disciplines in computer and computational sciences. Several practical schemes
have been proposed that deal with the protection or violation of data privacy in dif-
ferent contexts, e.g., see [38-43]. More relevant to the current setting, HT under
mutual information and maximal leakage privacy constraints have been studied in [44]
and [45], respectively, where the encoder uses a memoryless privacy mechanism to con-
vey a noisy version of its observed data to the detector. The detector performs HT on
the probability distribution of the observer’s data, and the optimal privacy mechanism
that maximizes the error-exponent while satisfying the privacy constraint is analyzed.
Recently, a distributed version of this problem has been studied in [46], where the
encoder applies a privacy mechanism to its observed data prior to further coding for
compression, and the goal at the detector is to perform a HT on the joint distribu-
tion of its own observations with those of the observer. In contrast with [44], [45]
and [46], we study distributed HT with a privacy constraint, but without considering
a separate privacy mechanism at the encoder. In Section 4.4, we will further discuss

the differences between the system model considered here and that of [46].

It is important to note here that the data privacy problem is fundamentally different
from that of data security against an eavesdropper or an adversary. In data security,
sensitive data is to be protected against an external malicious agent distinct from the
legitimate parties in the system. The techniques for guaranteeing data security usually
involve either cryptographic methods in which the legitimate parties are assumed to
have additional resources unavailable to the adversary (e.g., a shared private key) or
the availability of better communication channel conditions (e.g., using wiretap codes).
However, in data privacy problems, the sensitive data is to be protected from the same
legitimate party that receives the messages and provides the utility; and hence, the
above mentioned techniques for guaranteeing data security are not applicable. Another
model frequently used in the context of information-theoretic security assumes the
availability of different side-information at the legitimate receiver and the eavesdropper

[47,48]. A distributed HT problem with security constraints formulated along these
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lines is studied in [49], where the authors propose an inner bound on the rate-error
exponent-equivocation trade-off. While our model is closely related to that in [49]
when the side-information at the detector and eavesdropper coincide, there are some

important differences which will be highlighted in Section 4.4.3.

Many different privacy measures have been considered in the literature to quantify
the amount of private information leakage, such as k-anonymity [50], differential pri-
vacy [51], mutual information leakage [52-54], maximal leakage [55], and total variation
distance [56] to count a few; see [7] for a detailed survey. Among these, mutual informa-
tion between the private and revealed information (or, equivalently, the equivocation of
private information given the revealed information) is perhaps the most commonly used
measure in the information theoretic studies of privacy. It is well known that a neces-
sary and sufficient condition to guarantee statistical independence between two random
variables is to have zero mutual information between them. Furthermore, the average
information leakage measured using an arbitrary privacy measure is upper bounded by
a constant multiplicative factor of that measured by mutual information [53]. It is also
shown in [52] that a differentially private scheme is not necessarily private when the in-
formation leakage is measured by mutual information. This is done by constructing an
example that is differentially private, yet the mutual information leakage is arbitrarily
high. Mutual information based measures have also been used in cryptographic secu-
rity studies. For example, the notion of semantic security defined in [57] is shown to
be equivalent to a measure based on mutual information in [58]. A rate-distortion ap-
proach to privacy is first explored by Yamamoto in [59] for a rate-constrained noiseless
channel, where, in addition to a distortion constraint for legitimate data, a minimum
distortion requirement is enforced for the private part. Recently, there have been sev-
eral works that have used distortion as a security or privacy metric in several different
contexts, such as side-information privacy in discriminatory lossy source coding [60]
and rate distortion theory of secrecy systems [61], [62]. Distortion based measures have
also been considered in steganography, for instance, in the context of watermarking
systems in the presence of an attacker [63], [64]. In such systems, the goal of the
encoder is to embed the watermark within the host data (covertext) such that the

distortion between the covertext and the watermarked version (stegotext) is below a



Chapter 4. Privacy-Aware Distributed HT 74

certain threshold, while the aim of the attacker is to corrupt the stegotext to a per-
missible level of additional distortion such that correct decoding of the watermark is
inhibited. That is, low distortion on the stegotext is treated as “uncorrupted” data,

while high distortion is considered to be corrupted data.

In this chapter, we will consider both equivocation and average distortion as mea-
sures of privacy. In [65], error-exponent of a HT adversary is considered as a privacy
measure. This can be considered as the opposite setting to ours, in the sense that,
while the goal here is to increase the error-exponent under a privacy leakage con-
straint, the goal in [65] is to reduce the error-exponent under a constraint on possible

transformations that can be applied on the data.

The amount of private information leakage that can be tolerated depends on the
specific application at hand. While it may be possible to tolerate a moderate amount
of information leakage in applications like online shopping or social networks, it may
no longer be the case in matters related to information sharing among government
agencies or corporations. While it is obvious that maximum privacy can be attained
by revealing no information, this typically comes at the cost of zero utility. On the
other hand, maximum utility can be achieved by revealing all the information, but at
the cost of minimum privacy. Characterizing the optimal trade-off between the utility
and the minimum privacy leakage between these two extremes is a fundamental and

challenging research problem.

Main Contributions

The main contributions in this chapter are as follows.

(i) In Section 4.5, Theorem 4.4 (resp. Theorem 4.5), we establish a single-letter
inner bound on the rate-error exponent-equivocation (resp. rate-error exponent-
distortion) trade-off for distributed HT with a privacy constraint. The distortion
and equivocation privacy constraints we consider, that is given in (4.5) and (4.6),
respectively, are slightly stronger than what is usually considered in the literature

(stated in (4.7) and (4.8), respectively).
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(i)

(iii)

Exact characterizations are obtained for some important special cases in Section
4.6. More specifically, a single-letter characterization of the optimal rate-error
exponent-equivocation (resp. rate-error exponent-distortion) trade-off is estab-

lished for:

(a) TACI with a privacy constraint (for vanishing type I error probability con-

straint) in Section 4.6.1, Proposition 4.6 (resp. Proposition 4.7),

(b) distributed HT with a privacy constraint for zero-rate compression (R = 0)

in Section 4.6.2, Proposition 4.11 (resp. Proposition 4.10).

Since the optimal trade-offs in Propositions 4.10 and 4.11 are independent of the
constraint on the type I error probability, they are strong converse results in the

context of HT.

Finally, in Section 4.7, we provide a counterexample showing that for positive
rate R > 0, the strong converse result does not hold in general for TAI with a

privacy constraint.

The organization of this chapter is as follows. Basic notations are introduced in

Section 4.4.1. The problem formulation and associated definitions are given in Section

4.4.2. Main results are presented in Sections 4.5 to 4.7. The proofs of the results

are presented either in Appendix C or immediately after the statement of the result.

Finally, Section 4.8 concludes the chapter with some interesting avenues for future

research.

4.4 Preliminaries

4.4.1 Notations

X 1Y denotes statistical independence of r.v.’s X and Y. ﬂ denotes asymptotic

)

limit with respect to n, e.g., a, ﬁ—) 0 means that the sequence a, tends to zero

(n)

asymptotically with n. Similar notations apply for asymptotic inequalities, e.g. a, >

by, means that a,, > b, for sufficiently large n. P(£) denotes the probability of event £.
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Psiyv/Qsivv
in<- ——————————————————— >yn
l nR l
v Encoder M e [e ] Detector —» Hy/H,
U= o " g™ 7L> 3

FIGURE 4.1: Distributed HT with a privacy constraint.

For positive real m, we define [m] := {1,...,[m]}. For an arbitrary set A, we denote
its complement by 4, and for A C R", we denote its interior and closure by int(.A)
and cl(A) (with respect to the Euclidean metric), respectively. Whenever the range of
the summation is not specified, this will mean summation over the entire support, e.g.,
>, denotes >/, unless specified otherwise. Throughout this chapter, the base of
the logarithms is taken to be e. For a € R, a™ denotes max{0,a}. For two probability
distributions P and ) defined on a common support X, P << ) will mean that P
is absolutely continuous with respect to (). Finally, O(-), o(-) and €(-) denotes the

standard asymptotic notation of Big-O, Little-O and Big-{2, respectively.

4.4.2 Problem formulation

Consider the HT setup illustrated in Fig. 4.1, where (U™, V"™, S™) denote n indepen-
dent and identically distributed (i.i.d.) copies of triplet of r.v.’s (U, V, S). The encoder
(observer) observes U™ and sends the message index M := (") (U"), M € M, to the
detector over an error-free channel using some encoding function (possibly stochastic)
f@™ Yy — M. Given its own observation V™, the detector performs the HT given
n (2.1). Let H and H denote the r.v.’s corresponding to the true hypothesis and the
output of the HT, respectively, with support H = = {0, 1}, where 0 denotes the null
hypothesis and 1 the alternate hypothesis. Let ¢(™ : M x V" — H = {0,1} denote

the decision rule (possibly stochastic) at the detector with output H.

The type I and type 2 error probability for an (f (”),g(”)) pair are then given by
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and
B(1.g1") == BUH = 0[H = 1) = Q4 (0),

respectively, where

[T Pov (i, vi)

i=1

Py(1)= >

u™ m,o"

PM|U”(m‘un) Pﬁ‘Mvn(l‘m7Un)7

PM\U"(m|un) PmMVn(mm,U")-

and Q 4(0) = Z [HQUV(W,W)

u™ m,o™ Li=1

The performance of HT is measured by the error-exponent achieved by the test in

the Stein’s regime, i.e., liminf, . —% log (ﬁ(f(”), €)), € € (0,1), where

5(7™e) = int 5 (1, 4). (4.1)

such that & (f("), g(”)) <e.

Although the goal of the detector is to maximize the error-exponent achieved for the
HT, it is also curious about the latent r.v. S™ that is correlated with the source U". S
is referred to as the private part of U™, which is distributed i.i.d. according to the joint
distribution Psyy and Qgpy under the null and alternate hypothesis, respectively. It
is desired to keep the private part as concealed as possible from the detector. We
consider two measures of privacy for S™ at the detector. The first is the equivocation
defined as H(S™|M,V™). The second one is the average distortion between S™ and
its reconstruction S™ at the detector, measured according to an arbitrary bounded

additive distortion metric d : S x S ~ [0, D] with multi-letter distortion defined as

d(s",5") =Y d(si, %) (4.2)
=1

The goal is to ensure that the error-exponent for HT is maximized, while satisfying the
constraints on the type I error probability € and the privacy of S™. In the sequel, we

study the trade-off between the rate, error-exponent (henceforth also referred to simply
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as the error exponent) and privacy achieved in the above setting. Before delving into

that, a few definitions are in order.

Definition 4.1. For a given type I error probability constraint €, a rate-error exponent-
distortion tuple (R, k, Ag, A1) is achievable, if there exists a sequence of encoding and

decoding functions f™ : Y™ — M, and ¢(™ : M x V" — H such that

lim sup M <R, (4.3)
n—00 n
-1 (n)
imint —EOU9) (4.4)
n—oo n

and for any v > 0, there exists an ng € Z* such that

in [d (snsn) H = z} >nA;—7y, Y >ng, i = 0,1, (4.5)
gr"

where 5" = gﬁn) (M, V™), and gfnn) - [e"F] x V" —+ 8" denotes an arbitrary reconstruc-
tion map (possibly stochastic) at the detector. The rate-error exponent-distortion
region R4(e) is the closure of the set of all such achievable (R, k, Ag, A1) tuples for a

given e.

Definition 4.2. For a given type I error probability constraint €, a rate-error exponent-
equivocation (R, k,Ag, A1) tuple is achievable, if there exists a sequence of encoding
and decoding functions f : U™ — M and g™ : [e"f] x V™ — H such that (4.3) and

(4.4) are satisfied, and for any v > 0, there exists a ng € Z* such that
H(S"|M, V", H =14) >nA; —v, ¥ n>no, i €{0,1}. (4.6)

The rate-error exponent-equivocation region R.(¢) is the closure of the set of all such

achievable (R, k, Ag, A1) tuples for a given e.

Note that the privacy measures considered in (4.5) and (4.6) are stronger than

1 N
lim inf inf E [d (S", S”) |H = z} > A, i =0,1, (4.7)
n—oo gfan) n
1
and liminf —H(S"|M, V", H = i) > A, i = 0, 1, (4.8)

n—oo mn
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respectively. To see this for the equivocation privacy measure, note that if
H(S"|M,V" H =1i) = nAf —n® i = 0,1, for some a € (0,1), then an equivocation
pair (A§, A7) is achievable under the constraint given in (4.8), while it is not achievable

under the constraint given in (4.6).

4.4.3 Relation to Previous Work

Before stating our results, we briefly highlight the differences between our system
model and the ones studied in [46] and [49]. In [46], the observer applies a privacy
mechanism to the data before releasing it to the transmitter, which performs further
encoding prior to transmission to the detector. More specifically, the observer checks
if U™ e T[’}L;U](s and if successful, sends the output of a memoryless privacy mechanism
applied to U™, to the transmitter. Otherwise, it outputs a n-length zero-sequence. The
privacy mechanism plays the role of randomizing the data (or adding noise) in order to
achieve the desired privacy. This model is similar in spirit to the earlier works in [44]
and [45], and the two stage encoding essentially results in a separation between the
problem of coding for privacy and coding for compression. Similar privacy mechanisms
that randomizes the data has also been used in other works that study utility-privacy
trade-off like [66]. In our model, the tasks of coding for privacy and compression
are done jointly (without a separate privacy mechanism) by utilizing all the available
data samples U™. Also, while we consider the equivocation (and average distortion)
between the revealed information and the private part as the privacy measure, in [46],
the mutual information between the observer’s observations and the output of the
memoryless mechanism is the privacy measure. Thus, for testing against independence
in their model, a perfect privacy condition Ag = 0 would imply that the error-exponent
is also zero, since the output of the memoryless mechanism has to be independent of
the observer’s observations (under both hypotheses). However, as we show in Example
4.12 later, a positive error-exponent is achievable while guaranteeing perfect privacy

in our model.

On the other hand, the difference between our model with equivocation as the pri-

vacy measure, and the security problem studied in [49] arises from the difference in
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the privacy constraint imposed. More specifically, while in [49], the goal is to keep U™
private from an illegitimate eavesdropper, the objective here is to keep a r.v. S™ that
is correlated with U™ private from the detector. Moreover, we consider the stronger
privacy constraint given in (4.6) as opposed to (4.8) which is considered in [49]. To
satisfy this stronger privacy constraint on S™, we require that the aposteriori probabil-
ity distribution of S™ given the observations (M, V™) at the detector is close in some
sense to a desired “target” memoryless distribution. To achieve this, we use a novel
stochastic encoding scheme to induce the necessary randomness for S™ at the detector.
Another difference is that the marginal distributions of U" and the side-information at
the eavesdropper are assumed to be the same under the null and alternate hypotheses

in [49], which is not the case here.

Next, we state some supporting results that will be useful later for proving the main

results.

4.4.4 Supporting Results
Let
g™ (m,v™) =1 ((m,o") € AS) (4.9)

denote the deterministic detector with acceptance region A, C [e™] x V" for Hy and

A¢ for Hy. Then, the type I and type II error probabilities are given by

QI

(£,9) = Parn (A7) = E(L(M, V") € A5|H = 0), (4.10)

B (10,9 = Qurvn(An) = E(L(M, V") € Au|H = 1), (4.11)

Lemma 4.1. Any error-exponent that is achievable is also achievable by a determin-
istic detector of the form given in (4.9) for some A, C [e"] x V", where A, and AS

denote the acceptance regions for Hy and Hy, respectively.

The proof of Lemma 4.1 is given in Appendix C.1 for completeness. Due to Lemma

4.1, henceforth we restrict our attention to deterministic ¢(®. The next result shows
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in Definition

" (

that without loss of generality (w.l.0.g), it is also sufficient to consider g

4.2) to be a deterministic function of the form

9" = {i(m,v")}iy, (4.12)

for the minimization in (4.5), where ¢; : M x V" +— S, i € [n], denotes an arbitrary

deterministic function.

(n)

Lemma 4.2. The infimum in (4.5) is achieved by a deterministic function gy~ as
given in (4.12), and hence it is sufficient to restrict our attention to such deterministic
.

The proof of Lemma 4.2 is given in Appendix C.2. Next, we state some lemmas that
will be handy for upper bounding the amount of privacy leakage in the proofs of the
main results stated below. The following one is a well known result proved in [20] that
upper bounds the difference in entropy of two r.v.’s (with a common support) in terms

of the total variation distance between their probability distributions.

Definition 4.3. The total variation between probability distributions Px and Qx

defined on the same support X is defined as

1Py~ Qxll = 5 3 IPx(@) ~ @x(@)]

reX

Lemma 4.3. [20, Lemma 2.7] Let Px and Qx be distributions defined on a common

support X and let p := ||Px — Qx||. Then,
2
|Hpy — Hox| < —2plog (I?ﬁ) :

Next, we state some properties of total variation distance that will be used later.

Property 4.4.1. [61] Let P, @ and ® be probability distributions defined on the

same alphabet and sigma algebra (X, 3).

(a) Let 6 > 0 and let f(x) be a function with bounded range of width b > 0. Then
1P =Qll <0 = [Epf(X) —Eqf(X)| < db.



Chapter 4. Privacy-Aware Distributed HT 82

(b) [[P = QI <[P — @[ +[|® - Q]|

(c) Let PxPy|x and Qx Py x be two joint distributions induced by input distribu-
tions Px and QQx by passing through a common channel Py|x. Then ||Px Py |x —
QxPyix|l = [Px — Qx|

(d) Let Px and Qx be marginal distributions of Pxy and Qxy. Then,

[Px — Qx| < [[Pxy — Qxv|-

The next lemma will be handy in proving Theorem 4.4, Theorem 4.5, Proposition

4.10 and the counter-example for strong converse presented in Section 4.7.

Lemma 4.4. Let (X™,Y"™) denote n i.i.d. copies of r.v.’s (X,Y), and Pxnyn =
[I[i2, Pxy and Qxnyn = [[;-, Qxy denote two joint probability distributions on (X", Y™).
For § > 0, define

Ix(z",6) = 1 (a:" ¢ Tﬁ;x](S) . (4.13)

If Px # Qx, then for § > 0 sufficiently small, there exists 6 > 0 and no(9, |X|,|V]|) €
Z* such that for all n > ng(6, |X|, |V|),

Qyr — Qyniry(xn.5)=1 < e . (4.14)

If Px = Qx, then for any § > 0, there exists § > 0 and no(3,|X|,|V|) € Z* such that
for all n > ngy(0,]X],|Y|),

1Qy» — Qyniry (x.5)=0ll < e, (4.15)

Also, for any 6 > 0, there exists § > 0 and no(9,|X],|Y|) € Z* such that for all
n 2 nO((Su ‘X|7 |y’)7

| Pyn — Pynj1y (xn.5)=oll < e ™. (4.16)

Proof. The proof is presented in Appendix C.3. O
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In the next section, we establish an inner bound on R.(¢) and Rg4(e) defined in

Definitions 4.2 and 4.1, respectively.

4.5 Main Results

The following two theorems are the main results of this chapter providing inner

bounds for R.(€¢) and Rg4(€), respectively.

Theorem 4.4. For e € (0,1), (R,k,Ao, A1) € Re(e€) if there exists an auxiliary r.v.

W, such that (V,S)—U — W, and

R > Ip(W;U|V),
K < K (Pwu, R),
AO < HP(S‘W)V)a

A <1 (Py=Qu) Ho(S|W,V) + 1 (Py # Qu) Ho(S|V),

where
&* (P, R) := min { E1(Pwv), E2(R, Pwv)},
FE1 (P = min D(Prrorz P ,
1(Pwor) Poon T o Pow) (Payw!Quv Pw )
EQ(Ra PW\U)

PoowelsPow.Py) D(PyinillQuv Papy)
. R 1p(U:W|V)). i Ip(U:W) > R,
o0, otherwise,
Ti(Puw, Pyw) := {Pgyyi, € TU XV x W) : Pyyi, = Puw, Pyy = Prw},
To(Puw, Pv) == {Pspw € TU XV x W) : Pgyy, = Puw, Py = Py,
Hp(W|V) < H(W[V)},

Psuvw = PsuvPwy  and Qsuvw = Qsuv Pwu-

(4.21)

(4.22)

(4.23)
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The proof of Theorem 4.4 is given in Apppendix C.4 along with the proof of Theorem
4.5 below. Notice that the rate-error exponent trade-off derived in [11] is recovered
when the privacy constraint in Theorem 4.4 is relaxed. To provide some intuition to
the factors Fq(-) and Fs(-) appearing in the characterization of the error-exponent
above, F(-) corresponds to the event when there is no error at the encoder or decoder,

while Es(-) corresponds to the event when there is a binning error at the decoder.
We next state an inner bound for R4(e).

Theorem 4.5. For a given bounded additive distortion measure d(-,-) and € € (0,1),
(R, k,Ag, A1) € Ry(e) if there exist an auxiliary r.v. W and deterministic functions

d:WxVsSand ¢ :V— S, such that (V,S) —U — W and (4.17), (4.18),

Ao < minEp [d (5, 6(W. V)], (4.24)

)

and Ay < 1(Py = Qu) minEq [d(S, 6(W, V)]

+1(Py #Qu) minEq [d(S,¢'(V))], (4.25)
are satisfied, where Psyyvw and Qsyvw are as defined in Theorem 4.4.

While the rate-error exponent trade-off in Theorem 4.4 and Theorem 4.5 is the
same as that achieved by the Shimokawa-Han-Amari (SHA) scheme [11], the coding
strategy is different due to the requirement of the privacy constraint. As mentioned
above, in order to obtain a single-letter lower bound for the achievable distortion
(and achievable equivocation) of the private part at the detector, it is required that
the aposteriori probability distribution of S™ given the observations (M, V™) at the
detector is close in some sense to a desired “target” memoryless distribution. For
this purpose, we use stochastic encoding to induce the necessary randomness for S™
at the detector. The coding scheme achieving this is inspired from [67] and to our
knowledge has not been used before in the context of distributed HT. The analysis
of the type I and type II error probabilities and the privacy achieved by our scheme
is novel and involves the application of the well-known channel resolvability or soft-
covering lemma [68-70]. Properties of the total variation distance between probability

distributions mentioned in Property 4.4.1 play a key role in this analysis. The analysis
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also reveals the interesting fact that the coding schemes in Theorem 4.4 and Theorem
4.5, although quite different from the SHA scheme, achieves the same lower bound on

the error-exponent.

Theorems 4.4 and 4.5 provide single-letter inner bounds on R4(€) and R.(e), re-
spectively. A complete computable characterization of these regions would require a
matching converse. This is a hard problem, since such a characterization is not avail-
able even for the distributed HT problem in general, without a privacy constraint
(see [4]). However, it is known that a single-letter characterization of the rate-error
exponent region exists for the special case of TACI [12]. In the next section, we show
that TACI with a privacy constraint also admits a single-letter characterization, in

addition to other optimality results.

4.6 Optimality Results for Special cases

4.6.1 TACI with a Privacy Constraint

Assume that the detector observes two discrete memoryless sources Y™ and Z", i.e.,
V™ = (Y™, Z"™). Recall that in TACI, the detector tests for the conditional indepen-
dence of U and Y, given Z. Thus, the joint distribution of the r.v.’s under the null

and alternate hypothesis are given by
Hy: Psuyz:= PsuyzPuzPyivzPz, (4.26a)

and
Hy: Qsvyz = QsjwyzPuzPy 2Pz, (4.26D)

respectively.

Let R, and R4 denote the rate-error exponent-equivocation and rate-error exponent-
distortion regions, respectively, for the case of vanishing type I error probability con-

straint, i.e.,

Re :=lim Re(€) and Ry := lim Ry4(e).
e—0 e—0
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Assume that the privacy constraint under the alternate hypothesis is inactive. Thus, we
are interested in characterizing the set of all tuples (R, k, Ag, A1) € R and (R, k, Ag, A1) €

R4, where

Al < Amzn = HQ(S‘U,Y, Z)7

and Ay < Apyin := min Eqg [d(S,¢(U,Y, Z))]. (4.27)

(w.y,2)

Note that A, and Ay, correspond to the equivocation and average distortion of S™
at the detector, respectively, when U™ is available directly at the detector under the

alternate hypothesis.

The above assumption is motivated by scenarios, in which, the encoder is more
eager to protect S™ when there is a correlation between its own observation and that
of the decoder. Consider the following example of user privacy in the context of online
shopping, in which the encoder and detector correspond to a consumer and an online
shopping portal, respectively. A consumer would like to share some information about
his/her shopping behaviour, e.g., shopping history and preferences, with the shopping
portal in order to get better deals and recommendations on relevant products. The
shopping portal would like to determine whether the consumer belongs to its target
age group (e.g., below 30 years old) before sending special offers to this customer.
Assuming that the shopping patterns of the users within and outside the target age
groups are independent, the shopping portal performs an independence test to check
if the consumer’s shared data is correlated with the data of its own customers. If the
consumer is indeed within the target age group, the shopping portal would like to gather
more information about this potential customer, particular interests, more accurate age
estimation, etc.; while the user is reluctant to provide any further information. In this
example, U", S™ and Y corresponds to shopping behaviour, more information about

the customer, and customers data available to the shopping portal, respectively.

For the above mentioned case, we have the following results.
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Proposition 4.6. For the HT given in (4.26), (R, k, Ao, Apmin) € Re if and only if
there exists an auxiliary r.v. W, W| < [U| + 2, such that (Z,Y,S) —U — W, and

k< Ip(W;Y|Z), (4.28)
R>Ip(W;U|Z), (4.29)
Ao < Hp(S|W, Z,Y), (4.30)

for some joint distribution of the form Psyyzw = PsuyzPwu-

Proof. For TACI, the inner bound in Theorem 4.4 yields that for € € (0, 1), (R, k, Ag, A1) €
Re(e) if there exists an auxiliary r.v. W, such that (Y, Z,5) —U — W, and

R> Ip(W;U|Y, Z), (4.31)
K< K*(PW|U7 R)’ (432)
Ao < Hp(S|W,Y, 2), (4.33)
Ay < Ho(S|W, Y, Z), (4.34)
where
H*<PW|U7 R) := min {El(PW\U)a Es(R, PW|U)} )

B (P = i D(Pr 5 P , 4.35
1(Pwur) PﬁyzweTIlI(l},f;W’Pyzw) (Pgy 2w 1QuyzPw ) (4.35)

Es(R, Py v)

Pos yi € Puw.Pr2) D(Py 2 |Quy 2 Pwiy)
= +(R—Ip(U; WY, Z)), if Ip(U;W) > R, (4.36)
00, otherwise,
Ti(Pow, Py zw) :={Pyy gy € TU XY x ZxW) : Py = Puw, Py gy = Praw},
To(Pow, Pyz) :={Psy i € TU x Y x Zx W) : Psyi, = Puw,
Py;=Pyz, Hp(W|Y,Z) < HW([YZ)},

Psuyzw = Psuy zPwu, Qsvyzw = Qs)yzPu1zPy|zPzPw\u-
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Note that since (Y, Z,S) — U — W, we have
Ip(W;U) 2 1p(W;U|Z) > Ip(W; UY, Z). (4.37)
Let B' := {Pyy : Ip(U; W|Z) < R}. Then, for Py € B', we have,

E\(R, Pwy) = min D(Pgy 7w |1QuyzPww) = Ip(Y; W1Z),

Pgy zw €T (Puw Py zw)

Ey(R, Pyy) = Ip(UsW|Z) — Ip(Us WY, Z) = Ip(Y; W|Z).
Hence,
W (P, R) > Ip(Y; W|Z). (4.38)

By noting that Ay, < Ho(S|W,Y,Z) (by the data processing inequality), we have
shown that for A1 < Apin, (R,K,Ag, A1) € Re if (4.28)-(4.30) are satisfied. This

completes the proof of achievability.

Converse: Let (R,k,Ag,A1) € R.. Let T be a r.v. uniformly distributed over
[n] and independent of all the other r.v.’s (U™, Y™, Z", M). Define an auxiliary r.v.
W .= (Wp,T), where W; := (M, Yi_l,Zi_l,ZfH), i € [n]. Then, for any v/ > 0 and

sufficiently large n, we have

n(R+4') > Hp(M) > Hp(M|Z") > Ip(M;U"|Z")
= (MU, 27
- Zj_ Ip(M,U™Y, 2174 20 Ui\ Z)) (4.39)
=3 (MU 2 2 YL U Z) (4.40)
>3 Ip(M, 27N 20, YL U 2)
= Z:;l Ip(Wi; Uil Z;) = ndp(Wr; Ur| Z7, T)
= nIp(Wyp, T; Ur| Zr) (4.41)

= nlp(W;U|Z). (4.42)

Here, (4.39) follows since the sequences (U", Z™) are memoryless; (4.40) follows since
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yi-t — (MU, 27 1) — Ui ; (4.41) follows from the fact that 7" is independent

of all the other r.v.’s.
The equivocation of source S™ under the null hypothesis can be bounded as follows.
H(S"|M,Y",Z" H=0)=Y " CH(Si|M, S0 Y™, 2" H = 0)
1=
n . .
<> H(SIMY'"LY, 27 2,270 H = 0)
n
=) H(SiIW.Yi, Z;, H=0)
=nH(Sp|Wp,Yp, Zp, T,H = 0)
=nHp(S|W,Y, Z), (4.43)
where Psyyzw = Psuy ZPW\U for some conditional distribution PW‘U.
Finally, we prove the upper bound on . For any encoding function f(™ and decision

region A, C M x Y" x Z" for Hy such that ¢, — 0, we have,

D (Pprynzn||Qurynzn)

Pyrynzn(An) ) ( Pyrynzn(A5) >
> Paryngn (An)log [ M2 2) ) 4 p (A9 log (Y720 20) )y gy
vz o (G )+ P (A o ( L0 )
> —H(en) = (1 - en)log (B (™))
Here, (4.44) follows from the log-sum inequality [20]. Thus,
—1 " 1
lim sup 08 (B(/",0)) < limsup —D (Pyynzn||Qarynzn)
n—oo n n—soo N
1
= limsup —Ip(M;Y"|Z") (4.45)
n—oo N
1
= Hp(Y|Z) — liminf —Hp(Y"|M, 2"), (4.46)
n—oo n

where (4.45) follows since Qprynzn = PMZnPYn| zn. The last term can be single-

letterized as follows:

Hp(Y"|M,Z") = >"" Hp(Yi[Y"™!, M, 2")
n
= Zz’:l Hp(Yi|Z;, W)

=nHp(Yr|Z7, Wr,T)
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= nHp(Y|Z,W). (4.47)
Substituting (4.47) in (4.46), we obtain
K < Ip(Y;W|2). (4.48)

Also, note that (Z,Y) — U — W holds. This completes the proof of the converse.
The proof of the cardinality bound on W follows using standard arguments based on
the Fenchel-Eggleston-Carathéodory’s theorem and is given in Appendix C.5. This

completes the proof of the theorem. O

Next, we state the result for TACI with a distortion privacy constraint, where the
distortion is measured using an arbitrary distortion measure d(-,-). Let A,y =

ming ..y Eq [d (S, (U, Y, Z))].

Proposition 4.7. For the HT given in (4.26), (R, &, Ao, Amin) € Ry if and only if there
exist an auxiliary r.v. W, |W| < [U|+2, and a deterministic function ¢ : WxYx Z — S

such that

R> Ip(W;U|2), (4.49)
Kk < Ip(W;Y|Z), (4.50)

Syt

for some Psyyzw as defined in Proposition 4.6.

Proof. The proof of achievability follows from Theorem 4.5, similarly to the way Propo-
sition 4.6 is obtained from Theorem 4.4. Hence, only differences will be highlighted.
Similar to the inequality Ay, < Hg(S|U,Y, Z) in the proof of Proposition 4.6, we need

to prove the inequality A < Eq [d (S, (W, Y, Z))], where Qsuyzw = QsvuyzPwu
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for some conditional distribution Py iy This can be shown as follows.

min Eq [d (S, p(W,Y, Z))]

Syt

= Quvz(u,y,2) ZPW|U wlu) mln ZQSWYZ slu, y, 2) d(s, ¢(w,y, 2))

u,Y,z

> Z QUYZ(u)y) Z) ZPW|U(U)|U) QS|UYZ(S‘u7y72) d(S,¢*(U,y, Z)) (452)
u,y,z w,S

> Z QUYZ(uvy’ Z) ¢(I’II}ZD) ZPW|U(U)|U) QS|UYZ(5’u7yaZ) d(87¢(u7y72))
U,Y,z 5 w,s

= Z QUYZ(uvy’ ¢r1512nz) ZQS|UYZ |U Y,z ) ( ,@(U, Y, Z))
u’y7z S

= min EQ [d (S, qb(U, YV, Z))] = Amina

Syt

where, in (4.52), ¢*(u,y, z) is chosen such that

¢*(U,y, Z) (= argmin ZQS\UYZ( ’u Y,z )d( gb(w,y,z)).

d(w,y,z),weW

Converse: Let W = (Wp,T) denote the auxiliary r.v. defined in the converse of
Proposition 4.6. Inequalities (4.49) and (4.50) follow similarly as obtained in Proposi-
tion 4.6. We prove (4.51). Defining &(M, Y™ Z"0) = ¢;(M,Y"™, Z™), we have that,
minE [d (57, 5") |H = 0]

(n)

gr

—  min E [zn: d (s S(M, Y™, Z”,i)) (H - 0] (4.53)

{p(m,ym,2m0) ), =1
|3 (s d0m. 2 ZH,)\H:o]

E Zd(sm(wi,zi,m,m ]H=0]
=1

< min

{p(wi,zi,y3,8) }

=n min B [IE [d (Sr, ¢(Wr, Zp, Y, T)) |T] }H — 0}

e

=n min B [d(ST, (W, Zr, Y, T)) ‘H - o}

=n mn E [d (S, 6(W, Z,Y)) ‘H - o] .
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In (4.53), we used the fact that (C.1) holds for any arbitrary joint distribution on the
rv.’s (8™, U™, M,Y™, Z") in place of P(g)UnMYnZn' Hence, any A satisfying (4.5)

satisfies

Ag< min Ep[d(S,¢(W,Z,Y))].
05 min pPld(S, ¢ )]

This completes the proof of the converse. The proof of the cardinality bound on
W follows using standard arguments based on the Fenchel-Eggleston-Carathéodory’s

theorem and is given in Appendix C.5. This completes the proof of the theorem. [

A more general version of Proposition 4.6 and Proposition 4.7 is claimed in [71]
as Theorem 7 and Theorem 8, respectively, in which a privacy constraint under the
alternate hypothesis is also imposed. However, we have identified a mistake in the
converse proof; and hence, a single-letter characterization for this general problem

remains open.

Remark 4.8. When Qgyyz = Qg|yz, a tight single-letter characterization of R, and
R, exists even if the privacy constraint is active under the alternate hypothesis. This
is due to the fact that given Y™ and Z™, M is independent of S™ under the alternate
hypothesis. In this case, (R, K, Ao, A1) € R, if and only if there exists an auxiliary r.v.
W, such that (Z,Y,S) —U — W, and

k< Ip(W;Y|Z),
R > Ip(W;U|2),
AO S HP(S“/I/?Zv Y)a

A < Ho(512,Y),

for some Psyy zw as in Proposition 4.6. Similarly, we have that (R, k, Ao, A1) € Ry if
and only if there exist an auxiliary r.v. W and a deterministic function ¢ : WxYx Z

S such that (4.54), (4.55),

"y

Ay < min Eg[d (S, (Y, 2))], (4.59)

Syt
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are satisfied for some Psyyzw as in Proposition 4.6.

The computation of the trade-off given in Proposition 4.6 is challenging in spite of
the cardinality bound on the auxiliary r.v. W as closed form solutions do not exist in

general. Below, we provide an example where such a solution does exist.

Example 4.9. Let V=U =8 ={0,1}, V =Y, Z = constant, V — S — U, Py(0) =
Qu(0) = 0.5, Pgy(0]0) = Pgiy(1]1) = Qsr(0]0) = Qgur(11) = 1 — ¢, Py5(0[0) =
Pyi5(1]1) = 1 = p and Qy5(0]0) = Qys(1]1) = 0.5. Then, (R, &, Ao, 0) € R, if there
exists r € [0, 0.5] such that

R >1— hy(r), (4.60)
Kk <1—hy((r=*q)=*p), (4.61)
Ao < hp(p) + ho(g x1r) — hp(p* (g * 1)), (4.62)

where, for a,b € R, a*xb:=(1—a)-b+ (1 —0)-a, and hy : [0,1] — [0, 1] is the binary

entropy function given by

hp(t) = —(1 —t)log(1 —t) — tlog(t).

The above characterization® is exact for ¢ = 0, i.e., (R, x,Ag,0) € R only if there

exists 7 € [0,0.5] such that (4.60)-(4.62) are satisfied.

Proof. Achievability: Taking W = {0,1}, and Py (00) = Py y(1]1) = 1 —r, the

constraints defining the trade-off given in Proposition 4.6 simplifies to

I(U; W) =1~ hy(r),
I(V;W) =1—hy((r*q) *p)

H(S|V,W) = H(S|W) — I(S; V|W)

H(S|W) + H(V|S) — H(V|W)
hy

(7% q) + ho(p) — ho(p * (g * 7).

!"Numerical computation shows that the characterization given in (4.60)-(4.62) is exact even when
g€ (0,1).
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FIGURE 4.2: (R, k,Ao) trade-off at the boundary of R, in Example 4.9 (Axes units
are in bits)

Converse: On the other hand, if ¢ = 0, note that S = U. Hence, the same constraints

can be bounded as follows:

I(U; W) =1-HU|W),
I(V;W)=1-H(V|W) <1—hy (hy ' (HU|W)) % p) (4.63)
HU|V,W)=HUW)+ HV|U) - HV|W)

< hy(p) + HU|W) = hy, (hy {(H(UW)) % p) (4.64)

where, hy; ' 1 [0,1] = [0,0.5] is the inverse of the binary entropy function. Here, the
inequality in (4.63) and (4.64) follows by an application of Mrs. Gerber’s lemma [72],
since V = U @ N, under the null hypothesis and N, ~ Ber(p) is independent of U
and W. Also, Apin = 0 since S = U. Noting that H(U|W) € [0,1], and defining
7= h, {(H(U|W)) € [0,0.5], the result follows. O

Fig. 4.2 depicts the curve (1 — hp(r),1 — hp(p* (g *7)), hp(p) + hp(r % q) —
hy(p * (r = q))) for ¢ = 0 and p € {0.15,0.25,0.35}, as r is varied in the range [0, 0.5].
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(A) Rate-Error exponent trade-off. (B) Error exponent-Equivocation trade-off.

FIGURE 4.3: Projection of Fig. 4.2 in the R — k plane and k — Ay plane (Axes units
are in bits)

The projection of this curve on the R — x and k — Ag plane is shown in Fig. 4.3a and
Fig. 4.3b, respectively, for ¢ € {0,0.1} and the same values of p. As expected, the
error-exponent k increases with rate R while the equivocation Ay decreases with x at

the boundary of R..

Proposition 4.6 (resp. Proposition 4.7) provide a characterization of R. (resp. Rq)
under the condition of vanishing type I error probability constraint. Consequently,
the converse part of these results are weak converse results in the context of HT. In
the next subsection, we establish the optimal error exponent-privacy trade-off for the
special case of zero-rate compression. This trade-off is independent of the type I error

probability constraint € € (0, 1), and hence a strong converse result.

4.6.2 Zero-rate compression

Assume the following zero-rate constraint on the communication between the ob-

server and the detector,

log(|M])

lim ——=
n—00 n

= 0. (4.65)
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Note that (4.65) does not imply that |[M| = 0, i.e., nothing can be transmitted, but that
the message set cardinality can grow at most sub-exponentially in n. Such a scenario
is motivated practically by low power or low bandwidth constrained applications in
which communication is costly. Considering the HT given in (2.1), Proposition 4.10
and Proposition 4.11 stated below provide an optimal single-letter characterization
of Ra(€e) and Re(€) in this case. While the coding schemes in the achievability part
of these results are inspired from that in [9], the analysis of privacy achieved at the
detector is new. Lemma 4.4 serves as a crucial tool for this purpose. We next state

the results. Let

AT = gl(lr)l Ep [d(S,¢'(V))], (4.66a)

and AT = g/l(lI)lEQ [d(S,¢'(V))], (4.66D)

where ¢ : V — S denotes a deterministic function.

Proposition 4.10. For € € (0,1), (0,k, A, A1) € Ry(e) if and only if it satisfies,

Kk < min D( P , 4.67
= Pyo €T3 (Pu.Py) ( UvHQUV) ( )
Ay < A (4.68)
A < AT‘“, (4.69)

where
ﬂ(PU,Pv) = {Pf]f/ S T(U X V) : PU = Py, P\~/ = Pv}

Proof. First, we prove that (0, x, Ao, A1) satisfying (4.67)-(4.69) is achievable. While
the encoding and decoding scheme is the same as that in [9], we mention it for the

sake of completeness.

Encoding: The encoder sends the message M =1 if U™ € T[}L,U]é, 6>0,and M =0
otherwise.

Decoding: The detector declares H=0ifM=1and V" e T[?Dv]a’ 0 > 0. Otherwise,

H =1 is declared.
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We analyze the type I and type II error probabilities for the above scheme. Note
that for any 6 > 0, the weak law of large numbers implies that

n n n n n n (n)

Is

Hence, the type I error probability tends to zero, asymptotically. The type II error

can be written as follows.

ﬁ(f(n)ag(n)) =PU" € T[?DULS nvte T[TILDV](S”H =1)

=Y Quere () < (n 4 DRIVl 00 (MR 0w)
wETT
’UHE’T[PV](S

9

where

*

K = min D(Prv .
Py €Ti(Pu,Py) (UvHQUV)

Next, we lower bound the average distortion for S™ achieved by this scheme at the

detector. Defining

Iy(U",8) =1 (U" ¢ Tih,, ) (4.70)
p(()n)((S) = HPS”V" — PSnVnI[U(Un75):OH, (471)
and p{"” (8) == || Qsmyn — Qsnvo e s)=1ll; (4.72)

we can write

| i E (57,87 18 = 0] - nuin B [d(5,6/(V)] |

s o)) sa(sn) -]

< \ i E [d (sn, S”> \H = o} _P(M =1|H = 0)
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ol [a (57 8") 1M =10 =0] |

oo o gy ()0
U7 1i=1
=g, @ (s 5") 1 =] - it M (87 87) I =11 =0 |

+P (M =0|H = 0) [Wrgni{ln E [d (snsn) M =1,H = o}

+ i [d (S”, S") M =0,H = 0} ]

< iy, BLo(5787) 1 =0) = i, E[d(57.87) o9 =01 =0)

P (Iy (U™, 6) = 1|H = 0) [{¢;{?3ﬂ¢=1E [a(sm8") 1M =1, = 0]+

i E [d (S", S“) M =0,H = 0] ]

< anp(()n)(é) +2e ™D, (4.73)
LGNS (4.74)

where, (4.73) follows from Property 4.4.1(a), and (4.74) follows from (4.16). Similarly,
it can be shown using (4.15) that if Qu = Py, then
min  E [d (S”S”) \H = 1] — min E [d <S”S”> |H = 1] ‘

{¢i(mum)}p, {¢(v™) iy

0, (4.75)

On the other hand, if Qy # Py and ¢ is small enough, we have

P(M=0H=1)=P(Iy(U"8) = 1|H = 1) > 1 — ¢ "PFelQu)-06) ) 1 (4 76)

Hence, we can write for § small enough,

| o min, E[4(5787) 1 = 1] —nminBo [a (5.6/v)]|

Gy, (s 8") i =1] - i a(sm8") 1 =1

< ‘ {@(rg%};;l E [d (S", §”> |H = 1} —P(M =0|H = 0)
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i [d (S", S”) M =0,H = 1} ‘

FE(M=1H=1) min E [d (S”S") M =1,H = 1}
i\U) ri=1

=g, @ (s 5m) 1 =1] - b, a(sm8m) =01 =1]|

YP(M=1H=1) L(ﬁ/&l{l [d (snsn) M =1,H = 1} +

i [d (S”, S”) M =0,H = 1} ]

< iy, Bl (8) =1 = i, Bla(57,87) om0 =18 =1]]

+P(Iy(U™,8) = 0|H = 1) [{¢;{?3ﬂ¢=1 E [d (5", Sn) M =1,H = 1}

+ min E [d (5",3") M =0,H = 1}
(B (M),

< anpgn)((S) +2 e PElIQU)-0@)y p (4.77)

W, (4.78)

This completes the proof of the achievability.

We next prove the converse. Note that by the strong converse result in [10], the
R.H.S of (4.67) is an upper bound on the achievable error-exponent for all € € (0,1)

even without a privacy constraint (hence, also with a privacy constraint). Also,
i E[d(snsn)ﬂ_o} Epnyn [d(Si, (V" 4.79
i | (o oin Z Ponyn [ (S @i (V)] (479)

= {g}(nﬁ} Ep [d(S,¢' (V)] .

Here, (4.79) follows from the fact that the detector can always reconstruct S; as a

function of V". Similarly,

S??E [d (S”, S") \H = 1} < min B [d(S,¢/(V)].

Hence, any achievable Ag and A; has to satisfy (4.68) and (4.69), respectively. This

completes the proof. O
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The following Proposition is the analogous result to Proposition 4.10 when the pri-

vacy measure is equivocation.

Proposition 4.11. For € € (0,1), (0, x, Ag, A1) € Re(e) if and only if it satisfies (4.67)

and

Ao < Hp(S|V), (4.80)

A1 < Ho(S|V). (4.81)

Proof. For proving the achievablity part, the encoding and decoding scheme is the same
as in Proposition 4.10. Hence, the analysis of the error-exponent given in Proposition
4.10 holds. To lower bound the equivocation of S™ at the detector, defining Ir; (U™, ),
p(()n)(d) and pgn) (0) as in (4.70)-(4.72), we can write

InHp(S|V) — H(S"|M, V", H = 0)|
= |H(S"|V", H = 0) — H(S"|M, V", H = 0)|
|H(S™, V™| H = 0) — H(S",V"|M, H = 0)]

IN

< |H(S", V"|H =0) — P (M = 1|H = 0) H(S",V"|M =1, H = 0)|
+P (M = 0|H = 0) H(S",V"|M = 0, H = 0)
< |H(S™, V"|H = 0) — H(S",V"|M = 1, H = 0)|
+P(M =0/H =0)(H(S", V"M =1,H =0)+ H(S", V"M =0, H = 0))
< |H(S™, V" |H = 0) — H(S™, V"|Iy(U",8) = 0, H = 0)|

FP (I (U, 8) = 1|H = 0) (H(S™, V"|M = 1, H = 0) + H(S™, V"|M = 0, H = 0))
(n)
< —2p{(6) log (”0@> +2 e og (|S V|7 (4.82)

— 0, (4.83)

where, (4.82) follows due to Lemma 4.3, [20, Lemma 2.12] and the fact that entropy
of a r.v. is bounded by the logarithm of cardinality of its support; and, (4.83) follows

from (4.16) in Lemma 4.4 since 6 > 0. In a similar way, it can be shown using (4.15)
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that if Quy = Py, then

)

\H(S"|V", H = 1) — H(S"|M, V", H = 1)] " 0. (4.84)

On the other hand, if Qy # Py and J is small enough, we can write,

InHq(S|V) — H(S"|M, V" H = 1)|
= |H(S"|V" H =1) — H(S"|M,V", H = 1)|

< |H(S™,V"|H =1) — H(§",V"|M,H = 1)|

<|H(S",V"|H =1)— H(S",V"|M =0,H = 1)|

P (Iy(U",6) = 0|H = 1) (H(S",V*|M = 0,H = 1) + H(S®,V"|M = 1,H = 1))

(n)
< 25" (6) log (W) T2 ¢ PPEIIRN-00) 1og (IS V]") (4.85)

where (4.85) follows from Lemma 4.3 and (4.76). It follows from (4.14) in Lemma 4.4
that for § > 0 sufficiently small, p(n)((S) < e~ for some & > 0, thus implying that the
R.H.S. of (4.85) tends to zero. This completes the proof of achievability.

The converse trivially follows from the results in [9] and [10] that the R.H.S of (4.67)
is the optimal error-exponent achievable for all values of € € (0,1) even when there is

no privacy constraint, and the following inequality
H(S"|M, V" H = j) < H(S"|V",H = j), j =0,1. (4.86)
This concludes the proof of the Proposition. O

In Section 4.4.2, we mentioned that it is possible to achieve a positive error-exponent
with perfect privacy in our model. Here, we provide an example of TAI with an
equivocation privacy constraint under both hypothesis, and show that perfect privacy
is possible. Recall that TAI is a special case of TACI, in which, Z = constant, and

hence, the null and alternate hypothesis are given by

oY) HPUy,
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n
and Hy : (U",Y") ~ [[PuPy.
=1

Example 4.12. Let S =U = {0,1,2,3}, Y = {0, 1},

1100 10
1100 01
Py = 0.125 - , Pyjy = :
0011 10
0011 0 1

Psyy = PsyPyy and Qsyy := PsyPy, where Py = > o, Py(u)Pyy(ylu). Then,
we have Hg(S|Y) = Hp(S) = Hp(U) = 2 bits. Also, noting that under the null
hypothesis, Y = U mod 2, Hp(S|Y') = 2 bits. It follows from the inner bound given by
equations (4.31)-(4.34), and, (4.37) and (4.38) that (R, k,Ag, A1) € Re(e), € € (0,1) if

R>Ip(W;U),
k <Ip(W;Y),
AO < HP(S’W7Y)7

Ay < Ho(SIW,Y) = Ho(S|IW),

where Psyyw := Psuy Py and Qsuyw = Qsvuy Py for some conditional distri-
bution Py r. If we set W := U mod 2, then we have Ip(U; W) = 1 bit, Ip(Y; W) =
Hp(Y) = 1 bit, Hp(S|W,Y) = Hp(S|Y) = 2 bits, and Ho(S|W) = Hp(S|Y) = 2
bits. Thus, by revealing only W to the detector, it is possible to achieve a positive
error-exponent while ensuring maximum privacy under both the null and alternate

hypothesis, i.e., the tuple (1,1,2,2) € R.(e), V € € (0,1).

4.7 A Counterexample to the Strong Converse

Ahlswede and Csiszar obtained a strong converse result for the distributed HT prob-
lem without a privacy constraint in [4], where they showed that for any positive rate
R, the optimal achievable error-exponent is independent of the type I error probability

constraint €. Here, we explore whether a similar result holds in our model, in which,
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an additional privacy constraint is imposed. We will show through a counterexample
that this is not the case in general. The basic idea used in the counterexample is a
“time-sharing” argument which is used to construct from a given coding scheme that
achieves the optimal rate-error-exponent-equivocation trade-off under a vanishing type
I error probability constraint, a new coding scheme that satisfies the given type I error
probability constraint €* and the same error-exponent as before, yet achieves a higher
equivocation for S™ at the detector. This concept has been used previously in other
contexts, e.g., in the characterization of the first-order maximal channel coding rate of
additive white gaussian noise (AWGN) channel in the finite block-length regime [73],
and subsequently in the characterization of the second order maximal coding rate in
the same setting [74]. However, we will provide a self-contained proof of the counterex-

ample by utilizing Lemma 4.4 for this purpose.

Assume that the joint distribution Pgyry is such that Hp(S|U, V) < Hp(S|V). Prov-
ing the strong converse amounts to showing that any (R, s, Ay, A1) € Re(e) for some
e € (0,1) also belongs to R.. Consider TAI problem with an equivocation privacy
constraint, in which, R > Hp(U) and Ay < Apin. Then, from the optimal single-
letter characterization of R. given in Proposition 4.6, it follows by taking W = U
that (Hp(U),Ip(V;U), Hp(S|V,U), Apin) € Re. Note that Ip(V;U) is the maximum
error-exponent achievable for any type I error probability constraint € € (0, 1), even
when U™ is observed directly at the detector. Thus, for vanishing type I error proba-
bility constraint € — 0 and k = Ip(V;U), the term Hp(S|V,U) denotes the maximum
achievable equivocation for S™ under the null hypothesis. From the proof of Proposi-
tion 4.6, it follows that the coding scheme for achieving this tuple is as follows.

1. Quantize U" to codewords in Cy = {u"(j), j € [2"HPU)+)] yn(5) e T[’}DU](S},
ie,ifU"=u" € 1}%{}16, send M = j, where j is the index of u™ in Cy, else, send

M =0.

2. At the detector, if M = 0, declare H = 1. Else, if M #£ 0, declare H = 0 if
(U™(M), V") € T}

, 8 > and H = 1, otherwise.
[Puv]s

The type I error probability of the above scheme tends to zero asymptotically with n.

Now, for a fixed €* > 0, consider a modification of this coding scheme as follows.
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1. fU™ =u" e Tﬁ,U]é, send M = j with probability 1 — €*, where j is the index
of u™ in Cy, and with probability €*, send M = 0. If U™ = u" ¢ T[?DU}&, send
M =0.

2. At the detector, if M = 0, declare H = 1. Else, if M # 0, declare H=0if
(U (M), V™) €T

Pyy]ss

, 8 > & and H = 1, otherwise.

It is easy to see that for this modified coding scheme, the type I error probability
is asymptotically equal to €*, while the error-exponent remains the same as I(V;U)
since the probability of declaring H = 0 is decreased. Recalling that Iy(u™,0) =
1 (u” ¢ Tﬁ’u}s)’ we also have

%H(S”|M, Ve H = 0)
— (1= y)(1 — e*)%H (S U™, V™, Ty (U™, 5) = 0, H = 0)
(=) € %H(S”|M — 0, V", Iy(U™,5) = 0, H = 0)
T %H(S"\M — 0,V Iy (U™, 8) = 1, H = 0)
>(1—y)(1—¢€) (Hp(S|U,V) =)
(=) € %H(S"|M —0,V" Iy(U™,5) = 0, H = 0)
i CH(SM|M = 0,V Ip(U™,6) = 1, H = 0) (4.87)
> (L= )1 =€) (H (S10V) =) + (1) ¢ (Hp(sioy) - 2)

1
o SH(S"|M =0,V", H = 0,Iy(U",8) = 1) (4.88)

=1-m)A—€) (Hp(S|U,V)=7p) + (L =) € <Hp (S|U,V) — rZil)

=1 —)Hp (S|U,V) — 7, (4.90)

where, {7/'},,cz+ denotes some sequence of positive numbers such that ! ), 0,

n n —n (n)
Yo =P <U ¢ TP[U]5> < e 1, g (4.91)

205
! *
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p:L = HPS"V"\IU(U”,&:O,M:O - PS”V"H = ”PS”V"|]U(U",5)=O — PS”V”H’

- %”H(S"]M —0,V",, H =0, Iy(U",8) =1) "o, (4.92)

n

/
and 7, := (1= 7)(1 =€)y + (1= ) €2 =51,

Equation (4.87) follows similarly to the proof of Theorem 1 in [75]. Equation (4.88) is

obtained as follows.

1
~H (S"|M =0,V", H =0Iy(U",6 =0)
1o anjpm Tn
> —H(S"|V"H=0) -2 (4.93)
n n
,7/
> Hp(S|U,V) — L. (4.94)

Here, (4.93) is obtained by an application of Lemma 4.3; and (4.94) is due to the
assumption that Hp(S|U, V) < Hp(S|V).

It follows from Lemma 4.4 that p}, ﬂ 0, which in turn implies that

T LYY (4.95)

From (4.91), (4.92) and (4.95), we have that 7, LONYY Hence, equation (4.90) im-
plies that (Hp(U),Ip(V;U),A§, Amin) € Re(€) for some A > Hp(S|U,V). Since
(Hp(U),Ip(V;U),AS, Amin) ¢ Re, this implies that in general, the strong converse
does not hold for HT with an equivocation privacy constraint. The same counterex-
ample can be used in a similar manner to show that the strong converse does not hold

for HT with an average distortion privacy constraint either.

4.8 Conclusions

In this chapter, we studied a distributed HT problem under a privacy constraint, with
equivocation and average distortion as the measures of privacy. We established a single-
letter inner bound on the rate-error exponent-equivocation and rate-error exponent-

distortion trade-offs. We also obtained an exact single-letter characterization of the
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optimal rate-error exponent-equivocation and rate-error exponent-distortion trade-offs
for two special cases, when the communication rate over the channel is zero, and for
TACI under a privacy constraint. It is interesting to note that the strong converse
for distributed HT does not hold when there is an additional privacy constraint in the
system. Extending these results to the case where the communication channel between

the observer and detector is noisy is an interesting avenue for future research.



Chapter 5

Distributed HT under a Security

Constraint

5.1 Overview

In this chapter, we consider a distributed HT problem under security constraints
involving three parties, an observer, a detector and an eavesdropper. The observer
communicates its observations to the detector which performs TACI of its observa-
tions from that of the observer, given some additional correlated side information.
Two different scenarios are explored depending on the communication channel between
the three parties; (i) noiseless channel setting, in which the communication channel
between the observer and the detector is a rate-limited noiseless channel, which the
eavesdropper also has perfect access to, (ii) noisy channel setting, in which the com-
munication channel from the observer to the detector and eavesdropper is a discrete
memoryless noisy broadcast channel. Additionally, the eavesdropper has access to
side-information different from the detector in general. The objective is to maximize
the type II error-exponent (or error-exponent) in the Stein’s regime, while keeping
the observer’s observations as secure from the eavesdropper as possible. With average
distortion between the observer’s observation and eavesdropper’s reconstruction as a
measure of secrecy, the trade-off between error-exponent and distortion at the eaves-
dropper is explored. In the noiseless channel setting, a single-letter inner bound on the
rate-error exponent-distortion trade-off is obtained, that is tight when the less noisy
condition on side-information at the detector holds. In the noisy channel setting, a
single-letter inner bound on the above trade-off is established using a hybrid coding

scheme.

107
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5.2 Introduction

Data inference and security (or secrecy) are often contradicting objectives in todays
interconnected world, neither of which can be compromised. In a distributed setting
such as that considered in Chapter 2, it is obvious that the utility gained depends on
the communication between the observer and the detector. In practice, communication
usually happens over a public channel such as a wireless network. This makes the
data vulnerable to external third party attacks such as eavesdropping and adversarial
jamming. Clearly, there is a trade-off between the two conflicting requirements of
utility and secrecy. In this chapter, we study the trade-off between HT performance and
security in the distributed setting studied in Chapter 2 with an additional eavesdropper,

which we refer to as the distributed HT under a security constraint problem.

5.3 Previous Work and Our Contributions

The information theoretic study of secrecy aspects in communication systems dates
back to the works of Shannon, where he introduced the Shannon Cipher System (SCS)
[76]. It comprises of a data source which is to be communicated reliably (at an arbitrary
small probability of error) by the transmitter to a legitimate receiver, such that the
data is also kept secure against an eavesdropper. The legitimate parties involved in
the communication, i.e., the transmitter and the receiver, share a private resource
called a key that is used for encryption at the transmitter and decryption at the
receiver. Shannon showed that for the SCS, the minimum amount of secret key rate
Rk necessary for reliable communication while ensuring perfect secrecy, i.e., keeping
the source samples completely oblivious to the eavesdropper, is equal to the entropy of
the source. An important point to note here is that the eavesdropper is assumed to be
all powerful, i.e., it is unlimited in resources like time, space and computational power,
and that it knows the statistical properties of the system and also the codes used for the
communication, except for the realization of the key and the source samples. Thus, the
eavesdropper is free to choose its strategy based on its knowledge of the system and its

own observations, and the system should ensure security under the worst case situation
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when the eavesdropper always chooses the optimal strategy given the information it

has.

Several measures have been used to quantify data security. The usage of equivocation
of the message as a measure of secrecy in a communication setting first appears in
Wyner’s landmark chapter on wiretap channels [77]. Equivocation is also used as a
secrecy measure in subsequent works, e.g., for the secure transmission of messages over
a broadcast channel [78], secure lossy compression of a source with a private and public
part [79], secure lossless and lossy compression with side-information [47] [80] [81],
and secure transmission of a source over a noisy channel with side information at
the receiver [82]. A rate-distortion approach to secrecy is first explored in the work
of Yamamoto for the case of a noiseless channel with rate constraint R, where in
addition to a distortion constraint D at the legitimate receiver, it is also desired to
enforce a certain amount of distortion A at the eavesdropper [59]. Yamamoto provided
a complete characterization of the set of all admissible (R, D,A) tuples when the
distortion at the legitimate receiver and eavesdropper are measured using arbitrary
additive distortion measures. This approach is extended to the SCS with rate-limited
channels in [83], where inner and outer bounds are established for the set of achievable
(R, Rk, D, A) tuples, in addition to a complete characterization of the (R, Rx, D, A)
region for general noisy channels, where A denotes the equivocation of the source
at the eavesdropper and Ry denotes the secret key rate. Recently, the complete
characterization of the (R, Rx, D, A) trade-off is established for the SCS with rate-
limited noiseless channel in [61]. Moreover, it is also shown that equivocation is a
special case of the distortion based approach to secrecy with log-loss distortion measure
and causal disclosure of the source to the eavesdropper (see [61] and [84] for more
details). As mentioned in Chapter 4, other models apart from the SCS have also been
considered in the information-theoretic security literature such as the availability of
different side-information at the legitimate receiver and the eavesdropper. A single-
letter characterization of the (R, D, A) (rate-distortion-equivocation) trade-off in such a
setting where communication between the source and the legitimate receiver happens
over a rate-limited noiseless channel is obtained in [81]. On the other hand, when

the communication channel from the transmitter to the receiver and eavesdropper
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is a noisy broadcast channel, inner bounds on this trade-off are established in [82].
Analogous results with average distortion as the secrecy measure are obtained in [67]
and [85], respectively. As already mentioned in Chapter 4, distributed HT under an
equivocation secrecy constraint has also been considered previously in the noiseless
channel setting [49], where an inner bound on the rate-error exponent-equivocation

trade-off is established.

In this chapter, we study distributed HT under security constraints in the setting
shown in Fig. 5.1. We focus on TACI with the type II error-exponent (or error-
exponent henceforth) in Stein’s regime as the performance measure of the HT, and
average distortion at the eavesdropper as the secrecy measure. The contributions in

this chapter are as follows:

1. We obtain a single-letter inner bound on the rate-error exponent-distortion trade-
off in the noiseless channel setting. This inner bound is shown to match with a
trivial outer bound under the so-called less noisy condition on the side-information

at the detector, thus establishing its tightness in that case.

2. In the noisy channel setting, we obtain a single-letter inner bound on the rate-
error exponent-distortion trade-off using a hybrid coding scheme for the commu-

nication between the observer and the detector.

The organization of the chapter is as follows. In section 5.4, we introduce the detailed
system model and definitions along with the supporting lemmas. The main results are
stated in Section 5.5. The detailed proofs are deferred to Appendix D. Finally, Section

5.6 concludes the chapter.

5.4 Problem formulation

Consider the setup shown in Fig.5.1, which consists of a single observer connected
to the detector via a public channel and an eavesdropper that eavesdrops onto the
channel. The i.i.d. observations U™ at the observer are encoded and transmitted to

the detector over a public channel, that is also observed by the eavesdropper. Given
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Vn Zﬂ
ur Ob;«(enr)ver De;(er(l:)tor HolH,
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(n) —> U
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E" BFI

Ficure 5.1: Distributed HT under security constraints.

its own i.i.d. observations V" and side-information Z", the detector performs TACI

with the null and alternate hypothesis given by
n
Hy: (U™, V", 2") ~ [ Povz
i=1

n
and Hy : (U™, V", Z") ~ [[ PzPv172Pvi2:
i=1
respectively. The eavesdropper is interested in the reconstruction U ™. such that the
average distortion between U” and U is minimized for a given distortion measure

dg : U x U — [0, D,] with multi-letter distortion given by
da(u”, ") = da(ui, ;). (5.1)

It is assumed that the eavesdropper also observes an i.i.d. side information E™ (corre-
lated with U™) and has causal access' to samples B~! for estimating Ui, where B" is
the output of a discrete memoryless channel Pp;; with input U™. We consider two dis-
tinct scenarios: (i) the public channel is a noiseless channel with communication rate
constraint R which the eavesdropper has perfect access to, and (ii) the channel from
the observer to the detector and eavesdropper is a noisy discrete memoryless broadcast

channel Py ; x with outputs Y™ and J" given input X", where Y™ is observed by the

1 . . . . . .
This assumption known as causal disclosure makes the notion of distortion as a measure of secrecy
more robust [61].
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detector and Z™ by the eavesdropper. As mentioned above, the scenarios (i) and (i7)

will be referred to as the noiseless channel and noisy channel setting, respectively.

To summarize the problem formulation, our system model in the noiseless channel

setting comprises of:

A given discrete joint probability distribution of the sources, side-informations
and causal disclosure Pyy zgp and samples (U™, V", Z™ E™ B™) generated i.i.d.

according to [[;", PuvzEes-

Encoder f™ : Y™ — M with output M = f(®)(U™) (possibly stochastic), where
M is a set of indices.

Decoder g(”) : M x Z" x V" s {0,1}, where 0 and 1 indicate Hy and Hj,
respectively.

FEavesdropper decoder gC(Ln), where gt(l") is chosen from the set of conditional dis-

tributions of the form {PUi|M’En7Bi—1}?:]_'

Bounded additive distortion measure at the eavesdropper dg(-, -).

On the other hand, the system model in the noisy channel setting is similar to above,

but with the following differences:

Encoder? f(™ : Y™ — X" with output X™ = f(U") (possibly stochastic).

A discrete memoryless broadcast channel Py jx with input X" and outputs

(Y™, Z") generated according to [[;_; Py jx-

Decoder g™ : Y™ x 2" x V" — {0,1}, where 0 and 1 indicate Hy and Hj,

respectively.

FEavesdropper decoder g((ln), where g((zn) is chosen from the set of conditional dis-

tributions of the form {PU”JH’En’Bi—l}?:l'

Some more definitions are in order. This is provided below for the noiseless channel

setting. The corresponding definitions for the noisy channel setting can be obtained

2 For simplicity, we take the bandwidth ratio to be unity in the noisy channel setting.
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in a straightforward manner by replacing M by Y" or J" as appropriate. Let A,, C
M x 2" x V" and AS := M x 2" x V" \ A, denote the acceptance region for Hy and
H, respectively. The detector is then given by g(™ (m, 2", v") = 1 ((m, 2™, v") € A%).
Let & (f(”),g(”)) = Pyynyn(AS) and (f("),g(”)) := Pyrzn X Pynizn(Ap) denote
the type I and type II error probabilities for the encoder f(™ and decision rule ¢(",
respectively. Let ( f (n) e) denote the minimum type II error probability achievable

for a given type I error probability constraint e as defined in (4.1).

Definition 5.1. For a given type I error probability constraint €, a rate-error exponent-
distortion® tuple (R, x, A) is achievable in the noiseless setting if there exists a sequence

of encoding and decoding functions (f, ¢™) such that

| _
lim sup 28MD - g (5.2)
n—00 n
-1 (n)
it 108 BU9) K, (5.3)
n—o0 n
and for any v > 0, there exists an ng € Z™ such that
inf E [da (U", U”)} > nA —~, ¥ n>ng (5.4)

g
The rate-error exponent-distortion region 7@2(6) for a given type I error probability

constraint € is the closure of the region of all such achievable (R, k, A) tuples.

As already mentioned in Chapter 4, the average distortion constraint given in (5.4)

is stronger than a constraint of the form

1 N
lim inf inf E [da (U", U”) \H = z] > A. (5.5)

n—oo gz(zn) n

The corresponding definition in the noisy channel setting is as follows.

Definition 5.2. An error exponent-distortion pair (k,A) is achievable in the noisy

setting if there exists a sequence of encoding and decoding functions (f ("),g(”)) such

3Tt is well known that the equivocation measure of secrecy given by %H (U™| M, E™) in the noiseless
setting and by %H(U"\J", E™) in the noisy setting are special cases of the average distortion measure
given in (5.5) in the noiseless and noisy setting, respectively, when the distortion measure is log-loss
and the source is causally disclosed to the eavesdropper [61]. Accordingly, setting B = U and taking
dao(u, @) = —log(@(u)) in the above problem formulation results in equivocation secrecy measure.
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FIGURE 5.2: Equivalent rate-distortion problem in the presence of a helper and
eavesdropper.

that (5.3) and (5.4) are satisfied. The error exponent-distortion region R4(¢) for a
given type I error probability constraint e is the closure of the region of all achievable

(k, A) tuples.

Our objective is to provide a computable characterization of R(e) and Ry(e) as
e — 0, which we denote by R} and Ry, respectively. Using similar methods as in [4],
the problem of characterizing 7_22 or R4 can be recast as a lossless source coding problem
in the presence of a helper and an eavesdropper, depicted in Fig. 5.2. In here, the
helper communicates its observations U" to the legitimate receiver through a noiseless
channel with rate constraint R such that it assists in reducing the compression rate
R of source V" to be reconstructed losslessly, while simultaneously also ensuring that
the average distortion constraint at the eavesdropper is satisfied. Let R: denote the
closure of the set of all achievable (R, Rs, A) tuples. Then, the following equivalence
holds:
(R,k,A) € R < (R,H(V|Z) — k,A) € RE (5.6)

Let Rs denote the closure of the set of all achievable (Rs, A) pairs for the equivalent
lossless source coding problem depicted in Fig. 5.2 with the noiseless channel replaced

by the broadcast channel Py jx. Then, similar to (5.6), we have the equivalence

(k, A) € Ry (H(V|Z) -k, A) € Rs. (5.7)
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For proving our results, we will in fact consider a more general rate distortion problem
in the presence of a helper and an eavesdropper. The problem is to characterize the
minimum achievable compression rate Rg in Fig. 5.2 such that the average distortion
at the legitimate receiver is below a specified value D while simultaneously ensuring
that the average distortion of U at the eavesdropper is above a specified value A.
More specifically, the system should ensure that (5.2) and (5.4) are satisfied and for

sufficiently large n,
E(d;(V", V™)) < D, (5.8)

where d; : VxV [0, Dy] is some additive distortion measure at the legitimate receiver

with multi-letter distortion given by
1 n
di(v", ") = ~ > dy(vi, 7). (5.9)
i=1

Denote the set of all such achievable (R, Rs, D, A) and (Rs, D, A) tuples in the noiseless
and noisy channel setting by Ry and Ry, respectively. The lossless source coding
problem mentioned above is a special case of this problem with hamming distortion

measure d;(v,0) = 1(v = ) and average distortion constraint D = 0.

In section 5.5, we establish single-letter inner bounds to 7@2 and Ry via that of R*
and R using the equivalences in eqns. (5.6) and (5.7). The following lemmas will be

useful for our analysis.

Lemma 5.1. [67, Lemma.2] For a probability distribution Py zx with r.v.’s Y and Z
defined on the same alphabet and 0 < 6 < 1, if P(Y # Z) < §, we have

|Pyx — Pzx]|| <. (5.10)

Lemma 5.2. [70, Corollary VIL.8] Given a joint distribution Py zxy , let Cjj, be a ran-
dom codebook of sequences W™(my), my € [1: 2] each drawn independently accord-
ing to [ [, Pw, and C% denote the codebook composed of sequences Z™(my,ma), my €

[1: 27 my € [1 : 2"72] each drawn independently according to the distribution
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[Ti2 Pzjw (.[Wi(m1)). Let

1
Pypanxnyr (ma,me, ™, y%) = TR L Pxiwz (@i Wi(ma), Zi(ma, my))
i=1

HPY|XWZ(yj|xJ7 j(ma), Zj(ma, m2)),
7j=1

Py xnyr(ma, 2",y ") = 2an HPX|W (z:|Wi(m1)) HPY|XW(?JJ\%7 j(m1)),
= j=1

and Pyoyr (27, y*) HPX T HPY|X yjlz;s)-

If
Ry > I(W; X), (5.11)
Ry > I(W,Z; X)— H(W), (5.12)
and Ry + Ry > I(W, Z; X), (5.13)

then there exists o > 0 such that

(n)
E [||[Pxnyt — Puyrll] < exp(—v2n) — 0, (5.14)

for any ¢’ < min (RIQ&I(ZZD’??%), P}l(;,{‘(,;(‘%)) and k < ('n.

In particular, if Ry > I[(X; Z|W) (and Ry > 0), then there exists y1 > 0 such that,

(n)

Ecy | Pasxnyt = Phyy xoysll] < exp(=y1n) 25 0, (5.15)
1(Z;X|W)

for any ¢ < m and k < (n.

Next, we present the results.
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5.5 Main Results

Theorem 5.3. (R, k,A) € R} if there exists auziliary r.v.’s Wi and Wa such that

R > I(Wa;U|Z), (5.16)
k< I(Wo; V| 2Z), (5.17)
A < min{(s, Gp} (r;,l,i(gE (do (U, 9(E))) + (¢ — min{(s, Gp}) d{gif})E (do (U, 0(E, W1))),
+ (1 - Cs)g(légE(da (U, ¢(E,W2))), (5.18)
where
(I 2) — 1 B
G =min (T ) (549
. (H(Wa; Z|Wy) — I(Wa; E|W7)] T
and (s = min < 1(B; WalWh, E) ,1>, (5.20)

for some joint distribution Py Py, uPw,\w,Pzevpu- Here, ¢+ & X Wy U, ¢

EXW — U and ¢ E U denotes arbitrary deterministic functions.
Proof. The proof is given in Appendix D.1. O

We also have the following trivial outer-bound for 7_22 when B = constant.

Proposition 5.4. (R,x,A) € 7_22 only if there exists an auxiliary r.v. Ws such that
(5.16) and (5.17) are satisfied, and

A < minE (d, (U.0(E)) (5.21)

for some joint distribution Py Py, v Pzevv-

Proof. Equations (5.16) and (5.17) follows from the converse of Proposition 2.8, when
the noisy communication channel between the observer and the detector is replaced
by a noiseless channel of rate constraint R. Eqn. (5.21) follows by noting that the
distortion at the eavesdropper cannot be higher than that obtained by a symbol by
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symbol reconstruction U; = ¢”(F;) using only E" and ignoring the message M from

the helper. O

Definition 5.5. Side-information Z is said to be strictly less noisy than FE if for all
r.v.’s W satisfying the Markov chain W — U — (Z, E), I(Z; W) > I(E;W).

Corollary 5.6. For strictly less noisy side-information Z compared to E at the le-
gitimate receiver and B = constant, (R, x,A) € RY if and only if there exists an

auxiliary r.v. W such that (5.16), (5.17) and (5.21) are satisfied for some distribution

Py Py, \uPzeviv-

Proof. For achievability, consider Theorem 5.3 and note that for strictly less noisy case
with B =constant, I(Z; Wy) > I(E;Wh), I(Z; Wa|Wh) > I(E; Wa|Wh), I(Wy; B|E) =
0 and I(Wy; B|Wy, E) = 0. This implies that {, = 1, (; = 1, thus proving the

achievability. The converse follows trivially from Proposition 5.4. O

The counterpart of the above results in the noisy channel setting is given below.

Theorem 5.7. (r,A) € Ry(e), € € (0,1] if there exists auiliary r.v.’s Wi and Wy

such that
I(Wo, U) < I(W1, Wy Y, Z), (5.22)
k< I(V;Wa,Y|Z), (5.23)

A < min{(, G} min E (da (U, 6, B))) + (¢ —min{(, G })

min E (d, (U, ¢(J, E,W1))) + (1 = ¢) rzain)IE (do (U, ¢(J, E,W5))), (5.24)
where
WlaYZ (W17J7E)]+

— 1 2

mln( T(Wy: BlJ. E) 1, (5.25)
rl — I(Way; J, E|W1)] T

= 1 2
mm( (B, Wo|Wh, J,E) ) (5.26)
and ry = min (I(Wa; Y, Z|Wh), I(W1, W, Y, Z) — I(W1;U)), (5.27)

fOT some distribution PUPW2|UPW1|W2PX\W1W2UPYJ|XPZEVB|UJ and qb : jxé’ X W2 —

U, ¢ TxEXWI = U and ¢+ T x & — U are arbitrary deterministic functions.
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The proof of Theorem 5.7 is provided in Appendix D.2.

5.6 Conclusions

In this chapter, we studied TACI under security constraints. In the noiseless channel
setting with average distortion as the measure of secrecy at the eavesdropper, we
obtained an inner bound on the rate-error exponent-distortion trade-off using a coding
scheme that is a combination of superposition coding and binning. This bound is tight
when the side information at the legitimate receiver is less noisy compared to that of
the eavesdropper. In the noisy channel setting, we established inner bounds on the

error exponent-distortion trade-off by using superposition hybrid coding.



Chapter 6

Conclusions

Distributed HT is a central topic of study at the intersection of information theory
and statistics. Understanding the fundamental limits of performance of distributed
HT under communication constraints is not merely of theoretical interest, but has far
reaching practical implications in several areas such as remote sensing, radar communi-
cations, military communications, etc. On the other hand, it is important to take into
account the aspects of data security and privacy in distributed settings as computa-
tional power is becoming increasingly common and affordable to a potential adversary.
Understanding the trade-off between the performance in distributed HT, data privacy

and security is the ultimate goal of this dissertation.

In this dissertation, we have focused on the simplest case of binary HT to explore
the above mentioned trade-offs. Our basic system model is an extension of the one
studied in [4] and [9], in which the rate-limited noiseless channel between the observer
and the detector is replaced by a noisy DMC. In Chapter 2, we studied the asymmetric
scenario of maximizing the type II error-exponent in the Stein’s regime, while in Chap-
ter 3, we studied the trade-off between the type I and type II error-exponents in the
Chernoft’s regime. Optimal single-letter characterization of the type II error-exponent
were obtained in the Stein’s regime for the special case of TACI, which revealed the
interesting fact that the optimal type II error-exponent depends on the DMC only via
its capacity. This is surprising as one would expect that the noisy channel degrades the
performance of the HT compared to that of a noiseless channel of the same capacity,
and that the reliability function of the channel would play a role in the characteriza-
tion of the error-exponents in HT. We also obtained single-letter inner bounds on the
optimal type II error-exponent for the case of general HT, one using the SHTCC that
performs independent HT and channel coding, and the other using the JHTCC scheme

that uses hybrid coding for the communication between the observer and the detector.

120
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In Chapter 3, we extended the SHTCC and JHTCC schemes to obtain inner bounds
on the trade-off between both the type I and type II error-exponents. An interesting
question for future research would be to investigate if computable characterizations can
be obtained for some special cases of HT other than those considered in this thesis.
Towards this goal, it would be worthwhile to explore if tighter converse bounds can be

obtained using novel tools.

In Chapter 4, we introduced the aspect of privacy in the distributed HT problem
studied in Chapters 2 and 3, when the channel is rate-limited and noiseless. With
equivocation and average distortion as privacy measures, we established a single-letter
characterization of the optimal trade-off between communication rate, type II error-
exponent and privacy for TACI and zero-rate communication scenarios, and established
a single-letter inner bound on this trade-off in the general case. The above mentioned
instances of HT where single-letter characterization is obtained are inspired from the
analogous results for distributed HT over rate-limited channels without a privacy con-
straint. The privacy constraints we imposed are slightly stronger than that usually
encountered in the literature based on normalized equivocation or normalized average
distortion. Although our general problem formulation considered privacy constraints
under both the null and alternate hypotheses, the optimal single-letter characteriza-
tion of the rate-error exponent-privacy trade-off for TACI is obtained when the privacy
constraint under the alternate hypothesis is inactive. This is due to the fact that in
the converse part of the proof of this result, the auxiliary r.v. identification in the
single-letterization step for upper bounding the equivocation (or average distortion)
do not match under both hypotheses. We also showed via a counterexample that the
strong converse which holds for distributed HT without a privacy constraint, does not
hold when a privacy constraint is imposed. This is an interesting observation as we
are not aware of any other instance in the distributed HT literature where a strong

converse does not hold.

In Chapter 5, we studied distributed HT over a rate-limited noiseless channel un-
der security constraints with average distortion as the security measure. The goal
therein is to maximize the type II error-exponent in the Stein’s regime such that the

observer’s observations are protected against an eavesdropper that has either perfect
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or noisy access to the message received by the detector, in addition to correlated side-
information. We also made the assumption of noisy causal disclosure of the observer’s
observations to the eavesdropper, which is known to make the average distortion as
a measure of security more robust. The results in this chapter generalize analogous
results with equivocation as a security measure, as it is well-known that normalized
equivocation is a special case of average distortion with the log-loss distortion measure
under the assumption of perfect causal disclosure of the observer’s data samples to the

eavesdropper.

Research Challenges

In this thesis, we studied a distributed HT problem under certain constraints like
privacy and security. For these problems, we were able to answer some interesting
questions. However, there are still a large number of open questions worth investigating
both from a theoretical or practical implementation point of view among the topics

studied in this dissertation.

One important question that is of theoretical interest is to investigate whether the
strong converse holds for the distributed HT over a noisy channel problem considered
in Chapter 2. In [23], we were able to show that the strong converse does indeed hold
for a special case, when there is no side-information at the detector, and the hypothesis
test is on the marginal distribution of the observer’s observations. The key tool used
for proving this result is the blowing-up lemma of Ahlswede, Gacs and Korner [86],
which is also a key component in the proof of the strong converse for distributed HT
over a rate-limited noiseless channel given in [4]. However, the blowing-up lemma does
not appear to be sufficient for proving the strong converse when the channel is noisy.
The change of measure technique proposed in [87] and the hypercontractivity based
method proposed in [88] are some promising techniques that could shed further light

in this direction.

Another interesting direction of research is to investigate better achievable schemes

and novel tools that could result in tighter converse bounds in distributed HT problems.
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Any breakthrough or improvement in this direction is hugely significant as it can lead

to a better understanding of the trade-off’s in the distributed settings studied so far.

It is well known that joint source-channel coding strictly outperforms separation
based schemes in multi-terminal communication problems, such as the transmission of
correlated sources over a multiple access channel [25]. Also, it is well known that for
the transmission of an i.i.d. data source over a DMC, the error exponent achieved by
a joint source channel coding scheme is strictly better in general than that achieved
by a scheme which performs separate source compression and channel coding [24]. It
is an open question whether joint schemes can strictly outperform separation based
schemes with regard to the error-exponents trade-off. For TACI, it follows from the
achievability scheme in Proposition 2.8 that a separation based scheme achieves the
optimal type II error-exponent (Stein’s regime). Hence, joint schemes do not offer any
advantage compared to separation based schemes in this case. However, in general,
we conjecture that joint schemes can achieve a strictly better error-exponent than
separation based schemes, and it would be worth investigating specific toy examples

for which this claim can be shown to hold.

For the various settings considered in this thesis, the alphabets of the r.v.’s are
assumed to be finite, and hence the proof of most of the results rely heavily on the
method of types [20]. An interesting direction of research is to consider more general
alphabets that have a countable or uncountable support. Of special interest is the
Gaussian setting in which the distributions of the r.v.’s involved are jointly Gaussian.
Some of the results in this thesis, particularly those related to TACI, are expected to
hold in the Gaussian setting via the standard discretization argument (see Remark
3.8 [72]) with the discretization interval not decreasing too fast with the number of
samples. However, establishing this and extending the results beyond the Gaussian

setting is yet another interesting avenue for further research.

In conclusion, we hope that the research work presented in this dissertation has
contributed towards a better understanding of distributed statistical inference problems
under communication and privacy/security constraints, and has posed some interesting

questions for future research in this area.
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Appendix A

Proofs for Chapter 2

A.1 Proof of Theorem 2.2

The proof outline is as follows. We first describe the encoding and decoding opera-
tions of the SHTCC scheme. The random coding method is used to analyze the type
I and type II error probabilities achieved by this scheme, averaged over the ensemble
of randomly generated codebooks. By the standard expurgation technique [21] (e.g.,
removing “worst” codebooks in the ensemble with the highest type I error probability
such that the total probability of the removed codebooks lies in the interval (0.5, 1)),
this guarantees the existence of at least one deterministic codebook that achieves type
I and type II error probabilities of the same order, i.e., within a constant multiplica-
tive factor. Since, in our scheme below, the type I error probability averaged over the
random code ensemble vanishes asymptotically with the the number of samples &, the
same holds for the codebook obtained after expurgation. Moreover, the error-exponent
is not affected by a constant multiplicative factor on the type II error probability, and
thus, this codebook asymptotically achieves the same type I error probability and

error-exponent as the average.

For brevity, in the proof below, we denote the information theoretic quantities like
Ip(U; W), T[I};UW]E, etc., that are computed with respect to joint distribution Pyyvwsxy

given in (A.1) below by I(U; W), ﬂ%w]é, etc.

Codebook Generation: Let k € Zt and n = |7k|. Fix a finite alphabet W, a positive
number (small) 6 > 0, and distributions Py and Psy. Let ¢’ := g, 6= |U|5, §:=

26, 0 := “5—1}/', 6 := |W)6 and

Pyvwsxy (Pwu, Psx) := Puv Py Psx Py|x - (A1)

132
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Let = O(9d) (subject to constraints that will be specified below) and R be such that
U, W|V)+2u < R<7I(X;Y|S) — p. (A.2)

KUI(U:W)+1) the source codebook C used by the source encoder fs(k)

Denoting M, :=e
is obtained by generating M; sequences w”*(j), j € [M]], independently at random

according to the distribution Hle Py (w;), where

Py (w) = Py (wlu)Py(u),¥ w e W.
uelU
The channel codebook C used by fc(k’n) is obtained as follows. The codeword length n
is divided into |S| = |X| blocks, where the length of the first block is [Ps(si)n], the
second block is [Pg(s2)n|, so on so forth, and the length of the last block is chosen
such that the total length is n. The codeword z™(0) = s™ corresponding to M = 0 is
obtained by repeating the letter s; in block ¢. The remaining [ekR] ordinary codewords
x"(m), m € [ekR], are obtained by blockwise i.i.d. random coding, i.e., the symbols in
the i*" block of each codeword are generated i.i.d. according to Px|s=s;- The sequence

s™ is revealed to the detector.

Encoding: If I(U; W)+ p > R, i.e., the number of codewords in the source codebook
is larger than the number of codewords in the channel codebook, the encoder performs
uniform random binning on the sequences w®(i), i € [M]] in C, i.e., for each codeword
in C, it selects an index uniformly at random from the set [e¢*f)]. Denote the bin
index selected for w*(i) by fg(i). If the observed sequence UF = uF is typical, i.e.,
uF € T[Ifj}él, the source encoder fs(k) first looks for a sequence w¥(j) in C such that
(uF, wk(5)) € T[?JW](;' If there exist multiple such codewords, it chooses an index
j among them uniformly at random, and outputs the bin-index M = m = fg(j),
m € [e*R] or M = m = j depending on whether I(U; W) + u > R, or otherwise. If

uk ¢ T[If]]y or such an index j does not exist, fs(k) outputs the error message M = 0.

The channel encoder fc(k’n) transmits the codeword z"(m) from codebook C.

Decoding: At the decoder, ggk’n) outputs M =0 if for some 1 < i < |S|, the channel

outputs corresponding to the " block does not belong to 7| [’]‘3 Otherwise, M

Y|S:si]5'
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is set as the index of the codeword corresponding to the maximum-likelihood candi-
date among the ordinary codewords. If M = 0, H; is declared. Else, given the side
information sequence V¥ = v* and estimated bin-index M = m, ggk’n) searches for a

typical sequence Wk = w*(j) € T[I;V]s’ in codebook C such that

j= argmin H.(w*(1)[v*), if I(U; W)+ u > R,
l: fe(l)=m,

wh (l)ET[’;V]g

J = m, otherwise.

The decoder declares H = 0 if (@, v*) € T[]?A/V]S' Else, H = 1 is declared.

We next analyze the type I and type II error probabilities achieved by the above

scheme.

Analysis of Type I error: A type I error occurs only if one of the following events

happen.

Jle [M], L# T f5(l) = f5(J), WHQ) € Ty, H(WHQ)IVF) <

He<W’f<J>rv’“>}

Ecp = {ggk’n)(yn) # M}

P(Erp|H = 0) tends to 0 asymptotically by the weak law of large numbers. Conditioned
on £, Uk e Tjty),, and by the covering lemma [20, Lemma 9.1], it is well known that
for 1 = O(6) chosen appropriately, P(€gg|Ef ) tends to 0 doubly exponentially with
k. Given &g N EFp holds, it follows from the Markov chain relation V' — U — W and
the Markov lemma [72], that P(Eyp|E$E N ESE) tends to zero as k — oco. Next, we

consider P(Epg). Given that £, NEF,p NES holds, note that for k sufficiently large,
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H (WFE()|VF) < HW|V) 4+ O(8). Thus, we have (for sufficiently large k)
P(Epe| VE =" W) = w*, Eyp N ELp N E7p)

M,
<S> () = fa(0), WEQ) =¥ VE = o WE) =,

ll:%], u?’“eT[’;V]s:
He (" ok
<He(w*|v*)
Epe NEEE N SIC“E)
M,
=>. >, PWE(1) = a*| VE = 0" WHT) = w55 0 €5 0 E7p) o
llif wkeT[kW]s:
He (" |[v*) <He (w* |v%)
M,
< Z Z 9 . o—kR ,—k(H(W)=0(s)) (A.3)
ll;:é(IJ’ @kGTﬁV]s:
He (0" [0*) < He (w* [v*)
M;
< Z(k + 1)V E(HWV)+0@)) . 9. o=kl e—k(HW)-0(3)) (A.4)
1=1,
1#J
< ¢ RE-IWWV)=5]") (A.5)
where
1 log(2
(5§k) =pu+000) + %\VHW] log(k +1) + ng().
To obtain (A.3), we used the fact that
PWk(1) = @F| £ N ESE N EG R, WH(T) = wh, VF =oF) < 2. P(WH (1) = *).
(A.6)

This follows similarly to (A.28), which is discussed in the type II error analysis section
below. In order to obtain the expression in (A.4), we first summed over the types
Py, of sequences within the typical set T[If,v](; that have empirical entropy less than
H,(w*|v*); and used the facts that the number of sequences within such a type is

KCH(W V)41 (K))

upper bounded by e and the total number of types is upper bounded

by (k+ 1)VIWI[20]. Summing over all (w*,v*) € T["C/W]s’ we obtain (for sufficiently
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large k) that

P(Epel€ye N ERE N ETE)

< S ROV = b, VE = R N B 1 £ ) € HATTUIVIN=S)

(wk ’Uk)ET[%VV]S

< e HEIUWIV)=51") < kG (A.7)

where, (A.7) follows from (A.2) by choosing = O(0) appropriately.

Finally, we consider the event Eop. Denoting by Eor, the event that the channel
outputs corresponding to the i block does not belong to T[?Dy\s— 1s for some 1 <1 <

|S|, it follows from the weak law of large numbers and the union bound, that

k
P(Ecr|€sy) s 0. (A.8)

Also, it follows from [20, Exercise 10.18, 10.24] that for sufficiently large n (depending
on u, 7, |X| and |Y|),

P (EcplEsy NEST) < e mEx(F+37Psx), (A.9)

This implies that the probability that an error occurs at the channel decoder ggk’n)

tends to 0 as n — oo since Ex(g + 42,Psx) > 0 for R < 7I(X;Y|[S) — p. Thus, if
IU;W|V)+p < R < 7I(X;Y]|S) — u, the probability of the events causing type I

error tends to zero asymptotically.

Analysis of Type II error: First, note that a type II error occurs only if V¥ €
T[’;]s’ and hence, we can restrict the type II error analysis to only such V*. Denote

the event that a type II error happens by Dy. Let

o = {U’f ¢ T[’;J]y} : (A.10)

Then, the type II error probability can be written as

B (k:, n, f(kan),g(k,n)>
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= > PO =P V=M H = 1) P(Dy|UF = oF, VF = o). (A.11)

(uk wk)euk x vk

Let Eng = Efp N ES. The last term in (A.11) can be upper bounded as follows.

P(Do|U* = u*, VF = oF)
=P(Enp|UF = uF, VE = o%) P(Dy|U* = uF, VE = oF Exp)
+ P(ESE|UF = uF, VE = oF) P(Dy|U* = uF, VF =¥ ESp)

< P(Do|UF = uF, VF = ok Eng) + P(Do|UF = uF, VF = ok £ p).
Thus, we have

3 (kn plhm) g(k,n))

< P(U* = o, V* = oF|H = 1) [P(D0|U’f — uF, VF = ok Exp)

(u®,vF)
€ Uk xVk

+P(Do|U* =k VE =2k 50 (A12)

First, we assume that Eyg holds. Then,

P(Dy| Uk = uk,Vk = vk,ENE)
M, kR

=3 > P(J =4, fa(J) =m| U" =" V¥ =¥, Exp)
j=1m=1

P(Do|U* = uF, VF =%, J =4, fe(J) = m, Eng). (A.13)

By the symmetry of the codebook generation, encoding and decoding procedure, the
term P(Do|U* = u*, VF =% J =4, fg(J) = m, Exg) in (A.13) is independent of the

value of J and fp(J). Hence, w.l.o.g. assuming J =1 and fg(J) = 1, we can write

P(Do| U* = uF, VF =%, Enp)
Mllc kR

=YY P(J =, fa(J) =m| U* =¥, VF =¥ Enp)
j=1m=1

P(Do|U* = uF, VF =% J =1, f5(J) =1, Eng)
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=P(Do|U* =u*, VE =% J=1,f(J) =1, Eng)
= Y PWH1) =wf|U* = u* VE =" T =1, f5(]) = 1, Eng)
wkewk

P(Do|U* =¥, VF =k, J =1, fp(J) = 1,WF1) =, Eng). (A.14)

Given Enp holds, Dy may occur in three possible ways: (i) when M # 0, ie., Eér
occurs, the channel decoder makes an error and the codeword retrieved from the bin
is jointly typical with V*; (i) when an unintended wrong codeword is retrieved from
the correct bin that is jointly typical with V*; and (iii) when there is no error at the
channel decoder and the correct codeword is retrieved from the bin, that is also jointly
typical with V*. We refer to the event in case (i) as the channel error event Ecp, and

the one in case (ii) as the binning error event Egr. More specifically,
Ecp = {E&p and M = gF™ (Y™) # M}, (A.15)
and

Epp = {3 Ve [M{], 14, fo(l) = M, WD) € Thy,, (VE,Wh() € T[’;W]S}.

(A.16)

Define the following events
F={UF=uF VFE=0F J=1,fp(J) =1, WFQ1) = w", Exgp}, (A.17)
={UF =k VE =0k J=1,fp(J) =1, WFQ1) = w*, Eng, EcE}, (A.18)
Fo={UF=u* VFE=oF J=1,fp(J) =1, WFQ1) =", Eng, EER), (A.19)
= {UF =uk, VE =% T =1, fg(J) =1, W*1) =", Ene, &, Ear}, (A.20)
Foo ={UF =uF VF =0k J =1, f5(J) =1, Wk1) =w*, Eng, g, ESE). (A21)

The last term in (A.14) can be expressed as follows.

P(Do|F) = P(EcelF) P(DolF1) + P(EGE|F) P(DolFa),
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where
P(Do|F2) = P(EpEr|F2) P(Do|Fa1) + P(Egk|F2) P(Do|Faz). (A.22)
It follows from (A.9) that for sufficiently large k,
P(Ecp|F) < e "B 437 Psx) = o=k7Ba(F447 Psx) (A.23)

Next, consider the type II error event that happens when an error occurs at the channel
decoder. We need to consider two separate cases: I(U;W)+pu > Rand I(U; W)+ p <
R. Note that in the former case, binning is performed and type II error happens at
the decoder only if a sequence W¥ (1) exists in the wrong bin M # M = fg(.J) such
that (VF, W) e T, [];:/W]g' As noted in [26], the calculation of the probability of this
event does not follow from the standard random coding argument usually encountered
in achievability proofs due to the fact that the chosen codeword W¥(.J) depends on the
entire codebook. Following steps similar to those in [26], we analyze the probability
of this event (averaged over codebooks C and random binning) as follows. We first

consider the case when I(U; W) + u > R.
P(Do|F1) <P(IW (1) : fp(l) =M #1, (WE(1),0*) e Tl 1 F1)

My,
<IN P =) F) P(WHD),0%) € Thyy, = fe() = m|F)
1=2 m#£l

M;
=X D P =mlF) Y PWE)=a": fs(l) =m|F)

1=2 £l ey
(wk,vk)eT[];VV]
M, A 1
S YR =mA) Y B =aMR) (A.21)
1=2 £l ok
(wk,vk)GT[l;Vv]
o k k 1
- Yoo Wk = kA o (A.25)
=2 LE
(wF Uk)ET[’;VV]



Appendix A. Proofs for Chapter 2 140

Let Cry = C\{W"(1), W¥(1)}. Then,

PW*(1) = aF|F) = Y P(Cy, = o F)P(WH(I) = &¥|Fy,C = o). (A.26)

Cl,l:C

The term in (A.26) can be upper bounded as follows:

P(Wk(1) = " F1, €y = c)
=P(W*(l) = " |U* = u*, V¥ =", ¢ =0)
P(Wk(1) = wk|Wk(l) = ok, UF =k, VF = vk,Cil =c)
P(WE(1) = wk|UF = uk VE = vk’,Cl_J =c)
P(J = 1WF(1) = wk, WF(l) = @%, UF = uF, V¥ =¥, C1 = o)
P(J = 1{Wk(1) = wh, UF = uF, Vk = vk, C]) = ¢)
P(fp(J) =11J = 1,Wk(1) = w*, WF(1) = @%, U* =¥, VF =k, C, =¢)
P(fp(J) =1|J =1,Wk(1) = wk, Uk = uk, VF = vk,Cl_J =c) |
P(Eng, Eoplfp(]) =1,0 = 1,WF(1) = wh, Wk(l) = &%, U* = ok, VF = ok, C = ¢)

(A.27)

P(Eng, Eorlfp(J) =1,J = 1L, Wk(1) = wh, UF = ub, Vk =k, C) = ¢)

Since the codewords are generated independently of each other and the binning

operation is independent of the codebook generation, we have

PW*(1) = whWh(1) = a*, U* = u*, V¥ =¥, C1 = ¢)

=P(WkQ1) = w*|UF =k, VF = vk,Cil =c),
and

P(fp(J) = 1|J = 1, WF(1) = w®, WF(1) = @*, U* = o, VF =¥, C1 = ¢)

=P(fp(J) =1]J =1, WFQ1) =uw*, U* = uF, VF = U’f,cil = ).
Also, note that

P(Eng, Ecplfp(J) =1,0 = 1,WF(1) = w* W) = &, U" =¥, VF =¥, ¢f = ¢)

=P(Eng, Eonlfa(J)=1,7 =1,WF1) =w* U* =", V¥ =¥ C] = ¢).
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Next, consider the term in (A.27). Let N(uk,Cl_l) = [{w*(l') € Co:lUl#L U #
I, (wF(l"),u¥) € [WU] }. Recall that if there are multiple sequences in codebook C

that are jointly typical with the observed sequence U*, then the encoder selects one

of them uniformly at random. Also, note that given Fi, (w”*,u"*) € T[WU] Thus, if
(@*, ub) e ﬂ’%U} then
P(J = 1|WFk(1) = wk, WF() = @k, U* = u* VF = ok, Eng, Ecr, Cr,=¢)
P(J = 1[WH(1) = wh, UF = o, VE = ok Cy, = o)
1
N(uk Cu) +2 | P(J =1[Wk(1) = wh, Uk = uk, VE = ok, C1) = ¢)

u

N(U Cro)+
If (@, u*) ¢ T[’;VUL;, then
P(J = 1|WH(1) = wk, WH(1) = @F, UF = u¥, VF = o, ¢l = ¢)

P(J = WH(1) = wh, UF = b VF = b, Cr = )

_ 1 1
NGk Cr) + 1] P(T = 1WR(L) = wh, Uk = uk, VE = ok, ¢y = o)
_ N(uk,CLl) +2
TON(RCr) 1T
Hence, the term in (A.26) can be upper bounded as
P(W"(1) = ~"3!f1)
< ) PC = F) 2PWH(D) = af|UF = o VE =0, ¢ =)

Cri=¢
=2 P(WF(l) = a*|U* = uF, VE = o%) = 2 P(WF(1) = a"). (A.28)

Substituting (A.28) in (A.25), we obtain

M}
P(Do|lF1) < Z 2 P(WFk(1) = wk) 7
=1

(w* )ET[wv]é
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—2 M, KRHWIV)+8) ,—k(H(W)=0(3)) ekiR

< e HR-TUWV)=5") (A.29)

where 5§k) =0(9) + %.

For the case I(U; W)+ p < R (when binning is not done), the terms can be bounded

similarly using (A.28) as follows.

P(Do|lF1) = Y P(M = m|Fy) B(W" (), o) € Thiyy) | F1)

m#l
<Y P(M =m|F) > 2 P(WF(m) = w¥)
m#l wk:
(wk,vk)ET[’;VV]S
< e RV -6 (A.30)

Next, consider the event when there are no encoding or channel errors, i.e., Eng N EG .
For the case I(U;W) 4+ p > R, the binning error event denoted by Epp happens
when a wrong codeword W¥(1), 1 # J, is retrieved from the bin with index M by
the empirical entropy decoder such that (W*(1),V*) € T, [’{;VV]&. Let Pgp denote
the type of Pyryrys(y). Note that Py € T[(k]W]é when Exg holds. If H(W|V) <
H(W|V), then in the bin with index M, there exists a codeword with empirical en-
tropy strictly less than H(W|V). Hence, the decoded codeword W¥ is such that
(Wk Vk) ¢ T['f,vv]s(asymptotically) since (Wk, VF) e T[lf/vv}g necessarily implies that
H (W VF) > H(W|V)—0(d) (for § small enough). Consequently, a type II error can
happen under the event Egr only when H(W|V) > H(W|V) — O(6). The probability

of the event £pp can be upper bounded under this condition as follows:

P(EpE|F2)

<P(31£1, e M fp) =1 and (Wh(D),0*) € Ty, |72)
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< ZIP’ ( (Wh(D), 0%) € Thyy, 1 72) P (fp(0) = 1P, (WEQ), %) € Ty )
k
<> Z 2 P(WE(l) = oF) e FF (A.31)
=
(wF v )ET[’;VV](s
_ o k(R-I(U;W|V)-8") (A.32)
n (A.31), we used the fact that
P (Wk(Z) - wk|]-'2) <2 P(WH(l) = o"), (A.33)

which follows in a similar way as (A.28). Also, note that, by definition, P(Dg|F21) = 1

We proceed to analyze the R.H.S of (A.12) which upper bounds the type II error
probability. Towards this end, we first focus on the the case when Exp holds. From

(A.14), it follows that

Y PO =P V=M H = 1) P(Do|U* = oF, VF = o, Enp) (A.34)

(uk wk)euk x vk
= > PUr=uNVF=0MH=1)

(uF wk)eUk x vk

P(Do|U* = u*, VF =0k, J =1, f5(J) = 1,EnE). (A.35)

Rewriting the summation in (A.35) as the sum over the types and sequences within a

type, we obtain

P(Dy| Eng, H =1)

Z 3 [IP’(U’“ — Wk, VF = ok |H = 1) P(Dy|F)

UVW (u* Wk wk)

ETMVW GTP U

P(WE(1) = wh|U* =uf, VF =% T =1, fg(J) =1,ENE)|.  (A.36)
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We also have

P(U* = uF, VF = ok |H = 1) P(WF(1) = wF|U* =¥, VF =0k J =1, f5(J) = 1,EnE)

P(WF(1) = w*|UF =u* VE =0k T =1, fp(J) = 1,EnE)

k
[T Quv (i, v)
=1

k
1 ~ ~ ~ o~
< [HQUV(%W) = |Se—k(H(Uv>+D<PW||QUv>+H< 10— % UlIW log(k+1))
i=1 WO

(A.37)

where Py, denotes the type of the sequence (uF, vk, wh).

With (A.23), (A.29), (A.30), (A.32) and (A.37), we have the necessary machinery

to analyze (A.36). First, consider that the event Eng N EEL N ERZE holds. In this case,

P(Dg|Faz) = P(Do|U* = uF, VE =% J =1, fp(J) = 1, WF(1) = w*, Eng, EE Ry ESR)

) LA Py € T[’“UW](; and Pk, € T[’fxvv}g’ (A.38)
0, otherwise.

Thus, the following terms in (A.36) can be simplified (for sufficiently large k) as follows:

> []P)(U’“ = B, VE = oF|H = 1) P(ES 5| F) B(ES 5| F) B(Do|Fan)
PUVVV (ukﬂ)k’wk)
EThvw TPy oy

V(1) = wb|U* =, VF = o, J = 1, f5(J) = 1, Exm)]

<Y Y PO = VE =M E = 1) PO )
Povw (uboF wh)
Tivw €TPypy

V(1) = wb|U* =, VF =0, J = 1, f5(J) = 1, Exp)]

< (b4 DUV o KHOVW) (=k(HOV)+D (P |IQuy)+H (WD)~ Ll W] log(k+1)
- Povwe
7 (Pow Pyw)
= e kB, (A.39)
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where,

>(k

T (Pow, Pow) = {Pypir : Ponir € Ty, and Poyr € Ty, ), (A.40)
and Ey == min H(UV) + D(Ps¢||Quv) + HW|U) — HUVW)

PNCAGLE
7'1< )(PUWJDVW)

1 1
- %|M\|V||W| log(k +1) — EWHVW log(k +1). (A.41)

To obtain (A.39), we used (A.37) and (A.38). Note that for § small enough,

_ (k) P 1 P
Ei > min log< ov UP~~~)—O(5)
' Pyow € Z ovw Quv Pgy Poyy VYW (
Ti(Puw ,Pyw)
= min_ D(PyppllQuvw) — 0(0) = Ex(Pyy) — O(9), (A.42)
Povw €
Ti(Pow,Pvw)

Next, consider the terms corresponding to the event Exg N EEE N EpE in (A.36).
Note that given the event Fp; = {UF = o« VF =k J = 1, fg(J) = 1,WF(1) =
wF, Eng, E&py EBE} occurs, Pk . € T[]‘/’UW](;. Also, Dy can happen only if H,(w*|vF) >
H(WI|V)=0(6), and P, € T, [V} Using these facts to simplify the terms corresponding

to the event Exg N EEE N ERE in (A.36), we obtain

Z Z []P’(U’“ = uF, VF = oF|H = 1) P(E45|F) P(EpE|F2) P(Do|Far)

UVW (u® Wk wk)

EEVW ETPUVW

P(Wk(l) = wk‘Uk = ukv Vk = vka J = 17 fB(J) = 175NE):|

Z Z [IP’(U’“ — uF, VF = oF|H = 1) P(Epp|F2) P(Do|Far)

UVW (u U w

672{\2\/\/ ETPUVW
PWH(1) = whUh = b, VE = o, J =1, f5(]) = 1,Enp)]
< max  FHOVW) —k(HOV)+D(Pygl|Quy)+H(W|D)+R-I(U;W|V)-0(5))
o Pygwe
T (Pyw,Py)

G(UIVIIW log (k-+1)+ 24| W] log (k1))

— ek (A.43)
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where,

(k) — : k ’f
T, (Pow, Pv) := {PUWV P € T, Prr € Ty

and H(W|V) > HW|V) — 0(5)}, (A.44)
and
B, = Jin H(UV) + D(Ps¢||Quv) + HWI|U) + R — I(U; W|V)
B(gUVM‘iVaPV)
1 1
- ZUIVIWog(k +1) — L U[[W[log(k + 1) — O(3)
(k)
> Eo(Pywr, Psx, R) — O(5). (A.45)

Also, note that Egg occurs only when I(U; W) 4+ p > R.

Next, consider that the event EypNEck holds. As in the case above, note that given
F1 = {Uk = uk,Vk = ’Uk, J = 1,fB(J) = 1,Wk(1) = wk, ENE, 505;}, Pukwk S T[]BW](;

and Dy occurs only if P € T["f/] . Using these facts and eqns. (A.29), (A.30) and

5
(A.23), it can be shown that the terms corresponding to this event in (A.36) results in

the factor E3( Py |y, Psx, R, 7) — O(J) in the error-exponent.

Finally, we analyze the case when the event £5 5 occurs. Since the encoder declares
Hy if M = 0, it is clear that Dy occurs only when the channel error event £og happens.

Thus, we have

P(Do| U* =", V* =", £§p) =P(Ecp| U" =u", VF =", £5p)

P(Do| UF =¥, VF =k, &5 0 Ecp). (A.46)
It follows from Borade et al.’s coding scheme [22] that asymptotically,
P(Ecg| UF = uP, VF = oF, £5p) < e En(Psx)=00)) — o=kr(Em(Psx)=00)) (A 47)

When binning is performed at the encoder, Dy occurs only if there exists a sequence
W* in the bin M # 0 such that (W*, V¥) e 71[]?/‘/‘/}5' Also, recalling that the encoder

sends the error message M = 0 independent of the source codebook C, it can be shown
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using standard arguments that for such v* € T[]f/]g,

P(Do| UF = u*, VF =, 4N Eop) < e HEAIUWIVI=00) (A.48)
Thus, from (A.46), (A.47) and (A.48), we obtain (asymptotically) that,

> PUF = VF =" |H = 1) P(Do| U" =P, VF =, €50 Eop)

uk vk

< e MBE-IUWIV)+D(Py||Qv)+7Em(Psx)=-0(8)) (A.49)

On the other hand, when binning is not performed, Dy occurs only if (W* (M), V¥) e
T[’Iﬂ/VV]~ and in this case, we obtain (asymptotically) that,
6

> PUF =uF, VF =" H =1) P(Dy| UF =P, VP =%, E5pn Eck)

uk vk

< e~ KUWVIWI+D(PYIQ)+7Em(Psx)-0()). (A.50)

This results in the factor Ey(Pyy, Psx,R,7) — O(d) in the error-exponent. Since
the error-exponent is lower bounded by the minimal value of the exponent due to the
various type Il error events, the proof of the theorem is complete by noting that § > 0

is arbitrary.

A.2 Proof of Theorem 2.6

We only give a sketch of the proof as the intermediate steps follow similarly to
those in the proof of Theorem 2.2. We will use the random coding method combined
with the expurgation technique as explained in the proof of Theorem 2.2, to guarantee
the existence of at least one deterministic codebook that achieves the type I error

probability and error-exponent claimed in Theorem 2.6. For brevity, we will denote

information theoretic quantities like I5(U, S; W), T" ,
A [Py swls B
with respect to joint distribution Py g x/xy given below in (A.51) by I(U,S; W),

Ty swy,» ©

etc., that are computed

tC.
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Fix distributions (PS,PW|U57PX’|U57PX\USW) € B, and a positive number § > 0.
Let 11 = O(0) subject to constraints that will be specified below. Let § := [W|d, &' := g,
§ = 5—,, 6 := 26, and

Pyvswxixy (Ps, Pus, Pxus: Pxjusw) = Puv Ps Py usPxus PxuswPrix-
(A.51)

Generate a sequence S™ i.i.d. according to []; Ps(s;). The realization S™ = s" is
revealed to both the encoder and detector. Generate the quantization codebook C =
{@"(j), j € [e"TWSWIHW]} where each codeword w"(j) is generated independently

according to the distribution [], Py, where

b= ) Pu(w)Ps(s)Prs(@lu, s).
(u,s)eUxS

Encoding: If (u™,s™) is typical, i.e., (u",s") € T[nUS}5/7 the encoder first looks for
a sequence w"(j) such that (u",s",w"(j)) € Tirswy,- I there exists multiple such
codewords, it chooses one among them uniformly at random. The encoder trans-
mits X" = 2™ over the channel, where X™ is generated according to the distri-
bution [[}2; Pxysw (@ilui, si, wi(4)). If (u”,s") ¢ T[kUS]é/ or such an index j does
not exist, the encoder generates the channel input X’ = 2/ randomly according to

[Ti21 Pxros(@|ui, si).

Decoding: Given the side information sequence V" = v™, received sequence Y = ¢

and s", the detector first checks if (v",s", y") € T[T“/Sy}k, 6 > 6. If the check is
4

unsuccessful, H = 1. Else, it searches for a typical sequence " = @w"(}) € T[%/]A, in
o

the codebook such that

j = argmin H@(wn(l)yvnasnayn)‘
L™ (1) eT™
Wl

If (o™, ", y", ") € YW H =0. Else, H = 1.
4
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Analysis of Type I error:

A type I error occurs only if one of the following events happen.

Erp = {(Un»Vn>5") ¢ T[?JVS}S}

Epi = {Bj € [r OS] (U 5% W (5)) € T, )

Enip = {(V", S W (1)) & Thogy. |

Eow = {(V" 8" W"(),Y™) & Thr gy, b

Epp = {3 | e [en(I(U,S;VV)-i-M)} L L£ T, W) € T[’{,mg,He(W”(l)]V”,S",Y”) <

H, (W™(J)|[v™,S", Y”)}

By the weak law of large numbers, Erp tends to 0 asymptotically with n. The covering
lemma guarantees that Egg N (‘:’:‘;E tends to 0 doubly exponentially if u = O(0) is
chosen appropriately. Given SEE N c‘:'%E holds, it follows from the Markov lemma
and the weak law of large numbers, respectively, that P(gME) and IP’(ECE) tends to
zero asymptotically. Next, we consider the probability of the event Epg. Given that
£6,uNES, .NES LNES, holds, note that H, (W™ (J)|V™, S™, Y7) = H(W|V, S, ¥)-0(8).
Hence, similarly to (A.5) in Appendix A.1, it can be shown that

Pl N &5 N Eip N E5p) < e VS~ LpUSI)=6"),
where 5§n) —(ﬁ)—> (). Hence, for § > 0 small enough, the probability of the events
causing type I error tends to zero asymptotically since I(U; W|S) < I(W;Y,V|S).

Analysis of Type II error: The analysis of the error-exponent is very similar to
that of the SHTCC scheme given in Appendix A.1. Hence, only a sketch of the proof
is provided, with the differences from the proof of the SHTCC scheme highlighted.

Let

£ = {(U".5") ¢ Tl ). (A.52)
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Then, the type 2 error probability can be written as

3 (n n, fn), g<n,n>)

(umpm)eU™r x Y™

+ P(Do|U™ = u™, V" =", Eng) + P(Do|lU" = u™, V™ = ", 5’0)}, (A.53)

where, £ NE = gﬁ; 5N gg. It is sufficient to restrict the analysis to the events £ NE and

&y that dominate the type 2 error. Define the events

o = {3 le [e”U(UvS;WHM)} LA, W) € T,

W5’

(V™ W), 8", Y™) € T[TLVSV_VY]S}, (A.54)
F={Ur=u"V"=0"J=1,W"1) =a", 8" =s",Y" =y, Eng}, (A.55)

Fi={U"=u", V" =o",J =1, W"(1) = @", 5" = s",Y" = 4", Enp, ES ), (A.56)

Fo={U"=u™ V" =", J=1,W"(1) =", " = ", Y" =y, Enp. Era}.  (ABT)

By the symmetry of the codebook generation, encoding and decoding procedure, the
term P(Do|U™ = u™, V" =", J = j, Eng) is independent of the value of J. Hence,

w.l.o.g. assuming J = 1, we can write

P(Do| U™ = u™, V"™ = ™, Eng)
on(I(U,S;W)+p)
= P(J =j| U =u™, V" =™, Eng)
j=1

P(Do|U" = u", V" = 0", J =1, Eng)
=P(DolU™ = u™, V" =v",J =1, Exg)

= Y PWrA) =" 8" =" Y =yt Ut = 0" V=", J =1, Exp)
('E—)n’sn7yn)
€ WS xY™

P(Do|U" = u", V" =", J =1, W"(1) =", 5" = s",Y" =y", Enp)
= > PW'Q)=a",8"=s"Y"=y"|U" =u", V" =0",] =1, Enp)
(@™,s™,y"™)
€ Wix8nxyn

P(Do| F). (A.58)
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The last term in (A.58) can be upper bounded using the events in (A.55)-(A.57) as
follows.

P(Do| F) < P(Do| Fi1) + P(Era| F) P(Do| Fa).

We next analyze the R.H.S of (A.53), which upper bounds the type 2 error proba-
bility. We can write,

]., lf P’Ltnsnﬂ)n e T[?]SW](; and Pvnwnsnyn [ Tk

B(Dol F1) = s

(A.59)

0, otherwise.

Hence, the terms corresponding to the event F in (A.53) can be upper bounded (in
the limit 8,6 — 0) as

3 [P(U" =", V" = o"|H = 1) P(Dy|Fy)
(unﬂ)n’ﬁ)n,sn’yn)

€ UM XV XWX ST XY™

Tivwsy  TPopawy
]P)(Sn — S?’L’W’I’L(l) — —n’Un e un’ J = 1’ gNE)
P(Y" =" |U" = u™, 8" = s, J =1, Wn(l) — ", gNE)}
< > S [P@olF) e HEDRE Q)
Povswy (u"o"am,s"y")
Tivwsy  Trgvswy

o~ (H(SW|T)=LU|WV||S| log(n+1)) e_”(H(?‘USW)+D(P?\0§W”PY\USW|PU§W))}

< e [efn(H(UmD(PWHQUV)) o~ (HEW0)~ LIS log(n+1))

__—nEbE*
= e ln’

(A.60)
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where,

mn

1(n) [ 75 5 .
T (Pysws Brswy) = {Prvaiy € Tuvswy : Pogiir € Tiswyy Prswy € Tvswy, b

and
Ein
= min H(UV)+ D(Ps¢||Quv) + H(SW|U) + H(Y|USW) — HUVWSY)
Povswy €

T{ (Pysw Py swy)

a 1 _ _
+D(Pygaw [[Pywsw Pogw) — o (UIWI+ [UIVIVIS]IV]) log(n + 1)

2 p mm Y. Povswylos Pro Ovv Pra Porars P Pov sy
Lovswy vy ov Quv Fggw Fyiosw Pyjusw
7—1/(PUSW7PVSWY)
- 0(9)
- _min D(Pyy 3y |Quv Payyyo Pyivsw) — O(6)
Poyswy€
T (Pusw Pvswy)
= E1(Ps, Pys, Pxjusw) — 0(0)- (A.61)

Here, (A.61) follows from the fact that Pgy; — Pgypjp given Eng, as § — 0.

Next, consider the terms corresponding to the event 7, in (A.53). Given Fy, Pya €

T[%SVT/]L; and Dy occurs only if (V™, 5™, V") € T[T‘L/SY](;N’ & = D/_VIS, and 1;"-I(I/T/|f/7 S, )7) >
H(W|V,S,Y) — O(5). Thus, we have,
3 PU" = ", V" = o"[H = 1) B(Dy| F2) P(Eral.F)

(un 7vn 7wn?sn 7yn)

€ UM XV XWX S XY™

P(W"(1) =a", 8" = ", Y" =y |U" =u", V" =", J =1, Exg)

< 3 S [POT=wn v = 0" H = 1) P(D|72) P(Ers|F)
P[’]‘.}S‘;‘Z}?e (unjvn’wnvsnjyn)
T UXVXWxSXY)  €TPgg sy

P(S" = s", W"(1) = a"|U" = u",J = 1, Eng)

B(Y" = y"|U" =", 8" = 5", J = 1, W"(1) = @", Exg)
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< 3 3 [e—n(H(UV)-*‘D(Pm/HQUV))IP(DO| o) -2
Pf]\}éw E (u’ll Un wTL S’!L yn)
THUXYVXWXSXY) GTPU‘-/S-W?
efn(I(W;V,S,Y)fI(U,S;W)70(6))efn(H(S‘W\U)f%WHWH& log(n+1))
e_n( (Y|USW)+D(Py 5.5 || Py v sw| USW))i| (A.62)
< max [e—n(H(UV)JrD(PWHQUv)) o (H(SEW|0)— L [U|W]|S|log(n+1))
- Povswye€

7—2/(n)(PUW,PVSWY)

o~ (IW3V,8Y)~I1(U,5;W)-0(8)- L)~ n(HV10SW)+D(Py g g || Py uswPosw))

= e "o, (A.63)
where,

7-2,(71)(15 v Prsiy)
={Povawy € Tuvswy : Pogiv € Tisw),» Prswy € Tiyswyy;

and HW|V,5,Y) > HW|V,S,Y) — 0(5)},
and

EL > min D(Pyy gy |Quv Py Pyivsw) + I(W; V,Y[S)

T3 (Pysw Py swry)

— I(U; W|S) — O(5)

= E5(Ps, Py us: Pxjusw) — 0(9). (A.64)

n (A.62), we used the fact that

P(Epo| F) < 2 e MWV IS)—IU:W]S)-0(5))

J

which follows from

P (W"(l) = w”\ﬁ) < 2 P(W(l) = ™). (A.65)
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Eqn. (A.65) can be proved similarly to (A.28).

Finally, we consider the case when & holds.

S PUT =", V" =v"|H =1) P(Dy| U" =u", V" =", &)

umn,un
=Y PU"=u"V"=v"|H=1)
u™,un
S PSS =5"Y" =y",Do| U" =u", V" =", &)
S’?’L,y’ﬂ
=Y PU"=u"V"=v"|H=1)
umn,un
| YRSty =y Ut = V=, &)
sn7yn

P(Do| U™ = u™, V™ = ™, 8" = s, Y™ = ¢, 5’0)]

= Z P(U" =u", V" =v"|H = 1)[ Z P(S™ =s"Y" =y U" =u", &)

n n n n
u™,v sy

P(Do| U™ = ™, V" =", " = s", Y™ = 4", 50)] (A.66)

The event Dy occurs only if there exists a sequence (W™(I), V"™ S", Y") € T[?/T/VSY]S

for some [ € [e" (U’&W)*“)]. Noting that the quantization codebook is independent of
the (V™,S™, Y™) given that & holds, it can be shown using standard arguments that

P(Do| V" =", 8" = s",Y" = y", &) < e "UWVYIS-HUWIS=00) (A 67)
Also,

P(Sn — Sn’Yn — yn| Un — un7(c/_-0) S e*n(H(gf/‘ﬁ)JrD(Pg{/\f]HQSY\U|P{]))‘ (A68)

Hence, using (A.67) and (A.68) in (A.66), we obtain

S PUT =, V' =0"|H =1) P(Do| U™ = u™, V" =", &)

un "
< (n+ H)MIVISIVE - pax nH(UVSY) ,—n(H({UV)+D(Pyy|Quy)) ,—nH(SY|0)
Pyysy:
Pygy=Pvsy

o P (Psg5l1Qsy Ul Py) ,—n(I(WiV,Y|S)=I(U;W|$)—0(3))

e
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—nkX
e 3n ,
where,

By, = min  D(Pygy|lQusy) + I(W;V,Y|S) — I(U; W]S)

Py gy =Pysy
— [U|V[[S][Y[log(n + 1) — O(9)

(n)
— Ej (PS, Pyus: Pxrus: PX\USVT/) —0(0).

Since the error-exponent is lower bounded by the minimal value of the exponent due

to the various type 2 error events, this completes the proof of the theorem.

A.3 Optimal single-letter characterization of error-exponent

when C(Py‘X) =0

The achievability follows from Proposition 2.4 which states that for 7 > 0, k(7€) >
ko(T), V € € (0,1]. Now, it is well-known (see [20]) that C(Py|x) = 0 only if

P{i ::PY\XZx:PY\X:xH Vx,x’EX. (A69)
From (A.69), it follows that E.(Py|x) = 0. Also,

Bo= D(Pv[lQv)+  min  D(PypllQuy|Py)
Po=Py, Po=Py

> D(Py||Qv),

which implies that xo(7) > D(Py||Qv).

Converse: We first show the weak converse, i.e., k(1) < D(Py||Qv), where k(7) is

k,ng)

as defined in (2.31). For any sequence of encoding functions f! and acceptance

regions A(j ) for Ho that satisfy n, < 7k and (2.43), it follows similarly to (2.44),
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that

: -1 n n . 1
lim sup - log (ﬂ <k, ng, fE) gk ’“))> < lim sup %D (Pynpyr||Qyneyr) . (A.70)

k—o0 k—o0

The terms in the R.H.S. of (A.70) can be expanded as

1
ED (PY"kaHQY"kV’f)

DPvIQv)++ D> Pyryn,(v ,y”k)10g< YoRv . (A.71)

£ i Qg (1)
eVEx Yk

Now, note that

Py @™ 10%) = 3 Pysgyr (uF[0F) Pcag s (@ [u) Pyng o (57 [27%)
(uk z"k)
€ Urkx Xk

= <H P?(%‘)) Z Pyepyi (u*[0F) Pyng e (7 1) (A.72)
i=1 (

uf 2"k)
€ UFx X"k

S (273
where, (A.72) follows from (2.3) and (A.69). Similarly, it follows that
QY"k|Vk k|U HPY Yi)- (A.74)
From (A.70), (A.71), (A.73) and (A.74), we obtain that

timsup —* log ( (. mi, 67, gB74))) < D(PYIIQy).

k—o00

This completes the proof of the weak converse.

Next, we proceed to show that D(Py||Qy) is the optimal error-exponent for every
e € (0,1). For any fixed € € (0,1), let f#7) and A(i,n,) denote any encoding function

and acceptance region for Hy, respectively, such that n; < 7k and

lim sup « (kz,nk, f(k’”k),g(k’”k)) <e. (A.75)

k—o0



Appendix A. Proofs for Chapter 2 157

The joint distribution of (V*,Y™) under the null and alternate hypothesis is given by

PVkY”k 7y (H PV (% ) H P}i(y]) ; (A76)
j=1

and QVkY"k ) y (H QV U’L ) H P{k/(y]) ) (A77)
7=1

respectively. By the weak law of large numbers, for any 6 > 0, (A.76) implies that
: k n _
lim Py, (T[Pv]é X T[P’“;]é) ~ 1. (A.78)
Also, from (A.75), we have

liminf Pyiyn, (Agng) = (1 —e). (A.79)

k—o0

From (A.78) and (A.79), it follows that

Pyiyn (A N Ty, X T ) = 1€, (A.80)
for any ¢ > € and k sufficiently large (k > ko(9, |V|,|V])). Let

A(F,5) = {ynk (08, 5™) € Ay N T, X T } (A.81)

and D(n,d) = {vk € T[Ij’v}a : Pyni (A(v,60)) > n} . (A.82)

Fix 0 < ' < 1—¢€. Then, we have from (A.80) that for any § > 0 and sufficiently

large k,

].—6/—77,

A.83
o (A.83)

ka (D(n/, 5)) >

From [20, Lemma 2.14], (A.83) implies that D(7/, §) should contain atleast - 77 frac-

tion (approx.) of sequences in T[Pv]s and for each v* € D(1/,d), (A.82) 1mphes that
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A(v*, §) should contain atleast 1’ fraction (approx.) of sequences in T[Tlljk*]a’ asymptot-
Y

ically. Hence, for sufficiently large k, we have

Quiyni (Agng) = Z Qur(vF) Z Pyn(y™) (A.84)

kD (i 6) Yk EA(0F,5)

! /
log l_i_n ’
—k(D(PVQv>— ( 1o/ )—1"%&")—0(6))
> e

(A.85)
Here, (A.85) follows from [20, Lemma 2.6].
Let A/(k,nk) = T[]}V]é X T[Zlvk;}(;' Then, for sufficiently large k,
k
Py (Al ) W1, (A.86)
and Qry s < ‘A,(k,nk)) < ¢ HD(PVIQv)=0(8) (A.87)

where, (A.86) and (A.87) follows from weak law of large numbers and [20, Lemma 2.6],
respectively. Together (A.85), (A.86) and (A.87) implies that

[T, €) = r(T)| < O(),

and the proposition is proved since § > 0 is arbitrary.
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Proofs for Chapter 3

B.1 Proof of Proposition 3.6

First, we show the proof of achievability, i.e., for —D(Pyy [|Pyy, [Pxox,) < 0 <
D(Pyy, |[Pyy, |1 Pxox1),

f (B, [V i v, O] 138:37) > Epgy, [65, 5 ()] -0,

Let fL/yn : V" = R defined as

Rypn (y™) = log (1/)(_1(?J)> .

Pynjxn—gn(y™)
For the decision rule génl), defined in (3.13), the type I error probability can be upper

bounded for 6 > —D(Pyy ||Pyy, |Px,x,) as follows:

a (n,gé@,,xﬁ,x’f) = Pyn|xn=gn (log (PYan'n_zjl(Yn) > nb
]

—sup | nOA— z A
<e Az%( wPY"\X":zg’hlyn( )>

_ _1 71
—e zup (n (2 n‘”wa":acavhyn(A)D_ (B.2)

(B.1)

Here, (B.1) follows using the standard Chernoff bound. Eqn. (B.2) follows due to the
fact that for 6 > —D(Pyy [|Pyy, [Px,x, ), the supremum in (B.1) is always achieved at

A > 0, which in turn follows from Lemma 3.1 (i) and (ii).

159



Appendix B. Proofs for Chapter 3 160

Simplifying the term within the exponent in (B.2), we obtain
P)\ (Yn)
= Pynxn_gzn B
n Ynx 0 PY"|X"—a:”(Yn)

n P)\
log (Epynxn:wg (H W))

1
Ewpyn‘xn:zg j,/yn ()\)

Y|X1—:EOZ

1 - Y|Xz 3311( Z)
= —log HEPYHXFZM
n Y|X o (Y2)

i=1

1< VX =, (Vi)
=—> log|Ep, _, —
n Z ( Yz'Xz 01 ( Y‘X —r0; (}/Z)

=1

=" Poay (z,2") log (IEPY (PY’ Y;)) (B.3)

SRS

Il'il?l
LON — Epy x, [log (EPYXO ( Moo,y (Y) (B.4)

where, (B.4) follows from (3.9) and Assumption 3.2. Substituting (B.4) in (B.2) and
sing (3.6), we obtain for arbitrarily small but fixed § > 0 and sufficiently large n that

(n (2 [, (3007 )| )

() n .n < _ilé%
a(n,gpy To, 21 ) < e
sup(@A Epy, (e*ﬁXval(Y)))}—a)
0

—n ]Ep |:
—e ( X0X1 AER

_ e*n(ﬂipxox1 {w%"o hXo X (9)} *5) ‘ (B.5)
Similarly, we can show that for § < D(PyXl HPYXO |Px,x,),
(n) - (EPXoxl [Qb;xlﬁxo,xl (0)} _5> . (B.6)

/8 (nage7y7$6lal‘?> S e

We also have

j22) /\+1
Y
Uy i N = D Prupst = 3 Prsty =ty (A1),
. pp 2R ,

yey

It follows that
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= sup (M= vy, A+ D) = vy () 6.

Hence,

Ervex, % i v O] =Ervox, |85, 7y o 0] =0 (B.7)

Yx ,hxo,x, Yxg,hxo,x;
From (B.5), (B.6) and (B.7), it follows that for —D(Pyy_[|Pyy, [Pxox,) <0 <

D(Pyy, |[Pyy, | Pxox1),

P (Ervg, (Y3 i v O] =8 Pxoxs) 2 Epgy, (U3, 50 (0)] —0-6.

Yxg,hxo,x; Yxg.hxo,x,

Noting that 6 > 0 is arbitrary and k(kq, Px,x,) is a continuous function of , for a

fixed Px,x,, the proof of achievability is complete.

Next, we prove the converse. Let

fin (2, 2") := Pyngn(x,2'),

and T, (x,2') := {i € [n] s.t. xg; = x and z1; = 2'}.

Denoting « (n,g(k’”),ajg,x?) and (8 (n,g(k’”),wg,x?) by ay and (,, respectively, we

obtain that for any 6 € R,

an+e "B,
Pynjxn_gn(Y")
]
n
Py, x=z,;(Yi)
= Pyoixnn | S log < > nf
| ) (Zz; PYi|X:$0i (Y;)

Py, | x =z, (Y3)
= PY"|X"=$8 Z Z ].Og <1(Y;)

z,x’ i€l (z,x")

o (Y3
= Pyn|xn—qgp Z > log< YiX= “(Y;

P
z,2' i€, (x,7') YilX= zOL(

Py x—p. . (Y5
Z PYn|Xn:x8 ﬂ Z log <W> Z nun(x,x,)g

z,x’ \i€Zp(x,z’) Yi| X=aoi ( Z)

> > np(r,2)d

(z,2")eX XX
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~

Py, x=z,;(Y3)
= H Pyn|xn=gn Z log (|1> > npiy(z,2)0

(z,2")eX xX 1€Tn(z,2’) YZ|X_ZOZ( z)

Here, (B.8) follows by applying Theorem 3.4. Then, for arbitrary § > 0 and sufficiently

large n, we can write

) (e o)1)

ante s> [ e (B.9)
(z,2")eXxX
(e (5, 5 (O1+9)
> J] e w0t (B.10)
(z,2")eXxX
= e_n(EPX()Xl ( ;XO’;LXval (9)) +6,)’ (B.11)

where, §' > § is arbitrary. Here, (B.9) follows from [6, Theorem 14.1]; (B.10) follows
from [6, Theorem 13.3] and [6, Theorem 14.3]; and (B.11) follows from (3.9). Note

that (B.11) holds even if 47, »  (0) = oo for some z,2’ € X x X and 6 > 0 since in

!

this case, both (B.10) and (B.11) equal 0. Equation (B.11) implies that

. . log (aun, log (3, .
lim sup min (— gla ),— g (5n) + 0) <Epy x, (wYxoﬁxo,xl (9)) +4.  (B.12)

n—00 n n

Hence, if it holds that for all sufficiently large n,

—n * - &’
o, < e (EPXOXl ( Yxo:hxo,X1 (0))+ )7 (B.13)
then

: log(ﬁn) * /

117Iln_>8£p B < Epy x, (d}Yxoﬁxo,xl (0)) -0+ (B.14)

Since ¢ (and d’) is arbitrary, this implies via the continuity of % (ka, Px,x,) i o that

R (Ervo, [¥y i, )] Proxs) < Epgy, |45 ©)] - 0.

YXO 7hXO,X1

To complete the proof, we need to show that € can be restricted to lie in Z( Px, x, , Py X)-

To prove this, it suffices to show the following:
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(i) Epy,y, ( - <—D (PYXOHPyxlyPXOX1>>) =0.

Yxo.hxo,x1

(ii) EPX0X1 (W

Yxq»

I~1X07X1 <D (PYX1 HPYXO ‘PX0X1))> =D (Pyxl HPYXO |PX0X1>-

(iii) Epy,x, <w;xoﬁxo . (0)) and Epy ., <w;xoﬁxo . (0)) — 6 are convex functions

of 6.
We have,
Epy,x, <¢;X07;ZXO,X1 (—D (PYXOHPYXl |PX0X1>))
= sup [—A D (PYXOHPYxl \Pxoxl) —Epyyx, (wyxo,ﬁxo,xl (A)”
< Z Py, x, (20, 21) [ilelg_)\p (PYXOHPYxl) = Uy g (A)} (B.15)
0,71
L (B.16)

where, (B.16) follows since each term inside the square braces in (B.15) is zero, which

in turn follows from Lemma 3.1 (iii). Also,

EPXOXl <w§/xoﬁxo,x1 (_D (PYXO HPYX1 |PX0X1>))

= Z Pxox, (20, 21) ¥y (_D (PYXOHPYX1|PX0X1)>

Yxo.hxg,x;
0,71

>0, (B.17)

where, (B.17) again follows from Lemma 3.1 (iii). Combining (B.16) and (B.17) proves
(7). We also have that

E Py, x; <¢* (D (PYX1 [Py, !PX0X1)>> -D (Pyxl [Py, |PX0X1)

Yxq,hxg,x,

B (i, (7 (P 5, )

=0, (B.18)

where, (B.18) follows similarly to the proof of (7). This proves (i7). Finally, (iii) follows
from Lemma 3.1 (iii) and the fact that a weighted sum of convex functions is convex

provided the weights are non-negative. This completes the proof.
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B.2 Proof of Theorem 3.9

Fix ko > 0 and (w, R, Psx,0) € L(ka,T). Let 7 > 0 be a small number, and let
R’ > 0 and R > 0 be defined as

R = (y(Ka,w), (B.19)

and (4(Ka,w) — p(ka,w) < R < 7I(X;Y|9). (B.20)

Encoding:

The encoder is composed of two stages, a source encoder followed by a channel en-
coder. The source encoding comprises of a quantization scheme followed by binning
(if necessary). The details are as follows:

Quantization scheme: Let
DY (n) :={U € To(U) : D(U||U) < ko +n}. (B.21)

Consider some ordering on the types in Dg(n) and denote the elements as Uy, (72, e
ete. For each type variable U; € DY (n), 1 <i < |DY(n)l, choose a joint type variable
UW;, W; € Ti(W), such that

D (W@IIWZ-\U\UZ-) < g (B.22)
I(U; W) < R + g (B.23)

where Py, = w(Py, ). This is always possible for k large enough due to (B.19) and
the continuity of w (see [27]). Let

DY () :={U:Wi: 1 < i <[DY ()]}, (B.24)
and R, == I(Uy; W;) + g 1<i< DY (). (B.25)
Let
DY ()]

Cr=_uwk(),je|1: > el b,

i=1
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denote a quantization codebook such that each codeword w”(j), j € M, =1+
Sl ekl S eFim) 1 < i < DY ()], belongs to the set T (W;). For u¥ € Ti(U7)

such that U; € DY (1)) for some 1 < i < [DY(n)|, let
p(ut, Cr) = {j € Mi: w'(j) € Cp and (u¥, w' (7)) € T(UiW), UWi € DY (m)}-

If |u(uk,Cy)| > 1, let M'(u¥,Ch) denote an index selected uniformly at random from
the set pu(u”,C), otherwise, set M’(u*,Cx) = 0. Given C; and u* € U*, the quantizer
outputs M’ = M’ (u¥,C;), where the support of M’ is given by

1Dy (

)|
M =0 Z ehr

i=1

Note that for sufficiently large k,

|D;lcj(77)| k max 1(U;W)+12
T e pUW ( )+3
M <14+ Y P <14 DY (n)le TR

=1

<14 DY (n)|er(F+5) < k®+n), (B.26)

where, in (B.26), we used the fact that [DY (n)| < (k + 1)U,

Let
R log ( o )
PIRES - |
DY (n)]
M, :=[1+ (i — )Ry : iRy, 1 <i < |DY ()],
DY (n)]
and M := {0} U U M;.
i=1
Note that

124
iR > (R log(k 1)) (B.27)

Let f, : M’ — M denote a function such that f,(j) = 0 iff j = 0, and for each

index j € M}, f,(j) € M;, 1 < i < |DY(n)|. Given fp, the source encoder outputs
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M = fp(M'). If R' +n < R, then f} is taken to be the identity map, and in this case,
M =M.

Channel Encoding: Let n = |7k]. Each index in M is mapped to a codeword in the
channel codebook C% = {X"(j),j € M}, which is generated similar to the codebook
used for the unequal error protection of a single message in [22]. Without loss of
generality (w.l.o.g.), denote the elements of the set S = X by {1,...,|X|}. The
codeword length n is divided into |S| = |X| blocks, where the length of the first block
s [Ps(1)n], the second block is [Pg(2)n], so on so forth, and the length of the last
block is chosen such that the total length is n. The codeword X"(0) = s™ corresponding
to M = 0 is obtained by repeating i in block i for 1 < i < |X|. The remaining’ [ek}q
ordinary codewords X" (j), j € [ekR], are obtained by blockwise i.i.d. random coding,
i.e., the symbols in the i** block of each codeword are generated i.i.d. according to
Px|s=i- The sequence s™ is revealed to the detector.

Decoding:

The decoder consists of two parts, a channel decoder followed by a tester.

Channel decoding: At the detector, the channel decoder first performs a NP test on

the channel output Y™ using the decision rule gg : Y™ — {0, 1}, where

_ Zl (Braw®) , ),

Py s=s(j)(¥;)

i—1 %
s(j) =i if Y [Ps(lin] <j <> [Ps(l)n]. (B.28)
=1 =1

In (B.28), the empty sum is defined to be equal to 0. If go(y™) = 1, then M =0
and H = 1 is declared. Else, maximum likelihood (ML) decoding is done on the
remaining codewords X" (j),j € [ekR], and M is set equal to the ML estimate. Note
that since the i*" block of each codeword X "(4), j€ [ekR], is generated independently
and ii.d. according to distribution Px|s—;, the channel outputs in the ith block is

distributed i.i.d. according to Py|g—;. It then follows similar to Proposition 3.6 that

! Actually, the number of codewords generated should be slightly higher (e.g. eFE+9) for a small
positive number ¢), as an expurgation step is involved later.
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for k sufficiently large,
P (M = 0|M # 0) < e~k (Em(Psx.0)=n) (B.29)
and
i (M £0|M = o) < e~k (Em(Psx 0)=6-m) (B.30)

Also, given M # 0, it follows from the analysis based on random coding and expurga-
tion (see [20, Exercise 10.18, 10.24] and [89]) that there exists a deterministic codebook
C'% such that (B.29) and (B.30) holds, and the ML-decoding described above asymp-

totically yields
P (M £ m|M =m #0, N # o) < e~(Bx(FPsx)=m), (B.31)

This deterministic codebook is used for channel coding.

Testing: The acceptance region for the hypothesis test is the same as that given in [27,
Theorem 1]. More specifically, for a given codebook Cg, let O, denote the set of uF
such that the source encoder outputs m’, m’ € M’\{0}. For each m' € M’\{0} and

uF € Oy, let
By (uF) = {vF e VE - (wF, uF o%) e j:“+n(Wm/UV)},
where W,,,,UV is uniquely specified by
Wiy =U =V and Py |y = w(Py). (B.32)
For m' € M'\{0}, we define
By = {v* : v* € By (uF) for some uf € O,
Define the acceptance region for Hy at the detector as

Ar:= U m' x B, (B.33)
m/EM\0
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or equivalently as

Ae = U O,y X B,y B.34
k m/eM'\0 i i ( )
The tester takes M as input, decodes for the quantization codeword w* (M ") (if re-
quired) using the empirical conditional entropy decoder (ECED), and declares the
output of the hypothesis test based on wk(M ") and V*. More specifically, if binning
is not performed, i.e., if R + 1 < R, set M’ = M. Otherwise (if R" +n > R), given

M = and V¥ = o set M’ =1/, where

0, if M =0,

arg min H(w¥(5)|v¥), otherwise.

Jufe(g)=m
If M’ =0, H =1 is declared. Otherwise, given M’ =1’ # 0 and V¥ = ok, H =0 or
H =1 is declared depending on whether (77, v%) € Ay, or (i, v*) ¢ Ay, respectively.
Analysis of the type I and type II error probabilities:
Using the method of random coding, we will analyze the type I and type II error prob-
abilities over an ensemble of randomly generated quantization and binning codebooks.
Then, the standard random coding argument followed by an expurgation technique [89]
guarantees the existence of a deterministic quantization and binning codebook that
achieves the lower bound given in Theorem 3.9. Let each codeword w*(j), j € M,
1 <i < |DY(n)|, be selected (with replacement) independently and uniformly at ran-
dom from the set T;(W;) (see quantization scheme above). Let fp denote the random
binning function such that for each index j € M}, an index fp(j) is selected (with
replacement) independently and uniformly at random from the set M;. We proceed
to analyze the type I and type II error probabilities averaged over these random code-

books. Note that a type I error can occur only under the following events:

(i) éer = U U Eee(u¥), where
UeDY (n) w*eTi(0)

Epp(uf) = {75 W) € Cr, je[l:|M]], st. WF W*(3))) € TL(UW;),

Py, = e Uil € D;?W(n)}-
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(i) M’ = M.
(iii) M’ # 0 and M # M.
(iv) M’ =M =0 and M # M.

(v) M' #0, M = M and M’ # M'.

Here, (i) corresponds to the event that there does not exist a quantization codeword
corresponding to atleast one sequence u* of type P, e D,g(n); (1) corresponds to the
event, in which, there is neither an error at the channel decoder nor at the ECED; (41)
and (iv) corresponds to the case, in which, there is an error at the channel decoder
(hence also at the ECED); and, (v) corresponds to the case such that there is an error

only at the ECED.

As we show later in (B.72), it follows by a generalization of the type-covering lemma
[20, Lemma 9.1] that

—ekQ(n)

P(Egp) <e (B.35)

k
Since eki(m Q oo for n > 0, we may safely ignore this event from the analysis of the

exponent of type I and type II error probability. Given £f,; and that event (i7) holds,
it follows from [27, Equation 4.22] that for any given codebook Cj, the type I error
probability is asymptotically upper bounded by e *%e since the acceptance region is
the same. Hence, it also holds when averaged over the random quantization codebooks

such that £5, holds, implying that
P (H = 1|EG 5, M = M’) < e~hra, (B.36)

Next, consider event (7ii). By the design of the channel codebook CY%, it holds asymp-
totically that

IP’(M’;&O,M;AM|H:0>

IP’(M’;«AO|H:())IP><M;£M|M7£O>
<P (N # MM #0)

gP(M:O|M7é0)+IP’(M7£M|M7£O,M7EO)
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< e kT(Em(Psx,0)—n) + e_kT(EE(g’PSX)_n) (B.37)

_ e—kr(min(Em(PSX,H),Ez(%,Psx))—n)’ (B38)

where, in (B.37), we used (B.29) and (B.31). Also, note by the definition of Dy (U)

and (B.35) that the probability of event (iv) can be upper bounded as
P (M = 0,01 # M|H =0) <P (M =0|H =0) < e, (B.39)

Next, consider the event (v). Note that this event is impossible when R'+n < R, since
there is no binning involved. Hence, assume that R'+7n > R. Since M = 0 iff M’ =0,
M’ + 0 and M = M implies that M # 0. Let

Vw . k k  k Katn , , .
D" (n) = {VW 23 (wh,ut ") e m/e/\%\{o}jk (W UV), W,y UV satisfies (B.32)

and Pwkukvk = PWUV}
We can write,

IP(M’;&O,M:M,M’;AM’\H:O)
:IP’(M’;AO,M:M,M’;&M’,(M’,V’“) eAk]Hzo)

+P (M’ £0,0M = M, M # M, (M, V") ¢ A|H = 0) . (B.40)
The second term in (B.40) can be upper-bounded as

P (M/ £ 0,M = M,N' £ M, (M, V) ¢ Ay|H = 0)
gp(mﬁnﬂ)¢Amamu1:o)+P(@WJM)¢Aba@u1=o)

—ekQ(n)

<ML (M VE) ¢ Al H = 0)
se*mW+P(wﬂv%¢A@

< =@M 4 ghra (B.41)

= )
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where, the inequality in (B.41) follows from [27, Equation 4.22] for sufficiently large k,

since the acceptance region is the same. Let
Dp(V):={V:3Wst. VW e DYV (n)}.
The first term in (B.40) can be bounded as shown below:

P (M’ £ 0,N =M, M £ M, (M, V") e AH = 0)
< Y P(VE=oh3je fp M), A M HWEG) <

R ETH(V):
VeDg(V)

H (W (M) |o%) |0 £ 0)
- Y P (Vk — | M’ £ 0) P(a je fRHM), j# M H (W) F) <

R eTL(V):
VeDg(V)

Ho(WHM) R VE = ok, M £ o) (B.42)
Defining the events

E = {VF =k M #0},

Ey={VF=v* M =m/ #0,M =m},
we can write

P(3j € f5' (M), j # M H(W*()lo¥) < H(WHOL)|h)|E7)

= 3 Y P(M =w M =m|g]) P(ajef;(m), jtm
.ﬁ%%}ﬂﬁ%}

H (W (7)) < Ho(WE (m)]oh)|E3 ). (B.43)
Consider the second term in (B.43). Denoting the type of v* by V, it follows that

P(3j € f5'(m). j #m' s H(WFG)P) < Ho(Wh(m)h) €3)

= Y P(fs0) =m HWEG)E) < H(WHGn) b))
jemM\{0,m’}
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1 ‘ .
<m0 P(HOVEGIY) < H(WE @) & U {fa(i) = m})  (B.44)
jeM\{0,m’}
1 .
<am 2. > S B (W) = wblgs U {fa() = m})
JEMN\{0,m'} L W wk: .
VIWeDY W (n) (vFwk)eTL(VIV)
S P(WhG) = a8 U {fs()) = mb U {WE@) = ') (B.45)
R eT (W)
H (0F vk <H(W|V)
1 .
< gm 2 )» S B(Wrm) = oME U {fal) = m})
JEM\{0,m'} W wk:

VWeDYW () (vF ,wk)eT(VIV)

3 2 P (Wk(j) - w’f) . (B.46)
o* e (W):
He (6" [oF)<H(W V)

In (B.44), we used the fact that binning is done uniformly at random; in (B.45), we
used the following: if v* € 7;,(V) is such that V € Dy(V), then M’ # 0 implies that
(WHE(M"),v*) € Tr(VW) for some VWV € DYV (n). In (B.46), we used

P (Wh(j) = a¥18 U {f5()) = m} U{W () = w'}) <2 B (WEGj) = a*), (B.AT)
which will be shown later. Continuing, we can write (for sufficiently large k)

P(3j€ f5'(m), j#m': HOWHG)Pb) < H(WHm')ob)es )

1
SekiRk Z Z Z ( _wk‘gZU{fB( ) = m})
JEMN{OmY i
Vive (v’“ wk)e
DY () Te(VW)
S g kHIN (B.48)
’lI)kGTwl
He (wF|v*)
<H(W|V)
1 .
<om > X X P (Wh(m') = w*|& U {fa()) = m})

JjeEMN\{0,m'} W
Vive (v’“ wk)e
DYV (n) Th(VW)

(k + 1)\V|\W|ekH(W|V)2 o k(H(W)—n) (B.49)
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1 VIW| _—k(I(W;V)—
SekiRk Z Z 2(/<;+1)IIII6 (1( )—n)
jgemn{om’y .
VWeDYW (n)

min

1 —k<A _ min I(W;V)—n>
< > 2(k+ )M (k4 VIV ATTERET (B.50)

kR
jemMN\{o,m’}
< e—k(R—R’—&-pk—nfc)’ (B.51)
where,

= min ] V,W
P VWEDXW(n)( )

1) log(k +1 log(2 U|log(k + 1

and o = 4 DYV Dol 1) los(z) | losth+ 1)

In (B.48), we used [20, Lemma 2.3] and the fact that codewords are chosen uniformly at
random from Tz (W); in (B.49), we used that the total number of sequences w* € Tz (W)
such that Pgr,x = P and H(W|V) < H(W|V) is upper bounded by eFHWIV) and
[TV x V)| < (k+ DIVIWL in (B.50), we used [20, Lemma 2.2]; and, in (B.51), we
used (B.19), (B.20), (B.26) and (B.27). Thus, for sufficiently large k, since pr —
p(Ka,w) + O(n), we have from (B.41), (B.42), (B.43) and (B.51) that for sufficiently

large k,
P <M’ £0,M = M, M # M'|H = 0) < e kmin(ka,R—Cy(raw)+p(raw)=0m) (B 52)

By choice of (w, Psx,0) € L(kq,T), it follows from (B.35), (B.36), (B.38), (B.39) and
(B.52) that the type I error probability is upper bounded by e k(ka=0(m) asymptoti-
cally.

Next, we analyze the type II error probability averaged over the random codebooks.
For a given codebook Cp, let U,V,W and W, denote the type variable for the real-
izations of U*, VF WH(M') (M’ # 0) and WF(M') (M’ # 0), respectively. A type II

error can occur only under the following events:

(a) & == {M = M,M' = M’ # 0,(U*, VF, W*(M")) € TR(UVW) such that UW &
DYV () and VIV € DYV (n)}.
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(b)
M # 0,8 = MM M, fp(M') = (M), (OF, V5, WHr),

&y = Wk(j\?[’)) € THUVWW,) st. UW € DYW (n), VIV, € DYV (1),
and H, (Wk(M’)\Vk) < H, (Wk(M/)|vk)

M’ #0,M # M or 0,(U*, VE, WE(M"), WF(M')) € T(UVWW,)
such that UW e DYW(n) and VIV, e DYV ()

(d) Eq:={M =M =0,M # M, (VF, WE(M')) € To(VWy) s.t. VIVy € DYV (1)}

Since the exponent of probability of the event Egg tends to co with k by (B.35), we
may assume that €75 holds for the type II error-exponent analysis. It then follows

from the analysis in [27, Eq. 4.23-4.27] that for sufficiently large k, we have
P (|65 ) < e F(B1(raw)=00m) (B.53)

When R’ +n < R, note that &, is impossible, and hence, the exponent of this event is
00. Assume that R' +n > R. Let

For(n) :={UVWW4 € TLU XV x W x W) : UW € DYV (), VW, € (B.54)

DY () and H(Wy|V) < H(W|V)}.
Then, we can write

P(&|H = 1)

3 5D S LR
OVWW, (uk,vk,w’f,ui}k) m/e M/\{0}

€F2,6(N) eTH(UVWWy)

[ >o B(Whe) = aF, fu(m) = fa(i)|UF = uF VF = ok,
m e M\ {0}
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M = m/, Wk(m') = wk)] (B.55)
The first term in (B.55) can be written as

P (U’f — ok, VE = ok M = m/, WM = o |H = 1)
=P (Uk =P VF =% M =m/|H = 1)
P(Wk(m’) = wh|U* = u*, VF :vk,M’:m’> (B.56)

Note that M’ # 0 and U* = u* implies that UW € D(UW). Hence, we can bound

the second term in (B.55) for sufficiently large k as

P (Wk(m’) = wk|Uk = uk,‘_/k = vk,M’ = m’)

7ek(H(V;‘U)_n), if wk € T(W),

(B.57)
0, otherwise,

where we used the fact that given M’ = m’ and U* = ¥, W¥(m') is uniformly

distributed in the set E(PWW, uF) and that for sufficiently large k,
75 (P )| = HIVI=),

On the other hand, the second term in (B.55) can be bounded as follows:

P (Wk(m’) = wk,fB(m’) = fB(m')](_]k =k VE =k M = m/,Wk(m’) = wk)
1 _ _

~ TkRk]P) <Wk(m/) — wk’Uk — uk)vk — ’Uk,M/ — m/,Wk(m/) — wk) (B58)
2 . _

. (W’“(m’) = w’“), (B.59)

where, in (B.58), we used the fact that the binning is uniformly distributed and inde-

pendent of the codebook generation; in (B.59), we used

<2P (Wk(m’) - w’“) . (B.60)
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which will be shown below. Thus, from (B.57) and (B.59), we can bound the term in
(B.55) (for sufficiently large k) as

geka > Y Y B0 =l = = =)

UVWwy (u R wP k) m’ e M\{0}

1
6k(H(W|U)—n) m'e%;\{o} ( )

2 —K(H(OT)+D@V|07)) !
<omo 2. > ¢ W)=

UVWW, (uF v* wk ok) €
€F2k(M) €TH(UVWWy)

m'eM\{0} ' eMN\{0}
2 (H(@V)+D@V|[0V)) 1
< ckRy Z Z ek(H(W|U)—n)

OVWWy (uF ok wk wk)
E€F2,k(n) €TH(OVWW,)

S P (Wk(m’) = w’f)

m'eM'\{0}

2 o~ K(H@V)+DOV|[TV 1
< Z y (H(@V)+DOV|[UV))

HFHW|T)=n)  k(H(Wa)—n)

ek (R'+mn)

€F2 x(n) eTk(UVWWd)

Z Z o—k(HOV)+D(OV||UV)) 1 ~ ek(R:Jrn)
= ekRk K(HWIO)=n)  *(H(Wa)—n)
OVWWy (u*wF wk)
€Fo,x(n) eTk(UVW)
HFH(Wa|V)
< 2 Z HFHOVW) —k(H(OV)+DOV|UV)) 1 _ ek(RjM)
— ekBr L HF(HWIT)=n)  k(H(Wa)—n)
VW,
€F2,1(n)
ekH(Wd\V)
< e FP2k
where
By = min —H({UVW)+H(UV)+DUV||UV) + HW|U)

f]f/WWd E]'—ka (77)

I(V;Wyg)+R— R —3n—0,,
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log (2
log(k + 1) + Wk’ log(k + 1) + Oi(). (B.61)

2

5,’6: ’

Note that since UVW W, € Fai(n) implies that VW, € DZW(n), we have

Eyp > min ~H({UVW)+ HUV)+DUV||UV) + HW|U)
UVWWd€f2,k(n)

+pr+R—R —3n—4. (B.62)

Simplifying the terms in (B.62) and using py ), p(Ka,w) + O(n), we obtain by the

continuity of KL-divergence that

~Hlog (B (& H = 1)

(&) | . _min D(UVWHUVW) + Ey(ka,w,R) — O(n), if R < (4(ka,w) +,
> UVWeTz(ka,w)
0, otherwise,
= F3(Ka,w, R) — O(n). (B.63)

Next, consider the event &.. Assume that R’ +n > R (i.e., binning is required). Let
Fap(n) = {UVWWy € ToU x Vx W x W) : UW € DLW (n) and VW, € DYV ()}
Then, we can write (for sufficiently large k) that,

P (gc’H = 1)

< ¥ 3 3 P(Uk:uk,Vk:vk,M’:m’,Wk(M’) :w’“!Hzl)
UOVWW, (uF vk wh wk) m’e M\{0}
€F3.1(M) eTR(UVIWWy)
S P(M=m|H = 1)P(M:m\M:m>

m#0,m##0:

m#£m

S P (WE) =, fa(i) = ml0F = o, VF = oF, M= !, W) = ")
m'e M'\{0}
k(R +n)

2 KH(OVW) —k(H(OV)+DOV([0V)) 1
<gm 2 ¢ (VIO —) R (H (W) )
UVWWy
€F3.x(n)
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ok H (WalV) e—kT<Ez(§7PSX>_77) (B.64)

Es = min —~HUVW) + H(UV)+ DUV||UV) + HW|U)
UVWWdEJ:&k(ﬁ)

R
+7E, <7_7PSX> +pr+ R— R — O(n) — 6y,

and ¢ is as defined in (B.61). To obtain (B.64), we used (B.31), (B.57) and (B.59).
On the other hand, if R’ + n < R, it can be shown similarly that,

P(EJH =1) < e *Fau,
where

By, = min  —HOVW)+HOV)+ DOV||UV) + WD)

UVWWaEF3 (n)

R U||v|Iw|?
+7E, <7_7PSX) +pr — O(n) — MPIvE

log(2)
k: —_—,

log(k + 1) — ’

Hence, we obtain

g (P (&.|H = 1))

~ min  DOVWI||UVW) 4 Ey(ke,w, R)
UVWEeT3(ka,w)

=
+
\]
=
@
Be
%
|
S
=

lf R < Cq(/iavw) +77’

v

~_min DUOVWI||[UVW) + p(ka,w)
UVWET3(ka,w)

+TE, (% PSX) - O(n), otherwise,

= E3('%a7waR7 PSXaT) - 0(77) (B65)
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Finally, we consider the event £;. Assume that R’ +n > R. We have

PEJH=1)= Y P (U’f — ¥, Epp, Ea|H = 1)

ukeT(0):
UeDY (n)
+ Y P (U’f =k &y H = 1) : (B.66)
uféﬁ(f])
U¢Dy (n)

where, (B.66) follows from the fact that if U e DY (n), then &; can occur only if Epg
occurs. From (B.35), for any u* € T;.(U) such that U € DY (n), we have

P (Uk = uk,gEE,gd‘H = 1) < e_ekﬂ(n)'

Next, note that if U ¢ DY (n), then M’ = 0 is chosen with probability 1 independent

of the codebook Ci. Hence, we can write the second term in (B.66) as follows:

Sop (U’f — k&) H = 1)

uj“EE(U)
U¢Dy (n)

< ¥ 3 3 P(Uk:uk,f/k:vk,M’:M:O]H:1>
uk €T3, (0): (vF ,0%) €Ty (VIV,): eM\{0}
U¢D/(n)  VWaeDyW (n)
P =mM=0) > P(fa0i)=m W) =)
m/e M/\{0}
< 3 > P(UF b VE = M = M =0jH =1)
WFET(0): (0h )T (VV,):
UgD (n)  VWaeD)W (n)

N . 1 1
> o p(W=mm=o) ¥ om RV 1)

meM\{0} e M\ {0}
< ¥ 3 IP’(U’“:uk,Vk:vk,M’:MzoyH:1>

WFET(0): (WF, ) T (VIW):

U¢DY (n) VWaeDYW(n)

. k(R'+n) 1
S op (M — | M = 0) ¢ S )
meM\{0}

< ¥ 3 P(Uk:uk,f/k:vk,M/:M:O|H:1>

WFETL(D): (oF )T (VIW):
O¢DY(n)  VWaeDYY (n)
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¢~ kT (Em (Psx 0)—0-1) e 1

_ B.67
ekBe k(H(Wa)—n) ( )

< Z ekH(m”/)e—k(H(UV)+D(z7V|\UV)) o kT (Em(Psx,0)—0-n)
UVWy
€Dy (n)°xDY W (n)
ek(Rl+77) ekH(Wd‘V)

FRe k(HWa)—n)

< e—k’E4 k
where,
By = min DOV||[UV) + 7 (Epm(Psx,0) —0) + pp + R— R’
ovw,
eDY (n)exDY W (n)
ullv|iw
—0(n) — ||kH‘ log(k+1)
>  min  D(V|[V)+7(En(Psx,0) —0) +pr+ R— R
Vaw,
VWeDy W (n)
ullv|pw
—0(n) — |Hk||| log(k + 1).

In (B.67), we used (B.30).

If R'+n < R, it can be shown that,
P(E|H =1) < e *Fir,
where

Ejpy> min  D(V||V)+7(En(Psx,0) — 0) + pr — O(n)
Vaw,
VWE'DXW('W)
— L{HVHW’ log(k +1).
k
Hence, we obtain

~Hlog (B (&4l = 1))
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min .55, D(V||V) + Ey(ka,w, R)

VWweDy W (n)
® +7 (Em(Psx,0) —0) = O(n)  if R < (y(ka,w) + 1,
min - .o D(V||V) + p(ka,w)
VWGDXW(n)
+7 (Em(Psx,0) —0) —O(n), otherwise,
= Ey(Ka,w, R, Psx,0,7) — O(n). (B.68)

Since the exponent of the type II error probability is lower bounded by the minimum of
the exponent of the type II error causing events, it follows from (B.53), (B.63), (B.65)
and (B.68) that for a fixed (w, R, Psx,0) € L(Ka,T),

’{(7—7 K/a) > min <E1(Fiouw)a EQ(KJOmwa R), E3(’{aawa Ra PSX’T)7

E4(/<ga,w,R, PSX70?T)> - 0(77) (B69)

To complete the proof, we need to show (B.35), (B.47) and (B.60). Since W¥(j),; €
M

77

2.5] that, for any u* € T;(U;) and sufficiently large k,

is selected uniformly at random from the set T;(W;), we have from [20, Lemma

ek(H(WHUi)Z)) (B.70)

P ((u", WH(5)) ¢ T(0W)) < (1 T HW)

Since the codewords are selected independently, we have by the union bound that

o ekR;
ek(H(WHUi)—%) >

P (Bt WH() ¢ T(0iWi), j € M}) < <1 D)

_ek(R;—I(Ui;Wn—al)' (B.71)
Hence, by the choice of R} in (B.25), we have for sufficiently large k that
1D} ()] o i L
P(Egp) = e < (k1)U < o7 (B.72)
i=1

This completes the proof of (B.35).
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Next, we prove (B.47). Note that by the encoding procedure, M’ # 0 and w* €
Tr(W;) for some 1 < i < |DY(n)| implies that U* € E(PUi\Wi’wk)' Hence, we can

write for j # m/, that

P (WE(j) = @b |VF =% M =/ #0,M = m, fi(j) = m, WH(m') = w")

=Y B(UF= VR = oE M = £ 0M = m, () = m.

“keﬂ“(PUilVVi’wk)
Wk(ml) _ wk‘)
B(WH() = @H|U* = w5 VE = o, 07 =’ # 0.M = m, f5(j) = m,

Wk(m') = wk>

Let

Crrj = G\ (), WE ()3,

E={UF=uFVF=oF M' =m/ #0,M =m, fg(j) = m, WF(m') = w*}.
Then, we can write,

P(Wk(j): ~’fys): 3 B(C;,, = dOBWH() = dFlE,C,y =) (B.T3)
cC ., =c

m=,J

We can write the term within the summation in (B.73) as follows:

P(WF(j) = a*|E,C,, ;= ©)
=P(W"(j) = a"|U* = u*, VP =", C, . =¢)
P(M' = m/|Wk(5) = oF, WFm/) = w*, UF = ¥, VF = vk,C;,J. =c)
P(M' = m/|[Wkm/) = wh, UF = uk, VF =2k, C_, . =c)
P(M =m, fg(j) = m|M' =m/, Wk (j) = @F, WF(m/) = wk, UF = uF, VF = vk,C;L,J =c)
P(M =m, fg(j) = m|M' =m/,Wk(m/) = wk, Uk = vk, Vk = vk,C;,’j =c)
(B.74)
P(M' = m/|Wk(j) = @F, WF(m/) = wk, UF = uF, VF = vk,C;,jj =c)
P(M' = m/|Wkm/) = wh, UF = uk, VF =2k, C_, . = c) '
(B.75)

= BWH(j) = @)
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n (B.75), we used

P(M =m, fp(j) = m|M' =m/,W*(j) = &*, W¥(m') = w*, U* =", V¥ = ’Uk,c;uj =c
=P(M =m, fp(j) = m|M" = m',WH(m') = ", U" =¥, V¥ =oF.C , . =)

m7]

=P(M =m, fg(j) =m),

which in turn follows from the fact that the binning is performed independent of the

Ci, U* and V¥, Let
N@,C, ) =Ku*(l) eC, 14 m,j, (uF,w*(1) € To(UW)}.

Recall that if there are multiple indices [/ in the codebook Cj such that (u¥, w¥ (1)) €
E(UZWZ), then the encoder selects one of them uniformly at random. Also, note that

since M’ =m’ # 0, (u¥, w*(m")) € Te(U;W;). Thus, if (u¥, @) € T (U;W;), then

]P’(M, — m,’Wk(]) — ﬂ)k, Wk(m/) — wk,Uk — uk, Vk = vk7C;l/j — C)

P(M' = m/|[WHkm/) = wh, UF = uk, VF =2k, C_, . =c)
1 1
N(u*,C., ;) +2 P(M:m]Uk:uk,Vk:vk,C;L,j:c)
N( i) T2
(B.76)
N(u )-|-2
On the other hand, if (u*,w*) ¢ T (U;W;), then
P(M' = m/|Wk(5) = oF, WFm/) = w*, UF = ¥, VF = vk,C;l,j =c)
P(M' = m/|Wk(m/) = wk, UF = uk VE = vk,C;L,j =c)
B 1 1 _ N(u*,C, ) +2 —y
B N(uk,C, )+ 1| P(M =m|UF=uk VE=0F.C , . =c) " N(urC, )+1" '
(B.77)

Substituting (B.76) and (B.77) in (B.73), we obtain (B.47). The proof of (B.60) is
similar to that of (B.47), and hence, omitted.

Thus, we have shown that for a fixed (w, R, Psx,0) € L(kqa,T), the probability of

type I and type II error probabilities averaged over the ensemble of randomly generated
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codebooks and binning functions satisfy

P (H —1|H = 0) < e~h(ra=0m), (B.78)
and P (_ﬁ = O‘H = 1) S 67]?(‘%;(7—7“&)70(77))7 (B?g)

for all sufficiently large k. By the random coding argument followed by an expurgation
step [89], there exists a deterministic codebook Cj, and deterministic binning function
fp» such that (B.78) and (B.79) are satisfied. Maximizing over (w, R, Psx,0) € L(kq,T)

and noting that 1 > 0 is arbitrary completes the proof.

B.3 Proof of Theorem 3.14

Fix Ra > 0 and (Ps’w,("PS)aPX|USW’7PX’|US) S Eh(lia). Let n > 0 be a small
number, and choose a sequence s" € 7;(5’ *) which is revealed to both the encoder and

the detector, where S* satisfies D($*||S) < 7. Let R’ := Cq(Ka,w', Pe.).

Encoding:
The encoder performs type based quantization followed by channel coding similar to
that in hybrid coding [26]. The details are as follows:

Quantization scheme: Let
DY (n) :={U € T,U) : D(U||U) < ko + 1} (B.80)

Consider some ordering on the types in DY(n) and denote the elements as Uy, Us,
.., ete. For each joint type variable S*U;, U; € DY(n), 1 < i < |DY(n)|, such that
S* 1 U;, choose a joint type variable S’*Uiﬁ/{, Wi’ € T,(W'), such that

D (W\0r, $*||w|U, $*

UZS> <

w3

I(S’*vﬁ’LvWZ/) S R, + gv

where Py s = w'(Pp , Pg.). Let

D () == {STW] : 1< i < [D (n)]},
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and R, := I(8*, 0 W) + g,l <i< DY) (B.81)
Let
1D ()] )
Co=quw"@)ie 1 Y, )b,
i=1
denote a quantization codebook such that each codeword w'™(j), j € M} := [1 +

St e S enfin] 1 < i < |DY(n)|, belongs to the set T, (W/). For u" €
%(UZ) such that U; € D,,(U) for some 1 < i < |DY(n)], let

W@, Cl) ={j e M,: w"(j) €Cl, and (s",u",w™(j)) € E(S’*UZWZ’),

S*TW] € D7 ()}

If @/ (u™,CL)| > 1, let M'(u™,C],) denote an index selected uniformly at random from
the set p/(u",C},), otherwise, set M'(u",C},) = 0. Given C,, and u™ € U™, the quantizer
outputs M’ = M'(u™,C}), where the support of M’ is given by

1D () /
M =0 Z e

i=1

Note that for sufficiently large n, it follows similarly to (B.26) that
‘MI‘ < en(R/—H]).

If M = m’ # 0, the encoder transmits X™ over the channel, where X" = z" is
generated according to the distribution [[;L; Pxjygw (wilui, i, wi(m')). 1f M’ = 0,

the encoder transmits X" = 2 randomly according to [[i"; Pxus(x}|ui, si).

Decoding:
For a given codebook C/, and m' € M'\{0}, let O,,, denote the set of u™ such that
M'(u™,Cl)) =m/. For each m’ € M'\{0} and u" € O,,, let

B, (u™) = {(v",y") € V" x Y™ : (s, u” w0 y") € Tret(STUW! , VY)},
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where S* UW, , VY is uniquely specified by S* 1 (U, V)

—(U,S) =V, Y = (U5 W) =V, Py 50 = ' (Pun, Pgu), (B.82)

m

!
m/

V (y,u,s,w') €Y XUXSExW. (B.83)
For m' € M'\{0}, we define
Bl = {("y"): (v",y") € By (u") for some u”™ € Opy}.

Define the acceptance region for Hy at the detector as

R n !/ /
Ay = m’eL/{/l’\O s"xm' x B,
or equivalently as
A= U §"x Oy x Bl
" m/eM’\0 " m

Given Y™ = y™ and V" = o™, if (s", 0", y") € {s"} xU,;e i\ (0} Bl then set M =m,

where

m' := argmin He(w™ () [v", y", s™).
JEM\O

Otherwise, set M’ = 0. If M’ = 0, H = 1 is declared. Otherwise, H = 0 or H =
1 is declared depending on whether (s",m/,v™ y") € A, or (s",m/',v™,y") ¢ A,
respectively.

Analysis of the type I and type II error probabilities:

Similar to Theorem 3.9, we will analyze the average type I and type I1 error probabilities
over an ensemble of randomly generated quantization codebooks. Then, the standard
random coding argument followed by the expurgation technique in [89] guarantees the
existence of a deterministic quantization codebook that achieves the lower bound given
in Theorem 3.14. Let each codeword w™(j), j € M}, 1 < i < |DY(n)l, be selected

(with replacement) independently and uniformly at random from the set Ty, (W/) (see
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quantization scheme above). We proceed to analyze the type I and type II error
probabilities averaged over these random codebooks. Note that a type I error can

occur only under the following events:

i) Epp= U U Egp(u™), where
UeD! (SU) uneTn(U)

E1(u") = FwmG)ec, jell: M|, st. (s%u", W™n(4)) €
FFE T A A A AL A A ’
To(S*UW]), Pg.p. = Ponun, S*U;W] € DIV (i)
(i) M =M.

(iif) M’ # 0 and M’ # M.

(iv) M’ =0 and M’ # M’

Similar to (B.35), we have since R} satisfies (B.81), that

enf2(n)

P(Egp) <e” (B.84)

Next, consider event (ii). Due to (B.84), we can write

—enQ2(n)

IP(PI: 1N :M’,H:0> < +IP’<E’: N = M, €y, H 0). (B.85)

The second term in (B.85) can be bounded as

P (H — 1M = M, &, H 0)
=P ((s", M, V", Y") ¢ A,|EFp, H =0) (B.86)

=1-P((s", U™, V", Y") € AS|E5p, H = 0) (B.87)
We have similar to [27, Equation 4.17] that for u" € O, that

P((V™,Y™) € B, (u™)|U" =u", Ep)
=P((V",Y™) € B, (uM|U" =u", W™(m') = w, EXR) (B.88)
> 1 — ¢t F=D(Pun||Pv)). (B.89)
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Then, using (B.80) and (B.89), it follows similarly to [27, Equation 4.22] that

P((s", U™, V" Y") € AZ|ESE) > 1 — e ™o, (B.90)
Substituting (B.90) in (B.87), it follows that

P (H — 1M = M, Ey, H = 0) < e, (B.91)
The probability of event (iii) can be upper bounded as follows:

P (M’ 40, N # M'|H = 0)
<P <M’ £ 0,0 # M, (s", M', V", Y") € Ay|H = 0)
+P (M' £ 0, M £ M, (s, M', V", Y") ¢ An|H = o)
<P <M’ £ 0, M £ M, (s", M, V", Y") € Ap|H = 0) te " L emnra(BL92)
<P (M £ M'|M' #0,(s", M', V", Y") € Ap, H = o) 4" | ema

e—n(p/(ﬁa,w/,PS7PX|USW/)—C;(Ha,w/,Pg*)—O(n)) 4 e—e"Q(W) + e—nna (B93)

IA

where (B.92) follows similar to (B.41) using (B.84) and (B.90), and (B.93) follows
similar to (B.51) by noting that (s, M’,V™ Y") € A, implies that M’ # 0. Also,
from (B.84) and the definition of DY (1), we can bound the probability of event (iv) as

P <M’ — 0, M # M'|H = o) <P (M =0/H =0) < e e, (B.94)

From (B.84), (B.91), (B.93) and (B.94), it follows that the type I error probability

k(ka—

satisfies e™ Om)  asymptotically.

Next, we analyze the type II error probability of the above scheme averaged over the
random codebooks. For a given codebook C),, let f], f/, W,Y/ and W, denote the type
variable for the realizations of U™, V™ W' (M') (M’ # 0), Y™ and W™ (M) (M’ # 0),
respectively. Let

DI )
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S*VWY : 3 (s u v W y") € U jr'men(S'*UVWT’n/Y),
— m/eM'\{0}

S'*UVWT'H,Y satisfies (B.82) and (B.83), and Psnynynwnyn = Papgoyiy

A type II error can occur only under the following events:

(a)

M =M #0,(s", 0", V", W*(M'),Y") € TH(S*UVWY)
st. UW € DSUW' () and S*VWY e DSVW'Y (1)

M #0,M' # M, (s",T", V", W(M'),Y", W"(M')) €

AAAAA

and H, (W’"(M’)|s”, V",W) < H, (Wn(M")|s", V", ™)

M =0,M' # M, (s", V" Y" W™(M')) € Th(S*VYWy) s.t.
S* VWY € DSVWY ()

Let

Fiam) ={STVIWY € To(S xU x V x W x V) : STW € DIVW' (1),

FTWY € DIVWY ().
Then, we can write

P(EH =1)

< Z Z Z P(U”zu”,V"zv”,M':m',
S*OVWY (u™w™w'™y"): m/eM\{0}
EF1n(m) (s™u™ " w'™ ym)
T (3 TV

W/n(m/) — wlnj?n — yn‘Sn — Sn)
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< Z Z Z P(U" =u™, V" =0", M =m/|S" = s")
S OvwyYy (uttw™ymt): m/eM\{0}
e}—{,n(n) (Sn un o™ ,w/n yn)
eTn(s*UVWf/)

P (W/n(m/) — wln‘Un — un’ Vn — ,Unle — ml,Sn — Sn)

P (Yn — yn|Un — un Vn — Un M/ — m',W’"(m') — wln’Sn — Sn)

< Z Z Z —n(H(UV)+D(UV||UV))
S*XUVWY (u™ o™ w'™ym):
€F1 () (s™u™ “ff’”j y”)M \{0}

ETW(S*TVIVY)

_ _ 1
P(M =m/|U" =u", V" =v",8" =s") —
en(H(W|S*U)fn)
6—n(H(Y|US*W)+D<Y|US*W\\Y\USW’ US*W)) (B.95)
< Z nH(OVWY(S*) ~n(H(@V)+DOV|[UV)) 1
T = o (H(W[5*0)—n)
S OVWY
€F; . (n)
efn(H(?|l~]§*W)+D<Y|US*W\\Y\USW’ 0§*W))
< e i, (B.96)
where
[ = min H(UV)+DUOV||UV)+ HW|S*U) —n+ H(Y|US*W)

S 0TV, ()
~ ~ o~~~ 1
+ D (VIO WY USG5 ) — HOVWYIS) -~ ][ V|[W||¥ og(n + 1)
(n) e e
> min DUVWY|[UVW'Y|S) — O(n)
UVWYSET{(HQ,w’,PS,PX‘USW/)

= Ej(Ka,w") — O(n).
n (B.95), we used the fact that

P (Wln(m/) — w/n|Un — un’ Vn — ’Un,Sn — Sn,M/ — m/)

< en(H(VV\IS*U)fn) 9 lf wln 6 7;L(W)7

0, otherwise,
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which in turn follows from the fact that given M’ = m/ and U™ = ", W' (m’) is

uniformly distributed in the set ﬁ(PW‘ &y (8™, u™)) and that for sufficiently large n,
T (P ey (57 u))| = e (HTVISO)=n),
Next, we analyze the probability of the event &. Let

Fon(n)

S* VWY € DIYW'Y (5) and H (Wd\g*ffff) <H (Wyé’*f/ff)
Then,

P(&|H =1)

< E g E IP’((_]":U",V”:U",M’:m',
SFOVWYW, (u™ ™™ y™wm): m'eM\{0}
efé’n(n) (Sn,unmn’w/n,yn’wn)

W/n(m/) — w/n’}_/n — yn|Sn — Sn)

Z P (W/n(m/) _ wn’Un — un,M/ _ m/’W/n(m/) _ w'”,S” _ Sn)
m' e M\{0,m'}

< Z Z Z [e—n(H(m?)JrD(fJVHUV))
S OVWY Wy (u",v",w’ﬂy",g"f); m'eM’\{0}

e]:é,n(n) (Sn,unmn’w/n,y ,W

1
n(HOWV[5-0)—n)

]P (M/ — m/‘Un — un?‘_/n — vn75n — Sn)

e—n(H(?\Ué*W)JrD(YV|US**W\|Y|USW’

08 W))

Z P (W/n(ml) — u—)n’Un — un7M/ — m/7W/n(m/) — w/n’Sn — Sn)
m e M'\{0,m'}

< Z Z Z e—n(H(Uf/)-ﬁ-D(Uf/HUV))

S*UVWY/Wd (un’vn,w/'rL’yn): mleMI\{O}
Efé n(n) (Sn7un7vn7w/n7yn)
ETW(S*TVWY)
1
o (HW[5*0)—n)

P (M/ — m/|Un —_ un7f/n — ’Un,Sn — Sn)
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e—n(H(?\Ué*W)JrD(?|U§*W\|Y|USW’

08 W)) Z

9enH (Wy|S*VY) ]

m' e M/\{0,m’} e (H(Wa)=n)
—n(H(UV)+D(OV||TV)) 1
< Z Z € (H(W|ST)—n)

S*OVWYW, (u™o™w'™.y"):
€Fp(m) (" )
ETR(S*TVIWY)

05W)) o (Ch(aw! Pgu)+1)

—n(H(V|US*W)4+D (V105 W|Y [USW’ 2emH (WalS VY)]

o (H(Wa)—n)

< e "n (B.97)

— M
where

Eb,:= ___min H(UV)+DOV||UV) + H(W|S*U) — 21

S OVWYWaeFy ,(n)
Y H(Y|US*W) + D (?|US*W|]Y|USW’\US*W) + (W §VY)
log2  [S|[U]V[IWI*[Y|log(n + 1)

n n

— H(OVWY|S*) = (Ka,w', Pg.) —

>  min DUVWY|[UVW'Y|S) + I[(Wy; S*VY)

S UVWYW4EF} , (n)

2191 1
(i, Py ) — 252 _ ISIIVIWE log(n + 1)

n n

(n) -
> min DUVWY|[UVW'Y|S) + p/(Ka,w', Ps, Pxrsw)

UVWYS €
7—2/(K07MI7PS7PX|USW/)

- C{;(me/, PS) - 0(77)

= Eé(’ﬁaawCPSa PX|USW’) - 0(77)
Similar to (B.66), we can write

PEIH=1)= Y P(0"=u"EppElS" =s"H=1)
€T (U):
l?eDU(n)

+ ) PO =u"ElS"=s"H=1). (B.98)

ure€Tn(U):
U¢DY (n)
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The first term in (B.98) decays double exponentially as e=<"""” The second term in

(B.98) can be simplified as follows:

Z P(U"=u"ES" =s",H=1)

un €T (U):

U¢D (n)

< Z Z Z P(U"zu",‘_/n:v",Mlzo,}_’":y"]
€T (0): (v™y" o) meM\{0}

U¢DY () (5" 0" y" @™ ETn (S VY Wy)
Sx Y7 1% Y, !/
S VWY eDSVWY ()

S”:s”,Hzl) Y P(Wk(m’):wk)

/€ MI\{0}
S Z Z ]P)(Un:un’vn:v’"’?M/:O’Yn:yn|

W T (0): R

T¢DY (n) (™0™ y" 0™ ETu(S* VY Wy)

SV, VEDSVW'Y ()
S’I’L — Sn’ H = 1 k([{(l]/%/)_)
' eM\{0} € o

< 2 > RO ==

u"€Tn(U): (v™y™): o
U¢DY () (s™v™y")ETn(S*VY)
S VWY eDSVW'Y (i)
e H(Wa|S*VY) on(R'+n)
e”(H(Wd)—ﬂ)

5))

PY"=y"U" =u", V" =20"M'=0,5"=s"H=1)

< Z enH(UVY|S*)e—n(H(U Y|3)+D(OVY[TVY
US*VWyY
€Dy (n)ex DV ()
enH(Wa|S*VY) on(R+n)

en(H(Wd)—n)

< e P, (B.99)
where,
By, = min _ D(OVY|0VY|S) + I(We 8", V,Y) = B — O(1)
US*VW3Y
eDY (n)°xDFVW'Y ()
u
IS
mn
™) : YA rdIRTAY / /
> min_ D(VY|VYIS) + (ke Ps. Privsw)
_VYS:UVWYS €

Lh(”aaw,aPS7px\USW/)
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— GgKa,w', Ps) — O(n)

= E3(ka, W', Ps, Pxjusw, Px/jus) — O(n).

Since the exponent of the type II error probability is lower bounded by the minimum
of the exponent of the type II error causing events, it follows from (B.96), (B.97) and
(B.99) that for a fixed (Pg,w’(-,PS),PX‘USW/,PX,‘US) € Ln(ka),

H(T, Ra) > min {Ei(:‘ia, w'), Eé(/ia,w/, Ps, PX|USW’)7 Eé(/iom OJ/, Ps, PX|USW/7 PX’\US)}

—O(n).

Maximizing over (Pg,w’(-,PS),PX|USW/,PX/|US) € Lp(kq) and noting that n > 0 is

arbitrary completes the proof.
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Proofs for Chapter 4

C.1 Proof of Lemma 4.1

Note that for a stochastic detector, the type I and type II error probabilities are

linear functions of P As a result, for each fixed n and £, & ( ) g ) and

HIMVne
B (f(”),g(”)) for a stochastic detector g™ can be thought of as the type I and type
II errors achieved by “time sharing” among a finite number of deterministic detectors.
To see this, consider some ordering on the elements of the set M x V" and let v; :=

Py (0]d), i € [1 : N], where i denotes the i*" element of M x V" and N = |[M x V™|

HIM,V"
Then, we can write
%1 1-— 141
120} 1— V9
PmM,vn =
UN 1-— VN
Then, it is easy to see that PH|M,Vn = > vl;, where I; := [e; 1 — ¢;] and e;

is an N length vector with 1 at the ¥ component and 0 elsewhere. Now, suppose

(&gn), BYL)) and (075"), Bgn)) denote the pair of type I and type II error probabilities

achieved by deterministic detectors gin) and ggn), respectively. Let Ay, and Ay,

denote their corresponding acceptance regions for Hy. Let gén) denote the stochastic

detector formed by using ggn) and gén) with probabilities  and 1 — 6, respectively.

From the above mentioned linearity property, it follows that gén) achieves type I and

type II error probabilities of & (f(”),g(gn)) = 954&71) +(1- H)Ezgn) and 3 (f(”),gén)> =
HBIn) +(1- G)Bén), respectively. Let r(0) = min(#,1 — #). Then, for 6 € (0,1),

b3 (.4)

195
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or

and — %log (Bén) (f(n),gén)» > —% log (B (f(n)79(gm>> + %log(r(ﬁ)).

Thus, since < log(r(6)) ), 0, a stochastic detector does not offer any advantage over

deterministic detectors in the trade-off between the error-exponent and the type I error

probability.

C.2 Proof of Lemma 4.2

Let ﬁé@mvn s denote the joint distribution of the r.v.’s (8™, U™, V", M) under hy-

pothesis H;, j = 0,1, and p§n| Myn denote an arbitrary stochastic function for g,(,n).

Then, we have

e (57.57) 1 =]

gr

= min Epg {d (S”,S”)]

PS‘”|IM,V"

- omin L3 7mp [a(s.8)]

. 1
S;|M,vnSi=1 "7 =1

1 - (j .

_ J) n : . 3.

- E E : E : PMVn (mv v ) - min E PSi|M=m,V”=v” (51)
i=1 M=m,Vnr=y" S |M=m,vh=y" g

E 50 [d (i, 8:)]
SHM:m,V":vn

1

== >y P (m,v™) E 50) [d (Si, gij(m,v™))],

i=1 M=m,Vn=yn Silde=m, ot
bl
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where,

¢ij(m,v") = argminE 55 [d(S;,3)].

n_yn
SES S\M m,VT=v

Continuing, we have

s[5 1 -

n

S Ba(m™) min Egg [d (S5, ¢s(m, v™))]

1
n . n n_—,n
i=1 M=m,Vnr=yn dh(m,’l) ) S;|IM=m,V=v

{¢z (m v”

C.3 Proof of Lemma 4.4

We will first prove (4.14). Fix 6 > 0. For v > 0, define the following sets:

By, =1{y'e Tipyy, + Pro(y") = Pynjrg(xns)=0(y™)}
Cory =" € Tip,y, : Pro(y") < Pynjry(xns=0(y™)}
Bfﬁ ={y" € T[ZQY]7 (Qyn(Y") = Qynirg(xn,6)=0y")}s
Cl, = {y" €Ty, : Qvn(y") (v},
By, ={y" € Tl Qvr(y") = Qynirg(xn)=1(y")}

) )

C5y = 1{y" € Tlh,y, : Qvn(y"

n

< Qyn 1y (xn,6)=0(Y

< Qyn|rg(xn5)=1(y" }

Then, we can write

[Qyn — Qynux (X”,&):IH

= Z |Qyn(Y") — Qynir(xn.6)=1(Y")]

= Z Qv (Y") — Qvnirg(xn,5)=1(y")| + Z Qv (y") — Qunirg(xn6)=1(y

y"&T{éy]’y Yy eT[Qy]A/

< Z Qyn(Y") + Qyniry(xn.5)=1(Y")

yrETTe [Ryly

n*Z;m (i (M, V™). (1)

Bl
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+ Z 1Qyn(Y") — Qyniry(xn.5)=1U")| (C.2)

v eT[Qy]’y

Next, note that

n sy (1]y™
QY"\Ix(Xn,é):l(yn) = Qy~(y") %&f@?ly{;; _|y1))

Qyn(yn) n
> Q(Ix(Xn,é) _ 1) < QQY"(y )a (CS)

for sufficiently large n (depending on |X|), since Q(Ix(X"™,0) = 1) LONEY Thus, for n

large enough,

Z Qvn(Y") + Qyniry(xn5)=1y") <3 Z Qyn(y") < e ™. (C.4)

yg[QY yg[Qy

We can bound the term in (C.2) as follows.

Z Qyn (Y") — Qynir(xn.6)=1(Y")]

T[z?y]
= > Qve(y") = Qynjrg(xn0)= + > Qvrrgxns=1(W") — Qvn(y™)
"685 "€C5
Z Qyn(Y") — Qyniry(xn,5)= Z Qy i1y (xn,5)=1(Y") — Qyn(y")
”6357 yn EC S
n QY”|IX(X”,6)1(yn)>

n 1-—

n;zsg Qrnly )< Qy(y")

Qvnirg(xno=1y") )
" n% Uy < Qv (y™) !

N QIX(Xn,5)|Yn(1|y”)>
y; @) (1= Qe = 1

Qry(xno) v~ (1y")
* ECJ ) (Gt =1 1)

< D Q) (1= Qrexxmsyp(1ly™)

neBé
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1
+ ) Qve(y") (Q([X(X",(S) —5 - 1) . (C.5)

S
y" GCQ,’Y

Let Py denote the type of y™ and define

E™(6,~4):= min min  D(Pg ¢ ||Qxy|Py)-
P?GT[E)Y]’Y PXGT[T}L’X](; ‘

Then, for y™ € T[%yh’ arbitrary 4 > 0 and n sufficiently large (depending on | X, |)], d,7),
it follows from [20, Lemma 2.6] that

Qryxnayye(1ly") > 1 — e (EW0N=7),

and Q(Ix(X",8) =1) > 1 — ¢ MPIX[@x)=7),
From (C.2), (C.4) and (C.5), it follows that

1Qy — Qyary(xn gyt | < €70 4 &7 (EWENA) 4 o=n(DPxIQ0-D  (C.6)

We next show that E(™(8,~) > 0 for sufficiently small § > 0 and v > 0. This would
imply that the R.H.S of (C.6) converges exponentially to zero (for 4 small enough)
with exponent § := min (Q('y),E(")(é,’y) —%,D(Px||Qx) — ), thus proving (4.14).

We can write,

E™(8,4) > min min  D(Pz||Qx) (C.7)
Py €Ty, Px€lhyy,
>2| min min  ||Pg — Qx|?|, (C.8)

P{/ET[%Y]’Y P)_( GT{]LDX]é
where
Qx(z) = Py(y)Qxpy(zly).
Y

Here, (C.7) follows due to the convexity of KL divergence (C.8) is due to Pinsker’s

inequality [20]. We also have from the triangle inequality satisfied by total variation
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that,

I1Pg — Qx| > ||Px — Qx| — [Py — Px|l — [Qx — Qx|
For € T,

1Qx — Qx| < |Qx)y Py — Qxv | < | Py — Qy| < O().

Also, for Pg € Tﬁgx]é,

1Pz — Pxl|| < O().
Hence,
E™(6,7) 2 2(|Px — Qx| — O(v) — 05))*.
Since Px # Qx, E™(48,7) > 0 for sufficiently small v > 0 and § > 0. This completes

the proof of (4.14).

We next prove (4.16). Similar to (C.2) and (C.3), we have,

[ Pyn — Pynire(xm.8)=oll

< Z [Pyn(y™) + PY"\IX(X",J)ZO(yn)]
y"%Tﬁ,YH

+ Z |Pyn(y") — Pynjry(xn,6)=0")|, (C.9)

mn
y"eT[PY]’Y

and
Pyni1y(xn5)=0y") < 2Pyn(y"), (C.10)

since P(Ix(X™,8) = 0) 5 1.
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Also, for v < |¥§,| and sufficiently large n (depending on §,+, |X|,|)Y|), we have

> P (y") = Pyujrg(xn5)—0(y™)]
yneTn

[Pyly
= Y Pra") = Proprgxns—o W)+ Y Projre(xn )=o) = Pra(y™)
yreB) y"eCy
< Y Peo(y™) (1= Pryixn gy (0y™)
yneB)
1
Pyn(y™ -1
3 ) (= Y
ymeCy
< Y Pen(yM)e ™04 N Prn(yt)e ™0 (C.11)
yreB) ymecy
< MUY (C.12)
where, to obtain (C.11), we used
P(Ix(X™,6)=0)>1—e ™, (C.13)
§
and Pr(x» 5)y»(0ly") > 1 — eI for y € Bgﬁ and v < —. (C.14)

N

Here, (C.13) follows from Lemma 2.12, and (C.14) follows from Lemma 2.10 and
Lemma 2.12, in [20], respectively. Thus, from (C.9), (C.10) and (C.12), we can write
that,

|Pyn — Pyniry (xn.g)=oll < €70 4 ¢=nH0=11) [OR

This completes the proof of (4.16). The proof of (4.15) is exactly the same as (4.16),
with the only difference that the sets B‘f,,y and Cf7 are used in place of Bg7 and Cgﬂ,

respectively.

C.4 Proof of Theorem 4.4 and Theorem 4.5

We first describe the encoding and decoding operations which is the same for both

Theorem 4.4 and Theorem 4.5.
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Codebook Generation: Fix a finite alphabet W, a conditional distribution Py r;, and
positive number (small) § > 0. Let u = O(J) subject to constraints that will be
specified below, and let &' := $, & 6= [U|6, 6 :=26, 6 := |V| and M/ := en(UpUW)+p),
Generate M), independent sequences w™(k), k € [M]] randomly according to the

n

distribution [ ; Py (w;), where
Z Z Py (u) Py (wlu).
ueld wew

Denote this codebook by C".

Encoding: For a given codebook C", define a conditional probability distribution

[T:2 1 Puyw (wilwi(5))
>, TTiey Poyw (uilwi(4)))

Pg, (jlu",C") == (C.15)
If Ip(U; W) 4+ p+ w > R, the encoder performs uniform random binning
on the sequences w"(k), k € [M]] in C", i.e., for each codeword in C", it selects

. . n<R7\MHW\log(n+1))
an index uniformly at random from the set |e "

Denote the bin
assignment by Cj and the bin index selected for w™(k) by fg(k). If the observed
sequence U™ = u" is typical, i.e., u™ € T, [ Puly? then the encoder outputs the message’
M = (T,M") = (t,m), m' = fg(4), M € [e"F] or M := (T,J) = (,j) depending on
whether Ip(U; W) + u + w > R or otherwise. Here, j € [M]] is selected
according to the probability Pg, (j|u™,C™) and t denotes the index of the joint type of
(u™,w™(j)) in the set of types T™(U x W). If u™ ¢ T(p,),» the encoder outputs the
error message M = 0. Note that the encoder f(™ : U™ s M := [e™"] described by

the above operations is a stochastic encoder with output M.

Decoding: If M =0 or t ¢ T H = 1 is declared. Else, given M = (t,m)

[Puwls’

and V™ = v", the detector looks for a typical sequence w" := w”(j) e T

" in the
codebook C" such that

1
j= arg min  He(w™(1)[v"), if Ip(U; W) + pu+ E’UHW‘ log(n+1) > R,
l m'=fp(l),

WOy )

!Note that this is valid assignment since the total number of types in 7" (U x W) is upper bounded
by (n 4 1)MW1 [20].
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j = j, otherwise.

Denote the above decoding rule by Pgp(m,v™). The detector declares H =0if
(w",v") € T . . Else, H = 1.

[Pwv];

We next analyze the average of the type I and type II error probabilities achieved

by the above scheme averaged over the random ensemble of codebooks C" and Cj.
Analysis of Type I error:
The system induced distribution when H = 0 is given by

P(O) (Sn7 unv vnaja wna mvj? wn)

L1 Psov (siuis vis 20) | P, (Glu”, € LW () = w™)

i=1
1(f50)) = m) 1G = Pop(m,o™) LV"(G) =4,  ifu" €Ty, (C.16)
and
]5(0)(3”, u, 0" m) = HPSUV(si, ui,vi)] I(m=0), if u" ¢ T[’},U]él. (C.17)
i=1

Consider two auxiliary distribution ¥ and ¥ defined as

\P(O)(Sn7 un7 ,Un7j7 wn7 m?.}’? ,Lz}n)

n
1] Psvv (siyui, vi)
i1

Pp, (Glu”, C)LW"(j) = w™)1(fB(j) = m)

1(j = Pep(m,v™)L(W"(j) = 0", (C.18)
and
\P(O)(Sn7 u”’ Un? j7 w”? m’j? wn)

HPU|W(Ui’wi)]

i=1

= 577 10VG) =)

1 Pvsi(vi, Sz‘\uz')]

=1

L(fB(j) =m) 1(j = Pep(m,v"™)) L(W"(j) = &"). (C.19)
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Note that the distributions P, ¥(® and ¥© defined are r.v.’s, and depend on the
codebook realizations C" and Cj. Also, observe that the stochastic encoder is chosen
such that Pg, (jlu", C") = ¥ (j]u™) and hence, the only difference between the joint
distribution ¥© and ¥© is the marginal distribution of U”. By the soft-covering

lemma [68] [70], it follows that for some v; > 0,
Ecn [II‘I’& - ‘i’g)ill] <emn g, (C.20)
Hence, from (C.20) and Property 4.4.1(c), we have

Ecn [0 - 3O < e, (C.21)

where the distributions ¥(©) and ¥(%) are over the r.v.’s given in (C.18). Also, note that

the only difference between the distributions P and ¥(©) is Py, when u” ¢ Ty

Pyls:
Since
P(U™ ¢ Tip, ), [H = 0) < e "), (C.22)
it follows that
Ecn [HP(‘D - @(OM < A, (C.23)
Equations (C.21) and (C.23) together imply via Property 4.4.1(b) that
Een [|PO — 9O)]] < &m0 4w Ly g, (C.24)

This means that for large n, the system distribution P(®) induced by encoding and
decoding operations (when Hj is the true hypothesis) can be approximated by that
under ¥, Let P and U™ be defined by the R.H.S. of (C.16), (C.17) and (C.18),
with Psyy replaced by Qgyy. Let () denote the R.H.S. of (C.19) with Py
replaced by Qv gy. Note that under joint distribution v 1 e{0,1},

Si — (Wi(J), Vi) — (M, W"™(J), V™), i € [n]. (C.25)
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Also, since Ip(U; W) + u > 0, by the application of soft-covering lemma,

(n)

Eco | ||Pw — Ui (J)||H = l] <e w0 1=0,1, (C.26)
=1

for some v3 > 0.
If Qu = Py, then it again follows from the soft-covering lemma that
Ecn [II‘I’SZ - ‘1’5}3!\] <emn By (C.27)
thereby implying that

Een 2@ - 30| <em, (C.28)

where the distributions ¥ and ¥} are over the r.v.’s given in (C.18). Also, note that

the only difference between the distributions P and () is Pg, when u™ ¢ T

Since Qu = Py implies P(U" ¢ Tipys |H =1) < e ™) it follows that e
Ecn [”15(1) - \WM < U, (C.29)

Eqns. (C.28) and (C.29) together imply that
Een [[|PW — 90| < &m0 4 o Ly g, (C.30)

This means that for large n, the system distribution P(!) induced by encoding and
decoding operations when H; is the true hypothesis can be approximated by that

under ),

Also, from (C.19), (C.24) and (C.26) and the weak law of large numbers,

B((U™, W™(J)) € Tl 1, H = 0) > 1 — e &, (C.31)

Pywls

A type I error occurs only if one of the following events happen:

erp = {(U" V") ¢ T}
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ESE = {T ¢ TﬁDUW]é}7

Eup = {(V”, W"(J)) ¢ Tﬁamg} ’

Epp = {3 le [e"“(U;W)”’)} U# T fB(1) = f5(J), WD) € T,
H (W™ (D)|V") < He(W”(J)\V")}-
Let £:=&rp U&sp U&ME UEpE. Then, the type I error can be upper bounded as

a(fM)y = in) a(f™, g™y < P(E|H = 0).
g n

P(Erg) tends to 0 asymptotically by the weak law of large numbers. From (C.31),

P(&sk) 0. Given E¢p and EFp holds, it follows from the Markov chain relation

V — U — W and the Markov lemma [72], that P(ExE) 0, Also, as in the proof of

Theorem 2.2, it follows that

< o~ P(B=Ip(U;W[V)=5{")

- ?

(C.32)

where 5§n) ), p+ O(6). Thus, if R > Ip(U;W|V), it follows by choosing p =

O(9) appropriately, that for § > 0 small enough, the R.H.S. of (C.32) tends to zero

(n)

asymptotically. By the union bound, a(f™) — 0.

Analysis of Type 1I error:

Note that a type II error occurs only if V" € T 8" = W0, and M # 0, i.e.,

[Pv]sm?

Um e TﬁDU](s/ and T € TGDUW](S' Hence, we can restrict the type II error analysis to only

such (U™, V™). Denote the event that a type II error happens by Dy. The type II error

probability can be written as

B(fMe= Y PUT=uw,V'=v"H=1)

(un ,U")G Unxyn

P(Do|U™ = u™, V" =", H = 1). (C.33)
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Let Eng = E5pN{V™ € T[’{‘,}au}ﬂ {U™ e T[T&]S/}. The last term in (C.33) can be upper

bounded as follows.

P(Do|U" = u", V" = v, H = 1)
=PENe|U"=u" V" =0v"H=1) P(Dy|U" =u", V" =v",Enp, H =1)

< P(DQ‘U” = u”,V” = ’Un,gNE,H = 1)

By averaging over all codebooks C", C% and using the symmetry of the codebook

generation, encoding and decoding procedure, we can write,

P(’Do’ Uum = u”,V" = Un,SNE,H = 1)

= Y PW'()=w"U"=u"V"=v"J=1,fp(J) =1, Exg, H =1)
wrewn

P(Do|U™ = u™, V" = v, J =1, f(J) = LIW"(1) = w", Enp, H = 1). (C.34)
The first term in (C.34) can upper bounded as

P(W"(1) =w"|U" =u", V" =0",J =1, fg(J) =1, Eng,H =1)

1 ~ o~
< < o~ (HW|D)= L d|W]log(n+1)) (C.35)

W\U|

To obtain (C.35), we used the fact that Pg, (1]u™,C") in (C.15) is invariant to the joint
type Tp, ., of (U™, W"(1)) = (u",w") (keeping all the other codewords fixed), which
in turn implies that given Exp and the type Py of U™ = u", each sequence in the
conditional type TleO is equally likely (in the randomness induced by the random
codebook generation and stochastic encoding in (C.15)) and its probability is upper
bounded by It Defining the events

1
Tp
TP o

Epp = {3 le [M{l] yL#J fe() =M, WH(1)) € Tﬁaw}g’
VWD) € Ty (€:50)
F = {Un = un, V= Una J =1, fB(J) =1, Wn(l) = wn, gNE}’ (037)

Fi={Ur=u", V=0, J =1, fg(J) = L,IW"(1) = w", Eng, E5p}, (C.38)
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and
.7:2 = {Un = u", Vn = ’Un, J = 1, fB(J> = 1, Wn(l) = ’LUn, SNE, gBE}; (0.39)
the last term in (C.34) can be written as

P(Do|F, H = 1) =P(£4,|F, H = 1) P(Do| F1, H = 1)

+ P(Epp|F, H = 1) P(Dy|Fo, H = 1). (C.40)

The analysis of the terms in (C.40) is essentially similar to that given in the proof of
Theorem 2.2, except for a subtle difference that we mention next. In order to bound

the binning error event Egp, we require a bound similar to
PW"(1) =" |F) <2P(W"(I) =a"), Va" € W", (C.41)

that is used in the proof of Theorem 2.2. Note that the stochastic encoding scheme
considered here is different from the one in Theorem 2.2. In place of (C.41), we will

show that for [ # 1,
P(W"™(I) =" F) < (1+0(1)) P(W"(l) = ™).
We can write

PW™(1) = w"|F)

PW™(1) = w™|W"(() =™, U" =u", V" = ")
P(Wn(1) = wr|U™ = un, V" = ™)

P(J = 1IW"(1) = w™, W™(l) = @™, U™ = u®, V" = v")
P(J =1W"(1) =w, U" = u, V" =)

P(f5(J) = 11J = 1, Wn(1) = w", W) = @", U™ = u", V" = v")
P(fp(J)=1|J =1, W(1) =w™,U" = u, V" =ov")

PEng|fe(J)=1,J =1, W"™(1) =w",W"() =", U" =u™, V" =0")
P(SNE‘fB(J) =1,J= 1,W"(1) =wr,U" =u™, V" = v”) '

=P(W"(l) = a@"|U" = u", V" = o")

(C.42)
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Since the codewords are generated independently of each other and the binning oper-

ation is done independent of the codebook generation, we have

B(W™(1) = w"[W"(1) = &", U™ = u", V" = ")

=P(W"(1) =w"|U" =u", V" ="),
and

P(fp(J) =1|J =1, W"(1) = w", W"(l) = 0", U" =", V" =0")

=P(fp(J) =1[J =1, W"(1) =", U" =u", V" =0"). (C.43)
Also, note that

P(Eng|fa(]) =1,7 = 1, W"(1) = w™, W) = &",U" = u", V" = o")

= ]P)(gNE|fB(J) =1,J=1, Wn(l) =w", U" =u", V" = Un)‘
Next, consider the term in (C.42). Let

F={W"1)=w",U" =u", V" = 0"},
F={W"1)=w",W"(l) =a",U" =u", V" = v"},
¢ =M\ (1)},

and Cy'; := C"\{W"(1), W"(l)}.

Then, the numerator and denominator of (C.42) can be written as,

P(J = 1|F")

_E [ [Ti2 1 Poyw (uilw;) ]
= Eep 177

[T Poyw (uilwi) + 1132y Popw (wilwi) + 3250 1Ty Poyw (wil Wil5))
T Pow (uilw;)
| PUlW(Ui’wi) + Zj;ﬂ,l [T, PU\W(Uim/z’(j)) 7

S ]Ecil,ll]:” [ (044)
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and

[T Poyw (wilw;)
i1 Poyw (wilwi) + 32 0 TISy Popw (wi|W5(5)) |7

P(J =1|F) = Ecn 7 (C.45)
I1

respectively. Note that Ci' and CY; consists of codewords that are distributed i.i.d.

according to [, Py given F' and F”, respectively. The R.H.S. of (C.44) (resp.

(C.45)) denote the average probability that J = 1 is chosen by the stochastic encoder

Pg, given W"™(1) = w", U™ = ™ and [M],] — 2 (resp. [M]] — 1) other independent

codewords in the codebook. Note that for W™(j) = w"(j),

T P (s () = & (O 2 ol ) (C.46)
=1

where PUW denote the joint type of (u™,w"(j)). Since each term of the form above
is exponentially decreasing in n, it follows that the term inside the square braces in

(C.44) and (C.45) differ (significantly) asymptotically only if the event

Emaz :{ [T Pow (wilwi(1)) = max ( {H Poyw (uilWi(5)), j € [MH\{l}}

i=1 =1

u{[p%wwmm}>}, (C.47)
=1

occurs, and being probabilities, the difference is atmost 1. Since the probability of the

n(Ip(U;W)+p)

event £ decreases as 27°¢ with n , we have that

max

P(J = 1IF")
P =17)

)

IE { [Ti Poyw (us|w;) ]

Cn AF” L Puiw ul\wl)-l—Z]#”Hl 1PU|W(U1\W €))

Een £ [ [T Puyw (wilwi) }

GV LT Poiw Cufwd) #3 TT=: Pow (il Wa()

[T Poyw (uwilwi)
t 0(1))EC?’Z|}-H 12 Pojw (uilwi) 43050 1 Ty Pojw (wilWi(3))

- ITizy Pujw (uiw:) ] o (enIpUW)+n) _1
e - [ im1 Poyw (wilwi)+3 250 Ty Puyw (wilWi(4)) 2 )

<1+4o0(1), (C.48)

where the final inequality in (C.48) follows since the term within the expectation

which is exponential in order dominates the double exponential term g—en(IP(TiIH).
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The analysis of the other terms in (C.40) is the same as in the SHA scheme in [11] and
follows similar? to Theorem 2.2. This results in the error-exponent (within a additive
O(9) term) claimed in the Theorem. By the random coding argument followed by
the standard expurgation technique [21] (see also proof of Theorem 2.2), there exists a
deterministic codebook pair (C", C}) such that the type I and type II error probabilities
are within a constant multiplicative factor of their average values over the random

ensemble, and

Si — (wi(J), Vi) — (M, w™(J), V™), i € [n], (C.49)
PO — g0 < g=mm, (C.50)
IPW — oW < e, if Qu = Py, (C.51)

and > _[|Py — T(J)[| <e " 1=0,1, (C.52)
=1

where v4 and ~5 are some positive numbers. Since the average type I error probability
for our scheme tends to zero asymptotically, and the error-exponent is unaffected by a
constant multiplicative scaling of the type II error probability, this codebook achieves
the same type I error probability and error-exponent as the average over the random
ensemble. Using this deterministic codebook for encoding and decoding, we first lower

bound the equivocation and average distortion of S™ at the detector as follows:

First consider the equivocation of S™ under the null hypothesis.

H(S"|M, V", H = 0)

>P(M # 0|H = 0)H(S"|M #0,V", H = 0)

> (1—e ™) H(S"|M +#0,V", H = 0) (C.53)
> (1— e ™Y H(S™w™(J), V", H = 0) (C.54)
= (1= e Hpo) (8" |w"(J), V") (C.55)
> (1= e 90)) Hyq (S"ul(]), V™) — 2¢ " log (W) (C.56)

2In Theorem 2.2, the communication channel between the observer and the detector is a DMC.
However, since the coding scheme is a separation based scheme, the type II error-exponent when the
channel is noiseless can be recovered by setting Fs3(-) and E4(-) in Theorem 2.2 to oo.
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= Hyo (Silwi(J), Vi) — ey " Hy) (Sifwi( ), Vi) — o(1) (C.57)
i=1 =1
> Hyo (Silwi(J), Vi) — ne "M Hp(S|V) — o(1) (C.58)
=1
= > Hyo (Silwi(1), Vi) | —o(1) (C.59)
=1
=nHp(S|W,V) —o(1). (C.60)

Here, (C.53) follows from (C.22); (C.54) follows since M is a function of w™(J) for
a deterministic codebook; (C.56) follows from (C.50) and Lemma 4.3; (C.57) follows

from (C.19); and (C.60) follows from (C.52) and \Pg)‘&\wi = Pé?/)IW’ i € [n].
If Qu = Py, it follows similarly to above that

H(S"|M,V" H=1)

> (1 — e ™M) Hyoy (S™w™(J), V™) — 274" log ("i ‘_m ) (C.61)

= Hyo (Silwi(J), Vi) — e ™0 " Hy ) (Sifwi(J), Vi) — o(1) (C.62)
=1 i=1

> Hyo (Silwi(J), Vi) — ne " Hg(S|V) - o(1) (C.63)
=1

= [Z Hy ) (Silwi(J), Vi) | —o(1) (C.64)

=1
= nHo(S|W, V) — o(1). (C.65)

Finally, consider the case H = 1 and Qu # Py. We have for ¢’ small enough that,

P(M=0H=1)=P (U” ¢ Tib 1 |H = 1)

> 1 — e n(DFyllQu)-0) ™), (C.66)
Hence, for ¢’ small enough, we can write

H(S"|M,V",H =1) > H(S"|M, V", Iy;(U",8'), H = 1)

> (1 — e P@EUlQUI=O@N (8™ M, V"™ I;(U",6) =1, H =1 C.67
( ) ) U ) )
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- (1 - e*MD(PvHQU)*O(é’))) H(S"|V", Iy(U™,8') =1,H = 1) (C.68)

v

(1 - e—"(D<PU||QU>—0(5’>>) (H(S"|V™, H =1) - o(1)) (C.69)

= nH(S|V) — ne "PEUIRO=O)) o (S|V) — o(1) = nHg(S|V) —o(1).  (C.70)

Here, (C.67) follows from (C.66); (C.68) follows since Iy (U™,0") = 1 implies M = 0;
(C.69) follows from Lemma 4.3 and (4.14). Thus, since § > 0 is arbitrary, we have
shown that for e € (0,1), (R, r, Ao, A1) € Ri(e) if (4.17)-(4.20) holds.

On the other hand, average distortion of S™ at the detector can be lower bounded
under H = 0 as follows:
min E [d (sn, 5‘“) |H = 0}

(n)

gr

= _min_ Epp | d(Si,¢(M, V")) (C.71)
{¢i(m7vn)}?:1 7::1

> min  Eye | Y d(Si,¢i(M,V")| = ne "Dy, (C.72)
{¢i(m7vn) ?:1 i=1

> @ Eni)n Ey) [Z d(S;, i (wi(J), V;))| — ne ™4 Dy, (C.73)
i) i=1

> n{g(li%} Ep [d(S, (W, V))] —n (e”™* + ™) Dy,. (C.74)

=n min Epl[d(S,¢(W,V))] —o(1). (C.75)

{¢(7)};n:1

Here, (C.71) follows from Lemma 4.2; (C.72) follows from (C.50) and boundedness of
distortion measure; (C.73) follows from (C.49); (C.74) follows from (C.52) and the fact

(0) _ pl0) :
that Wgo, = Poyy» 1 € [n].

Next, consider that the alternate hypothesis holds and that Qy = Py. Then, simi-

larly to above, we can write

e (5757) -]

= min Ezq) [Zd(siad)i(Ma 149)

C {Gimam, —

>  min  Eym [Zd(Si,gbi(M,V”)) —ne "Dy, (C.76)

{¢’i(m’vn) ?:1 i=1
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> " ?11)11 E\I,u) [Z d(Sl, qbi(wi, ‘/z)) — ne_m“Dm (077)
o= i=1
> n{qﬁ(mgl Eq [d(S, (W, V)] — n(e” " + e "75) Dy, (C.78)
=n min Eq[d(S.6(W.V)] - o(1). (C.79)
{o()Ha
If Qu # Py, we have
mink |4 (57, 57) | = 1]
>P(M =0|H=1) min ZIEP<1 (Si, ¢ (0, V™)]
i(mom) 1 i—1
> P(M = 0|H = 1) [W,I(n;n Eo | d(s,.6(v0) (C.80)
i\v :?:1 i=1
=n min Eq [d(S,¢'(V))] — o(1). (C.81)

{o'()}

Here, (C.80) follows from (4.14) in Lemma 4.4 and (C.81) follows from (C.66). Thus,

since 0 > 0 is arbitrary, we have shown that (R, k, Ag, A1) € Ra(e€), € €

(0,1), provided

that (4.17), (4.18), (4.24) and (4.25) are satisfied. This completes the proof of the

theorem.

C.5 Proof of Lemma ?7?

Consider the |U| + 2 functions of Py,

Z Py (w) Py (uilw), i = 1,2,.

wew

p(UW,Z) = ZPW w) g1 (Pyyw, w),

Hp(Y|W, Z) = ZPW w) g2 (P, w),

P(SIWY, Z) = ZPW w)gs3(Pyw, w),

(C.82)
(C.83)
(C.84)

(C.85)



Appendix C. Proofs for Chapter 4 215

where,

Pyw (u|w) Pz (2|u) )

Zu PU|W(u‘w)PZ\U(Z|U)

> u Poyw (uw) Py 2117 (y, zu)>
> Poyw (u|w) Py (2|u)

g (Pyyw,w) = — ZPU\W(U”U))PZW(Z\U) log <

U,z

92(Pyyw,w) = — Z Pyjw (u|lw) Py 711 (y, 2|u) log (

y?z7u

93(Pyjw,w) = = Y Pyyw (ulw) Psy 71 (s, y, 2|u)

S7y727u

log (Zu Py (u|w) Psy z11(s, v, Z|U)> .

> u Poyw (u|w) Py 715 (y, 2[w)
Thus, by the Fenchel-Eggleston-Carathéodory’s theorem [72], it is sufficient to have at
most || — 1 points in the support of W to preserve Py and three more to preserve
Hp(U\W,Z), Hp(Y|W, Z) and Hp(S|W, Z,Y). Noting that Hp(Y|Z) and Hp(U|Z)
are automatically preserved since Py is preserved (and (Y,Z,S) — U — W holds),
IW| = |U| + 2 points are sufficient to preserve the R.H.S. of equations (4.28)-(4.30).
This completes the proof for the case of R.. Similarly, considering the [I/|+1 functions
of Py given in (C.82)-(C.84) and

Ep[d(S,¢(W.,Y, Z)) ZPW w)ga(w, Pwvr)s (C.86)

where, ga(w, Pujv) = Y Py (ulw) Py 2510 (y, 2, slu) d(s, (w,y,2)),  (C.87)

S, u,Y,z

similar result holds also for the case of Rg.
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Proofs for Chapter 5

D.1 Proof of Theorem 5.3

By the equivalence in (5.6) and the fact that the region R} (and also R}) is defined
as a closed set, it is sufficient to show that (R, Rs,A) € R if,

R > I(WyU|Z), (D.1)
Ry > H(V|Wa, Z), (D.2)

and A < min{G., G} min E (ds (U, 6(E))) + (G~ min{Ge,G;}) min E(da (U, 6(E, W)

+ (1= G minE (da (U, (. W2))). (D.3)

To show this, we will in fact consider a more general rate distortion problem described
in Section 5.4 and provide an inner bound for the region Ry. More specifically, we will
show that (R, Rs, D, A) € R} if there exist auxiliary r.v.’s W, W1 and W» with joint

distribution Pyv gz Py, o Pw, 1w, PW\V such that

R > I(WyU|Z), (D.4)

Ry > I(V;W|Ws, Z), (D.5)

A < min{C,. G} minE (d (U, 0(E))) + (G — min{Ge. () min E (d (U 6(E. 1))

+ (1= ¢) (I;(l.i’%E(da (U, o(E, W2))), (D.6)

and D > E(d,(V, V), (D.7)

where V := ¢;(W, Z, W5) for some function ¢; : W x Z x Wy — V. Our coding scheme
and its analysis are inspired from [75] and [67] respectively. The proof technique uses

the soft covering lemma and the standard random coding argument.

216
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Codebook generation: Fix a joint distribution Puv ez Pw, v Pw,w,Pwy and ¢; :

W x Z x Wy = V satisfying (D.6) and (D.7). Assume that

I(E;Wh) < I(Z;Wh), (D.8)

and I(E; W2|W1) <I(Z; W2|W1), (D.Q)

holds, so that ¢, and (s are strictly positive. The other cases can be handled similarly.

Let R., Ry, R}, Ro, R, be non-negative numbers that will be specified later, and let
R:= R + Rs. (D.l())

Codebook used by encoder of source V: Generate codewords W™ (m,m’), (m,m') €
M x M’ = [27Fs] x [2"F5] | each independently drawn according to the distribution
[T, Pw. The index M is transmitted while M’ is recovered by the legitimate receiver
using the side information Z and the message from the helper. Denote this random

codebook by C.

Codebook used by encoder of source U: Generate codewords Wi (mq,m}), mi €
[2nF1] m € [27] drawn independently according to the distribution [[, Pw,. De-
note this codebook by Cy. . For each (m1,m)), generate codewords W3 (m1, m}, ma, m5),
my € [27%2], ml, € [2"%2] independently drawn according to the distribution
[T 1 Pwyjw, (wail Wii(ma, m})). Denote this codebook by Cj;,. The indices (My, M>)
are transmitted while (M, M) are not, but can be recovered by the legitimate receiver
using its side information Z". Denote the two codebooks Cjj, and Cy, together by C.

The codebooks C;! and C]' are known to all the parties including the eavesdropper.

Encoder: We use a stochastic encoder that chooses messages according to the fol-

lowing probability:

1321 Pujw, (ui| Wai(m))

ZmeM H?:l Poiws (us|Wai(m)) 7

B [T Py (vil Wi(m, m"))
ZmeMxM/ H?:1 PV|W (Uz’Wz(m)) ’

Pp, (mfu") =

where 1 € M := [2711] x [2771] x [27F2] x [2"73] and (m,m/) € M x M'. Note that
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this probability is a random variable that depends on the codebook realization. The

messages (M7, M) and M are transmitted over the respective noiseless channels.

Decoder: The decoder first uses a good channel decoding rule Pp, (1}, mb|m1, ma, 2™)
to estimate the messages (M, M) using the side information Z". Note that Z" can
be considered as the channel output of discrete memoryless channel [];", Pzw, us-
ing the superposition channel sub-codebook {W3'(mq, m/, ma, m})} for transmission of
messages (M7, M}). Next, the message index M’ is decoded similarly by using a good
channel decoding rule for the transmission of messages M’ over a memoryless channel
[Ti=) Pzw,w using the sub-codebook {W"(m,m’)}. The decoder for the source U can
be considered to be composed of two parts, Ppum (mf, mb|m1, mg, 2") which is a good

channel decoder and Pp, given by
AN A~/ A/ n A~/ A/ AN
Pp, (3 |m1, vy, ma, iy) = L(W5' (ma, iy, ma, 1) = 7).

Similarly the decoder for source V is composed of two parts, a good channel decoder

Ppum (1'|m, @, 2") and a symbol by symbol reconstruction given as

PDu ({}n|m7 mlv uA)ELa Zn) = H 1(¢l(wz(mu m/)’ uA)2iu Zi) - f}z)

Analysis: Note that (5.2) is satisfied by definition in the above scheme. The joint

distribution induced by the encoding and decoding operations is given as follows:

P(e™,b", 2", u™, my, m), ma, my, wi, wh, v, m,m/ w™, W, b, Wi, m/, 0")

= Pgnpngnynyn (e, 0", 2" u", v") Py, (mq, m’l,mg,m'2|u")PW1n|M1M{ (wi|mq, m})
Py iwp (v, ) o 0 (03 (WY ma, my) P, (mym[v") Pyyn)ayag (w" [m, m')
Ppa (1, 1y mi, ma, 2") Pp, (03 |m1, vy, ma, i) Ppu (i |m, w3, 2")

Pp, (0" |m,m’, @f, 2™)
n

= HPEBZUV(ei,bi,ZuUi,Ui) P, (m1,m}, mg, my|u™)L(WT' (m1, m}) = wy)
i=1

L(W3(my, m), ma, my) = wh) Pg, (m,m |[v™")1(W"(m,m') = w")

Pp (10, g|my, ma, 2™) L(W3' (ma, 1), ma, he = @3 ) Ppa (7 |m, iy, 2")
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Pp, (0" |m,m, 0wy, 2™).

Define an auxiliary distribution

n n n ,n / /rn m o ,n ', mn oAl Al A Al An
Q(€ 7b y 2 U, TN, T, T2, Ty, W1, Wy, U, TN, T, W, T, My, Wy , T, U )

1= Qg My Mgy (M1, My, M2, M) Quynyag, ag (wi[ma, mf)
QW2”|W1”(M1,M{)M2M§ (w3 [wf', ma, ms) QU"|W2"(M1,M{,M2,M§)(un|wg(m17m/17m2’m/2))
Qzryngnpriyn (2", 0", €, 0" u") QM{MﬂZanMQ(mlpm/ﬂznam1,m2)
QW;|M1M{M2Mé(w3|m17mllam2am/2) Qrraarfyn (m, M [U™) Quyn agap (W™ m, m')
QM/|ZnW;M(m/‘Znawg7m) Q{/n|MM/W;Zn(@n‘m7mluw37Zn)
1

"= on(Ri+ R, +Ra+RY) 1 (WP (my,m}) = w}) 1 (W3 (my, m], ma, mh) = wy)

n
H Pzvep(2i; vi €, bz‘\ui)]

n
LT 2o, (wilwai(ma, mf mo, m'z))]
=1

=1
PD{L”(mllamIQ‘znamlva) H(W;(mlam/hm%mé) = @3) x

[PEU (m,m'|v") L(W"(m,m') = w") Ppu(i'|m,wy,2") Pp, (@"\m,ﬁ@’,uﬁg,z")}

. NnH / / n n _n .n
= QMlM{MgMéW{LW;UnZnVnEanM{MéW;(ml’m2’m1’m2’wl’wQ’“ Z

n mn 3 Al ~/ T

o™ e b Yy, b, wh)-
/ n Al ~m n n AT
m,m’,w", m' " o", 2" Wwy).

S
QMM/WnM/‘}n|Vnan27L(

Define

1 roo o m o, mn ,n  n oAl Al Anoon . n oIn [ Y AN 1}
Q( )(m17m27m1?m27w17w27u y & MM, My, Wy, €,V ab M, M, w -, m v )

o— . / / n n ,n _n
T QMlM{MQMQWfLWQ”U"Z"V"E"B"M{Mé(ml?m2’m17m27w1>w27u 127
n _n in o/ .~/
o™ e b my, my)

~n / / S / n s/ snj,mn n o ,An
Pp,, (wy|my,my, ma,my) Q7 (m,m’,w™,m' 0" |v", 2", w5y)
o o / / n n ,n _n
T QMIM{MgMngW;UnznvnEanM{Mé(mhm2,m1am27w1,w27U 12
n n n A/ A~/
v,e ab 7m1’m2)

Pp, (w5 |my, my, ma,my) Pr,(m,m'[v") L(W™(m,m') = w")
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Ppwm (m/|m, @Y, 2"™) Pp, (0" |m,m/, @k, 2™).

Note that the only difference between Q and Q) is the term Pp,,, the part of the
decoder that obtains the reconstruction sequence Wg In QU the actual messages
(m},m}) intended by the encoder is used by Pp, instead of the estimates 1], mb.

Taking expectation with respect to the codebook C,, we obtain

Let

Q(l) ( LRSS PN U N / nooa/ An)
U"Z”V"E"B”W;MM’W”V" u,z ,v ,€, , W, M, M, w,m ,v

— (1) n n n _n n ~n !/ n s/ sn
'_]ECZL [QU"Z"V"E"B"W;MM’W"V”(u 200" e b y Wo, M, M, w -, m, v )

n

= | Pozvesw, (ui, zi, vi, €3, bi, i)
i=1

S Ioomo Al oAn|,n N AN
QMM’W”M’V”\V”Z”WQ”(m’m’w , M,V |U y % 7w2)-

It is easy to see that the likelihood encoder Pg, is chosen such that

Pg, = Qv o (D.11)
Let

H
M1 M| Mo MW WU ZnVn EnBr ML MW

<m17m/17m27méaw?7w37un7zn7vnven7bnv
iy, 1y, wy)
= Qun (u") Pg, (m1, my, ma, molu™) Pypar s (wi'lma, m)

n
n n /
Py iwe (v viong, (Wil wi, ma,mb) [ [ Pavesw (2 vi e, bilus)
=1

Pquy (mll, mé’ml, ma, Zn) PDu (w§|m1, mll, ma, 7‘;1/2)
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Observe that the only difference between Q¥ and P is the marginal distribution of U.
By Lemma 5.2, it follows that

Eey [IQF — Pu | < e,
provided

Ry + R} > I(U; W), (D.12)

and Ry + Ry > I(U; Wa|Wh). (D.13)

Applying Property 4.4.1 (c), we get

H
}ECLL ||QMlM{MQMéW{lWQ"U”Z"V"E"B"M{MQWQ" - PM1M{MgMéWI"WQnU”Z”V"E"B”M{MéWQn ||:|

< e 0im,

Since the messages M7, M|, Mo, M, are uniformly distributed under the joint distribu-

tion Q¥ it is well known that if

R, < I(Wy; 2), (D.14)

and R < I(Wa; Z|W1), (D.15)

then, a maximum likelihood decoder achieves a asymptotically vanishing decoding error

probability i.e.,

Eey [Pr(NH}, N13) # (M, Mp)| < e, L0,

where the probability is evaluated based on the joint distribution Q. Hence by Lemma

5.1, we have

1) H

E, ( R o

Ci HQMlM{MzMQWfW;UnZnVnEanM{MQW; M1M{M2M§W{‘W2"U"Z"V”E”B"M{M§W2”H
(n)

< My
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Applying Property 4.4.1(c) yields
1
Eey [”ng) M My MyWPWRU Zn V' En BN MW MM/ W NV
1A M2 W Wa 122

PM1M{MgMéWfWQ"U”Z"V"E”B”M{MéW;MM’W”M’V" H]

= Een ||QY N
u | WMy MY Mo MyW P WU Zn V1 En Br N NG WE

PM1M{MgMéWfW;’U"Z"V"E"B"M{MQWQ” H]

<Eep [1QY - Q7] +Ecy [1Q™ - Pl

<e hm 4 €, = oy, —(ﬁ)—> 0,

and
Ecy [Eﬁ, [d,(vn,f/n)” < [EQ(I) [dl(V",V")H + D 6o, (D.16)

In order to bound the first term in (D.16), we will use the results in Section IV in [67].
As shown there, QM) is equal to the distribution induced by the maximum likelihood
encoder Pg, for the rate distortion problem with the source V and side information

(Z,W3) at the decoder (E and B are irrelevant for distortion analysis at the legitimate

receiver).
Let
3 . A
QEJBLZnVnEanWQTLMM/W'nM/‘A/n (un’ Zn’ v”’ en7 bn’ w7217 m7 m/7 wn7 m’? Un)
. ]‘ n / n ‘< ~
= on(Rat+R,) W™ (m,m') = w )HPV\W(Ui’wi)PUZEBWQ\V(Uia 24, €4, by, Wa;|v;)

i=1

PD{yI(Th'\m,'LD’;,z”) Pp, (0" |m,m’, @y, 2™).

Note that Pp, uses the actual messages (m,m’) rather than estimates (m,m’) for

forming the reconstruction V. It follows similar to [67, Equation (79)] that for some

O3n ﬁ)—> 0, we have

A1) _0®
Ecy ||QU"Z"V"E"B”W2"MM’W"M’V” QUnZnVnEanW;MM/WnM/Vn” < O3n,
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provided

Rs+ R, > I(V; W), (D.17)

and R, < [(W;Ws, Z). (D.18)
Next, note that

n
®3) —
]ECI;L QUnZ'nVnEanW;\A/n - H PUZVEBW2¢Z (W) :
i=1

Thus, the average distortion at the legitimate receiver averaged over the random

codebook C;! and C] can be bounded as

Ecy [E63 [Ep [dl(vn, V")m = Ecp [EQ(U [dl(vn, V")} n Daa%]
< Ecy [EQ(3> [d,(vn, V")H + Dy (820 + 63,)
—Ep [dl(V”, V")} + Dy (830 + 630
_Ep [dl(V, V)} + Dy (829 + G31)

<D+ D (5271 + (Sgn) . (D.lg)

Analysis of distortion at eavesdropper:

For k > 1, consider an auxiliary distribution

A k —
ng)lM{MgMng”Ean—lUk (my, mh, mag, mb, wi, e, bF 1wy (D.20)
1 n k—1
= et OV, nd) = o) [T P (o) TT P (e )
i=1 i=1

Pyipw, (ukler, wik)-
Note that the following Markov relation holds under Q(k),

Uk = (B Wi(Mi, M{)) — (M, M{, My, My, BE E")
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Also, observe by definition that for fixed My = mo,

k—1
QMlM{MéEanfIUMMg:mz(mlamllamlzaen,b , U)
1 n
/
= 2n(R1+R’1+R’2) HPE|W2(ei’W2i(mlam/17m27m2))
i=1
k—1
1 Psizws (biles, Wai(ma, mf, ma, mb))

i=1

Pyew, (ug|ex, war,)

1 n
= on(Ri+R,+Rp) H PE|W2W1(ei‘W2i(m17 my, ma, my), Wi;(my, m}))
i=1

k—1
L1 Pripwawn (biles, Wai(ma, mh, ma, mb), W (ma, mll))]
i-1

PU|EW2W1 (urlex, War(ma, mlp ma, m’z), Wig(ma, mﬁ))-

Let

(Ry — I(Wa; E\Wh))n  I(B;Wa|Wh, E) — I(U; Wa|B, W1, E)

ko :=
2 I(B; Wo|Wh, E) I(B; W|Wh, E)

By the application of Lemma 5.2, it follows that for arbitrary fixed Ms = mao,

A (k) —oam ()
Ecp ”QMlM{E"Bk—lUk - QMlM{EanflUkH] Se ™ —=0, 1<k <k,

for some &, > 0, if?!
Ry > I(E; Wa|Wh). (D.21)
Averaging over Ms, we obtain
A (k -4 (n)
EC;’} [||Q§W)1M{M2E"Bk*1Uk - QMlM{MgE"kalUkH} <e Mt — 0, V k< ks.
Hence, for some d5 > 0,
ko—1
~(k -5
EC}] [Z "Qg\/l)lM{MgE"Bk*lUk - QMlM{MzE"Bk—lUkH] S (kZ - 1)6 4M
k=1

<e o Mo (D22)

!Note that a choice of Rj simultaneously satisfying (D.15) and (D.21) is possible due to (D.9).
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Also, identifying (W, Z, X, Y, Ry, Ry) with (0, W1,0, W1,0, Ry + R}) in Lemma 5.2, we

obtain that for all 1 <4 < n and some dg > 0,
Eey [[|Pw, — QW (M1, M) ] < e,
if Ry + R} > I(0; Wy) = 0. Hence,

Ecy

1 W QA (MZ/) . J“4171\4/ < ne 66” (n)> O D23
1 17 1
=1

For k£ > 1, consider another auxiliary distribution,

= (k) / ! n pk—1
QMlM{MQMéE"Bk_lUkO/nI’ml’m2’mz’e 7b ,Uk)

k1
1 n
= B R ) HPE(ei) H Ppip(bilei) | Puip(ukler).
=1 =1

Note that under Q).

Uy — Ej, — (Ml,M{,Mg,Mé,Bk’l,E”) .
By definition, for fixed Ms = mo and M7 = mq,
QM MyE» BE-1U | My=my , Ma=m

B 1
- 2n(R/1 +RY)

n

LT Pew, (es Wai(mi, m'17m2,m/2))]
i=1

k—1

H PB|E‘W2 (bilei, Wai(ma, mllv ma, mIZ))
i=1

Py gw, (uk|er, Wog(ma, my, ma, my))
|

1
2n(R’1+R’2)

n
L1 Peiwaw, (eil Wai(my, mfy, ma, mb), Wii(ma, mﬁ))]
i=1

k-1
L1 Poiwaw, (biles, Wai(ma, mi, ma, mb), Wi (ma, mﬁ))]

i=1

Pyigwyw, (ur|ex, Wag(ma, my, ma, my), Wig(mq, mi)).



Appendix D. Proofs for Chapter 5 226

Let

;o . . _ .
A (k% (R, — I(Wi; E))n  I(B;Wi|E) I(U,leB,E))

I(B;Wh|E) I(B;Wh|E)
By an application of Lemma 5.2, it follows that for fixed Ms = mo, M1 = mq,

chf |:||Qvgr)LBk—1Uk a QE"Bk_lUkH < 6767n E)ﬁ 0, 1 <k <k,
for some 7 > 0, if (D.21) holds and

R, > I(E;Wh). (D.24)

Averaging over My and M;, we obtain

(k) —5rn ()
ECLL |:HQM1M2E”BI€_1U;€ — QMlMgEanflUkH] S e 7n -— 0.

Hence, for some dg > 0, we have

k11

~ k _5

Ecp [Z ||Q§\J)1M2E”Bk*1Uk - QMleE”B’ClU,J] < (kg — L™
k=1

< e~tsn W, (D.25)

By identifying (W, Z,X,Y, Ry, RQ) in Lemma 5.2 with (Wl, Wa, @, W, Rl—‘rR/l, R2+R/2),

it follows again from an application of Lemma 5.2 that for some dg > 0, we have

Ecy

n
> 11Pw, — szi(Ml,M{,MQ,Mg)H] < et W g (D.26)
=1

provided R; + R} > 0 and Ry + R, > 0. By the random coding argument combined
with the standard expurgation technique, there exists a deterministic codebook C;! and

Cl' such that (D.19), (D.22), (D.23), (D.25) and (D.26) are satisfied.

Now, the distortion at the eavesdropper can be lower bounded as follows:

{qsr(nin 3 ZEP(da<Uia¢i(M1,M27En,B(i_l)))
i (5t —
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> min [Z Eq(da(Us, ¢i(My, Mo, E”, B“"”))] —nD, () (D.27)

Now consider the first term in (D.27). For 1 < i < k1, we can write

k1—1
{¢ ( b 1 [ Z EQ Z7¢7, M17M2’En B(Z—l)))]
i ml,mz en i—

k1—1
Z EQ U7,7¢’L M17M17M27M27En B(z_l)))]

> min ‘
{¢i(m1,m],ma,mb,em,bi=1)}

k1—1
> min | Y Egu) (da(Us, ¢4(Ei)) | — ke "D, (D-28)
{¢i(ei)} i1
> (ky — 1) {g}%n)}Ep(da(U, ¢"(E)) — ne”%"D,, (D.29)
where (D.28) follows from (D.25).
Similarly,
ko—1
E Ui, ¢i(My, My, E™, BU—Y)
{¢z(mlym27€n bl 1 [zzl;l Q ¢ 1 2 ))]
ko—1 '
> min > Eq(da(Ui, ¢i(Mi, M7, Ma, M, E", BO~))
{pi(m1,mf ,ma,ml e bi—1)} i~
ko—1
{¢ (mln Z E k) (da(Uss i (B, Wh(Ml,Ml)))] —ne~%"D, (D.30)
i euwlz
> (ks — ki — 1) min  Ep(da(U,¢'(E,W1)) —n (6*55" + ne*‘sﬁ") Da, (D.31)
{¢/(evw1)}

where (D.30) follows from (D.22); and (D.31) follows from (D.23) by noting that

QE U |Wis — PEU\Wl

The remaining terms inside the summation in (D.27) can be bounded as follows

E U, M7M7ENB(1 1)
{¢z(m1,m2 e" bl 1 [ZZkQ Q 7 ¢l 1 2 ))

> min [Z EQ Ul7¢l M17M17M27M27En B(Z_l)))]

{pi(m1,ma,en bi"1) i—hoy
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min ZEQ o(Us, i( Ei, Wai(My, M}, My, M3)))

{¢z 5L77~U22 i=ko
=(n—ka+1) min Ep (da(U.6(E. W) (D.32)
e,wo

where (D.32) follows from (D.26). Next, note that

o B2 1 Ry — I(Was E|Wh)

n—r00 n I(B;WQ‘WI,E) ’

-1 <R’2 — I(Wa; E|Wy) R} — I(WI;E)>
I(B;Wo|W1,E) ~ I(B;Wi|E) )~

and lim
n—oo n

By maximizing the distortion incurred at the eavesdropper with respect to R and
L, it follows from (D.6), (D.27), (D.29), (D.31) and (D.32) that for any v > 0 and
sufficiently large n,

ZE a z;¢z M17M2uEn B(Zil))) > nA — .

{¢i(ma, mz 6" bi-1)}

This is due to the fact that the supremum with respect to R} and R} occurs at R} =
I(Wy; Z) and R,y = I(Wa; Z|W7). Setting R} and R) to these values, it follows from
(D.10), (D.12)-(D.15), (D.17), (D.18), (D.21) and (D.24) via the Markov conditions
(Z,W2) =V =W and Z — U — Wy — Wy that (R, Ry, D, A) € R, if (D.4)-(D.7) holds.
The cases where the joint distribution Pyv gzp Py, v Pw,jw, Pwv is such that (D.8)
and/or (D.9) does not hold can be handled similarly. Specializing to the lossless case
(D = 0) with hamming distortion measure, we obtain the condition Ry > H(V|Wa, Z)

given in (D.2) by setting W = V. This completes the proof of the theorem.

D.2 Proof of Theorem 5.7

The proof of this theorem is similar to that of Theorem 5.3. In lieu of the equivalence
(5.7), we will consider the more general rate distortion problem described in Section
5.4 and provide an inner bound on R,. We will show that (R,, D,A) € R, if there

exist auxiliary r.v.’s W, W; and W5 with joint distribution



Appendix D. Proofs for Chapter 5 229

Puv gzB8Pw, v Pw,\w, Pw|v Pxjuw,w, Py s x such that

I(Wo; U) < I(Wy, Was Y, Z), (D.33)
Ry > I(V:W[Wa, Z,Y), (D.34)
A < min{(;, ¢} g}}(rﬁE (do (U, ¢(E))) + (¢ — min{(;, ¢ }) ;}l(m)E (da (U, ¢(E, W1)))

+(1-¢) min I (da (U, 6(E, W2))), (D.35)

D > E(d)(V,V)), (D.36)

for some function ¢; : W x Z x YV X Wy = V. Specializing the result to the lossless
case (D = 0) with the hamming distortion metric will then complete the proof. Below,
we describe the encoding and decoding operations of our scheme, which is basically a
hybrid coding scheme with an embedded superposition code [72] to achieve secrecy.
Codebook generation: Fix a joint distribution Pyv gzy Pw, v Pw, jw, Pw v Pxjow, w, Py g1 x
and ¢; : W x Z x Wy x Y = V satistying (D.33), (D.35) and (D.36). Choose numbers

R; and Ry be non-negative numbers such that

I(U;Wh) < Ry < I(Wy; Y, Z), if I({U; Wh) < I(WhY, 2), (D.37)
I(U;Wy) < Ry < H(Wj), otherwise, (D.38)
Ry < I(Wa Y, Z|Wh), (D.39)
and [(Wo;U) < Ry + Ry < I(W1,Wa,Y, Z). (D.40)

Codebook used by encoder of source V: Let Rs and R, be non-negative numbers.
Generate codewords W"(m,m'), (m,m') € M x M’ := [2M%] x [2"F5] each drawn
independently according to the distribution [[;"; Py. Denote this random codebook
by C, .

Codebook used by encoder of source U: Generate codewords W' (my), my € [2"F1],
drawn independently according to the distribution [[;"; Py,. Denote this codebook by
Cy, - For each m1, generate codewords W3'(my, mz), ma € [27F2], drawn independently
according to the distribution [[;; Pyyw, (w2s|Wii(m1)). Denote this codebook by
Cy,, and the two codebooks Cj; and Cj, together by C}. The codebooks C;; and C}}

are known to all the parties including the eavesdropper.
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Encoder: First, the encoder of source U chooses (M7, Ms) and the encoder of source

V' chooses (M, M') stochastically according to distributions

T Puyws (s Wai(ma, ma))

Zme/\}l H?:l PU\Wz(uiIWm(fn))
[Tis) Pojw (vi|Wi(m, m'))

Y memxm izt Poiw (wi|Wi(m))

Pg,(mq, mo|u”) : .V (my,ma) € M := Mj X Ma,

vV (m,m') € M x M,

and Pg,(m,m/|v"™) :=

respectively. Note that Pg, and Pg, are r.v.’s that depend on the realization of C;
and C, respectively. The encoder of source U transmits the codeword X" over the
channel Py 7 x, where X" is randomly generated according to the distribution

I, PX\W1W2U(xi|W1i(m1)7 Wai(mi,m2),u;), and the encoder of source V' transmits
M over the noiseless channel.

Decoder: Upon receiving Y™ = y" and M = m and observing Z" = 2", the decoder
first uses a good channel decoding rule Pp, (1, 72|y™, 2™) to estimate the messages
(My, Ms). Subsequently index M’ is recovered by using a good channel decoding
rule for the transmission of messages M’ over a memoryless channel [] , Prywyw
using the sub-codebook {W"(m,m’),m’ € M’}. The decoder for the source U can be
considered to be composed of two parts, Ppa (1, 12|y", 2") which is a good channel

decoder followed by Pp, given by
Pp, (wy|my,mg) := L(W3 (1hy, he) = wy).

Similarly, the decoder for source V' is composed of two parts, a good channel decoder
Ppum (m/|m, @Y, 2", y™) followed by a symbol by symbol reconstruction given by
n
PDU (,[)n|m’ mla ’LZ);, va yn) = H ]]-(gbl(wl(ma m,)v in, Ziy yl) = @’L)
i=1

Analysis:

The joint distribution induced by the encoding and decoding operations is given by

D(,N 1N N N no,n ,n romo o m ,n sn o ~ AT oA AT

P(e ,b y 2, U, M1, Mo, W, Wy, V-, M, M, W, ,Y ,7 ,M1, M2, Wy, M,V )
nm . n ,n ,n n n

:PEanannVn(e ,b , 2, U,V )PEu(ml,mz\u )PWI"|M1(U)1 ]m1)

Py iwn (v) My (wh|wy, ma) Pg,(m,m'|v") Py iaer (w"m, m')
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PX"‘WILWQ"U" ("En‘w?, wg, un) Pyanan (yn, jn‘l’n) PD'L]LVI (m]_, Thg‘yn, Zn)

Pp, (@511, 1) Ppy (i |m, by, 2", y") Pp, (0" |m, w3, 2", y")

n

H Pgpzuv (€, bi, zi, ui, v;)
i=1

L(W3' (m1, ma) = wy) Pg,(m,m ") L(W"(m,m’) = w")

Pg, (m1, malu™) L(WT' (m1) = wy)

n
L1 Py (i dilei)
i1

Ppu (11, mgly™, 2")

n
H Pxywywou (il wis, wa, Ui)]
=1

L(W3' (1, 1) = @) Ppy (1 |m, @3, 2", ") Pp, (8" [m, i, @3, 2", y").
Let @ and QM) denote auxiliary distributions defined as

Q(e™, b, 2" u™ my, ma, wi, wh v mym! w2y 7 e, g, WY, ™)

1= Qs (M, m2) Quynar, (Wi M) Quipiwr (an) v, (W3 [T, M2)
Quniwy (v Mz) (W' w3 (M1, m2)) Qznynpnpnyn (2", 0", €™, 0" |[u")
Qxriwpwpun (2" [’ wy, u™) Qynnixn (Y™, 5" 12") Qyp, iy zoyn (101, 2| 2", ")
Qvirg vy w1, (W2 1111, 712) Qagagrjym (m, m'|v™) Quyniprar (W"m, m)

QM/|MZ7LW2TLYTL (m,’ma zng ’UAJ;a yn) QV"|MM/W2"Z”Y" ({)n|m, 7’7’1,/, 7,2)37 Zn7 yn)

1 n n n n t
= mﬂ (W1 (ml) = wl) 1 (W2 (ml,mg) = w2) [IIPUWQ(ui|w2i(ml, mg))]
HPZVEBlU(Zi,Uz’aeiabi|ui)] HPX|W1W2U($i|w1i7w2ian)] (D.41)
i=1 i=1

n
LI Pvoix Wi dilas) | Ppas (i, riag| 2", y™) 1(W3' (i, 1ng) = %)

i=1

[P, Gmym[0™) LW (m, ') = ") Py (G|, 05, 2", ")

AN A~/ AN n n
Pp, (0" |m,m',wy, 2", y™)
T My My WpWpUn Znyn B Br Xy m gn Nl NgWp \TTH 25 W, Wa, U5, 25, U7, €5, 07,
no,mn ;n s A NG
LY ,J 7m17m2aw2)

S r,mo Al oAn|,mno o n An . n
QMM’W”M’V"\V"Z"WQ"Y"(m’m’w , M, U |U 2, Wa, Y )7
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and

Q(l)(ml,mg,w’f, wh,u™ 2" " e b ™ " 5 g, e, WYLy mym w0
= QM1MngnWQ"U”Z”V"E"B”X”Y”J”]\?AMQ(m17m2’m/17m/2’w?7wg’un7 2",
/UTL’ en’ bn’ $7’L7 yn’jn’ ’ﬁ’ll, mz)
Pp,, (wy|my, mg) QS(m,m/,w",m',f}”wn,z”,ﬁ)g,y”)
= QMIMQW{LW;UnZnVnEanXnYanMlM2 (M, ma, my, my, wi, wy, u", 2",
,Un’ en’ b?’l/’ .,L,n, yn,jn, ml, m2)
Pp, (w5|m1,ms) Pg,(m,m'[v") T(W"(m,m’) = w™) PDy(m’|m,w§,z",y”)

Pp, (0" m, i, 2", w3, y"),

respectively. Note that the only difference between Q and QW) is Pp,,, the part of the
decoder that obtains the reconstruction sequence Wg’ In QM. the actual messages
(m1,mg) intended by the encoder is used by Pp, instead of the estimates 71, ma.

Taking expectation with respect to the codebook C,, we obtain

n
(1) :
Ecp [QUn gnyngmig | = Pomznynmwg = 1 Pvzyiw,.
=1

Let

A1)
QUnvanEnBnyanW;MM'W"Vn
.— (1) n n n n 7 n m ~n !/ n ! ~n
—EC:} [QU"Z”‘/”E"LB”Y”J"VAVQTLMM’W”\A/”(u 7Z 7U 76 7b 7y 7.7 7w27m7m7w ,m,’l) )
n
=[] Pozvesy.w, (i, i, vi, €, bi, yi, ji, 2)
i=1

S romo Al oAn|,mn o n ,n AN
QMM’W"]\;[’V”|V"Z"Y"VAV2"(m’m’w , T,V ‘U 2 Y aw2)'

Observe that the likelihood encoder Pg, is chosen such that

PEu = QM1M2|U”' (D42)
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Let

H
M1 Mo WPWRURZRV R ERBr XY ™ Jn Ny Mo W3

= Qun(u") Pg,(m1,ma|u") Pwpar (wi'lma) Pwgiwy ) (w3 |wy', me)

n
H Pxiwiw,u (T wi, wai, u;)
=1

n
H Pzvesiu(zi;vis €, bi\uz')]
=1

n
11 Py oix (i dil)
=1

PDﬁVI (ml, ﬁlQ’Zn) PDu (ﬁ)g\ml, m’l, ma, mé)

Note that the only difference between Q and P is the marginal distribution of U. By

Lemma 5.2, it follows that
Ee [I1QF — Pu] || < &7,

since I(U;W1) < Ry < HW) and Ry + Ry > I(U; Wy, Ws) = I(U; W) by (D.37)-
(D.38) and (D.40), respectively. Note that the above conditions also implies that (5.12)
is satisfied, i.e., Ry > I(U; Wa) — Ry > I(U; Wy) — H(Wh).

Applying Property 4.4.1 (c), we obtain that for some d; > 0,

Ec; (1@}, o BT
w | My MyWR WU Zn VR En Br XY n g N Mo W

- PM1M2W1"W2"UnznvnEanXnYanMlMQW; H]

< 6751n.

Since the messages M, Mo are uniformly distributed under the joint distribution Q¥,
and Ry < I(WQ; Z, Y‘Wl) and R; + Ry < I(Wl, Ws; Z, Y) (by (D.39) and (D.40)), it is
well known that a maximum likelihood decoder drives the decoding error probability

to zero, i.e.,
Ecr Pr(M, M) # (M13M2)} <€,

for some €, ﬂ 0, where the probability is evaluated based on the joint distribution

QM.
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Hence by Lemma 5.1, we have

Ecr | 1QWY o
u My Mo WPWRURZVErBr XY ™ J™ My Mo W3

H
M1 Mo WPWRURZYV R ERBr XY ™ Jn Ny Mo W3 I

Applying Property 4.4.1(c) yields

1)
E ( o R
Ci HQMlMgwan;UnvanEanXnynJnM1M2W;MM/WnM/Wn

M1 MoaWPWRURZPV R EnBr XY ™ Jn Ny Mo WP MM/ WMV H

=Ec; | Q1 S
w My MW PWRUNZrV ErBr XY ™ J™ My Ma W3

- PM1MQWfW;UnZnVnEanXnYanMlMQW; ”]

< Eep [HQ<1> - QHH] + Ecy [HQH . PH <ty =6, g
and
Ecy [EP [d,(vn,f/")” < [EQ(1> [dl(V",V")H + Dy o (D.43)

In order to bound the first term in (D.43), we will use similar results to that used
in the Wyner- Ziv section in [67]. As shown there, QW is equal to the distribution
induced by the maximum likelihood encoder Pg, for the rate distortion problem with

the source V' and side information (Z, W2,Y) at the decoder.

Let
(3) n n n n 7 n n N ~n / n ~l ~m
QU"Z"V"E"BnX”Y"J"W;MM’W"M’V"(u 7Z 77-] 76 7b 7'7; )y a] ,wg,m,m,w ,’I?’L,U )
1 n
P n N n
= Sn(RARL) L(W"(m,m’) =w )[ | | Pyw (vilwi) Puzesxy swa v (Wi, 2i, €, biy Tiy Yis

=1

Jistbavi) | Pogs (' |m, 3, 2", y™) P, (6" m,m' 05, 2", "),
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Note that Pp, uses the actual messages (m,m’) rather than estimates (m,m’) for

forming the reconstruction V. It follows from the results in [67] that for some &5 > 0,

~(1) _n®
Ecy [HQU"Z"V"E"B"X"Y"J"WQ"MM’W”M’V" QUnZnVnEnBanYanW;MM'WnM'VnH

< e LONY

)

provided that

Rs+ R, > I(W;V), (D.44)

and R, < [(W;Z,W5,Y). (D.45)

Note that (D.44) and (D.45) together implies via the Markov relation (Z, W5, Y) -V —
W that

Ry > I(W;V|Wa, Z,Y). (D.46)

Next, note that

n
3)
ey Q' vope] = I P .
2 | Qprn ynyn gn gnxnyn It UZVEBXY JWagy (W)
=1

Thus, the average distortion at the legitimate receiver averaged over the random

codebook C;' and C; can be bounded as

Ecp [Ecg [EP [dl(vn,f/”)m = Eep [EQ(I) [dl(V",V”)] n Dlé%]
< Eep [Ege [di(V", V)| | + Dy (620 + 85n)
= Ep |[di(V", V™) + Di (20 + 830)
= Ep |[d(V, V)] + Di (620 + 030)

<D+ D ((Sgn + 5371) . (D.47)

Analysis of distortion at eavesdropper:
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For k > 1, consider an auxiliary distribution

Ak nopk—1
Qg\/[)lMgwaanBk—lUk(mlam%w?yendn,b s Uk) (D.48)

1 n n
= St LW (M) = wi)

n
11 Pesw, (ei,jz’\wh’)]
i=1
k-1
H Pgpw, 5 (bilei, wii, ji)
i=1

Py pw, g (uklex, wik, jk)-

Note that the following Markov relation holds under Q(k),
Uk = (Ep, Wik(M3), Jy) = (B* B, 7", My, My )
Also, observe that by definition,

QMlMQEanBkilUk

_ 1
" on(Ri1+R2)

H P giw, (€3, 3ilWai(ma, m2))]
i=1
k-1
11 Pripwas (bilei, Wai(ma, ma), 5i)
i=1

1
2n(R1+R2)

Puew,.s(ukler, wag, jk)

11 Peswaw (i, il Was(ma, ma), Wli(ml))]
=1

k-1
L1 Psizswaw, (bilei, ji, Wai(ma, ma), Wu(ml))]
=1

Puggwaw, (ukler, jr, War(ma, ma), Wig(m1)).

By application of Lemma 5.2, it follows that for some d4 > 0,

2 )
EC{} |:||QM1EanBk—1Uk - QMIE"J"kalUkH <e an 0’

for any k < kg, k € ZT, where

Ry — I(Way B, J\W1))n  I(B; Wa|Wi, E, J) — I(U; Wa|B,Wh, E, J)

(
ko =
’ [(B; Wa|Wr, E, J) [(B; Wa|Wr, E, J)
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Hence,

ko—1
~ k’ 76
Ecy | D@ pnsnpiory, — Quiymnsmproig | < (b — 1)e
k=1

< et W (D.49)

for some d5 > 0. Also, identifying (W, Z, X, Y, Ry, R2) in Lemma 5.2 with (0, Wy, 0, W1,0, Ry),

we obtain that for all 1 <1 < n,
Ec [[1Pw, — Qi) (M)l | < e,
for some dg > 0 since Ry > I((; W1) = 0. Hence,

(n)

Ecs |3 1w, - @%"&lle)H] < et < o g, (D.50)
=1

For k > 1, consider another auxiliary distribution,

~(k . —
QEW)IMQEanBk—lUk(mlym%en7]n7bk 17uk)
1 n k—1
= ST HPEJ(eiaji)] LI PoissGilei. i) | Pujes(ukler, jr)
i=1 =1

Note that under Q).
Ur — (B, Ji) — (Ml,M2,Bk_1,E", J”) .
By an application of Lemma 5.2, it follows that
(n)

~ k. —
EC{} [“Q(EBLJanilUk - QEanBk—lUkH:| S e 58?1 — 0,

for some dg > 0 and any k < ky, where

ky := min (k% (R —I(Wy; E,J))n I(B;W1|E, J) —I(U;W1|B,E7J)).

I(B;W1|E, J) 1(B;W/|E, J)
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Hence,

ki1—1
-4
[Z HQEanBk 1y, QE”J"B’C—lUk”] < (k= 1)e ™"

k=1

< e g (D.51)

for some dg > 0. By identifying (W, Z, X, Y, Ry, R2) in Lemma 5.2 with (Wy, Wa, 0, Wa, Ry, Rs)

and noting that R; > 0, Ro > 0, we obtain again by an application of Lemma 5.2 that

Z 1Pw, — Qwa, Ml,M2)||] < etom g (D.52)

for some 19 > 0. By the random coding argument, there exists a deterministic code-
book C;} and C}} such that (D.47), (D.49), (D.50), (D.51) and (D.52) are satisfied. Now,

the distortion at the eavesdropper can be lower bounded as follows:

glﬁlp (0 (Ui i (B, J",B(“>)))]
- oo (E7 77 B | b, (o0 . .
> 2o (i (v (. )))] Du (). (D53)

min
{d)i(en: Jm, blil)}

>

min
{i(em, 5, bi=1)}

Consider the first term in (D.53). We can write

{¢’z(8",3" bi=t)

[ <m»¢i<wza<~>>>>]

k1—1
> min [Z Eo (da (Ui, 64(E.))) | = nDa (e7") (D-54)
> (k1 —1) {;m(r;}EP( o (U, ¢(E))) | —nDaq (6‘59”) ,

where (D.54) follows from (D.51).
Similarly,
ko—1

(Bu(engnbi=1)} > EQ( <Ui’¢i <En"]n’B(ifl)>)>

i=k1
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ko—1
> omin |3 Bg (da (Ui, 63(Br i, Wis(M:)))) | = nDq (¢7%7) (D.55)
{¢i(eijiwii)} i~
> (ks — ki —1) min  Ep(dy (U, ¢(E,J,W1))) — nDq ( ") (D.56)
{¢p(e,y2,w1)}

where (D.55) follows from (D.49). Equation (D.56) follows from (D.50) by noting that

i _
QEz‘JiUi\Wu - PEJU|W1'

The remaining terms inside the summation in (D.53) can be written as

min
{¢z 8" nbz 1)}

3=t (k (v (57,07 50))|

ZEQ U'“(z)z Equ;WZZ(Ml?MQ))))]

{d)’b (e’L 7.]2 7w21

=(m—ko+1) min Ep(de(U,$(E, J, Ws))), (D.57)
{d)(@,j,’l,UQ)}

where (D.57) follows from (D.52). Finally, note that

ky—1 Ry — I(Wy; E, J|W;)

li - D.58
neo 7 I(B; Wo|W1,E,J) (D-58)
k-1 . (Ro—I(Wo:E,JWi) Ri— I(Wi:E,J)
1 = D.59
e < I(B;Wo|Wh,E,J) (B, W1|E,J) )’ (D-59)
and

Ro < min (I(Wa; Z,Y |Wh), [(Wi, Ws:Y, Z) — Ry) (D.60)

< min (I(Wa; Z,Y|W1), [(W1, Was Y, Z) — I(Wy; U)), (D.61)

where (D.60) and (D.61) follows from (D.39)-(D.40) and (D.37)-(D.38), respectively.

By maximizing the distortion incurred at the eavesdropper with respect to rate R
(the supremum occurs at a value of Ry = I(W1;Z,Y)), it follows that for any v > 0
and sufficiently large n,

min

>nA — . D.62
{¢i(en7jnvbi71)} K ( )

35 (i (0 (7, %.5))

Thus, from (D.46), (D.47) and (D.62), we have shown that (R, D, A) € R4 provided
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(D.33)-(D.36) are satisfied. Specializing to the lossless case (D = 0) with hamming
distortion measure, we obtain the condition Rs > H(V|W2,Z,Y) given in (D.34) by

setting W = V. This completes the proof of the theorem.
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