
Dynamic AccessControl thr ough Petri Net Workflows

KonstantinKnorr
Departmentof InformationTechnology

Universityof Zurich
knorr@ifi.unizh.ch

Abstract

Accesscontrol is an importantprotectionmechanismfor
informationsystems.An accesscontrol matrix grantssub-
jectsprivilegesto objects. Today, accesscontrol matrices
arestatic,they rarelychangeduringtime. Thispapershows
howto make accesscontrol matricesdynamicby meansof
workflows.Accessrights aregrantedaccording to thestate
of the workflow. By this practice the risk of data misuse
is decreasedwhich is proventhroughan equationgivenin
thepaper. Theconceptof workflowis definedby Petri nets
which offer a solid mathematicalfoundationand are well
suitedto representdiscretemodelslike workflows.
Keywords: accesscontrol, workflow, Petri net

1. Intr oduction

In informationsystemsaccesscontrol is a very impor-
tanttask.Legitimateusersshouldbeallowedto accessdata
items, illegitimateusersshouldbe detainedfrom dataac-
cess.Accesscontrolmatricesarea meansto enforcethese
restrictions.An accesscontrolmatrixgrantssubjectsaccess
rightsto objects.This approachcanbeexpandedby work-
flows. If thecurrentstateof aworkflow is takenintoaccount
in the grantingof accessrights, the ‘classical’ accesscon-
trol matrix is extendedfrom two (subject,object) to three
dimensions(subject,object,stateof theworkflow). Access
rights arenow dependenton the context of the workflow.
Thisconceptis calleddynamicaccesscontrol.

By doing this, theexecutionof the workflow getsmore
secure,becausethe possibilitiesfor unauthorizeddataac-
cessanddatamisuse,e.g.theunauthorizedreadingof afile,
is reduced.Regardingthesecurityservices

- identification/authentication

- authorization

- confidentiality

- integrity

- non-denial/non-repudiation

(as definedin the ISO standard7498-2) dynamic access
control is a specialmechanismproviding for authorization.
The focus of the proposedmechanismis on confidential-
ity, but integrity of thedataitemsandandnon-repudiation
is alsosupportedbecauseonly authorizedsubjectsareal-
lowedto operatewith thedatain thesystem.Furthermore,
the accesscontrol mechanismrealizesthe need-to-know-
paradigmbecausesubjectswill only beassignedwith priv-
ilegesif theseprivilegesareneededfor theexecutionof an
activity in theworkflow.

A specificationof aworkflow canbedoneby anet.Petri
netshavebeenstudiedintensively in computerscience.The
descriptionof workflows by Petri netsoffers the following
advantages:

- Petrinetsarewell suitedto representdiscretedynamic
models. A workflow combinedwith its executionis
sucha modelbecausethepointsin time of theexecu-
tion of theactivities form a discretesetin comparison
to thetime axiswhich is continuous.

- A Petrinethasasolidmathematicaldefinition,its syn-
taxandsemanticsarepreciselydefined.

- If a workflow is mappedontoa Petrinet,certainprop-
ertiessuchas the reachabilityof an end marking is
mathematicallyprovable. Thereis a large numberof
analysismethodswhich deal with the verification of
Petrinets.

For thesereasonsthis paperusesPetri netsfor the specifi-
cationof workflows.

Theremainderof thispaperis organizedasfollows.Sec-
tion 2 discusseswork relatedto thetopicof thispaper. Sec-
tion 3 givesan introductionto workflow managementand
discussesthe contentof a workflow specification.The ba-
sicdefinitionsof Petrinetsaregivenin Section4. Section5
dealswith thespecificationof workflowsby Petrinets.The
major contribution of this paperfollows in Section6. The
relationbetweentwo andthreedimensionalaccesscontrol



matricesis given. A sampleworkflow from an insurance
company illustratesthe practical implicationsof the pro-
posedmechanismin Section7. Section8 discussesthefind-
ingsandmentionsfutureresearchissues.

2. RelatedWork

Work relatedto the specificationof workflows through
Petrinetscanbefoundin [1, 17, 24, 25]. Thebasicideais
to associatetransitionsin Petrinetswith activities in work-
flows.

Theconceptof thedynamicaccesscontrolgoesbackto
[21, 22, 23]. The authorsdefinetaskbasedaccesscontrol
asanextensionof role basedaccesscontrol.

Holbeinet al.[10, 11] suggestto grantaccessrightsac-
cording to the context of a businessprocess,an approach
which they call context-dependentaccesscontrol. This is
donethroughthe useof a commercialworkflow manage-
mentsystem.

A publicationaboutsecurityaspectsof workflowsspec-
ified by Petrinetsis [2]. An authorizationmodelfor work-
flows is introduced. Focusis laid on the synchronization
of the workflow and the authorizationflow. This is done
by assigningtime slots to the tasksin the workflow using
acombinationof coloredandtimedPetrinetswhichmakes
themodelhighly complex. Theprivilegesto objectshaveto
bedefinedasanessentialpartof theworkflow specification.

Bertino et al.[3, 4] focuson the specificationof autho-
rization constraintsin workflow managementsystemslike
separationof duties. The authorsidentify varioustypesof
constraints,a languageto expresstheseconstraints,andan
algorithmcheckingtheconsistency of themodel.

Cholewka et al.[6] introducea context-sensitive access
controlmodelandshowsits feasibilitywith aprototype.Fo-
cusis laid onaccesscontrolrequirementslike thesequence
of activities, strict leastprivilege,andseparationof duties,
but not onaccesscontrolon thedatalayer.

Harn and Lin [9] and Yen and Laih [27] also use the
expressiondynamicaccesscontrol but in a different con-
text. In mostcomputersystemstheuserauthenticationand
theactualaccesscontrol is separated.Obviously, themore
frequentlyauthenticationis performed,thebetteris thesys-
tem’ssecurity. By enforcinguserauthenticationevery time
a resourceis accessed,a dynamicaccesscontrolschemeis
developedwhich is basedon publickey cryptography.

3. Workflows

Workflowmanagementis anessentialresearchareain the
field of appliedcomputerscience.A workflowmanagement
system(WfMS) is a software systemwhich supportsthe
administration,modeling,andexecutionof workflows. A

workflow is anexecutablebusinessprocess.Beforeawork-
flow can be executedit hasto be describedin a way, the
workflow managementsystemis ableto understand.This
descriptionis called workflow specification. The specifi-
cationhasto be donebeforea workflow canbe executed.
The most importantpart of a WfMS is the workflow en-
ginewhich is responsiblefor theexecutionof theworkflow
during run time of the systemwhen many instancesof a
workflow arecreatedaccordingto the workflow specifica-
tion [8, 12, 26].

Themainelementsof a workflow specificationare:

- activities

- controlflow

- subjects

- dataitems

- dataflow

The basicbuilding blocksof a workflow are the activities
whosetemporaland logical order is given by the control
flow. To describean activity, it hasto be specifiedwhich
subjectsareallowed to executean activity andwhich data
itemsareneededfor andcreatedduringtheexecution.

Subjectscanbeassociatedwith persons,but alsogroups
of persons,roles, machines,and computerprogramsare
possiblesubjects. In practice,the conceptof role is very
popular[14]. Theexecutionof anactivity is boundto aspe-
cific roleandanemployeeof acompany canactivateoneor
moreroles.For thereminderof thepaperweassociatesub-
jectswith personsor theworkflow engine.In thecasestudy
in Section7 therewill be a specialrole for eachactivity;
subjectsareassociatedwith roles.

Examplesof dataitemsaredatabaseentriesandfiles. A
subjectexecutesan activity by creatingnew and/orusing
alreadyexisting dataitems. The dataflow stateshow the
dataitemsmovebetweenthedifferentactivities [15].

In the remainderof this paper
�

will denotethe setof
theactivities, � thesetof thesubjects,and � thesetof data
itemsin aworkflow. Thecontrolflow will begiventhrough
a Petri net, thedataflow andtheassignmentof subjectsto
activities throughattributesof activities (cf. Section5).

WfMSs are especiallyuseful for electronic workflows.
An electronicworkflow is aworkflow whosedataitemsare
storedin anelectronicform. In thiscasetheWfMS canfor-
wardthedataitemsto thesubjectsandthe(dynamic)access
control canbe enforcedby a specialpart of the workflow
engine.

4. Petri Nets

Petrinets— avastresearchareawith many publications
— originatedwith CarlAdamPetri[18]. Thissectiongives
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Figure 1. Example of a Petri net

thebasicdefinitions[19].

Definition 1 (Petri Net) A Petri net � is a triple � ������ � ��� �
.
�

is the finite setof the places,
�

the finite set
of the transitionswith

�"! � �$# . Theflow relation
�

is
definedby �&%'�(�&) � �
*+� � ),� �.-
Let /10 �2* � . 34/ is calledthepresetof / andis definedby35/768�"9;:<0 �=* �?> � : � / � 0 �?@A-/B3 is calledthepostsetof / andis definedby/�3C68�"9;:<0 �=* �?> � / � : � 0 �?@A-
Figure1 shows anexampleof a Petrinet. Thenetconsists
of theplaces�D	 �E-;-E-E� � � andthe transitions

� 	 �;-E-;-F� ��� . The
setsof

��� � �
and

�
aredefinedasfollows:� � 9 �
	 �E-;-E-;� � � @A�� � 9 � 	 �E-E-;-E� ��� @A�� � 9 � � 	 � � 	 �F�;� � 	 � � � �F�;� � 	 � � � �F�;� � � � ��
 �.�G� ��
 � � 
 �.�� � 
 � � � �.�G� � � � � � �.�G� � � � ��� �.�G� �H
 � � � �.�G� � � � ��� �I@

The graphical interpretationof a Petri net is a bipartite
graph. Placescan only be connectedto transitions,tran-
sitionscanonly be connectedto places. Placesarerepre-
sentedgraphicallyascircles,transitionsasrectangles.The
graphicalinterpretationof anelement

� : � / � 0 � is an ar-
row from : to / . In theexample

� � 	 � � � � 0 � . Thereforean
arrow is connectingtransition

� 	 with place�H� .
The presetandpostsetof a transitionis a setof places.

This setcanbeempty. Thepresetandpostsetof a placeis
a setof transitions.This setcanbeempty, too. Presetsand
postsetsfrom theexample: 3 � 	 �J9 �D	 @A� � 	 3 �J9 �H� @A� � 
 3 �9 � 
 � � � @ , and 3 � 	 �K# .
Definition 2 (Behavior of Petri Nets) A nonemptyset L
with L %M�

is calleda markingof a Petri net.A transition�
is calledactivatedundermarking L , if

1. 3 � % L and

2. L ! � 3N�'# .
An activatedtransitioncan fire. If a transition

�
fires, L

changes: L OP L"Q . Thenew marking L"Q is definedby

L Q 6R� � LTSU3 � �
* � 3 -
Thefirstmarkingof a Petri net is calledstartmarking.

Graphicallya markingis representedby filled circlesin all
its places.Thesefilled circlesarecalledtokens.

The behavior of Petri netsshall be illustratedfollowing
the examplein Figure 1. Let the start marking be 9 �
	 @ .
A token is put on place �D	 . The transitions

� 	 and
� � are

activated.If
� � fires,thetokenmovesfrom �D	 to � 
 . Thetwo

transitions
� 
 and

� � areactivatednow. If
� � firesthetoken

movesto � � . Now thereareno moreactivatedtransitions.
Formalized: 9 � 	 @ OWVP 9 �H
 @ OYXP 9 ��� @Z-
With startmarking 9 � 	 @ therearetwo otherpossibilitiesfor

thePetrinetto execute: 9 �
	 @ O VP 9 � 
 @ OW[P 9 �H� @ OW\P 9 � � @ and9 �
	 @ O(]P 9 ��� @ OW\P 9 � � @ .
For the specificationof workflows it is importantto ex-

presstheconceptsof

- sequence,

- parallelism,and

- conditionality.

A sequencecanbemodeledby Petrinetsthroughtransitions
andplaceswith only oneinput andoutputplaceor transi-
tion. Parallelismbaseson transitionswith multiple output
places.The third concept— conditionality— is basedon
placeswith multiple outputtransitions(XOR split). Places� 	 and �H
 in Figure 1 are examples. The decisionwhich
of the transitionsmay fire in the conditionalcaseis left to
theworkflow engineandis typically basedon thevalueof
adataitem.

5. Workflow Specificationwith Petri Nets

This sectiondescribesthe connectionbetweenwork-
flows accordingto Section3 and Petri netsaccordingto
Definition 1 and 2. A workflow specifiedby a Petri net
will becalledPetri networkflow, theunderlyingnetwill be
calledworkflownet.

A Petrinetworkflow hasthefollowing characteristics:

- Activities in workflows correspondto transitionsin
Petrinets.Executinganactivity correspondsto thefir-
ing of a transition.



- Themarkingof a Petrinet representsthecurrentstate
of a workflow. The tokensarealsocalledcontrol to-
kens. The control tokens representthe stateof the
workflow, i.e. which activities areactivated.Theflow
relationsayshow thetokenscanmove in thenet. The
control flow of a workflow is determinedby the flow
relationandthestartmarking.

Sofar it hasnotbeendefinedwhichsubjectsanddataitems
areassociatedwith eachactivity. To be morespecific,we
have to definewhich subjectsmay executean activity and
which datais neededfor andcreatedthroughtheexecution
of theactivity. This is doneby thethreefunctions�_^a` � � in,
and � out.

- Function �b^�` maps transitionsto a set of subjects.
Thesesubjectsmay execute the activity associated
with thetransition.Formalized:�_^�`c6 � Ped � � � S�#d is thesymbolfor thepowerset(thesetof all subsets)
and � is the setof subjects.Note, that the workflow
engineitself is avalid subject.

- On the onehand,the executionof an activity creates
data.On theotherhand,to performanactivity a sub-
ject usesdataitemsthatalreadyexist. Thedatainput
andoutputsetof atransitionis definedthroughthetwo
functions� in and � out:� in

� � out 6 �gf Ped � � �� is thesetof all dataitems(cf. Section3). Theempty
set is a valid function value. In this caseno dataare
neededfor theexecutionor nodataarecreatedthrough
theexecutionof theactivity.

Figure 2 shows Figure 1 extendedwith the attributes of
thetransitionsdefinedby thefunctions� in

� � out and �_^�` .
In Figure2 the two sets � � � are �h�i95j 	 � j � � j 
 @A� �k�9Gl 	 �E-;-E-F� l � @ . Transition

� 	 may only be executedby sub-
ject j 	 . Several subjectscanbe assigneda transition,e.g.
transition

� � can be executedby the threesubjectsj 	 � j � ,
and j 
 . Subjectj � needsdataitem l � to executetransition� 
 . By executing

� 
 subject j � createsl 
 . The valuesof� in and � out canbeempty, e.g.� in
� � � � �g# . In this case

nodatais neededto executetheactivity associatedwith the
transition.

The executionof workflows is supervisedby the work-
flow enginewhichcreatesandmanagesnumerousinstances
of a workflow. Theworkflow specificationprovidesa tem-
platewhich is thebasisfor instancesof this workflow. Dif-
ferentdataitemsarecreatedfor every workflow instance.
Accesscontrolis enforceduponthedataitemsof thework-
flow’s instances.To implementthe accesscontrol mecha-
nism— whichwill bediscussedin thefollowing section—

theworkflow enginemanagesaPetrinetfor every instance.
Every time a transitionfires in an ‘instancenet’, themark-
ing hasto bechanged.It is thereforesufficient to examine
only a singleinstance.

A problemcharacteristicfor the workflow specification
in this paperis, if the ‘dataflow’ is correct,i.e., if thedata
itemsareexisting whenthey areneeded.For thefollowing
sectionsit will be assumedthat the Petri net workflow —
includingthedataflow — is correct.

To determineif aworkflow netis completelyexecutable,
i.e., if the end marking is reachablefrom the start mark-
ing, is a non trivial problem. This problemis relatedto
thereachabilityproblemin Petrinets[16]. Thequestion,if
a workflow specificationis syntacticallyandsemantically
correct, is very important. To answerthis questioncon-
ceptslike liveness,invariants, deadlocks, and soundness
have beenintroduced[19]. Van der Aalst [24] focuseson
theverificationof workflow nets.

6. Dynamic AccessControl

The purposeof accesscontrol is to grantaccessto data
items only to legitimatesubjects. This is doneby access
controlmatrices[7]. An accesscontrolmatrix m grantssub-
jectsrights to dataitems. If � is thesetof thesubjects,�
thesetof thedataitems,and n is thesetof possibleaccess
rights, m canbedefinedasthefunction:

m"6A� ) � Ped � n �
Accordingto this definitionanaccesscontrolmatrix is two
dimensional. The most commonlyusedaccessrights are
read(=r) andwrite (=w). In additionto readingandwriting
thereareotheraccessrights,e.g.dataitemscanbeexecuted,
updated,or appendedto otherdataitems.

If accessrights are grantedaccordingto the current
markingof theworkflow net,thentheaccessrightschange
with the marking of the Petri net. If the marking of the
workflow netis takeninto accountin theaccesscontrolma-
trix, m mustbe extendedby onedimension. The two di-
mensionalaccesscontrolmatrixchangesintoathreedimen-
sionalone. Thenew accesscontrolmatrix is called m dyn.
Again, m dyn canbedefinedasa function:

m dyn 6A� ) � ) � Pod � n �
Interpretation:Let usassumeasubjectj requestsa specific
privilege p for dataitem l . In orderto use m dyn theaccess
controlmechanismchecksthecurrentmarkingof thework-
flow net for all activatedtransitions.Let

�
be an activated

transitionand jq0<�_^�` � � � :
1. If p,0rm dyn

� j � l � � � , privilege p is granted.If
�

is not
activatedany more,then p is revokedagain.
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Figure 2. Example of a workflo w net

2. If p7�0<m dyn
� j � l � � � , privilege p is not granted.

The extensionfrom two to threedimensionsincreasesthe
numberof the entries.

> m dyn
> � > � >B�1> � >��7> �?> , while> m > � > � >���> � > . Theexpression
> -;-E- >

denotesthenumberof
elementsin a set.In theexampleof Figure2 the‘dynamic’
accesscontrolmatrix m �I�E� is a � )N�b)N� matrix. Altogether,
thereare75 entries,mostof which areempty, comparedtom with 15 entries.

A comparisonbetweenthe‘traditional’ accessmatrix m
andthe ‘dynamic’ accesscontrol matrix m �I�E� leadsto the
following equation:

m � j � l � ���O���� m dyn
� j � l � � � (1)

(1) musthold becauseall accessrights from m shouldbe
includedin m dyn aswell. The accessrights areonly dis-
tributedin a largermatrix. (1) shows that m dyn grantsac-
cessrightsmorerestrictively than m . Nevertheless,all sub-
jectshave all the permissionsthey needto executethe ac-
tivities they areassigned.Therisk of datamisusein m dyn
is lower thanin m since

m dyn
� j � l � � ��% m � j � l �

which is an immediateconsequenceof (1). In mostcasesm dyn
� j � l � � � will be a real subsetof m � j � l � . From this

point of view a workflow using dynamicaccessrights is
moresecurethana workflow without.

If we applya specialsecuritypolicy, the accesscontrol
matrixcanbederiveddirectly from theworkflow specifica-
tion.

Definition 3 (RW Security Policy) Therw securitypolicy
holds,if subjectswhich are legitimateto executeanactivity
are grantedaccessrights to thedata input itemsandwrite
rights to thedataoutputitems.

If we apply the rw securitypolicy, theaccesscontrol rules
canbeexpressedas

m dyn
� j � l � � � � �� � 9;p @A� if jq0<�_^�` � � � and l�0,� in

� � �9G  @A� if jq0<�_^�` � � � and l�0,� out
� � �# � otherwise
(2)

where j�0¡� � l¢0+� , and
� 0 � . m dyn

� j � l � � � �£9;p �   @ is
not possible,becausea dataitem hasto bewritten beforeit
canberead. Rewriting or appendinginformationto a data
itemshouldproduceanew dataitem.

To illustratethedifferencesbetweenm and m dynwewill
applytherw securitypolicy to theexamplein Figure2. Ma-
trix (3) showshow theaccesscontrolmatrix m of theexam-
ple would look like if the grantingof accessrights were
static,i.e.not basedon thestateof theworkflow.l 	 l � l 
 l � l �j 	 9;  @ 9;p @ # 9;  @ #j � # 9Gp �   @ 9G  @ 9;  @ 9G  @j 
 # 9Gp �   @ # 9;  @ # (3)

Explanationthroughanexample:



- Staticcase:Subject j 
 needswrite permissionon l �
becauseit couldcreatel � by executing

� � . Also, sub-
ject j 
 needsreadpermissionon l � whenexecuting

� � .
Thereforem � j 
 � l � � �J9;p �   @ .

- Dynamic case: m dyn
� j 	 � l � � � � � �k9;  @ , sincesub-

ject j 	 may need write permission on l 
 in
� � .m dyn

� j � � l � � � 
 � �k9Gp @ , since j � needsreadaccess
to l � to perform

� 
 .
On the onehand,the rw securitypolicy is basedon ne�9;p �   @ and neglectsall other accessrights. On the other
hand,sincem dyn canbedirectlyderivedfrom theworkflow
net,increasedsecuritycanbededucedwithout an‘security
extension’ of the workflow specification. This is of high
practicalrelevance: in a WfMS the workflow enginecan
be extendedwith the proposedaccesscontrol mechanism
to enforcethe rw securitypolicy basedon the ‘traditional’
workflow specification.

7. CaseStudy

Thissectionillustratestheformalaspectsof theprevious
sectionsthroughan example. The workflow chosendeals
with the handlingof an insuranceclaim. Furtherinforma-
tion abouttheprocesscanbefound in [6]. Figure3 shows
a semi-formaldescriptionof theworkflow. Therw security
will beapplied.

A clerk checksif police reports,witnessreports,and
quotationsareavailable, initializes the workflow, andcre-
atesaclaimform whichcontainsinformationaboutthetype
and value of the claim. An assessorhas to passan ex-
pert opinion on the physicalevidenceof the claim (e.g.a
wreckedcar) in (5). Dependingon the valueof the claim,
(6) or (3) follow. Basedon thetypeof theclaim (‘vehicle’
or ‘household’)thereis a XOR split. (7)/(8) or (9)/(10)can
be donein parallel,respectively. Finally, a claim manager
approvestheclaim basedon theresultsof thepreviousac-
tivities (14).

Control flow Note thatFigure3 is not sufficient to define
the exact control flow of the workflow. The Petri net
specificationof theworkflow in Figure4 is morepre-
cisebut requiresmoreelements.

� 	 involvestheinitial-
ization of the processby generatinga new document
called‘claim schedule’.After

� 	 an AND split to � �
and �H� is done. In � � dependingon the valueof the
claim theworkflow engineperformsa XOR split to

� �
or
��¤

. In � 
 dependingon thetypeof theclaima XOR
split is performed,eitherto

� 
 or to
� � . In the

� 
 -branch��¥
and

��¦
canbedoneparallel,the sameis true for

��§
and

� 	�¨ in the
� � -branch.

� 	}	 mergesthe
� 
 -branch,

� 	a�
the
� � -branch.Similarly, � 	 � correspondsto ��
 , � 	 � to� � , and

� 	 � to
� 	 . Thefinal activity is

� 	 � .

Note, that there are more transitionsthan activities
becausespecial transitionslike

� 	}	 � � 	a� � and
� 	 
 are

neededto join differentbranchesof thenetwhichhave
beensplit before.

Subjects The role of the subjectsallowed to perform an
activity arewritten in bold facebelow the description
of the activity in Figure 3. The workflow engineis
responsiblefor transitions

� � � � 
 � � � � � 	}	 � � 	�� � and
� 	 
 in

Figure4.

Data items and data flow Altogether, there are eleven
data items ( l ¨ �E-E-;-F� l 	�¨ ) included in the exampleas
shown in Table1. A policereport l ¨ , witnessreportsl 	 , andquotationsl � arethe datainput itemsfor

� 	 .
Dataoutputitemsof

� 	 aretheclaimform l 
 , theclaim
type l � , andclaimvalue l ¤ . If � � is markedin thenet,
theworkflow enginedecidesbasedon thevalueof l ¤
if
� � or

� ¤
is activated. Similarly, the value of l � is

decisive for thesplit following ��
 . The assessorin
� �

needsl 
 to producel � . The clerk in
� ¤

needsl 
 to
producel ¥ . The following tablegivesthe datainput
andoutputitemsfor theothertransitions.

Transition � in � out� 	 l ¨ � l 	 � l � l 
 � l � � l ¤� � l 
 l �� ¤ l 
 l ¥� ¥ l � l ¦� ¦ l ¨ � l 	 l §� § l � l ¦� 	�¨ l ¨ � l 	 l §� 	 � l 
 � l � � l ¥ � l ¦ � l § l 	�¨
Thenumberof dataitemsis sohigh,becausethemodelre-
ducesthe accessrights to readandwrite. The numberof
dataitemscouldbe reducedif otherprivilegeswereintro-
ducedor throughtheuseof anobjectorientedmodelwhere
partsof andataitemcanbeaccessed.

Theworkflow specificationrepresentsa templatewhich
is usedto generateinstancesof the workflow. In the ex-
ample, the WfMS generatesan instancefor every claim.
Note, that theexecutionorderof activities canbedifferent
in differentinstances.For example 9 �D	 @ O(]P 9 �H� � � � @ O \ � OW©P9 � 	 
 � � 	 � @ O ] XP 9 � 	 ¤ @ for a first claim and 9 � 	 @ O ]P9 � � � �H� @ OWVP 9 �H
 � �H� @ O [P 9 ��� � � � � � ¤ @ P -E-E- O ] XP 9 � 	 ¤ @ for a
secondclaim.

The following threeexamplesillustratethe accesscon-
trol mechanismintroducedin Section6:

- Let the marking of a workflow instancebe L �9 � 
 � � � @ . In this casetransitions
� 
 � � � and

���
areac-

tivated.Theassessorrolegetsthenecessaryprivileges
for l 
 and l � , readaccessto l 
 andwrite accessto l �
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Figure 3. ‘Insurance claim’ workflo w — textual form

if therw policy is applied.For
� 
 � � � theworkflow en-

gine hasto decidewhich branchto take basedon the
typeof theclaim. Theworkflow enginehasall possi-
ble privilegesbecauseit is responsiblefor the correct
propagationandstorageof the dataitems. No other
rolehasprivilegesof any kind.

- Lª�J9 � � � � ¤ � � 	 
 @ : Transitions
� ¥

and
� ¦

areactivated.
Because

� ¥ � � ¦
may be executedby the samerole, the

necessaryprivilegesfor
� ¥

and
� ¦

are grantedto the
‘Clerk Vehicle’ role. In caseof therw policy readac-
cessto l ¨ � l 	 � l � andwrite accessto l ¦ � l § is granted.

- L �«9 � 
 � �D	 
 @ : No role gets any privileges. The
workflow enginehas to decidefirst, if the

� 
 or
� �

branchis to beexecuted.

Thesethreeexamplesshow the accesscontrol mechanism
for roles. In practice,accessrights aregrantedto the end
userandnot to roles.Therearevariouspublicationsonrole
basedaccesscontrol [20] andon the resolutionof role as-
signments[3, 5, 6]. Theobjectiveof role basedaccesscon-
trol is to simplify theprivilegemanagementof theusersby
introducinga middlelayerbetweensubjectsandobjects—
so called roles. A subjectmay be a memberof different
rolesandmany subjectsmay be able to activate the same
role. The approachgetsmore complicatedif role hierar-
chiesareintroduced.

The assignmentof activities to the actualuseris done
via a work list. A user’s work list containsall pendingac-
tivities in thedifferentinstancesof theworkflow (andother
workflows if the WfMS managesvariousworkflows). In

theexamplethemarking 9 � � � �H� @ would result in an entry
‘CompleteCustomerProfile’ in thework list of a clerk and
‘CompleteAssessorReport’in thework list of anassessor.

If a userdecidesto executea transition,hisaccessrights
for the dataitems of the chosenactivities aregrantedac-
cordingto the companiessecuritypolicy. After the transi-
tion hasfired,theaccessrightsarerevokedagain.Note,that
if auserhasdecidedto performanactivity, theworkflow en-
ginehasto lock thisactivity of theworkflow instancefor all
otherusersof thesystem.Also, thereshouldbea ‘time out’
afterwhich theuser’s rightsarerevokedautomaticallyand
the activity is unlocked again. If the userdid not perform
theactivity, this shouldbenotedin aspeciallog file.

A prominentrequirementfor an accesscontrol mecha-
nismsis Separation of Duties(SoD).E.g. in the insurance
claimworkflow apersonwhois capableto activatetheclerk
role (

� 	 ) and the claim manager(
� 	 � ) role shouldnot be

ableto performthesetwo activities in the sameworkflow
instance.SoDis not enforcedin theproposedmodel.Nev-
ertheless,the workflow enginecanuseits log files to en-
force SoD.Every time a transitionfires, the workflow en-
gine addsan entry to its log file, e.g.claim number, user,
activateduserrole, activity, andtime stamp.Basedon the
historyof the instancecapturedin the log file, SoDcanbe
enforced.

8 Discussionand Outlook

This paperhasshown how accessrights canbe derived
from a Petrinetworkflow dynamically. A subjecthasonly
theaccessrightswhichareneededfor ‘activated’activities.
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net

By doing this, unnecessaryaccessis eliminated. Through
the applicationof the rw securitypolicy the accessrights
couldbedirectlyderivedfrom theworkflow net.The‘tradi-
tional’ two dimensionalis extendedto a threedimensional
matrix throughthis practice. Furthermore,it was shown
how a workflow enginecanenforcethe proposedmecha-
nism.

As a prerequisiteof the proposedsecuritymechanism
therehasto beaWfMS. Today’sWfMSshavethefollowing
drawbacks:

- Many business processeshave no clear structure
and cannot be formalized to an extent necessary
for a WfMS. They cannotbe put into a ‘computer-
understandable’format like a workflow specification.
Next to themissingstructurethereareexceptionsdur-
ing run time andevena changeto theworkflow spec-
ification may be necessary. ‘Exceptionhandling’ is a
major researchareain the field of workflow manage-
ment.

- Many existingWfMS strugglewith technicalproblems
suchasconnectingto legacy systems,workloadman-
agement,andavailability of thesystem.

- Finally, social aspectsareof interest,too. A WfMS
monitorsall the activities of its users. It is very easy
to investigatethe working habitsof individuals. Fur-
thermore,Taylorismis anissue.Usersof a WfMS are
forcedto do activitiesoverandoveragain.

l ¨ policereportl 	 witnessreportsl � quotationsl 
 claim forml � assessedclaim forml � claim typel ¤ claimvaluel ¥ completedclaim forml ¦ validatedvehicle/householdquotationsl § validatedvehicleaccidentdetails/
householdincidencel 	�¨ approvedclaim

Table 1. ‘Insurance claim workflo w’ — data
items

As a resultof theseshortcomingsa breakthroughof work-
flow technologyhasnot takenplace.Not many companies
useworkflow technologyin a largescale.

In arealisticenvironmentthesizeof aPetrinetworkflow
may grow very large. Fortunately, Petri net tools suchas
Design/CPN[13] canmanagePetrinetswith several thou-
sandplacesand transitions. So the size shouldcauseno
seriouslimitations.

If acompany usesaWfMS wesuggestto implementthe
proposedmechanismas an add-onmodule. Commercial
WfMSs aretypically not basedon Petrinets.Nevertheless,
every workflow engineis capableof providing the stateof
its workflow instances.Sinceworkflow propagationin it-
self is a complex issue,theaccesscontrolmechanismdoes
not try to redesignand/orsimulatethe workflow process
but will merelyget the workflow statefrom the workflow
engineandmanagea workflow netfor every instance.This
informationtogetherwith a securitypolicy for thedifferent
workflows canbeusedto apply themechanismintroduced
in this paper. If log information from previous activities
is taken into consideration,it might be possibleto enforce
SoDat thesametime.

In the formal descriptionsof themodelsomerestrictive
assumptionsweremadewhich shallbe loosenedin the fu-
ture,providing thefollowing researchtopics:

- Therw securitypolicy canbeextendedby otherpriv-
ilegeslike execute,update,andappend.As indicated,
thisimpliesanextensionof theworkflow specification.
Futurework will focuson differentpoliciesgoingbe-
yondrw.

- In this paperthedataitemshave beendescribedasat-
tributesof transitions.With Coloured Petri Nets[13]
they could be presentedas individual tokens. In this
way the dataflow could be describedasa subnetof
theworkflow net. ExistingPetrinetmethodscouldbe



appliedon thedataflow. Furthermore,theinformation
flow within suchanetis aninterestingresearcharea.

- Thesecurityof workflows is increasedby a reduction
of datamisusepossibilities.Theconfidentialityof the
workflow datais increased.In addition to confiden-
tiality thereareothersecurityobjectiveslikeavailabil-
ity, integrity, andnon-repudiation.Futureresearchwill
dealwith the questionhow theseotherobjectivescan
beintegratedin Petrinetworkflows.
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[12] S.Jablonski,M. Böhm,andW. Schulze,editors.Workflow-
Management— Entwicklungvon Anwendungen undSyste-
men— Facetteneiner neuenTechnologie. dpunkt.verlag,
1997.

[13] K. Jensen.ColouredPetri Nets— BasicConcepts,Analysis
Methodsand Practical Use, Volume1-3. EATCS Mono-
graphsonTheoreticalComputerScience.Springer, 1997.

[14] L. G. Lawrence.TheRoleof Roles.Computers & Security,
(12):15–21,1993.

[15] F. LeymannandW. Altenhuber. ManagingBusinessPro-
cessesasan InformationResource.IBM SystemsJournal,
33(2):326–348,1994.

[16] E. W. Mayr. An Algorithm for theGeneralPetriNetReach-
ability Problem.SIAMJournal, 13(3):441–460,1984.

[17] A. Oberweis. Modellierung und Ausf̈uhrung von Work-
flows mit Petri-Netzen. Teubner-Reihe Wirtschaftsinfor-
matik.B.G. Teubner, 1996.

[18] C. A. Petri. Kommunikationmit Automaten. PhD thesis,
Institutfür instrumentelleMathematikderUniversiẗatBonn,
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