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Abstract

Accesgontrol is animportantprotectionmedanismfor
informationsystems An accessontol matrix grantssub-
jectsprivilegesto objects. Today accesscontol matrices
are static,they rarely changeduringtime Thispapershows
howto male accesscontol matricesdynamicby meansof
workflows.Accessgights are grantedaccoiding to the state
of the workflow By this practice the risk of data misuse
is decreasedwhich is proventhroughan equationgivenin
the paper Theconceptof workflowis definedby Petri nets
which offer a solid mathematicafoundationand are well
suitedto representdiscretemodeldike workflows.
Keywords: accessontmol, workflow Petri net

1. Intr oduction

In information systemsaccesscontrol is a very impor-
tanttask.Legitimateusersshouldbe allowedto accesslata
items, illegitimate usersshouldbe detainedfrom dataac-
cess.Accesscontrol matricesarea meango enforcethese
restrictions. An accesgontrolmatrix grantssubjectsaccess
rightsto objects. This approackcanbe expandedby work-
flows. If thecurrentstateof aworkflow is takeninto account
in the grantingof accesgights, the ‘classical’ accesson-
trol matrix is extendedfrom two (subject,object)to three
dimensiongsubject,object,stateof theworkflow). Access
rights are now dependenbn the context of the workflow.
This concepis calleddynamicaccesgontrol.

By doingthis, the executionof the workflow getsmore
secure pecausehe possibilitiesfor unauthorizeddataac-
cessanddatamisuseg.g.theunauthorizedeadingof afile,
is reduced Regardingthe securityservices

- identification/authentication

authorization

confidentiality

- integrity

uni zh. ch

- non-denial/non-repudtion

(as definedin the ISO standard7498-2) dynamic access
controlis a specialmechanisnproviding for authorization.
The focus of the proposedmechanisnis on confidential-
ity, but integrity of the dataitemsandandnon-repudiation
is also supportedbecauseonly authorizedsubjectsare al-
lowedto operatewith the datain the system.Furthermore,
the accesscontrol mechanisnrealizesthe need-to-knav-
paradigmbecauseubjectswill only be assignedvith priv-
ilegesif theseprivilegesareneededor the executionof an
activity in theworkflow.

A specificatiorof aworkflow canbedoneby anet. Petri
netshave beenstudiedintensively in computerscienceThe
descriptionof workflows by Petri netsoffersthe following
adwantages:

- Petrinetsarewell suitedto representliscretedynamic
models. A workflow combinedwith its executionis
sucha modelbecauséhe pointsin time of the execu-
tion of the activities form a discretesetin comparison
to thetime axiswhichis continuous.

- A Petrinethasa solid mathematicadiefinition,its syn-
taxandsemanticsarepreciselydefined.

- If aworkflow is mappedntoa Petrinet,certainprop-
erties such as the reachabilityof an end marking is
mathematicallyprovable. Thereis a large numberof
analysismethodswhich deal with the verification of
Petrinets.

For thesereasonghis paperusesPetrinetsfor the specifi-
cationof workflows.

Theremaindeof this papeiis organizedasfollows. Sec-
tion 2 discussesvork relatedto thetopic of this paper Sec-
tion 3 givesan introductionto workflow managemenand
discusseshe contentof a workflow specification.The ba-
sicdefinitionsof Petrinetsaregivenin Sectiord. Sections
dealswith the specificatiorof workflows by Petrinets. The
major contribution of this paperfollows in Section6. The
relationbetweenwo andthreedimensionalaccessontrol



matricesis given. A sampleworkflow from aninsurance
compayy illustratesthe practical implications of the pro-

posedmechanisnin Section7. Section8 discussethefind-

ingsandmentionsfutureresearchssues.

2. Related Work

Work relatedto the specificationof workflows through
Petrinetscanbefoundin [1, 17, 24, 25]. The basicideais
to associatéransitionsin Petrinetswith actiities in work-
flows.

The concepiof the dynamicaccessontrol goesbackto
[21, 22, 23]. The authorsdefinetaskbasedaccesscontmol
asanextensionof role basedaccessontrol.

Holbeinetal.[10, 11] suggesto grantaccessightsac-
cordingto the context of a businesgprocessan approach
which they call context-dependenaccessontrol. This is
donethroughthe useof a commercialworkflow manage-
mentsystem.

A publicationaboutsecurityaspect®of workflows spec-
ified by Petrinetsis [2]. An authorizatiormodelfor work-
flows is introduced. Focusis laid on the synchronization
of the workflow andthe authorizationflow. This is done
by assigningtime slotsto the tasksin the workflow using
acombinationof coloredandtimed Petrinetswhich makes
themodelhighly complex. Theprivilegesto objectshaveto
bedefinedasanessentiapartof theworkflow specification.

Bertino et al.[3, 4] focuson the specificationof autho-
rization constraintan workflow managemensystemdike
separatiorof duties. The authorsidentify varioustypesof
constraintsa languageo expresstheseconstraintsandan
algorithmcheckingthe consisteng of themodel.

Cholenka et al.[6] introducea context-sensitve access
controlmodelandshawsits feasibility with aprototype.Fo-
cusis laid onacceszontrolrequirementdik e the sequence
of activities, strict leastprivilege,and separatiorof duties,
but noton accesgontrolonthe datalayer.

Harn and Lin [9] and Yen and Laih [27] also usethe
expressiondynamicaccesscontrol but in a differentcon-
text. In mostcomputersystemshe userauthenticatiorand
the actualaccesgontrolis separatedObviously, the more
frequentlyauthenticatiornis performedthe betteris the sys-
tem’s security By enforcinguserauthenticatiorevery time
aresourcas accesseda dynamicaccessontrol schemeas
developedwhichis basedn public key cryptography

3. Workflows

Workflowmanaemenis anessentiatesearctarean the
field of appliedcomputerscience A workflowmanaement
system(WfMS) is a software systemwhich supportsthe
administration,modeling,and executionof workflows. A

workflow is anexecutableébusinesprocessBeforeawork-

flow canbe executedit hasto be describedn a way, the
workflow managemensystemis ableto understand.This

descriptionis called workflow specification The specifi-
cationhasto be donebeforea workflow canbe executed.
The mostimportantpart of a WfMS is the workflow en-
ginewhichis responsibldor the executionof the workflow

during run time of the systemwhen mary instancesof a
workflow are createdaccordingto the workflow specifica-
tion[8, 12, 26].

Themainelementf aworkflow specificatiorare:

- actiities

controlflow

subjects

dataitems

- dataflow

The basicbuilding blocks of a workflow are the actiities
whosetemporaland logical order is given by the control
flow. To describean actuity, it hasto be specifiedwhich
subjectsareallowedto executean activity andwhich data
itemsareneededor andcreatedduringthe execution.

Subjectscanbe associatedvith personsbut alsogroups
of persons,roles, machines,and computerprogramsare
possiblesubjects. In practice,the conceptof role is very
popular{14]. Theexecutionof anactiity is boundto aspe-
cific roleandanemployeeof acompaly canactivateoneor
moreroles.For thereminderof the paperwe associatsub-
jectswith personr theworkflow engine.ln the casestudy
in Section7 therewill be a specialrole for eachactity;
subjectsareassociatedvith roles.

Examplesof dataitemsaredatabasentriesandfiles. A
subjectexecutesan activity by creatingnew and/orusing
alreadyexisting dataitems. The dataflow stateshow the
dataitemsmove betweerthe differentactiities [15].

In the remainderof this paperT” will denotethe setof
theactiities, S thesetof thesubjectsand D the setof data
itemsin aworkflow. The controlflow will begiventhrough
a Petrinet, the dataflow andthe assignmenbf subjectso
activities throughattributesof actiities (cf. Section5).

WfMSs are especiallyuseful for electionic workflows.
An electronicworkflow is aworkflow whosedataitemsare
storedin anelectronicform. In this casehe WfMS canfor-
wardthedataitemsto thesubjectsandthe (dynamic)access
control canbe enforcedby a specialpart of the workflow
engine.

4. Petri Nets

Petrinets— avastresearclareawith mary publications
— originatedwith Carl Adam Petri[18]. This sectiongives
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Figure 1. Example of a Petri net

thebasicdefinitions[19].

Definition 1 (Petri Net) A Petrinet N is a triple N =
(P,T,F). P isthefinite setof the places T thefinite set
of the transitionswith P N T = (). Theflow relation F is
definedby

FC(PxT)U(T x P).

Lety € PUT. oy is calledthepresefy andis definedby
oy :={z € PUT|(z,y) € F}.

ye is calledthe postsebf y andis definedby
yo :={z € PUT|(y,z) € F}.

Figurel showvs anexampleof a Petrinet. The netconsists

of the placesp,, ..., ps andthetransitionst,...,t;. The
setsof P, T, andF' aredefinedasfollows:

P = {pla"'ap4}3

T = {t1,..-,t5},

F = {(p17t1)7(p17t2)7(t17p2)7(t27p3)7(p37t3)7

(t37p2)7 (pZ)t5)7 (t57p4)7 (P3,t4)7 (t47p4)}

The graphicalinterpretationof a Petri net is a bipartite
graph. Placescan only be connectedo transitions,tran-
sitionscanonly be connectedo places. Placesarerepre-
sentedyraphicallyascircles,transitionsasrectanglesThe
graphicalinterpretatiorof anelement(z,y) € F isanar
row from z to y. In theexample(t,,p2) € F. Thereforean
arrow is connectingransitiont; with placeps.

The presetand postsetof a transitionis a setof places.
This setcanbe empty The presetand postsef a placeis
asetof transitions.This setcanbe empty too. Presetand
postsetgrom theexample:et; = {p1},t10 = {p2},p3® =
{t3, t4}, andop1 = Q)

Definition 2 (Behavior of Petri Nets) A nonemptyset M
with M C P is calleda markingof a Petri net. A transition
t is calledactivatedundermarking M, if

1. ¢¢ C M and
2. MNte=0.

An activatedtransitioncanfire. If a transitiont fires, M
changes: M 4 M'. Thenew markingM' is definedby

M':=(M\et)Ute.
Thefirstmarkingof a Petri netis called startmarking

Graphicallya markingis representedy filled circlesin all
its places.Thesefilled circlesarecalledtokens

The behavior of Petrinetsshall beillustratedfollowing
the examplein Figure 1. Let the start marking be {p; }.
A tokenis put on placep;. The transitionst; andt, are
activated.If ¢, fires,thetokenmovesfromp, to ps. Thetwo
transitionsts andt, areactivatednow. If ¢4 firesthetoken
movesto ps. Now thereareno more activatedtransitions.

Formalized: . .
{Pl} 3 {p3} - {P4}-

With startmarking{p: } therearetwo otherpossibilitiesfor
thePetrinetto execute:{p, } 3 {ps} 3 {p=} Y {p+} and
{p} 3 {p2} 5 {pa}.

For the specificationof workflows it is importantto ex-
pressthe conceptof

- seguence,
- parallelism,and
- conditionality

A sequenceanbemodeledoy Petrinetsthroughtransitions
andplaceswith only oneinput andoutputplaceor transi-
tion. Parallelismbaseson transitionswith multiple output
places.Thethird concept— conditionality— is basedon

placeswith multiple outputtransitions(XOR split). Places
p1 andps in Figure 1 are examples. The decisionwhich

of the transitionsmay fire in the conditionalcaseis left to

the workflow engineandis typically basedon the value of

adataitem.

5. Workflow Specificationwith Petri Nets

This section describesthe connectionbetweenwork-
flows accordingto Section3 and Petri nets accordingto
Definition 1 and2. A workflow specifiedby a Petri net
will be calledPetri networkflow, the underlyingnetwill be
calledworkflownet

A Petrinetworkflow hasthefollowing characteristics:

- Activities in workflows correspondto transitionsin
Petrinets.Executinganactiity correspondso thefir-
ing of atransition.



- Themarkingof a Petrinetrepresentshe currentstate
of aworkflow. The tokensarealsocalledcontrol to-
kens The control tokens representhe state of the
workflow, i.e. which actvities areactivated. The flow
relationsayshow thetokenscanmove in thenet. The
control flow of a workflow is determinecby the flow
relationandthe startmarking.

Sofarit hasnotbeendefinedwhich subjectsanddataitems
areassociatedvith eachactvity. To be more specific,we
have to definewhich subjectsmay executean actvity and
which datais neededor andcreatedhroughthe execution
of theactity. Thisis doneby thethreefunctionsSbj, Dj,
andDout.

- Function Sbj mapstransitionsto a set of subjects.
These subjectsmay execute the activity associated
with thetransition.Formalized:

Sbj: T —P(S)\ 0

‘P isthesymbolfor thepower set(thesetof all subsets)
and S is the setof subjects. Note, that the workflow
engineitself is avalid subject.

- Onthe onehand,the executionof an actiity creates
data. On the otherhand,to performan actiity a sub-
ject usesdataitemsthatalreadyexist. The datainput
andoutputsetof atransitionis definedthroughthetwo
functionsD;, andDgyt:

Din, Dout: T — P(D)

D isthesetof all dataitems(cf. Section3). Theempty
setis a valid function value. In this caseno dataare
neededor theexecutionor no dataarecreatedhrough
the executionof the actiity.

Figure 2 shows Figure 1 extendedwith the attributes of

thetransitionsdefinedby thefunctionsD;p,, Doyt andSby.

In Figure 2 the two setsS, D areS = {s1, $2,83},D =

{d1,...,ds}. Transitiont; may only be executedby sub-
ject s;. Several subjectscanbe assignedh transition,e.g.
transitiont, can be executedby the threesubjectssy, ss,

andsz. Subjects,; needsdataitem d, to executetransition
t3. By executingts subjects, createsds. The valuesof

Dj,, and Doyt canbeempty e.g.Dj,(t2) = 0. In thiscase
no datais neededo executethe activity associateavith the
transition.

The executionof workflows is supervisedy the work-
flow enginewhich create@andmanagesiumerousnstances
of aworkflow. Theworkflow specificatiorprovidesa tem-
platewhich is the basisfor instance®f this workflow. Dif-
ferentdataitems are createdfor every workflow instance.
Accesscontrolis enforceduponthe dataitemsof thework-
flow’s instances.To implementthe accesscontrol mecha-
nism— whichwill bediscussedh thefollowing section—

theworkflow enginemanages Petrinetfor everyinstance.
Every time a transitionfiresin an‘instancenet’, the mark-
ing hasto be changed.It is thereforesufficientto examine
only a singleinstance.

A problemcharacteristidor the workflow specification
in this paperis, if the‘dataflow’ is correct,i.e., if thedata
itemsareexisting whenthey areneeded For thefollowing
sectionsit will be assumedhat the Petri net workflow —
includingthe dataflow — is correct.

To determinaf aworkflow netis completelyexecutable,
i.e., if the end markingis reachablefrom the start mark-
ing, is a non trivial problem. This problemis relatedto
thereachabilityproblemin Petrinets[16]. The question jf
a workflow specificationis syntacticallyand semantically
correct, is very important. To answerthis questioncon-
ceptslike liveness,invariants, deadlo&s, and soundness
have beenintroduced[19]. Van der Aalst [24] focuseson
theverificationof workflow nets.

6. Dynamic AccessControl

The purposeof accesontrolis to grantaccesgo data
items only to legitimate subjects. This is doneby access
controlmatriceq7]. An accesgontrolmatrix Z grantssub-
jectsrightsto dataitems. If S is the setof the subjects,D
the setof the dataitems,and R is the setof possibleaccess
rights, Z canbedefinedasthefunction:

Z:S8xD— P(R)

Accordingto this definitionanacces<ontrol matrix is two
dimensional. The mostcommonlyusedaccessgights are
read(=r) andwrite (=w). In additionto readingandwriting
thereareotheraccessights,e.g.dataitemscanbeexecuted,
updatedpr appendedo otherdataitems.

If accessrights are grantedaccordingto the current
markingof the workflow net,thenthe accessightschange
with the marking of the Petri net. If the marking of the
workflow netis takeninto accounin theaccesontrolma-
trix, Z mustbe extendedby one dimension. The two di-
mensionahccessontrolmatrixchange#nto athreedimen-
sionalone. The new accessontrol matrix is called Zdyn-

Again, Z 4y, canbe definedasa function:
Zgyn: S x D xT — P(R)

InterpretationLet usassume subjects requests specific
privileger for dataitemd. In orderto useZdyn theaccess
controlmechanisntheckshecurrentmarkingof thework-

flow netfor all activatedtransitions. Let ¢ be an activated
transitionands € Sbj(t):

1l.Ifre Zdyn(s,d, t), privileger is granted.If ¢ is not
activatedary more,thenr is revokedagain.



Name:t,
Sbj(t1) = {s1}
Din(t1) =10
Dout(tl) = {dl}

Name:ts
Sbj(ts) = {s2}
Din(ts) =0
Daui(t5) = {dS}

Name:t3
Sbj(ts) = {s2}
Dy (t3) = {d2}
Dout(t3) = {ds}

Name:ts
Sbj(t2) = {s2,s3}
Din(t2) =0
Dout(t2) = {d2}

Name:t,
Sbj(t4) = {s1, sa, ss}
Din(ts) = {d2}
Dout(t4) = {d4}

D4

Figure 2. Example of a workflo w net

2. 1fr ¢ Zdyn(s,d, t), privileger is notgranted.

The extensionfrom two to threedimensionsncreaseshe
numberof the entries. [Zgy | = [S| * |D| x [T|, while
|Z| = |S|*|D|. Theexpression .. .| denoteshenumberof
elementsn aset.In theexampleof Figure?2 the ‘dynamic’
accesgontrolmatrix Zgy,, is a3 x 5 x 5 matrix. Altogether
thereare 75 entries,mostof which areempty comparedo
Z with 15 entries.

A comparisorbetweerthe ‘traditional’ accessnatrix Z
andthe ‘dynamic’ accesontrol matrix Zg,, leadsto the
following equation:

Z(s,d) = |J Zayn(s, d, ) (1)

teT

(1) musthold becauseall accesgights from Z shouldbe
includedin Zdyn aswell. The accesgightsareonly dis-
tributedin alarger matrix. (1) shavs that Zdyn grantsac-
cesgightsmorerestrictively thanZ. Neverthelessall sub-
jectshave all the permissionghey needto executethe ac-
tivities they areassigned.Therisk of datamisusein Zdyn
is lowerthanin Z since

Zdyn(sa d7 t) g Z(57 d)

which is animmediateconsequencef (1). In mostcases
Zdyn(s,d, t) will be a real subsetof Z(s,d). From this

point of view a workflow using dynamicaccesgights is

moresecureghanaworkflow without.

If we apply a specialsecuritypolicy, the accessontrol
matrix canbederiveddirectly from the workflow specifica-
tion.

Definition 3 (RW Security Policy) Therw securitypolicy
holds,if subjectswvhich are legitimateto executean activity
are grantedaccesgights to the datainput itemsand write
rightsto the dataoutputitems.

If we applythe rw securitypolicy, the accessontrol rules
canbeexpresseds

{r}, if s € Sbj(t)andd € Di (1)

Zayn(s,dit) = { {w}, it s € Sbi(t) andd € Do)
0, otherwise
2)

wheres € S,d € D,andt € T. Zdyn(s,d, t) = {r,w}is
not possible becausea dataitem hasto be written beforeit
canberead. Rewriting or appendingnformationto a data
item shouldproducea new dataitem.

Toillustratethedifferencedetween? andZdyn we will
applytherw securitypolicy to theexamplein Figure2. Ma-
trix (3) shavshow theaccesgontrolmatrix Z of theexam-
ple would look like if the grantingof accessights were
static,i.e. not basedn the stateof the workflow.

| d1 d2 d3 d4 d5
s1 | {w} {r} 0 {w} 0

s 0 {rw} W {w w @
ss| 0 {r,w} 0 H{w} 0

Explanationthroughanexample:




- Staticcase: Subjectss needswrite permissionon ds
becausét couldcreated, by executingt,. Also, sub-
jectss needgeadpermissiorond, whenexecutingt,.
ThereforeZ (s3,d2) = {r,w}.

- Dynamic case: Zdyn(81,d4,t4) = {w}, sincesub-
ject s; may need write permissionon ds in tg.
Zdyn(SQ,dg,tg) = {r}, sinces; needsreadaccess
to ds to performts.

On the one hand, the rw securitypolicy is basedon R =
{r,w} and neglectsall otheraccessights. On the other
hand,sinceZdyn canbedirectly derivedfrom theworkflow
net,increasedecuritycanbe deducedvithout an ‘security
extension’ of the workflow specification. This is of high
practicalrelevance: in a WfMS the workflow enginecan
be extendedwith the proposedaccesscontrol mechanism
to enforcethe rw securitypolicy basedon the ‘traditional’
workflow specification.

7. CaseStudy

This sectionillustratestheformal aspect®f theprevious
sectionsthroughan example. The workflow chosendeals
with the handlingof aninsuranceclaim. Furtherinforma-
tion aboutthe processcanbe foundin [6]. Figure3 shavs
a semi-formaldescriptionof theworkflow. The rw security
will beapplied.

A clerk checksif police reports, witnessreports, and
guotationsare available, initializes the workflow, and cre-
atesaclaimform which containgnformationaboutthetype
and value of the claim. An assessohasto passan ex-
pert opinion on the physicalevidenceof the claim (e.g.a
wrecked car)in (5). Dependingon the value of the claim,
(6) or (3) follow. Basedon thetype of the claim (‘vehicle’
or ‘household’)thereis a XOR split. (7)/(8) or (9)/(10)can
be donein parallel,respectiely. Finally, a claim manager
appro/esthe claim basedon the resultsof the previous ac-
tivities (14).

Control flow Notethat Figure3 is not sufficientto define
the exact control flow of the workflow. The Petrinet
specificatiorof the workflow in Figure4 is morepre-
cisebut requiresmoreelementst; involvestheinitial-
ization of the processhy generatinga new document
called‘claim schedule’. After t; an AND split to ps
andp, is done. In p, dependingon the value of the
claim theworkflow engineperformsa XOR split to ¢
or tg. In p3 dependingnthetypeof theclaima XOR
splitis performedgitherto t3 orto¢4. In thets-branch
t7 andtg canbe doneparallel,the sameis true for ¢,
andtyq in thets-branch.t;; memgesthets-brancht,
thety-branch.Similarly, p;5 correspond$o ps, p14 to
P2, andty4 to t1. Thefinal activity is ¢14.

Note, that there are more transitionsthan actiities
becausespecialtransitionslike t11,t12, and t;3 are
neededo join differentbranche®f thenetwhich have
beensplit before.

Subjects The role of the subjectsallowed to performan
activity arewritten in bold facebelow the description
of the actity in Figure 3. The workflow engineis
responsibldor transitionst,, t3, t4,t11, t12, andt;z in
Figure4.

Data itemsand data flow Altogether there are eleven
dataitems (dy, - - -, dyo) includedin the example as
shavn in Tablel1. A policereportdy, withessreports
di, andquotationsd, arethe datainput itemsfor ¢;.
Dataoutputitemsof ¢; aretheclaimformds, theclaim
typeds, andclaimvalueds. If p, is markedin thenet,
the workflow enginedecideshasedon the valueof dg
if to or tg is activated. Similarly, the value of d5 is
decisie for the split following p3. The assessoin ¢
needsds to producedy. Theclerkin tg needsds to
produced;. The following table givesthe datainput
andoutputitemsfor the othertransitions.

Transition Din Doyt
tl d07d1;d2 d3;d5;d6
ts ds dy
tg ds dy
t7 dy dg
ts do,dy dy
tg da ds
t1o do, dq dy
t14 d37 d47 d77 d87 d9 le

Thenumberof dataitemsis sohigh, becausehe modelre-
ducesthe accesgights to readand write. The numberof
dataitemscould be reducedf other privilegeswereintro-
ducedor throughthe useof anobjectorientedmodelwhere
partsof andataitem canbeaccessed.

The workflow specificatiorrepresents templatewhich
is usedto generatdnstancesf the workflow. In the ex-
ample, the WIMS generatesan instancefor every claim.
Note, thatthe executionorderof actwities canbe different
in differentinstances.For example{p; } 4 {p2,ps} foge
{p1s,p1a} 2% {pig} for a first claim and {p;} 3
(P2,p1} B (P2, 04} B {Pa,ps, 06} = ... 2 {pr6} fora
seconctlaim.

The following threeexamplesillustrate the accesscon-
trol mechanisnintroducedn Section6:

- Let the marking of a workflow instancebe M =
{ps,ps}. In this casetransitionsts,t, andt; areac-
tivated.The assessarole getsthe necessaryprivileges
for d3 anddy, readaccesgo dsz andwrite accesso dy
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Figure 3. ‘Insurance claim’ workflo w — textual form

if therw policy is applied.For t3, t4 the workflow en-
gine hasto decidewhich branchto take basedon the
type of the claim. The workflow enginehasall possi-
ble privilegesbecausét is responsiblgor the correct
propagationand storageof the dataitems. No other
role hasprivilegesof ary kind.

- M = {ps,ps, p13}: Transitions; andts areactivated.
Becausey, ts may be executedby the samerole, the
necessanprivilegesfor ¢t; andtg are grantedto the
‘Clerk Vehicle'role. In caseof therw policy readac-
cesso dy, dy,ds andwrite accesso ds, dg is granted.

- M = {ps,p13}: No role getsary privileges. The
workflow enginehasto decidefirst, if the t3 or ¢4
branchis to be executed.

Thesethreeexamplesshav the accessontrol mechanism
for roles. In practice,accesgights are grantedto the end

userandnotto roles. Therearevariouspublicationsonrole

basedaccessontrol [20] andon the resolutionof role as-

signmentg3, 5, 6]. Theobjective of role basedaccesgon-

trol is to simplify the privilege managementf the usersby

introducinga middle layerbetweersubjectsandobjects—

so calledroles A subjectmay be a memberof different
rolesand mary subjectsmay be ableto activatethe same
role. The approachgetsmore complicatedif role hierar

chiesareintroduced.

The assignmenbf actiities to the actualuseris done
via awork list. A userswork list containsall pendingac-
tivitiesin thedifferentinstance®f theworkflow (andother
workflows if the WMS managesvariousworkflows). In

the examplethe marking {p2, p4+} would resultin anentry
‘CompleteCustomerProfile’ in thework list of a clerk and
‘CompleteAssessoReport’in thework list of anassessor

If auserdecidego executeatransition,his accessights
for the dataitems of the chosenactiities are grantedac-
cordingto the companiessecuritypolicy. After the transi-
tion hasfired, theaccessightsarerevokedagain.Note,that
if auserhasdecidedo performanactiity, theworkflow en-
ginehasto lock this activity of theworkflow instanceor all
otherusersof thesystem Also, thereshouldbea ‘time out’
afterwhich the users rights arerevoked automaticallyand
the actiity is unlocked again. If the userdid not perform
theactity, this shouldbe notedin aspeciallog file.

A prominentrequiremenffor an accesontrol mecha-
nismsis Sepaation of Duties(SoD). E.g. in theinsurance
claimworkflow apersonwhois capablgo activatetheclerk
role (t1) andthe claim manager(t,4) role shouldnot be
ableto performthesetwo actiities in the sameworkflow
instance.SoDis not enforcedn the proposednodel. Nev-
erthelessthe workflow enginecan useits log files to en-
force SoD. Every time a transitionfires, the workflow en-
gine addsan entry to its log file, e.g. claim number user
activateduserrole, actiity, andtime stamp. Basedon the
history of the instancecapturedn thelog file, SoD canbe
enforced.

8 Discussionand Outlook

This paperhasshavn how accessights canbe derived
from a Petrinetworkflow dynamically A subjecthasonly
theaccessightswhich areneededor ‘activated’actiities.



Figure 4. ‘Insurance claim’ workflo w — Petri
net

By doing this, unnecessargccesss eliminated. Through
the applicationof the rw securitypolicy the accesgights
couldbedirectly derivedfrom theworkflow net. The‘tradi-
tional’ two dimensionais extendedto a threedimensional
matrix throughthis practice. Furthermore,it was shovn
how a workflow enginecan enforcethe proposedmecha-
nism.

As a prerequisiteof the proposedsecurity mechanism
therehasto beaWfMS. Today's WfMSs have thefollowing
drawbacks:

- Many business processeshave no clear structure
and cannot be formalized to an extent necessary
for a WfMS. They cannotbe put into a ‘computer
understandableformat lik e a workflow specification.
Next to the missingstructurethereareexceptionsdur-
ing run time andeven a changeto the workflow spec-
ification may be necessary'Exceptionhandling’is a
major researchareain the field of workflow manage-
ment.

- Many existing WfMS strugglewith technicalproblems
suchasconnectingo legag/ systemsworkloadman-
agementandavailability of thesystem.

- Finally, socialaspectsare of interest,too. A WfMS
monitorsall the activities of its users. It is very easy
to investigatethe working habitsof individuals. Fur-
thermore,Taylorismis anissue.Usersof a WfMS are
forcedto do actwities over andover again.

do policereport

dy witnessreports

ds guotations

ds claimform

ds assessedlaim form

ds claimtype

dg claimvalue

dr completectlaimform

dsg validatedvehicle/householduotations
dy validatedvehicleaccidentetails/
householdncidence

dyo || approedclaim

Table 1. ‘Insurance claim workflo w — data
items

As aresultof theseshortcomingsa breakthrougtof work-
flow technologyhasnot taken place. Not mary companies
useworkflow technologyin alargescale.

In arealisticervironmentthesizeof aPetrinetworkflow
may grow very large. Fortunately Petri nettools suchas
Design/CPN13] canmanagePetrinetswith severalthou-
sandplacesand transitions. So the size should causeno
serioudimitations.

If acompaly usesa WfMS we suggesto implementthe
proposedmechanismas an add-onmodule. Commercial
WfMSs aretypically not basedon Petrinets.Nevertheless,
every workflow engineis capableof providing the stateof
its workflow instances.Sinceworkflow propagationin it-
selfis a complecissue the accesontrolmechanisndoes
not try to redesignand/or simulatethe workflow process
but will merely get the workflow statefrom the workflow
engineandmanagea workflow netfor everyinstance This
informationtogethewith a securitypolicy for the different
workflows canbe usedto apply the mechanisnintroduced
in this paper If log information from previous actities
is taken into considerationijt might be possibleto enforce
SoDatthesametime.

In the formal descriptionsf the modelsomerestrictve
assumptionsvere madewhich shall be loosenedn the fu-
ture, providing thefollowing researchopics:

- Therw securitypolicy canbe extendedby otherpriv-
ilegeslik e execute update andappend.As indicated,
thisimpliesanextensionof theworkflow specification.
Futurework will focuson differentpoliciesgoingbe-
yondrw.

- In this paperthe dataitemshave beendescribedhsat-
tributesof transitions. With Coloured Petri Nets[13]
they could be presentedasindividual tokens. In this
way the dataflow could be describedas a subnetof
theworkflow net. Existing Petrinetmethodscouldbe



appliedonthedataflow. Furthermoretheinformation
flow within suchanetis aninterestingresearctarea.

The securityof workflows is increasedy areduction
of datamisusepossibilities. The confidentialityof the
workflow datais increased.In additionto confiden-
tiality thereareothersecurityobjectiveslik e availabil-
ity, integrity, andnon-repudiationFutureresearchwill
dealwith the questionhow theseotherobjectvescan
beintegratedin Petrinetworkflows.
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