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Dynamic Participation in a Secure Conference
Scheme for Mobile Communications

Min-Shiang Hwang,Member, IEEE

Abstract—We propose a scheme to implement secure digital ence or meeting with somebody located in another area (local
mobile communications. The scheme can both enable multiple or remote) through wireless communications.

users to hold a secure teleconference and also resolve the prob- In conventional nonelectronic conferences. the various in-
lem of allowing a participant to join dynamically or to quit ’

a teleconference already in progress. Essentially, ’[eleconferencedividuals interacting may alter as the conference proceeds.
is a synchronous collaboration session in which participants at An initial group will start the conference, others join later,
remote locations cooperate through wireless communications. and some may quit early. Similar behavior can be expected
I‘;Vt‘i)or:e%ﬂcznge“st? r:ci?irestht?l aiygaer:a\?erzarg”ngyc :r:‘r?ota;tg?gg't to occur during a teleconference. Therefore, it is important
conve.rsationsyofg conference. Authenticgt?on ensures that tﬁe that conference systems_prOVIde the a_blllty. to accommo-
service is not obtained fraudulently in order to avoid usage charge date spontaneous interactions of these kinds in a conference.
usage. We present a conference key distribution scheme for digital Specifically, these systems should allow a participant to join
mobile communications, according to which users can share a dynamically and to quit a secure teleconference that is already
Cﬁmmoln ?ﬁcret key to hold a jecureltelecr:]or_lference _o¥er a publicin progress. The participants in the conference need not alter
\?vhaerrqng 'partfcﬁ’)aarrt]'tc}gﬁgtslar::eor gﬂtitg iﬁretcﬁ'r:f:re;r:ﬁ;'ggrrl;'?at'on their secret information when a participant joins late or leaves
the conference.

We propose here a new protocol for digital mobile com-
munications technology. This protocol enables three or more
users to hold a secure conference. In general, there are four
|. INTRODUCTION basic security objectives for mobile communications [7]:

ANY commercial products and methods have been 1) privacy of conversation content during the conference;
proposed for video teleconferences through wirelined 2) privacy of information about conferees’ locations during
communications. However, wirelined communications can be the conference;
both slow to deploy into service and expensive to install. 3) prevention of fraud by ensuring that the portable units
Wireless communications, by contrast, allow people to com-  are authentic;
municate quickly and conveniently. Wireless communications 4) prevention of replaying attack, so that intruders are not
have become one of the principal mediums for transmitting  able to obtain sensitive data by replaying a previously
information. intercepted message.

However, wireless communications are vulnerable to rela-In addition to the above basic security objectives, a con-
tively easy interceptions [1], such as fraudulent call attempiisrence scheme should allow dynamic joining or quitting a
and intrusion or listening by third parties. Thus, the ability tgonference for any participant.
prevent intrusion of various kinds is essential. For example,Since portable units must operate over long periods of time
sensitive data must be protected against disclosure to @low-power batteries, low complexity implementation of the
unauthorized person. Fraudulent modification of messagegcryption without is critical. Symmetric cryptosystems meet
repeating old messages or one user masquerading as anaheh criteria [13], although they require a tremendous amount
must also be prevented. Data are more vulnerable in a ng-effort for key agreement [14]. Symmetric cryptosystems
work than anywhere else, especially in mobile communicatiefiso require that conferees share knowledge of a secret session
networks. For this reason, it is critical to develop a feasiblgy, and that unauthorized users not have access to this key.
solution to implement secure mobile communications [2]-[6]. we present an effective conference key agreement scheme

Generally, in mobile communications each person has Ris; digital mobile communications. Our scheme is truly dy-
own unique personal portable unit. This condition allows gamic in the sense that a participant joining or quitting a
caller to call a specific person, rather than calling a portai§leconference that is already in progress requires no modifica-
communication unit at a fixed location, at which the callegon of secret keys of any other participant in the conference.
party was thought to be. Thus, a chairman can hold a confesyrthermore, the computation needed to obtain the common
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Fig. 1. Conference key distribution protocol.

(9) gets CK (9) gets CK

dynamic ability, analyze the security, and analyze the compuhich f is a secret one-way function that known only by the
tational complexity of our scheme in Sections IlI-V, respeaetwork center.
tively. Section VI discusses advantages of our scheme. FinallyWe assume that NC uses the RSA cryptosystem [9] for

Section VIl presents conclusions. secure data communications. In the following protocsy,
sends secret information using the RSA encryption under
1. A NEW SCHEME encipher keye. As ¢ is chosen to be a small integé€r;

can perform this with low-power mobile communications. The

According to our conference key distribution protocofey gistribution protocol, as illustratively shown in Fig. 1, is
(CKDP) for digital mobile communications, we assume,marized as follows.

that the network center is a trusted central authority that

is responsible for key generation and key distribution, but

need not retain secret keys of all conferees.
In this protocol, without loss of generality,

terminal 77 be the terminal logged in to by the chairperson Step 1: Initial terminal, 77, chooses random numbers;

U; who initiates the secure teleconference withconferees, andro such thaty = 11 +712 as the session key-decryption

e.g., Uy, Us,---,U,. We let NC be the network centef]; key.

be the personal terminal logged in to Wy;,/D; be the  Step 2: 73 send<t1||si||r11||r12|[{Di,é = 1,---,m)® mod

unique identity ofU;, I D be the unique identity oNC,¢; n to NC.

be the current date and time of a message to be geént, Step 3: NC decrypts the encrypted data signal and receives

be a common secret session key of length 255 b of th&||s1||r11||r12]|7Dssé = 1,---,m). NC extractsty, s1,711,

secure teleconference chosen randomlyNo§, r;1, andr;o 712, andID;,i = 1,---,m from decrypted dataVC verifies

be random numbers of length 256 b generatedZby(r;; whether f(ID;) = s; and the validity of timestamp,. NC

and r;» are added together to formy which is larger than verifies7;, computes; = r11 + 712, and then calls the other

CK, noneven random number of length 256 b, in that againstrminals of conferees.

Park’s attack [8]), and| denotes concatenatio.C generates  Step 4: Each terminal,T;,¢ = 2,---,m, chooses random

a secret numbes, for userU; from ID,,s, = f(ID;), in numbersr;; andr;2 as a session key-decryption key.

we let personeﬁ" Conference Key Distribution Protocol
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Step 5: EachT;,i = 2,---,m sends(t;||s;||r:1||riz|| L D:)¢ IV. SECURITY ANALYSIS

mod » to NC. _ _ Both user authentication as well as session key distribution
Step 6: NC decrypts the encrypted data signal and receivgs, simultaneously included in this scheme.
(tillsillrarllriol LDs). NC extracts t;, s;, i1, 72, and 1D Because the common secret session k& is gener-
from the decrypted dataVC' verifies vyhetherf(IDi) ~ % ated randomly by the network center and hidden to public
and the validity of timestampy. NC verifiesT; and computes information PI with the secure random number of the

T = Ti1 + Tio. .. . .
] participants in the conference, an intruder cannot re¢&al
] Sct%? 7b ]i\rrlc choo;en? :onzerrot randc;rr;] nkumbé}i’it(h and unless he/she knows or a factor of thdem(rg, 71, -, 7m).
70, €ing & common sSecret session key ol the sec us, the conferees have a secure conversation. Therefore, the

conference, and then computes public informatiBd = roposed scheme satisfies the first security objective for mobile
CK+lem(ro, 1, -+ ,rm) andPA = Eci(IDye), whereE P oPOS€d s : . Inty ob)
ommunications, as discussed in Section I.

is an encryption algorithm of symmetric cryptosystems [10], To ensure that information about conferees’ locations during

lem means a least common multiple @f: + 1) integers. :
Step 8: NC find Q,y, and R such thatPT = () - 2¥ + R, the conference cannot be mter.cepted by an eayesqlrgb@er,
where and R are integers of length 256 BC' broadcasts must be protected by encryption functions. It is difficult for
an intruder to obtain the location diD; from the equation

Q,y, R, andPAtoT;,i =1,---,m. X .
Step 9: T; obtainsCK = (Q-2¢ + R) modr; and verifies (tullsullrirllrizl] 1D;,é = 1,---,m)* modn of Steps 2 and 5
whetherPAZ = Bex(IDye) ! in the protocol CKDP. Therefore, the proposed scheme satis-
= 2 C).

Any participant in the teleconference obtains the comm(ﬂ‘?s the second security objective for mobile communications

secret session ke K in the above Step 9 as follows: as presented in Section I. ) ) ) )
The network center authenticates the chairperson’s identity

1D, by verifying the correctness dfD; ands; at Step 3 of the

(@Q-2"+ R)mod r; proposed protocol. Similarly, for other users who participate

= PI'modr; in this conference invited by the chairperson, the network
= (CK +lem(rg, 71, ,7m)) mod r; center can authenticate their identitie®; ands; by verifying
=CK. (1) the correctness of D; at Step 6 of the proposed protocol.

This protocol ensures that a portable unit does not access the
network using a false identity in order to avoid usage charge.
IIl. DYNAMIC ABILITY Therefore, the proposed scheme satisfies the third security

True dynamic participation in the proposed scheme ?g)jectivg for mobile cqmmunipations as indicated in Section 1.
achieved in the sense that the participants’ secret key need nd{ an infruder obtains an intercepted message at Steps 2
be modified in order to join the conference.Whenaparticipaﬂ'ﬁ > of the PTOPQSed protocol, he/she IS hot able to com-
joins late or quits a teleconference already in progress, t lgte the verification of Steps_, 3 and 6 n our*protocol. The
public information (PI) is only recomputed and the commoW:‘/r“de[ would need to ‘:J/‘lt_e'ri into a new timet™ such that
secret session key (CK) of the conference is modified by the — ") < At, wheret” is the time at which the system
network center. All personal terminals in progress need ngcéived the illegal login message adtt is the expected

to alter their secret informatiofr;). We explain this by the legal interval for transmission delay. Onegis altered, the
following two cases. intruder would fail verification of Steps 3 and 6 in the pro-

Case 1: When a participant/,,,;; joins a teleconference posed'protocols. The proposed scheme is thus secure aga?nst
that is already in progress, the procedures of obtaiiGiig replaying attacks. Therefore, the proposed scheme satisfies
for U,,41 are the same as in Steps 4-9 of the CKDP exc fourth security objective for mobile communications from
that NC sends onlyQ, y, and R, in which Q-2v+ R = P = Section |
CK + 7pq1, to the participant. Since the protection against replay attacks relies on the

Case 2: When a participant/; quits a teleconference thatsynchronization of clocks, thus it may be vulnerable in the
is already in progress, the procedures of the CKDP are f@owing two cases. One is that, as a result of possible
follows. communication delays or loose clock synchronizationAtf

Step 1: NC chooses new random numbetgs’ andr, IS small legitimate authentication requests would be denied.
and then computes new public informatidhl’ = CK’ + The other area of vulnerability is of replaying attacksAt

lem(rh,i=0,1,---,i # j,---,m) in which i = », +# and is large. However, many schemes involving the technology of
t' is the current date and time. synchronizing clocks in computer communications have been
Step 2: NC obtains new?,,,+’, andR,, such that?l’ = proposed in previous literature for solving the above problems
Q. - 2¥ + R, and broadcastst, Q,,y/, R,) to T;,i = [11]-[13].
1,5 =1,74+1,---,m. When participants quit the conference at the same or dif-
Step 3: 7; obtainsCK’ = (Qn-zy' +R,) mod(r; +¢). ferent times, they know only,, = lem(r;,i =0,1,---,i #
Despite participants joining late or quitting a conferencg---,m) andry = lem(ri,e = 0,1,--+,4 # j,---,m). As

already in progress, other participants in the conference retaip andr,, have no common divisor greater than the confer-
their secret informationr; through the completion of the ence key, these participants who initially quit the conference
conference. cannot eavesdrop son subsequent content of the conference.
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V. COMPUTATIONAL ANALYSIS 7) The Computational Analysis of Step 7 in CKDR.C

We now examine the complexity of the CKDPCOmputes publicinformatioffl = CK +lem(ro, 71, 7m)
Each personal terminall; needs to computeC = andPA= Eck(IDyc), whereE is an encryption algorithm
(t:||Sillrallri2ll ID:) mod n and to extract CK by of symr_netncal cryptosystems such as DES. A spftware imple-
computing (Q - 2V + R) mod r; of Steps 1, 2, 4, 5, Mentation of DES on an Intel 80 486/33-MHz microprocessor

and 9 in the protocol CKDP. The network center needs f&" perform 2.6 million bits per second [14]. Next, we examine

computem times(C* modn), one time(r;; +72), one time the complexity of computingd CK + lem(ro, 1, -+, 7m)),
(CK + lem(ro, 71, ,mm)), and to obtain@,y, and R of where m is the number of participants in this conference
Steps 3, 6, 7, and 8 in CKDP. We examined the complexiﬁpd r; IS an integer of length 256 b. The algorithm for
of each step in CKDP as follows. computinglem(ro, 1, -+, 7m) iS as follows. First, compute

1) The Computational Analysis of Step 1 in CKDP; the greatest common divisor (GCD) of each paif, 7i+1),
chooses two random numbers in this step. Since the compu= 0:2:4,---(m — 2) or (m — 1). We can then ob-
tations for generating a random number are small, we igndfd" lem(r;,mi41) by computingr;r;11/ged(ri, ri1). Next,
these computations. repeatedly computeed(lem(ri, riy1), lem(rite, rits)) and

2) The Computational Analysis of Step 2 in CKD®; lem(lem(ri, 7iq1), lem(riga, riys)) Until lem(ro, 71, -+, 7m)
computesC' = (1 ||s1||r11 ||r12||IDi,i = 1, - - -, m)¢ modn in is obtained. This algorithm requires times GCD operations
this step. Using the addition chain method [15], the complexignd times divisions. Knuth has previously shown that the
of computing the(z¥ mod z) form is average number of divisions performed by Euclid’s algorithm

for computing GCD is approximatel§.8431nn + 1.47 [15].
8) The Computational Analysis of Step 8 in CKDR.C
find @, y, and R such thatPI = @ - 2¥ + R. There are many
] solutions to obtain?, y, and R such thatPI = Q- 2¥ + R.
where I(y), /() are the length ofy and z, respectively, \we can randomly selea, which is of length 256 b. Both
and both M(I(z)) and MOD(I(z)) denote the number of 5 p andy are thus obtained by computirid®] mod Q) and
multiplications and modulus, respectively, of integers of 'engﬁl(PI—R/Q)/ In 2, respectively. If the length o is not less
I(z) b. The lengthi(z) is 256 b. Since the encryption exponenf,an or equal to 256 kY is repeatedly randomly reselected
¢ was chosen to be a small prime (i€ 3), the length(y) is il the length ofR is less than or equal to 256 b. Since the
2 b of executing Steps 2 usiry. The number of operations jangth of P is at most256(m-+1) b, the number of operations
is thus as follows: for computing”’I mod @ is equal to(m +1)MOD(256) plus
. 8(m+ 1) additions, assuming that a 32-b modulo and addition
L5l (y)[M (1(2)) + 2MOD(I(2)) + 1] fascility il available. Here )M O.D(256) denotes the number of
5% 2[M (512 + 32(m +2)) moduli of integers of length 256 b.
2MOD(512 + 32(m + 2)) + 1]. 9) The Computational Analysis of Step 9 in CKDP;
computesC’K = ()-2¥+ R) modr; in this step. We analyzed
3) The Computational Analysis of Step 3 in CKDR,C'  the number of operations for modul® - 2¢ + K) mod r;.
extracts 1, s1, 711,712, and ID;,i = 1,---,m from the Since the length oP’I (= Q-2¥ + R) is at mos256(m + 1)
decrypted data. In other word8/C' computesC® mod » in 2 @nd both the length@ and K are 256 b, the parameter
this step, wheré’ is an encrypted message of Step 2 in CKDP$ at most256m. The length ofy is thus less than or equal
d is a secret key oV C such thated mod ¢(n) = 1; and¢(-) 10 1n(256m) = 8 +Inm b. To obtain2@, shift ¢ left only
is the Euler’s totient function. Since the lengthsdaindn are ©One bit. To obtairz? - @, shift left y bits. Therefore, to obtain
256 b, the number of operations using (2) is, thus, as follow@: 2/ +1 (= PI), T; let @ shift lefty bits plusk. The number
of operations for computin¢( - 2¥ 4+ R) modr; is thus equal
L5 M (I(n)) + 2MOD(I(n)) + 1] to (m + 1)MOD(256) moduli plus(8m + 9) additio_r?s plus__
y shifts, assuming that a 32-b modulo and an addition facility
= 1.5%256[M (512 + 32(m + 2)) are available.

L5I(y)[M(I(2)) + 2MOD(I(2)) + 1] @)

=1.
+

+2MOD(512 4+ 32(m + 2)) + 1]. Since the network center is generally remotely located
from the parties in the conference, the center can utilize
4) The Computational Analysis of Step 4 in CKDP;, ¢ = high-powered mechanisms. Thus, the computing time can be

2,3,---,m, choose two random numbers in this step. Sindmproved significantly using parallel multiplication hardware
the computations for generating a random number are smalhd special high computing hardware.
we ignore these computations. However, personal terminals are movable, carried by per-
5) The Computational Analysis of Step 5 in CKDPsons or in vehicles. Since the personal terminal must operate
T,.i = 2,3,---,m, computeC = (t1]|s1]|r11||r12]|IDi,¢ = over long periods of time on small low-power batteries, low
1,---,m)¢ modn in this step. The number of operations areomplexity implementation is critical. The total number of
the same as in Step 2 of CKDP. operations needed by the personal terminal in our scheme is
6) The Computational Analysis of Step 6 in CKDB:C'  only 3M (512 + 32(m + 2)) + 6MOD(512 + 32(m + 2)) +
extractst;, s;, 71,72, and ID; from the decrypted data. The(m+1) MOD(256)+ (8m+9) additions+(11+Inm) shifts.
number of operations are the same as in Step 3 of CKDP. Note that Steps 1, 2, and 9 in CKDP are executed by the initial
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terminal 77. Steps 4, 5, and 9 in CKDP are executed by the
other personal termindl;,i = 2,3,---,m, if m participants

TABLE |

1473

GENERAL CHARACTERISTICS OF 32-b MICROPROCESSORS

join the secure conference. Bellmac-32A | HP 32-bit CPU | Intel iAPX 432
Next, we analyze the number of operations#1024) and ~ Power dissipation 0.7 Watt , 4 Watts 2.5 Walts
MOD(1024). Using divide and conquer [16], together with >z of Chip 160000 MIL * | 48400 MIL * | 100000 MIL *

. . s . . Clock [requency 10 MHz 18 MHz 8 MHz

the computational analysis of divisions, multiplications, andyyi speraion 0 s 153 18 695 18
additions as outlined by Davida and Wells [17] is as followS Multiply operation 0.5 us 0.16 us 0.8 us
Modulus operation 0.91 us 0.29 us 1.33 us

D(n)=3xM(n) + 25
M(n)—{l’ if n=232
T 3M(n/2) +5A(n) + 25, if n>32 practical implementation of low-cost and low-power secure

and mobile communications.

A(n) = 1, addition ifn = 32
"=k, additions ifn = 32 k VI,

where D(n), M(n), A(n), and S denote the number of divi- The concept of conference key distribution was first pro-
sions, multiplications, additions of integers of lengthbits posed by Ingemarssoet al. [20]. Subsequently, a number
and S = 1 shift, respectively. If one uses the recursion dowaf studies have been carried out concerning conference key
to the 32-bit level them/ (256) = 27 multiplications+ 190 distribution systems [21]-[24]. Since these schemes are based
additions+ 26 shifts andM (1024) = 243 multiplications+ on the discrete logarithm problem which has a high computa-
2110 additions+ 242 shifts. tional complexity (modular exponentiation) as the fundamental
Using divide and conquer, one can modulo two numbers asthmetic, they are unsuitable to use in inexpensive low-

7

DISCUSSIONS

follows. Let power mobile communication systems [3], [4], [8]. Recently,
X —ax2"24p Hwang and Yang proposed two efficient conference key distri-

/2 bution schemes for mobile communications [7]. Although their
Y =cx2""+d schemes are suitable for use in inexpensive low-power mobile
Z =amod ¢ communication systems, however, their schemes are not truly

V =a/c| dynamic, where the secret information of all participants

B )2 in a conference need not be modified when a participant
U=Zx2""+b—(Vxd) joins or quits the conference. We have shown here that
then this scheme is truly dynamic in the sense that a participant
U it U >0 joining or quitting a teleconference already in progress requires

XmodY = {Y’— U, otherwise no modification of secret keys of any participants in the

conference. Furthermore, the computation needed to obtain
the common secret session key is relatively simple. Thus, this
scheme can be used in low-power mobile communications.
One of the straightforward schemes for dynamic partici-
pation is to authenticate the conferees using NC, and also
establish or reuse individual session keys for each participant.
Enciphering an NC generated conference key (CK) with
individual session keys for each participant is a good method.
— MOD(n/2) + 4M(n/2) Finally, NC Qistributes the encrypted CK to each parti'cipan't
+3 A(n) + 385, over a public channel. Therg are t'wg advantages in this
2 straightforward scheme. One is that it is easy to implement.
If one uses the recursion down to the 32-bit level thehhe other is that the length of the CK is 64 b, if NC
MOD(256) = 1 modulus+ 52 multiplications+ 261 ad- uses a symmetric cryptosystem [14] for enciphering CK.
ditions + 49 shifts andMOD(1024) = 1 modulus+ 484 However, the straightforward scheme has the following two
multiplications+ 3681 additions+ 479 shifts. disadvantages. One, the NC needs to encipher CK many
Finally, let m = 14 and ignore computing time for thetimes depending on the number of participants. Since NC can
shift operations. Thus, the total number of operations needegiculate encrypted CK for each participant in advance using a
by the personal terminal in our scheme is 21 modul#413 large computation power, this is not a serious problem. Second,
multiplications + 32332 additions. The computing time forsince each participant has a different encrypted CK in the
each operation is listed in Table I, based on using varioggaightforward scheme, NC's need to distribute the encrypted
32-b microprocessor chips [18], [19] in our scheme. Th@K to each participant. Although the length of CK in the
computing time once per protocol execution is take 3.52, 1.2raightforward scheme is 64 b, however, NC’'s must distribute
and 5.58 ms when using Bellmac-32A, HP 32-b, and Intédn b in the communication channel, if. participants join
IAPX 432 microprocessor, respectively. This is achievable the secure conference. However, since each participant has
real time by a personal terminal. Thus, our schemes argha same encrypted CK in our scheme, we can broadcast the

wherea, b, ¢, d, V, Z, andU are an integer of length/2 bits;
X,Y are an integer of length bits. The number of modulo
is thus as follows:
MOD(n)
1, if n =232
MOD(n/2)+ M(n/2)+ D(n/2)
= +A(n)+ A(n/2)+ S

if n>32.
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