RESEARCH ARTICLES

Electronic Health Information Quality
Challenges and Interventions to
Improve Public Health Surveillance
Data and Practice

Brian E. DixoN, MPA, PuD>P< ABSTRACT

ASON A. SIEGEL, MD¢ .. . . .
JTANYA V. OEMIGE Objective. We examined completeness, an attribute of data quality, in the con-

SHAUN ]. GRANNIS, MD, MS"* text of electronic laboratory reporting (ELR) of notifiable disease information to
public health agencies.

Methods. We extracted more than seven million ELR messages from multiple
clinical information systems in two states. We calculated and compared the
completeness of various data fields within the messages that were identified
to be important to public health reporting processes. We compared unaltered,
original messages from source systems with similar messages from another
state as well as messages enriched by a health information exchange (HIE).
Our analysis focused on calculating completeness (i.e., the number of nonmiss-
ing values) for fields deemed important for inclusion in notifiable disease case
reports.

Results. The completeness of data fields for laboratory transactions varied
across clinical information systems and jurisdictions. Fields identifying the
patient and test results were usually complete (97%-100%). Fields contain-
ing patient demographics, patient contact information, and provider contact
information were suboptimal (6%-89%). Transactions enhanced by the HIE
were found to be more complete (increases ranged from 2% to 25%) than the
original messages.

Conclusion. ELR data from clinical information systems can be of suboptimal
quality. Public health monitoring of data sources and augmentation of ELR
message content using HIE services can improve data quality.

‘Indiana University, School of Informatics and Computing, Indianapolis, IN
"Regenstrief Institute, Indianapolis, IN

‘Department of Veterans Affairs, Veterans Health Administration, Health Services Research and Development Service, Center of Excellence
on Implementing Evidence-Based Practice, Indianapolis, IN

“Atlas Development Corporation, Calabasas, CA
“Wisconsin Department of Health Services, Wisconsin Electronic Disease Surveillance System, Madison, WI
Indiana University, School of Medicine, Indianapolis, IN

Address correspondence to: Brian E. Dixon, MPA, PhD, Regenstrief Institute, 410. W. 10th St., Ste. 2000, Indianapolis, IN 46202;
tel. 317-423-5582; fax 317-423-5695; e-mail <bedixon@iupui.edu>.

©2013 Association of Schools and Programs of Public Health

546 < Pusric HEALTH REPORTS / NOVEMBER-DECEMBER 2013 / VoLumE 128



ELECTRONIC HEALTH INFORMATION QUALITY < 547

Electronic laboratory reporting (ELR), the electronic
submission of laboratory data following the confirma-
tion of an infectious disease, was demonstrated more
than a decade ago to be an effective method to increase
the timeliness of notifiable (communicable) disease
reporting as well as the number of notifiable disease
case reports submitted to public health agencies.'
With pervasive, increasingly sophisticated information
technology and the rise of interconnected systems, the
medical community recognizes the need for proven
methods and best practices for managing electronic
health information. This recognition has led to invest-
ments from the U.S. government, states, and a number
of private foundations totaling billions of dollars for
the development, implementation, and adoption of
electronic health record (EHR) systems, which support
laboratory, surveillance, and other information sys-
tems.? Such initiatives seek to improve the timeliness,
accuracy, and completeness of data needed to support
a variety of services, including surveillance activities.

The number of state health agencies receiving ELR
data has increased during the past decade. Currently,
more than 40 states in the U.S. have the capacity to
receive electronic reports from laboratories,” and the
number of electronic reports submitted to state agen-
cies is expected to increase given Stage 2 “meaningful
use” program incentives (i.e., increased reimbursement
for the adoption and use of EHR systems) from the U.S.
Centers for Medicare & Medicaid Services that require
eligible hospitals and encourage eligible providers to
submit notifiable disease laboratory results to public
health agencies using ELR.®

Simply reporting laboratory data electronically
instead of using paper, however, does not solve the
fundamental challenge of receiving high-quality, reli-
able data in support of public health functions. Sev-
eral studies suggest that ELR may not improve data
completeness.”!"! These studies indicate that important
challenges persist beyond adoption of ELR for the
public health surveillance and informatics communities
to collaboratively address. One of those challenges is
improving poor data quality.

Poor data quality is a pervasive issue affecting all
industries and organizations using information sys-
tems.'? Typical data quality issues encountered include
inaccurate data, inconsistencies across data sources,
and incomplete (or unavailable) data necessary for
operations or decisions." In health care, the complete-
ness of data in EHR systems has been found to vary
from 30.7% to 100.0%."

Despite the pervasive nature of this problem, there
is little evidence characterizing the impact of poor data
quality on health-care delivery processes or popula-

tion outcomes. General estimates of impacts include
increased costs, with up to 40%-60% of a service
organization’s expenses consumed as a result of poor
data; poorer decisions that take longer to make; lower
consumer satisfaction with information systems; and
increased difficulty in reengineering work and infor-
mation flows to improve service delivery.”” Impacts
on health care include less informed decisions when
humans or machines use poor quality data inputs
from EHR systems.'™'® For example, a study comparing
electronic pharmacy data with the medications actu-
ally taken by patients found that only 5% of patients
had perfect agreement between their computerized
medication profile and the medications actually con-
sumed.!” Clinical queries of such pharmacy databases
could lead to errors of omission and comission when
making prescribing decisions.

The importance of data quality is increasing as the
nation develops an infrastructure to collect, store,
manage, and exchange large amounts of health-care
information. Policies that are encouraging ELR, includ-
ing the Health Information Technology for Economic
and Clinical Health (HITECH) Act provisions of the
American Recovery and Reinvestment Act of 2009,
also incentivize hospitals and physician practices to use
technology to better coordinate patient care as well
as the information about care delivery processes.'®!
Better management and coordination of information
across the nation’s fragmented health delivery system
require health information exchange (HIE), which
is defined as the electronic transfer of clinical and
administrative information across diverse and often
competing health-care organizations.**

Federal policies and programs to encourage HIE
have given rise to a number of HIE organizations in
nearly every state and territory.?? These organizations
primarily focus on improving individual patient care
processes and outcomes by leveraging large volumes
of clinical and administrative data from payers, hos-
pitals, outpatient clinics, and pharmacies. In addition
to patient care, several HIEs are supporting popula-
tion health functions, including ELR to public health
agencies.”2® Because HIEs are patient-centric, they
have the capacity to provide public health programs
with comprehensive medical records. In the case of
ELR, an HIE may be able to deliver liver enzymes in
parallel with the results of a positive laboratory test for
hepatitis C. Yet, little evidence remains demonstrating
how and to what effect such enhanced ELR would have
on public health surveillance programs.

Given a paucity of evidence that ELR does or does
not impact the quality of data received by public health,
we examined the completeness of ELR data from
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clinical information systems in two states. In addition
to characterizing the completeness of ELR data, we
further compared raw data directly sent from clinical
information systems with data enhanced by an HIE. If
an HIE can improve the completeness of ELR data sub-
mitted to public health, enhancement methods would
represent a valuable, effective method for improving
notifiable disease data quality. Improving data qual-
ity will likely translate into improvements in disease
surveillance processes, impacting both clinicians and
public health professionals.

METHODS

The scope of our research included the following aims:
(1) measuring the completeness of ELR data received
from clinical information systems, (2) comparing
data from Indiana-based information systems with
comparable systems in another state (Wisconsin), and
(3) comparing the completeness of “raw” data (e.g.,
unaltered, unedited ELR messages) with “enhanced”
data (e.g., ELR messages with corrected syntax and test
names mapped to standard vocabularies) from an HIE.

This study focused on data completeness. Com-
pleteness in the context of surveillance refers to both
the proportion of diagnosed cases reported to public
health and the proportion of fields in a case report
completed by the submitting hospital or laboratory.?” As
previously described, ELR messages’ ability to increase
the proportion of diagnosed cases reported to public
health has been well established.!®? Therefore, we
concentrated the study on measuring the completeness
of the data within ELR messages transmitted by a data
source (e.g., hospital, laboratory, or HIE).

To measure the completeness of laboratory data, we
identified a minimum dataset for ELR messages that
would meet the information needs of public health
agencies that receive the data. The minimum dataset
was drawn from public health law and practice, and it
has been fully defined and described previously.? We
calculated completeness of each field in the minimum
dataset by dividing the number of values (non-null)
present in a data field by the total number of pos-
sible values for that field. We multiplied the resulting
proportion by 100 to derive a percentage. We also
calculated the difference between percent complete-
ness across samples.

The study data originated from production infor-
mation systems deployed in a variety of clinical and
public health settings. The first sample contained
raw messages received from 54 distinct hospital and
laboratory information system interfaces during a one-
month period (November 14 to December 15, 2010)

by the Indiana Network for Patient Care (INPC), an
operational HIE* that includes hospitals, reference
laboratories, and the state health laboratory. Only
messages that contained the results for 68 potentially
reportable condition tests (defined by Indiana Admin-
istrative Code 410-1),* whether positive, negative, or
inconclusive, were included in the analysis.

The second sample contained randomly selected raw
messages received from 13 distinct hospital and labora-
tory information system interfaces during a multiyear
period (May 3, 2007, to November 18, 2010) by the
Wisconsin State Laboratory of Hygiene, the coordi-
nating agency for ELR for the Wisconsin Electronic
Disease Surveillance System (WEDSS). WEDSS was
developed and is maintained by Atlas Public Health,
a division of Atlas Development Corporation, through
a contractual arrangement with the Wisconsin Depart-
ment of Health Services (WDHS). Random sampling
during multiple years was necessary to generate a rep-
resentative sample of ELR messages comparable to the
sets from Indiana that would meet the requirements
of the WDHS ethics board. The reportable conditions
selected from WDHS were defined by Wisconsin law,
although our analysis found that the two states have
extremely similar condition sets.

The third and final sample contained enhanced
messages representing 49 distinct hospital and labora-
tory sources processed by the INPC during the same
one-month period as the first sample (November 14 to
December 15, 2010). These messages were extracted
from the outbound message queue, which contains
only reportable messages bound for the state health
agency. The INPC uses the Regenstrief Notifiable Con-
dition Detector (NCD)™ to critically examine all ELR
messages from INPC interfaces that potentially contain
notifiable disease results. Messages determined to
definitively contain reportable results are sent from the
outbound queue to the state health agency on behalf of
the INPC’s member institutions. The NCD eliminates
rule-out tests and other results that, upon inspection,
are found to not be reportable under Indiana state law.
Therefore, this set represents principally ELR messages
from the raw sample that were confirmed by the NCD
to be reportable under law.

The NCD further enhances ELR messages through
translation and augmentation methods. For example,
local laboratory codes are mapped to equivalent Logical
Observation Identifiers Names and Codes (LOINC®).
The LOINC are appended to the original messages
prior to transmission to the state health agency. The
NCD further examines incoming messages for provider
information (e.g., National Provider Identifier, address
of the hospital or practice, or phone number for the
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department or clinic) and attempts to add any miss-
ing provider information found in a table of providers
stored in the INPC. Furthermore, laboratories may
improperly place data such as units of measure in a
comment section of the ELR message, so the NCD also
makes syntactical corrections to messages.

RESULTS

Measurement and comparison of ELR data
completeness from two states
We measured and compared samples of ELR messages
from two states, Indiana and Wisconsin. The first
sample (from Indiana) contained 249,528 messages
from the INPC’s raw queue for incoming messages.
The second sample (from Wisconsin) contained ELR
messages sent from laboratory systems to the WDHS.
This sample contained 222,335 messages.

Table 1 summarizes and compares the calculated
completeness for each field in the two samples. Com-

pleteness varied widely across both samples, ranging
from 5.7% to 100.0% in the Indiana sample and from
14.4% to 100.0% in the Wisconsin sample. Six of the
18 fields in the Indiana sample were <50% complete,
while four fields in the Wisconsin sample were <50%
complete.

Measurement and comparison of ELR data
completeness within an HIE

Next, we compared the first sample (the raw mes-
sages from Indiana) with a third sample (enhanced
messages) of reportable results from the Regenstrief
NCD post-processed queue. This sample contained
16,365 messages.

Table 2 summarizes and compares the calculated
completeness for each field in the two samples. Com-
pleteness again varied between the two samples. The
variation in completeness in the enhanced sample
was less than in the raw sample, ranging from 18.3%
to 100.0%. Of the 18 fields, 11 were observed to be

Table 1. Comparison of data completeness for ELR messages sent in Indiana (November 14-December 15, 2010)
and Wisconsin (May 3, 2007, to November 18, 2010) to state public health departments

Percent Percent
complete: complete:
Key data element Corresponding HL7 field Indiana Wisconsin Difference
Patient identifier Patient identifier (PID-3) 100.0 99.9 -0.1
Patient name Patient name (PID-5) 100.0 99.8 -0.2
Patient date of birth Date of birth (PID-7) 99.8 98.5 -1.3
Sex (gender) Administrative sex (PID-8) 99.9 98.3 -1.6
Race Race (PID-10) 449 61.4 +17.5
Patient address Patient address (PID-11) 55.5 89.6 +34.1
Patient home phone number Phone number (PID-13) 47.2 35.4 -12.2
Ethnicity Ethnic group (PID-22) 6.3 14.4 +8.1
Name of attending physician, hospital, Ordering provider (OBR-16) 95.2 90.6 -4.6
clinic, or submitter
Telephone number of attending physician,  Callback number (OBR-17), staff phone NA 92.0 NA
hospital, clinic, or submitter (STF-10)
Address of attending physician, hospital, Staff office/home address (STF-11) NA 99.1 NA
clinic, or submitter
Test name Observation identifier (OBX-3) 100.0 99.4 -0.6
Test results or laboratory interpretation of Observation value (OBX-5) 97.2 100.0 +2.8
test results
Specimen source Specimen source (OBR-15) 68.4 100.0 +31.4
Units of measure Units (OBX-6) 5.7 41.6 +35.9
Normal range Reference range (OBX-7) 8.3 19.0 +10.7
Abnormal flag Abnormal flags (OBX-8) 23.0 66.4 +43.4
Status of test result Observation result status (OBX-11) 97.0 99.5 +2.5

ELR = electronic laboratory reporting
HL7 = Health Level 7

PID = patient identification

OBR = observation request

STF = staff

NA = no applicable

OBX = observation segment
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Table 2. Comparison of data completeness for ELR messages received from providers and enhanced by an
HIE prior to transmission to a state public health department in Indiana: November 14-December 15, 2010

Percent Percent
complete raw  complete
Key data element Corresponding HL7 field data enhanced data  Difference
Patient identifier Patient identifier (PID-3) 100.0 100.0 None
Patient name Patient name (PID-5) 100.0 100.0 None
Patient date of birth Date of birth (PID-7) 99.8 99.8 None
Sex (gender) Administrative sex (PID-8) 99.9 99.9 None
Race Race (PID-10) 44.9 60.3 +16.4
Patient address Patient address (PID-11) 55.5 63.3 +7.8
Patient home phone number Phone number (PID-13) 47.2 72.8 +25.6
Ethnicity Ethnic group (PID-22) 6.3 18.3 +12.0
Name of attending physician, hospital, Ordering provider (OBR-16) 95.2 96.5 +1.3
clinic, or submitter
Telephone number of attending physician, Callback number (OBR-17), staff phone NA 74.1 NA
hospital, clinic, or submitter (STF-10)
Address of attending physician, hospital,  Staff office/home address (STF-11) NA 85.6 NA
clinic, or submitter
Test name Observation identifier (OBX-3) 100.0 100.0 +0.7
Test results or laboratory interpretation of ~ Observation value (OBX-5) 97.2 98.9 +1.7
test results
Specimen source Specimen source (OBR-15) 68.4 49.3 -19.1
Units of measure Units (OBX-6) 5.7 20.0 +14.3
Normal range Reference range (OBX-7) 8.3 21.0 +12.7
Abnormal flag Abnormal flags (OBX-8) 23.0 32.5 +9.5
Status of test result Observation result status (OBX-11) 97.0 99.4 +2.4

ELR = electronic laboratory reporting
HIE = health information exchange
HL7 = Health Level 7

PID = patient identification

OBR = observation request

STF = staff

NA = not applicable

OBX = observation segment

more complete in the enhanced sample. Four of the
fields in the enhanced sample were <50% complete.

DISCUSSION

To effectively perform surveillance as well as other
core functions, public health agencies require access
to “timely, accurate, and complete data.” The results
of this study confirm that laboratory data from clini-
cal information systems vary in their completeness. In
many cases, data important to surveillance processes
are missing, indicating suboptimal ELR data quality.
This study further demonstrates that HIEs can employ
methods that mitigate ELR data deficiencies, improving
the completeness of health data electronically transmit-
ted to public health.

This study primarily quantified what many in public
health are likely to encounter in daily work: clinical data

are heterogeneous in completeness across and within
information systems and jurisdictions. Some laboratory
information systems routinely transmit the provider’s
phone number, while others almost never provide this
data element. Understanding the magnitude of the
problem is necessary to develop strategies to mitigate
the issue. Consequently, while such tacit knowledge
is not novel, it is rarely measured and disseminated.
Furthermore, state or regional differences are almost
never compared or examined.

The heterogeneity of data has implications for public
health policy and practice. Unfortunately, many public
health officials, like data consumers in other health-
care segments and industries, may simply presume
that data are easily and uniformly captured and stored
across the spectrum of health-care services. In reality,
data are captured for a specific purpose, and collect-
ing additional data elements is costly. Additional data
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elements require staff to ask for and then record the
information, which translates into additional time and
labor. Therefore, data consumers must understand the
impact of the cost of data collection on the characteris-
tics of data captured in various environments (e.g., their
completeness) when making decisions about secondary
use. Epidemiologists, for example, might benefit from
understanding that elements such as the provider’s
phone number and address are poorly populated by
laboratory information systems. In Indiana, very few
laboratories provided these values because clinical
information systems rarely communicate these details
to the laboratory system when ordering a test. In Wis-
consin, these values were observed to be the mailing
address and main phone number for the hospital or
clinic; therefore, while populated, the value of the field
might not be useful to a communicable disease nurse
attempting to call the ordering physician. Although
these fields are required according to state (e.g.,
Indiana Administrative Code 410) or federal (e.g.,
meaningful use) regulations, it does not guarantee
that they will be complete and available for public
health surveillance processes. Thus, policies requiring
additional data elements are unlikely to impact data-
collection processes unless laboratories and hospitals
are incentivized to capture the additional data elements
needed for public health surveillance processes.

For several fields, the difference in completeness
between the Indiana and Wisconsin samples was
striking. This variance can be explained, in part, by
examining the data source and the level of control
exerted by public health (data not shown). The Wis-
consin sample came from 13 sources, with the majority
(slightly >65%) of the data originating from a source
laboratory operated by the state health department.
The Indiana samples originated from 49 sources, of
which only two were operated by a public health agency
representing just 0.85% of ELR message volume. When
public health operates the laboratory, the agency has
greater control over the breadth and depth of data
elements exchanged between the laboratory and the
disease surveillance program that receives the ELR
messages. For example, if specimen source is needed
for surveillance programs, and the health department
administratively and financially manages the labora-
tory, then the agency can more effectively specify the
format and data content of the electronic message sent
to disease surveillance systems.

Although public health agencies do not have direct
control over hospital and referral laboratory data,
agencies can establish guidelines or requirements for
ELR messages and work with data sources to meet
the established standards. The Wisconsin and Indiana

health departments provide guidance to hospitals
and laboratories on the necessary data elements and
formatting of the ELR messages. Both states also moni-
tor incoming data through periodic audits, notifying
data senders when certain fields are missing. Despite
their best efforts, however, hospitals and laboratories
continue to send incomplete data. As the use of
electronic methods for submitting notifiable disease
information increases given the provider incentives
to achieve meaningful use, strategies for prioritizing
data elements and cooperatively working with hospitals
and laboratories will be critical to ensuring accurate,
timely, and complete surveillance data. Public health
agencies will further need access to resources and tools
to support their monitoring of data completeness, and
there will need to be incentives for hospitals and labo-
ratories to make changes to their systems and processes
of capturing data that are important for surveillance.

Comparing the raw Indiana ELR messages with
enhanced messages demonstrates that HIE infrastruc-
tures such as the INPC can improve data completeness.
The completeness of all but one field in the enhanced
sample was superior to the equivalent fields in the
raw sample. The improvements in completeness for
provider addresses and phone numbers were a direct
result of HIE processes designed to enhance pro-
vider information. The INPC identifies all providers
present anywhere in the message and resolves their
identities using its Master Provider Index. The index
possesses data elements such as the provider’s name,
clinic address, phone number, role (e.g., physician or
physician assistant), and staff identification number.
Using its Master Provider Index, the INPC is able to
dramatically increase the amount of provider detail for
the messages sent to the state health agency.

While most fields in the enhanced messages had
higher data completeness, one field (specimen source)
was less complete than in the raw sample. The prin-
ciple reason for this lack of completeness was that a
higher proportion of the enhanced sample included
microbiological and susceptibility cultures. Cultures are
typically not reported with a specimen source, especially
in repeating ELR message segments that contain all of
the various microorganisms tested for in the culture.
Furthermore, some data sources report micro results
wholly in the comment section of a message rather
than the standard results field. The use of repeating
segments and nonstandardized sections makes micro
and susceptibility cultures difficult to process. Future
analyses of completeness will adjust for the result
type to prevent overrepresentativeness of micro and
susceptibility messages. Moreover, better use of special
segments referred to as abnormal flags would improve
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the ability of Regenstrief NCD’s and other clinical
information systems to identify and route notifiable
cases to clinicians and public health agencies.

Finally, incomplete data affect public health practice.
Effective surveillance of disease outbreak and appropri-
ate case investigation procedures are hindered when
certain data elements are missing in more than half of
the cases. For example, data on race were absent more
than one-third of the time in the Wisconsin and Indiana
samples and data on ethnicity were present less than
one-fifth of the time. However, public health agencies
are charged with monitoring disparities in health-care
access and disease burden. Consequently, statistics on
minority disease burden using only ELR data would
likely underestimate the true disease burden for some
patient populations.

Another challenge confronts infection prevention-
ists who are charged with reporting notifiable disease
cases to public health agencies. The poor rate of
usage of the abnormal flag (i.e., a special indicator
that the laboratory test result is outside of its normal
range or a microbiology culture is susceptible) makes
it difficult to deploy technologies such as the NCD
that could support infection-control practice by reduc-
ing the need for infection preventionists to manually
identify notifiable results. In both cases, downstream
public health processes are impacted by the inability
of clinical information systems to produce complete
ELR messages.

Limitations
This study was subject to several limitations. One limita-
tion was that the impacts upon public health surveil-
lance processes were only estimated. While the litera-
ture provides some evidence on the impact of poor
data quality, we did not measure the specific impact
of missing data in surveillance processes. Furthermore,
measurable improvements to clinical and public health
workflows as a result of data enhancements were not
captured in this study. Future work should use obser-
vational methods to assess the impact of HIE and ELR
interventions on work and information flows.
Furthermore, the INPC and WDHS are both early
adopters of ELR. The INPC has partnered with local
and state health agencies numerous times for more
than a decade to improve public health reporting, and
the INPC has invested heavily in the development and
maintenance of its infrastructure. Similarly, WDHS has
partnered with its state and regional laboratory pro-
viders for more than a decade to improve reporting
in its state. Therefore, the results of studies in these
states may not be generalizable to all state health
departments.

CONCLUSIONS

Poor quality data exist in clinical information systems
and present a challenge for public health agencies
that increasingly look to EHR systems for data to sup-
port their work processes. For public health reporting,
many data elements necessary to support surveillance
processes are missing. Public health agencies can use
policy to indirectly affect sending facilities ELR mes-
sages, although the effectiveness of these policies is
likely limited. Methods employed by HIEs to improve
data quality, including standardization of clinical
vocabularies and enhancing ELR messages with miss-
ing demographic data for patients and providers,***
can augment public health policies to improve com-
pleteness, supporting local needs to investigate disease
outbreaks as well as federal goals to create meaningful
use of EHR systems.

Despite current data quality challenges, it is possible
to build an information infrastructure that is capable
of supporting a wide range of uses of electronic clinical
data in public health. The construction of the infra-
structure will take time, resources, and energy from
both surveillance and informatics professionals and
will require partnerships with clinical organizations to
change information systems and processes.

This study was performed in the context of Brian Dixon’s
dissertation and approved by both the Indiana University-Purdue
University Indianapolis Institutional Review Board as well as
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or the U.S. government.
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