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Abstract Building secure systems is difficult for many rea- of tracing security requirements and objectives into $sotut
sons. This paper deals with two of the main challenges: (iflesign, which is needed for proof of requirements fulfilment
the lack of security expertise in developmentteams, ahd (i This paper describes a security requirements engineering
the inadequacy of existing methodologies to support develmethodology called SecReq. SecReq combines three tech-
opers who are not security experts. The security standamiques: the Common Criteria, the heuristic requirements ed
ISO 14508 (Common Criteria) together with secure desigrtor HeRA, and UMLsec. SecReq makes systematic use of the
techniques such as UMLsec can provide the security expesecurity engineering knowledge contained in the Common
tise, knowledge, and guidelines that are needed. HoweveCriteria and UMLsec, as well as security-related heusstic
security expertise and guidelines are not stated explicitl  in the HeRA tool. The integrated SecReq method supports
the Common Criteria. They are rather phrased in securitgarly detection of security-related issues (HeRA), thgsr s
domain terminology and difficult to understand for develop-tematic refinement guided by the Common Criteria, and the
ers. This means that some general security and secure desajuility to trace security requirements into UML design mod-
expertise are required to fully take advantage of the Comels. A feedback loop helps reusing experience within SecReq
mon Criteria and UMLsec. In addition, there is the problemand turns the approach into an iterative process for thesecu
system life-cycle, also in the presence of system evolution
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1 Introduction
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to ensure that the set of identified security requirements ithat are assumed in these documents, i.e., not stated-explic
consistent and complete; i.e., that no necessary seceity ritly. One such source is the security standard ISO 15408:200
quirements are left undiscovered, and that the set of ggcuriCommon Criteria for Information Technology Security Eval-
requirements jointly indeed enforces the security needs. uation [17], here referred to as the Common Criteria. The
Common Criteria provide support in building a secure sys-
tem by offering classes of functional security components
that a developer can select from. These classes address se-
During requirements elicitation, vague and un-documente8urlty p.rlnC|pIes S.UCh as identification and-authent|crat|o.
. i encryption, security management, and audit. Together with

demands and desires from multiple stakeholders must be dg- . . T

. . the security refinement guidelines, these classes support a
tected and merged with more conscious and documented '€ Lurity expert in eliciting security requirements. Howey
quirements. This task is inherently difficult due to the eliff ty exp o g y requi - Hoeev

. : the Common Criteria are formulated using domain-specific
ent backgrounds, tacit assumptions [62], and styles of com-

munication [52] among stakeholders. Experience has showsnecurlty terminology, which makes it hard for non-security

that stakeholders are often unable to voice their requinésne developers or stakeholdersto take fulladvantage of treegui

[22]. Thereis an additional challenge in security: manketa Imgs in the stgn(_jard. Hepce, the security reqwre.mem.ns el
ta?on supportisinherentin the standard, but requiresriigc
holders are not even aware of the threats and the consequ?(n ) .
nowledge and experience to be accessed. So far there is no
losses they may face.

Standardization organizations such as the European Telteh-Orough description of the security requirements elicita

communications Standards Institute (ETSI) are committed tP'0¢€SS |mpl|ed n the Qommo_” Criteria, nor an ext_enswe
. . . . . . demonstration of its use in practise, and both are requined f
include security requirements in their standards. Thesndu

trial background of the work presented in this paper is the:iir:)endeveloper community to benefit from this tacit informa-
IPTV standardization activities undertaken by ETSI (see Se '
tion 4.1), and in particular the IPTV security requirements  In addition, to ensure correct employment of security
elicitation activities. While there usually is technicaldar-  principles in a secure design, the security requiremergd ne
chitectural expertise available, security expertise issaice to be unambiguous and specific. Therefore, a Common Cri-
resource, also among the member companies of ETSI. Therria based security requirements elicitation methodplog
fore, security knowledge and experience need to be madeas standardized by ETSI’s standardization program Tele-
available to non-security technicians. coms & Internet converged Services & Protocols for Ad-
Security knowledge and experience can be explicit ovanced Networks (TISPAN). This methodology supports a
tacit. Explicit information is either documented or som@ho non-security expert to hierarchically elicit security vag-
easily accessible. For example, security standards, isecur ments from overall functional system descriptions and func
checklists and vulnerability bulletins contain explickpe-  tional requirements. The methodology was developed during
rience and knowledge. Security experts usually have expexseries of security requirements projects, and appliddmwit
rience and tacit knowledge about security issues. They aithe IPTV standardization project discussed in this pager (c
not aware of their tacit and unspoken experience, but thegection 4.1). The Common Criteria documentis large in size
use it all the time. Tacit knowledge is often needed to makéthree parts of together more than 600 pages and a signifi-
best use of explicit knowledge. Furthermore, the major-chalcant amount of additional material, such as existing Protec
lenges in in experience and knowledge management are ttien Profiles [18]), tailored for security evaluation andtee
elicitation and the reuse of tacit knowledge. Ideally, secufication rather than security requirements elicitationparp
rity experts can turn security principles into guidelines)., and few people really understand all aspects of the Com-
for identification and authentication of users to a systemmon Criteria. Making use of the Common Criteria requires
Developers and other stakeholders can then use these guide understanding of the security assurance paradigm and a
lines and by that reduce the need for involvement of securitgdeep general security domain knowledge. To extract the se-
experts. However, in many cases this will not be possiblecurity requirements, requirements engineering expeisise
e.g. key management for cryptographic operations requiresso necessary. In the IPTV project, the methodology used
a deep understanding of security that can hardly be captured ETSI helped structuring the security requirements inter
by checklists. Thus, there is a need for additional supgrti pretation and negotiation process, helped in the formanati
constructs. of the security requirements, but provided no support for re
Furthermore, the terminology used in many documentsjuirement tracing to design. Also, a need for better reuse of
even though they present knowledge explicitly, is not in-security experience was evident, as the process turned out t
tended to be understood by security novices. There are maimgavily rely on the presence of experts with experience in
reasons for this, one being that there are underlying prdsoth security and requirements engineering to run smaothly
cesses and methodologies or ways of thinking or workinddowever, the way the Common Criteria were used proved

1.1 Security requirements challenges




“JRE_SR_Elicitation” — 2009/9/10 — 16:47 — page 3 — #3

to be effective and has been adopted in the security require- design solution complies with the security requirements.
ments elicitation and tracing methodology described ia thi  This covers (iv).
paper.

1.3 Overview of the three techniques integrated in SecReq

1.2 Reusing security expertise: SecRe . : . -
g y exp q The Common Criteria based security requirements elicita-

This paper describes SecReq, a security requirementselici tion pgrt of SecReq (tephnique 1 of SecReq) taI.<eS high-level
tion and tracing methodology that is built upon the method SeCUMty needs (objectives) through several refinemepsste

ology applied at ETSI. SecReq enhances the ETSI methodP _produce specificl security requirements_, which are at a
ology with security requirements elicitation and writings refinement level suitable to formulate design solutions. A

port, as well as requirements analysis and tracing cafiabili demonstration of this is given in Section 5, where SecReq is

Those added elements are supported by a systematic usee())('plamed using the IPTV security requirements elicitatio

different sources of security expertise and experienakbgn project mentioned earlier (cf. S_ection 4'1)'
integrating three existing techniques, namely the Common The HeRA tool [50] (technique 2/in SecReq) supports

Criteria (from the ETSI methodology), the heuristic regquir technical experts, as well as security experts, in identfy

ments editor HeRA, and the model-based security engineep-Otemial security issues. HeRA is integrated with the Com-

ing approach UMLsec. mon Erlterrlla based re?]ullrements ?ethodh(teT_h_rllqge 1)hand
In order to raise awareness early in the requirements pré‘—)get er these two techniques make up the elicitation phase

cess, SecReq provides support for identifying potential Seof SecReg. HeRA contains a requirements editor that al-

curity relevant aspects of service descriptions and foneli lows te‘?h”'c'a”$ to enter S_I}fite_m funct|02§1l '”;F’rm_""“o‘lf]“s“k q
requirements. This has been identified as being a challen S Service reqwrerlnen(;sr; € |_npu|t tot 'S el ttor is ¢ 1ecke
ing and time-consuming task in the ETSI methodology. Fo gainstsecurity-related heuristics. In particular, rs-

structuring and refining security issues systematicaly, S tics search for keywords and patterns that may indicate secu

cReq contains a more explicit description of the process imr_lty—relatedness. This search for security keywords afein

plied in the Common Criteria cReq used, among other things, to help a developer in se-

In this paper we describe the four-fold contributions ofIeCtIng appropriate parts of the Common Criteria security

SecReq to security requirements elicitation and tracing: requlrements knowledge, ar.ld t.hus, HeRA works closely to-
gether with the Common Criteria based method.

(i) explicit description and demonstration of the undentyi The UML security extension UMLsec (technique 3in Se-
security requirements elicitation process, guidelings ancReq) contains security principles expressed as UML stereo
refinement steps of the Common Criteria, types. Within the SecReq integrated approach, these stereo

(i) directsupportforwriting better security requiremigby  types are incorporated into security-related heuristitisim
supporting the information flow between the stakeholdershe HeRA tool. When a stereotype occurs in a text during elic-

who are involved, itation, HeRA issues a warning or advice. The Common Cri-
(iii) support for identifying potential security aspectsser-  teria are another source of heuristics. Furthermore, UMLse

vice descriptions or requirements, and together with the Common Criteria refinement process, is
(iv) security requirements tracing to secure design. also used for tracing security requirements from elictati

SecReq integrates three techniques that address the l‘omFO UML design models. Finally, the UMLsec analysis mod-

above-mentioned aspects of security requirements eigita ule is used tq analyse and_venfythat the requirements are me
and tracing: by the resulting UML design models.

Integrating the Common Criteria, the HeRA tool, and
(1) The Common Criteria standard, with its underlying se-UMLsec is not straight-forward and posed numerous chal-
curity requirements elicitation process as an extension denges. For example: to apply UMLsec in the industrial ap-
the ETSI methodology, to guide the elicitation processlication at hand, we had to extend the set of UMLsec stereo-
from identifying overall security objectives to specific types with new ones to deal with the specific security require
security requirements. This covers (i). ments in the telecommunication application domain, as ex-
(2) The HeRA (Heuristic Requirements Assistant) tool ap-plained in Section 5.3. We envision further extensions o th
plies security-relevant heuristics to requirements and se UMLsec stereotypes. In order for the HeRA tool to support
vice descriptions in order to identify potential security the elicitation process, we had to derive the securityteela
issues. HeRA raises awareness and provides feedbabkuristics based on the UMLsec stereotypes we wanted to
while people write requirements. This covers (ii) and (iii) identify. In addition, we had to add facilities to HeRA that
(3) The UML extension UMLsec to trace security require-allowed the refinement of security requirements once they
ments to secure design and to analyse and verify that theere detected. In order to link UMLsec models to the input
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4
SecReq In Section 6, we provide a critical discussion of the var-
ious parts of SecReq, and outline some of our experiences
2: Components from the practical application of SecReq. In Section 7, we
discuss different approaches relevant for SecReq. We con-
HeRA Crﬁ:f:::d UMLsec clude the paper in Section 8 and give an outlook on future
work.
w
. Early sec. reqs  Improved regs
L]
3 .
E‘ Experience feedhack 2 Heuristics, Common Criteria, and UMLsec
i 3: Integration in SecRe . . . . .
S d This section provides background information related & th

5: Details and Application three techniques of the SecReq approach.

4: Industrial Context o .
2.1 The role of the Common Criteria in security

Fig. 1 Overview of sections: components, application and integma  requirements elicitation
of techniques in SecReq

The Common Criteria project was established in 1995 as
from the Common Criteria on the one hand and to the tools. ' oP">¢ t_o the_ _na_tional and re_gional .security evaluation
based process using the HeRA tool on the other, we had tsotandard|zat|on Initiatives. These include:
develop an approach which allows us to incrementally de-— Trusted Computer System Evaluation Criteria (TCSEC),
velop the UMLsec models in parallel with the incremental  also known as the orange book [25].
development of an associated goal-tree, as explained in Sec- Canadian Trusted Computer Product Evaluation Criteria
tion 2.3. Also, we developed an approach which allows the (CTCPEC) [35].
user to trace the security requirements through the SecReg Information Technology Security Evaluation Criteria (IT-
process using the UMLsec models, as visualized in figure 9. SEC) [26].

Nevertheless, SecReq does contribute to making devel- ) ) o
opers not familiar with security able to elicit security re- The project was led by the International Standardization Or

quirements. Furthermore, it provides an effective way tgdanization (ISO) and the aim was to harmonize these diverse

reuse security experience across projects, and for angessistandardization initiatives (TCSEC, CTCPEC, ITSEC, etc).

tacit security knowledge. This is particularly important i '™ 1999, after four years of rigorous evaluation of the exist
cases where only limited security expertise is availabde. F ing standards and currentindustrial practise, the projelot

these cases, SecReq adds synergy that enables stakehold§hed 1SO 15408: Common Criteria for Information Tech-

to better master the challenging task of developing comple2©/09y Security Evaluation (Common Criteria) version 2.1
security-critical systems. [16]. The standard has since gone through several revisions

until version 3.2 revision 2 [17], which was released in Sep-
tember 2007. This is the version that SecReq is built upon.
1.4 Overview of this paper The Common Criteria consist of three parts:

. . - . . _Part1: Introduction and General Model [18],
The paper is structured as outlined in Figure 1, which gives, 4 o- Security Functional Components [19], and

an overview of how the SecReq approach is presented in trlgart 3: Security Assurance Components [20] and an evalu-
different sections in this paper (referred to in the figure by ation methodology (CEM) [13]

their section numbers). In Section 2, we present the three

techniques as components of SecReq. In Section 3 we d&he CEM methodology is different from parts 1-3 as it is
scribe how SecReq exceeds its components by integratirgguidance tool aimed only at the Common Criteria evalua-
them in a non-trivial way: they are “glued together” by flows tor, who must be formally certified to carry out evaluations
of security experience that might otherwise be neglected. lof IT products. Parts 1-3 provide general guidelines to the
Section 4, we provide the industrial context under which thelevelopers and the customers of IT products, as well as to
main parts of SecReq were developed, as well as presetite evaluators. Note that the Common Criteria operate under
the Internet Protocol Television (IPTV) project (the exdenp the security assurance paradigm. Security assurance tefer
projectdiscussed in this paper). Section 5 explains treldet the level of confidence in that the system delivers the spec-
of SecReq and how we applied SecReq in the IPTV projedfied security functionality, rather than the level of satur
introduced in the section before. functionality (often simply referred to as security level)
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The main contribution of the Common Criteriais a frame-
work that permits comparability between results of indepen
dent security evaluations. This is done by providing a com-
mon set of requirements for the security functionality of IT
products, and for the assurance measures that are applied t
these products during an evaluation. The evaluation psoces | I ToE |
is used to establish confidence in the fulfilment of particula
security functionalities. The process also helps the caste 1 1
of IT products to determine whether the identified function- | | PP i
alities meet their security needs. The IT product or its part
being evaluated is referred to as Target of Evaluation (TOE) | objectives | Requirements | Specifications | Mechanisms |,

A ToE can include any combination of hardware, firmware

or software, the development of these and the operational efig. 2 PP, ST, and ToE in relation to phases of a development process
vironment that they are intended to work in or that they are

being evaluated for. Hence, a ToE is a specific configuration

ofan IT product. Details can be obtained from the Commonyith, 4 refinement process to refine high-level security state

Criteria portal (http://www.commoncriteria.org). “ments to specific security requirements. Part 2 consists of 1
‘The three groups with general interest in Common Crisecyrity functionaClasseseach refined into sets ami-

teria evaluations are consumers, developers and evauatofag ComponentandElementsin Section 5, we present the

Consumers are aided by Common Criteria evaluations angfinement process for the Identification and Authenticatio
Common Criteriainformationin procuring IT products. They (r|a) class.

may have alternative IT products to choose from and Com-  ¢|55565 are the most general grouping of security require-
mon Criteria information can thus be used to compare dif

ments, which means that all members of a class share a com-

ferent IT products. Consumers or developers may also U§gon general focus. An example of a class is the FIA class,
Protection Profiles (PP) to specify security requiremeNts. \nich is focused at identification of users, authenticatibn

PP contains security requirements targeted at a Specic typserg and binding of users as subjects to objects. Clagses ar

or group of IT products. Developers use the Common Critefefined into one or more families. A family is a grouping

ria to help them identify security requirements and to markey, o¢ shares a more specific focus, but that differs in emphasi
f[helr produpts. An evaluator uses the Common Criteria to aid, rigor. An example of a family is the User Authentication
in formulating judgements about the conformance of ToEgg o~ yau) family, which is part of the FIA class. This fam-
to the security requirements in the evaluation of a pawicul i, concentrates on the authentication of users. Each famil
product. within a class contains a set of components to represent in-
The Common Criteria standard recognizes two types ofreasing strength or capability. The components may be par-
evaluations: tially ordered but in some cases, there is only one component
(1) ST/ToE evaluation and in a family and t.hus ordering is not applicable. An gxample
ofacomponentis FIA_UAU.3 (Unforgeable authentication),
which is used to specify unforgeable authentication of sub-
The standard provides support for developing all three conjects to objects. The components are constructed from indi-
structs (ST (Security Target), ToE, and PP). Here ST denotegdual elements. An element is the lowest abstraction level
the Security Target, which is the construct used to forneulatin CC part 2 that is relevant for security requirement elic-
the functional security requirements for a particular ToH a itation and is formulated in such a way that the fulfilment
can be considered as the security requirements specificatiof an element is verifiable in practise. An example of an el-
for a ToE. A PP is the same for a group or a specific typeement is FIA_UAU.3.2, which specifies that use of copied
of ToE, and lists implementation-independent functioeal s authentication data shall be prevented.
curity requirements for a particular IT product type, such  The SecReq approach performs the security requirement
as smart cards. A ToE can also be evaluated against a REfinement activities along the abstraction levels of eass
which is made implementation-specific by constructing arfamilies, components and elements, that, together with the
ST. Thus, a PP states the security objectives and the generd#P, ST and ToE activities and constructs, define the underly-
functional security requirements for an IT product type thaing security requirements elicitation process of the Commo
can be made ToE specific in an ST. Figure 2 shows how PRriteria. The firstrule for arefinementis that a securityeabj
ST and ToE relate to the development phases. tive or requirement at some abstraction level has to meht bot
Common Criteria Part 2 [19] specifies the security prin-the refined and unrefined construct. If a refinement does not
ciples along with their internal dependencies and supportseet this rule, the resulting refined constructis consiigre

(=4

(2) PP evaluation
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be an extended construct and shall be treated as such. Fortapics. One way to deal with this and to make the stakeholders
example of a valid refinement consider FIA_UAU.2.1: “The aware of the security-relatedness, is to work with a require
ToE Security Functionality (TSF) shall require each user tanents support tool that prompts whenever indicator terms or
be successfully authenticated before allowing any oth&-TS expressionsthat relate to security occur. Security-edlass
mediated actions on behalf of that user.” This can be refinedan e.g. be recognized by certain words or patterns of words,
to: “The TSF shall require each user to be successfully ausuch as the combination of “Internet” and “payment”, which
thenticated byisername/passwolmkfore allowing any other then should be investigated in more detail. Such a prompt
TSF-mediated actions on behalf of that user.” TSF refers tavill elicit more considerations and possibly even make hid-
the security functionality of a system and is comprised ofden security requirements explicit. The earlier a secueity

all hardware, software, and firmware of the ToE that mustjuirement can be identified, the easier it is to trace and to
be relied upon for the correct enforcement of the securitover it throughout implementation. Therefore, rapid feed
requirements. The second rule of refinement is that a refindohck mechanisms are needed.

requirement shall be related to the original requirememt. F

. . . . HeRA (Heuristic Requirements Assistant) is a tool that
example, refining an audit requirement with an extra element o . .
L Incorporates the concept of heuristic requirements atioin
for masquerade prevention is not allowed.

o . . , éSO]. In SecReq, HeRA uses heuristic rules to represent se-
This hierarchy of security requirementsrefinementlevels_ . . .
. curity related experience. Users of HeRA receive warnings

and the associated refinement rules provide the underlyi

n . : .
elicitation process of SecReq. Shd hints that are triggered when they type a certain term

or pattern. Rules are created from the experience of sgcurit
experts, and from observations in earlier projects [51dFi
2.2 Heuristic for security requirements elicitation ings can be codified as rules. E.g., considering the refinemen
of requirements, a security expert could specify a rule that
When requirements analysis start, stakeholder wishedshouvhenever a requirement contains the keyword “authenticate
be captured and documented as requirements. These initeefined requirement with the specific authentication mech-
requirements tend to be vague and weakly documented, bahism has to exist. HeRA supports writing and editing rules,
are nevertheless important. In addition, stakeholders magnd integrates them during run-time. Rules are organized in
have conflicting or unclear goals and perspectives. Therdayered sets of rules: There is a layer of basic general,rules
fore, it is crucial that the requirement engineers have goodith more security-specific layers on top.
communication skills and the ability to understand the engo

. . . .. HeRA is one instance of a family of tools that are based

ing processes between stakeholders (which might be explici  _. ; . L7 . .
S .~ "on Fischer's architecture for domain oriented design envir

or implicit), as well as to understand the stakeholdersigie

and early requirements. However, as the domain knowledgré]ent (DODE) [30]. The central part of this architecture is a

and familiarity with the involved stakeholders and custosne construction component; in the case of HeRA, requirements

S o o are “constructed” using a general-purpose requiremeis ed
may be rather limited at the beginning, this is a challeng- . ] L
y 9 9 gtor, or a use case editor. Both editors check heuristic ries

ing task. Misunderstandings and errors in meeting notes, us_. ) o
g . g 9 §3| ure 10, HeRA's requirements editor is shown. Each re-
cases, or other requirements-related documents can easil

lead to design flaws or even wrong design that later caud irement has an ID and a textual description by default, but

. additional attributes can be added (e.g., relevant UMLsec
severe and costly problems. Errors can be simple typos, us-

. Stereotypes). The second DODE component of HeRA that
age of synonyms or homonyms, problematic sentence struc-

. ) . we use in SecReq is the argumentation component: Security
tures, and inconsistent process descriptions, that alesom . ) L
) : . .~ experts can use HeRA mechanisms to codify their findings
how makes the requirements imprecise. Furthermore, in e.

o . . ‘om earlier projects. As arule set in HeRA, those heumstic
neuro-linguistic programming (NLP) grammatical patterns . D .
) e . . will support future users who are less proficient in security
are identified as potential reasons for misunderstandipg [8 . . . .
. . HeRA applies these rules to the input in the requirements
Correcting these errors may be costly, but when it comes to . . . . )
. . editor and then analyses it. Based on this analysis, HeRA's
security requirements, errors can even open up for severe sé . . I
. . . X . argumentation component gives context-sensitive feddbac
curity attacks. Thus, getting the security requiremenistri .
. . to the input.
from the early stages on, will save on cost, but will most
probably also reduce the chance of severe security attacks In HeRA, heuristic rules are defined in JavaScript and
that may affect company reputation, lead to loss of customearan access the data model of the requirements editor. There
data, loss of customer privacy, etc. are wizards that allow users to generate JavaScript code for
Security requirements appear throughout the elicitatiora rule, along with a description and parameters (e.g. certai
process, the stakeholders are simply not aware of them. E.dgeywords). Rules can be changed during runtime and the re-
when stakeholders discuss general requirements in meetingults become visible immediately. Figure 3 shows how a rule

they are often notaware that they also discuss securitye@! can be defined in HeRA, and in Section 5 we will see work-
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| £/ * Erfahrungshbasis E]@

Q@ | : Last Change: 14.10.2008 11:48, Creator. eknauss
: Type of .
Rl < ICERED KI L | Experience: e I
°Th!8 .requwementdo___ ojo 55 Teaser: ol seem to talk about a rental service. |5 it supposed to be fair se
* | [Thisisthe textual de..| 0 O] = Description: o = = = =
+ |, [Use ofthe internetm..| 0] 0 §§ I . Falrexchange isa sﬁuatmnthatmcludesthe exchange ) |~ |
= | [This is a possible s | 0 0| - of goods with another person. Typicall examples are buying

a book. The exchange starts with an action =p=i{e.g. payment
ofthe book) and has to reach an end {e.g. either delivery or
reclaim ofthe hoak). =ip=

Does this requirement describe a fair exchange state”? =a href'ye

[T

g 4] Il [ [*]
| Weight: 1=

Parameters: |huy, echange, fair, rent

Heuristic: 3 forivar 1 = 0; i < project.getillElements().1*|
i 4 rar element = project.gemllElements(][i]E

5 if(element.getNane () .equals("Requirenent”
[ rar attribute = element.getAttribute (||

q] 1 [ [+

Comments: s

*

Fig. 3 Definition of a heuristic rule in HeRA

ing examples of such rules for detecting security-relagsdn there are requirements specific rules, like the detection of
here referred to as security heuristics. ambiguities. In [49] we investigated how this rule sets can b
The underlying idea of requirement tools in the DODE used to increase the quality of use case descriptions (lbased
family is to create awareness and improve feedback about dtie template and guidelines provided by Cockburn [15]). We
main specific knowledge (coded into the heuristic rules) durfound that HeRA helped to achieve better quality. In faa, th
ing documentation of requirements. Fischer investigdted t issues brought up by HeRA were not found during quality
effects of a DODE in different domains and reports its effec-gate reviews in similar projects. Some of the findings in the
tivity [30]: The argumentation component analyses the’siser reviews never caused a heuristic in HeRA to fire. We con-
actions and issues computer-basgtiques During an activ-  cluded that HeRA's constructive feedback complements an-
ity like typing requirements this triggers breakdowns [66]  alytical quality assurance with constructive assistad&g, [
thisway, authors are interrupted and made aware of a problebut cannot replace it.
they may have overlooked. They can decide to fix it, finish
their work and return to the warning later, or give feedback ~ Therefore, in SecReq we define an additional role to make
to the warning. Feedback results in an improved rule set foihe elicitation of security requirements more effectivhisT
the next project. Fischer calls this the SER-cycle [31]: role is the security instructor, which ideally should be sem

ne with experience and knowledge within both security and
Seeding A knowledge based system needs to be initialisecf P ¢ y

. o ) equirements engineering. The reason for this is that ae-exp
W'th knowledge. Otherwise itwould notbe helpful; hencerienced moderator can guide the stakeholders in how to use
it would not be used.

. _ . . HeRA, as well as capture new security concerns not currently
Evolgyonary Groyvth While the sys_tem Is being used, Qd' covered by HeRA. Furthermore, often stakeholders tend not
ditional experiences are added In response t(_) WarniNgg, see the link to security, even when they are prompted by
!n He_RA, commgnts or e>_<p|anat|ons may be given. EverheRA, and a moderator can help mitigating this risk. How-
ignoring a warning provides feedback. Heuristic rUIeSever, there is usually a severe shortage of experienced mod-

R candpe c':;langed ba-setdtct)]n feedbgck. b ds t berators, so SecReq does not depend on one being present.
eseedingAl some point, the experience base needs 1o %igure 4 shows the information flow in a moderated elic-

cleaned up. In HeRA, the security expert would usuallyitation situation. An information flow model according to

remove heuristics that were often ignored and chanthe FLOW notation [65] depicts the flow of requirements

others that were commented on. within a project. Flow of requirements is denoted by black
HeRA works with different sets of heuristic rules. The arrows. Grey errors indicate the flow of experiences. Unlike
basic set covers general warnings like typos. Additionallyrequirements, experiences are not specific to a singlegiroje
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Purchase <<fairexchange>d>J_‘
{start=buys good} {stop=sells good}

Security
------- * Requirerments (------ * """" Purchase

Elicitation Security

Security Initial @ f
Instructor Stakeholcers Engineer Security buys goods fair exchange
Requirements

sells goods

Elicitation Tool Customer Business

Goal tree

Fig. 4 Information flow in an elicitation situation Fig. 5 Use case diagram with goal tree

FLOW distinguishes between documented information (resatiSfaCtory level of confidence that the relevant SeCluei{y
quirements, experience) and oral or informal communicaduirements are properly fulfilled. For the analysis, thegles
tion. Solid lines and document symbols indicate documentegolution is expressed using UML diagrams and the security
information, while dashed lines stand forinformal oroggdy ~ 'equirements are expressed as UMLsec stereotypes and tags
resentation of information, which is called “fluid” in FLOW. and integrated with the diagrams. This way, one can trace the
Information and experience people have in mind is fluig Security requirements into the solution design. Moreaweg,
Itis denoted by a face symbol. In Figure 4, an experience8@n also backtrack from the solution design to the security
requirements engineer uses her personal, un-documented &kduirements, as eacltereotype» has a precisely defined
perience (grey dashed arrow) to support stakeholdersiin theSeémantics that links the design to the requirement.
elicitation effort. Ideally, the stakeholders should iieeea By developing a security goal tree alongside with the de-
briefing by an experienced security instructor before tlre el Velopment of the solution design specification, the segurit
itation starts. The instructor will provide insights (j.expe-  ©bjectives are refined in parallel by giving more system de-
riences - grey arrow) and raise awareness for securitysssudails in subsequent UMLsec diagrams. Goals are refined in
The requirements engineer receives information on sgeuritbarallel in an iterative fashion by refining the UMLsec dia-
requirements (black arrow) from the elicitation step by lis 9rams with additional system details as they become avail-
tening to discussions, carrying out interviews, etc. HeRAgble as partof a given UML based development process. The
supports these needs in an elicitation situation through it'esulting goal tree and subsequent UMLsec diagrams then
ability to capture the security experience of e.g. a seguritlink the solution design to the security objectives.
expert explicitly by adding new rules to its heuristics, and ~ The UMLsec approachis supported by a number of auto-
by allowing the security instructor (expert) to merely giid mated analysis tools, which are based on a formal semantics
the elicitation process. I.e., it is the stakeholders tesigpgm ~ Of the relevant fragment of UML [42,43]. It has been applied
the actual elicitation, supported by HeRA, while the seguri t0a number of application domains such as service-oriented
instructor observes, guides and inserts new heuristis ifile Systems [56]. In the following, we give a short background
necessary. E.g., if the security instructor discoversiggcu Overview of the part of UMLsec relevant for SecReq using
concerns in e.g. functional documents not currently cavereexamples.
by the heuristics of HeRA, he can update the heuristics as
part of the elicitation process. This way, HeRA learns fromRequirements CapturiVe employ use case diagrams to cap-
new experience. ture security requirements. To start with our example, Fégu
5 gives the use case diagram describing the situation to be
achieved together with the (yet trivial) goal tree: a custom
2.3 UMLsec for security requirements analysis buys goods from a business in a way that should provide a
fair exchange of the goods against the payment. The seman-
The Unified Modeling Language (UML) consists of different tics of the stereotypefair exchange» is, intuitively, that the
types of diagrams for describing different views on a systemactions ‘buys goods” and “sells goods” should be linked
It offers rich extension mechanisms in the form of labels$ thain the sense that if one of the two is executed then eventu-
can be used to provide additional data. These can be eithally the other one will be (where these actions are specified
stereotypes (written in guillemets or double angle bracketon the next more detailed level of specification). The “U” in
«stereotype») or tag-value pairs (written in curly brackets the goal tree stands for “undetermined” — it is not yet known
such as fag=value}). Using these extension mechanisms, whether the goal will beatisfied(“S") or denied(“D") [14,
one can construct an extension of the UML notation for a44].
given application domain. In general, the idea of the UMLsec extension is to use
UMLsec is such a UML profile for security-critical sys- UML diagrams that would also be used for a system that is
tems that can be used to express and analyse security requin®t security relevant (such as use case diagrams), and add
ments [45]. The purpose of security analysis is to achieve the security relevant information as stereotypes or tagged
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<<fair exchange>> H . : in_
(starePay)] {stopfinal) 1 ‘ Implementat!on. deployment dmgrqnﬁEployment dia
Customer, Business _ grams describe the underlying physical layer; we use them
L"’]}t" e;«.:hanhge b to ensure that security requirements on communication are
Request gooy [After {fairexchange:buy} - ) -
(Request goo) will eventually reach met by the physical layer. Deployment diagrams consist of

{fair exchange:deliver}]

<<provable

b v nodes as modelling element represents the system compo-
ay {tp=TTP},

nents to the physical structure of the system and links among
(Deliver ordey payment provable the nodes. User node specifies the external actor's compo-
nents, whereas system node specifies the internal system ac-
tor's components. These components from different nodes
are connected by link stereotype.

Wait until
delivery due

[provable(Pay, TTP)

Reclaim
payment

@ Goal tree

Fig. 6 Activity diagram and goal tree

3 SecReq overview: integrating security techniques

The goal of SecReq is to assist in all steps in the security

values. Note that there are also diagrammatic notations sini€duirements elicitation and to provide mechanisms tetrac
ilar to use case diagrams which are specifically used to exdecurity requirements from high-level security objectite
press security-relevant information, such as Misuse case dhe designofasecure system. SecReq combines three distinc
agrams [68], Abuse case diagrams [55], or Secure Tropdgle techniques that have been integrated to meet this goal.
diagrams [60,54]. These specialized notations can often bEnese techniques are:

used successfully together with the UMLsec extension of the_ se of the Common Criteria standard and its underlying
general-purpose notation UML. E.g. for Secure Tropos#hisi  security requirements elicitation and refinement process;
explainedin [61]. However, this is notin scope of the cutren _ the HeRA tool with its security-related heuristic rules,
paper. and

— UMLsec stereotypes, secure design principles and the

. L . . UMLsec security analysis tool-set.
Analysis We use activity diagrams to explain use cases in

more detail. Following our example, Figure 6 explains theThese three techniques are integrated in a way supporéng th
use case of Figure 5 and the associated goal tree in mork defaf0 purposes of SecReq:

by giving an activity diagram and a refined goal tree. The(
activity diagram is separated in tvgwim-lanesdescribing
activities of different parts of a system (heZestomer and
Business). Two tag-value pairs dtart=Pay} and {stop=
final} are used to mark certain actions. Now any such diagram  The security requirements elicitation is supported by the
fulfils the security requiremerfir exchange given in the ~ Common Criteria requirements refinement process and by
diagram in Fig. 5 if the condition holds that if one of the star the HeRA tool. Some heuristic rules in HeRA are derived

actions is executed, then eventually one of the stop actiorf§om the security principles in the Common Criteria, others
will be. come from UMLsec stereotypes, and others are stimulated

directly by observations of security experts. Tracing sé&gu

requirements is enabled by UMLsec and goal trees.
Design: object and sequence diagrarAs object is an en- The crucial resource of security expertise and experience
tity with well-defined boundary and identity that encapseila is used to tie all parts of SecReq together. As the grey lines
state and behaviour. State is represented by attributeis{fo in Fig. 7 show, the HeRA tool supports security requirement
stance properties of a user of a system) and behaviour is replicitation and uses the expertise of security engineeds an
resented by operations, methods, and states. Object diagrathe experience expressed in stereotypes of UMLsec. The re-
provide instance level information and represent diffeor ~ quirements elicitation approach reuses experience frem th
jects and their interfaces (e.g. dependencies) to anatgse telicitation (via the security expert) and is guided by the-do
system behaviour. Sequence diagrams show the interactioaimented experience in the Common Criteria etc. UMLsec
of objects or components. Both object and sequence diagracan build on a significantly improved input of security re-
are part of the security analysis and the associated g&al trgiuirements as a basis for its analysis. When new security
is used to trace security objective and sub-security-t¢iogec  issues occur, they may be encoded into UMLsec stereotypes
along with design diagrams. Additionally, relevant stereo and models. The latter are fed back to HeRA where they
types are incorporated within these diagrams so that the deentribute to detect the new kind of issues in stakeholder
sign contains security requirements related information. interviews.

i) security requirements elicitation and
(ii) security requirements tracing and mapping to design, a
shown in Figure 7.
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Feedback from UMLsec to HeRA

Common Criteria ) : -
Experience  Security Experience Individual

Engineer l Experience

{other sources)

CC-Based Method

]
e . for I Construct
Requirements System

(‘-— Security
----* Requirementsr---

;Security Stakeholders Elicitation Security Refinement Improved Secure
iInstructor Engineer Security System
i Requirements
|
|
§
HeRA A UMLsec i
Elicitation Tool Steps 1-§ In experience reuse context -~ Step6

Fig. 7 The main elements of the SecReq method as an information flodemBlack parts represent requirements and their flowlendrey
parts stand for experience. Document symbols and solid limgicate documented information. Dashed lines and hum@ngymbols represent
information that is kept in mind or transferred orally oranfally (which is called “fluid” in FLOW terminology [65]). Wte the fluid feedback from
Step 6 (UMLsec) to the elicitation activity. Problems idéatl in UMLsec design models are used to improve heuristicserurity requirement
analysis. Other experience reuse mechanisms are depluted the CC-based method box. Elicitation using HeRA prewithput to Steps 1-5:
security issues discovered by applying the heuristics.

The integration of the HeRA tool, the Common Criteria  These requirements should be verifiable and measurable
based requirements elicitation method, and UMLsec goes bexpressions about the mandatory, desired and optional se-
yond putting one technique next to the other. Instead, the flo curity features of the system. Furthermore, the requirésnen
of experience and expertise glues all parts together aild facexpressions should be on the refinement level of Common
itates an evolutionary learning cycle. The resulting sfiesi ~ Criteria elements and according to the SMART principles
tions run through an integrated set of filters. UMLsec stereo[53]. There are several definitions of SMART available. In
types convey parts of that experience on security concernSecReq, we use the adaptation of the SMART terminology
They are both used to assist in eliciting security requingime of ETSI TC TISPAN. This means that each elicited security
and in tracing these from high-level security statemers (s requirement must b8pecific, Measurable, Achievable, Re-
curity objectives) to secure design. Firstly, UMLsec stere alizable,and Traceable(SMART). Specificmeans that the
types assist in the elicitation activities involving theR#e  requirement must be described in such a way that it is well
tool: UMLsec stereotypes are incorporated into the heurisdefined and clear to anyone who has a basic knowledge of
tic rules of HeRA. Secondly, UMLsec stereotypes are identhe projectand security requiremerifeasurableneans that
tified from the security objectives, sub-security-objees, the requirements must be described in such a way that one
security requirements and specific security requirembatst can verify whether it has been mAchievableneans thatthe
were elicited. UMLsec stereotypes help to make the securityequirements must be possible to meet and include a descrip-
needs (inthe objectives and requirements) explicit, i, tion that can be used to determine whether it has been met.
and traceable. Realizableneans that the requirements should be possible to
meet given the system and physical constraints, and gieen th
project resource and schedule constraifitaceablemeans
that the requirements should be expressed in such a way that
it is possible to trace them into the solution design, andieve
tually into the implementation. The security functional el

ments of the Common Criteria are the proper abstraction

3.1 Security requirements elicitation and analysis (Sg¢Re

SecReq is a security requirements elicitation and tracin ) | "
method built on the Common Criteria. the HeRA tool and evel to analyse for fulfilment of SMART. This refinement
UMLsec. The elicitation part consists of five steps that &ake level further makes it possible to analyse for fulfilmentw t

developer through a series of refinement steps starting frohgduirements in the solution design using UMLsec, which is

system objectives and functional requirements and endinq_le requirement tracing and analysis activity of SecReq as
Shown in Figure 7.

with specific security requirements at an early stage.
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In the process of going from functional descriptions toStep 6: Analyse the security requirements using UMLsec
specific security requirements, we make use of the abstrac- Thisisthe analysis part of SecReq. The goal of this step is
tion levels of the various constructs in the Common Cri-  to check whether the secure design contains the manda-

teria: Class Family, Componentand Elementsthe refine- tory, desired and optional specific security requirements
ment specifications given in Common Criteria part 2, and the  that were elicited. This includes checking the UML mod-
HeRA tool with its security-related heuristics. els specifying the design for fulfilment of the require-

The SecReq method consist of the following six steps: ments, and it enables tracing from the solution design, via
specific security requirements, back to the security objec-
tives. This analysis requires that all security requiretmen
elicited in Steps 1-5 be specified on the abstraction level
of Common Criteria security functional elements (spe-
cific security requirements). The security analysis with
UMLsec models is supported by the development of a
security goal tree in parallel to the development of the
UMLsec model.

Step 1: Specify security objectives from system objec-

tives and functional requirements

This step involves deriving security objectives from sys-
tem objectives and functional requirements. Other sour-
ces for security objectives are the system architecture
concept descriptions, or any other relevant system in-
formation available, such as existing standards. Com-
mon Criteria security functional classes offer guidance
throughout this step. HeRA supports this refinement by
identifying security relevant requirements and asking thésecurity requirements elicitation in SecR8gcurity require-

right questions for the refinement. ments elicitation in SecReq thus consists of a tight integra
Step 2: Associate a security functional class to each se- tion of a Common Criteria based requirements refinement
curity objective process and the HeRA tool. HeRA contains, among others,

During this step, for each security objective, the relevansecurity specific heuristic rules derived from the UMLsec
security functional requirement class is selected from thetereotypes and the security principles of the Common Cri-
Common Criteria. Again, HeRA could guess an appro4eria. In particular, elicitation in SecReq follows the fiiise
priate security functional class based on heuristics.  steps of the process described above, which produces specifi
Step 3: Refine security objectives to sub-security-objec- security requirements. These requirements are refined from
tives the high-level system descriptions and security needs;twhi
The task of this step is to refine each security objecare called security objectives. The process is iterativie an
tive into one or more sub-security-objectives. Each subwhenever new system information becomes available or new
objective should comply with one or more of the Com- high-level security issues appear, the process iteratdstba
mon Criteria families contained within the relevant func-the relevant refinement step.
tional class from the previous step. The HeRAtoolisalso  The five steps are refinement steps that follow the hi-
used to aid this step by identifying additional candidateerarchical refinement structure of Common Criteria part 2,
sub-security-objectives, and by guiding the refinementhe security functional components. As discussed edtttier,

process. Common Criteria standard structures security needs or prin
Step 4: Refine sub-security-objectivesto security require ciples into five refinement levels, where the most abstract
ments level is called a security functional class and the most re-

This step involves refining each sub-security-objectivdined level is called security functional element. Note that
into one or more security requirements supported by thelements both represent a security principle abstractiaed |
contained components of the relevant Common Criteri@and contain specification of the necessary security actons
family (i.e., the family used for the sub-security-objee)i be undertaken by the involved parties. It is this refinement
The HeRA tool is also used to aid this step, similar to thafrocess that drives the elicitation process, as there i®atdi

of Step 3. link between the Common Criteria classes and elements. One
Step 5: Refine security requirements to specific security class represents one security principle that is refineddh su
requirements a way that following the class structure intuitively resuft

This is the last step of the requirement elicitation part ofspecific security requirements that can be mapped directly
SecReq and refines each security requirementinto one to the design. The Common Criteria standard also contains
more specific security requirements supported by the elespecification of dependencies between the classes (securit
ments contained in the relevant Common Criteria compoprinciples), which also guide the elicitation process.

nents (i.e., the components used for the security require- Fig. 8 illustrates the role of the Common Criteria and
ments). Similar to Step 3 and 4, the HeRA tool supportghe HeRA tool in the five step elicitation process of SecReq.
this step by identifying potential additional security re- Drawn in grey, the Common Criteria are considered solid,
quirements. Again, it guides the refinement process witllocumented experience. The Common Criteria control all
a dialogue based assistant. five steps, which are indicated by the flows coming in from
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Fig. 8 The role of the Common Criteria and HeRA in the requiremeli¢g&ion process

the top. HeRA is supporting all steps at the same time, whicls possible to trace them into the security design. In alaljti

is indicated by arrows from HeRA to the bottom of the stepswe ensure that all security requirements are refined to d deta
Fig. 8 focuses on these experiences from Common Criterikevel that allows one to analyse their fulfilmentin Step 6.
and from HeRA. Further input, such as incoming fluid re-

quirements, are omitted in this figure. Note that the iteeati Security requirements tracing to design in SecRe@ddi-
nature of the elicitation process is not shown here. tion to an effective and tool-supported elicitation pragés

The HeRA tool is the elicitation support tool of SecReq. step 6 we move from specific security requirements to secure
The tool can supportall five elicitation steps, butin patéc  gesign. The goal of this step is to achieve a satisfactosl lev
the difficult Step 1. Heuristic rules derived from experienc of confidence that the design can properly fulfil the security
notify stakeholders when they describe issues that seeen to Pequirements, and thus meet the security goals. This farwar
security-related. UMLsec stereotypes are one of the S8Urcracing can be done at an early stage of development. If re-
of experience that are captured in heuristic rules in HeRAquired, tracing can also be done backwards from the design
They are most helpfulin identifying potential securityies g the requirements, and finally to the security objectives.
from system objectives, functional requirements and kee li Successful security requirements elicitation relies @n th
HeRA has two main tasks in the elicitation process: assumption thatthe requirements are later fulfilled in asec
(i) identify potential security issues in system descapti design. The design represents the solution space for the re-

of various abstraction levels, such as high-level systenguirements. Achieving a satisfactory solution and chegkin

objectives descriptions, service functional requirersentit for the fulfilment of the requirements involve:

etc. (by means of a security instructor as shown in Fig. 4),. _ ) o _
and (i) producing a solution representation in the design and

(ii) tracing requirements from the high-level securitytsta
ments (security objectives), via the elicitation refinetsen
to secure design.

(i) guide the developer in formulating security objectye
sub-objectives, security requirements and specific secu-
rity requirements, in the five steps respectively.

Task (i) is crucial to produce formulations that are both-sp Without (i), the security requirements merely represent
cificand verifiable. The task is supported by the security-pri good intension, and without (ii), there is no control regiagd
ciples and the security functional requirements hieraafhy whether or how the security requirements are realized. Thus
Common Criteria part 2. there cannot be any security assurance.

The heuristics within HeRA are triggered at any of the = SecReq uses UMLsec for advancing security require-
elicitation steps when technical experts use the HeRA edito ments to secure design, and for tracing the requirememts fro
and run into a suspicious word or pattern. At this point, theysecurity objectives to design. One part of the requirement
are supposed to discuss related security issues and @ditenti tracing is to specify the relationships between the secolit
pin down additional security requirements. Note that thesgectives, sub-security-objectives, security requiretaeamd
additional security requirements must also be on the refinespecific security requirements. This is done using a goa) tre
ment level of specific security requirements. On this level iwhere security objectives are the goals, and where the$e goa
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are linked to the specific requirements through the two-interthere are eight working groups with different perspectives
mediate refinement levels (sub-security objectives ang-secand focuses, such as technology, protocols, security, user
rity requirements). By doing so, each goal tree specifies thetc. TISPAN’s main aim is to specify the requirements and
dependency among the involved security refinement leverchitecture for the Next Generation Network (NGN). Due
constructs. In addition, the goal tree is integrated with th to the heavy workload of some of the tasks of TISPAN, ETSI
UMLsec diagrams and hence the security objectives can bemploys a number of experts in various fields each year, in-
traced to and enforced by the UML design diagrams. cluding security experts. These security experts work &IET

A UMLsec design specification requires a set of con-foralimited time and are representatives fromthe ETSI mem-
structs that must be identified to map the elicited requirebers. The SecReq approach builds on an approach used by a
ments to the design. First, the relevant UMLsec stereotypegroup of such security experts. The methodology was later
must be identified. As the UMLsec stereotypes are used axtended with the HeRA tool, and with additional features of
input to the heuristic rules during the elicitation phasene  requirements tracing and fulfilment analysis using the UML
of these are already identified. Nevertheless, it is necgssaextension UMLsec. Thiswork was done in collaboration with
to go through the goal trees and map the security construcsecurity experts employed at ETSI.
to UMLsec stereotypes. When that is done, the involved ac- . . .

- . SecReq was developed in an iterative manner through ac-

tors and their interactions for each UMLsec stereotype musttual security requirements elicitation projects in TISPAYe
be identified. Note, however, that any conflicts between the :

UMLsec stereotypes identified on any of the layers in theuse one of these projects, namely the IPTV standardization

oal tree must be resolved before the actors and their irErojeCt’ as a running example to demonstrate the methodol-
9 ogy. The IPTV project was carried out between March and

teraction cah_be specmed_. The actors and |nteragt!ons ay ugust 2007 and resulted inaset of IPTV specific security re-
always specified on the refinement level of the specific secu- . .

. . . ) quirements that achieved formal acceptance by the TISPAN
rity requirements; i.e., the lowestlevel inthe goal tréthére

o . . . mdembers. This means that the resulting IPTV security re-
are more than one specific security requirements associate

. . S : quirements are part of an ETSI standard and will be used by
with a security objective, several sets of actors and iatera . : .
: . o ' .~ the ETSI members when implementing IPTV solutions for
tions are the result of this activity. The final step of moving

requirements into design is to choose the relevant diagram
type. UMLsec is modelled using both behavioural and struc-

tural UML diagrams as discussed in Section 2.3. Depending
on the UMLsec stereotype and the actors and interactions,
one or several UMLsec diagrams are created, which together
represent the realization of the security requirement é th

design. o
4.2 Case study: Internet Protocol Television (IPTV)

4 Industrial Context and Case Study IPTV is a system where a digital television service is de-
livered by using the Internet Protocol (IP) over a network

In this section we outline the industrial context that the Seinfrastructure, which may include delivery by a broadband

cReq methodology was developed and applied within. Ong,nection, A general definition of IPTV is television con-
of the projects to which it has been applied is introduced 8fentthat, instead of being delivered through traditiomalol-

an example. cast and cable formats, is received by the viewer through the
technologies used for computer networks. IPTV is one of the
subsystems of the NGN and provides a variety of services,
such as Video on Demand (MoD) for residence users, and

Parts of the development of SecReq were carried out withiff'®y be bundleq with Int.ernet Services SLfCh as Web access
the context of the standardization organization ETSI. ETSfmd VoIP. More information can be found in [71,72].
is the main standardization organization for Telecommuni- There are several other standardization efforts for NGN
cation (Telco) in Europe and has worldwide influence. ETSin general and IPTV in particular, such as that of AfIS
is based on voluntary contributions from its members, which
are typically companies with interest in Telco standardshs
as companies that provide equipment, software or servicesl - - - - -
to the Telco domain. ETSI consists of a number of programs, ATIS s aUnited States based body committed torapidly dipiag

. nd promoting technical and operations standards for theramica-
such as the “Telecoms & Internet converged Services & Projons and related information technologies industry waitté using a
tocols for Advanced Networks (TISPAN)”. Within TISPAN, pragmatic, flexible, and open approach.

4.1 Industrial Context
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International Telecommunication Union (ITU4Tand Open  and security-related heuristics. In step 6, a set of UMLsec
Mobile Alliance (OMAY. stereotypes are identified from the security objectivels; su

Standardization deals with specifying concepts at a gersecurity-objectives, and refined security requiremenas th
eral level. The goal is to derive specifications that make itvere elicited in order to trace the specific security require
possible for all stakeholders involved to together providement into secure design diagrams, and by that achieve the
services to the end-users. This involves describing wieat thsecurity objective.

underlying network looks like, how the system should use Figure 9 gives an overall view of how the SecReq ap-
the network, how end-users should relate to the service, eBroach was applied in the IPTV case study. The left part
Therefore, future providers of the different parts of NGN in of the figure shows the activities needed for the security re-
relation to IPTV have interest in and participate in the IPTV quirement elicitation supported by the Common Criteria and
standardization efforts. This includes companies sucltas athe heuristics, and includes the relevant security ohjesti
cess network providers, service providers, IPTV providersheyristics, and the security requirements that were eticit
and content providers. This leads to a development contexthe right part of the figure shows the activities followed to
with multiple stakeholders having different, often cortfig,  create the secure design supported by UMLsec, and includes
goals. This situation is common in standards developmenihe relevant stereotypes and UMLsec diagrams. E.g., the se-
as well as industrial development, and puts constraints@nt cyrity objectives identified, such as access control, which
elicitation process. are addressed by the specific security requirement: “Suc-
SecReq deals with this challenge by performing requirecessful authentication and identification before any actio
ments elicitation in a step-wise manner, which makes it poss permitted”. This again is based on the refinement process
sible to continuously communicate concrete results at Variprovided by the Common Criteria through its classes, fami-
ous levels of abstraction, and hence gain repeatable feledbajes, components and functional elements, and assistdwby t
from the core stakeholders throughout the elicitation®ssc  security-relevant heuristics of HeRA. As described egrlie
The process allows its users to iterate back atany poimhieiti these heuristics represent security expertise and kngeled

and provides results that can be used as a basis for disoussigng are used to identify potential security aspects from e.g
from early on in the elicitation. functional requirements.

Furthermore, the security objectives and specific secu-
rity requirements are traced to the UML design diagrams
by identifying the relevant UMLsec stereotypes (such as

This section explains the SecReq process outlined in Seé<_fair service delivery» «authentication provable», «non

tion 3 in more detail, and describes how it was applied in thd2rgeable identity», «secure links», etc), and by develop-
IPTV standardization project introduced in Section 4. ing the associated goal tree to ensure thatthe UMLsec models

keep track of all security requirements that are needed. The

stereotype fair service delivery» represents the elicited
5.1 Overview of the application of SecReq to IPTV security requirement from the IPTV application that end-

users and named groups of end-users require to subscript
The SecReq approach supports eliciting and tracing the spand prove identity and authenticity before requesting any
cific security requirements with the help of the Common Cri-IPTV service action. Also, the service providers are supgos
teria and the heuristics in the HeRA tool to secure design. I deliver the service requested by the legitimate user in a
the IPTV case, we identified specific security requirements tmanner that is fair for both involved parties. The stereetyp
ensure non-forgeable identities so that end-users andchamg@uthentication pro vable» specifies that users are required
groups of end-users can be successfully identified and ade prove the authenticity whenever requesting any serzee a
thenticated before being allowed to perform any service action. Furthermore, the provider is required to send authent
tion. Steps 1 to 5 of SecReq support identifying and refincation provable information to the successful authergitat

ing the security requirements by using the Common Criteria/ser before starting the delivery of service. This gives the
- - - - - - user the possibility to reclaim the service in cases where th
? ITU is the leading United Nation's agency for informationdan - geryice delivery is interrupted or not delivered according
communication technologies. As the global focal point fovernments . .
and the private sector, ITU’s role in helping the world conmicate ?_greement' The stere(_)type(m forgeable 'den_tlty» _spec-.
spans three core sectors: radio communication, standéintis and  ifies that every subscribed user shall have unique idemtity t
development. ITU also organizes TELECOM events and waseth@ | support the IPTV specific security requirement. The stereo-
organizing agency of the World Summit on the Informationityc type «secure links» enforces security to the communica-

_ > OMA s the leading industry forum for developing market @y o, jiny established between the user and the provideh Bot
interoperable mobile service enablers. OMA focuses oricgeenabler

architectures and open enabler interfaces that are indepenf the ~ <@uthentication provable» and «on forgeable identity»
underlying wireless networks and platforms. refine the 4air service delivery» stereotype. All identified

5 SecReq and its application at IPTV
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Fig. 9 UML diagrams and UMLsec stereotypes in SecReq

UMLsec stereotypes supportthe IPTV security, sub-segeurit requirements elicitation, and then we walk through an exam-
objective and relevant specific security requirementé&in ple demonstrating how HeRA was applied. This separation
these stereotypes have a precise semantic meaning, they éarhe demonstration of Steps 1-5 does not reflect that there
also be used to trace back from the UMLsec analysis phase an actual separation in practise, but is merely done for
(Step 6 of the SecReq process; cf. Section 3.1) to the otiginaeadability purposes.

specific security requirements (Steps 4 and 5), and evéytual

back to the security objectives (Steps 1 and 2). In the neXs.2.1 Step 1: Specify security objectives from system
sections, we will demonstrate parts of SecReq by discussingpjectives and functional requirements

how it was applied to the IPTV project.
Step 1 starts with collecting and refining the necessary-info

mation about the system at the appropriate abstractioh leve
As a minimum, the information should contain some high-
level description of the main objectives of the system and
some functional descriptions, such as some details on the
In the SecReq method, five steps lead through the proceggstem architecture and/or the assumptions posed upon it,
of specifying security requirements. The goal is to defire regnq the functional requirements. These pieces of informa-
quirements in a way that allows for requirements tracing angign are then analysed with the aim of specifying the set of
fulfilment analysis using UMLsec, and to generate feedbacgystem objectives, and to get an overview of the functional
from the analysis. This demands high quality and a highrequirements already specified, as these can be used as the

tool supports requirements engineers in this task througho

the five steps, by identifying potential security requirese
and by means of providing support to the refinement activ-
ities of each step. The kind of support offered differs only
in details between each step. Therefore, we start by explain A system objective is the highest level of abstraction and
ing how the Common Criteria are used in aiding securityis met by a set of functional requirements. Existing system

5.2 Steps 1-5: Common Criteria supported Security
Requirements Elicitation

Definition System Objective is a high-level goal of the sys-
tem in meeting the expectations of the end-users of the
system.
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objectives may give rise to additional functional require-IPTV Security Objective: The IPTV service should restrict
ments and vice versa. Both system objectives and functional the access to services for end-users and named groups
requirements are useful in the process of deriving the peci of end-users according to a pre-defined access control
security requirements, which are needed in order to comply policy.

with the SMART principles. The output of Step 1 is a set of

security objectives. 5.2.2 Step 2: Associate a security functional class to each

Definition Security Objective isahigh-level goal ofthe sys- security objective

tem in providing a secure environment for end-users o

: - tI'he above security objective addresses the issue of emd-use
the system for a particular system objective.

or groups of end-users need to be distinguishable and sepa-
There might be several security objectives relevant fmrable to the system. Therefore, the system needs to be able

one system objective. This means that one might have to a&g_ uglqugly identify end—uslers, ar?d to ensdure tr:‘at the iden-
more than one security enhancement to each core functioffiied end-users are properly authenticated to the system, a

ality of the system. The number of security objectives WiIISpeCIerd n _the_VoD.l funct|or_1al requ!rement. We use the
vary from system to system. In the following, we use theCommon Criteria part 2 security functional classes as sup-

IPTV project as a case study to elaborate on the relationshﬁ.’)ort \_N_hen fOfm”'a“”Q the above S?CU”FV OpJeCt'V?' Mqre
between system objective and security objective. specifically, we examine the security objective to identify
Looking at our IPTV case study, one of the main func_thereIevantsecurityfunctional class or classes (whicamae

tional services offered by IPTV is Video on Demand (VoD). that there might be several classes that are of relevaniis). T

An example of a narrative system objective for VoD is givenIs Step 2 of SecReq. That 1S, We do a concept match b?_
below. tween each of the security functional classes and the $gcuri

objective. In this context, the security functional clasa F

IPTV System Objective: IPTV should offer all categories of (Authentication and Identification) is highly relevant.
end-users (note there might be more than one Categogl We can derive more security objectives relevant for the

e.g., parental control) to select and watch video and cli unctional requirement VoD.1. By examining the functional
content over some Internet connection as part of an inclasses, we see that the classes Security Management (FMT,

teractive television system. dealing with management of user roles) and ToE Access
(FTA, dealing with the control of user sessions) also are of
The system objective is either extracted from existing’elevance. However, to focus the demonstration of SecReq,
functional requirements or from the high-level descriptio We limit the security requirement elicitation to the FIAs$a
of the system given as input to Step 1. If the first case, we
use thg existing functional req_uirements_ to abstrac_t gysteg » 3 Step 3: Refine security objectives to
objectives. As the set of functional requirements might notsub-security-objectives
be complete, additional system objectives may be specified

from the available high-level description of the system orstep 3 takes the security objectives from Step 2 and refines
system goals. Please note that to abstract means to move figch into sub-security-objectives, which are expressiéns
abstraction layer up. the security goals of the system at a grainer level of abstrac

. ) tion. As it is not easy to choose the appropriate abstraction
IPTV Functional Requirement VoD.1: IPTV shall offer the level, we use Common Criteria part 2 to support this re-

ability to specify different service groups for VoD 10 al- finement as well. In particular, we use the refinement pro-

low for categorizing of end-users. cess between component classes and their contained compo-

. . nent families to go from a security objective to sub-segurit
From the above functional requirement, we can deduce 9 y ob] ¥

that IPTV service providers would like to offer differentse objectives.

vice levels for VoD, i.e., to provide higher service levels a pefinjtion: A Sub-Security-Objective is a refinement of a
higher charges. We can also deduce that there are categories security objective and is a detailed description of the rel-
of end-users and that these need to be distinguishable, i.e. gyant part of the secure environment for end-users of the
parental control. The latter is particularly relevant fecs- system specified by the security objective.

rity.

From the above system objective and functional require- The relationship between security objectives and sub-
ment, we can derive the relevant high-level security goalsecurity-objectives in SecReq is an extension to the refine-
or security objectives. For simplicity reasons, we limigth ment step from class to family in Common Criteria Part 2.
example to one security objective. The specifics of the relationships are:
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— A security objective can be refined ifBme or moresub-  themselves before performing any other actions that are to
security-objectives connected by the operator “and”, be mediated by the security functions of IPTV, and which
— A security objective can be refined ifBme or moresub-  require user identification. The user identification fanigy
security-objectives connected by the operator “or”, andmade up of two sequential components: FIA_UID.1 and
— A security objective can be refined into a setableast FIA_UID.2, where the latter represents a stricter enforce-
threesub-security-objectives connected by the operatorment than the first. FIA_UID.1 specifies timing of identifi-
“and” and “or”. cation and is used in situations where one can allow users
— Nothing else is a sub-security-objective. to perform certain actions before being identified to the sys
tem. FIA_UID.2 is used to specify that users must identify

If we examine the IPTV security objective from above .
. . ... themselves before they can perform any other actions on the
we see that the security features needed are identification

L aystem. For the IPTV functional requirement that we are ex-
and authentication of end-users and named groups of end= . . " .~ . o .
. . amining in this paper, it is necessary to prevent any actions
users. The two directly relevant FIA families are: FIA_UID ) e .
; s L of the user before identifying and authenticating them & th
(useridentification) and FIA_UAU (user authenticatior)eT . o )
" . IPTV service. The reason for this is that we want to restrict
other families of this class are also relevant, but to fobes t : .

. : the browsing of the VoD catalogue so that children can only
demonstration of SecReq they are not considered further in o
this paper view content pre-approved by the parents. This gives the fol

' . . lowing security requirement:

To ease the process of selecting the relevant families from

a class, we use the functional requirement to support the préPTV security requirement 1: The IPTV service shall have
cess. If we look at the functional requirement VoD.1, the features to ensure that end-users and named groups of
focus is primarily on the actual user identification and au- end-users always are identified before any other actions
thentication activities, and for this only the FIA_UID (use are allowed (FIA_UID.2).
identification) and FIA_UAU (user authentication) are di-
rectly relevant. The other families are also of relevanog, b
only indirectly. In practise, several of the security olijees
and functional requirements will interrelate and thus otlee
curity objectives will ensure the proper protection of s¢er
etc.

The user authentication family (FIA_UAU) consists of
eight components, where the first two are similar to the UID
components in their specification of timing. These are
FIA_UAU.1 (Timing of authentication) and FIA_UAU.2
(User authentication before any action).

Similar to user identification, we want to prevent any
IPTV Sub-Security-Objective 1: The IPTV service shall in- IPTV service action before user identification and authenti

clude features to define identification properties of endcation is performed successfully. This means that we need to

users and named groups of end-users (derived frofdPecify the timing of the authentication the same way we did

FIA_UID). for the identification. Hence, we choose FIA_UAU.2 rather
IPTV Sub-Security-Objective 2: The IPTV service shall in- than FIA_UAU.1, as component 2 is used to restrict all ac-

clude features to define authentication properties of endions and to disallow any action before authentication.

users and named groups of end-users (derived froffpry security requirement 2: The IPTV service shall have

FIA_UAU). features to ensure that end-users and named groups of
end-users always are authenticated before any other ac-
5.2.4 Step 4: Refine sub-security-objectives to security tion is allowed (FIA_UAU.2).

requirements

5.2.5 Step 5: Refine security requirements to specific
Step 4 takes the result from Step 3 and refines the sulsecurity requirements

security-objectives into security requirements suppbbie
the refinement step between functional families and funcStep 5 follows the same type of refinement process as for the
tional components in the Common Criteria. This means thadther steps. The only difference is that the targeted adbstra
the security requirements should be stated at an abstmactition layer consists of the security functional element feh
level similar to the security functional components of Com-sult of Step 5 should be specific security requirementsree.
mon Criteria. The abstraction level should also alignwitht quirements expressions that are specific, measurableyachi
abstraction level of the functional requirements. able, realizable, and traceable (following the SMART prin-
Looking at the IPTV case again, we start by examiningciple discussed in Section 3.1). Please note that the SMART
the specification of the functional components of the twoprinciple is not used to validate the requirements, but tmly
functional families FIA_UID and FIA_UAU. guide the formulation of the specific security requirements
The user identification family (FIA_UID) defines the Going back to the IPTV case study we have two secu-
conditions under which users shall be required to identifyrity requirements that we need to refine. We perform this
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refinement by examining the associated functional compadPreparation: Before the HeRA heuristical editor can anal-
nents of each security requirement. For IPTV security reyse and criticise security-requirements-elicitatiorhas to
quirement 1, we see that the FIA_UID.2 component has onke seededvith an initial set of heuristics from the security
associated functional element, which is FIA_UID.2.1. Thisdomain. We start with the stereotypes and tags provided in
element specifies that the security features of a systerh shalMLsec, to create an initial set of heuristics. These heuris
require each user to be successfully identified before allowtics range from a certain pattern of interaction in a Use Case
ing any other actions on behalf of that user. Tailored for theo simple keywords (e.g. web, online, etc.).

IPTV service and security requirement number 1, this gives HeRA can observe a wide range of heuristic rules. To get
the following specific security requirement: started, we only need to create an initial setthat is usefur
context. Additional security related patterns and keyword

IPTV specific security requirement1: The IPTV service . . .
: will appear over time and lead to an evolutionary growth of
shall require all end-users and named groups of end-usefs

. oo . the rule set when more experience is collected.
to be successfully identified before allowing any IPTV : .
: . The advantage of starting with UMLsec stereotypes as a
service actions to be executed on behalf of that end-user,

seed is that these are directly linked to a pre-defined anld wel

Specific security requirement number 2 is derived fromtested set of security related issues. Furthermore, UMLsec
the FIA_UAU.2 component, which also has one functionalmakes a good starting point as we can configure the secu-
element, namely FIA_UAU.2.1. This element specifies thatity related advices in HeRA based on the definition of the
the security features of a system shall require each user to lWMLsec stereotypes and thus make direct use of the implicit
successfully authenticated before allowing the execuifon security experience capturedin UMLsec. E.g., by linkirg th
any other actions on behalf of the end-user. Tailoring this t security requirementto one of the UMLsec keywords we can
the IPTV service by taking security requirement number 2orovide step-by-step support in formulating security iegtu
into consideration gives the following: ments to fulfil the SMART principles. In addition, UMLsec

- ) ) _includes analysis mechanisms that can be used for tracing
IPTV specific security requirement2: The IPTV Service secyrity requirements into solution design.

shall require all end-users and named groups of end-

users to be successfully authenticated before allowingyentification of potential security requirementeve illus-
any IPTV service actions to be executed on behalf of tha; ie how the HeRA tool supports any of the five steps with
end-user. a simplified example. The example starts with a discussion

As can be seen from the above specific security requirev_v|th the technical experts involved in the IPTV project. Bur

ments, there are still some security decisions left to beemad 'Y this discussion., one of the domain elxperts f_ormulate_s a

E.g., the mechanisms for identity control needto be spekifie requirement - she is not aware whether it contains security-
Conforming to the SMART principle does not guaran-related aspects:

tee anything in respect to the actual fulfilment of a security  Customers should be able to rent a movie over the

requirement. Also, there may be dependencies and interre- [|nternet. This will be movie-on-demand.

lations between the security requirements. As identificati (Statement 1)

is a pre-requisite for authentication, there is clearly a de L .

pendency between these two specific security requirements. Onelof the part|C|pa_t|ng domain experts_ fr.om acompany

These issues are handled in the analysis step of SecReq (S{Xlﬁes th|s reqwrem_ent Into th? HeRA heurlstlc-baseq e_d|t0

6) discussed in Section 5.3. However, first we will give thorT c e_d|tor automafucally applies the related set of heusist

example of how the security-related heuristics and HeRAanOI fires two reactions:

were used to support the activities of Steps 1-5. (heuristic 1) «rent» You seem to talk about a rental

service. Is it supposed to be fair service delivery?
5.2.6 Step 1 — 5: Heuristic Support for Security

) (heuristic 2) «Internet» Use of the Internet makes
Requirements

this a security-challenged requirement. You may want

Throughout Steps 1-5 of the SecReq process, the HeRA tool to consider different options.

offers support. The HeRA tool observes requirements input The HeRA screen is shown in Figure 10, where the typed
and raises warnings and hints when security-related inpuéxt is on the left-hand side and the HeRA reaction is on
is detected. This additional layer facilitates reflectioda the right-hand side. In a group of domain experts with little
raises awareness for security issues whenever requiremesecurity experience, this reaction may cause confusion and
are captured and documented. It also helps in classifyinon-depth discussions. They may not know what “fair service
requirements according to their abstraction level. Thdsise  delivery” means, so they press “more” and access the ad-
by dialogue based wizards. ditional information shown in Figure 10. Further comments
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i e
Requirements Id : (1) B
1 Text:|Customers should be able to rent a < back
movie over the intermet. This will be i crested by: eknauss
maovie-on-demand. ;. Youseemto talk about a rental service. Is it
¥ i i i i ?
UMLSec Stereotype : <<fair semvice delivery=» supposed to be Fair service delivery? {rent)
==communication securess i 'Fair exchange' is a situation that includes the exchanae of
i goaods with another person, Typicall examplas are buying
a book. The exchange starts with an action
— {e.g. payment of the book) and has to reach an end {e.g.
ProblemVi either delivery or reclaim of the boaok).
DieLell =l 0= Does this requirement describe a Fair exchange state?
s Short description Yes, no
v vou seem totalk about a rental senice. |5 it supposed to be fair seri . ||| ;:
1 [Use of the internet makes this a security-challenged requirement. Yo, [ || i gi Cormrment ignore

Fig. 10 Screenshot of a heuristic security warning in HeRA.

explain the issue of fair service delivery. By the nextwagni  diagrams by using the UMLsec stereotypes. In parallel to the
of the same type, the domain experts will know the meantMLsec models, we develop a security goal tree that keeps
ing of this already and will not need to read the explanatiorirack of the security objectives and their sub-objectived t
again. Domain experts agree: they want to enfairservice  need to be enforced, and their mutual dependencies. Our aim
deliveryin this case. is thus to provide a satisfactory level of confidence that the
design will correctly enforce the security requirememsa i

way that allows one to trace back to the security requirement
from the security design models.

By using the UMLsec stereotypes and associate tags (such
as dair service delivery», dnternet») during the elicitation  5.3.1 Requirements: use case diagrams
of general requirements we are able to mark and link state-
ment (1), the decision made in statement (2), and the UMLsel© initiate the security analysis, use case diagrams ai use
capabilities of dealing with design models for fair serdee 0 capture the IPTV security requirements that were eticite

Domain expert clicks on "yes" button: fair service
delivery. (Statement 2)

livery. Adding administrative data on participants, tirees., ~ in Steps 1-5 of the SecReq approach, as explained in the pre-
provides an excellent basis for tracing, despite the infdrm Vious subsections. Continuing with the IPTV case study at
and open setting. Step 6 of the SecReq approach, Figure 11 gives the use case

diagram describing the situation to be achieved togethtér wi

Refinement of identified security requiremeritsthe sce-  the initial (trivial) goal tree. An end-user or named grodp o
nario, statement (2) triggers an assistant that enriches ti¢nd-users may request IPTV services (e.g. Video on Demand

security information by asking follow-up questions: (VoD), Internetservices (VoIP), etc.) from the providezsy
access network provider, service provider, IPTV provichet a

(heuristic 1.2) You specified this requirement (1),is  content provider). Prior to the service request, the usetsie

it supposed to be a 'fair service delivery’? to complete the subscription formalities for any service or
Please indicate which action causes the exchange to  group of services. When subscribed, the user needs to prove
start (e.g. payment) and which action concludes it heridentity to the provider before carrying out the servise
(e.g. delivery ). quest. If the service delivery is initiated, this means that

At that point, the fair service delivery annotation will be provider has already successfully recognised the user. De-

used to remind the designer when he starts building desidﬁending on the service type, the provider continues to eeliv

UML models. Note that this mechanism can be used througﬁhe service and finally finishes delivery whenever requested

out the different abstraction levels in the steps 1 — 5 inordePY the user. Service delivery and the end of the delivery need

to map requirements to corresponding UMLSec stereotypeg? occur in such a way that the transaction is fair from the

The information captured by HeRA can be handed to th&int of view of both ends (in that the user only pays for
UMLSec Tools via XMI. the services requested and received, and in that the service

provider delivers exactly what the user pays for). This se-
curity requirement can be specified using tlfi@rservice
5.3 Step 6: Security Requirements Analysis with UMLsec delivery» stereotype, which has the associated tagged values
{start}, { continue}, and {stop} with system actions as val-
We now continue withStep 6of the SecReq approach in ues. More specifically, this stereotype is supposed to captu
order to analyse the security requirements. We capture tht@e requirement that, when the workflow of the transaction
specific security requirements and integrate them into UMLwill be later specified (i.e. using an activity diagram),ttha
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<<fair service delivery>>

{start=service request, continue= service deliver,
stop=finish delivery}

service request

list of actions (e.g. subscription request, generate IDAut

service request, prove authentication, authSucceedgceerv
@ delivery, and finish deliver). Thedata} tag contains a list
\ i fair service of values associated with the actions (e.g. authenticatioin

deli
e identification, authentication proved). The security riegu
ment («@uthentication provable») is satisfied if each exe-

Goal tree

fInISh dellvery . .. . . .
S rovider CQFIOH of the activity diagram fulfils the following two con-
ditions:
Fig. 11 Use case diagram and goal tree — whenever the dction=service request} is executed by

the subscribed user, then tlaefion=prove authentica-
tion} is eventually executed by the provider;

workflow will also have to satisfy thefair service deliv- X
ervs proberty. as defined below in Sect. 5.3.2. Correspond-" whenever the user has successfully authenticated by send-
y> Property, o P ing {data= identification and authentication}, the pro-

m_gly‘,‘th”e Se?“”ty goalis at“th|s stage_m thf goal_tre_e _madrk vider is required to sendfata=authentication proved}
with “U”, which stands for “undetermined”; that is, it is not . . L . .
and continue with &ction=service deliver}.

yet known whether the goal will beatisfied(S”) or denied
(“D”) [14]. These two constraints specify the conditions that need

to be satisfied for the requirementafgthentication prov-
_ - able») to be meet, which can be by automatically verified us-
5.3.2 Analysis: activity diagrams ing the UMLsec tool suite [74]. What the UMLsec tool suite

does is to check whether the activity diagram satisfies these
The use case diagrams that capture the IPTV specific securifynstraints. The stereotypauthentication provable» re-

requirements are now elaborated further using activity dlaﬁnes the fair service delivery» stereotype with associate
grams. Figure 12 elaborates the use case of Figure 11 usupggs fstart}, { continue}, and {stop}. We therefore extend

an activity diagram, and provides the associated and refingglo goal tree addressindai service delivery» and define
goaltree. As can be seeninthefigure, the stereofigmeser-  5thentication provable’ as a sub-security objectivefai’
vice delivery» with the associated tagstart}, { continue}, service delivery’.

and {stop} has now been refined. All three tags take (ser-
vice, action) pairs as values, where service specifies fee ty 5 3.3 Design: object diagrams
of service that the user request and action specifies thé poss
ble actions involved within the requested service, andipossWe consider every end-user to have received identity and
ble actions are: subscription request, service requdstede authenticity data at the time of subscription. This identit
service and finish delivery. information needs to be unique so that each user can pro-
The refined scenario and analysis start with the user redde a non-forgeable identity to the provider. The stereo-
questing an IPTV service using the tagged vaktaft=subs-  type «on forgeable identity» has associated taggrpup},
cription request}. Thisrequestis eventually approved by the { subscription}, and {user_identity}. Tag {subscription=
provider upon fulfilment of certain pre-defined conditionssubs_number} specifies the subscription number. We as-
(such as payment, signature of agreement etc.). We omit treume that every group would be under a specific subscription
details here and just mention that this happens between timeimber. Therefore tagfoup=subs_number.group_num-
'subscription requests’ activity on the user side and the 'i ber} identifies user group. User can be individual end user
& auth data’ activity on the provider side in Fig. 12. Then, directly under a specific subscription or under a group. The
the provider generates and sends identification and authetag {user_identity} requires two different valuesubs_info
tication data to the user. Upon reception of the user identiandID. Thesubs_infaletermines which subscription the user
fication and authentication data from the provider, the usebbelongsto (e.g. directly under subscription or under agyou
approves the subscription. The user then issues a service fEhelD is used to ascertain that each user should have unique
quest and sends the earlier received subscription authorizidentity values. This because subscriptions are used tB spe
tion user identity and authentication data. If the auttadion iy the services available to a specific user or group of users
is successful, the user receives authentication provatdei  Figure 13 shows an object diagram that displays an example
mation from the provider as a proof of authentication. Thisfor a possible combination between end users (who may be
is shown by the authentication provable» stereotype with members of certain groups) and their IDs. It further extends
tags {action} and {data}. This stereotype specifies that the our goal tree with the objectivgon-forgeable identity as a
user has to provide proof of authenticity before the pravidesub-objective of authentication provable», in order to be
initiates the delivery of service and is therefore specidied able to uniquely identify every user. Prior to any service ac
security requirement in Fig. 12. Thagdtion} tag holds the tion specified by the stereotypéair service delivery», the
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<<authentication provable>> <<non forgeable identity>>
{action= subscription, generatelDAuth,service {subscription= subs_number,group= subs_number
request, prove auth., authSucceed, delivery, finish} b - identi 7 bs inf _ID :
{data= auth. & Iden., auth. proved } group_number, user_identity= subs_info., ID}
User Provider
. user; user,
1Dy D2 fair service
w delivery
subscription request fair service rp——
delivery subscription; subscription,
authentication
N provable
subscription approve \
group; group, | | groups users
authentication IDus
| \
identity
users user, users userz
Goal tree IDus 1Dus IDys IDy7 Goal tree
send auth. & iden. data
auth. succeed . ) ) . ) .
Fig. 13 Object diagram for unique user identity and goal tree
. . it servi N ) ) )
@a" for de""e@ [pe”“' service ac ) — Two different end-users belonging to different groups and
under the same subscription should have different user
cont. service delivery IDs.
receive content — Two differentend-users belonging to different groups and
under different subscriptions should have different user
finish delivery
IDs.
— Two different end-users under the different subscription
should have different user IDs.

Fig. 12 Activity diagram and goal tree

subscribed user is required to prove non-forgeable ic;entit5'3'4 Design: sequence diagrams
and authenticity. As part of the security analysis, one can specify the system
Figure 13 shows unique user identity within groups or in-pepayiour using UML sequence diagrams, which in the case

dividuals under specific subscription. The relevant fomsul ¢ ihe |PTV example are used to describe the communication

for the unique user identity derive from the Figure 13 andyeyeen the end-user and the provider. We assume the com-

are given below: munication link to be untrustworthy on the underlying phys-
ical layer (e.g. an unprotected Internet link). We thus need
to design protection to prevent an intruder from attempting
to gain unauthorised access, or to obtain user authemticati
information.

Figure 14 explains the sequence of messages exchanged
between the user and the IPTV service provider using a se-
quence diagram. The user subscription request is approved
using the user profile management function by sending the
unique ID and authentication data. Thus, only valid sub-
scribed users can prove identity and authenticity. The se-
gquence of message exchanges between the user and the provi-
der needs to be secure. Therefore, we need to attain the se-

V\cf‘:urity objective 'communication secure’ so that message ex
change between user and providers through the unprotected
— Two different end-users under the same subscription sholuitgrnet link is prevented from any unauthorised access.
have different user IDs. Our goaltree is thus extended by including the additional
— Two different end-users belonging to the same group andub security objectivecgommunication secure», as shown
under the same subscription should have different usesn the right side of Figure 14. To achieve this sub objective,
IDs. we need to include cryptographic operations for encrypting

— Y usery, users - (usery # users = IDuy # I Dus)

— Y group; - users, groupy - usery - (users # usery =
IDUg }é IDU4)

— Y groups - users, groups -users - (groupy # groups A
users # users = IDus # I Dus)

— V subscription; - usery, subscriptions - userg -
(subscription, # subscriptions A usery # userg =
ID’LLl ﬁID’U,G)

— Vsubscriptiony-groupy -users, subscriptions-groups-
usery - (subscriptiony # subscriptions A\ groupy #
groups A users # usery = I Dug # I Dur)

The relevantrules based on the formulas are given belo
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Fig. 14 Sequence diagram and goal tree

and signing messages and by that ensure secrecy of the infeant objects is secure. Initially, the provider’s user peofi
mation contained in the messages and message authentiaiyanagement functiodPMF sends the user unique ID and
to prevent masquerade attacks and identity theft. Thezeforauthenticity datal encrypted with user public ke (de-
our goal tree further includésey confidentialitfor encryp-  noted by{d} k) when the user subscription is approved. The
tion, signature authenticitfor non-forgeable identity, and user decrypts the data with her private kiy ! resulting
signature integrityso that the non-forgeable identities can-in {d} x-: (for simplicity we assume the use of RSA type
not be modified during transmission. We formalise two con-encryption). When the subscribed usérequests a service
straints that need to be satsfied before any service action caction, again the provider’s user profile management func-
be executed: tion P:PPMF responds and requests the user to prove identity
— YV he Histories (3t-hy = msgbyp = ' < t-h, = and to authenticatg before the service action. This time the
provider’s user profile management functiPPMF sends

generatel D Authy ) ) : .
_Vhe Histories (3t-hy = msgTsse = 3t' < t-hl = a session ke¥k ; encrypted with the user public kéy. Thus,
authSucceededy p) k all further communication between the user and the provider

] ) ) can take place using this session key for the given requested
The above equations based on Fig. 14 specify that Ngession. The subscribed ugésends her unique ID and au-
user-initiated request for service action by means of mesyentication data signed with her private key and encrypted
sagensgby  are processed before identification and authenyith the session key<, . P decrypts the received message
tication data have been generatedjpyieratel D Authup.  ith the same session ke, verifies the signature with’s
Similarly, providers deliver the requested service by ragss OBUb"C key, and finally recovers the message. This way, the

msg7ssr only after the user has successfully authenticateqyser's non-forgeable identity and integrity can be ensured.
which results in the generation of theithSucceededy p

message. If the authentication fails for any reason, an e6.3.5 Implementation: deployment diagram
ror message is sent to the user instead of delivering of ser-
vice. Note that this is an additional security objectiveltatt Deploymentdiagrams describe the underlying physicatlaye
identified in the previous subsections, which means that thin SecReq, we use these to ensure that security requirements
UMLsec analysis has discovered additional security aspectto the communication are met by the physical layer. Con-
namely the need f@ecure communication tinuing with the IPTV case study, Figure 15 shows the
In Figure 14, the actors of the IPTV system (idser  deployment diagram for the physical layer of the commu-
andProvider) exchange messages to support fair service denication link between the end-user node and the provider
livery. The message exchange involves cryptographic opemanagement function and service control node. Here, we as-
ations (such as public-key encryption combined with digita sume that the end-user equipment node is connected with the
signature) to ensure non-forgeable user authenticatiah, a provider nodes using the Internet Protocol over a netwerk in
to make sure that the message exchange between the refiastructure with stereotypdnrternet». Different nodes of
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Fig. 15 Deployment diagram and goal tree

the provider, such as the management function node and timeethodology used was step-wise in an iterative and facili-
service content control node, may be connected via Intran¢ated rapid feedback loop, (2) the requirements engingerin
or Internet. The system specification requires that the dat@eam worked closely together with the rest of the develop-
exchanged in this invocation is guaranteed confidentjalityment (standardization) team, which is a result of the waykin
which is specified using the stereotymeeure links». This  method of ETSI with formal meetings and approval proce-
stereotype is used to ensure that security requirements alures, (3) some of the members of the requirements engi-
the communication between the nodes are supported by tieering team had good connections with the stakeholders
physical situation. This stereotype requires theerypted»  involved and were good communicators. Overall, the time
stereotype on the underlying communication link in cases o$pent on elicitation was effective and relatively short eom
an Internet connection, as all user identification and authe pared to similar projects that did not follow the step-wise
tication information must be protected from unauthorisedrocess. This was because the methodology forced a partic-
users. ular structure on the elicitation process and made it ptessib
This concludes Step 6 of the SecReq approach, whicto set reasonable deadlines. What was not achieved was a
has been demonstrated using the IPTV application. complete tracing and analysis of the requirements, as this
part of SecReq was developed later. This is now being done,

but has yet to be completed.
6 Discussion i ,
The IPTV project had a small core requirements draft-

This section gives an overview of the lessons learnt from us9 9roup, which seems to comply well with the underlying
ing SecReq for security requirements elicitation in thewPT iterative and feedback-oriented process of SecReq. Rather
project, and provides a general discussion of SecReq by higl@n having a large elicitation group, our experience using

lighting some of the strengths and weaknesses of the methotfl€ Mmethodology indicates that it might be more effective to
ology. separate into a core and a supportive elicitation grouph Suc

adistribution of roles makes the people involved accouatab
forthe progress. This ensures that everybody involved lsnow
who is responsible for what and when and in which form it
should be delivered. This avoids deadlocks, which happens
Elicitation following the methodology resulted in 46 IPTV when several activities rely on the presence of one or a few
security requirements, where 19 were common IPTV secupersons (such as a security expert or instructor). SecReq en
rity requirements, 13 were content specific requirements, @bles and encourages feedback between core and supportive
were network and service specific requirements, and 3 wemrgroups at the end of each step. However, the methodology
availability specific requirements. does not directly specify any distribution of work or roles.
The IPTV work was reasonably successful compared t@his was made explicit for the IPTV case. A desired exten-
similar efforts. The reason for this was three-folded: (5 t sion of the methodology would be to enable the users of the

6.1 Lessons learnt from the IPTV project
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methodology to specify and model the distribution of rolesdesign and finally to the implementation. Hence, it is im-
and responsibilities, and for SecReq to keep track of thesg@ortant not only to be able to elicit security requirements,
In addition, it will ease the use of SecReq in practise if thet is equally important to ensure requirements fulfilment at
methodology is extended with a precise description of theéhe later stages of the development. The first transformatio
expected abstraction level of the input and output from eachn this perspective is from security requirements to secure
step, and how these relate to the activities of each step.  design. SecReq uses UMLsec for requirements tracing and
fulfilment analysis. The main advantage of using UMLsec
is that it includes tool-support that can automaticallyifyer
whether the security requirements are correctly addressed
by the design. UMLsec thus extends SecReq from being a

From a technical point of view, the most difficult task of the PUre elicitation technique to become an elicitation and-tra
methodology is step 1, where security objectives are identind technique. This is a strong benefit for SecReq in prdctica
fied from functional descriptions, such as functional regi  US€: @nd means that SecReq can be used to bridge the gap
ments. This has been the observation from several projecRefween security requirements elicitation activities dee

using SecReq to elicit security requirements. Step 1 requir velopment activities. Often these two types of activities a

expertise on at least three dimensions: (i) informationcstr  Carried out separately with little or no interaction, whinhy
turing and analysis, (ii) requirements engineering, afig (i resultin that the end product contain few or even none of the

security. The reason is that it is rarely intuitive what there  1d€ntified security requirements.
all security goals and objectives are, and it is not easyne si However, SecReq is limited to supporting the design
ply extract these from highly abstract system informationphase with UML notation, and hence, solution designs must
incomplete sets of functional requirements and early drafpe specified using UML diagrams. This is reasonable as the
system architecture. HeRA provides some support, but theigdustry does use UML in development. However, the level
is definitively room for improvement. The obvious cases aredf diagram details needed for a proper requirements asalysi
easy to identify. However, often the security associat®n iis not usually provided. E.g., often, only UML class and se-
not as obvious as that demonstrated in Section 5. Hence, fquence diagrams are used in industrial development psoject
ture work includes investigating the details of the adtst This means that to exploit the full abilities of the UMLsec
involved in Step 1 to better understand how this step can bgecurity analysis tools, the user would need to constreéct th
supported, and in particular how HeRA can be extended tgnissing diagrams. However, this additional investment may
provide even better support for identifying potential gigu  be worthwhile, depending on the required level of assurance
aspects from functional descriptions. The success ratéoft Interms ofindustrial application of an approach like SegRe
activity is currently not satisfactory and it is still so tithe itis important to keep in mind that development projects of-
presence of a security expert or instructor is crucial fer th ten have many both conflicting and political issues that must
successful execution of this step. However, as more sgcuriPe dealt with under limited time, resource and budget con-
knowledge and experience are formulated as securityegtlat straints. On the other hand, in case of limited resources, on
heuristics in HeRA, we foresee that step 1 will be less decan still apply the UMLsec analysis tools at whatever models
pendent on the presence of security expertise. that are available, which already deliver some (if reldgive
The disadvantage of the Common Criteria is its size andimited) level of assurance.
that it requires security expertise to benefit from its adsic Security requirements must be unambiguous to set up
SecReq deals with this problem to some extent by adopt realistic analysis environment. More specifically, siégur
ing parts of the ETSI method which include guidelines onrequirements can be usefully categorized according to the
how to affiliate the security functional component part & th SMART principles. This is true even though the current anal-
standard (part 2) when eliciting security requirementsvHo ysis activity in SecReq cannot, in its current version, addr
ever, there is still work to be done before stakeholders withhe R (Realizable) attribute of SMART in its every possible
none or little security expertise can take full advantagéef aspect: To check whether a security requirement is realiz-
Common Criteria. One possibility is to work out a security able the following two core questions are of most interest:
requirement repository from the security functional compo (i) can the security requirement be satisfied given the sys-
nents and formulate these as security-related heuristics tem and physical constraints, and (ii) can the security re-
HeRA. quirement be satisfied given the project resource and sched-
Nevertheless, even if one is able to elicit the correct setile constraints. UMLsec does not cover(ii) and this must be
of security requirements, there is still no guarantee tiegeé  checked otherwise, i.e., by checking resource and time em-
requirements will be correctly represented in first the soluployment estimates against the project resource and sched-
tion design and then the implementation. This gives rise tale plan. UMLsec can however address the first issue: One
the need for tracing security requirements to the solutiortan for example use UMLsec to check for conflicts between

6.2 Evaluation of strengths and weaknesses of SecReq
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the security requirement and the existing design or physiE2, E3, E4, E5 and E6). The standard was mainly a European
cal infrastructure (for example modelled using a deployimenstandard. In addition, there is the Canadian Trusted Cosnput
diagram). Product Evaluation Criteria (CTCPEC) [35]. CTCPEC com-
bined the TCSEC and ITSEC approaches and was published
in 1993 by the Canadian intelligence agency Communica-
7 Related work tions Security Establishment (CSE).

The orobosed SecRed combines three different techniques TCSEC, ITSEC and CTCPEC have since been harmo-
p- P . . q ! ! Iqu nized into the standard 1ISO 15408:2005 “Common Criteria
and this section discusses work of relevance to each of.the

! : : or Information Technology Security Evaluation” [17] (or
We first discuss the security standards, then related wor ) L 9y Y EVe [ .] (.
. . : - ) short: Common Criteria) by the International Organization
about information flow modeling and heuristics, and finally o : : .
. . S ..~ for Standardization (ISO). The idea behind the Common Cri-
security requirementelicitation and model based secenity . . . :
ineerin teria was to merge the existing approaches into a world-wide
9 9 framework for evaluating security properties of IT product
and systems. The standard incorporates experience from TC-

Security StandardsSecurity standards cover security man- .
agement, risk managementand secure systems developmeée %C ITSEC, ,CTCPEC and o.ther relevant standards and. In-
ustrial experience, and provides a common set of require-

The aims of these standards are either to support the over- : .
ents for the security functions of IT products and systems.

all and detailed security management in an organisation, Fhe standard al i led “A N
to support secure systems development by providing princi- € standard aiso provides a program cafled Arrangemen

ples for security requirements specification and compwsiti ?nk;hef lI?TecSogmt!f[)n (():fCCI::{oAr\n”rnonantenalCe;rtlﬂcatetsh w:jtflle
building a security architecture, and creating secure c®ele \eld 0 ecurity )" and an evaluation methodol-

curity management and risk management are not within th@9Y caél:eEdM (”Zo_lrpmotr;] Met:]hodology for IT Se|z_<t:ur|tydEvaIu|_-t
scope of our approach. So, we focus on security standar&%‘on ( : )" ogether nese ensure equality and quaity
relating to secure system development. of security evaluations, and that results from independent

Security evaluation standards concern the process of sgyalua‘uons can be compared to aid decision makers (e.g.

cure software development and give recommendation forthgustomers) in choosing among alternative IT prodgctg

task. These standards target the IT product creation psoces Lately seyergl attem.pts have .bee.n made on tailoring the
(including requirements elicitation, design, impleméiota, Common Criteria to various apphcatlon_domalns. ETSI has
and maintenance). Trusted Computer System Evaluation cigndertaken several years of work on tailoring the Common
teria (TCSEC) [25] is the oldest known standard for evalua-cr'_terlato th_e Telco ‘?'O”‘a'” inthe TISPAN program. SecReq
tion and certification of information security in IT prodact builds on this experience and has adapted parts of the ETS|

The standard was developed by the Department of Defen{gethOd [73’40_]' Secqu extends_ the ETSI method by_n_1ak-
(DoD) in the United States in the 1980s. TCSEC evaluate@gthe undgrlymg requirement refln-ementpro-cess e).(pﬂlCIt
systems according to the six predefined classes: C1, C2, BYYr s.tc.-:‘p—v_wse process a“‘?' by semi-automatic req_wrements
B2, B3 and AL. These classes are hierarchically arrangebc,{en,t'f'cat'on and forr_nulanon support and by requirements
meaning that Al is the strongest and C1 is the weakest (ac:tH—aCIng to secure design.
ally TCSEC groups these classes into four categories; A, B,
C and D, but category D is not used for certification). EachHnformation flow modelling:Information flow models were
class contains both functional and assurance requirementssed by Winkler to increase traceability in software prtgec
The functional requirements are divided into authentizgti in [78]. In [23], Damian et al. use social networks to de-
role based access control, obligatory access control @ad loscribe communication in software projects. She differenti
ging and reuse of objects. TCSEC was also known as thates media from transfer information, and identifies patter
Orange Book and targeted military IT systems developmentike "bottleneck”. In [65], Schneider et al. propose a sienpl
The standard was to some extent also used to evaluate indugaphical notation for describing the flow (path) of informa
trial IT products without much success. tion such as requirements. Security requirements are a spe-
The United Kingdom, Germany, France and the Nethereial case of requirements. This work distinguishes between
lands produced versions of their own national evaluatién cr so-called "solid" (document-based) and "fluid” (e.g. spoke
teria as aresponseto the development of TCSEC. These wegmail, informal) representations. Unlike the work of Win-
harmonised and published in 1991 under the name Informdder in [78], fluid information is modelled explicitly. Dashl
tion Technology Security Evaluation Criteria (ITSEC) [26] lines and faces denote flow and storage of fluid information,
ITSEC certification of a software product means that usersvhereas solid lines and document symbols represent solid
can rely on an assured level of security for any product theynformation representation. In [70], Stapel et al. showiint
are about to purchase. As for TCSEC, ITSEC certifies prodesting observations on this modelling approachin a findncia
ucts according to the predefined classes of security (EO, Einstitution. In [4], Allmann et al. and in [69], Stapel et al.
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further used it in the automotive industry to describe and imtics to constructively improve quality of requirement arte
prove the relationship between a car company (OEM) anéhcts. In [49], we showed how HeRA could be integrated
its subcontractors. Specific support tools can be built onceith complementing analytical quality assurance measures
an information flow problem has been identified [64]. How-In the SecReq approach, we extend the use of HeRA, and in
ever, making information flow explicit across solid and fluid particular HeRA's established mechanisms to identify pote
representations stimulates heuristic approaches thabe&an tial requirements, with security relevant heuristics. 48]
applied before any given solid document exists. In this paKnauss demonstrated the ability toimprove arequirementde
per, figure 4 shows information flow model, and figures 7 andect based on local feedback. However, this is not sufficient
8 show solid and fluid information flow within the context of for SecReq that uses and refines knowledge about possible
the Common Criteria and the SecReq approach. security requirements at all stages throughout the develop
ment process. The Common Criteria help to refine such secu-

Heuristics: Computer-based feedback on requirement doclity requirements candidates, if necessary. These refineme

uments has often been reported to enhance quality of requirSt€PS can be supported by HeRA for the refinement of the col-
ments specifications. Most of these approaches are focusigfted additional information. This information is handed

on automatic evaluation of the Software Requirements Sped?® UMLSsec approach, where itis used to consistently insert
ifications (SRS) [29,77,58]. tagged values in the UMLsec models. Based on this informa-

tion, we can automatically create traceability links frdme t

In [77], Wilson et al. define this approach as a quality - . ) , ) "
model for the SRS and computer accessible indicators of tHg1tial requirements over the refined security requireraént

quality, as in the ARM tool. These indicators can point tothe UMLsec models.
possible issues in the SRS. Indicators are mostly not only
based on keyword lists, but also include some more sophisecurity PatternsSecurity patterns help to leverage expe-
ticated natural language (NL) processing (e.g. for datgcti riences during design and implementation of systems [67].
under-specification in the QUARS tool [28,29]). By organising these experiences as patterns, developers ca
In [28], Fabrini et al. report that QUARS criteria can ef- judge whether the pattern matches the given situation. This
fectively evaluate SRS's quality. They also claimthat QAR leadsto the problem that developers need to know the pattern
not only helps to assess the quality of the SRS, but also helpghich cannot be assumed by non-security-experts. Thus, it
to improve it. However, no quantitative evaluation of this a could pay off to create heuristics based on the security pat-
pect can be found. In [58], Melchisedech takes this approactgrns. This is not currently part of our approach but will be
one step further: ADMIRE relies upon specific process andddressed in future work.
information models that allow one to evaluate the dependen-
cies between requirements more closely. As opposed to theSecurity Requirement ElicitatiorOver the last few years, a
approaches, we do not analyse the requirements after thaignificant amount of work has been carried out on security
creation to improve the documentation. Instead, we aim atequirements elicitation. We discuss those approachés tha
constructively enhancing the knowledge about the system tare closely related to our approach.
construct. In addition, we focus on the narrowed domain of In [75], Toval et al. discuss the Spanish Public Admin-
elicitation of security related requirements. This hetpsgp-  istration’s adaptation of the Common Criteria framework,
ture experiences of security experts and apply them vely earMAGERIT, and an extension that focuses on requirements
during requirements engineering — potentially even beforgeuse, SIREN (SImple REuse of software requiremeNts).
comprehensive documentation exists that could be revieweg/hile MAGERIT focuses on risk identification and man-
by these experts. agement and includes processes to control such activities,
In [10], Breaux et al. work on extracting the security re- SIREN provides a reuse repository that structures security
quirements from legal documents. Like our heuristics,rtheirequirements into categories and hierarchies. Among other
work is also based on analysing natural language. Howevethings, this repository can be used to support the treatasent
their work concentrates on the gap between legal and progignment part of MAGERIT. E.g., security measures used to
uct requirements. We do consider legal documents to be teeat the identified risks in MAGERIT can be translated into
valuable source of security requirements, butin this pesger reusable security requirements in SIREN. SIREN also pro-
concentrate on another source: implicit security requénets  vides requirements tracing by means of inclusive and exclu-
hidden within the product requirements. We also concentratsive dependencies, and forwards and backwards tracing. In-
on capturing the experience of security experts, whichdsav clusive dependencies specify’AND’ conditions between two
us with a heuristic approach as opposed to the systematar more requirements, also across requirements documents,
analysis of codes of law. while exclusive dependencies specify 'OR’ conditions be-
HeRA has been presented in previous work [49,50] bytween requirements, i.e., mutually exclusive. Forwaras-tr
Knauss et al., where the main focus was on using heurishg are from requirements to later development artifacish s
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as design, and backwards tracing are from lower refinememtuman factors relating to overall organisational security
levels to more abstract expressions. The authors also taflarticular with security risk management are represenyed b
about providing explicit tracing by using UML notation. Se- Islam et al. in [38].
cReqis similarto SIREN, but provides requirementsreuse by In [76], Whittle et al. present an executable misuse case
means of security related heuristics stored in HeRA. HeRAnodelling language which allows modellers to specify mis-
also provides semi-automatic requirements elicitatiod anuse case scenarios in a formal yet intuitive way and to egecut
formulation support, which SIREN does not, and SecReq inthe misuse case model in tandem with a corresponding use
cludes a formal requirements tracing process and notatiotase model. In [79], Yskout et al. present an approach for the
using the UML notation UMLsec. transformation of security requirements to software dechi

In [60], Mouratidis et al. introduce Secure Tropos as &ures. In [5], Arenas et al. discuss the use of requirements-
security goal driven approach for integrating security re-engineering techniques in capturing security requirement
lated concepts into the Tropos methodology. The approader a Grid-based operating system. In [27], Elahi et al. ex-
considers security constraints such as privacy, integrity amine how conceptual modelling can provide support for
throughout the development stage, from the early requireanalysing security trade-offs, using an extension to the i*
ments analysis to the implementation. These constraints cdramework. In [32], Flechais et al. presentan approachiwhic
be effective in eliciting and analysing the security requir integrates security and usability into the requirementiscin
ments. In [61], Mouratidis et al. combine Secure Tripos withsign process, based on a UML meta-model for defining and
the UML security extension UMLsec [45] and by that ad-reasoning over the system’s assets.
vance Secure Tropos from merely dealing with architectural The work presented here differs from these approaches
design to also handle detailed design. in that SecReq provides explicit support for tracing seyguri

In [21], Crook et al. and in [36], Haley et al. formulate a feduirements to security design, provides heuristicedas
vision for the requirements engineering community toward$e0l-support for reusing security knowledge, and includes
providing a “bridge between the well-ordered world of the Common Criteria best practises developed at ETSI for secu-
software project informed by conventional requirements an "ty requirements elicitation and specification support.
the unexpected world of anti-requirements associated with
the malicious user”. In [36], Haley et al. propose a framéwor Model-based Security Engineeringn [6], Baldwin et al.
for representation and analysis of security requiremeénts. and in [48], Kearney et al. use UML for risk-driven security
allows the security engineer to represent and analyseigecuranalysis that focuses on the assessment of risk and analy-
requirements. In[33,34], Giorginietal. and in [54], Massia ~ sis of requirements for operational risk management. Ih [63
et al. propose an extension of the i*/Tropos requirementRay et al. and in [37] Houmb et al. propose to use aspect-
engineering framework to deal with security requirements. oriented modelling for addressing access control concerns

In [68], Sindre et al. propose a misuse case driven apFunctionality that addresses a pervasive access contrel co
proach to elicit security requirements at an early stage- A v cern is defined in an aspect. The remaining functionality is
sual link is established between use cases and misuse casgscified in a so-called primary model. Composing access
that are used to guide the analysis of functional requirecontrol aspects with a primary model then gives a system
ments against security requirements and the threat enviromodel that addresses access control concerns.
ment. In [59], Mellado et al. propose a Common Criteria  In [7], Basin et al. and in [12], Brucker et al. show how
based Security Requirements Engineering Process (SRER)ML can be used to specify access control in an application
SREP makes use of several Common Criteria constructgnd how one can then generate access control mechanisms
such as the security functional components, protection prdrom the specifications. The approach is based on role-based
file, and security assurance components to elicit and aisalysaccess control and gives additional support for specifying
security requirements. Another approach similar to SRERwuthorisation constraints. In [3], Alam et al. present esag
is the Security Quality Requirement Engineering Methodol-scenarios for access control in contemporary health care sc
ogy (SQUARE) [57]. SREP and SQUARE are asset-basedarios and show how to unify them in a single security pol-
and risk-driven methods both providing a nine steps proicy model. Based on this model, the SECTET [2] framework
cedure for eliciting, categorising, and prioritising setsu  for Model Driven Security is specialised towards a domain-
requirements. However, SREP differs from SQUARE as itspecific approach for the health care scenarios, inclutiieg t
integrates knowledge and experience from the Common Crimodelling of access control policies, a target architextur
teria and Information Security Standards, such as ISO/IE@r their enforcement, and model-to-code transformatidns
27001 [1], while eliciting security requirements. In [38%;  formally based process for model-based security engingeri
lam et al. identify a set of security risks and its impact towas presented in [11].
software quality attributes and investigate how eliciteegy The approach for model-based security engineering using
curity requirements at an early stage can address these riskJML used in this work (namely UMLsec) is presented in
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[45]. Tool support for UMLsec is presented in [47] and someinto how to use the heuristic concepts implemented in the

industrial applications were reported in [9,41,46]. HeRAtoolto externalise a generic threat analysis. Thibean

In order to integrate the UMLsec method into the SecRe@lone to some extent by having heuristics interact with users
approach presented in this paper, it had to be adapted and éoased on past experiences. Security experts should be able
tended in non-trivial ways. For example, linking the UMLsecto phrase things like “Every time | have to explain the same
models to the input from the Common Criteria on the onehreats associated with a fair exchange again” as a heuris-
hand and using the HeRA-toolset as tool-based process ¢die. This way the stakeholders not experts in security will
the other, SecReq incrementally develops the UMLsec mogprofit as they get feedback at the earliest possible stage. Se
els in parallel with the incremental development of an assoeurity experts will also profit, as they then can insert gener
ciated goal-tree, as explained in Section 2.3. Also, we hadecurity expertise in a reusable manner, which leaves more
to develop an approach which allows the user to trace theesources to concentrate on the more project specific issues
security requirements through the SecReq process using ti@rthermore, SecReq already supports system evolution to
UMLsec models, as visualized in Fig. 9. Finally, to apply some degree by means of a feedback loop. Currently, this
UMLsec in the industrial application at hand, we had to ex-elps reusing experience within SecReq and turns the ap-
tend it with several new stereotypes which deal with specifiproach into an iterative process for the secure system life-
security requirements in the telecommunication applicati cycle. However, there is still work to be done on making this
domain, as explained in Section 5.3 (as is usually the casmore seamlessly, and hence we plan to further investigate th
when applying UMLsec to a new domain; compare [9,41challenge of system evolution for the case of secure systems
46] for similar situations). development.

When it comes to the security-related heuristics, both
the Common Criteria and UMLsec provide input to these.
However, we still have not been able to fully explore the ca-
o ) pabilities of Common Criteria. E.g., the security functbn
The paper presents SecReq, a Common Criteria driven sgg 5 ,nents can also be used as a security requirement repos-
curity requirements elicitation and tracing approachREEL i,y \which would make the elicitation activities in Stebs
consists of the following three techniques: 5 easier. We plan to look into additional ways that we can
(i) Common Criteria to support security requirements elici support the first five steps of SecReq, and particularly the

tation, and in particular, the underlying security require identification of the relevant classes, families, compasien

ments elicitation process of Common Criteria, and elements of the security functional components.

(i) The HeRAtoolwithits security-related heuristics, wh However, SecReq does not yet fully explore the capabil-
are used to discover additional security aspects in fundties inherited from the Common Criteria. E.qg., the segurit
tional descriptions that are not covered or simply overfunctional components can also be used as a security require
looked, and ments repository, which would make the elicitation acist

(iii) UMLsec for security requirements fulfilment and trace in Steps 1-5 easier. We plan to look into additional ways to
ability analysis. support the first five steps of SecReq, and particularly the

The main aim of SecReq is to extend security require!dennﬁcatlon of the relevant classes, families, compasen

. . . . LT and elements from Common Criteria part 2.
ments engineering by seamlessly integrating elicitatrace-
ability and analysis activities. The motivation for thighet
requirements engineering activities are often executed byqtarences
other people than those writing the code, and often without
much contact between the two groups. This applies in par-1. ISO/IEC 27001:2005 Specification for Information Seguian-

8 Conclusion and Future work

ticular to security requirements, which is a major quality a
tribute of today’s systems. Itis therefore important toelep
both the ability of the people involved in the development to

agement, October 2005.

2. M. Alam, M. Hafner, and R. Breu. Model-driven security eng

neering for trust management in SECTEJournal of Software
2(1), February 2007.

identify potential security aspects, and the capabilidifghe 3.
development team to solve these needs in practice through : e baqer 8e0ess 8 AR 2

: : ems wi . In J. Sztpanovits, K. breu, . Ammen-
secgre design. Curre_ntly, SecReq use_s UMLse(_: analysis for werth, R. Bajcsy, J.C. Mitchell, and A. Pretschner, edijtuverk-
tracing between requirements and design and vice versa. FU- sphop on Model-based Trustworthy Health Information System
ture work includes extending the analysis capabilitiesing (MOTHIS@Models)2007.
code development phase, along the lines described in [80]. 4. C. Allmann, L. Winkler, and T. K6lzow. The RequirementsgiEn

. - o . neering Gap in the OEM-Supplier Relationshifpurnal of Uni-
Future work also includes extending the heuristics with = Knowledge Managemen(2):103—111, 2006,

relevantregulatory constraints, such as Sarbanes OXB¥)XS 5. a. Arenas, B. Aziz, J. Bicarregui, B. Matthews, and E. Yn¥a
the EU Privacy Directive and similar. We also plan to look  Modelling security properties in a grid-based operatingtem

M. Alam, M. Hafner, M. Memon, and P. Hung. Modeling and
enforcing advanced access control policies in healthcgse s
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