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Abstract:

In the e-commerce environment, individuals’ concerns for online information privacy play critical roles in determining
their intention to use the Internet to provide personal information for services and transactions. Understanding this
relationship has important implications for e-commerce. Despite much research in this area, an overarching picture
of the relationship between information privacy concerns and the antecedent and consequence factors is yet to be
drawn. Based on a review on empirical studies in this area, this research summarizes the conceptualizations of
privacy concerns and the antecedents and consequences. An integrative framework is developed to illustrate the
relationships between the factors. In this framework, a person’s concern for information privacy regarding a specific
e-commerce website is distinguished from his/her concern for information privacy regarding the general e-commerce
environment. These two forms of privacy concerns have distinct impacts on a person’s online behavior. Their
relationships with multiple antecedent and consequence factors are analyzed.

Keywords: Information privacy, concerns for information privacy (CFIP), General CFIP, Specific CFIP, trust belief,
risk belief, literature review
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Empirical Studies on Online Information Privacy Concerns: Literature Review
and an Integrative Framework

I. INTRODUCTION

With the development of e-commerce, individuals’ information privacy, referring to the ability of individuals to
personally control information about themselves [Smith et al., 1996], is becoming critically important to individuals,
organizations, industries, governments, and the global community [Chan et al., 2005; Davison et al., 2003]. A recent
article in Businessweek reported the concerns of the United States congress about social network giant
Facebook.com’s practices of sharing the private information of its users without their consent [MacMillan, 2010].
Similar concerns were expressed in other major media [e.g., Gross, 2010]. Although organizations, industries, and
governments play important roles in protecting consumers’ online information privacy [Wang et al., 1998] and
consumers may take protective actions to reduce the risks [Chen and Rea, 2004; Son and Kim, 2008; Zviran, 2008],
a full protection of privacy has not been achieved in the e-commerce environment. More studies are needed to
understand online consumers’ privacy concerns and the factors that influence the concerns.

Scholars from multiple disciplines, especially the Information Systems (IS) field, have conducted extensive research
on individuals’ online information privacy based on constructs such as perceived information privacy [e.g., Frye and
Dornisch, 2010; Joinson et al., 2010; Shin, 2010] and information privacy concerns [e.g., Dinev and Hart, 2004,
2005, 2006; Smith et al., 1996]. The former is a direct measure of a person’s perception of his/her information
privacy on the Internet, and the latter captures the worries about privacy control. Although these are two opposing
constructs, they share many antecedents and consequences with reverse relationships [e.g., Casalo et al., 2007;
Eastlick et al., 2006] and have been used interchangeably across studies [e.g., Cases et al., 2010]. To develop a
comprehensive view on online information privacy, this study considers both while emphasizing the privacy concern
construct due to its popularity in research.

To gain deep insight into privacy concerns, scholars have conducted research to measure the construct [e.g.,
Malhotra et al., 2004; Smith et al., 1996; Stewart and Segars, 2002] and to analyze the associated factors [e.g.,
Angst and Agarwal, 2009; Culnan and Armstrong, 1999; Hann et al., 2007; Pavlou et al., 2007; Son and Kim, 2008;
Van Slyke et al., 2006]. Although significant progress has been made in this area, there are several important issues
to be addressed. First, as a large number of factors associated with privacy concerns were recognized, an
integrative framework is needed to consolidate the factors and build a holistic view of privacy concerns. Although
some preliminary frameworks were introduced in literature [e.g., Peltier et al., 2009; Xu et al., 2008], the scopes of
the frameworks were restricted to a small number of factors. To expand knowledge in this area, it is necessary to
incorporate additional factors in a more comprehensive view.

Related to the above issue is the poor organization of the factors associated with privacy concerns. Many different
types of antecedents were recognized, ranging from personal characteristics to culture and regulatory structures
[e.g., Bellman et al., 2004; Junglas et al., 2008], but from what perspective they affect privacy concerns is not well
known. This raises the question of how to effectively apply the factors to protect individual privacy. Similarly, different
consequences of privacy concerns were studied, including privacy attitudes, behavioral intentions, and actual
behaviors [e.g., Son and Kim, 2008], but how these consequences are organized and interrelated is not
systematically analyzed, either. Without a proper organization of the factors, it is difficult to use the factors to
develop proper action plans to protect privacy.

The third issue deals with the lack of synthesis in this area. For example, the conceptualizations and measurements
of the privacy concern construct differ significantly across studies [e.g., Buchanan et al., 2007; Malhotra et al., 2004;
Smith et al., 1996]. No horizontal comparison of these measurements was attempted, so that the potential impact on
further research is unknown. Another example is the impact of information on privacy: various types of information,
such as medical records [Rohm and Milne, 2004], identifiable and non-identifiable information [Faja and Trimi, 2006]
and exclusive information [Chen et al., 2009] were examined in studies, but a generalization across the information
types was not proposed, raising the question of how to evaluate new types of information in further research. As
studies in this area progress, a synthesis and consolidation is needed to clarify these critical concepts.

Finally, the literature presented controversial relationships between privacy concerns and some key constructs such
as trust belief and risk belief. Some studies treated trust as a predictor of privacy [Pavlou et al., 2007; Tsarenko and
Tojib, 2009], while others treated it as a consequence [Casalo et al., 2007; Chiu et al., 2009; Eastlick et al., 2006; Liu
et al., 2005; Malhotra et al., 2004; Van Slyke et al., 2006]. Similarly, risk belief was studied as both the antecedent
[Dinev et al., 2006; Dinev and Hart, 2006; Xu et al., 2008] and the consequence of privacy concerns [Cocosila et al.,
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2009; Malhotra et al., 2004; Van Slyke et al., 2006], calling for clarifications.

To address the above issues, this article follows the literature review study guidelines [Schwarz et al., 2007] to
provide a review on information privacy research. Topics discussed include the measurement of privacy concerns,
antecedents, consequences, and moderating effects. Based on the review, an integrative framework is developed to
illustrate the relationships between the factors and to highlight opportunities for further improvement. The study
attempts to achieve several objectives: (1) to integrate research in the area and develop a comprehensive view, (2)
to organize the antecedent and consequence factors for a better understanding of their effects, (3) to synthesize
research findings to clarify concepts, and (4) to provide solutions to some of the controversial relationships.

The rest of the article is organized as follows. First, the research method is described, followed by the report of the
review findings. The integrative framework for further research is then developed, and the key relationships in the
framework are proposed. Finally, implications, future research directions and limitations are discussed.

Il. RESEARCH METHOD

This research follows the common approaches of literature review study [e.g., Lee et al., 2007; Saeed et al., 2003;
Schwarz et al., 2007]. To perform a rigorous analysis of the content in each article, the content analysis method is
used. Content analysis is a systematic, objective, and quantitative analysis of message characteristics [Neuendorf,
2002]—in this case the research articles. It provides a more scientific approach to examining literature than literary
criticism [Kassarjian, 1977] and has been applied in literature review research [e.g., Brutus et al., 2010; Jourdan et
al., 2008]. Specifically, the current study adopts the interpretative type of content analysis in order to develop a
theoretical framework from the observations of existing literature in the area; to this end, conceptual categories are
developed to enable comparative analysis [Neuendorf, 2002, p. 6].

Although Neundorf [2002] introduced a popular framework of content analysis consisting of nine steps, this research
adopts a shorter framework by Kassarjian [1977]. First, the sample for study is selected from the available
population of documents. This step consists of the specification of search criteria, the selection of journal pool,
search string and time range, and the extraction of research articles from the pool. The second step is to determine
the unit of analysis and coding scheme. In this review, constructs and effect sizes reported in each article are coded,
along with descriptive information, such as research methods and sample sizes. The third step is to categorize the
content according to predetermined rules. The last step analyzes the data. These steps are described in the next
sections.

Inclusion and Exclusion Criteria

It goes beyond the scope of this research to review all the studies on information privacy; instead, this research
examines empirical studies on individuals’ online information privacy and its impact on their online behavior. A
detailed list of inclusion and exclusion criteria is described in Table 1. First of all, this research reviews only studies
in the e-commerce domain; other privacy issues such as workplace privacy [e.g., Allen et al., 2007] are not
discussed. Although distinctions exist between e-commerce models such as e-tailing and social-networking, their
boundaries are becoming less clear as e-commerce evolves, and consumers may exert similar activities on either
site while holding similar concerns. For example, a person may join others on an e-tailing website to discuss product
features, or click on an ad on a social-networking site to purchase products. In either case, the person’s information
may be collected or used without his/her knowledge, causing privacy concerns. While some studies have focused on
certain types of websites such as social networking sites [e.g., Shin, 2010], others tended to move beyond the
differences between e-commerce models and recognized similar antecedents and consequences of privacy
concerns [e.g., Xu et al., 2008]. In order to provide a comprehensive review, privacy issues regarding all e-
commerce models are summarized.

The second criterion deals with individual-level of study. Other levels of research such as organizational level [e.g.,
Greenaway and Chan, 2005; Schwaig et al., 2006] are not discussed. Third, this review examines empirically tested
behavioral studies only, for the purpose of developing an integrative framework based on empirical evidences. This
excludes other types of research such as mathematical modeling [e.g., Chellappa and Shivendu, 2007; Garfinkel et
al.,, 2007; Li and Sarkar, 2006] and technology frameworks [e.g., Smyth, 2007]. Descriptive studies, although
containing empirical evidences [e.g., Paine et al., 2007], are also excluded due to the lack of causality measures.

Additionally, only studies that contain a privacy or privacy concern related construct are included; studies that
address privacy issues without a qualified construct are ignored [e.g., Aljukhadar et al., 2010; Hann et al., 2007]. In
fact, many studies measure privacy beliefs through other surrogates such as trust beliefs or risk beliefs [e.g.,
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Table 1: Literature Selection Criteria

Criteria Inclusion criteria Exclusion criteria (with examples)
Domain of Privacy in e-commerce (such as e- Privacy in workplace (e.g., Allen et al., 2007)
research tailing, e-content, and social networking)

Level of Individual level Other levels of study such as organizational

research level (e.g., Greenaway and Chan, 2005;
Schwaig et al., 2006)

Types of Behavioral studies Other types of studies such as mathematical

research and economic modeling (e.g., Chellappa and

Shivendu, 2007; Garfinkel et al., 2007; Li and
Sarkar, 2006), technology papers (e.g., Smyth,
2007), conceptual papers (e.g., Conger, 2009),
and laws and public policy papers (e.g.,
Ciocchetti 2007; DeMarco, 2006)

Methods of Empirical studies (such as surveying and | Qualitative research and case studies (e.g.,

research experimentation) Culnan and Williams, 2009) and descriptive
studies (e.g., Paine et al., 2007)

Key Must contain perceived privacy or Studies without a qualified construct (e.g.,

constructs privacy concern related constructs Aljukhadar et al., 2010; Hann et al., 2007)

Sources of Peer-reviewed academic journals and Professional journals (e.g., Brown, 2009)

publications the proceedings of the International
Conference on Information Systems

Aljukhadar et al., 2010]. Nevertheless, trust and risk beliefs are distinct from privacy beliefs, and studies have
examined their relationships [e.g., Okazaki et al., 2009]. To prevent any confusion, those studies without a privacy
construct are excluded.

Finally, only peer-reviewed academic research is analyzed for improved rigor. Potential contributions from
professional journals and magazines [e.g., Brown, 2009] are discussed later. This research adopts a normative
approach to studying privacy concerns [Smith et al., 1996] in order to present a unified view of the construct, the
limitation of which is also discussed later.

Journal Pool, Search Strings, and Time Range

The primary source of publications consists of IS journals, as IS is a major discipline in this area of research; the
Association for Information Systems (AlIS) website (www.aisnet.org) hosts a list of the journals. Nevertheless, not all
the IS journals were searched, as some seldom publish on empirical behavioral studies, such as Atrtificial
Intelligence, IEEE Transactions on Software Engineering, and Computer and Operations Research. Other IS
journals that have been searched in this study are reported in Table 2. In addition, the bibliographies provided by
Davison et al. [2003] and Chan et al. [2005] both indicate that many other disciplines in business, psychology, and
social sciences are also involved in privacy research. To incorporate findings from these disciplines and to provide a
comprehensive synthesis on the topic, journals from other disciplines were also searched, majorly through online
research databases such as EBSCO/Business Source Premier and ScienceDirect. The third source includes the
proceedings of the International Conference on Information Systems (ICIS), which publish high quality research
articles in the IS field [Koh, 2003].

Next, search strings used to retrieve articles from the journal pool, especially the searchable online databases, were
selected. Although “privacy concerns” and “information privacy” are popular keywords, an analysis on example
articles from leading IS journals reveal that not all the studies have used either keyword. Indeed, other keywords
were used, such as online privacy, consumer privacy [Awad and Krishnan, 2006], privacy calculus [Dinev and Hart,
2006], privacy assurance, privacy statement, privacy seal [Hui et al., 2007], and simply, privacy [Stewart and
Segars, 2002]. Other papers contain no keywords related to “privacy,” but the term appeared in the titles or abstracts
[e.g., Kim, 2008; Yao and Murphy, 2007]. Therefore, to maximize the coverage of qualified articles, the term privacy
is searched in titles, abstracts, and keywords. Details of the search process are described later.

While there is no particular guideline for specifying the time range of the publications, a typical approach is to
recognize a historical fact in the line of research [Lee et al., 2007]. Using this method, this study sets 1996 as the
starting point because of Smith et al.’s [1996] influential work of developing a scale to measure the privacy concern
construct. There are several reasons. First, studies on information privacy prior to 1996 had been focused on
employee privacy within organizations [e.g., Woodman et al., 1982]. With the proliferation of the Internet technology,
information privacy is becoming more critical in the online environment. Second, e-commerce emerged in the mid-
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1990s, and the number of corresponding research articles substantially increased since 1996 [Lee et al., 2007; Ngai
and Wat, 2002]. As the review focuses on online information privacy research, it is acceptable to treat Smith et al.’s
work as a critical milestone in this area and 1996 as the starting point of literature search. In addition, the search
process, starting from the most recent publications, indicates that a small number of articles published prior to 2000
meet the inclusion criteria, further confirming the choice. Therefore, the author searched for articles published since
1996.

The Search Process

A variety of channels were used to find qualified articles from the above journal pool. For the IS journals, a
combination of publishers’ websites, electronic publications, and printed publications was used. ICIS proceedings
were searched directly from the AIS website.

Articles from other disciplines were extracted from online databases (EBSCO/Business Source Premier and
ScienceDirect); printed publications were consulted whenever the digital subscription does not contain the full text.
In both online databases, the author searched for the string “privacy” in the titles, abstracts, and keywords in articles
published since 1996. For EBSCO, additional limiters such as “peer-reviewed academic journals and research
articles” were used, yielding a list of 3,911 articles. The list was sorted on sources (publication names) with fifty
articles shown on each page. Many sources were skipped that do not have a tradition of publishing empirical
behavioral studies, such as the Journal of the American Association of Individual Investors (AAll) and the American
Bankers Association (ABA) Journal that appeared on top of the list. The rest of the list was scrutinized carefully. For
ScienceDirect, the search was restricted to journals in the following fields: business, management, and accounting;
decision sciences; psychology; and social sciences. The search yielded 949 papers, many of which were published
in journals such as Computer Law & Security Review (146 papers) and Computer Standards & Interfaces (forty-
three papers) and were discarded due to limited relevance to the study. The remaining 452 articles were examined
based on criteria in Table 1.

Through the above process, eighty-eight articles were recognized from the journal pool, including fifty-five articles
from IS journals, six from ICIS proceedings, and twenty-seven from other disciplines. The distributions of the articles
are shown in Table 2.

Table 2: Publications by Academic Fields

Academic fields Number of articles

Information Systems (IS) 55
10 IS journals with the most publications:

MIS Quarterly

Decision Support Systems

Journal of Internet Commerce

Computers in Human Behavior

Communications of the Association for Information Systems

European Journal of Information Systems

Information Systems Research

International Journal of Electronic Commerce

Journal of the Association for Information Systems
Other IS journals 20
Marketing and consumer research 14
Other management fields (including tourism management, service 12
management, healthcare management, engineering management,
and organization science)
Psychology 1
ICIS proceedings 6
Note: Other IS journals with no qualified papers recognized (since 1996) include Communications of ACM,
Information and Organization, Information Systems Journal, Information Technology and People,
International Journal of Information Management, Journal of Information Systems, Journal of Information
Technology, Journal of Information Technology Theory and Application, Journal of Organizational
Computing and Electronic Commerce, and MIS Executive.

WWWWWPrhOo1O1O®

Unit of Analysis and Coding

The unit of analysis in this research contains constructs and their causal relationships. The following items were
recorded: privacy constructs, antecedents, consequences, and moderators. The measurements of the privacy
constructs were also recorded. For the causal relationships and moderating effects, the study recorded the effect
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sizes (e.g., path coefficients, correlations, t-values, and F-values, etc.) and the significance levels if available, and
narrated the major findings in each study. To provide more information about the literature, the following contents
were also recorded: research objectives, research methods, samples and sample sizes, and data analysis methods.
The coding results were categorized based on the natures and the interrelationships of the constructs, including
antecedents, consequences, and moderating effects, reported in Appendices A, B, C, and D.

A typical threat to content analysis is the subjectivity in interpreting the contents, which is measured as the inter-rater
reliability [Kassarjian, 1977; Neuendorf, 2002]. Nevertheless, since this review examines manifest content in each
article rather than latent content derived from the words, the inter-rater reliability is not a critical concern [Potter and
Levine-Donnerstein, 1999]. In addition, all the coding results are reported in the appendices for further verification.
Therefore, despite the single rater in the study, the content recorded is reliable.

lll. RESEARCH FINDINGS

Primary findings from the content analysis are reported in this section, including general descriptions of the sample
of studies, a comparison of measurement scales, and categorized antecedents, consequences, and moderating
effects.

Descriptive Results

Table 2 confirms the active roles of the IS discipline in studying online information privacy. Of the eighty-two journal
articles recognized, fifty-five (or 67 percent) were published in IS journals; this is followed by the marketing and
consumer research field (fourteen articles or 17 percent). In addition, information privacy research has been broadly
embraced in the IS field, as illustrated by the variety of publication outlets. Surprisingly, not many empirical studies
were recognized in the psychological field. This may be interpreted by the fact that privacy is more of a social and
legal issue than a personal psychological issue, as evidenced by the number of publications in journals such as
Computer Law & Security Review.

Academic research on online information privacy has gained popularity in the last decade, as shown in Figure 1.
Interestingly, except for Smith et al.’s [1996] study, no qualified research was published prior to 1999. This conforms
to Lee et al.’s [2007] finding that it typically takes time before the academic literature recognizes the significance of
practical developments in the e-commerce area.

18
16
14
12
10

o N b~ OO

Figure 1. Publications by Year

In terms of research methods, surveying dominated the sample of studies (sixty-three studies or 72 percent), with
the remaining based on experimentation and quasi-experimentation (twenty-five studies or 28 percent). Many of the
survey studies tested individuals’ privacy concerns with regard to general Internet use [e.g., Dinev and Hart, 2004,
2005, 2006], while experimental studies examined privacy concerns for specific websites [e.g., Bansal et al., 2008,
2010]. This seems to reflect the relative advantage of a method over the others in dealing with particular types of
privacy concerns.

For data analysis methods, half of the studies (forty-four) applied the Structural Equation Modeling (SEM) approach,
including the component-based SEM (PLS) and the covariance-based SEM (LISREL). Other methods were also
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used, including analysis of variance, analysis of covariance, multivariate regression, t-test, and correlations, etc. This
implies the maturity of research methods in the area.

For the research subjects, over half of the studies (forty-five) explicitly stated that students (across all levels) were
employed, although several studies did not provide subject profile information. While the potential limitations of using
student subjects in research were noticed, as students comprise a major body of Internet users, their privacy
perceptions were valid sources for privacy research [Junglas et al., 2008; Kumar et al., 2008].

In addition, a substantial number of studies (more than forty-one or 47 percent) were conducted on subjects in the
United States, while several other studies did not provide the nationality information of the subjects. This suggests
that the current understanding of online privacy concerns is primarily derived from the U.S. population. Scholars
showed the difference in privacy perceptions between the U.S. citizens and non-U.S. citizens [Dinev and Hart, 2006]
and the impact of culture and regulatory structures on privacy [Bellman et al., 2004]. It is critical to expand research
on other populations in such a globally networked society.

For the privacy constructs studied, privacy concern dominated the sample of studies (seventy articles or 80 percent),
followed by perceived privacy. A few other constructs were used occasionally, such as perceived privacy risk
likelihood [Cazier et al., 2008], and privacy attitude [Stutzman et al., 2011]. Shown in Appendices A and B and
discussed later, no significant difference was observed between the constructs in terms of antecedents and
consequences, confirming the validity in the literature search.

The review also showed distinctions in the conceptualizations and measurements of the privacy constructs,
especially the privacy concern construct. Several studies were devoted to developing scales to measure it. Due to
the potential impact of measurements on theories, it is necessary to compare the existing scales, discussed in the
next section.

Information Privacy Concerns: Conceptualizations and Measurements

While companies such as Equifax use a general, one-item scale to measure information privacy concerns [Smith et
al., 1996, p. 185], scholars tend to interpret it as a latent construct and measure with manifest variables. Due to the
differences in conceptualizations of the construct, several measurement scales were developed in the literature with
many others adapted from past research. The review recognized five scales that were developed through a rigorous
scale-development process to particularly measure the construct; key components of these scales are summarized
in Table 3.

Table 3: Comparison of the Measurements of Information Privacy Concerns ‘

Literature Structure of the construct Comments
Smith et al. [1996] | Four dimensions: collection (4 items), These four dimensions are highly
errors (4 items), improper access (3 items), | correlated, but a higher-order
and unauthorized secondary use (4 items) | construct was not proposed.
Second-order construct with four This scale is based on Smith et al.
dimensions: collection (4 items), errors (4 [1996].
items), unauthorized access (3 items), and
secondary use (4 items)

Stewart and
Segars [2002]

Malhotra et al.
[2004]

Second-order construct with three
dimensions: control (3 items), awareness
(3 items), and collection (4 items)

The collection dimension overlaps with
that in Smith et al. [1996] and Stewart
and Segars [2002]

Dinev and Hart
[2004]

Two dimensions: abuse (4 items) and
finding (9 items)

Abuse deals with improper access and
unauthorized use, and finding includes
a number of specific privacy issues
such as the exposure of names,
address, and credit card information.

Buchanan et al.
[2007]

Unidimensional (16 items)

The items measure a person’s
concerns about specific privacy issues
such as identity theft, access to
medical records, virus attack, and
mishandling of e-mails, etc.

The first study, by Smith et al. [1996], explored the underlying structure of privacy concerns and developed a latent
construct called Concerns for Information Privacy (CFIP). CFIP consists of four dimensions: collection, errors,
unauthorized secondary use, and improper access. Although these dimensions were highly correlated, Smith et al.
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did not propose a higher-order construct. To enhance the psychometric properties of the scale, Stewart and Segars
[2002] proposed a higher-order CFIP construct with the same dimensions and items, which provided a parsimonious
view of the construct and received stronger theoretical as well as empirical support such as model fit. Although the
original CFIP scale was not restricted to the Internet specificity, it has gained popularity in this area of research (see
the third column in Appendix A).

Malhotra et al. [2004] developed another scale of privacy concerns from the Internet specificity, called Internet
Users’ Information Privacy Concerns (IUIPC). It is a higher-order construct with three dimensions: control,
awareness, and collection. The rationale for developing a new scale other than CFIP was that the dimensionality of
privacy concerns is “neither absolute nor static’ and “the Internet provides a variety of means for consumers to
control personal information that is stored in an organization’s database” [Malhotra et al., 2004, p. 338]. However, no
evidence shows the limitations in measuring Internet privacy concerns with CFIP, and further research using this
scale did not report noticeable problems [e.g., Angst and Agarwal, 2009; Kumar et al., 2008]. Nevertheless, the
IUIPC construct suggests new ways of conceptualizing and measuring the privacy concern construct.

The fourth scale, by Dinev and Hart [2004], was also developed in the Internet domain with modifications needed to
avoid capturing unrelated beliefs. Two dimensions of privacy concerns were identified: finding and abuse. These two
dimensions deal with privacy concerns regarding specific issues such as the theft of credit card information and
personal contact information. Although the two dimensions were highly correlated, Dinev and Hart did not propose a
higher-order construct, either.

The last scale, by Buchanan et al. [2007], contains sixteen unidimensional items that capture specific privacy issues,
which are comparable to the items developed by Dinev and Hart [2004].

Comparing across the scales in Table 3, one may notice that although the specific structures of the scales differ,
they share many common items or dimensions. While the Smith et al. scale, further refined by Stewart and Segars,
was the most adopted, the existence of other scales and the rationales of developing those scales suggest that
refinement is needed to capture the most relevant components of the CFIP construct in an evolving technological,
social-cultural and legislative environment [Dourish and Anderson, 2006]. It would also be important, from a
research rigor point of view, to test the construct validity of the scales across studies.

Although some studies adopted the full scales listed above [e.g., Angst and Agarwal, 2009; Bellman et al., 2004;
Kumar et al., 2008; Van Slyke et al., 2006], others tailored the measures to fit particular research contexts [e.g., Faja
and Trimi, 2006; Pavlou et al., 2007; Sheng et al., 2008]. A key rationale for modification, as mentioned above, was
that it helped to avoid capturing unrelated sets of beliefs about privacy concerns. It was also not uncommon for
studies to use surrogates to measure privacy perceptions, such as information privacy anxiety, information privacy
exposure, perceived information privacy importance [Chai et al., 2009], perceived privacy control [Connolly and
Bannister, 2007], and perceived importance of personal privacy [Hossain and Prybutok, 2008]. Many of these
measures, though, share essential aspects of privacy concerns with existing scales and provide important
supplements to these scales. To sustain the research tradition in this area, it would be beneficial to refine existing
scales to incorporate the additional facets of the privacy concern construct.

Antecedents of Privacy Concerns

To date, multiple theories were applied to interpret the formation of individuals’ privacy concerns and to analyze the
corresponding behavioral consequences, such as the expectancy theory [Hann et al., 2007], information boundary
theory [Xu et al., 2008], personality theory [Korzaan and Boswell, 2008], principle-agent theory [Pavlou et al., 2007],
privacy calculus theory [Dinev and Hart, 2006], procedural fairness theory [Culnan and Amstrong, 1999], protection
motivation theory [Chai et al., 2009], social cognitive theory [Chai et al., 2009], social contract theory [Malhotra et al.,
2004], and social response theory [Zimmer et al., 2010]. A large number of antecedents were studied based on the
theories. These factors, as shown in Appendix B, can be categorized into five groups based on their levels of
research: individual factors, social-relational factors, organizational and task environmental factors, macro-
environmental factors, and information contingencies. A summary of these factors follows.

Individual Factors

The individual-level factors are thus far the most frequently analyzed antecedents of online privacy concerns. Based
on the natures and the theoretical backgrounds of the factors, they can be further categorized into the following
groups:

Demographic factors Age, gender, education, income, and other individual factors are expected to have a potential
impact on individuals’ privacy concerns. A frequently studied factor, gender, seems to exert a relatively consistent
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effect on privacy beliefs: except for a few studies in which insignificant effect was observed [e.g., Ji and Lieber,
2010; Yao et al., 2007], others show that women are in general more concerned about their information privacy than
men [Fogel and Nehmad, 2009; Hoy and Milne, 2010; Janda and Fair, 2004; Joinson et al., 2010; Laric et al., 2009;
Sheehan, 1999; Youn, 2009]. Age has a positive impact on privacy concerns in some of the studies [Janda and Fair,
2004; Joinson et al., 2010; Laric et al., 2009], but in others it influences only those without online shopping
experiences [Chen et al., 2001b]; for individuals in different cultural, economic or technological environments, age
may have an opposite impact on privacy concerns [Zhang et al., 2002]. Other factors, such as income and
education, were not found to have a significant impact on privacy concerns across studies [Chen et al., 2001b; Ji
and Lieber, 2010; Zhang et al., 2002].

While the above studies formally tested the direct impact of consumer demographics on privacy beliefs, others have
operated these factors as control variables and observed similar effects [e.g., Bellman et al., 2004]. In addition to the
predictive effects, demographic factors such as gender were also found to have a moderating impact on privacy
concerns [Janda, 2008], although this type of research is very limited.

Several studies provide explanations of why demographic factors influence a person’s privacy concerns. For
example, Chen and Rea [2004] suggest that, compared to women, men have stronger interests and skills in
computers and are more likely to take active control over unwanted presence. Similarly, Fogel and Nehmad [2009]
explain that men are more prone to risk-taking than women. These arguments suggest that a person’s knowledge,
experience, and even personality traits are closely related to his/her levels of privacy concerns.

Personality traits As a part of the scale development process, Smith et al. [1996] tested the impact of paranoia
(defined as the persistent misperception of oneself as the target of another's thoughts or actions; Fenigstein and
Vanable, 1992), social criticism (defined as the degree of acceptance or rejection of the values, norms, and
practices of society; Jessor and Jessor, 1977), and cynical distrust (standing for the distrust of apparent motives of
others) on CFIP; correlation analysis showed a positive link of each trait to CFIP. Dinev and Hart [2005] then
examined the impact of social awareness (referring to a citizen’s behavior with respect to following and being
interested in and knowledgeable about community and government policies and initiatives, including those related to
technology and the Internet) on Internet privacy concerns and found a positive relationship.

Two studies so far tested the impact of the Big Five personality traits [McCrae and Costa, 1991] on privacy
concerns: the study by Junglas et al. [2008] shows that agreeableness (defined as an individual’s propensity to
strive for harmony and low levels of conflict in interpersonal relationships) has a negative impact on CFIP, while
conscientiousness (defined as an individual's strive for dependability, attention to detail, and exact effort) and
openness to experience (defined as an individual’'s curiosity, intellect, and propensity to try new things and to
experience new situations) both have a positive effect. The other two traits, extraversion (defined as an individual’s
predisposition to experience positive life events) and emotional stability (defined as an individual's tendency to stay
emotionally balanced across situations), have insignificant impacts on CFIP. The other study by Korzaan and
Boswell [2008], however, shows different results: agreeableness had a positive impact on CFIP; extraversion and
conscientiousness had no significant impact; and neuroticism and intellect were found to influence computer anxiety,
but their impacts on CFIP were not tested. Although further research is needed to resolve the conflicts, the literature
confirms that certain aspects of personality traits do have an impact on a person’s privacy concerns.

Personal knowledge and experience Personal knowledge and experience are important sources of information
about privacy issues. These include general knowledge about Internet use and specific knowledge about privacy
invasions. Empirical evidences of the impact of specific knowledge and experience on privacy concerns are
relatively consistent, as previous experience with information misuse and disclosure [Smith et al., 1996; Okazaki et
al., 2009], knowledge of media coverage on information misuse [Smith et al., 1996], and previous experience with
online privacy invasion [Bansal et al., 2010; Zviran 2008] all have a positive impact on privacy concerns. Mixed
effects were found regarding general knowledge and experience: Internet literacy [Dinev and Hart, 2005] and
Internet experience [Bellman et al., 2004] were shown to have a negative impact on privacy concerns; Web usage
and use of privacy enhancing mechanisms [Zviran 2008] had a positive impact; Web skills and Web experience had
no impact [Janda and Fair, 2004; Zviran 2008]; and Internet use fluency and Internet use diversity both had a mixed
impact on privacy concerns [Yao et al., 2007; Yao and Zhang, 2008]. A possible reason for the mixed results is the
variety of Internet knowledge, which may have distinct roles in privacy formation. Another reason is that the
relationship between general knowledge of Internet and privacy concerns may not be linear: as the knowledge of
privacy issues grows, a person may become more concerned about online privacy; with further accumulation of such
knowledge, the person may learn to avoid some of the privacy risks and therefore become less concerned. More
efforts are needed to examine the nature of such knowledge and its impact on privacy concerns.

Psychological and social-psychological factors A person’s online privacy concerns may be influenced by other
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psychological or social-psychological states of the person. For example, Yao et al. [2007] studied the impacts of
psychological need for privacy (or privacy disposition, defined as an individual’s disposition to desire more or less
privacy in various social situations) and beliefs in privacy rights on online privacy concerns; the empirical results
confirmed the impact of both. Xu et al. [2008] tested the roles of privacy disposition, although its impact on privacy
concerns was mediated by another construct called perception of intrusion. Phelps et al.’'s [2001] analysis of
consumers’ desire for control over personal information also shows that this construct has a positive impact on
privacy concern.

Stewart and Segars [2002] analyzed the influence of computer anxiety on CFIP and observed a positive relationship
between the two. Computer anxiety denotes the tendency of individuals to be uneasy, apprehensive, or fearful about
current or future use of computers [Parasuraman and Igbaria, 1990]; individuals who experience high levels of
computer anxiety are likely to behave less comfortably around computers than individuals whose level of anxiety is
low, therefore having more concerns about the collection and use of their private information through computers.
The study by Korzaan and Boswell [2008], though, did not find support of this relationship, for which the reasons
were discussed.

Self-efficacy, referring to a person’s belief in his or her capabilities and cognitive resources needed to perform
certain tasks [Bandura, 1994], is another potential predictor of privacy concerns. The study by Yao et al. [2007]
found marginal support of the impact of general self-efficacy on privacy concerns, although the influence of the more
pertinent computer self-efficacy construct was not tested. Due to the close relationship between computer self-
efficacy and computer anxiety [Igbaria and llvari, 1995; Thatcher and Perrewe, 2002], one would expect that
computer self-efficacy would have a stronger impact on privacy concerns than general self-efficacy, which needs to
be further verified.

Dinev and Hart [2004] tested the impact of perceived vulnerability and perceived ability to control on privacy
concerns; only the impact of perceived vulnerability was confirmed. The studies by Xu [2007] and Xu et al. [2008],
though, found strong support of the impact of perceived control on privacy concerns. A similar construct, decisional
control, was also found to have a significant impact on privacy concerns [Chen et al., 2009].

Finally, perceived Internet privacy risks [Dinev et al., 2006; Dinev and Hart, 2006; Xu et al., 2008] and trust beliefs
[Pavlou et al., 2007] both have a significant impact on privacy concerns: the former increases a person’s privacy
concerns while the latter mitigates the concerns. A potential relationship between these two antecedents was tested
in literature, showing that trust belief is negatively associated with risk belief [e.g., Xu et al., 2005]. It should be noted
that based on the definitions, perceived vulnerability and perceived privacy risk are equivalent concepts [Dinev and
Hart, 2004; Youn, 2009].

Social-Relational Factors

These factors gauge the influence of people one knows on his/her awareness of privacy issues. For example, Xu et
al. [2008] tested the indirect impact of social norms (also called subjective norms, referring to the common patterns
and forms of privacy in a social group that the individual belongs to) on individuals’ privacy concern, which was
mediated by privacy disposition. Another study by Youn [2008] examined the influence of parental mediation on
teens’ privacy concerns. Of the three mediation techniques studied, co-surfing and parent-child discussion had
positive impacts on privacy concern, and rule-making had no significant impact. Other social-relational factors such
as peers’ impact on privacy invasion and protection were also studied [Chen et al., 2009], although specific
antecedents of privacy concern were not recognized. Overall, studies on this type of antecedents are limited and
demand more attention.

Organizational and Task Environmental Factors

Privacy concerns are largely due to improper information practice by organizations, so that organizations play critical
roles in influencing consumers’ concerns. A popular approach to alleviating privacy concern is to establish and
enforce privacy policies and fortify the policies with third party assurance. A number of studies have tested the
impact of both, and the results are in accordance with the expectations [Andrade et al., 2002; Lee and Cranage, in
press; Lwin et al., 2007; Nam et al., 2006; Wirtz et al., 2007]. Other types of Web vendor privacy interventions,
representing the level to which a specific website conveys its efforts to address privacy issues and discloses the
company’s information practices, were also found to have an impact on privacy perceptions [Faja and Trimi, 2006].

Online merchants may adopt other techniques to reduce uncertainties in a virtual environment. Two techniques,
social presence and website informativeness, could achieve this result [Pavlou et al., 2007]. The former refers to the
extent to which a consumer feels that the online environment closely resembles a physical interaction with a seller
and recreates the notion of human touch, and the latter represents the degree to which a consumer perceives that a
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website provides resourceful and helpful information about the seller. Both help to reduce the privacy concerns
about a particular website.

In addition, the reputation and trustworthiness of an organization also reduce a person’s privacy concerns regarding
that organization [Andrade et al., 2002; Yousafzai et al., 2009], and reputation has an impact on trust beliefs as well
[Eastlick et al., 2006]. However, the impact of reputation on privacy concerns was not supported in Nam et al.’s
[2006] study.

Macro-Environmental Factors

Two environmental factors, cultural values (e.g., power distance, individualism, masculinity, and uncertainty
avoidance; Hofstede, 1991] and governmental regulatory structures (e.g., omnibus, sectoral, or non-regulation/self-
help), were tested for their impact on privacy concerns. The study by Milberg et al. [2000] confirmed the impact of
cultural values on Internet users’ information privacy concerns: power distance, individualism, and masculinity each
have a positive impact on the concerns, whereas uncertainty avoidance has a negative impact. A study by Bellman
et al. [2004] showed a complex relationship between the cultural dimensions and the CFIP dimensions, and this
relationship is further mediated by government regulations.

The relationship between governmental regulatory structure and CFIP was also tested: Bellman et al. [2004] showed
that people from countries with no privacy regulation were more concerned about errors in databases and online
transaction security than people from countries with omnibus or sectoral regulations. On the other hand, Milberg et
al. [2000] showed that higher-level privacy concerns were associated with the preference for more restrictive
regulatory approaches than corporate self-regulation, implying that more restrictive regulations are helpful in
reducing such concerns. Other studies also confirmed the roles of government regulations on privacy belief [Lwin et
al., 2007; Tsarenko and Tojib, 2009; Wirtz et al., 2007].

Information Contingencies

Studies show that people are more sensitive to the requests of certain types of information than other types [e.g.,
Rohm and Milne, 2004]; these factors are called information contingencies in this study. Two forms of information
contingencies are examined, as summarized below:

Types of information A number of studies tested the impact of requests for certain types of information on
individuals’ privacy concerns: Rohm and Milne [2004] showed that people were more concerned about their medical
records when such information was used by other organizations, especially by those contacted less frequently; Ji
and Lieber [2010] showed that online disclosure of personal identifiable information such as homework address and
video was significantly associated with privacy concerns; and Ward et al. [2005] showed that a person’s privacy
concern was associated with financial information requests but not with requests for personally identifiable
information. Another research by Faja and Trimi [2006] examined the moderating role of identifiable information and
non-identifiable information on the relationship between privacy and behavioral intentions and yielded positive
outcomes.

While certain rules of thumb may be derived from the studies, some scholars argue that the rules may not hold
universally [Zimmer et al., 2010], and no existing criteria are applicable to many other types of information not
analyzed in the literature. For instance, would a Facebook-user worry about the information privacy regarding his/her
list of favorite restaurants and music records? Information boundary theory [Stanton and Stam, 2003] indicates that
the perception of information privacy is not fixed but influenced by contextual factors such as interpersonal
relationships. This suggests that a focus on information types may not produce generalizable results. A more
pertinent approach is needed.

Information sensitivity Moving beyond information types, other research used various forms of information sensitivity
measures to test the impact of information requests on privacy concerns. For example, Rohm and Milne [2004] used
the information sensitivity concept to develop their research model, and Malhotra et al. [2004] used a dichotomy to
examine the impact of less sensitive information and more sensitive information on trust belief and behavioral
intention. Although the impact of the information did not fall directly onto the privacy constructs, Malhotra et al.
implied in their discussion a potential relationship between the two. Yang and Wang [2009] conducted a research to
directly test the impact of information sensitivity on privacy concerns; the results were however insignificant. Bansal
et al. [2010], then, experimentally tested the impact of perceived health information sensitivity on individuals’ health
information privacy concerns and observed a significant relationship.

Using an information relevance measure, Lwin et al. [2007] found that people’s privacy concerns are dependent on
the relevance of data to online transactions, and their concerns will rise if irrelevant data are requested. Information
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exclusivity, referring to the kind of information about a specific person, was also found to have an influence on
privacy concerns [Chen et al., 2009]. Although information sensitivity seems to be a key to understanding the impact
of information on privacy, as this construct has been traditionally underdeveloped [Zimmer et al., 2010], the limited
empirical evidence suggests that more research is needed to test the relationship in order to reach a consensus.

In sum, many privacy concern antecedents were recognized in the literature. Although the results are mixed for
certain factors, in general a person’s concerns for information privacy are dependent on a number of factors ranging
from individual characteristics to information contingencies. It would be important to clarify the mixed effects of some
critical antecedents such as personal knowledge and experience, and to recognize additional factors from the
multiple levels.

Consequences of Privacy Concerns

The consequences of privacy concerns also received substantial attention in research, as shown in Appendix C.
Many of the consequence factors were analyzed from the theory of reasoned action [TRA; Ajzen and Fishbein,
1980] and the theory of planned behavior [TPB; Ajzen, 1991] perspectives, including beliefs of the behavior,
attitudes toward the behavior, behavioral intentions, and actual behaviors. These categories of factors are
summarized in sequence.

Personal Beliefs

Trust belief Trust belief refers to the degree to which people believe a firm is dependable in protecting consumers’
personal information [Malhotra et al., 2004]. It differs from other types of beliefs such as disposition to trust and
institution-based trust [McKnight and Chervany, 2002]. The impact of privacy concerns on trust belief has been
investigated in various contexts such as online textbook purchase [Liu et al., 2005; Van Slyke et al., 2006], online
subscription [Eastlick et al., 2006], financial service [Casalo et al., 2007], healthcare [Bansal et al., 2010] and
general online shopping [Chiu et al., 2009]. Most studies show a negative impact of privacy concerns on trust,
although no impact and even positive impact were occasionally observed [e.g., Bansal et al., 2010; Van Slyke et al.,
2006]. Possible reasons for the exceptions were discussed, pointing to a complex relationship between the
constructs.

Risk belief and perceived uncertainty Another important consequence of privacy concern is perceived risk. Their
relationship has been tested in similar manners as trust belief but the results are more consistent, showing that
privacy concern has a positive impact on risk belief [Cocosila et al., 2009; Malhotra et al., 2004; Van Slyke et al.,
2006]. The only exception is the second data set in Van Slyke et al.’s [2006] study, where non-significant
relationship was observed for lesser known e-tailers.

Similar to risk belief, perceived uncertainty, referring to the degree to which the outcome of a transaction cannot be
accurately predicted by the buyer due to seller and product related factors, is also positively related to privacy
concerns [Pavlou et al., 2007].

Both trust belief and risk belief are important consequences of privacy concerns. The review shows that the extant
literature presented controversial relationships between the factors, as trust belief and risk belief were also studied
as antecedents of privacy concerns. This conflict is to be addressed later in the integrative framework.

Other personal beliefs Perceived importance of information transparency [Awad and Krishnan, 2006] and perceived
usefulness to use firewalls to protect home computers [Kumar et al., 2008] are both significantly influenced by CFIP.

Attitudes

Both TRA and TPB indicate that attitude is the direct outcome of beliefs, which was analyzed in several studies in
the review. Angst and Agarwal [2009], for example, studied the impact of CFIP on the likelihood of electronic health
records adoption by customers; they found that CFIP had a positive impact on attitudes toward the adoption.
Similarly, Cases et al. [2010] showed that perceived privacy had a positive impact on attitude toward a website, and
Frye and Dornisch [2010] showed that privacy of medium had a positive impact on comfort of disclosing information
via the medium. Ashley et al. [in press] found that privacy concern had a negative impact on customer relationship
program receptiveness.

Exceptions were also observed. Kumar et al. [2008] did not find a significant impact of CFIP on individuals’ attitudes
toward using firewalls to protect home computers, although a positive impact of CFIP on the perceived usefulness of
firewalls was observed. Krohn et al. [2002] found no impact of privacy concerns on attitude toward a website. The
impact of privacy concerns on attitude toward online shopping was mixed in Lian and Lin’s [2008] study. Further
research is needed to clarify these results.
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Behavioral Intention

Behavioral intention plays a critical role in human behavior [Ajzen, 1991; Ajzen and Fishbein, 1980]. Empirical
studies in this area analyzed individuals’ intentions to share information, to transact, and to take protective actions
[e.g., Cheung and Liao, 2003; Dinev and Hart, 2005, 2006; Dinev et al., 2008; Eastlick et al., 2006; Korzaan and
Boswell, 2008; Van Slyke et al., 2006; Smith et al., 1996; Stewart and Segars, 2002; Zimmer et al., 2010]. Other
forms of intentions were also analyzed, such as opt-in intention [Angst and Agarwal, 2009] and intention to adopt
personalized service [Sheng et al., 2008]. The general conclusion is that privacy concerns have a negative impact
on the willingness to provide information for transactions and a positive impact on the intention to protect information
privacy, with standardized path coefficients ranging from .107 to .710 (absolute values).

It should be noted, however, that the potential impact of privacy concerns on behavioral intention could be
influenced by other factors, as Belanger et al. [2002] show that having a satisfying and pleasurable online
experience drives purchase intention regardless of privacy and security concerns.

Actual Behaviors

A few studies moved forward to analyze the impact of privacy concerns on actual behaviors, including protective
behaviors and transactional behaviors. For example, Son and Kim [2008] provided taxonomy of three categories and
six types of privacy-protective responses, and tested the impact of information privacy concerns on these behaviors.
The results showed that except for misrepresentation, privacy concerns had a positive impact on the other five types
of behaviors, including refusal to provide information, removal of information, negative word-of-mouth, complaining
to the company, and complaining to third parties. Lwin et al. [2007] showed that online privacy concern had a
significant impact on information fabrication, technological protection, and information withholding. Another study by
Zviran [2008] showed that privacy concern was positively associated with refraining of surfing; the other two types of
protective behaviors, canceling online spending and reducing volume of online spending, were not significantly
influenced by privacy concerns. The impact of privacy concerns on information disclosure in Hui et al.’s [2007] study,
although negative, did not reach significance; in fact, most of the subjects in their study had low levels of privacy
concerns. These results, compared to the significant relationship between privacy concerns and behavior intention,
suggest that while people with more concerns about privacy are more careful about Internet use, they may still give
up information for various reasons. This apparent cognitive dissonance is well discussed in psychological literature
[Wood, 2000].

In sum, privacy concern has a significant impact on individuals’ beliefs about information risks, attitudes toward
information practice, behavioral intention to provide information or protect privacy, and actual behaviors. Academic
research is needed to broaden the scope of these variables for an improved understanding of the behavioral
consequences. Meanwhile, potential limitations of focusing on the privacy concern construct should be noticed: a
few studies show that when information security perceptions were included in research, the impact of privacy factor
became less significant and even non-significant [Janda, 2008; Kim, 2008; Kim et al., 2008b; Roca et al., 2009].
Although it is too early to draw the conclusion, research is needed to take this factor into account to specify an
accurate role of privacy concerns in online behaviors.

Moderating Effects involving Privacy Concerns

A few studies examined the moderating roles of privacy concerns; Appendix D summarizes these findings. For
example, Angst and Agarwal [2009] tested the impact of CFIP on a number of relationships in the adoption of
electronic health records; the results showed a significant impact of CFIP on each of the relationships. Bansal et al.
[2008] found empirical evidence of the impact of privacy concerns on the relationship between website design
quality and trust of the website; the moderating role of consumers’ privacy concerns on the adoption of opt-in/opt-out
behaviors was also confirmed. However, the expected moderating effects on other relationships were not sustained
[Luo and Seyedian, 2003].

On the other hand, factors that moderate the relationship between privacy concern construct and other factors were
also examined, such as the type of information [Faja and Trimi, 2006], the context of information requests [Sheng et
al., 2008], and gender [Janda, 2008]. It should be noted that although significant relationships were observed in the
studies, the research on the moderating effects involving privacy concerns is still limited and more efforts are
needed to further investigate these effects.

IV. DEVELOPMENT OF AN INTEGRATIVE FRAMEWORK

The above review recognized a large group of antecedents, consequences, and moderating effects related to
privacy and privacy concern constructs. It is important to build a holistic view of these factors for further research
and practice. Drawn upon TRA, an integrative framework for the study on online information privacy is developed in
Figure 2. Key to the framework is the distinction between two types of information privacy concerns: General
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Concerns for Information Privacy (or General CFIP) and Specific Concerns for Information Privacy (or Specific
CFIP). The rationales of developing these two privacy concern constructs are discussed next, along with the
propositions of some key relationships.

General CFIP versus Specific CFIP

Studies on information privacy concerns approach the construct from two broad perspectives: one captures general
concerns for information privacy across contexts [e.g., Dinev and Hart, 2004, 2005, 2006], and the other captures
specific concerns for information privacy in particular contexts [e.g., Pavlou et al., 2007; Van Slyke et al., 2006].
Various antecedents, such as macro-environmental factors and organizational factors, pose distinct impacts on
these two aspects. To clearly specify the impact of the antecedents, this study adapts the research by Faja and
Trimi [2006] to introduce the concepts of General CFIP and Specific CFIP. General CFIP refers to a person’s overall
concern for information privacy across e-commerce contexts. It measures a person’s beliefs of the common
practices of organizations in dealing with customers’ private information. Specific CFIP, then, represents a person’s
privacy concerns in a given e-commerce context, such as information requests by a particular website. It measures
a person’s concerns about how the website may use his/her private information.

Individual Social- Organizational and task environmental
factors relational factors
5 factors
emo- i i '
graphic Social reputaton int:rl;l/\(/ai(t;i)(l)ns orsezzl:lce
factors Norms
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Personality Trust
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Figure 2. Integrative Framework for the Study on CFIP

The distinctions between general beliefs and specific beliefs were studied in other psychological areas such as self-
efficacy (e.g., general computer self-efficacy versus software specific self-efficacy; Agarwal et al., 2000), anxiety
(e.g., general anxiety versus computer anxiety; Brown et al., 2004), and self-esteem (e.g., general self-esteem
versus specific self-esteem; Rosenberg et al., 1995). Studies show that general beliefs and specific beliefs are
different phenomena and are not directly interchangeable: general beliefs are more relevant to the psychological
wellbeing of a person (such as confidence, comfortableness, and anxiety, etc.), while specific beliefs are more
relevant to the actual behavior [Rosenberg et al., 1995]. Although specific beliefs have an impact on the formation
and adjustment in general beliefs [Chen et al., 2001a; Rosenberg et al., 1995], such impact is gradual and
longitudinal, and general beliefs have an immediate impact on the formation of specific beliefs in a given context. For
example, in computer mediated communication (CMC) a person’s CMC anxiety is a proximal construct between
general computer anxiety and the subsequent CMC attitudes and use [Brown et al., 2004]; in computer training,
general computer self-efficacy does not have a direct impact on the training of a second software, but software
specific self-efficacy does [Agarwal et al., 2000]. Both studies highlight the mediating roles of specific beliefs in
behavioral motivations.
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The distinction between General CFIP and Specific CFIP is helpful in clearly specifying the impact of various
antecedents on privacy concerns and the impact of privacy concerns on subsequent behaviors: e.g., individual
factors and macro-environmental factors are relatively stable across contexts, which may have a direct impact on
General CFIP; organizational and task environment factors are context-specific, which may have a direct impact on
Specific CFIP. Table 4 compares the two constructs; the statements are further examined in the following sections.

Faja and Trimi [2006] hypothesized that General CFIP would moderate specific privacy perception of a website; this
effect was, however, invalidated by the experiment. This study suggests, in line with the above literature on the
relationship between general beliefs and specific beliefs, that General CFIP is a direct antecedent of Specific CFIP.
It is proposed,

Proposition 1: A person’s General CFIP is positively related to his/her Specific CFIP.

Table 4: A Comparison Between General CFIP and Specific CFIP

General CFIP Specific CFIP

Domain of the Concerning an individual’'s Concerning an individual’s attitude

construct fundamental beliefs of information and belief about a particular
privacy across contexts. information collection context (e.g., a

particular website or company).

Emphasis of the Emphasizing an individual’s beliefs of | Emphasizing an individual’s

construct how private information should not be | perception of how private information
handled in certain ways by e- could be improperly handled by the
commerce websites that collect such | website that collects that information.
information.

Consistency/stability Stable across contexts; changing Contingent upon particular contexts;
gradually overtime. varying from site to site.

Potential antecedents General CFIP is subject to the impact | Specific CFIP is subject to the impact
of fundamental, context-free of contextual factors associated with
antecedents such as personal the website and the information
attributes and macro-environmental collection context.
factors.

Potential General CFIP would have a direct Specific CFIP would have a direct

consequences impact on general protective impact on behaviors toward a
behaviors (such as using firewall particular website (such as information
software or refraining from Internet provision and transactions).
use) and an indirect impact on
behaviors toward specific websites.

Relationship with each | General CFIP influences the The accumulation of Specific CFIP, in

other formation of Specific CFIP in a a long-run, will change the General
particular context. CFIP; in a short-term, Specific CFIP

would not change General CFIP
substantially.

The following sections analyze the relationships between the two CFIP constructs and the antecedent and
consequence factors reviewed. The literature provided detailed descriptions of most of the relationships, so that the
emphasis is to clarify how these factors fit in the framework. The clarifications of some controversial relationships in
the literature are also emphasized. It should be noted that although TRA posits attitude as a direct antecedent of
behavioral intention, most of the literature reviewed in this study does not contain the attitude measure. To be
consistent with the literature basis, the attitude construct is not included in the framework.

Impact of Individual Factors

Most of the individual factors are about fundamental traits of individuals, and the literature shows that their impacts
on privacy concerns are irrelevant of contexts, suggesting an association with General CFIP. First of all, personal
demographic factors and personality traits consist of stable characteristics and behavioral patterns of individuals that
are independent of e-commerce contexts, suggesting that they influence General CFIP. Although some traits have
an insignificant or mixed effect on privacy concerns, others such as gender, cynical distrust, paranoia, social
criticism, and social awareness all have a strong impact.

Compared to the general knowledge and experience of Internet and Web, a person’s knowledge and experience
related to information privacy issues has a consistent impact on privacy concerns. Such knowledge and experience
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contains all prior understanding of the information privacy issues that have occurred, which is not restricted to a
particular context and can be used as a reference for future information collecting activities, characterizing General
CFIP.

Computer anxiety and computer self-efficacy deal with a person’s comfort and capability in using computers and the
Internet to finish transactions. Literature shows a positive impact of computer anxiety on CFIP [Stewart and Segars,
2002]. Since the literature typically measures computer anxiety as an individual-trait factor across computer usage
contexts [Igbaria and llvari, 1995; Stewart and Segars, 2002; Thatcher and Perrewe, 2002], it suggests that this
construct may have an impact on General CFIP. Due to the close relationship between computer self-efficacy and
computer anxiety, a direct impact of computer self-efficacy on privacy concerns is also expected, although empirical
studies are in need to test this relationship. The rationale is that a person of high computer self-efficacy would feel
capable of handling information provision and privacy protection in the online environment; on the contrary, a person
of low computer self-efficacy would feel uncertain about the potential risks of information privacy and incapable of
adopting necessary techniques to protect it. Therefore, high computer self-efficacy will mitigate a person’s concerns
about information privacy, and low computer self-efficacy will raise the concerns. Similarly, the computer self-
efficacy construct is generally measured as a context-free construct across application areas [Agarwal et al., 2000],
so that it may have a direct impact on General CFIP only.

In addition, psychological need for privacy, or privacy disposition, is a context-free factor that represents a person’s
inclination to value privacy [Yao et al., 2007]. Although this factor was not widely discussed in literature, it addresses
an important aspect of privacy concerns. In sum, many of the individual factors would have a potential impact on
General CFIP, and it is proposed,

Proposition 2: Individual factors such as demographics, personality traits, knowledge and experience with
regard to privacy issues, computer anxiety, computer self-efficacy, and the psychological need for privacy all
have a significant impact on a person’s General CFIP. Specifically, gender (women compared to men), age,
personality traits (such as cynical distrust, paranoia, social criticism, and social awareness), privacy knowledge
and experience, computer anxiety, and the psychological need for privacy all have a positive impact on General
CFIP; computer self-efficacy has a negative impact on General CFIP.

Impact of Macro-Environmental Factors

Macro-environmental factors, including culture and governmental regulations, exert important impact on individuals’
privacy concerns. As these factors are at the general environment level and are not unique to a particular
organization, their potential impact falls onto General CFIP. For culture, the literature shows a complex relationship
with privacy concerns, especially between the culture dimensions and the CFIP dimensions [Bellman et al., 2004;
Milberg et al., 2000]. One possible reason is that both studies applied Hofstede’s [1991] four-dimension model of
culture, while other culture values and subcultures [Straub et al., 2002] were overlooked. Another reason is that the
conceptualization and measurement of CFIP evolve over time with technological, social-cultural, and legislative
environments, which also influence its relationship with culture. However, the literature agrees on the impact of
certain culture dimensions on CFIP, especially power distance and individualism.

Governmental regulations also have a significant impact on privacy concerns: people in countries with limited legal
protection are the most concerned and prefer more restrictive regulations, and the restrictive regulations help to
reduce their concerns [Bellman et al., 2004; Milberg et al., 2000]. As governmental regulations regulate the general
e-commerce environment, it is expected that they influence General CFIP only. It is proposed,

Proposition 3: Both culture values and governmental regulations have a significant impact on General CFIP.
Specifically, cultural dimensions such as power distance and individualism have a positive impact on General
CFIP, whereas governmental regulations have a negative impact on General CFIP.

Impact of Organizational Factors

Organizations are aware that customers would strike back on improper treatment of their private information, so they
are implementing mechanisms to ensure fair information practices and reduce customers’ concerns. One approach
is to build the reputation of protecting privacy [Eastlick et al., 2006]. As reputation is an attribute of an organization, it
has an impact on Specific CFIP only. Another approach to reducing customers’ privacy concerns is to provide
privacy-related interventions, such as website informativeness [Pavlou et al., 2007] that communicates information
to customers regarding the approaches by the website to protect privacy. Faja and Trimi [2006] show that if a
website is more open in its information practices and takes more measures to convey their dedication to privacy,
customers would perceive fewer risks in disclosing information. Other interventions include privacy policies and
third-party assurance. Social presence is the third approach recognized in literature for reducing privacy concerns,
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especially for online firms that lack the physical contact with customers [Pavlou et al., 2007]. Since the extent of
social presence is determined by specific websites, it only influences Specific CFIP. Therefore, it is proposed,

Proposition 4: A firm’s reputation to protect information privacy, its privacy-related interventions such as privacy
policy, third party assurance, and website informativeness, and the social presence of the firm all have a
negative impact on a person’s Specific CFIP.

It should be noted that while some studies showed a positive impact of privacy policies on the willingness to provide
information [Lwin et al., 2007; Meinert et al., 2006], others showed a non-significant impact on actual behaviors, as
people rely more on legal protection than firms’ self-regulations [Berendt et al., 2005]. More research is needed to
provide additional evidence of the impact of privacy policy statements on CFIP.

Impact of Social-Relational Factors

Although the social-relational factors such as social norms and parental mediation are not widely discussed in
literature, they are still important predictors of privacy concerns due to the influence of peers or family. Due to
insufficient studies, it is unknown what particular influence one may receive from the social contacts: influence on
general Internet use or on specific websites. Nevertheless, it is expected that both types of influences may exist, so
that social norms may impact both types of CFIPs. As parental mediation is limited to teenage Web users, this factor
is excluded from the framework. It is proposed,

Proposition 5: Social norms have a significant impact on both General CFIP and Specific CFIP.

Impact of Information Contingencies

The above review summarizes two information contingencies that may influence CFIP: types of information and
information sensitivity. Although the direct impact of information types on CFIP was analyzed [e.g., Rohm and Milne,
2004], the mediating roles of information sensitivity has a stronger theoretical basis [Malhotra et al., 2004; Stanton
and Stam, 2003] and is able to generate robust results; this study supports the latter view. While some types of
information such as medical records may be sensitive for most people, other types of information may cause
different extents of sensitivity for different people in different contexts, and only sensitive information may arouse a
high concern. Such analysis also suggests that information sensitivity does not influence General CFIP but Specific
CFIP, since the kind of information collected is best determined in a given context. It is proposed,

Proposition 6: Types of information collected from individuals have a strong impact on their perceptions of
information sensitivity. Specifically, medical and financial information is more sensitive than contact information,
and personally identifiable information is more sensitive than personally unidentifiable information.

Proposition 7: Perceived information sensitivity is positively associated with Specific CFIP.

Information sensitivity is not only determined by information types but also by other factors such as individual traits,
culture and legislative environment [Bansal et al., 2010; Bellman et al., 2004; Xu et al., 2008], and it may also be
subject to the impact of social norms. Instead of proposing a direct relationship between these factors, this study
suggests that their relationships are mediated by General CFIP. Specifically, a person who is generally more
concerned about online information privacy than others would be more sensitive to the request of the same piece of
information. This, in addition to Propositions 2, 3 and 5 that predict a direct impact of individual factors, social norms,
and culture and legislative factors on General CFIP, suggests a potential mediating effect [Baron and Kenny, 1986]
of General CFIP. Therefore, it is proposed,

Proposition 8: General CFIP is positively associated with perceived sensitivity of the information collected.

The Consequences of Specific CFIP

Trust belief This framework addresses trust beliefs regarding specific websites; Internet trust [Dinev and Hart, 2006]
is not discussed. Different individuals may develop drastically different beliefs about the trustworthiness of a given
website, which help to alleviate their concerns about information privacy regarding that site [Van Slyke et al., 2006].
Many factors such as a firm’s reputation, perceived security, social presence, privacy policies, and procedural
fairness all influence the trust building process [Bansal et al., 2008; Casalo et al., 2007; Culnan and Armstrong,
1999; Eastlick et al., 2006; McKnight and Chervany, 2002; Pavlou, 2003], suggesting that trust is an overall
evaluation of a firm after consolidating all other factors about the firm. Except for a few studies, many found a
significant impact of CFIP on trust belief [e.g., Chiu et al., 2009; Eastlick et al., 2006; Liu et al., 2005; Malhotra et al.,
2004]. It is therefore proposed,

Volume 28 = ®  Article 28

SWSAC UOIDWIOU| JO} UOHDIDOSS\/ 8U} JO SUOHDIIUNWWO
! Jul 10§ UOHDOSSY OYi 4 HOO! )

469




Communications of the Association for Information Systems

470

Proposition 9: Specific CFIP about a website is negatively associated with the trust belief of the website.

Perceived privacy risks Instead of measuring general Internet risks and uncertainties, this study addresses a
person’s perceived privacy risks with regard to a specific website. From the expectancy theory [Hann et al., 2007]
and the protection motivation theory [Chai et al., 2009] perspective, a person who is concerned that his/her personal
information may not be properly handled by an organization would anticipate certain risks and uncertainties
regarding that information. Except for a few studies, most literature depicts CFIP as the antecedent of perceived
privacy risks [e.g., Malhotra et al., 2004; Van Slyke et al., 2006], so that it is proposed,

Proposition 10: Specific CFIP about an organization is negatively associated with the perceived privacy risk
regarding that organization.

Trust belief has a negative impact on perceived privacy risk, too [Malhotra et al., 2004; Van Slyke et al., 2006; Xu et
al., 2005]. Since this relationship goes beyond the scope of the study, it is not discussed in this work.

Behavioral Intention To date, many different types of behavioral intentions were analyzed. Although it would be
valuable to provide more detailed categorizations of the behavioral intentions and the corresponding behaviors, for
which Son and Kim [2008] provide a preliminary frame, there exist many other types of behaviors and behavioral
intentions that may not be properly categorized in the frame. For parsimonious purpose, these various types of
behavioral intentions are broadly categorized into two groups: intentions to provide information for transactions and
intentions to protect information. These types of behavioral intentions reflect a person’s attitude toward the privacy
protection by a website, so that Specific CFIP would have a potential impact on both types of intentions, well
supported in the literature.

In addition to Specific CFIP, several other factors also have a potential impact on behavioral intention. Faja and
Trimi [2006], for example, showed the direct impact of General CFIP on willingness to buy. In fact, when a person
has limited knowledge about a website (such as during the first visit), he/she may have inadequate information to
judge the Specific CFIP about the site, therefore relying on General CFIP to guide the behavior. In this case,
General CFIP becomes a direct determinant of behavior.

Trust beliefs and perceived privacy risks are two other factors that have a potential impact on behavioral intention
[e.g., Bansal et al., 2008; Malhotra et al., 2004; Van Slyke et al., 2006]. Although the literature implies that Specific
CFIP would have a major impact on behavioral intention, trust beliefs and risk beliefs represent the psychological
states aroused by Specific CFIP and would have an additional impact on behavior intentions, which were confirmed
in several studies [e.g., Diven and Hart, 2006; Eastlick et al., 2006; Malhotra et al., 2004; Zimmer et al., 2010].

Finally, from the cost-benefit perspective, perceived benefit would have a potential impact on information disclosure
intentions [Berendt et al., 2005], such as monetary and non-monetary benefits [Li et al., 2010], societal benefits [Son
and Kim, 2008], compensations [Yang and Wang, 2009], and other benefits [Zimmer et al., 2010]. A categorization
of the intrinsic and extrinsic motivations to disclose personal information was also provided [Tam et al., 2002].
Although the specific forms of benefits may differ, the literature suggests that perceived benefit helps to
counterbalance the risk perceptions caused by privacy concerns, therefore motivating individuals to disclose
information; in some circumstances perceived benefit may overwhelm the impact of CFIP [Awad and Krishnan,
2006; Hann et al., 2007]. Of course, the use of benefits should be appropriate, as rewards may sometimes
inadvertently cause unnecessary concerns [Andrade et al., 2002]. It is proposed,

Proposition 11: Specific CFIP, General CFIP, and perceived privacy risk each have a positive impact on
behavioral intentions to protect information and a negative impact on the intentions to provide information for
transactions; on the contrary, trust belief and perceived benefit have a negative impact on behavioral intentions
to protect information privacy and a positive impact on the intentions to provide information for transactions.

Actual Behavior The literature provides ample evidence of the impact of behavioral intention on actual behavior, so
that it is proposed,

Proposition 12: Behavioral intentions such as the willingness to provide information for transactions and the
willingness to protect information are positively associated with the actual behavior.

Moderating effects may also exist in Figure 2, based on the summary in Appendix D. However, those effects were
not broadly analyzed in literature, and barely any effect was examined across studies. Therefore, the moderating
effects are not proposed in the current research.
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V. DISCUSSIONS AND CONCLUDING REMARKS

This research makes a number of contributions to the literature: it provides a comprehensive review of the empirical
studies on online information privacy from the individual behavior perspective, building a holistic picture of the
privacy concern construct and its associations with multiple antecedent and consequence factors. In addition,
various measurements of privacy concerns are compared, showing the distinctions in conceptualizations and the
need to refine the construct to capture its evolving nature. The propositions of General CFIP and Specific CFIP also
help to discern privacy concerns within and across e-commerce contexts and function as the basis to classify the
relationships with other factors. Finally, the review highlights issues in literature with regard to the causal
relationships between trust belief, risk belief, and privacy concerns, and provides a preliminary solution.

A number of limitations in extant literature are recognized for further research, summarized as follows:

e The conceptualizations of the CFIP construct should be deepened to capture its evolving nature in a
changing social-cultural, technological, and legislative environment.

e |tis critical to gain deeper insight into privacy issues from countries other than the U.S. In addition to culture
and regulatory structures, other factors such as privacy disposition, information sensitivity and social norms
may also show significant distinctions across countries and should be studied more thoroughly.

e The conflicting effects of some individual-level antecedents, such as personality traits and personal
knowledge and experience, should be clarified with cumulative research.

e Additional research should be conducted to understand how an e-commerce website may mitigate
customers’ privacy concerns via multiple interventions.

e The influence of social-relational factors should be further investigated due to the diffusion of social
networking sites and online communities.

e Additional research should also be conducted to examine the impact of information sensitivity on privacy
concerns and the antecedents of information sensitivity.

e The causal relationships between information privacy concerns, trust belief, and risk belief need to be further
verified.

e More research should be devoted to understanding moderating effects involving privacy concerns.

e Finally, potential distinctions in privacy concerns with regard to different e-commerce models should be
analyzed. The key issue to be considered is how individuals may respond differently to information requests
from a transactional website and from a social-networking website.

Although this review develops an integrative framework for CFIP research based on in-depth analysis of literature, it
would be necessary to test the framework empirically. The framework can be tested in a number of ways. First, it
can be tested with surveys or experiments, and the difference is how the organizational/task environmental factors
and information types are operationalized. To conduct a survey, subjects visiting different e-commerce websites
should be identified in order to assess their perceptions of the organizational and task environmental factors; these
subjects should also come from different cultural and regulatory backgrounds in order to test the effects of these
macro-environmental factors. In addition, types of information requested by the sites should be measured in the
survey. On the other hand, experiments may be conducted to manipulate the organizational/task environmental
factors and information types. These two methods are deemed most sufficient but, indeed, most challenging due to
the number of factors in the framework.

The second option to test the framework is to conduct meta-analyses on extant literature. Meta-analysis is an
approach to cumulating results across studies on the same relationships to establish facts [Hunter and Schmidt,
2004], which has been broadly applied in the IS field. The difficulty is that some factors and relationships in the
framework have not been analyzed in sufficient numbers of studies (such as the impact of culture on privacy
concerns), which may threat the validity of this method.

The third option, which is recommended for further research, is to test the framework in blocks: the first block
contains key constructs such as General CFIP, Specific CFIP, trust belief, risk belief, perceived benefits, behavioral
intention, and actual behavior. This block is at the core of the framework. The second block contains General CFIP
and its antecedents. The third block examines Specific CFIP and its antecedents, including General CFIP, social
norms, organizational/task environment factors, and information contingencies. In other words, multiple antecedents
in the framework may be tested based on their distinct impact on the intermediate variables such as General CFIP
and Specific CFIP, which makes the empirical test of the framework feasible.
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Implications of the Study

The study has implications for both research and practice. For research, it suggests that studies on online
information privacy should explicitly indicate which type of privacy concerns, either General CFIP or Specific CFIP, is
examined. This helps to clearly specify the impact of the antecedent factors and the effect on the consequence
factors. In addition, if both content-free factors (such as individual characteristics) and context-specific factors (such
as firm characteristics) are analyzed, it is important to incorporate both CFIP constructs in the study. This may help
to improve the explanation power of the study, given the mediating roles of both CFIP constructs.

In addition, if types of information are examined in privacy research, it would be necessary to incorporate the
information sensitivity measure in the study. As mentioned above, information sensitivity has stronger theoretical
underpinning (such as information boundary theory; Stanton and Stam, 2003) than information types, which could
help to discern the real perceptions of individuals in evaluating information requests.

Online firms today rely on customers’ information to improve product offering and customer service. Although
privacy concerns exist, key benefits that motivate consumers to disclose information should not be overlooked [Tam
et al.,, 2002]. The framework shows that both Specific CFIP and perceived benefits have a direct impact on a
person’s behavioral intention to disclose information. This suggests, in accordance with past research [e.g., Berendt
et al., 2005; Li et al.,, 2010; Yang and Wang, 2009], that, for firms to effectively persuade customers to give
information, they should provide the kinds of benefits that match the privacy concerns.

In addition to enhanced benefits, an online firm may use a number of approaches to reduce customers’ privacy
concerns. Reputation, privacy interventions, such as privacy policy and website informativeness, and social
presence, all provide customers opportunities to learn a firm’s privacy practice. Firms should invest in multiple
mechanisms to alleviate privacy concerns, to boost trust, and to reduce risk perceptions. They should also be careful
in selecting the kinds of information requested from the customers, as irrelevant and sensitive information may
cause more concerns than relevant and insensitive information. And finally, firms may use the influence of peers to
address privacy concerns, as social norms may change a person’s privacy belief. This is especially important when
online consumers exchange ideas through online communities or social-networking sites. Firms may need to
recognize the opinion leaders and work with them to address other customers’ privacy concerns.

For individuals, the framework highlights multiple factors that influence their privacy-related behaviors. While legal
protection and online firms’ self-regulations may alleviate their concerns, online consumers may need to be
equipped with necessary knowledge and skills to deal with privacy issues, to discern suspicious or unnecessary
information requests, and to balance information privacy with benefits. Individuals may also gain knowledge from
their peers regarding a particular company’s privacy practice.

Limitations of the Study

A number of limitations in the current study are recognized. First, this review is based on empirical studies from the
behavioral perspective; other studies such as conceptual framework and mathematical modeling were not included,
which have contributions to privacy research as well. For example, Henderson and Snyber [1999] discussed three
main driving forces of personal information privacy, including new technological capabilities, increasing value of
information, and confusions surrounding ethical standards, and Prince and Barrett [2005] provided elaborate details
of the relationship between technology innovation and privacy. Webster [1998] conducted a longitudinal case study
to examine the impact of privacy on the use of desktop videoconferencing. Practitioners also contributed valuable
solutions to privacy issues [e.g., Brown, 2009], from which new constructs may be developed to interpret privacy
concerns. These studies should be incorporated in further research.

Second, this research is built solely on the privacy constructs. Many studies were conducted within the information
privacy context without explicit notions of equivalent constructs [e.g., Cranor et al.,, 2007; Hann et al., 2007]. A
review of those additional articles would be helpful in enhancing knowledge of information privacy and protection.

Third, the study treats perceived information privacy and information privacy concerns as alternative constructs
based on a qualitative comparison of common antecedents and consequences. Whether these two constructs are
effective substitutes is subject to further investigation. Two similar constructs, trust and distrust, for example, were
shown to be non-substitutable [Lwicki et al., 1998].

Fourth, a focus on individuals’ “perceptions” of information privacy may generate a slightly different view of the issue
than a focus on “reality.” Berendt et al. [2005] conducted an experiment to show that online users easily forget about
their privacy concerns and communicate private information without any compelling reasons to do so. This suggests
that although the perceived privacy concern is a major driver of behavioral intention, it would be necessary to
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measure the reality of privacy, especially for organizations and governments to develop effective policies and laws to
protect information privacy.

Fifth, the review does not take into consideration the impact of perceived security on CFIP. As it was noted that
perceived security may have a potential impact on CFIP and its relationship with other variables [Janda, 2008; Kim,
2008; Kim et al., 2008b; Roca et al., 2009], it is necessary to re-examine certain relationships in the framework with
the existence of the security construct.

The normative approach in this study is another area of concern. Although this approach dominates privacy
research, other perspectives are also helpful in broadening knowledge in this area [Smith et al., 1996]. Finally, the
integrative framework contains many variables recognized in existing studies; it would be necessary, for theorizing
purposes, to develop parsimonious models so as to simplify the framework and to recognize some robust
relationships.

In conclusion, although studies on online information privacy concerns have made significant progress over the
years, there are many uncharted areas to be explored. Scholars from various disciplines, especially IS, are expected
to conduct further research to address the limitations recognized in this study and to promote the knowledge in this
area to a higher level.
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frequency identification New scales
technologies (RFID)
Chen etal. |Investigate the relationship |Information privacy Survey Combination of Correlation
[2001b] between consumer concerns; students, faculty, and
characteristics and online |3 dimensions adapted from researchers in the
information privacy Smith et al. [1996] U.S.; N =340
concerns
Chen etal. |Study the Privacy Concerns |PCAPD; Experiment |Students from a Analysis of
[2009] About Peer’s Disclosure of |7 items adapted from past university; N =209 |Covariance
one’s information (PCAPD) |research (ANCOVA) and
regression
Chen and Study the factors that Privacy concerns; Survey Undergraduate Multiple
Rea [2004] [influence the use of privacy | Two-dimensions adapted students; N = 102 regression
control techniques to from Smith et al. [1996]
protect personal information
online
Cheung and |Examine the supply-side Privacy concerns; Survey Hong Kong residents;|Multivariate
Liao [2003] |hurdles in B2C e-commerce [New scale N =138 regression
in Hong Kong
Chiu et al. Understand e-shoppers’ Privacy; Survey E-shoppers in SEM
[2009] repurchase intentions 3 items adapted from past Taiwan; N = 360
research
Cocosila et [Study the early Perceived privacy risks; Experiment |Participants recruited |SEM
al. [2009] investigation of new IT 3 items adapted from past from a university
acceptance research website; N = 303
Culnan and |Study the impact of Privacy concerns; Survey U.S. households; Discriminant
Armstrong  |procedural fairness on the |New scale N = 1,000 analysis
[1999] relationship between
privacy concerns and
customers’ willingness to
be profiled
Dai and A comparative examination |Privacy perception; Survey A convenient sample |[SEM
Palvia [2009] |of factors affecting mobile |New scale of m-commerce
commerce adoption users in China (N =
106) and students in
the U.S. (N = 84)
Dinev et al. |Examines cross-cultural Privacy concerns; Survey Individuals from ltaly |SEM
[2006] differences in beliefs 4-item uni-dimensional (N =889) and the
related to e-commerce use |construct adapted from U.S. (N = 422)
for Italy and the United Dinev and Hart, 2004,
States 2006
Dinev and Develop an instrumentto | Perceived privacy Survey Students and Regression
Hart [2004] [measure Internet privacy concerns; employees from
concerns and test the New scale with 2 universities and
impact of two antecedents |dimensions: finding and companies in the
abuse U.S.; N =369
Dinev and Study the antecedents of  |Internet privacy concerns; |Survey A combination of SEM
Hart [2005] |privacy concerns and the Information abuse residents, teachers,
intention to conduct online |dimension from Dinev and students, and
transactions Hart [2004] employees; N = 422
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Dinev and Study the impact of privacy |Internet privacy concerns; |Survey A combination of SEM
Hart [2006] |risk beliefs on information |4 items adapted from residents, teachers,
privacy and the intention to |Smith et al. [1996] and students, and
provide personal Culnan and Armstrong employees; N = 369
information for online [1999]
transactions
Dinev et al. |Test the relationship Internet privacy concerns; |Survey A broad sample of SEM
[2008] between Internet privacy Two dimensions adapted individuals from
concerns and the from Dinev and Hart [2004, various industries in
consequences under 2006] the U.S.; N = 422
government surveillance
Eastlick et al. | Test the applicability of a Privacy concerns; Survey U.S. households; SEM
[2006] traditional B2B relationship |4 items adapted from focus N =477
marketing framework to the |group results and past
B2C channel research
Faja and Test the impact of a General CFIP: adapted Experiment |Students from 2 U.S. |ANCOVA and
Trimi [2006] |website’s privacy from Smith et al. [1996] universities; N =210 |multiple
interventions on users’ and developed by authors; regressions
perceptions and intentions |Perceived information
during the initial interaction |privacy: adapted from past
research and developed by
authors
Fogel and Study the associations Privacy concerns Survey College studentsin  |ANOVA
Nehmad between social networking |3 items adapted from the U.S.; N = 205
[2009] user attributes and privacy |Dinev and Hart [2004]
concerns, risk taking and
trust
Frye and Study the impact of topic Perceived privacy of a Survey Individuals from Correlation and
Dornisch intimacy and perceived medium; multiple nations; regression
[2010] privacy on the disclosure of |Single item N =214
information via instant
messaging
Hoy and Examine gender Privacy concerns; Survey Facebook.com users;| T-test
Milne [2010] |differences in young adults' |Single item N =589
privacy beliefs, reactions to
behavioral advertising and
information sharing and
privacy protection on social
networks
Hui et al. Study the impact of privacy |Privacy concerns; Survey Business students in |Logistic
[2007] statements and privacy Adapted from Smith et al. Singapore; N =109 |regression
seals on information [1996]
disclosure by individuals
Janda [2008] | Study the impact of four Privacy concerns; Survey Nonstudent Internet |SEM
consumer online concerns |New scale users; N = 404
(privacy, security, etc.) on
the likelihood of making
online purchases, and the
moderating role of gender
Janda and |ldentify eleven potential Privacy concerns; Survey Non-student Internet | T-test
Fair [2004] |concerns people may have [New scale users; N = 440
about the Internet, including
privacy, fraud, etc.
Ji and Lieber |Study the link between Worry about information Survey Adult Internet users; |Logistic
[2010] personal identifiable disclosure online; N =1,623 regression
information (PIl) disclosure |Single item
and privacy concerns
Joinson et al. | Study the link between Privacy dispositions and  [Survey and |Students and Internet |Correlation,
[2010] online privacy concerns and |perceived privacy; experiment  |users from multiple |ANOVA, and
actual behavior Adapted from past nations; N1 = 759, linear
research N2 =181 regression
Junglas et al. |Study the factors that CFIP; Survey Undergraduate and |SEM
[2008] influence CFIP 2nd-order construct graduate business
adapted from Smith et al. students; N = 378
[1996]
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Kim [2008] |Examine the impact of Privacy concerns; Survey Students from SEM

culture on trust New scale universities in the

determinants in computer- U.S. (N = 246) and

mediated transactions South Korea

(N=199)

Kim et al. Test the impact of trust and |Perceived privacy Quasi- Undergraduate SEM
[2008a] risk in consumers’ protection; experiment  |students; N = 468

electronic commerce New scale

purchasing decisions
Kim et al. Examine the effects of an  |Privacy concerns; Quasi- Undergraduate t-tests, SEM
[2008b] educational intervention on |4 items adapted from past |experiment |students in an U.S.

consumer’s knowledge of |research university; N = 125

security and privacy
Korzaan and |Test the impact of CFIP; Survey Undergraduate SEM
Boswell personality traits on CFIP  |2nd-order construct students; N = 230
[2008] adapted from Smith et al.

[1996]

Krohn et al. |Study the potential Privacy concerns; Survey College students Multiple
[2002] influences of privacy Adapted from past from the U.S,; regression

concerns on consumers’ research N =219

attitudes toward websites

and their satisfaction, etc.
Kumar et al. |Investigate the factors that |CFIP; Survey Students from a SEM
[2008] affect the use of security 2nd-order construct public university in

protection strategies by adapted from Stewart and the U.S.; N =120

home computer users Segars [2002]
Lai and Hui |Explain the differences in  |Privacy concerns; Experiment |Undergraduate and |t-tests
[2004] consumer participations in |2nd-order construct postgraduate

opt-in and opt-out adapted from Smith et al. students; N = 32

configurations [1996]
Laric et al. Study the impact of a Concerns for healthcare; |Survey MBA students from |ANOVA
[2009] number of factors on information privacy the U.S. and Canada;

healthcare privacy New scale N = 225

concerns
Lee and Study the effects of Privacy concerns; Experiment |Undergraduate ANOVA and
Cranage [in |personalization and privacy |Adapted from past students in the U.S.; |regression
press] assurance on customer research N =120

responses to travel

websites
Li et al. Examine how Web vendors |Perceived privacy; Experiment |College students; SEM
[2009] may foster swift trust Adapted from past N = 224

among customers research
Lian and Lin |Examine the effects of Privacy concerns; Survey Undergraduate Regression
[2008] consumer characteristics  |Adapted from Smith et al. students in Taiwan;

(such as privacy concerns) ([1996] N =216

on online shopping

acceptance in the context

of different products and

services
Liu et al. Compare American and Perceived privacy; Experiment |Undergraduate and |Correlation
[2004] Taiwanese perceptions of |New scale graduate students in

online privacy and the the U.S. and Taiwan;

impact on trust on websites N = 436
Liu et al. Study how perceived Perceived privacy; Experiment |Undergraduate and |SEM
[2005] privacy relates to the New scale graduate students in

behavioral intention to the U.S.; N =212

make an online transaction.
Luo and Test the moderating effects |Privacy concerns; Survey Internet users in the |Regression
Seyedian in contextual marketing and |5 items adapted from U.S.;N=180
[2003] customer-oriented literature

strategies
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Lwin et al. Test the mediating effect of |Online privacy concerns; |[Experiment |Adult Internet users |ANOVA
[2007] privacy concern on the link |Adapted from past from multiple nations;
between business policy research N1 =180, N2 = 627
and regulatory perceptions,
and users’ protective online
responses
Malhotra et [Develop a new scale to IUIPC; Experiment |Household Internet |SEM
al. [2004] measure Internet Users’ New scale users; N = 449
Information Privacy
Concerns (IUIPC)
McCole et al. | Test the moderating effect |Privacy and security Survey Employees in an Hierarchical
[2010] of privacy and security concerns; New Zealand regression,
concerns on the impact of |Adapted from past universities; N = 383 |ANOVA
trust on online purchasing |research
attitudes
Milberg et al. | Test the impact of CFIP; Survey Members of a multi- |SEM
[2000] regulatory approaches on |2nd-order construct national association;
information privacy, adapted from Smith et al. N = 595
corporate management of  |[1996]
personal data and
consumer reactions
Nam et al. Study the factors that Privacy concerns; Survey Internet users in SEM
[2006] influence consumers’ Adapted from past Korea; N = 323
privacy concerns and their |research
willingness to provide
marketing-related personal
information online
Okazaki et |Explores the consequences |Privacy concerns; Quasi- Japanese mobile SEM
al. [2009] of consumers’ privacy Adapted from Malhotra et |experiment |users; N =510
concerns in the mobile al. [2004]
advertising context in Japan
Pavlou et al. |Study the nature of online |Information privacy Survey Visitors to an online |SEM
[2007] uncertainty and the concerns; bookstore
mitigation approaches 6 items adapted from (N1 = 268), and
Smith et al. [1996] and visitors to an
other research prescription filling
website (N2 = 253)
Phelps et al. |Examine the Privacy concerns; Survey U.S. households; Regression
[2001] interrelationships among Single item N = 556
antecedents and
consequences of privacy
concerns
Premazzi et |Study the roles of Privacy concerns; Experiment  |Firm employees in ANOVA,
al. [2010] incentives and trust in Adapted from Smith et al. Italy; N =178 ANCOVA, and
customer information [1996] regression
sharing with e-vendors
Rensel et al. |Test people’s willingness to | Task privacy; Survey Public library patrons |SEM
[2006] use publicly-available Adapted from past inthe U.S.; N =137
computers for e-commerce |research
transactions
Rifon et al.  |Study the effects of Web Privacy concerns; Experiment |Undergraduate ANOVA
[2005] privacy seals on trust and |New scale students in the U.S;
personal disclosures and N =210
the impact of several
moderators such as privacy
concerns
Roca et al. |Investigate how e-investors |Perceived privacy; Survey Undergraduate SEM
[2009] are influenced by perceived |4 items adapted from past students in Spain;
trust, security, privacy and |research N =103
other constructs
Rohm and Examine consumer concern |Privacy concerns Survey U.S. households; z-test
Milne [2004] |regarding the collection and |regarding specific types of N = 1,508
use of personal medical information;
information New scale
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Sheehan Investigate gender Privacy concerns; Survey U.S. households; t-test
[1999] difference in online privacy |New scale N = 889
concerns
Sheehan and | Study online consumers’ Privacy concerns; Survey Internet users in the |Correlation
Hoy [1999] |response to privacy New scale U.S.; N =889
concerns
Sheng et al. |Examines how Privacy concerns; Experiment  |University students in | Regression
[2008] personalization and context |4 items adapted from the U.S.; N =100
can impact customers’ Smith et al. [1996] and
privacy concerns and the  |Dinev and Hart [2004]
intention to adopt
ubiquitous commerce
Shin [2010] |Test the effects of trust, Perceived privacy; Survey College students in  |SEM
security and privacy in Adapted from past the U.S.; N = 323
social networking research
Smith etal. |Develop an instrumentto |CFIP; Survey Multiple samples: Regression
[1996] measure CFIP New, 4-dimensional scale business graduate and correlation
students (N = 77),
undergraduate
students (N = 59;
N =87;and N = 83)
in the U.S.
Son and Kim |Develop a taxonomy of Information privacy Survey Panel members of a |[SEM
[2008] information privacy- concerns; market research firm;
protective responses and to |4 items adapted from N = 523
test the impact of some Dinev and Hart [2006]
antecedents
Stewart and |Examine the factor CFIP; Survey U.S. consumers SEM
Segars structure of the CFIP 2nd-order construct based (mall-shoppers);
[2002] instrument by Smith et al.  |on Smith et al. [1996] N = 355
[1996]
Stutzman et |Explore how privacy Privacy attitude; Survey University students in |Logistic
al. [2011] settings and privacy policy |Adapted from past the U.S.; N =122 regression
consumption affect the research
relationship between
privacy attitudes and
disclosure behaviors in
Facebook.com
Tsarenko Examine the driving factors |Privacy concerns; Survey Australian Hierarchical
and Tojib of privacy concern Adapted from Smith et al. consumers; N = 456 |regression
[2009] [1996]
Van Slyke et |Assess the impact of CFIP; Survey Visitors to SEM
al. [2006] consumers’ concerns for 2nd-order formative Amazon.com
information privacy on their |construct adapted from (N=713) and to
willingness to engage in Smith et al. [1996] and Half.com (N = 287)
online transactions Stewart and Segars [2002] from the U.S.
Ward etal. |Examine online privacy Privacy concerns; Experiment |University students in | ANCOVA
[2005] concerns and willingness to |Single item Australia; N = 315
provide financial and
personal information
Wei et al. Study the factors that Privacy concerns; Survey College students in  |Hierarchical
[2010] influence users’ behavioral |New scale Singapore; N =407 |regression
responses to short
message service (SMS)
ads
Wirtz etal.  |Study the causes and Privacy concerns; Survey Adult Internet users; |SEM
[2007] consequences of online Adapted from past N =182
privacy concerns research
Xu [2007] Examine the factors that Privacy concerns; Experiment |Mobile phone users |SEM
alleviate privacy concerns |4 items adapted from in Singapore;
in mobile computing Smith et al. [1996] N =179
Xu and Teo |Examine the factors that Privacy concerns; Experiment |Undergraduate SEM
[2004] alleviate privacy concerns |7 items adapted from students in
in mobile computing Dinev and Hart [2004] and Singapore; N = 256
Smith et al. [1996]
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affect the users’ online
behavior

Xu et al. Examine the formation of  |Privacy concerns; Survey Undergraduate and |SEM
[2008] individuals’ privacy 5 items adapted from graduate students at
concerns Smith et al. [1996] three universities in
the U.S.; N = 823
Yang and Test the impact of CFIP; Experiment |Students from 2 Multivariate
Wang [2009] |information sensitivity and |2nd-order construct universities in China; |regression and
compensation on privacy |adapted from Malhotra et N =458 ANOVA
concern and behavioral al. [2004] and Smith et al.
intention [1996]
Yao et al. Test the impact of a Concerns about online Survey Undergraduate SEM
[2007] number of antecedents on |privacy; students in an U.S.
information privacy 11 items adapted from university; N = 413
concerns Smith et al. [1996] were
used to measure
organizational privacy;
these items, along with 9
additional items, were
used to measure online
privacy
Yao and Explore voters’ perceptions |Privacy; Survey U.S. citizens; SEM
Murphy and intention to use remote |New scale N = 453
[2007] electronic voting systems
Yao and Study factors that predict Privacy concerns; Survey Undergraduate SEM
Zhang [2008] |users’ online privacy Adapted from Smith et al., students in Hong
concerns in Hong Kong 1996 Kong; N = 332
Youn [2008] |Examine the impact of Teens’ privacy concerns; |Survey Public high-school Regression
parental influence on teens’ | Adapted from past students in U.S.;
attitude toward privacy research N = 395
protection.
Youn [2009] |Study the determinants of |Privacy concerns; Survey Middle school Regression
online privacy concern and |Single item students in the U.S,;
its influence on privacy N =144
protection behaviors among
young adolescents
Yousafzai et |Develop and validate a Perceived privacy; Survey Internet banking SEM
al. [2009] multi-dimensional model of |Adapted from past users from the U.K.;
trust for Internet banking research N =441
Zhang et al. |Compares the privacy Privacy concerns; Survey Students, faculty and |t-test
[2002] concerns of online New scale managerial
consumers in China and professionals from
the U.S. and identify major the U.S. (N = 340)
factors related to these and China (N = 106)
concerns
Zimmer et al. |[Examine the link between |Information privacy Experiment |Business Regression
[2010] intent to disclose concerns; management analysis
information and the actual |6 items adapted from students in the U.S.;
disclosure Malhotra et al. [2004] N =236
Zviran [2008] | Study factors that affect Privacy concerns; Survey Graduates from an  |Pearson
online privacy concerns and|5 dimensions adapted from Israeli university; correlation and
how these concerns could |past research N =217 ANOVA
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APPENDIX B: ANTECEDENTS OF THE PRIVACY CONSTRUCT

Table B-1: Antecedents of the Privacy Construct |

Literature Privacy Antecedents Major findings
construct
Andrade et | Concerns for Reputation of a company; The reputation of a company decreased self-
al. [2002] self-disclosure of | completeness of the privacy disclosure concerns (F = 3.273, p < .08), the
information policy; offer of a reward; and the | completeness of privacy policy also alleviates the
nature of the information inquired | concerns (F = 4.018; p < .05), but to the contrary the
offer of a reward intensifies the concerns over
disclosure (F = 3.477, p < .07). Sensitive information
induces stronger concerns than identification
information, which in turn induces stronger concerns
than preferences and habits.
Bansal et Health Perceived health information Both perceived health information sensitivity (B = .28,
al. [2010] information sensitivity, and previous online p < .001) and previous online privacy invasion (8 =
privacy concerns | privacy invasion regarding health | .17, p <.001) have a positive impact on health
information information privacy concerns
Bellman et CFIP Culture values, regulatory Three culture dimensions—power distance,
al. [2004] structure, and individual’s individualism, and uncertainty avoidance—each have
Internet experience an impact on privacy concerns; the impact is fully
mediated by regulatory structure. The latter does not
have a consistent impact on privacy concerns.
Individual’s Internet experience has a negative impact
on CFIP (F =2.12, p < .05).
Chen et al. Information Age, income, education, online For individuals without online shopping experience,
[2001b] privacy concerns | shopping experience age has a positive relationship with the concern of
misuse of credit cards (r = .23, p < .05). No other
relationships are significant.
Chenetal. | Privacy concerns | Social network overlap, Decisional control (F = 4.303, p < 0.05) and
[2009] about peer’s decisional control, and information exclusivity (F = 33.923, p < 0.01) both
disclosure of information exclusivity have an impact on PCAPD; the impact of social
one’s information network overlap on PCAPD was not supported.
(PCAPD)
Dinev et al. | Privacy concerns | Perceived risk Perceived risk is positively associated with privacy
[2006] concerns (ltaly—B = .68, p <.01; U.S.—3 =.36,p <
.01).
Dinev and Perceived Perceived vulnerability and Perceived vulnerability is positively related to
Hart [2004] | privacy concerns | perceived ability to control information privacy concerns (Finding-p = .39, p<.001;
information Abuse-B = .35, p < .001), but perceived ability to
control information has no impact.
Dinev and Internet privacy Internet literacy and Social Internet literacy is negatively associated with privacy
Hart [2005] | concerns awareness concerns (f =-.17, p < .01), and social awareness is
positively associated with privacy concerns (8 = .18, p
< .01).
Dinev and Internet privacy Perceived Internet privacy risk Perceived Internet privacy risk is positively associated
Hart [2006] | concerns with privacy concerns (B =-.33, p < .01).
Eastlick et Privacy concerns | Reputation of an e-commerce E-commerce website reputation has a negative impact
al. [2006] website on privacy concerns (B = -.28, p < .05).
Faja and General CFIP Web vendor privacy-related Vendor intervention has a positive impact on site-
Trimi [2006] | and Perceived intervention specific privacy perceptions (F = 4.383, p < .05).
information
privacy
Fogel and Privacy concerns | Having (or not) a social Women have significantly greater concerns about
Nehmad networking profile, gender, information privacy than men (F = 6.25, p = .013);
[2009] having a social networking profile or not does not have
a strong relationship with privacy concerns.
Frye and Perceived Frequency of use of Frequency of use has no significant association with
Dornisch privacy of a communication medium perceived privacy of the medium
[2010] medium
Hoy and Privacy concerns | Gender Women are significantly more concerned than men
Milne about information privacy on Facebook (t = -4.12, p <
[2010] .001)
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Janda and Privacy concerns | Gender, online purchase Women are more concerns about privacy than men (t
Fair [2004] experience (buyers versus non- = 2.58, p < .01); no difference is observed between
buyers), and age buyers and non-buyers; age is positively associated
with privacy concerns (r = .23, p < .001)
Jiand Worry about Online disclosure of Pll, age; Online disclosure of PIl (home address and video only)
Lieber information education and gender are used is significantly associated with worry (F = .018); the
[2010] disclosure online | as control variables impact of age is mixed; education and gender have no
impact on worry.
Joinson et Privacy Gender, age Women are more concerns than men about privacy (p
al. [2010] dispositions and < .05), age is positively associated with privacy
perceived privacy concern (r=.10, p < .01).
Junglas et CFIP Big Five personality traits Agreeableness (f = -.22, p < .01) is negatively
al. [2008] associated with CFIP; conscientiousness (B = .12, p <
.05) and openness to experience (B = .11, p < .05) are
positively associated with CFIP.
Kim et al. Privacy concerns | Education intervention The education intervention tested does not have a
[2008b] significant impact on privacy concerns.
Korzaan CFIP Big Five personality traits, and Agreeableness has a positive impact on CFIP (B = .17,
and Boswell Computer anxiety p < .027). The impacts of extraversion,
[2008] conscientiousness, and computer anxiety on CFIP are
not supported.
Laric et al. Concerns for Gender, age, race, and health Overall, women are more concerned about healthcare
[2009] healthcare insurance coverage information privacy than men, and older people are
information more concerned than younger people. Race also plays
privacy some roles in privacy concerns, but insurance
coverage has no impact on privacy concern.
Lee and Privacy concerns | The combination of Only privacy assurance has a main effect on privacy
Cranage [in personalization with privacy concerns (F = 16.11, p <.001).
press] assurance
Lwin et al. Online privacy Perceived company privacy Policy (F = 9.6, p < 0.001), regulation (F = 14.1, p <
[2007] concerns policy, perceived online privacy 0.001) and congruency each have a significant impact
government regulation, and on privacy concern.
congruency (relevance of data to
transaction)
Milberg et Internet Users’ Culture values Culture values have a strong impact on CFIP (B = .13,
al. [2000] Information p < .05); specifically, power distance, individualism,
Privacy and masculinity each have a positive effect on CFIP,
Concerns whereas uncertainty avoidance has a negative
(IUIPC) relationship with CFIP.
Nam et al. Privacy concerns | Perceived convenience of a Both perceived convenience (8 = -.44, p <.01) and 3rd
[2006] website, reputation of a website, | party certificate (B = -.14, p < .05) have a negative
and 3rd party certificate in a impact on privacy concerns, but reputation has no
website significant impact.
Okazaki et Privacy concerns | Prior negative experience Prior negative experience in personal information
al. [2009] disclosure increases mobile users’ information privacy
concerns (B = .18, p < .001).
Pavlou et Information Website informativeness, Trust, Website informativeness has a negative impact of on
al. [2007] privacy concerns | and Social presence CFIP (B=-21,p<.01;B=-.23, p<.01); trust has a
negative impact on CFIP (8 =-.36, p<.01; 3 =-.30, p
< .01); social presence has a negative impact on CFIP
(B=-14,p< .05 =-.28,p < .01).
Phelps et Privacy concerns | Desired information control, and Consumers’ attitudes toward direct marketing (8 = -
al. [2001] attitude toward direct marketing .106, p < .1) and their desire for control over personal
information (B = .425, p < .1) are significantly related to
their level of privacy concern.
Rohm and Privacy concerns | Sources of information, types of Consumers are more concerned about organizations
Milne regarding information, relationship with the | obtaining their personal information from medical
[2004] specific types of | organization records than from other sources. They are also more
information concerned if organizations purchased a list with their
personal medical history rather than a list with other
types of information. The influence of a person’s
ongoing relationship with a company has a mixed
impact on their privacy concerns.
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Sheehan Privacy concerns | Gender In general, women are more concerned about online
[1999] privacy than men.
Smith etal. | CFIP Previous experience with Previous experience (B = .16, p < .01), knowledge of
[1996] information misuse, Knowledge media coverage (B = .22, p < .01), cynical distrust (r =
of media coverage, Cynical .30, p < .05), paranoia (r = .37, p < .001) and social
distrust, Paranoia, and Social criticism (r = .37, p < .001) each have a positive
criticism relationship with CFIP.
Stewart and | CFIP Computer anxiety Computer anxiety has a positive impact on CFIP (8 =
Segars 72).
[2002]
Tsarenko Privacy concerns | Trust, concern with privacy Trust (B = -.478, t = -13.86) and government protection
and Tojib statements, government of privacy (B = -.073, t = -2.05) each have a negative
[2009] protection of privacy, and impact on privacy concern; concern with privacy
willingness to disclose for statements has a positive impact on privacy concern
compensation. (B =.181,t =5.33); willingness to disclose for
compensation is, however, positively associated with
privacy concern (B = .218,t=5.15)
Ward etal. | Privacy concerns | Types of information requested Only request for financial information and materialism
[2005] (financial and personally have significant impact on privacy concerns.
identifiable), provision of benefits
(discount and personalized
service), degree of Internet use,
online purchase experience, and
level of materialism
Wirtz et al. Privacy concerns | Perceived responsibility of an Both organizational policy (f = -0.41, p < 0.01) and
[2007] organization to protect privacy, regulation (B = -0.42, p < 0.01) are negatively
and perceived effectiveness of associated with privacy concerns.
the regulatory framework for
protecting privacy
Xu [2007] Privacy concerns | Perceived control Perceived control has a negative impact on privacy
concerns (Split groups: B =-.67 and B = -.75, p < .01).
Xu and Teo | Privacy concerns | Technology-based control, Technology (B = -0.358, p < .05), self-regulation (8 = -
[2004] institution-based self-regulation, 0.107, p < .05) and legislation (B = -0.098, p < .05)
and legislation each have a significant impact on privacy concerns.
Xu et al. Privacy concerns | Privacy risk, perception of Intrusion and privacy risk have positive impacts on
[2008] intrusion, and privacy control CFIP, and privacy control has a negative impact. Each
of the three antecedents are influenced by other
factors such as privacy awareness, privacy social
norm, privacy policy and industry self-regulation
Yang and CFIP Information sensitivity, and Information sensitivity does not have a significant
Wang Compensation impact on privacy concern. Compensation does not
[2009] have a significant impact on privacy concern.
Yao et al. Concerns about Psychological need for privacy, Psychological need for privacy has a positive impact
[2007] online privacy Beliefs in privacy rights, Internet on CFIP (B = .19); beliefs in privacy rights has a
use fluency, Internet use positive impact (B = .38); general self-efficacy has a
diversity, General self-efficacy, negative impact (8 = -.07, p = .1). Other antecedents
and Gender are not found to have a significant impact on CFIP.
Yao and Privacy concerns | Internet use frequency, fluency, Internet use frequency (B = .11, p < .05), fluency (B =
Zhang diversity, belief in privacy right, .09, p < .1), diversity (8 = -.14, p < .01), and belief in
[2008] and need for privacy privacy right (B = .46, p < .001) each have a significant

impact on privacy concern. The impact of need for
privacy on privacy concern is mediated by privacy
right.

Youn [2008]

Teens’ privacy
concerns

Perceived parental mediation
(rule-making, co-surfing, and
parent-child discussion) of
privacy

Co-surfing (B = .119, p = .026) and parent-child
discussion (B = .233, p < .001) have positive impacts
on privacy concern. Rule-making does not have a
significant impact.

Youn [2009]

Privacy concerns

Perceived risks of information
disclosure (vulnerability to risks),
perceived benefits, privacy self-
efficacy, gender, duration of
Internet use, persuasion
knowledge, and privacy
knowledge

Perceived vulnerability to privacy risks was positively
related to the level of privacy concerns ( = .366, p <
.001). Perceived benefits were negatively related to
the level of privacy concern (B = -209, p < .05). Girls
show more concerns about privacy than boys (B =
.205, p < .05). None of the other antecedents have
significant impact on privacy concerns.
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Table B-1: Antecedents of the Privacy Construct - Continued

Yousafzai Perceived Perceived trustworthiness of a Perceived trustworthiness has a positive impact on
et al. [2009] | privacy bank perceived risk (B = .60, t = 11.90)
Zhang et al. | Privacy concerns | Age, education, income, online U.S. Study: Age, online shopping experience and
[2002] shopping experience, gender gender have impacts on certain aspects of privacy
concerns; education and income have no significant
impact on the concerns.
China study: Age has a negative impact on privacy
concern, which is in contrast to the results from US
study; income has an important impact on privacy
concerns.
Zviran Privacy concerns | Use of privacy enhancing CFIP is positively related to use of privacy enhancing
[2008] mechanisms, Previous mechanisms, previous experience, and Web usage.
experience with online privacy No significant relationship exists between CFIP and
invasion, Web usage, Web skills, | Web skills, or between CFIP and Web experiences.
and Web experiences

APPENDIX C: CONSEQUENCES OF CFIP

Table C-1: Consequences of CFIP

Privacy

Literature construct Consequences Major findings
Angst and CFIP Opt-in intention CFIP is negatively associated with opt-in intention / likelihood
Agarwal [2009] of adoption (B =-.107, p < .05).
Ashley et al. [in Privacy Customer Relationship | Privacy concerns have a negative effect on RPR (§ = —.11,
press] concerns Program p < .05).
Receptiveness (RPR)
Awad and Privacy Perceived importance | CFIP is positively associated with perceived importance of
Krishnan [2006] | concerns of information information transparency (8 = .03), which in turn interprets
transparency the willingness to be profiled for personalized online service
and advertising.
Bansal et al. Health Trust in the health Health information privacy concern has a negative impact on
[2010] information website and intention intention to disclose health information ( = -.27, p < .001),
privacy to disclose health but the privacy concern has no significant impact on trust.
concerns information
Casalo et al. Perceived Trust Perceived privacy and security has a positive impact on trust
[2007] website in a financial service website (B = .664, p < .01).
privacy
Cases et al. Perceived Website trust, intention | Low perceived privacy concerns (measured as perceived
[2010] privacy to return to the privacy) lead to more trust in the website (B = .23, p < .01)
concerns company’s website, and better attitude toward the website (B = .22, p < .01), but
and attitude toward the | privacy concerns have no significant impact on intention to
website turn to the site. Trust and attitude, nevertheless, both have a
positive impact on intention.
Cazier et al. Perceived Intention to use RFID Both perceived privacy risk likelihood (B = -.46, p < .01) and
[2008] privacy risk perceived privacy risk harm (B = -.15, p < .05) have a
likelihood and negative impact on intention to use RFID
perceived
privacy risk
harm
Chen and Rea Privacy Use of privacy control Neither types of privacy concerns (i.e., unauthorized use and
[2004] concerns techniques giving out information) are strongly associated with
(falsification, passive falsification; concerns about unauthorized use is positively
reaction, and identity associated with passive reaction ( = .43, t = 3.40); concern
modification) about giving out information is, however, negatively
associated with identity modification (B = -.40, t = -.2.28).
Cheung and Privacy Unwillingness to e- A positive impact of privacy concerns on the unwillingness to
Liao [2003] concerns shop on the Internet shop on the Internet (B =.189, p < .01) was observed.
Chiu et al. Privacy Trust in the online Privacy has a positive impact on trust (B = .19, p < .01)
[2009] vendor
Cocosila et al. Perceived perceived Perceived privacy risk has a positive impact on perceived
[2009] privacy risks psychological risk psychological risk (B = .444, p < .001)
Dai and Palvia Privacy Intention to adopt Privacy perception has a positive impact on the intention to
[2009] perception mobile commerce use in the US sample (B = -.164, p < .01), but not in the

China sample (B = .056, n.s.).
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Dinev et al. Privacy E-commerce use Privacy concern is negatively associated with e-commerce
[2006] concerns use (ltaly—B =-.14,p < .01; U.S.—B =-.38, p < .01)
Dinev and Hart Internet Intention to transact Privacy concern is negatively associated with intention to
[2005] privacy transact (8 = -.39, p < .01)
concerns
Dinev and Hart Internet Willingness to provide Privacy concern is negatively associated with the willingness
[2006] privacy information to transact | to provide information to transact (§ = -.38, p < .01)
concerns
Dinev et al. Internet Willingness to provide Both dimensions of CFIP, finding and abuse, are negatively
[2008] privacy personal information to | related to willingness to transact (8 = -.24, p < .01; f =-.22,
concerns transact p <.01).
Eastlick et al. Privacy Trust on an e- Privacy concerns has a negative impact on trust (§ = -.50,
[2006] concerns commerce website, p < .001), and has a negative impact on the intention to
Intention to purchase purchase (B = -.23, p < .001)
from the website
Faja and Trimi General CFIP | Willingness to disclose | General CFIP has negative impacts on the willingness to
[2006] and perceived | personal information, disclose information and the willingness to buy. Site-specific
information and Willingness to buy | privacy perception has positive impacts on the willingness to
privacy disclose information and willingness to buy.
Frye and Perceived Comfort of disclosing Privacy of medium has a positive impact on comfort of
Dornisch [2010] | privacy of a information via instant | disclosing information (8 = .31, t = 14.24)
medium messaging
Hui et al. [2007] | Privacy Information disclosure | Controlling other variables, privacy concerns are not
concerns significantly associated with disclosure.
Janda [2008] Privacy Likelihood of making Privacy concerns have a significant impact on women’s
concerns online purchases likelihood to purchase (B = 0.63, p < .01), but not for men.
Joinson et al. Privacy Nondisclosure Privacy concern has a positive impact on nondisclosure
[2010] dispositions behavior (B =.03,t=2.20), but the impact of perceived privacy on
and perceived nondisclosure is mediated by trust. In addition, privacy
privacy concern did not predict perceived privacy.
Kim [2008] Privacy Trust in e-vendor Privacy concern has a negative impact on trust in e-vendor,
concerns but only in the U.S. sample (B =-.12, p < .05). The
relationship is not significant in the South Korea sample.
Kim et al. Perceived Perceived trust and Perceived privacy protection has positive impacts on
[2008a] privacy perceived risk perceived trust (B = .494, p < .001) and perceived risk
protections (B=-.216,p <.01)
Kim et al. Privacy Awareness of Web CFIP does not have a significant impact on the awareness of
[2008b] concerns Assurance Seal WASS. The other antecedent, security concern, does.
Services (WASS)
Korzaan and CFIP Behavioral intention to | CFIP has a positive impact on behavioral intention to protect
Boswell [2008] protect personal personal information (B = .34, p < .001)
information
Krohn et al. Privacy Attitude to the Web, Privacy concern is negatively associated with Web purchase
[2002] concerns Web purchase, we (B =2.02, p <.01), but not with other dependent variables.
use, and satisfaction
Kumar et al. CFIP Perceived usefulness CFIP has a positive impact on perceived usefulness of
[2008] of firewalls, Attitude firewalls (B = .22, p < .05). No significant relationship is
toward using firewalls observed between CFIP and attitudes.
Lee and Privacy Willingness to share Privacy concern has a negative impact on willingness to
Cranage [in concerns personal information share identifiable and unidentifiable information (f = -.41, p <
press] and intention to adopt .001; B =-.44, p <.001), and also has a negative impact on
service the intention to adopt service (B = -.37, p < .001).
Li et al. [2009] Perceived Swift trust Perceived privacy has no significant impact on swift trust, but
privacy perceived security does.
Lian and Lin Privacy Attitudes toward online | Privacy concerns have a negative impact on the attitude
[2008] concerns shopping toward purchasing books (B = -.24, p = .04) and TV games
(B =-.26, p = .02) online, but not for the purchase of
magazines or computer games online.
Liu et al. [2004] Perceived Trust on a website Perceived privacy is positively associated with trust on a
privacy website (r = .75, p < .001)
Liu et al. [2005] Perceived Trust Privacy concern has a strong impact on the trust of an online
privacy business (B = .86)

Volume 28 = ®  Article 28

SWSAC UOIDWIOU| JO} UOHDIDOSS\/ 8U} JO SUOHDIIUNWWO
! Jul 10§ UOHDOSSY OYi 4 HOO! )

491




Communications of the Association for Information Systems

492

able C-1: Consequen

es of CFIP - Continued

Lwin et al. Online privacy | Protective responses Privacy concern has a significant impact on each of the
[2007] concerns of users: fabricating, protective responses (F = 80.1, 94.5, and 63.2, respectively;
protecting with p < .001).
technology, and
withholding
Malhotra et al. Internet Trusting belief an Risk | IUIPC negatively influences trusting belief of a firm to protect
[2004] Users’ belief personal information (B = -.34, p < .001) and positively
Information influences risk beliefs of a high potential for loss of personal
Privacy information (B = .26, p < .001)
Concerns
(IUIPC)
Nam et al. Privacy Willingness to disclose | Privacy concern has a negative impact on the willingness to
[2006] concerns personal information provide personal information (8 = -.15, p < .01).
Okazaki et al. Privacy Trust and perceived Information privacy concerns decrease mobile users’ trust in
[2009] concerns risk in mobile mobile advertising (B = -.34, p < .001) and increase their
advertising perceived risk (B = .74, p < .001).
Pavlou et al. Information Perceived uncertainty CFIP positively influence perceived uncertainty in online
[2007] privacy transaction (B =.19,p <.01; 3 =.15, p <.05)
concerns
Phelps et al. Privacy Intensity of catalog Increasing levels of concern for privacy diminishes the
[2001] concerns purchase behavior intensity of catalog purchase behavior (B =-1.073, p < .1).
Premazzi et al. Privacy Willingness to provide | Privacy concern has a negative impact on willing to provide
[2010] concerns information and actual | information (B = —0.245) but does not have a significant
behavior of information | impact on the actual behavior.
disclosure
Roca et al. Perceived Perceived trust Perceived privacy does not have a significant impact on
[2009] privacy perceived trust; the other antecedent, perceived security,
does.
Sheehan and Privacy Online behaviors: e.g., | Privacy concern has a significant impact on each of the
Hoy [1999] concerns registering, providing protective behaviors.
inaccurate and
incomplete
information, and read
unsolicited e-mail, etc.
Sheng et al. Privacy Intention to adopt Privacy concern has a negative impact on intention to adopt
[2008] concerns personalized service personalized services (B = -.475, p<.001; 3 =-.38,p <
.001); however, there is no significant relationship between
privacy concerns and intention to adopt non-personalized
services
Shin [2010] Perceived Perceived security and | Perceived privacy is positively associated with perceived
privacy trust in social security (B = .50, p < .001), trust (8 = .26, p < .05), and
networking site, and attitude (B = .47, p < .05).
attitude toward social
networking site
Smith et al. CFIP Behavioral intention CFIP has a positive relationship with the intentions to take
[1996] privacy-related actions (such as refusal to give information,
removal of personal information, and complaining of
misconduct, etc.)
Son and Kim Information Information provision, CFIP has a positive impact on refusal to provide information
[2008] privacy private action, and (B = .33), removal of personal information (B = .28), negative
concerns public action word of mouth (B = .27), complaining to the company (B =
.26), and complaining to third parties (§ = .25), but not on
misrepresentation.
Stewart and CFIP Behavioral intentionto | CFIP has a positive impact on behavioral intentions (8 = .71)
Segars [2002] take privacy-related
actions
Stutzman et al. Privacy Privacy protective Privacy concern has no significant impact on protective
[2011] attitude behavior, privacy behavior on Facebook.com, but has a positive impact on

policy reading, and
information disclosure.
Gender is used as a
control variable.

privacy policy reading (p = .02). Privacy concern is also
negatively associated with information disclosures (p =
0.004). Gender has no significant impact on disclosure.
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Van Slyke et al. CFIP Trust, Risk perception, | To the contrary, CFIP is positively associated with trust
[2006] and Willingness to (B =.208, p < .01) in Sample 1; the relationship is not
transact significant in Sample 2. CFIP is positively associated with risk
perception in Sample 1 (B =.121, p < .05) and non-significant
in Sample 2. None of the samples support the impact of CFIP
on the willingness to transact.
Wei et al. [2010] | Privacy User tolerance of SMS | Privacy concern is negative associated with likelihood of
concerns ads, likelihood of passing along received SMS ads (8 =-.16, p < .01), but not
passing along received | significantly associated with the other two responses.
SMS ads, and user
acceptance of location-
based SMS ads
Wirtz et al. Privacy Likelihood of the Privacy concern has a positive impact on fabricating
[2007] concerns consumer to information (B = .45, p < .01), adopting protective
misrepresent and technologies (B = .49, p < .01), and withholding purchase (B
fabricate personal =.67,p <.01).
information, to adopt
privacy protection
technologies, and to
refuse to register or
purchase from a
website
Xu and Teo Privacy Intention to use Privacy concerns have a negative impact ( = -0.349, p <
[2004] concerns location-based mobile | .05) on the intentions to use location-based mobile service.
service
Yang and Wang | CFIP Information disclosure | Privacy concern has a negative impact on intention to
[2009] intention, protection disclose information and a positive impact on protection
intention, and intention, but it does not have significant impact on intention
transaction intention to transact.
Yao and Murphy | Privacy Remote electronic Privacy has a positive impact on intention to use remote
[2007] voting systems electronic voting systems, but only for men (8 = .36, p < .01).
participation intention
Youn [2009] Privacy Privacy protection Privacy concerns have a significant impact on privacy-coping
concerns behaviors such as behaviors: seeking (B = .353, p < .001), refusing (B = .237,
fabricating information, | p < .05), and fabricating (8 = .189, p < .10).
seeking for advice, and
refraining from Web
use
Yousafzai et al. Perceived Trust Perceived privacy has a positive impact on trust (8 = .27,
[2009] privacy t =5.36).
Zimmer et al. Information Intention to disclose CFIP has a negative impact on intention (B = -.21, p < .01)
[2010] privacy personal information
concerns
Zviran [2008] Privacy Canceling online CFIP has a significant impact on refraining of surfing.
concerns spending, Refraining However, relationships between CFIP and canceling online

from surfing, and
Volume of online
spending

spending and the volume are not significant.
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APPENDIX D: MODERATING EFFECTS INVOLVING CFIP
Table D-1: Moderating Effects Involving CFIP

Literature Privacy Other constructs Major findings
construct
Angst and CFIP Argument frame, issue CFIP moderates (1) the relationship between argument
Agarwal [2009] involvement, and the frame and post-attitude (f = -.530, p < .001), (2) the
interaction between relationship between issue involvement and post-attitude
argument frame and (B=-.122, P <.01), and (3) the impact of the interaction
issue involvement between argument frame and issue involvement on post-
attitude (B = .628, p <.001).
Bansal et al. Privacy Website design quality, CFIP moderates the impact of website design quality on
[2008] concerns privacy policy the trust of a website. The moderating effects of CFIP on
understandability, other variables, including privacy policy
adequacy of privacy understandability, perceived adequacy of privacy policy,
policy, website perceived website information quality, presence of third-
information quality, third party endorsements and perceived presence of company
party endorsements, and | information, were rejected or mixed.
company information
Culnan and Privacy Awareness of procedural | Awareness of procedural fairness moderates the impact
Armstrong concerns fairness of a company of privacy concerns on the willingness to be profiled: for
[1999] individuals not aware of procedural fairness, privacy
concern is a discriminator of the willingness to be
profiled; for individuals aware of procedural fairness,
privacy concern is not a discriminator.
Faja and Trimi | General CFIP: | Identifiable and non- (1) Identifiable information moderates the impact of site-
[2006] and perceived | identifiable information, specific CFIP on the willingness to disclose personal
information General CFIP information; non-identifiable information has a
privacy moderating effect contrary to the prediction.
(2) The moderating effect of General CFIP on the
relationship between vendor intervention and site-specific
CFIP is non-significant.
Frye and Perceived Topic intimacy, and Topic intimacy moderates the impact of perceived
Dornisch privacy of a frequency of use of privacy on comfort of disclosure (B = .01, t = 3.42).
[2010] medium communication medium In contrast to expectations, frequency of use weakens
the association between privacy and disclosure comfort.
Janda [2008] Privacy Gender For women, privacy concerns have a significant impact
concerns on likelihood of purchase (B = -.63, p < .01); for men, the
relationship is non-significant.
Lai and Hui Privacy Opt-in and opt-out Consumers’ privacy concerns moderate/reduce the
[2004] concerns behavior difference between opt-in and opt-out behavior in
inducing online activities.
Luo and Privacy Perceived importance of CFIP was not found to moderate the relationship
Seyedian concerns contextual marketing and | between the perceived importance of contextual
[2003] perceived importance of marketing and satisfaction with Internet storefronts, or
customer orientation the relationship between the perceived importance of
customer orientation and satisfaction.
Lwin et al. Online privacy | Information sensitivity Information sensitivity moderates the impact of privacy
[2007] concerns policy on privacy concern.
McCole et al. Privacy and Trust in vendor, trust in Perceived privacy and security concerns moderates the
[2010] security the Internet, and trust in relationship between (a) trust in a vendor and attitude
concerns third parties toward online purchasing (B = .08, t = 1.84); (b) trust in
the Internet and attitude toward online purchasing
(B=-.11,t=-2.29); and (c) trust in third parties and
attitude toward online purchasing (F = 76.2, p < .001).
In addition, privacy and security concerns do not have a
significant impact on attitude.
Okazaki et al. Privacy Sensitivity of the The greater the sensitivity of the information request, the
[2009] concerns information request, and stronger the effect of information privacy concerns on

perceived ubiquity

trust (t = 4.45, p < .001); the greater the perceived
ubiquity, the stronger the effect of information privacy
concerns on trust (8 =-.13, p < .001).

Neither information sensitivity nor perceived ubiquity
moderates the association between privacy concerns
and perceived risk.
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Rensel et al.
[2006]

Task privacy

-1: Moderating Effects
Individual need for
privacy

nvolving CFIP - Continued
Individual need for privacy moderates the impact of task
privacy, available assistance, and perceived tracking on
transactional website use; the moderating effect of
individual need for privacy on anonymity was not
supported.

Rifon et al.
[2005]

Privacy
concerns

Privacy seal presence

No significant interactions between seal presence and
privacy concern were found for any of the dependent
measures: belief in seal assurances, trust, and
information disclosures.

Nevertheless, privacy concern was found to have
significant effects on disclosures of home address and
salary information.

Sheng et al.
[2008]

Privacy
concerns

Context (emergency
Versus non-emergency)

Context moderates the relationship between
personalization and privacy concerns. For non-
personalized services, there is no significant difference in
privacy concerns between emergency and non-
emergency contexts (t = -1.94, p > 0.05); for
personalized services, customers’ privacy concerns are
significantly higher in the non-emergency context than in
the emergency context (t = -3.74, p < 0.05).

Van Slyke et
al. [2006]

CFIP

Familiarity

The moderating effects of familiarity on the relationship
between CFIP and trust, and between CFIP and risk
perception, are unsupported.
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