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Abstract

Today’s organizations are highly dependent on
information management and processes. Information
security is one of the top issues for researchers and
practitioners. In literature, there is consent that
employees are the weakest link in IS security. A
variety of researchers discuss explanations for
employees’ security related awareness and behavior.
This paper presents a theory-based literature review
of the extant approaches used within employees’
information  security —awareness and behavior
research over the past decade. In total, 113
publications were identified and analyzed. The
information security research community covers 54
different theories. Focusing on the four main
behavioral theories, a state-of-the-art overview of
employees’  security awareness and behavior
research over the past decade is given. From there,
gaps in existing research are wuncovered and
implications and recommendations for future
research are discussed. The literature review might
also be useful for practitioners that need information
about behavioral factors that are critical to the
success of a organization’s security awareness.

1. Introduction

Information system (IS) security is an important
challenge in today’s organizations. More and more
organizations are highly dependent on information
processing. Consequently, organizations implement
technical measures to mitigate threats to information
security [5]. However, technical measures are
insufficient as long as employees are not aware of
potential security risks [8] [26]. To achieve IS
security, the literature proposes information security
policies [7] [22] and Security Education, Training
and Awareness (SETA) programs [1] [11] as non-
technical measures for preventing security breaches
by employees. Since literature refers to employees as
the weakest link in IS security [26] [29] employees’
information security awareness and behavior has
garnered increasing academic attention over the past
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decade. In this interdisciplinary research domain,
theories from social psychology and criminology
were adopted to IS literature [21] in order to explain
and predict employees’ security-related behavior and
awareness.

A literature review was conducted to
comprehensively identifying applied theories in the
research field of employees’ information security
awareness and behavior within the past decade. Prior
literature analysis was conducted by [29] in 2000.
The authors analyzed different approaches for
minimizing user-related faults in information
security. Although the underlying theories were
identified, the focus of the study was approach-
related. An up-to-date overview of applied theories is
necessary to guide further research, since the
previous study was published twelve years ago.
Another literature analysis by [A2] in 2011 is focused
on factors that influence security behavior (i. e.
policies, communication practices, peer influences
etc.) than on theories. In addition to the literature
reviews mentioned above, several target-oriented
literature reviews were conducted. ‘Target-oriented’
means that the literature review was conducted to
provide the theoretical basis for further research
within the same article (e. g. model construction) and
is not the essential part of the article. For instance,
[21] gave a short overview of behavioral theories in
IS security literature in order to introduce the theory
of anomie to the research field. Another article [5]
surveyed behavioral theories to present an
information security policy (ISP) behavioral
compliance framework.

The aim of this paper is to provide an up-to-date
overview of applied theories by discussing the
following research question:

Q: Which theories have been recently used in IS
literature to explain employees’ security
related awareness and behavior?

A systematic literature review was conducted.
Relevant literature from 2000 until today was sought
in academic databases and analyzed focused on both,
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applied theory and research methodology. In total,
113 publications were identified and analyzed.

A meta-model that explains employees’
information security behavior is introduced by
assembling the core constructs of four primary
applied theories. By synthesizing results of
empirically tested research models based on adopted
theories, a discussion of factors, that were proven to
have a significant influence on employees’ security
behavior or intentions, is presented. Additional
factors used in the research domain are identified as
well. Gaps in existing research are uncovered by
discussing the results of the literature analysis and
recommendations for future studies are given. Those
refer to research methodologies as well as to the
subject of investigation.

This paper is structured as follows: the next
section  describes the underlying research
methodology. The literature search process as well as
the literature analysis process is demonstrated in
detail, before the identified theories are briefly
introduced and a meta-model is presented. On this
basis, an analysis of factors that influence employees’
security behavior is conducted in section four.
Afterwards, section five provides a discussion of the
results, implications for further research as well as
the limitations of this paper. Within the last section a
short summary of the paper and an outlook for future
research is presented.

2. Research Design

With a comprehensive review of literature in the
research field of employees’ information security
awareness and behavior the aim of this paper is to
synthesize existing knowledge. The underlying
research design consists of two phases: First, as the
quality of a literature review depends strongly on the
search process [34], relevant literature is identified by
conducting a rigorous literature search. Second, the
identified literature is analyzed for the purpose of
appointing applied theories and methodologies in the
contemplated research field.

2.1 Identifying Relevant Literature

In order to present a wide-spread overview of
applied theories in the variety of literature, a
systematic search process was conducted. We chose
the structured approach presented by [37] as the
underlying methodology. Guidelines from [34]
indicate that, a rigorous literature search must be
valid and reliable. Generally the term ‘validity’ refers
to the degree in which a method serves the purpose it
is used for [20] [40]. Regarding a literature search,
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“validity characterizes the degree to which the
literature search accurately uncovers the sources that
the reviewer is attempting to collect” [34]. In our
case, validity is based on the selected databases,
publications, covered period, used keywords and the
application of a forward and backward search. The
term ‘reliability’ aims for the replicability of the
literature search process. Therefore a comprehensive
documentation of the search process is needed [34].
To fulfill the requirement of validity, we
searched through ten databases: AlSeL,
ScienceDirect, IEEEXplore, JSTOR, SpringerLink,
ACM, Wiley, Emerald, InformsOnline, Palgrave
Macmillan. A list of search terms was pre-defined to

conduct a literature search including ‘security
awareness’,  ‘awareness training’,  ‘awareness
program’, ‘awareness campaign’, ‘security

education’, ‘security motivation’, ‘security behavior’
and ‘personnel security’. The databases were
searched to determine whether a publication
contained at least one of the search terms in the title,
abstract or keywords. If the field of search (i. e. title,
abstract or keywords) could not be specified in the
search query, a full text search was conducted. In
total, 3,423 potentially relevant publications were
identified.

To select the most relevant publications in the
research field of employees’ information security
awareness and behavior, inclusion and exclusion
criteria were defined. We chose to focus not only on
high-quality literature as recommended in [34] and
[37]. Also conferences and journals of minor
relevance were included. This is necessary because
there are journals which are specialized in the field of
IS security (e.g. ‘computers & security’ [21],
‘Information Management & Computer Security’)
and therefore contain numerous articles dealing with
topics relevant for this literature review, but are not
highly rated in international conference or journal
rankings (e.g. AIS, [35], [38],). However, non-
academic articles (e. g. whitepapers) were excluded.
Given that the aim of this literature review is to
present an up-to-date overview of theories used in the
mentioned research field, publications published
before the year 2000 were not considered.
Furthermore only articles written in English were
taken into account.

Publications that do not primary deal with the
topic of employees’ information security awareness
and behavior were also filtered out. This was done by
manually screening articles based on title, abstract
and if necessary with a glance through the full text.
Following this process a number of 95 articles were
determined to be relevant. Subsequently a backward
as well as a forward search was carried out [37]. The



backward search was performed manually, whereas
the forward search was conducted by using Web of
Science (www.webofscience.com). As a result
eighteen additional relevant articles were identified.
Hence a total of 113 articles were identified to be
relevant for this literature review. A complete list of
all reviewed literature can be found in the appendix
which can be requested via e-mail from the authors.
References to reviewed literature are labeled by an
‘A’ for the remainder of this article.

2.2 Analyzing Identified Literature

In order to limit mistakes and subjective biases, a
two-step analysis process was chosen and performed
by two researchers. In the first step, each researcher
independently determined the applied theory and
research methodology for each paper. Secondly,
results were categorized to theory and methodology
and compared to the results of the other researcher.
Divergences were discussed until conformity was
reached. As the aim of this article is to present a
comprehensive overview of theories recently applied
in research field of employees’ information security
awareness and behavior, the list of theories was
developed inductively while reviewing the articles.

Following the broad definition of the term
‘theory’ used in recent IS literature (e. g. [15]), a total
of 54 theories that are applied in the contemplated
research field were identified. The majority of the
identified theories were used in two or fewer
publications. Considering the frequency of use, seven
primary theories were identified as stated in Table 1.

Table 1: Most frequently used theories

Theory #
Theory of Reasoned Action (TRA) /

27
Theory of Planned Behavior (TPB)
General Deterrence Theory (GDT) 17
Protection Motvation Theory (PMT) 10

Technology Acceptance Model (TAM) 7
Social Cognitive Theory (SCT) 3
Constructivism 3
Social Leraning Theory (SLT) 3

These theories can be divided into behavioral
theories (TRA/TPB, GDT, PMT, TAM) and learning
theories (Constructivism, SCT, SLT). Our main focus
in the reviewed research domain is on behavioral
theories. Due to the complexity of the subject matter
and the limited length of this paper we chose to
present an in-depth analysis of the four dominantly
applied behavioral theories.

In contrast to the approach for analyzing the
applied theories, a list of research methodologies was
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defined prior to reading the publications in detail. We

distinguish  between eight different research
methodologies:  deductive  analysis, modeling,
experiment, action research, case study, grounded
theory, literature review, empirical research
(qualitative/quantitative).
Grounded Literature
theory review
1% 2%
Qualitative
5%
Empirical
research Quantitative
50% 45%
Modeling
14%
Deductive

analysis
9%

Figure 1: Frequency of applied research
methodologies

Figure 1 illustrates that quantitative empirical
research is dominant in the examined research field.
In contrast, little qualitative empirical research is
done. Even less work has been done in literature
reviews and grounded theory. The remaining four
methodologies (i. e. deductive analysis, modeling,
experiment, and action research/case study) have
been applied relatively evenly, but considerably
infrequently in contrast to empirical research.

3. Behavioral Science in Information
Security Research

In the past decade of employees’ information
security awareness and behavior research, the
predominant focus has been on cognitive behavioral
models, as can be inferred from Table 1. Researchers
have incorporated  multidisciplinary theories,
including theories from psychology, sociology, and
criminology, into information security success
outcome models. The most frequently used theories
in the research field are the TRA/TPB, GDT, PMT
and TAM. A meta-model composed from those
theories is presented in Figure 2.

Theory of Reasoned Action (TRA)/Theory of
Planned Behavior (TPB): The TPB, an extension of
the TRA, implies that intentions are proximal
cognitive antecedents of actions or behavior [13].



Behavioral intentions (BI) index the motivation to
perform a specific action and are determined by three
constructs:  attitude towards behavior (ATT),
subjective norm (SN) and perceived behavioral
control (PBC) [2]. In the context of information
security behavioral compliance, the employee’s
intention to perform an information security policy
(ISP)-related action is dependent on his/her overall
evaluation of and normative beliefs towards
compliance-related behavior and the greater the
feeling of reflected actual control over those actions,
the greater the intention [5] [7]. The PBC construct,
also referred to Bandura’s (1982) concept of self-
efficacy, extends TPB from TRA to account requisite
resources necessary for performing a behavior [1].

General Deterrence Theory (GDT): Adapted
from criminal justice research, GDT is based on
rational decision making. GDT states that perceived
severity (PSOS), certainty (PCOS) of sanctions or
punishment influence the decision to engage in a
crime by balancing the cost and benefits [27]. More
specific, studies in information security research have
focused on security countermeasures and other
preventative strategies that impact the employees’
intention to misuse IS [7] [12].

Protection Motivation Theory (PMT): Originated
in health psychology, the theory explains the coping
process with potential threats by predicting a variety
of protective behaviors [24]. Researchers argue that
an employee’s attitude towards information security
is shaped by the evaluation of two cognitive mediated
appraisals: threat appraisal (TA) and coping appraisal
(CA) [7]. The first consists of two items, perceived
severity (PSOT), perceived vulnerability (PV) and
comprises the threat perception. The latter is
determined by response costs (RC), PBC and
response efficacy (RE), which represent an
individual’s ability to cope with potential threat. An
employee who is aware of potential security risks
forms attitudes about perceptions of these threats to
security and the coping response [4] [14].

Technology Acceptance Model (TAM): The
TAM, originally introduced by Davis [10], has been
shown as a parsimonious model of representing
antecedents of technology acceptance via perceived
usefulness (PU) and perceived ease-of-use (PEOU).
PU is defined as the employees’ subjective
probability that using a specific system will increase
his/her job performance. PEOU, in contrast, denotes
the degree to which an employee expects the target
system to be free of effort [28]. In the security
awareness context, TAM determines the employees’
intention to comply with information security policy
(ISP), which is influenced by both, PEOU and PU,
afforded through the use of e.g. ISPs [3].
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In most cases of theories application, intentions
rather than actual behavior is assessed due to the
difficulties in observing security behavior [33].
However, each theory specifies theoretical behavioral
factors that have been tested and evaluated in
multiple studies.
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ATT: Attitude towards Behavior; AB: Actual Behavior; BI: Behavioral Intention;
CA: Coping Appraisal; SN: Subjective Norm; PBC: Perceived Behavioral Control;
PCOS: Perceived Certainty of Sanctions; PEOU: Perceived Ease of Use;

PSOS: Perceived Severity of Sanctions; PSOT: Perceived Severity of Threat;

PU: Perceived Usefulness; PV: Perceived Vulnerability; RC: Response Costs;
RE: Response Efficacy; S: Sanctions; TA: Threat Appraisal

Figure 2: Meta-model of primary used
theories

One limitation applying these theories is, in most
cases, the single level perspective. A single theory
focuses on individual behavioral factors, despite
evidence from various empirical studies that external-
level factors such as organizational or work-related
factors are also influential [17]. By disregarding these
factors and interdependencies, theories that explain
and predict employees’ behavior may run the risk of
being inefficient. As a result, some researchers added
theoretical ~ extensions of additional factors
influencing the individual behavior to bridge the gap
between individual and external factors and
behavioral outcome (e.g. ISP fairness [AlS5],
situational support [AS51], visibility [A75]).

4. Results

In general, the contextual analysis showed that
numerous authors discussed a variety of factors that
are considered to affect employees’ information
security awareness and behavior. However, when
having consolidated the publications, the descriptive
analysis showed partly divergent results. Therefore, a

qualitative content analysis is worthwhile to
determine the relations between the specific
constructs within the behavioral theories. These

relations will be shortly synthesized in the following.



A detailed compilation of constructs, their
relationships and the statistical power can be found in
Table 2.

To start with TPB/TRA seven studies applied the
complete theory with every core construct. Research
has used BI as a predictor of actual behavior (AB)
towards compliance with ISP rather than its actual
outcome. Due to certain difficulties with observing
actual security compliant behavior [33], numerous
authors emphasize the use of BI as the dependent
variable that indicates AB (e.g. [A46] [A76]
[A113]). Assessing BI rather than AB is grounded
theoretically and technically. Several authors have
demonstrated a strong and consistent relationship
between the two constructs [28] [36] in non-
information security contexts.

Table 2: Construct relationships

Construct 5 g 3
Independent | & [Dependent| & § J'E) B N §
Variable |= | Variable | = < % 2
[oeparal [ [ [ T T [ T
4 3 [A14] ** [0.25 | 464 |Empl.
[ 4| 3 [A15] *= [ 027 464 [Empl.
- - [A13] ** 048] 464 [Empl.
3] 3 [A26] * [0316] 332 [Stud./IS Pro.
3] 3 [A26] - [0.298] 227 [Stud./ IS Pro.
ATT [3]| Bl [3[A41] - [0.073[ 312 [Empl.
3 3 [A43] ** [0.29] 332 [Stud./IS Pro.
[ 4] 5 [A46] ** [ 0.48] 124 [IS Pro.
4] 2 [A66] - [0.079] 60 [Stud.
3] 4 | A76] *** [0.537] 240 [Empl.
5 4 |a13[ * [0.18]176 [Empl.
(2] 2 [A66] ** [0386] 60 [Stud.
3 3 [A75] * [0.04] 917 |Empl.
Bl [4] AB |3 [A76] **[0.869] 240 [Empl.
3] 3 [A93 ] *** | 0.98 | 917 [Empl.
3 3 [A94] * [0.04]917 [Empl.
[3] 3 [ar4] ** [0.22] 464 |[Empl.
2] 3 [A26] ** [0.193] 332 [Stud./ IS Pro.
2 3 [A26] * [0.197] 227 [Stud./IS Pro.
3] 3 A4 * 0.172] 464 [Empl.
2] 3 [A43] ** [0.16] 332 [Stud./ IS Pro.
7] 5 [Aa46] ** 017 124 [IS Pro.
PBC |3 | BI [ 3 [A52] ** |0.187] 215 [NA.
6| 2 [A66] ** [0300] 60 [Stud.
3 3 [A75] * | - | 464 |Empl.
3] 3 [A93] *= [ 0.31 | 917 |[Empl.
3] 3 [A94] * [0.17[917 [Empl.
18] 5 [As1] * [0.376] 202 |Empl.
4 4 |A113[ *** [ 043 ] 176 [Empl.
[3] 3 [A14] ** [0.29] 464 |[Empl.
2 3 [A26] - | - [332[Stud/IS Pro.
2] 3 [A26] ** [0.324] 227 [Stud./ IS Pro.
|5 | 3 [ A40] ** [0.395] 312 [Empl.
|5 3 [ 41| * [0.313] 464 [Empl.
2] 2 [a42] ** [-0.48] 726 |Empl.
3] 3 [as3] - | - [332[Stud/IS Pro.
SN [4]| Bt [5[A46] ** [0.19] 124 [1SPro.
2] 3 [As2] == [0.298] 215 [N.A.
5] 2 [A66] ** [0.210] 60 [Stud.
4] 3 [A75] * | - | 917 |Empl.
3] - [a89] - [0.07]1449|Empl.
4] 4 [ A76 | *** [0.235] 240 [Empl.
4 3 [A94] * [045]917 |[Empl.
[ 4] 4 [A113] - [0.02]176 [Empl.

Empl.: Employees, Stud.: Students, IS Pro.: IS Professionals
*p<0.05, **p<0.01, ***p<0.001
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Table 2: Construct relationships (continued)

[5)
Construct a § s
Independent | & |Dependent| & E|€|B|N 2
Variable |2 | Variable | & < g‘) 2
[mam [ [ [T [ T T T
i 3 | A43| ** |0.29 | 332 [Stud./ IS Pro.
ATT 13| BI 3 | A26| ** 0.316] 332 [Stud./ IS Pro.
i 3 | A26| ** |0.298| 227 |Stud./ IS Pro.
4 3 |AL12] * ]0.20 | 118 [Empl.
i 3 |A43| - - | 332 [Stud.
PEOU i ATT 4 |A112] ** | 0.26 | 118 |Empl.
i 3 |A26| - - | 332 [Stud./ IS Pro.
3 3 | A26 | *** 227 |Stud./ IS Pro.
L 3 |A26| ** | 0.5 | 332 [Stud./ IS Pro.
12 | ATT 3 | A26| ** 0.298| 227 [Stud./ IS Pro.
PU i 3 | A43| ** | 0.52| 332 |Stud./ IS Pro.
4 4 |A112| ** [ 0.50 | 118 |Empl.
i BI 3 |A43| - - | 332 |Stud./ IS Pro.
4 3 |AL12] - 0.11 | 118 |[Empl.
i 2 |A23| - - 269 [Empl.
L 3 | A40| ***10.260| 312 [Empl.
PCOS L BI 3 | A41| ** [0.155| 312 [Empl.
12 | 2 | A42| ** [-0.20| 726 |Empl.
4 3 |AL12] - ]0.03] 118 [Empl.
L 2 |A23 | ** - 269 |Empl.
PSOS 13| BI 3 | A40| ** [0.209 312 [Empl.
13| 3 | A41| ** [0.139] 312 [Empl.
2 2 | A42| ** |-0.14] 726 |[Empl.
i 3 |A93 | ***10.09|917 [Empl.
(4] aB [3[a75] * | - [917 |Empl.
S 6 3 | A94 | ***10.09 | 917 [Empl.
i BI - |A89| - |0.04|1449|Empl.
4 4 |A76| - - | 240 [Empl.
Lemr [ [ [T T T [ [ 7]
17 5 |A46| ** | 0.17 | 124 |IS Pro.
i 3 |A41| * ]0.172| 312 [Empl.
PBC L BI 3 |AT5| * - 917 |Empl.
L 3 |A93| **10.31|917 [Empl.
3 3 |A%94| * [0.17]917 [Empl.
CA 3 AB 3 |A76| - - | 240 |Empl.
RC 5 BI 5 |Ad46| - |-0.12] 124 [IS Pro.
L 5 | A46| ** | 0.27 | 124 |IS Pro.
13| 3 |A52| * ]0.213] 215 [N.A.
RE i BI 3 |A75| - - [ 917 [Empl.
L 3 |A93| * [0.06|917 [Empl.
3 3 |A94| - [-0.02]{ 917 [Empl.
PSOT 7 BI 5 |A46| * [-0.20| 124 |IS Pro.
PV 7 BI 5 |A46| ** | 0.20 | 124 |IS Pro.
6 | 3 [A75] * | - [ 917 [Empl.
TA L BI 3 |A93 | ***10.24 | 917 [Empl.
6 3 |A94| * [0.12]917 [Empl.
5 AB 3 | A76 | *** [0.278] 240 [Empl.

Empl.: Employees, Stud.: Students, IS Pro.: IS Professionals
*p<0.05, **p<0.01, ***p<0.001

Moreover, technically measurement is argued to
be difficult due to the sensible context of information
security (e.g. [4] [33]), the large and diverse sample
sizes [7] [8], and the theoretical background of the
applied theory [31]. In a theoretical context, authors
e.g. [4] [31] argue that the relationship between BI
and AB is grounded in the TPB and TRA by [1] and
has been shown to be proven empirically by [4]. A
number of studies emphasized the relationship
between AB and BI (for example [A66] [A94]
[A93]). Contrary to the work of for example [28] or
[39], who measured actual behavior via system log
files, the studies rely on self-reported data (e.g. [30]).



Further results implicate that the main constructs
of TPB are strong predictors of BI. More specifically,
92% of the evaluated relationships between PBC and
BI are significant, with at least p < 0.05. In general,
the determination of the PBC construct is twofold,
which allows a detailed examination of internal and
external factors. The main influence on the PBC
construct comes from Bandura’s work on self-
efficacy. Self-efficacy is used ten times and reflects
the individual’s personal beliefs about his or her
ability to comply with the information security policy
(for example [A14] [A26] [A41] [A46] [AS51] [AS2]
[A75] [A93] [A94] [Al106]). In contrast,
controllability represents an individual’s perception
about available resources and opportunities to
actually comply with information security policy
[A6] [A43]. Some authors used a combination of
both constructs to conceptualize PBC [A43] [A113].
The social construct of TPB in the context of security
awareness refers to the influence and motivation of
an individual’s observation about the norm in his or
her environment [A46]. The partial influence of SN
on BI was shown in six of eight studies. To explore
the social influence in the context of security
awareness, researchers used different labeled
constructs including normative beliefs [A14] [A75]
[A76] [A94] or social factors [A66], which represent
the SN construct [4]. The third construct that
influences BI is ATT. Eight out of ten relationships
between ATT and BI are significant, with six strong
relationships at p < 0.01 level. Attitude is a broad
term that has been investigated from different
perspectives [A26]. In the context of TPB, ATT
reflects the user’s positive or negative feelings with
regard to complying with the information security
policy [A46] [A76] [A113] [A43]. More specifically,
in two cases ATT was not significant with BI. Herath
et al. [A41] stated that the insignificant effect may be
due to context, sample, or other extraneous reasons.
The authors combined the PMT and Deterrence
Theory based on the core constructs of TPB and used
a sample of 312 employees from 78 organizations.

In general, seven studies aggregated the core
constructs of TPB as a whole [A14] [A26] [A43]
[A41] [A46] [A94] [A113] . Numerous studies
combined other theories with the core constructs of
TPB [A14] [A40] [A41] [A43]. Based on TRA, TAM
predicts the attitude towards the acceptance of objects
as factors of adoption and use. Therefore, some
authors empirically studied PEOU and PU as
predictors of ATT and emphasized the relationship
between ATT and BI [A26] [A43] [A112]. Other
authors eliminated the attitude construct and
emphasized a direct relationship between PEOU and
PU [A43] [A112]. These studies imply that both

2983

TAM constructs are less related to ATT. It is argued
that even if a user may not prefer a specific object, he
or she might still use it as long as it increases job
performance [A26]. Interestingly, no study suggested
a significant relationship between PU and BI [A43]
[A112] but together with [A26], the authors showed a
positive  significant relationship between both
constructs.

In the context of security awareness, a widely
advocated theory is the GDT [5] [A89]. Especially
the core constructs of GDT, PSOS and PCOS were
related to BI [A23] [A40] [A41] [A42] [A112]. In the
security awareness context and due to the theoretical
base of GDT, the theory focuses on a different
perspective of the intention construct. BI is measured
as a user’s perception as to whether a violation of
specific portions of information security policy may
increase his or her general utility. Some studies
incorporated additional constructs to the core
constructs of GDT [A75] [A76] [A89] [A93]. For
example, the general construct of sanctions (S),
according to Siponen et al., is divided into formal
sanctions, informal sanctions, and shame [A89].
However, of the six studies that investigated PCOS as
a predictor of the BI, three were significant at a
minimum p < 0.01. PSOS has been shown to be
significant in four cases [A23] [A40] [A41] [A42].

The PMT literature is characterized by the
application of a plethora of different constructs
[A41]. The core constructs were shown to be related
to BI. The TA construct was shown to be a predictor
of the BI by four research studies [A46] [A75] [A93]
[A94] While [A46] investigated a significant
relationship by separation of perceived severity
(PSOT) and perceived vulnerability (PV) as TA
constructs [A75], [A93], and [A94] considered the
whole construct. Response efficacy (RE) and self-
efficacy refer to coping appraisal (CA) [A75]. In
contrast to TPB, both constructs are viewed from a
different perspective as constructs of CA mechanisms
[5]. The relationship between RE and BI was shown
to be significant in three cases [A46] [A52] [A93].

In order to extend and improve the standard
behavioral theories, several further constructs were
introduced by academic literature in order to explain
employees’ IS security related behavior. A detailed
list is given in Table A 1 in the Appendix.

With the purpose of explaining employees’ BI,
fifteen factors beyond the standard theories (i. e.
TRA/TPB, TAM, GDT, PMT) were examined.
Twelve of them were found to have a significant
effect on BI. For example the strength of an
employee’s identification with and involvement in an
organization (organizational commitment) has a
highly significant effect on BI [A41]. Herath et al.



[A40] discovered that an employee’s perceived
effectiveness of behaving securely influences BI.
Moreover, the employee’s awareness of the ISP
[A51] as well as his or her technology awareness
[A43] determines the security-related BI. Johnston et
al. [A51] show, that employees’ awareness of ISP
depends on the degree an employee perceives his
environment to be favorable for fulfilling a given task
(situational support), the degree to which a company
provides instructions to fulfill a task (verbal
persuasion), and an employee’s indirect experience
with a task through observation (vicarious
experience). With the introduction of the
neutralization theory, [A89] showed that the use of
neutralization techniques reduces the perceived harm
of violating the ISP and therefore influences an
employee’s BI. According to [A113], an employee’s
perceived security protection mechanisms do not
significantly impact an employee’s BI. Consistent to
the TAM, where PEOU is only directly linked to
ATT, in [A43] no significant direct relationship was
found between PEOU and BI.

Eight further constructs were used in literature to
explain ATT. General information security awareness
(ISA) was found in [A13] [A14] [A15] to have a
significant influence on ATT at the minimum p <
0.01 level. The perceived fairness of a company’s
ISP is significant at the p < 0.001 level [AIS5].
Whereas the perceived costs of non-compliance with
a organization’s ISP affect ATT ( [A13] [Al4]), the
impact of perceived benefits of compliance and
perceived costs of compliance are ambiguous. Both
factors are significant according to [Al4], but not
significant according to [A13]. Phanila et al. [A76]
show that PBC has a strong significant effect not only
on BI but also on ATT.

In contrast to sanctions, which were tested to have
a significant influence on AB, rewards do not clearly
provide that influence. Of three studies only one
found a significant relationship at the p < 0.05 level
[A75], the other two [A76] [A94] found no
significant relationship.

5. Discussion of Results and Implications
for Future Research

Fifty-four theories applied in employees’
information security awareness and behavior research
were identified. Most of them are only used in three
or fewer publications. In contrast, TRA/TPB, TAM,
GDT and PMT emerged as the four dominantly
applied theories which were used 61 times within the
reviewed literature. Since all four theories explain
employees’ behavioral intention by using different
factors, the development of a meta-model (Figure 2)
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was applicable. The core construct relationships from
each theory were adopted by most publications that
apply the respective theory. A solid confirmation of
existing construct relationships in the context
employees’ security behavior is provided by existing
literature, so future studies can focus more on
additional constructs than on examining already
confirmed core construct relationships.

As mentioned in section 2.2, the literature in
information security awareness and behavior research
is replete with quantitative research studies. Since
factors like employees’ intentions, attitudes,
motivations or satisfaction are not verifiable by
means other than self reporting [23], it is not
unexpected that the majority of reviewed literature
applying TRA/TPB, TAM, GDT or PMT use
quantitative methods to test their hypotheses.
However, the use of self-reports to measure security-
related behavior might lack validity, because self-
reports are prone to the problems of common method
variance, consistency motif and social desirability
[23], and results may be biased. According to [39],
self reports are not sufficient predictors of
employees’ actual behavior, because employees’ self-
reported perceptions of security behavior are not
bound to be in line with their actual security
behavior. At first sight, observation seems to be an
instrument for gathering more objective data. Due to
the sensitive nature of security-related data,
organizations are unwilling to reveal information that
provides insights into a company’s current
information security status [16]. In addition, it is
impossible to observe all aspects of security behavior
(e. g. password strength, encrypting sensitive e-mails,
etc.) for a large amount of employees, which means
that observations alone are insufficient. If researchers
succeed in developing a trustful environment [16], a
combination of self-report and observational
sampling in triangulation as proposed by [39] is an
appropriate means of reducing the lack of qualitative
and interpretive studies in this research field. As
already stated in [8], case studies including
employees from one or more companies would be
useful for further research. As an alternative to case
studies, experimental studies, as used in e. g. [AS52],
are also a method of observing employees’ actual
behavior. However, observations under laboratory
conditions change the nature of the subject matter
[23], as employees’ behavior is not observed in their
actual working environment. Evidence must be
gathered from real work situations including a variety
of real tasks over a longer period of time. One
method of observing long-time data in actual working
environments is proposed by [28] and [39] with the
analysis of log-files.



With regard to the difficulties in observing
useful empirical data [16], low response rates and the
survey of students and IS professionals are
emphasized. For instance, within the reviewed
literature, only five studies included more than 500
respondents [A42] [A75] [A89] [A93] [A94]. An
empirical sample is relevant as long as it is
representative and generalizable. For the purpose of
measuring employees’ security awareness and
behavior, samples consisting of students and/or IS
professionals do not reflect the population of interest.
With reference to internal, external and construct
validity, surveying students and IS professionals is
seen more critically than having a smaller sample
size as long as it represents reality [32]. With regard
to globally acting organizations, more studies are
required that focus the differences in awareness in an
international context such as [A26]. Cultural
differences which are fundamental for developing
SETA-programs can be assessed in future research.

Regarding the relationships between constructs,
only five studies examined the relationship between
employees’ Bl and AB (c. f. Table 2). Although a
significant relationship was found between the two
constructs, all five studies used self reports to assess
employees’ actual behavior. The problems with self
reported data are already mentioned above. Many
other studies postulate a strong and consistent
relationship between BI and AB by referring to [28].
Since that study also used self reported data and did
not deal with security-related behavior, the
assignability of the results has to be challenged. The
question arises as to whether employees’ behavioral
intention is a truly reliable predictor for their actual
security-related behavior, or if there are any external
or environmental factors mitigating the influence of
BI on AB. For example, an employee might intend to
behave in compliance with the organization’s ISP
because of his strong self-efficacy and normative
beliefs (c. f. TRA/TPB), but is not able to transform
his or her intentions into actual behavior. This might
be due to, for example, a heavy workload in
combination with complex security measures. The BI
— AB gap implicates that individuals hold positive BI
but subsequently fail to enact those BI. In addition,
changes in BI do not consequently lead to changes in
AB [13] [36]. Meta-analytic evidence demonstrates
that changes in BI lead to AB in a lower degree [36].
Consequently, the relationship between BI and AB
requires further attention by future studies, and
factors that affect this relationship must be identified.
At this point, the need to combine self-reports to
determine employees’ BI and observational sampling
to determine employees’ AB is emphasized again.
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Although synthesized literature presents a variety
of additional factors beyond the core constructs of
TRA/TPB, TAM, GDT or PMT (c. f. Table A 1 in
the appendix) little work has been done in developing
and testing organizational measures to influence
employees’ security awareness and behavior.
Practitioners face the problem of how the theoretical
constructs that were found to be determining
employees’ behavior can be affected. A gap between
theoretically founded explanation of employees’
security behavior in academic literature and the need
of practitioners to know which interventions to apply
has grown [39]. According to [25], academic
literature should provide relevance for practitioners
in order to prevent research from becoming an end
unto it-self. To fulfill this requirement it is necessary
to develop and validate concrete measures and
process models to influence employees’ security
awareness and behavior based on already existing
theoretical knowledge (c. f. Section 4) of individual
factors. This will add value to the research field and
will mitigate the gap between theory and practice.

6. Limitations

Although a rigorous approach was used to search
relevant literature, there are limitations concerning
the used search terms and identified literature. We
only used English search terms. Publications in any
other language were not covered. Moreover, the list
of search terms was predefined and not developed
inductively. A second search process with terms
gathered during the literature analysis process should
be conducted to find further literature that is relevant
in the context of this literature review. By excluding
non-peer-reviewed  publications  (e.g.  books,
whitepapers), only publications of controlled quality
were included in the analysis process. Even though
we expect that books might also include valuable
contributions that were introduced at conferences or
published in journals, some contributions might be
missing in this literature review.

One major challenge of IT research is the
proliferation of terms to describe similar concepts. As
mentioned in section 2.2 we chose a manual approach
for identifying applied theories and research
methodologies. Nevertheless, the application of latent
semantic analysis to our dataset could be a useful
addition by discovering more coherent concepts.

The initial aim of this paper was to present a
comprehensive overview of theories used in the
domain of employees’ security awareness and
behavior research. Due to the complexity of the
subject matter and the diversity of identified theories,



we chose to present an in-depth analysis of the four
primarily applied theories.

7. Conclusion and Outlook

This paper presents a theory-based literature
review of the extant security awareness in behavioral
research. In total, 113 publications were identified
and analyzed. Fiftyfour theories applied in
employees’ information security awareness and
behavior research were identified. The four primarily
applied theories are the TPB, GDT, PMT and TAM.
A meta-model that explains employees’ IS security
behavior is introduced by assembling the core
constructs of the four primarily applied theories. By
synthesizing results of empirically tested research
models based on TPB, GDT, PMT and/or TAM, a
survey of factors proven to have a significant
influence on employees’ security behavior is
presented. Factors outside of the core constructs from
the four primarily used theories in the research field
were identified. Gaps in existing research are
uncovered by discussing the results of the literature
analysis

Since solid evidence of relationships between the
core constructs of TPB, GDT, PMT and TAM is
provided by academic literature, future empirical
studies can focus on additional factors that influence
employees’ information security awareness and
behavior instead of on measuring core construct
relationships. Due to the dominance of quantitative
work, qualitative studies like action research and
interview studies could add value to the research
field. Furthermore, the reliability of behavioral
intention as a predictor of actual security behavior
needs further attention. Regarding the weaknesses of
self-reports as a measure of employees’ actual
behavior, a stronger consideration of additional
research methodologies such as experiments or case
studies are required. In order to prevent an emerging
gap between theory and practice, the development of
measures and process models to influence
employees’ security awareness and behavior based
on already existing theoretical knowledge is
necessary.
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