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Abstract

Mobile devices with Internet access and large amounts of sensors, pushes the devel-
opment of intelligent services towards new forms of pervasive applications. These
applications are made context-aware by utilizing information from sensors and hence
the context of a situation, in order to provide a better service. Based on this, the focus
of this thesis is on the challenge of creating context awareness in mobile applications.
That both utilizes dynamic context information from globally available sensors and
provides adaptive views of relevant context information to applications.

The first challenge is to identify the properties of an architecture that provides
scalable access to information from global sensors within bounded time, because
existing systems do not support these properties in a satisfactory manner. The ma-
jority of related systems employ a centralized approach with limited support for
global sensor information due to poor scalability. Therefore, this thesis proposes a
distributed architecture capable of exchanging context between users and entities on
a peer-to-peer overlay. Pervasive applications can thus utilize global sensor infor-
mation in a scalable and manageable way within predictable time bounds.

The second challenge to support continually changing and evolving context in-
formation, while providing it as both adaptive and manageable views to applica-
tions. To address this particular problem, this thesis proposes the usage of a locally
stored evolving context object called a context schema. In detail, this schema con-
tains all context information that is considered as being relevant for a specific user
or entity. Furthermore, this thesis proposes an application interface that can provide
snapshots of the evolving context schemas as adaptive views. These views can then
be used in context-aware mobile applications, without inducing unnecessary delays.

By successfully addressing the challenges, this thesis enables the creation of per-
vasive and adaptive applications that utilize evolving context in mobile environ-
ments. These capabilities are made possible by enabling access to global sensor
information based on a distributed context exchange overlay, in combination with
evolving context schemas offered as views through an application interface. In sup-
port of these claims, this thesis has developed numerous proof-of-concept applica-
tions and prototypes to verify the approach. Hence, this thesis concludes that the
proposed approach with evolving context information has the ability to scale in a
satisfactory manner and also has the ability to dynamically offer relevant views to
applications in a manageable way:.
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Chapter 1

Introduction

Recent advances in mobile technology have enabled the provision of pervasive ap-
plications capable of providing different services based on the status of users and en-
tities. This thesis defines such applications as context-aware, because they use sensor
technology to gather raw contextual data from the environment. This raw data can
then be used to create better applications by involving the situation of the users in
the application behavior. This can for example be done by altering the user interface
based on the profile of the user, or displaying advertisements based on the current lo-
cation and time of day. The current trend in mobile devices is moving towards high
speed mobile broadband Internet access and multitudes of sensors, which pushes
the development further towards these new forms of pervasive applications. There-
fore, this thesis explores the challenges that have arisen in the search for adaptive
context-aware applications in mobile environments. This includes architectural de-
sign for dynamic context exchange, relevance based context data management, and
applications access of dynamic context information in a manageable way.

1.1 Background and Problem Motivation

The proliferation of mobile context-aware applications has been held back by under-
lying systems which do not support continuously changing dynamic context. Adap-
tive context-aware applications require a flexible underlying architecture, with a nat-
ural approach to the dynamic behavior of context information. This means that the
context information must be allowed to continuously change and evolve over time.
However, it must still be made available to the applications within predictable time
bounds, as views of the currently relevant context information.

The concept of context is commonly understood as the situation or surroundings
of an entity, where this entity can be any kind of item with an associated situation,
such as a user, a device, or an object. However, this indirect notion of the situation
is not naturally understandable by computers. Hence, there has been research into
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context awareness which has resulted in what is seen today as context-aware appli-
cations. In detail, these applications utilize sensors to autonomously acquire context
about a user or entity, which can be used at a later stage in informed decision making
in order to create intelligent applications. Many applications currently exist which
can be considered context-aware. These applications are for example, the sorting of
search results based on a user’s location and adaptable advertisements based on a
user’s interest. In general, these context based services and context-aware applica-
tions gather context about its users pervasively, without any user interactions. The
context is usually gathered from sensors, which is placed into centralized database
storage, and then utilized by applications directly from the database. Furthermore,
this centralized database enables application providers the ability to control and se-
cure the information flow, thus managing all the context information themselves.

These centralized approaches create unnecessary bottlenecks and induce single
points of failures. The centralization also induces a vertical and narrow minded
approach, where each vendor controls its own set of context information with no
interest in sharing this data with other parties. This forms a walled garden, which
provides the users with a service, given that the users stay within the boundaries
of the system. These walled gardens are also specialized for specific tasks and can
therefore only use a fraction of the available context information. Vertical and re-
stricted architectures stifle both innovation and proliferation, even if they initially
provide a simple mean of developing context-aware applications.

However, ubiquitous and dynamic context-aware applications demand a hori-
zontal and open environment, which also must have certain properties. For exam-
ple, rapid dissemination of context within predictable time bounds and good user
scalability when the amount of users increase in magnitude. These demands point
towards a distributed system and the peer-to-peer paradigm, which provides both
better scaling of resources and better support for direct exchange between entities.

1.2 Overall Aim

The aim of this thesis is to contribute methods which enable context awareness
within context-aware mobile applications, which can both acquire context from global
sensors and exchange the context information between entities. In addition, they
must also provide context information to applications as relevant and adaptive views
in ubiquitous and global scenarios. Therefore, the focus in this thesis is on scenarios
which demand a massive user base and applications which require access to contin-
uously changing context information. This includes scenarios such as the exchange
of road characteristics and environmental information between a large number of
entities traveling at high speeds during hazardous weather. Another example in-
volves the enabling of context based advertisements when users are near different
shopping malls, which can enable them to receive notifications based on the num-
ber of available parking spaces, relevant sales based on the current fashion, or the
availability of the users clothing size in the store. Furthermore, the scenarios can
also include social applications, such as finding other users with similar interests,
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Figure 1.1: Overview of the two challenges.

or providing notifications relating to status changes of relevant entities based on the
current situation.

This thesis aims to improve the proliferation and innovation of these adaptive
context-aware applications. Some of these context-aware applications already exist,
but are limited in regards to their dynamic properties. This must however change for
the future Internet of Things where all objects are connected and can communicate,
which will require better dynamics and adaptiveness in applications. Therefore, this
thesis aims to both enable and simplify the development of dynamic context-aware
applications, by exploring methods for providing dynamic context as adaptive views
in mobile applications. With this goal in mind, the aim is to create an understanding
and a foundation for mobile context-aware applications running in a wider range
of scenarios. In addition, the aim is also to enable applications to utilize context in-
formation derived from global sensors, in order to display context-aware properties
and behavior.

1.3 Scope

This thesis has two main challenges which will be explored. They are in detail, the
enabling of global context dissemination between entities, and the enabling of dy-
namic evolving context information as manageable views in context-aware mobile
applications. An overview regarding how these areas fit together can be seen in
figure 1.1. In overview, the figure shows a distributed approach providing context
information to the applications, by utilizing a distributed context exchange network
for exchanging global context information between entities in a scalable manner. To
be specific, the context exchange network addresses the first challenge because it
can negotiate context information from global context sources, and the distributed
context service solves the second challenge because it can provide views of the ex-
changed context information to applications. However, because this thesis focuses
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on open dissemination of context between entities, it will not study issues related
to authority based access management, such as supervised control of the exchange
between entities. Hence, the assumption is that each entity handles its own access
management and is in control over its own sensors and devices. Furthermore, no
attempt is made to study the different radio technologies used for wide area Internet
access and therefore the assumption is that adequate connectivity through mobile
broadband packet data access exists, such as 3G (HSDPA) or 4G (LTE).

1.3.1 Supporting Global Context Dissemination

To solve the first challenge relating to the exchange of global context information
between users and entities, the dissemination of context information will require a
common architecture and approach. So far the usage of proprietary and central-
ized approaches has been dominant, although an open and distributed approach
offers far more benefits especially in regards to scalability. However, creating con-
text awareness from global sensors is still a problem in distributed systems, because
of the critical time constraints introduced because of the dynamics of the continually
changing context information. Furthermore, the limited resources and unstable con-
nections of mobile devices also introduces additional problems. Therefore, this thesis
will explore the challenge of enabling dynamic context awareness from global sen-
sors in current mobile infrastructure. In detail, this thesis will explore middleware
approaches and architectures for disseminating global context information between
ubiquitous mobile users and entities.

1.3.2 Enabling Dynamic Context Awareness in Mobile Applica-
tions

To solve the second challenge in relation to the support of continually changing con-
text information in mobile applications, adaptive application interfaces are required
for the management of the dynamic context information. In a manner similar to
that of the first challenge, the usage of centralized database interfaces dominates the
related work, even if it does not provide satisfactory support for dynamic context.
Context-aware mobile applications demand adaptive answers to be received within
critical time frames and within predictable time bounds. A common approach to
developing these dynamic applications is therefore demanded, which will be ad-
dressed in this thesis. In detail, this thesis has explored methods for enabling dy-
namic context-awareness in mobile applications based on exchanging relevant con-
text information between entities. In addition, it has also explored a snapshot appli-
cation interface to minimize the delay when accessing the dynamic context informa-
tion in mobile environments.
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1.4 Concrete and Verifiable Goals

The goal of this thesis can be formalized into three concrete goals, which can be
derived from the two challenges. In detail, these goals are:

1. Enable global context information from sensors to be made available in mobile
applications, by disseminating context information between users and entities.
In detail, the context should both be derived from global sources and be uti-
lized in ubiquitous scenarios with large amounts concurrent entities.

2. A method for providing context information as continually changing adaptive
views of relevant context information, which can be utilized in mobile appli-
cations. In detail, the method should autonomously manage the context infor-
mation in a manner which represents the continuous change of context, while
providing it to applications in a manageable way.

3. A method for handling the propagation of context information, such as control-
ling the reach of the private context of an entity. In detail, the method should
provide manageable means of controlling the information locally by each en-
tity, thus limiting the dissemination of the personal context information of an
entity in the system.

1.5 Methodology

Because this thesis focuses on dynamic context and scalability, related centralized ap-
proaches have been investigated theoretically in order to disregard them for further
investigation and limit the search for a suitable system. Following this assumption,
this thesis thus explored distributed approaches, in particular a peer-to-peer over-
lay platform capable of context exchange between end users and entities. Proof-of-
concept applications and prototypes were created for this platform, which validated
the approach because they enabled global context dissemination between entities.
The proof-of-concept applications and prototypes were also crucial for the later val-
idation of the approach with evolving contextual views, in order to establish com-
pleteness and validity with regards to the whole approach. Complex simulations
of a massive system with a large number of clients attached via various access net-
works are considered to be future work. This is due to the lack of support for context
information exchange in simulation software, which would require a simulator to be
built exclusively for this thesis.

1.6 Contributions

The author’s contributions are presented in ten papers, but only papers I, II, IV, V,
and VII are included at the end of this thesis, because they contribute directly to the
approach used in this thesis. An overview with regards to how all ten papers fit into
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Figure 1.2: Paper contributions.

the two challenges can be seen in figure 1.2. In this figure, the arrows indicate a leads
to relation, because most of the papers builds on conclusions from previous results.
All of the ten papers are co-authored with fellow researchers within the research
group, therefore this section will explain the specific contributions made by the au-
thor. The author published seven papers in the area of supporting global context
dissemination: Papers I, II, III, IV, V, VI, and VIII. These papers presents solutions
for disseminating global context in a distributed manner for a wide range of scenar-
ios. This study resulted in the establishment of different frameworks and possible
extensions to these frameworks. The author has also published one paper (paper
VII) and submitted two papers (papers IX and X), in the area of enabling dynamic
context awareness in mobile applications. These three papers present approaches
for enabling relevant context information as adaptive views in mobile applications.
In detail, this study resulted in the creation of the evolving context schemas and the
snapshot application interface.
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Paper |
Ubiquitous Mobile Awareness from Sensor Networks

This paper contributed with an approach to utilizing distributed architectures for
creating context information in mobile devices. In addition, a proof-of-concept ap-
plication was created which demonstrated that the approach is valid. This paper
therefore contributed in addressing goal 1, because it created context information
from a global sensor. In this paper, the author’s contribution related to the vali-
dation of the peer-to-peer network. In detail, the author developed and tested the
proof-of-concept application. Furthermore, the author also validated the fact that
connectivity to related presence architecture was possible.

Paper Il
The MediaSense Framework

The contribution of this paper was with an approach to create a peer-to-peer network
for exchanging context information between entities. In addition, the paper also
contributed to the foundation of the forthcoming papers regarding the formalization
of the DCXP protocol. Hence, this paper contributed to goal 1 with a framework
design for global context exchange. In this paper, the contribution from the author
was with a validation of the approach by means of the proof-of-concept applications
based on the peer-to-peer network. In detail, the author verified the proof-of-concept
application and developed the connection to the sensor platform.

Paper lll
Ubiquitous Mobile Awareness from Sensor Network

This paper contributed further details to the approach with regards to utilizing dis-
tributed approaches for creating context information in mobile devices. In addition
to this, the proof of concept application was further evaluated and the operation with
other existing systems was proven. Because this paper included further details on
both the framework and sensor connectivity, it contributed to the addressing of 1. In
this paper, the author contributed the idea and development of the DCXP topology
with different agents and super nodes. In addition to this, the author also validated
the approach with the proof-of-concept application and the sensor connectivity sys-
tem.
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Paper IV
Distributed Context Support for Ubiquitous Mobile Awareness Services

This paper contributed the formalization and implementation of the DCXP protocol,
which is capable of disseminating context information between users and entities. In
addition, the paper also demonstrated its viability and superiority in comparison to
related solutions. This paper contributed to goal 1 since it defines the DCXP protocol
in detail and thus enabled global exchange of context information. In this paper, the
author’s contribution was in relation to the development, formalization, and vali-
dation of the DCXP topology with different agents and super nodes, in addition to
validating the approach with regards to the developed proof-of-concept application.

Paper V

Dissemination of Anonymised Context Information by Extending the DCXP
Framework

The contribution of this paper was an innovative approach to enabling anonymity in
context related systems, in particular the DCXP network. In addition, the paper also
demonstrated the extensibility of DCXP and peer-to-peer based context exchange,
which shows the possibilities of extending these networks to suit the requirements
of the users. This paper contributed to the addressing of goal 3, because it provided
a manageable approach to managing the reach of an entity’s private context. In this
paper, the author is one of the original initiators to the anonymity approach with
dynamic grouping. Furthermore, the author refined the DCXP messages to fit the
current DCXP architecture.

Paper VI
The Updated MediaSense Framework

The contribution of this paper was in relation to an approach aimed at extending
the MediaSense framework. In addition, the paper also demonstrated the extensibil-
ity in proof-of-concept applications, which further shows that there is possibility of
extending the framework to suit the user’s needs. This paper partially contributes
to goal 1, because it extends the global access of context information further with
cloud extensions and home entities. In this paper, the contribution of the author
was in relation to the cloud storage idea of context information connected to home
gateways. More specifically, the author verified the approach by means of proof-of-
concept applications, utilizing sensor platforms connected via mobile phones and
home gateways.
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Paper VI
Location-Based Ubiquitous Context Exchange in Mobile Environments

A different approach to maintaining a context based network was the contribution of
this paper, since it utilized gossiping instead of distributed hash tables. In addition
to this, a proof of concept application demonstrated that it is possible to maintain a
network of relevant entities. This paper contributed to goal 2 since it provided a new
form of method in relation to managing the system, thus providing adapting views
of the available data to the applications. In this paper, the author’s contribution was
by means of the algorithms and their implementations, in addition to the idea of
utilizing context proximity. In detail, the algorithms were the achievement of the
author and he additionally developed the application, performed the evaluation,
and validated the approach.

Paper VIl
Scenarios, Research Issues, and Architecture for Ubiquitous Sensing

This paper contributed a list of research issues for ubiquitous sensing and context-
aware applications, in addition to a proposed framework model. In this paper, the
contribution of the author was in determining a number of these research issues.
This paper thus contributed by determining the issues that are addressed by the
three goals in this thesis. The author also contributed with the development of all
sensor based components. In detail, the author developed the sensor gateway func-
tionality, the Zigbee sensor connectivity, and the Ethernet sensor connectivity.

Paper IX

Continuously Evolving Context Information by Utilizing Sensors in Mobile En-
vironments

The contribution of this paper was in relation to the ability of creating evolving con-
text in a distributed environment by utilizing agents. But also a realization of an ap-
plication interface was achieved. This paper therefore contributes to both goal 2 and
goal 3, because it enables continuously evolving context views and local manage-
ment of private context information. In this paper, the author contributed in the idea
of having agents evolving context information, stored in a nontraditional database
structure. In detail, the author verified the proposed architecture by developing and
evaluating the simulation application.
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Paper X

Enabling Adaptive Context Views for Mobile Applications utilizing Dynamic
Sensor Information

This paper consists of a novel approach to accessing evolving context information as
adaptive views. Thus, this paper addresses goal 2 because it provides the means of
accessing the adaptive views in a manageable way. The contribution of the author
was in relation to both the idea and the achievement of a snapshot application inter-
face, to create adaptive views of continuously evolving context. In detail, the author
developed the approach, implemented the application, performed the evaluation,
and validated the approach.

1.7 Outline

This thesis is outlined in the following way, chapter 2 includes the background the-
ory in connection to context awareness and related work. Chapter 3 includes the re-
quirements, properties, and how to support global context dissemination. Chapter 4
presents the study into enabling dynamic context awareness in mobile applications.
Finally, chapter 5 presents the conclusions and future work.



Chapter 2

Theory and Related Work

In this chapter, the background theory and related work for this thesis is presented.
This chapter therefore provides an introduction to context awareness in mobile ap-
plications and existing related work. In detail, this chapter includes the definition of
context, the definition of context awareness, different context services, and related
systems.

2.1 Defining Context

The concept of context is commonly understood as the situation or surroundings of
an entity. For example, it is possible to understand the context of a spoken sentence
by the situation it is spoken in. Research into the understanding of context by com-
puters has been conducted for some time and one of the earliest accepted definitions
of context within computer science was stated by Brown [11]. However Brown was
not alone in exploring the area of context, and similar well known definitions are for
example by Shilit [12] and by Pascoe [13]. However most current work is based on
the view of context provided by the definition given by Dey and Abowd [14], who
have refined their definition in stages and finally arrived at "Context is any informa-
tion that can be used to characterize the situation of an entity. An entity is a person, place,
or object that is considered relevant to the interaction between a user and an application,
including the user and applications themselves.”. However, there have also been more
recent studies into context, for example by [15], which surveys the area of context
and context awareness in detail.

Dey and Abowd [14] do not only define what context is, they also classify and
highlight some of the problems associated with context. For example, both the def-
inition of context and all context itself is highly generic, in addition to the fact that
context can both be modeled and represented in many different ways. One such ex-
ample is location, which can be represented both by an address and by a position in
latitude and longitude. This opens up a significant problem in relation to context, in
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that is has to be general and universally transformable between all representations.
This modeling of context has been surveyed in detail by [16], in which different
approaches to modeling were explored, such as key-value models, markup-scheme
models, graphical models, object-oriented models, logic based models, and ontol-
ogy based models. The survey states that either an object-oriented or an ontology
based approach contains the greatest benefits. Examples of outstanding ontology
based models are OWL [17] and CoOL [18], and similar outstanding object oriented
approaches are explained in [19] and [20].

Context information cannot appear by itself, but must be gathered or acquired
from somewhere. Many solutions for this exist, for example some applications use
manually oriented approaches such as when a user input personal preferences or a
profile. However most solutions today strive towards the detection of context in a
more pervasive and automated way, for example by using sensor technology and
wireless sensor networks. Because of this, research into sensors and wireless sensor
networks is of high importance in relation to the acquisition of contextual informa-
tion.

2.2 Context Awareness

Context-aware behavior, or more concisely context awareness, is the result which
is gained from utilizing context information. In applications this signifies the abil-
ity to adapt behavior depending on the current situation of the users. One of the
first research applications that has been accredited as being context-aware was the
Active badge system by [21]. However, context awareness has since taken signifi-
cant strides, especially in recent years when there has been an escalation in mobile
devices and intelligent applications. Multiple definitions of context awareness exist
and context awareness is often synonymous with other terms [14], such as adaptive,
reactive, responsive, situated, context-sensitive, and environment directed. One of
the first definitions was by [22], but others have also attempted to define it [13, 23].
Dey and Abowd [14] have made a widely accepted and thorough survey in relation
to the definition of what context-aware computing is today, and they define context
awareness as A system is context-aware if it uses context to provide relevant information
and/or services to the user, where relevancy depends on the users task.”. From these def-
initions it is possible to deduce that context-aware computing is built on intelligent
applications, which can change their behavior according to context. One of the ma-
jor reasons for the advancement in context awareness during the last few years can
be accredited to the mobile platforms, which can travel with the user and become
truly pervasive. Many solutions have existed that illustrated context awareness via
mobile devices, ranging from the early work of Brown [11], to applications using sin-
gle context sources such as GPS [24], to the applications being released today such
as Waze!, Foursquare?, Google Latitude®, Facebook Advertisements* which utilize

1Waze: www.waze.com

2Foursquare: www.foursquare.com/

3Google Latitude: www.google.com/latitude

4Facebook Advertsiments: www.facebook.com/ advertising
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multiple context sources, both from sensors, personal profiles, social networks, and
available hardware.

2.3 Context Based Proximity

Proximity can be defined as the physical or geographical nearness, a kind of close-
ness or vicinity. However, with regards to context the desire is to utilize this concept
of closeness in order to create a notion of context proximity. This means the prox-
imity between users’ context, i.e. not only by location. For example, two people
working in the same company but in two different towns are not in geographical
proximity to each other, but their context is in proximity since they both have the
same employer. Proximity with regards to context was first defined by Holmquist
et al. [25] and studied further in [26]. Although at that point it was quite simple
and primitive, because it used the context of artifacts for matchmaking and estab-
lishing a connection between small embedded devices. However, context proximity
will be utilized in this thesis to create relations between users’ context. Furthermore,
this thesis assumes that it is possible to rank, relate, and determine the proximity
between different the context of users or entities. It is however acknowledged, that
related research will have problems solving this in the general case and for all differ-
ent types of context.

2.4 Architectures for Context Exchange

Related approaches provide insights into current trends regarding architectural de-
sign for context awareness systems. In their internal components for exchanging
context, trends can be discovered with regards to the distribution, such as central-
ized, semi distributed, fully distributed, and networked approaches. Therefore,
these different architectural approaches will be explained in this section.

2.4.1 Centralized Approaches

Many context based services utilize a centralized approach, because of its simple
structure and easy implementation. A generalized figure for a typical centralized
context exchange system can be seen in figure 2.1. This figure shows sensors de-
noted by S that are attached to entities which are denoted by E. These entities can
thus send sensor data to a centralized storage in which the context information de-
noted by C is stored. Furthermore, applications can access context information by
querying the centralized storage. However, it will not be possible for this centralized
structure to scale in an appropriate manner when the number of users increases in
magnitude to billions of users and entities. This is because centralized systems cre-
ate bottlenecks in the communication flow, and because of the unmanageable size of
the stored data in a single database. However, the majority of these solutions claim
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that their particular solution scales well even for a large number of users, if provided
with sufficient computational power, storage, and replication.

The 3GPP IP Multimedia Subsystem (IMS) [27] and in particular its presence ex-
tension (IMS presence) [28] with adaptations for sensing [29], can provide context
information to applications. The IMS system approaches context awareness from
an operator’s point of view, which means it builds a walled garden of distributed
entities which stores context centrally in a presence database. This approach offers
many benefits from the point of view of the operators, but it does not scale well or
support continuously changing context. The SenseWeb project [30] is also a system
aimed towards sensors and ubiquitous access to sensor information on the web. The
SenseWeb project does however build on centralized web technologies, which pro-
vides a traditional centralized approach in relation to exchanging information on
the Internet. This approach involving web based storing and dissemination of sen-
sor information is a valid approach for small scale systems, but it will not support
a large number of concurrent entities with continuously changing context informa-
tion. XMPP [31] is also a similar centralized system for both messaging and presence
services. XMPP provides context information from centralized databases stored on
servers, although replication and clustering of the servers is used in order to provide
better scaling in relation to the users.

2.4.2 Semi Distributed Approaches

A structure which is partially distributed, addresses the majority of the scalability
problems while retaining the administrative possibilities created by centralization.
Semi distributed approaches often use cloud based technologies, replication, and
federated brokering to transfer data in a scalable manner. A simplified figure of a
general semi distributed system can be seen in figure 2.2. The figure shows that
the sensors S and context information C are co-located with the entities E in a dis-
tributed manner, hence the exchange can be performed directly between the appli-
cations and the entities. However, there is always a governing broker or authority
controlling and administrating the setup of the context exchange. Even though the
majority of semi distributed systems handle the replication in an efficient manner,
they are still not fully distributed and therefore still possess some of the drawbacks
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Figure 2.2: Semi distributed architecture.

associated with its centralized components.

The majority of related semi distributed systems build on session establishment
protocols such as SIP [32], in order to create the sessions for context exchange be-
tween entities. Furthermore, Raz et al. suggested a semi distributed system in [33],
which was based on their work during the CONTEXT project. Their solution is typ-
ically semi distributed, because it contains peer-to-peer connectivity between the
entities but with centralized administrative components. Furthermore, the Mobilife
project [34] explored the new possibilities when users’ devices become mobile, hence
users start living with their mobile devices. The Mobilife project created sample
context-aware applications as well as reference architecture for developing context-
aware applications. Their system supports context exchange and session establish-
ment, but is also built on partially centralized solutions for managing the network.

The SENSEI project [35] is also built on semi distributed storage of context. SEN-
SEI aims to implement the Internet of Things by means of collaborating wireless
sensor and actuator networks with embedded devices. SENSEI can therefore pro-
vide network and information management services, which enables reliable context
information retrieval and interaction with the environment. These services are for
example solved by adding centralized mechanisms for accounting, security, privacy,
and trust. However, the SENSEI project possesses the same difficulties in relation to
dealing with continuously changing data from a large number of entities, because of
the partial centralization.

2.4.3 Fully Distributed Approaches

A fully distributed system has no central point of failure. Therefore, such solutions
are naturally more scalable than centralized solutions, but at the cost of communi-
cation overhead and computational power on end devices. Context-aware systems
building on fully distributed solutions are often built on the peer-to-peer paradigm
and file sharing techniques, because of their efficient dissemination of data. Hence,
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this approach also supports context exchange and dissemination of context infor-
mation. However, the distribution creates new problems such as security issues,
administration, data management, and overhead. An example of a simplified dis-
tributed context exchange system can be seen in figure 2.3. The figure shows that
the sensors S and context information C are co-located with the entities F, to create
a distributed node. These nodes are then connected through a system which has no
central authority and thus exchanging context in a peer-to-peer manner without any
centralized components.

Work conducted by Gellersen [36, 37, 38] provides proof of concept application
for mobile devices with a fully distributed system, as well as examples regarding
how to integrate them into the everyday lives of the users. Their approach includes
how to enable additional sensors in mobile devices and an architecture for context
awareness based on multiple small and pervasive sensors built into everyday ob-
jects. However, because the focus is on smart objects, Gellersen’s system does not
provide support for global context dissemination. A more agent based approach to
context awareness was conducted by Khedr [39, 40], in which agent behavior were
combined with ad hoc context based networks. Khedr proposes the usage of an
agent-based context-aware infrastructure with an accompanying ontology, which
should enable the possibilities of providing spontaneous applications and context
provisioning. However, this particular system does not support global context dis-
semination, since it is aimed towards an ad hoc sensor composition in local proxim-
ity.

The SOFIA architecture offers a scalable middleware approach to context aware
applications [41]. It can for example, create a smart space which can be utilized
by context aware applications. In detail, the SOFIA approach is based on an on-
tological data model, which can provide the filtering of information in relation to
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related context which can be utilized to create context awareness. Furthermore, the
COSMOS system is also a middleware for context-centric access control for wireless
architectures [42]. COSMOS can dynamically determine the context of mobile users,
by taking into account different types of metadata expressed at a high level of ab-
straction. In detail, the COSMOS system applies this knowledge to create a novel
security model for context-centric access control. At a lower level which is closer to
the actual sensors, mobile peer-to-peer sensor overlay networks [43] provide a net-
work in which each sensor in the network acts as one peer node. The peers could
then use mobile networks to communicate and collaborate on different tasks, or pro-
vide information to other sensor nodes that would otherwise not be available.

2.4.4 Network Approaches

The content centric networking explained in [44], also carries an important relation to
context-aware systems. The content centric networks use intents instead of naming
in order to acquire data, thus making the network transfer the data based on content
instead of the normal praxis of transferring the data based on its name. By adopting
this change in mentality, many new optimization possibilities have been explored.
An example of a simplified content centric network for context exchange can be seen
in figure 2.4. The figure shows that the network itself can assist with the exchange of
context. In detail, network routers can intermittently store the context information
C from the sensors S and entities F, for better dissemination to applications.

The CCNx project > is one such content centric network, although other solutions
also exist[45]. Most content centric systems are built on the network layer, but con-
tent centric solutions also exist which are based on middleware and overlays. For ex-
ample, it could be argued that the idea of magnet links in the BitTorrent protocol [46]

5Project CCNx: www.ccnx.org
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is highly content centric, although it is built as an IP based overlay. Context-aware
networking is also an important area which has been studied in order to find meth-
ods for context-aware communication. This includes for example network routers
that change their behavior depending on the context of the end nodes. For example,
work performed in [47] is aimed toward adding this intelligence and self learning
to network management, so as to enable automatic reconfiguration of the network
based on high level context based requirements. There is also the Ambient Networks
project[48], which aims to create composeable overlay networks. Ambient Networks
major area is within seamless transfer and composition, which are all properties that
are also beneficial for distributed context-aware systems. The Network of Informa-
tion (Netlnf) [49] also follows the content centric approach, but from a different an-
gle. NetInf can be adapted for context awareness, since it utilizes information objects
which represent a unit of data. These information objects possess globally unique
identifiers and can be exchanged in the system, regardless of the object’s physical
location. This means that the NetInf approach provides identification and location
split that is advantageous for both the dissemination of data and context awareness,
because it disconnects the context source from the actual data.

2.5 Chapter Summary

In summary, context-aware systems should be built as a system that can naturally
enable and support context-aware applications. This can be seen as a platform for
enabling applications based on context in an intuitive and effective way. These
context-aware systems have many requirements and characteristics that define the
system. Such characteristics are ubiquitousness (pervasive, mobile, and ambient de-
ployment), awareness (both with regards to intelligent applications, network aware-
ness and user friendliness), distributed (but must still maintain control of data and
provide stable service), and secure (because of all the private information the net-
work manages). However all of these requirements pose important problems, espe-
cially within the area involving the acquisition of context (how to use complex sen-
sors), context modeling (how context should be organized), context interpretation
(how to understand the meaning of context), architectural design (how to support
global context dissemination with predictable time bounds), and decision making
(what to do, based on the context). Furthermore, the architectures providing the
greatest number of benefits are fully distributed systems, because they conform in
a better manner to the scalability requirements. The distributed architecture does
however pose its own problems such as security issues and overhead. However,
a general and common context-aware system is required in order to cope with the
proliferation of pervasive mobile context-aware applications utilizing and dissemi-
nating global context information.



Chapter 3

Supporting Global Context
Dissemination

This chapter presents methods for disseminating context between users and entities,
but also methods for creating context from global sensor information. The dissemi-
nation follows the peer-to-peer paradigm, which means that the context information
is exchanged on a direct connection basis between entities. By using this method
the context is disseminated in a well scaled manner without multi-hopping, proxies,
or centralized components. Therefore, this approach and its validity have been ex-
plored in a number of papers whose contributions will be explained in this chapter.

3.1 Creating Context from Global Sensors

With the general definition of context used throughout computer science, it can be
interpreted in a somewhat vague manner and can contain almost everything that is
connected to an entity’s situation. This context definition therefore poses some sig-
nificant problems for context-aware applications, because it is not possible to acquire
all the context information regarding a situation. Generally, context data is gath-
ered from sensors or wireless sensor networks, which sense and gather data from
the environment. Furthermore, this sensor based context can also be pervasively
gathered over time as the context of the entities change. This automation provides
sensor based context with a higher accuracy than manually entered context, such as
personal preferences, since sensor based context can be gathered without user inter-
action.

The number of sensors in devices has increased exponentially throughout the last
decade, since almost all devices today possess some sort of in-built sensor. It is how-
ever only in recent years that it has become possible to access these sensors through
wireless sensor networks and similar architectures. One example of such a device is
the Bluetooth sensor gateway, see figure 3.1. This is a sensor that was developed and
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Figure 3.2: Zigbee sensor module. Figure 3.3: Ethernet sensor module.

used in the proof-of-concept applications during this thesis. The sensor can connect
via Bluetooth to nearby mobile phones and provide them with raw sensor values.
In this case, it was only possible for the sensor to gather temperature and humidity,
but with the additional GPS of the mobile phone, intelligent applications could uti-
lize the sensor values in terms of higher meaning context. In detail, the Bluetooth
sensor gateway uses a lithium battery as its power source, which means that it will
have a long lifetime, but will eventually require charging. Superseding Bluetooth,
the Zigbee standard has become a de facto standard for low power wireless sensor
networks, one example of such a Zigbee sensor with power sockets and internal sen-
sors can be seen in figure 3.2. This Zigbee sensor was also developed and used in
the proof of concept applications during this thesis. In detail, this sensor has both
sensors and actuators, which means that it can both control the mounted wall sock-
ets and sense the power consumption of the devices that are plugged into the socket.
Furthermore, since this particular sensor has the advantage of being connected to
the household electrical sockets, it can run without battery operation. A third type
of sensor used for creating context during this thesis was an Ethernet based sensor.
This sensor can be seen in figure 3.3 and it is a sensor module that is powered by
household electricity and communicates over the Ethernet and IP based infrastruc-
ture. This particular Ethernet sensor can only sense temperature and humidity, but
its main advantage is that it can communicate over regular IP based networks with-
out any third party involvement. Because of this, it is very self contained and can
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even communicate over the Internet via standard web protocols, such as HTTP.

All these three modules are examples of sensors and actuators that have been
used during this thesis to create higher meaning context from raw sensor informa-
tion. They were also combined with sensors already built into mobile devices, such
as GPS and accelerometers. However, a vast number of unexplored sensors and ac-
tuators still exist that can be used to create information and context awareness in
applications.

3.2 Framework for Global Context Dissemination

Chapter 2 presented related architectures for context awareness and exposed the sig-
nificant drawbacks of the related approaches. In detail, the majority of these related
systems have a centralized or semi distributed approach for context disseminating.
Such approaches do not support global context exchange among billions of entities,
because it creates unnecessary bottlenecks and unmanageable handling of the data.
To address this problem, this thesis has created a new framework for global context
dissemination. This framework is built on the peer-to-peer paradigm, which means
that the data is transferred directly between the users with minimal delays. This dis-
tribution scales better, supports global context dissemination, and supports dynamic
context information on a completely different level. To formalize this approach, it
was formed into a framework called the MediaSense framework. An overview of
this framework can be seen in figure 3.4. The figure shows how mobile phones are
connected via wireless sensor networks to acquire context information. This context
can then be shared over a global peer-to-peer network. This figure also shows how
the framework can operate concurrently with other related context architectures if
necessary, in this case the IMS presence.
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3.3 The Distributed Context Exchange Protocol

The Distributed Context Exchange Protocol (DCXP) is the peer-to-peer protocol used
within the MediaSense framework to exchange context between users and entities.
In detail, DCXP is an XML-based application level protocol aimed at providing reli-
able communication of context among nodes that have joined the overlay network.
DCXP imposes a naming scheme similar in format to universal resource identi-
fiers called Universal Context Identifiers (UCIs), which identifies context informa-
tion stored in the DCXP network. In detail, the UCIs have the following syntax and
interpretation:

uci://user[:password]@domain[/path[?options]]

In this case uci is the UCI scheme and domain is a fully qualified domain name
relating to the location of the context information. The user and password fields pro-
vide an optional means for authorization. path adheres to the context information
namespace hierarchy used in DCXP, thus allowing organization and sorting of the
context in a logical order. options facilitates further modifiers in the form of parame-
ter=value. Hence a fully qualified UCI could for example be:

uci://alice@miun.se/weather/temp?unit=celsius

Thus, these UClIs enables unique identification of context information. Further-
more, with these UCls it is also possible to relate to context in a formal way which is
both human readable and computer understandable.

3.3.1 Protocol Operation

A network that uses DCXP forms a context storage that utilizes a Distributed Hash
Table (DHT) to map between UCls and source addresses. The main advantage in
using a DHT is that entries can be found in log(N) time. Thus, the context storage
maintains a repository of UCI and source-address pairs which provides a resolving
service for the users. DCXP enables the exchange of context between sources and
sinks with the use of the distributed lookup system. These sources and sinks are
formed and combined in a single endpoint on the end devices, called a Context User
Agent (CUA). The CUA corresponds to a node in the DHT and in particular, the CUA
enables applications to utilize the DCXP network for disseminating global context
information between all entities in the network and within predictable time bounds.

An overview of the DCXP network can be seen in figure 3.5. The ring symbolizes
the DHT. Each circle on the DHT symbolizes a node in the DCXP network, and each
node has a CUA service. As previously explained, the DHT stores locations for a
UCI and location pair, which can be used to establish peer-to-peer connections be-
tween end users. DCXP utilizes a SIP inspired protocol with five primitives which
the CUAs can utilize. With these five primitives, the DCXP network can establish
and exchange context information between the users who have joined the DHT. An
example involving the operation of the RESOLVE, GET, and NOTIFY primitives can
also be seen in figure 3.5. In this case a CUA resolves a UCI in the network, and at a
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later stage sends out a GET and receives a NOTIFY with the latest context.

3.3.2 Anonymous Dissemination Extension

In a similar manner to that of the MediaSense framework, the DCXP network was
also altered and extended during the work associated with this thesis. One possible
extension that was studied for the DCXP network was to enable anonymity for the
entities in the system. In order to achieve this, the proposed extension to DCXP em-
ploys a hybrid of different anonymity approaches. Firstly, randomly selected users
in the DCXP ring are grouped together communicating internally using a token ring
based structured. The entities then communicate as a single large anonymous group
and because all information is sent and received as a group, individual entities are
hidden and remains anonymous. In doing so, a node achieves anonymity by the
assumption of “probable innocence”.

An overview of this architecture can be seen in figure 3.6, which shows groups
of nodes and the possibility of exchanging messages among the groups. Each group
uses a token ring like protocol to set up a communication structure, such that each
node is only aware of its predecessor and successor node of the ring network. This
ring network, within each group can be seen in figure 3.7. A token in the ring net-
work carries both encrypted and plain text messages. On receiving a token, the node
will attempt to decrypt any encrypted messages with its own private encryption key.
All successfully decrypted messages will be acted upon, after which all other en-
crypted messages are forwarded with the token. Plain text messages are inspected
in order to determine whether the contained requests should be executed by this
node. However, the plain text messages may entail delivery to the target group of
the message instead of forwarding it to the next node in the token ring. This choice is
randomly determined and if the current node decides to deliver the message, it will
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Figure 3.6: The anonymous DCXP network Figure 3.7: The ring network inside each
grouping and communication. anonymous group.

further inspect and act upon the message depending on the message type. However,
if the decision was to not to act on the message then the node delivers the token to
its successive node which then undergoes the same decision process. Furthermore,
when a node receives a message from an external group, it awaits its turn for the
token and delivers the message into the current token. In addition, if a node encoun-
ters the same message twice in the token, the message is removed from the token,
the assumption being that at this point the message has made a complete round trip
and has either been unclaimed or has been acted upon by one of the other peers.

The net outcome of this is twofold, firstly the context source is unable to derive
the terminal destination of the requests and responses. Secondly, members of the
groups are also unaware of the terminal recipient of the data, since nodes simply
forward tokens in a repeated non-discriminatory manner. Furthermore, with this
anonymity method the reach of private context information can be managed and
controlled by each entity locally, which is required to maintain privacy and manage-
ment of an entity’s private data.

3.4 Chapter Summary

In summary, this chapter presented a method and approach for creating abstract con-
text from raw sensor information. This chapter also presented a distributed frame-
work and protocol for exchanging context information between entities which have
joined an overlay network. This approach addresses goal 1 with the dissemination
and negotiation of context information via the DCXP protocol in the MediaSense
framework. In detail, this approach enables applications to utilize context infor-
mation derived from global sensors in a fully distributed manner. In comparison



3.4 Chapter Summary 25

to related systems, the presented approach has certain advantages. It is for example
fully distributed and has therefore no central point of failure, which is common to all
other centralized systems and semi-centralized systems. The fully distributed peer-
to-peer exchange also supports a faster exchange of information without proxies,
while keeping the delays within predictable time bounds. The presented approach
also addresses goal 3, because each entity manages its own context locally and de-
cides whom to share it with. Furthermore, the anonymity enabled DCXP extension
provides a means of handling privacy and the reach of the information in a manage-
able way. Hence, the presented approach can handle the reach of personal context
information and control the flow of personal information.






Chapter 4

Enabling Dynamic
Context-Awareness in Mobile
Applications

This chapter presents a method for enabling dynamic context-awareness by provid-
ing adaptive views of continuously changing context information to mobile applica-
tions. This method combines the dissemination method explained in the previous
chapter together with relevance based context scoping and adaptive application ac-
cess. Furthermore, by using this method a mobile application can utilize dynamic
and continuously changing context information in a scalable manner for a wide
range of scenarios.

4.1 Managing Evolving Context Information

Context information has historically been stored in centralized databases that can
provide auxiliary functions for the data storage, such as authentication, security, pri-
vacy, etc. However with the recent advances in global context sharing, such database
approaches do not provide support for dynamic and continually changing context
information. To address this problem, each of the end users must maintain their own
database locally, in order to minimize both the delay and to enable adaptive appli-
cation access. This thesis therefore suggests a new database structure called context
schema. In detail, this schema is an object which represents the complete contex-
tual knowledge of a particular entity. This schema includes all possible context of
that entity, including sensors information, personal profile, preferences, status, etc.
Furthermore, because the context is always changing it can be considered as evolv-
ing over time. However, to create such evolving context schemas, relations between
these context schemas are going to be required. To address this, the system utilizes
the concept of context proximity to create relations between entities based on rel-
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evance. This means that it is possible to determine that two entities are connected
and relevant to each other’s schemas, based on the fact that their context information
relates to each other by context proximity. In detail, these context schemas can be il-
lustrated algebraically as in equations 4.1, 4.2, 4.3, 4.4 and 4.5. In these equations, all
context information C exists in the domain of available context. Ceyoiving is the set of
currently evolving context information for a particular entity. This evolving context
schema is defined as the union of the set of all local context information C},.,; and the
set of all relevant remote context information C,.cjepant. Furthermore, this relevant
set is determined by f.,(), a context proximity function that can determine whether
the remote context information Cjepote is relevant, based on a specified proximity
distance d.

V C € domain of available context 4.1)
{Cevolving} = {Clocal} U{Creievant } (4.2)
{Cretevant} = {Cremote * fep(Cremote) < d} (4.3)
fep() = context proximity function (4.4)

d = specified proximity distance (4.5)

These context schemas will have to be continually evolved by the system as the
context of all entities is constantly changing. This is in contrast to related systems
where context is considered as being a static element and thus only a very limited
amount of change is allowed. But this thesis foresees that applications might also
want to utilize dynamic context, thus our system is made capable of handling evolv-
ing context schemas.

4.2 Creating Evolving Context Schemas

To address the problem of evolving context schemas in a distributed manner, this
thesis presents an architecture that builds on different types of agents that can enable
context schemas to evolve. An overview of our proposed architecture can be seen in
figure 4.1. Each of these parts will be explained in greater detail regarding how they
contribute to the creation and utilization of evolving context information. But in
overview, our architecture contains the evolving context schema, the local gathering
agents, the traversing agents, the remote gathering agents, and the context exchange
overlay network.

4.2.1 Local Context Gathering Agents

The local context gathering agents are used to gather context from local sources, thus
providing the Cjocqi set in equation 4.2. These agents are required to create evolving
context since most context information has a local sensor as its originating context
source of contextual data. These sensors do however introduce their own problem:s,



4.2 Creating Evolving Context Schemas

29

Applications

ahy

' {
T .
Evolving Context Schema raversing
Agents
\ \,
Local Remote [ Context
Gathering Gathering Exchange
\ Agents J Agents \ Network

Sensors

Figure 4.1: Architecture for evolving context.

Wait for
sensor

update

Figure 4.2: Algorithm for the local context gathering agents.

since they only provide raw values and in many cases this is in different formats
based on each manufacturer. The problem that each local gathering agent solves is
therefore to create context information from many different types of sensors, while
providing this context upwards to the evolving context schema. A flow chart of the
operation involving the local context gathering agents can be seen in figure 4.2. In
detail, the local context gathering agents continually read values from sensors either
locally attached, built-in, or connected through local wired and wireless networks.
The values gathered from the local gathering agents are then updated into the evolv-
ing context schema. Furthermore, pseudo code for the local context gathering agents

operation can be seen below.
loop
wait for sensor update
if new sensor value then
update context schema
end if
end loop
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Figure 4.3: Algorithm for the traversing agents.

4.2.2 Traversing Agents

The traversing agents solve the problem of finding new relevant context, thus pro-
viding the Cyejevant Set in equation 4.3. In detail, the traversing agent browses the
local context schema for new relations that might prove relevant to explore. To
find a new user, the traversing agent communicates with a known user from the
local context schema, asking for other relevant users. To determine whether another
user is relevant, the traversing agent utilizes the context proximity function with a
predefined distance. If two users are in context proximity to each other, they are
considered relevant and the other user’s relevant context is inserted into the local
context schema. This algorithm for the traversing agents can be seen in figure 4.3.
Because of all the traversing, these agents operate on a best effort system, always
traversing the network and evaluating other the context of other users. Each user
can have multiple traversing agents operating at the same time, because they can
concurrently expand the evolving context schema without internal interference. The
basic algorithm for the traversing agent is a five step process. Firstly, it acquires
the local context schema. Then it examines the local context schema and chooses
a relation which it wants to traverse. Thirdly it traverses this relation, communi-
cating and retrieving the remote user’s schema. After it has both the local and the
remote schema, it performs an evaluation based on the context proximity between
the schemas. Depending on the result of the context proximity evaluation, it deter-
mines which parts of the remote context information should be included in the local
context schema. Pseudo code for the operation of the traversing agents can be seen
below.
loop

get local context schema

choose a relation

acquire remote context schema from related user

for all context in remote schema do

if is within context proximity then
add to local context schema
end if
end for
end loop
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Figure 4.4: Algorithm for the remote context gathering agents.

4.2.3 Remote Context Gathering Agents

The remote context gathering agents operate in a similar manner to that of the lo-
cal context gathering agents. The main difference is that the local gatherer acquires
context from local sources, and the remote gatherer acquires context from remote
sources. Therefore the remote gathering agents are responsible for keeping the Cy¢cvant
set in equation 4.2, continuously updated and accurate. The remote context gather-
ing agents are required because the traversing agents only find new relations, they
do not keep the context values continuously updated. In detail, the remote context
gathering agents examine the local schema and determines whether a context value
requires updating. After this, it establishes a connection to the remote source, ac-
quires the most recent value and updates the local schema. The algorithm for the re-
mote context gathering agent can be seen in figure 4.4. The system will require multi-
ple remote gathering agents, in order to maintain updated context values. Therefore,
multiple remote context gatherer agents will run concurrently and acquire context
from many different sources at the same time. Furthermore, the pseudo code for the
remote gathering agents can be seen below.
loop
get local context schema
choose a context value
if value require update then
acquire remote context schema for value
if new value is within context proximity then
update local context with new value
else
remove context value from local context schema
end if
end if
end loop
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4.2.4 Context Information Exchange

The communication performed by all the agents must be conducted in a scalable and
dynamic manner, without inducing unnecessary delay. These requirements are sup-
ported by the DCXP network. In detail, DCXP provides good scaling because of the
logarithmic lookup in its distributed hash table and it also enables the demanded
direct dissemination of context between all entities on the overlay. In addition, be-
cause the actual dissemination is performed on a peer-to-peer basis without proxies,
network delay is kept to a minimum. Furthermore, the DCXP network can run with-
out relying on centralized naming services such as DNS, in addition to providing the
option to perform open ended searches utilizing the relations between users on the
overlay.

4.3 Providing Adaptive Context Views

The dynamic nature of context and the nature from which context is created, the ap-
plication interfaces for utilizing context in applications must also support evolving
context. This originates from the fact that as the context is always changing, it can
become invalid even before it arrives at the application. For example, context can
change between the instant it is retrieved from the source and the instant it is re-
ceived at the application. Hence, this thesis proposes that the application interface
should contain a specialized function which applications are able to use in order to
interact with the context services which adapts itself as the context changes. This
function call should return a snapshot of the local context schema, thus providing a
stable copy of the unstable and evolving context. Given that the agents have been
successfully evolving the schema, the interface should provide a valid representa-
tion of the actual world at the point in time which the snapshot was created. This
snapshot can then be searched in at a later stage and used as an adaptive database
view in applications. Because of this, the application interface is optimized both with
regards to computational costs and delays, since the snapshot operation is very fast,
simple and efficient. The simplicity of the snapshot interface can be seen as a flow
chart in figure 4.5, which shows that mutual exclusion is acquired for a short period
of time while performing the copy operation. After this, the snapshot is returned to
the application for processing. This can also be shown in pseudo code, which can be
seen below.

lock context schema

copy context schema to snapshot

unlock context schema

return snapshot
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4.4 Proof-of-Concept Applications

This approach of creating views of evolving context from global sensors has been
implemented in numerous context-aware applications during this thesis. They were
created as proof-of-concepts, in order to validate the approach and architecture de-
sign. One of the implemented proof-of-concept applications can be seen in figure 4.6.
This application was created for low end phones running JavaME, and it utilized the
inbuilt GPS and the external Bluetooth sensor. The application shows all users in the
system as pins on a map. Each user’s sensor information is also displayed, so that
the context from the sensor values can be created. In detail, all users are connected
to a context service using DCXP, which could negotiate the context data between
all users. The result of this is a continuously updating view of all sensor values on
a map. Following this proof-of-concept, a follow up and similar application have
been created but with a different approach to the dissemination of context. In detail,
this proof of concept used the initial ideas to apply context proximity to determine
relevant context. A figure of the running application can be seen in figure 4.7. This
application was created for an Android mobile phone, and it displays a logical view
with the location of all possible relevant entities. However, where the previous ap-
plication built on a distributed context service using DCXP, this application is built
on an ad hoc agent based context exchange which has utilized context proximity to
determine relevance.
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Figure 4.6: JavaME based proof of concept. Figure 4.7: Android based proof of concept.

Extending both the previous applications, a third simulation application was cre-
ated. The focus of this application was on adapting the previous proof-of-concept
applications in order to implement the architecture for evolving context schemas.
Graphically it is similar to the Android application, since it follows the same agent
based approach. Figure 4.8 presents the running simulation, and the figure shows
a graphical snapshot view for a particular user’s evolving schema. The graphical
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Figure 4.8: A snapshot view from the evolving context simulation.

view is centered on the user, which in this case is user number five. The view also
contains the other users who are in context proximity and the predefined context
proximity distance can be seen as a circle in the background. This view is updated
continuously as the users move around and as new entities enters or leaves the con-
text proximity area. The schema in the simulation does however only contain two
dimensional context values, representing for example latitude and longitude. How-
ever, in conclusion the simulation proves the feasibility of the approach because it
creates views of the evolving context information from negotiated global sensors.

The proof of concept applications was also measured in a preliminary study of
the scalability and responsiveness of the different components. In overview, the
DCXP network, the agent communication, and the snapshot interface were mea-
sured. The first measurement focused on the DCXP network and the response time
of the startup and the two primitive operations GET and SET were measured. The
results from this measurement can be seen in table 4.1. In this table, the GET op-
eration was measured to be completed in under 0.2s, even in mobile environments.
These values were on par with UDP traffic over mobile broadband, which means
that no significant additional delays were introduced by the DCXP network itself.
The second measurement was performed on an Android mobile phone, which mea-
sured the communication of the ad hoc agents. In detail, the response times for the
different parts of the algorithm were measured. The most important result can be
seen in table 4.2, which shows the measured time for a peer-to-peer communica-
tion and the response time for the bootstrapping procedure. These results show that
the centralized bootstrapping was the bottleneck of this particular proof of concept
application, although it otherwise follows normal TCP traffic speeds over mobile
broadband. The third measurement was performed on the simulation application
and measured the snapshot interface. The results from this measurement can be seen
in table 4.3 and it show the overhead induced by the application interface. In detail,
the snapshot application interface performs well, since it only induced minimal de-
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Table 4.1: Response times of DCXP.
Startup | GET SET

Computer | 0.35s 0.02s | <0.001s
Mobile 7.0s 0.20s | 0.10s

Table 4.2: Response times in the Android proof of concept.
10 nodes | 25 nodes | 50 nodes

Bootstrap 367ms 387ms 410ms

Peer Communication 310ms 313ms 335ms

Table 4.3: Response times of the snapshot interface.
100 000 context | 1 mill. context | 10 mill. context

Snapshot Interface 5.3ms 66ms 780ms

lay even when the amount of total context in the local schema was in the magnitude
of 10 million entries. Furthermore, these results show that the snapshot operation
itself does not cause any significant overhead for creating the adaptive views of the
evolving schemas.

4.5 Evaluation

This section presents a validation and evaluation of the proposed approach, i.e.,
maintaining evolving schemas and adaptive views containing distributed context
information. The approach is thus compared with related work regarding qualita-
tive and quantitative aspects, such as the amount of stored context in the system and
propagation delay. In detail, the approach is compared to the general architectures
studied in section 2.4 with regards to how well these approaches address the goals of
the thesis, which were presented in section 1.4. Hence, the results in this chapter are
placed into relation with he goals of the thesis, for further establishing the validity
of the approach.

4.5.1 Comparison to Centralized Architectures

Relating to the global dissemination of context information in goal 1, centralized sys-
tems gather context information in centralized storages which do not scale well with
regards to the amount of stored information and to the constant accessing of data.
This scaling problem is apparent when there is an enormous increase in the num-
ber of global entities, with constantly changing context. The proposed system does
however provide decentralized access of the information, which has better scaling
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and can manage global sensor information. This can also be proven quantitatively
by looking at the sum of all context information which a centralized system must
manage in its storage. Equation 4.6 shows the total amount of stored context Cs¢ored,
which is stored in the central database. This can be compared to equation 4.7, which
shows the amount stored on each entity in the proposed system. From this it is
possible to deduce that the amount of data in the central database will become un-
manageable when the amount of total entities increases in magnitude. The proposed
system will however still have a manageable set of stored data, because the stored
amount is only based on the relevant number of users, not the total number of users
in the system. To be concrete, if a system has in total 100 000 entities, with ten context
values each, but only fifty of these entities can be considered relevant for a particular
application. The total stored size for a centralized system would then be 1 000 000
entries, compared to 510 entries in the proposed approach.

total entities

Cstored = Z n x Cremate (46)

n=0

relevant entities

Cstored = Clocal + Z n x Cremote (47)

n=0

The same problem occurs when comparing the delays for an application querying
the stored context information. The delay D,ppiication for centralized access can be
seen in equation 4.8, where the transmission delay over the Internet dirqnsmission
is added twice on top of the database query time dcentral database- In the proposed
architecture the same application access is performed locally, see equation 4.9. Thus
the delay is isolated to the database query inside the local database djocai database,
which was also proven to contain a much smaller dataset. Hence, the centralized
lookup will always be two transmission delays longer than the delay for the local
database, regardless of centralized location and replication.

Dapplication = dtransmission + dcentral database T dtransmission (48)

Dapplication = dlocal database (49)

Furthermore, the proposed system also has a lower propagation delay D,,opagation
for when the context information changes. This can be seen in equation 4.10 and
equation 4.11, which shows the delay from the point when the context is updated
to that when it has arrived at the application. In centralized systems it is apparent
that the context information must be routed through the centralized point, which
induces an additional transmission delay over the Internet in comparison to peer-to-
peer dissemination. To be concrete, the propagation delay of a centralized system
will always add one additional transmission delay over the Internet, because it has
to relay the information.

Dpropagation = dtransmission + dcentral database T dtransmission (410)

Dpropagation = dtransmission + dlocal database (411)
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Because of this, centralized systems also have problems with goal 2 which are the
adaptive views, because they must perform massive queries through a very large
datasets in order to provide the same functionality. These queries will also affect
the dynamics of the system, because a long query requires a stable dataset while it
is being performed. This problem can also be found when studying the required
workload by the centralized component compared to the distributed workload of
each node in the proposed system. The total workload required to create one view
for each end application in a centralized system can be seen in equation 4.12, this
can be compared to equation 4.13 which shows the required workload on each end
node in the proposed system. However, one important thing to note is that the total
workload of the whole proposed system, the sum of the workload of all nodes, will
be equal to the workload of the centralized workload.

total entities related entities
Workloadcentrar = g nx ( E m * Cremote) (4.12)
n=0 m=0

related entities

Workloadper node = Z N * Cremote (4.13)

n=0

Centralized systems do however have an advantage over the management and
reach of the private context in goal 3, because they have complete control over the
flow of information. However, this centralized management will have negative effect
on the scalability, since all decisions on the reach of information must be made by the
centralized authority.

Both the IMS system, XMPP, and SenseWeb employ centralized storage of context
information. Hence they scale accordingly, with respect to equations 4.6, 4.8, 4.10,
and 4.12. In conclusion, the proposed solution in this thesis is superior to these
related systems, especially in regard of the amount of context information which is
stored, the delay when acquiring context information, and the propagation delay
when an entities context is updated.

4.5.2 Comparison to Semi Distributed Architectures

The semi distributed approaches studied in 2.4.2 addresses some of the scalability
problems associated with centralized solutions, but not all of them because they still
maintain some centralized parts. They can address the support of global context
dissemination in goal 1 much better than centralized systems, because the actual
context exchange is performed outside of the federated broker. In detail, both dis-
tributed and semi distributed systems have the propagation delay shown in equa-
tion 4.11. However, since a federated broker still becomes a centralized component,
it will scale poorly when performing queries on the whole dataset. Thus, semi dis-
tributed systems scales as a centralized system, as in equation 4.8 for such actions.
Furthermore, because the centralized component will require complete knowledge
of the system to provide this service, the system will have to store both centrally in
the central component according to equation 4.6 and remotely on each entity as in
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equation 4.7. Creating a very large total amount of stored context information in the
system. Therefore, the proposed system with a distributed approach is still able to
offer a better scaling system. In relation to goal 2 which addresses adaptive views,
semi distributed systems are also limited by their centralized component. This is be-
cause it will require complete knowledge of the data, whose size increases according
to equation 4.6. Furthermore, the centralized component has to search through to
this large database set to create the relevant view to applications. However, if these
drawbacks are disregarded, the gain associated with having centralized components
is that they can still maintain the flow of information as a centralized system which
is a demand of goal 3.

The federated brokers of SENSEI and the SIP enabled context exchange explored
in the CONTEXT and Mobilife projects, offers significantly more scalable approaches
to sharing context than centralized systems. Thus scaling according to equation 4.11
for simple context exchange between entities. But for system wide searches or find-
ing new entities to communicate with, it will operate as a centralized system and
thus the delay will follow equation 4.8. Therefore, the proposed solution in this the-
sis is superior to these related systems. Because even if they operate with direct con-
nections between entities, they still maintain a centralized component which does
not scaled well when performing certain operations.

4.5.3 Comparison to Other Fully Distributed Architectures

The proposed system is fully distributed, but it has advantages over alternative fully
distributed systems. In the addressing of goal 1, the proposed approach is similar to
the related architectures. Even though related systems such as SOFIA and COSMOS
build on much more cumbersome protocols, which have a larger overhead than the
DCXP protocol. In relation to goal 2, the proposed system is superior because it
can provide the adaptive views, for enabling more dynamic applications. The other
distributed systems offer direct dissemination of context between entities in a simi-
lar manner to that of file sharing, but only if the destination in known beforehand.
Thus, such systems would have to communicate with all the entities on the system in
order to create a relevance view. This can be defined as the total signaling required
to create a view and can denoted by equation 4.14. This can be compared to the
proposed architecture, which would only requires a smaller amount as in equation
4.15 because it can limit the amount of entities based on context proximity. To be
concrete, given the same system as before with 100 000 entities having ten context
values each and fifty relevant entities for a particular application. The total signal-
ing in related distributed systems would 200 000 transmissions and 100 000 local
database lookups. Where in the proposed system, this is limited to 100 transmis-
sions and 50 database lookups. However, it is important to note that the imposed
delay of the communication do not cumulatively sum to the total delay it takes for
creating a view, since the communication can be performed concurrently among all
entities.
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total entities

Stotal = E n * (Stransmission + Slocal database T Stransmission) (414)

n=0

related entities

Stotal - § n x (Stransmission + Slocal database + Stransmission) (415)

n=0

The related systems have the same problem of addressing the reach of informa-
tion as stated in goal 3, because there is no centralized authority. However they
do not offer a distributed approach to create anonymity and control of the reach
in a manageable way, which the proposed system has. Furthermore, the SOFIA and
COSMOS middleware are distributed architectures which are very similar to the pro-
posed system, which also addresses similar problems. COSMOS only focus on policy
management, but the SOFIA architecture utilizes ontology based knowledge to pro-
duce relevant context views. The ontology approach has extended functionality over
the context proximity calculations, used in the proposed system of this thesis. But
the ontology also has a longer evaluation time to produce each view, which might
not return answers within the limited time bounds of mobile applications.

4.5.4 Comparison to Networked Architectures

Networked approaches which build on integrating the context exchange into the
network infrastructure can also address the goals. The CCNx project is a typical
network based system, which aims to alter the router infrastructure on the Internet
to enable content-based addressing. However, the proposed system in this thesis
performs better, because networked approaches will require massive storage and
computational power, in order to replicate and manage the global context informa-
tion required for goal 1. The required computational power is especially problematic
in content centric networks for a massive amount of continuously changing context
and global spread of the context information. The networked approaches are also
unable to create the adaptive views of goal 2, because that would entail having ac-
cess to complete knowledge of the whole system in the closest router. This would
mean that each individual router would have to contain the equivalent amount of
data as that of the centralized storage, explained in equation 4.6. The reach of data in
goal 3 is also impossible to manage, because the information is replicated throughout
the whole Internet.

4.6 Chapter Summary

In summary, this chapter has presented a method for providing adaptive views of
continuously changing context information to mobile application. The method has
combined the dissemination method explained in previous chapter with the rele-
vance based context scoping. Furthermore, this approach was validated in mobile
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applications that could utilize dynamic and continuously changing context infor-
mation in a scalable manner. This approach therefore addresses goal 2 since the
method can provide adaptive views of the constantly changing context information
to mobile applications. In detail, these agents acquired context from local sensors,
gathered context from remote sources, and traversed the network to find new con-
text based on relevant context proximity. Furthermore, the evolving context was
provided to application trough an application interface, thus it could provide adap-
tive views of the continuously evolving context schemas in manageable way. This
is superior to related systems, because they do not have good support for neither
dynamically evolving context nor provisioning of context based on relevance. This
approach also addresses goal 3 because the system can in combination with DCXP
manage relevance and reach on a per entity basis. This means that the end users can
manage the reach of their context information in a manageable way. This is supe-
rior in comparison to relates systems, which employ different forms of authorities to
achieve the same control and management.



Chapter 5

Conclusions

The recent advances in mobile technology and the inclusion of a large amount of
sensors in mobile devices, has enabled pervasive applications capable of providing
different services based on the status of users and entities to be achieved. How-
ever, such applications require continuous access to context information as adaptive
views for intelligent decision making. Therefore, the problem faced in this thesis was
with regards to the enabling of dynamic context information in mobile applications,
which can both utilize context from global sensors and negotiate the context infor-
mation between users and entities. Related approaches were studied and put into
four different categories based on where the actual context information was stored.
To be specific, they used either centralized, semi distributed, fully distributed, or
networked storage. But the related systems were discarded as viable options, be-
cause they did not support the functionality in regards to scalability and adaptive
views which was demanded by the proposed scenario. An alternative approach was
therefore explored, which included direct exchange of context information between
entities and dynamic creation of adaptive views. Furthermore, the approach was
validated both qualitatively and quantitatively with proof of concept implementa-
tions and calculations on the achieved scalability. The proposed system was also
compared to related systems, to further validate the approach.

This thesis explored two specific challenges, the supporting of global context dis-
semination and the enabling of dynamic context awareness as adaptive views in
mobile applications. In detail, these two challenges was presented and addressed
in their respective chapters of this thesis. The first challenge of supporting global
context dissemination was explored from a peer-to-peer perspective and resulted in
seven papers. These papers included the operation of the DCXP protocol, the de-
velopment of the MediaSense framework, proof-of-concept applications, and eval-
uations of their components. The second challenge of managing dynamic context
awareness as adaptive views came from the observation that there is too much changes
in context for traditional systems to be feasible. This challenge was explored in three
papers, which resulted in an application interface that provides adaptive views of
the evolving context and an agent based architecture for performing the evolution
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of the context information. In conclusion, by means of these ten papers the concrete
goals of this thesis have been achieved.

Goal 1 was met by means of the dissemination and negotiation method used
in the MediaSense framework and in particular the context exchange of the DCXP
network. This approach enables applications to utilize context information derived
from global sensors, in a fully distributed manner. This approach was also vali-
dated in multiple proof-of-concept applications which utilized the system. The pro-
posed approach was also compared to related approaches by calculating delays and
database sizes, which showed that the proposed system scales better. This goal has
thus contributed an approach in order to enable the dissemination of global context
in ubiquitous scenarios.

Goal 2 was met by means of the agent based approach that has the ability to cre-
ate continuously evolving context information. In detail, these agents could acquire
context from local sensors, gather context from remote sources, and traverse the net-
work to find new context based on relevant context proximity. Furthermore, the
evolving context was provided to the application through an application interface,
capable of providing adaptive views of the continuously evolving context schemas
in a manageable way. This goal was studied in related approaches, which shows
limited functionality and poor scalability when providing adaptive views.

Goal 3 was met by means of the combination of the DCXP network and the agent
based network, in order to create context evolution based on relevance. Because
each entity manages its own context locally and decides whom to share it with, it
is possible to maintain control of the information flow. Furthermore, the anonymity
enabled DCXP extension also provide DCXP with the means of handling privacy
and reach of the information in a manageable way. Therefore, this system can both
handle the reach of personal context information in a manageable way and control
the flow of personal information.

From these goals, it can be concluded that is is possible to derive context infor-
mation from global sensors, and to disseminate it between users and entities. It is
also possible to conclude that the proposed distributed approach is superior with
regards to scalability and extensibility, which will be required by next generation
context-aware systems. Furthermore, this thesis can conclude that the next genera-
tion services will require a new form of access to information in applications. Such
applications will require specialized access interfaces for context, because the dy-
namics of context information will be unmanageable with the currently available
systems. By combining the three goals and the two challenges posed in this thesis, a
solution to the problem of creating context awareness in context-aware applications
has been determined. In detail, the solution to this problem is a distributed system
which scales well and enables there to be evolving context information and adaptive
context-aware applications. It supports continuously changing context and can pro-
vide access to the context information as adaptive views, which does not endanger
the dynamics of the evolving context. The system is also sufficiently lightweight to
run on ubiquitous mobile devices with unstable connectivity and limited resources.
The proposed system’s superiority compared to related systems was proven both
qualitatively by identifying new features that was enabled and quantitatively by cal-
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culating different scalability metrics of the system.

5.1 Future Work

The outlook for mobile context-aware applications is good, even if the majority of
commercial applications will utilize centralized systems. However, more context-
aware applications will emerge and demand an open distributed access to context
information. Current distributed approaches will however require additional re-
search into security and privacy. These approaches also require extensive simula-
tions in order to determine the stability and performance which will be involved
as the number of users increases in magnitude to billions of users. Such simula-
tions should provide an insight into the choice of distribution method, including the
DHT variant and protocol choice. Further studies and development of the applica-
tion interface are also required, in order to provide verification by both simulations
and real world prototyping. Other approaches can also be explored, to discover
additional programming patterns which are suitable for mobile context-aware ap-
plication development with evolving context. However, the future for the proposed
system presented in this thesis can be to enable open context-awareness in smart
objects. For example, enabling autonomous agents gathering context about relevant
entities, thus enabling context-aware behavior and self learning of all kinds smart
objects in an entity’s context proximity.

5.2 Concluding Remarks

This thesis has explored distributed approaches in order to enable context-aware ap-
plications in mobile environments. Current systems can manage context information
and provide it to applications, but problems do occur with adaptive applications and
continuously evolving context information. With the current explosion in the mobile
market and the enormous number of in-built sensors in the present day appliances,
there is greater awareness of the issues associated with billions of connected things.
The mobile context-aware applications are therefore the next logical step towards
truly pervasive applications with ubiquitous sensing for the Internet of Things.
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